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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m%&%l (TOE Type)
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1.4. TOE §&;t (TOE Description)
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FIASN., 1) T/BESRE MFD OERZHFEDOF AA(CEEM 15 L TOXIRICLES, 3
i':']tm. ElE. MFD [C&oTEITENS,
FREEEAITRY . L CGRRAER LB & . R TE R (I 3<%,
AR TOE ZHER I 5 M. SAERFRREA T Va3V B MA VA M=V T B lEICED, FRREARELT. K
IRFBELEN BRI EHYIR— T 2H . K TOE RECIIARAKRZIANDHEFERAT S,

(2) 7D
POEAFEIE, XEPXELEICEETHRR. CX1)TBET AN, BB 7O AER =+
DHRABDH TPV ATRETHIEEIRIET Do
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- R)Y—(CED. FAB SN R - TR AT RELRFER AN —IT M ALOXERUBEZEDY
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Edition 1 Security Function a3de45392f9c00b3
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4
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2. 1.

2.2.
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel ThHhd, TN, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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3. tFi1UT1iRRETEZ (Security Problem Definition)
AETE, BE. HBOEF1UT A& BHREHICOVWTERRT S,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)
K TOENRETIEERLTOESNTHS,

Table 5 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE (XT3 EE %, Table 7 (CEEihT B,
Table 7 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE | An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+a1)T1548t (Organizational Security Policies)

K TOE HlESF LB N0 RO 1) T4 8tZ Table 8 [CEEiR T %,

Table 8 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally
mandatory)

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.IMAGE_OVERWRIT
E

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image

(optional) data from its Field-Replaceable Nonvolatile Storage
Devices.
3.3. HMREMH (Assumptions)

A TOE OEhE. ER. BLUFIRICET daTiRS 4%, Table O (SR T B,
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Table 9 Assumptions

Designation Definition

A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.

A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.

- 15 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125 / E1110/ E1100 t¥al778—0vF

tFa)T4xtEKAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBRENEF1)T1x %K E% Table 10 (CEEHT .

Table 10 ERIRHEQTF1) T4 3 KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR

- 17 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125 / E1110/ E1100 t¥al778—0vF

for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
- 18 -
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
- 19 -
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
- 22 -
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES 256 _CBC_SHA

TLS _DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE RSA WITH_AES _256_CBC_SHA

TLS _RSA WITH_AES_128 CBC _SHA256

TLS_RSA WITH_AES 256 CBC_SHA256

TLS _DHE RSA_WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES_ 128 CBC_SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA
TLS_ECDHE ECDSA_WITH_AES_128 CBC _SHA
TLS_ECDHE ECDSA_WITH_AES_256 _CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS _ECDHE RSA WITH_AES 256 _CBC_SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS_ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS _ECDHE ECDSA _WITH_AES_128 CBC _SHA256
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TLS ECDHE ECDSA_WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
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Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:

Passwords shall be able to be composed of any combination of upper and lower
case letters, numbers, and the following special characters: [selection: "/, "@”,
“#NET ", N N&”, MR NN )7 [assignment: other characters]];

Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
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Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
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symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.
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This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators
can update the TOE firmware/software, and that such firmware/software is

authentic.

Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.
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Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLUTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR 0# R Z, KeFaUT43—TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
PIRA=F4A2ER—IV FEEKICEKORD A=W F15 )y 0& 72— 71> E#1E . HCD-PP TFERMEN
Tz SFR O& 53 &. REF1UTAA-TYMIBVTEFMIESN T SFR ROTF AL ETRT,
1EYyOERE . KeF1)T48-TYMIBWGERSN  hD/FIFTERSNTE SFR ADTFAMETR
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(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)IE PP TERINTLSED, SHICEMRTHAE(al). (a2)DLIICLTLVD,

tXa1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:

- 31 -

Copyright®2022 by FUJIFILM Business Innovation Corp.



FUJIFILM Revoria Press E1136 / E1125 / E1110/ E1100 t¥al778—0vF

a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard)].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
0O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
sighature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_SHAZ256

TLS ECDHE RSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA

TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print . View image . Delete
Submit a Modify
. or Release stored
Operation: document to . stored
. printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) (note 4)
U.ADMIN (note 3) (note 5) (note 3)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . L L.
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | Denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L receive receive .
receive job . receive
status/log | job .
job
Fax owner denied denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied denied
Unauthenticat | denied denied denied denied

ed
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Storage/
Retrieval

View Modify Cancel
Operation: Create. stor.::rge stor:age / stor:age / stor:age /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy or retrieval Job.

Note 3: With Folder I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only.

Note 4: Job owner can modify the stored copy DOC of his/her own only. On the
other hand, scan DOC cannot be modified by anyone even if its owner.

Note 5: Key Operator can modify the stored copy DOC of all users, while SA can
modify the stored copy DOC of his/her own only. On the other hand, scan DOC
cannot be modified by anyone even if Key Operator or SA.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user

intervention.
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FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].
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FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%"”, "N, "&”, "*”

7 W 7N

“(“/ n //, [assignment: ” (Space),,, “/I/I, "I//, “+ f o

n w 7 “/// w, 7 Ww,uz@7 ||< 7 o Nn_ w7 > 77 N ?// “/'“ ||¥// n 7//
L LI 2 V4 LI 4 L 7 L ——i L LA 2 L L L

" //, nw?e II, \l{“, |\| //, “}Il, “N/I]];

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.
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FIA_UID.1

Hierarchical to:

Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:

Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

6.2.5. Class FMT:

FMT_MOF.1

Hierarchical to:

Dependencies:

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: none] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
none].

Security Management

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assighment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role
User identifier (Key Operator modify Key Operator
case)
User identifier (General case) modify, U.ADMIN
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delete, creation

User Role (Key Operator case) query

Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password

modify U.ADMIN, the
owning
U.NORMAL.
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TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | query, modify U.ADMIN

length

Data on Private Charge Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM modify U.ADMIN
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
creation
Data on User Authentication query, modify
Key operator identifier modify
Key operator Password modify
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Data on use of password entered from | query, modify
MFD control panel in user

authentication

Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time query, modify

Data on Auditing

query, modify

Data on Storage Data Encryption query, modify

Data on Overwrite Storage query, modify

Data on Customer Engineer Operation query, modify

Restriction

Data on Self Test

query, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password guery, modify

length

Data on Autoclear guery, modify

Data on Firmware update query, modify

Data on Report Print query, modify

Controller ROM modify
FMT_SMR.1 Security roles

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.
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FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:
Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
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FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

FTP_ITC.1.1

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
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FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and

audit transmission service].

Trusted path (for Administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
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Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT(RILEH (Security Assurance Requirements)
Table 18 [CEF1UT1REIEHZRRIRT S,

Table 18 t¥a1UT/{RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components
definition
. ASE_INT.1 ST introduction
Security Target - ——
i ASE_OBJ.1 Security objectives for
Evaluation .
the operational
environment
ASE_REQ.1 Stated security
requirements
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Assurance Class Assurance Assurance Components
Components Description
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIVTARIEEHZERT BRI R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE [CHEITPERRROLF1UTDERSN TSN, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

6.4. tF1UT 1 EHBI (Security Requirement Rationale)
6.4.1. KEFMHEO#HEE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL TV IHEEY . SITRFEFRER R LBV ERERELG L. RERRNE
IEENBCTEHREN G MRHLE ., Table 19 (CRET 3.

Table 19 t¥1UT(HAEEHIVR—RY bOKTFH

BREEHIVR—VF EREHEOBREEHIVR—2VF
EEEERELCLVE | TR
EHbBIUEHRTH PP THESNTLVEH NBHEZOE L
FAU_GEN.1 FPT_STM.1 - oK
BEBETAER
FAU_GEN.2 FAU_GEN.1 - oK
FIAEBAFROBREEN T FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - oK
ViiR : SV ERBE & ST AR # FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) k(& - oK
rEERER(EXFEA) FCS_COP.1()]
FCS_CKM_EXT.4
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

KEHEBRRLTLVG | TR
BEUHSLUVEHRAT PP THESNTWSEH NEHEZOE L
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
REBEELE1I—
FAU_STG.1 FAU_GEN.1 - OK
RESNZEE BT BME K
FAU_STG.4 FAU_STG.1 - oK
EET-IEXOFLE
FCS_CKM.1(b) [FCS_COP.1(a) Fl& - OK
BEERAR(IFAEER) FCS_COP.1(d) #F#=l&
FCS_COP.1(e) I
FCS_COP.1(f) (&
FCS_COP.1(g) #F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%( FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S AT OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
B RE(IMBESIL858) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - OK
ESRE(\VWYATITUXL)
FCS_COP.1(d) CS_CKM.1(b) - OK
E=1%1E (AES T—AKES1L. 18 | FCS_CKM_EXT.4
=)
FCS_COP.1(f) CS_CKM.1(b) - OK
512 (BErES1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) - OK
BEESIRE(BMT)N\Y 1 AvE— YRR | FCS_CKM_EXT.4
i)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
PL5R  FEIRSN Tz HTTPS
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

EREMEGBRLTVG | TEH
EHBSUEHL PP THESNTIVEH NEHEZOE L

FCS_KYC_EXT.1 [FCS_COP.1(e) Fflt - oK
YRER RFIAY FCS_SMC_EXT.1 #k(d

FCS_COP.1(i) #kld

FCS_KDF_EXT.1

RU /L

FCS_COP.1(f)]
FCS_RBG_EXT.1 iU -
ViR BE SR 1E (BELEEY MR
FCS_TLS_EXT.1 FCS_CKM.1(a) - oK
YRER BIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - oK
BIty b 7ot A
FDP_ACF.1 FDP_ACC.1 - oK
tF1UTABIECLBZPHERSIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - oK
Vaik: TAAD LT3R %
FDP_RIP.1(a) iU -
Bty NREIERERE
FIA_AFL.1 FIA_UAU.1 - oK
EREE R BRBFDELD R
FIA_ATD.1 iU -
FMAEEMHER
FIA_PMG_EXT.1 iU -
YaEk: S\AD— R EHE
FIA_UAU.1 FIA_UID.1 - oK
REIOAAIVY
FIA_UAU.7 FIA_UAU.1 - oK
REINTZT1—F)\D
FIA_UID.1 iU -
FARIDRAZIIY
FIA_USB.1 FIA_ATD.1 - oK
FREE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
EFITAHEREDSZEVDEE | FMT_SMR.1
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

REHEHRLTVEG | T2
EHBIUEHAT PP THESNTIVEH NEHEZOE St

FMT_MSA.1 FDP_ACC.1 - oK
X T BEEOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BHEMMHIE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—50%&E FMT_SMR.1
FMT_SMF.1 kL -
BIEREEDETE
FMT_SMR.1 FIA_UID.1 - oK
t¥a1)T11%E
FPT_KYP_EXT.1 kL -
ViR BRUBMEORE
FPT_SKP_EXT.1 kL -
Visk:TSF T—A0RE
FPT_STM.1 kL -
SEEIMLARVT
FPT_TST_EXT.1 1L -
YE3E:TSF TAF
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhaR  SIEEPYIT— b FCS_COP.1(c)
FTA_SSL.3 kL -
TSF 28L& T
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF IEEEFvRIL F1=13 FCS_TLS_EXT.1.

F7=(4 FCS_SSH_EXT.1.

F1=l3 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
=E@EN A (EEER) F7=(3 FCS_TLS_EXT.1.

F1-14 FCS_SSH_EXT. 1.

#7214 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - oK

=EEAGFERER)

FzI3 FCS_TLS_EXT.1.
F7zI3 FCS_SSH_EXT.1,
F7z[d FCS_HTTPS_EXT.1]
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6.4.2. tX1VT(RIEEHIEM (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHTERT BRI R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAIVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 12 TOE B H0ff
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITAET1 > EF21UT(REE
EHEERT SHNBREGHAFEICOVTOREDOT M4V AR ETIEHICERASN TS,
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TOE E#{t+#k (TOE Summary Specification)
AE T, TOE MBHT 3 0F 1T (BB MOV TR LTS,
¥ a1UT1#8E (Security Functions)

Table 20 [CTOE t¥1 TR X 1) T HBEEH DRI ETT o
AEICERBATS TOE tXaT/#EEE 6.1 HlCEERSNZ X 1) TR/ ERBT LD TH D,

Table 20 TOE t¥al)T1#aet X1 T4 REE H DXt IS B &R

1) TH5E

B
H

F] =
ot A,

RE13 EF
s
REE

=]
=

f
f

VAR Xl
t¥a1ly 714 BHE
AbL—Y0LEEFHEE

28 Al

=
=]
T

=
=1

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)

NN NN AR =R

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

AN ENENEN AN ENENENENAN

FCS_COP.1(f)
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1) TH5E

SFRs

s A

A

EEDEPE

AbL=Y0DLEEEHEE

VAR Xl
t¥a1ly 714 BHE
SE)

FCS_COP.1(g)

FCS_HTTPS_EXT.1

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NN ENANENEN RN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN ENENENEN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

\

FPT_STM.1

FPT_TST_EXT.1
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1) TH5E
#
Hu
K iy o
it 4o .
~ & ~ HE = S
TN E Ik b o e N
i o0 K D 'Il;bl .EE.[ [’Eg |
i 1o ¥ Ao & -
B | & | o | x| W | L
SFRs i N M N Iy ik JIE ~
FPT_TUD_EXT.1 d
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a)
FTP_TRP.1(b) v
1.1.1. FERIFEE

R FREERERE(R . BFRI SN EDFIAEBZFIC MFD OREZE AT SR ZHIZEBTWIC, #B1E
NIV, FIREDFA7Y MO Web UI(*), FUVE— R34 1\Ho1——ID £E1—-H¥—-)\A0—-Fe A B
BCHRIERL T AETHS.

MFD [CEFSNTVSFI AEFEREFEA LT, #ARLEETT,

(*):FAEDFM47V+ PCD Web T35 &MUz MFD O —/\#aE. R L. TM1U8—Ry I —E
AJEVVIB IR TIRESN SN KE(CHVTIEIRIELIEE . Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (FREE&BEDEDIRLY)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D FREE K B [
RERIRIEL TS,
FRABEORARRILCH TR RN ERE L. PO EAESEHMTEESN TS ES(1~10 E)
DEMEIGET DE. BELFIAFEOHAIRIEICRALTIZ. TOE OERUIE/ BIRAFTRZFF I
B,

(F8:&9 3 TSFI]
BAENRIVDERIERE
Web UI Oz 585
TV8= RN
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(2) FIA_ATD.1 User attribute definition FIfEEBHES
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
TOE BFIAFICK LT, 1—5—ID £ZENZRMHELTERL., ENLEHAIFRIELZFIAEICKL

TEINfIB.

[FIA_ATD.1 [CB8:&9 3 TSFI]
BENRIOE IR
Web UI (& E4gE
[FIA_USB.1 [CB8:&9 3 TSFI]
BAENSRIVOER RS
Web UI D& RI:23

(3) FIA_PMG_EXT.1 Password Management /SA7—RE&EE
TOE [(CHWVT., M EEED/\AD— FEER ., FLEXRAZBIAOF AEZHZ-EEHDIRAT—F
. LTOXFOEABENDETHERTSENTES,
NAT— RICIEE ATRE 3CF:
PIVITPRYPDRXFENXF BF . RURDFFHRXF
(17, @7, C#7, Y$T, “o%%T, AT, R, R (R, ), " (space)”, N, T N N

’

AR A\ /EER\NY 0/ SRR\ U / SR\ W 14 \\<II A\ ” \\>II \\?II nwruw \\¥II A\ S /Y V/200 \ NN / SR \ N g\ A\
rotr rotror = root / I —

Fe. VATLEBREIRLIIAD-FREE 0~63 X%@%ﬁl&lt&m?éhtb\t%éo
TOE (FCDERFEICLD 15 XFL EICRETRENTES,

| n” ” \\ II)

(B8:E T3 TSFI]
BENRIDOEIEEEE
Web UI @%}E*ﬁ BE

(4) FIA_UAU.1 Timing of authentication FBEEDRA13IVY.
FIA_UID.1 Timing of identification #BIDA1IY

TOE (FFIAEDHEARIEARXELT. KRB AR EHR— M3,
BRI EEREND M UATI— AL ARES RV RIAZEDFM4 7V bD Web T30, F)oA—Fk
110D 3 &8N HD.
BIENRIV, FIARFEDZM47V MO Web T30 Tld. MFD #aeDIRIEEEF AT T 5HIIC, ID &/VAD
— REAHNSET, ABESNE ID E)SAT—RHF, TOE [CB SN TVS R AAEERE— BT I EE
REET 3,
Fe DFMTU R PC DTV bTF=AICE 5ENDS ID &) AT— FICED T4 XK= b)Y M DR
Ei’Efth*'ﬁbné
FRRE(FIA_UAU.1)&3 R (FIA_UID.1)[FEIRFICEITSN. 3R - REEDM AN LI DA ¢
ENEFRIEND,

(B8:E9 % TSFI]
BN ILOERIERE
Web UI D AI523
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TUVR—FIAN

(5) FIA_UAU.7 Protected authentication feedback {RESNFRIEI1—F/\wD
TOE [F1—H—EBFERE(C. SAD—REIZTIZHIC, )SAT—FELTAAENEXFHEFEHDIZL T

F"@ (bullet) "z, #4E) IR Web T5VHICR T dHAEEIRIET 5.

(F8:&9 % TSFI]
**ﬂzlf;?‘}llo)na&%”ub M.
Web UI D RIEES

(6) FTA_SSL.3 TSF-initiated termination TSF E&)CL5#ET
TOE (3 Web 7594 h % Web UI [C—EFFE(1~240 5 THERBE) D7 EANE MG EEO
DAV (GREEyYaV)&en )7 VBRI EERT 2,
FEBRENRIVDO—ERFE(10~900 FTERERIRE) DIRIENE MG R1EIRIVDEREDND

D7ENZEEEEARDS,
TUIR—=RSANED YAV RFET . TV MOBERDBELEBICEYYIVERT T3,

(BS:&E 92 TSFI)
BAENRIVDE R FBEE
Web UI O RIZES

1.1.2. £F1)T1EE
tFIVT EEMAEEL, YATLEBEEICLSRECHEL ., TATO TOE FAFISHUT, LV, &M, &
DEIBAEEEATIINEVIBR (BIZIE, I-—1/F. EEPBREERLLE) &, BIF LT HD
WREEIRILT S,

(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (FI|f#&#71&EHROEER(T)

TOE (&, Y37 D T PFIRE QBRI ZREEDRK . AR SNFIRE(CL EEMEEOF AL
E.Table 21 [CRIEEXMROFRIOVNT, EEOTERLHRT D, FLBEET . FRH
A0BF. EROEH . FRESISECLFIAE (AIRRTHNE) . BLUEROFERNEEZSN
%o

TOE BERSNCEERNREREHENTELCRER T HHIC, TOREEL1ZF FAE DA FR

(CREEFHT TR LTS,

(BS:E¥ % TSFI]
BAE)IRIVOF R RS
Web UI D525
TVB—=F31N
BAENSRIOEEEE
Web UI OEE#EE
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BIRNIY

BAENRIOTIE—HAE, JE-BFEMAE. TUV MiERE. AFvUEE. AT v RYDARTFHEEE. XE

RO Likee

BAENRIOYITIRE - BEDR THAE

Web UI O Y37IKEE - BEDR THkAE

Web UI ORYIAN6DXET—2ERDH LRE
Web UI O77—LOI77v7T— Mk

Table 21 EEEOJDEEH

HRER RHINIEEFERA EESEREH
EEEHREDREIEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by Copy [AE—¥Ya7.aE-&
User BYa70RE T RO FS
hEesksns]
Scan

Mailbox [Storage and
Retrieval Job #%& 7]

FRAERERK
F RE B KB
(#84E)1 %)L, Web UINb)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIREREAK
| PR A R BR
(FVUBES11\05)

Job Status/ Print /Aborted

EEAEOF A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZEESNEZEHELTID”,
“Password”, “Name"HhsE kS
N3]
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Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TDHRE
[ZEESNZEHELT Role"ht
FLEREN3B]
BZINZEE Device Settings/ Adjust
Time
AL DRER Communication/ Trusted Failed
(TLS) Communication [7ORIIL. BIESE. RO

Mt R7F]

(2) FAU_SAR.1 Audit review (B5&LEa1—)
VATLEEEE. Web Ul TOYM V. Web Ul hoMIEMEICED. TOE RERICRFSNEZTAT
DEEOTEHRM#HTENTED,
BEEOVIATRUINDTF A I7MILELTADYO— FEND, EEOTEADYO—- T 3156, TLS
BENMEMCEEINTVILENDHS.

(BdiEY3 % TSFI]
Web UI OEE1#RE

(3) FAU_SAR.2 Restricted audit review ([BEEZELE1-)
TOE NEBICRFSNLEETOT DA H UBEEL. FREISNLEVATLEBEDH(CBRESND,
F . BEEOTAOTILAL. Web UL OHEFAARET. IIENRILDDTPIEAT B IEFH KLY,

(B8:&9 % TSFI]
Web UI OEE##E

(4) FAU_STG.1 Protected audit trail storage (fRESNZEEE L& HA)
TOE NEICRFSNZEZOINDTIE AR, Fid H UHEEDH TH. HIBRH LB IEREEITFE
LW SNICED EEOT DR ELHIBREBENRESN TS,

(B8:&9 % TSFI]
Web UI OEE#RE
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(5) FAU_STG.4 Prevention of audit data loss (BSZ&ET—5i8KNDRIL)
TOE NEBICREFENZEENTE. &K 15,000 HERETIENE XD, BEEOTHEFICE-
EGE. RUEGERENEERT-ACEEELT HLVEEDTNMEXRTIELGLERENDS,

(B8:&9 % TSFI]

BENRRIDERERE

Web UI O 5523

TUVB— R4

BENRRIOEEAE

Web Ul DEE#HE

BIRRAY

BAENRILOIE—HEE, JE-ETEMAE. TUV MEBE. AFvUBEE. A v Uy AR GFHEE. XE
ERDH LR

BENRIID YT IKEE - BEDR RHERE

Web UI O J374KEE - BED R RHLEE

Web UI QiR AN bD3LET—AENH LHEEE
Web UI O77—LI177y77— MEEE

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BE5Z SEBRHE A
EEENOJIE. Syslog 7JOPILERNWCEEY—)/INEEENS, 2IEDDEENTDRER. 7.1.7
(3) FTP_ITC.1 [CEEihENn 3, X ESNBEEDV (L. TOE NERICRFSINDEEOI THIEH.
EENJDHHHLOEEIZ(3) FAU_SAR.2, BEEOJT DA ELHIBREREDHDIREDE1E(E
(4) FAU_STG.1., BEEOUWERICH125 8 OB EE(5) FAU_STG.4 [CEtihehd, BE&ENY
(&, BEEY—)/INEEESNE . TOE WEBICIRS.

EENKBRLEIGE . R 2FTEENBHITING, ZENKRBULKREZENEEZDIN
13,500 #IET 3. BIE) SIUCIS—%F KL, MFD [@{£1£93, COIB4E . MFD & Syslog
H—NEEES(CHEGE TEPIREICL, MFD #Bi#2ET 3L TIS—(3fEET 3,

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 ORS:& TSFI [C#7°%

(7) FPT_STM.1 Reliable time stamps =S{E8EAM LAYV TS
EENCEERREREEBOTEL TR IR T BEF(C, TOE Mo TS IOV IHREIC LS A1 LA
R TEFHITT DHERERIRILT B,
AT ORELEEE FMT_MTD. 1 [CENVATLEBEDH NI RETHD.

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OFS:& TSFI [C#7°%

1.1.3. POt
A FREEN R LICFI RE DA W T LD REE A T REE 13D, TSF ISP VAT 31 VRT1—ACEIC,
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FI AT REICTI B HREN R D,

a) AKEEERIVTHIEISN S HEEE
OE—-#ee, JE-SBEMAE. AT vUikEE, XEOREFEIDE UHEE. TUV MERE(TUVE—F
I N TOFBEEE DR FE NG THIENRIEFIRIE IRV TIREET 5. RELBLMSEEENRIS
N ). BIIKREDR R, Ja IR - BEOR RHEE. £18 TOE RET AN R/ REH
B (VATLEEENDH)

b) Web UI THlfHlcndHEaE
HWHAREBORTR. Va7 KE - BEORTHEE. RyIDANoDXET—FEUH UEE. TOE 527
TADSR/REMEE(VATLEEEDSH) . 77— L0177y T — MERE (VAT LEEED
)

c) FRABIIMTUEDTIE— A NeERTH1EHEE
FABEBFREDIA 7Y DT IVEI— FIAN TR EEERTE LIREETTUY METRET BL.
MFD (3331 RN R LIEB & (COH RIET —REEY by T T—RICE#(TIVR-X)L T
—H—ID CEQRERIIRY NIICETET B

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control TF¥iUF1EHICLD 701 A%
TOE (. Table 12, Table 13 (ZfEL), HFEEARBEED VITEXET—ADTH L AKIHES R
9, LT, XERD()AD note MiEsk(d Table 12, Table 13 M note #58L T3,
ERRERBEETIRONDG JaJEXET A EHEETEES LR AEES—FT—ELTEIMF T 7
—F—FRBVATLEBELINTOLATREE RS, 2120, EfTH Yadd. —RFAELNEETS
CENTER, AE— I3 IOVTRFIEEDHRET B ENTED, . V47V k PC hoZiE &
BOT-AE. VATLEBEZINPOLAAREER D,

TV MEREICEWTIE. D317+ PCh ot ASN3 TV MT—3RICFIREEHE T $72HD1—
H—ID B'&FENd. TIV MEREICH 133 YaTmBEER. TUV M —AICEFEFNE I —ID [CLoT
HESNS, (note 1)

AFvUHgRE. JE—HRE. JE—BRMEECHTB Va3 BENRIVCATAV LD —-ID B8, Z
DA—F—ELTEINDIFbNS, (note 2)

XEQRFEMNH UHEER, AFvIXE . IE-BRXEORYIARFEEOINE UK aEZ AT §E
£9 %, 2L, IE-BREEECIO TRFESNLET A, —RFBAEDS1 7Y M oBDH UigEE
BRTERGW AF v e, SLUIE-BBEHEEICHV TR, B I EFICOTIVBRIENDLETHS,
NVDACAF Y XE (FLRIE-EEXE) 2 ERT IR BMEEEQIITATORYI AN, — i
FABFCE SA REENMATEIRVIALIHERATRECE D, FIAEFR AT v XE (FLEFAE
—ERXE) eRHFIINYIATRIRL . AT v IR (FQIE-EBERE) 2E1TT3H. FIRL
ERYDADEEN AFryXE (FLFIAE-BRXE) DA EICES, (note 1)

RO ACRBFENET—AO—REFIAEDZM 7Y MroOEDH L. FUV METR. HIBR. 7YV METR
FRIEDEHOCAMDRIRIG., FAEFRIEMEEEZINETTED, £EL, IE-EFEHEEIC
SO TRFINLT-AO—EFIAEDFM47Y MroDERDE U RE IR SN B, JE—-BEEREIC
O TREFSNLT-ADT)Y MERIIFTEE . #MEEENERITTES, SARYATLEERAEL
B, ADRYI ARDT— IR ETELLY, (note 3)

Fh . AE-ERNXEORAER. BERINOOBREICED, IE-EEXEERE [EHRIEA
TR—IHBA/HIBRITBREFLD TED, LEL. ARy X EFZ0OMAE TH>THMEIRMETERL,
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(note 4)

BMEEEG . BIENRIDODIEECLD, TATOIE-EEXEERETES. SA L. BENF
FETHDIIC-ERBXELITERETED, L. AFvUXER . BHEEETHO>TH SA TH-
THIRERIETERL, (note 5)

TV MEREICB VT, XET—IEmMET SRR Sh L,

TPDAEEWRE. BLUT7DAZERREFIRHE SN,

A¥vy U3 e E T IHEEF RSN,

(B8:&E9 % TSFI]

OV IA

BESRIIOIE—HEEE. JE—BTEMEE. TUY MEEE. AT v UBEEE. AFvURYDARTFHEEE. XE
ERDH LHkRE

BENRILDIITIRE - BEDR TR

Web UI O J374KEE - BED R RHEEE

Web UI Oikyh A 6D X ET—SERDH Likse

1.1.4. £X1)71EHE

(1) FMT_MOF.1 Management of security functions behavior t¥iJT/#EED53FL\D
=g
FMT_MTD.1 Management of TSF data TSF F—ANE®E
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
FMT_MSA.1 Management of security attributes t¥1)T BIEDERE
FMT_MSA.3 Static attribute initialization &#rIEHREALE
FMT_SMR.1 Security roles t¥1)F7/D&EE|
TOE [FAIEREESNTE VAT LEEEDHC, TEE Table 22 [T5RY TOE ¥ 1UT/#4EE(CER R
FTHEF I TAEBBEEDSREERELE R FLURHEEDFRBEREZEE TSI —10871—
AZiRHT 3,
F, AR EN L —RFIAETESODNRAT— FEREDHAIHETHD,
CNODHEREICED., BRENZ X1V T EEMEEFIRIETS,
TOE (&, Table 12 Table 13 [ZfEL), BRIEEXRBEETIRNOND V3 TEXET-ADMBEHAIE
DT I MEEL T, BEREZEB LIZRIREHAERERTE TS, sFMlE. [7.1.3. 7oEAH|
{81 (1) FDP_ACC.1 Subset access control 7ty 7Ot 2%l FDP_ACF.1 Security
attribute based access control t¥a)T/BHEICLZT7HEAFIEIZSEBOIE,
TOE (Z. W EESE . SA. VATLEESE . —RAAZBORINZEALCF AFCEEMT. Tz
HHFI3,
TOE . FIAE®RBICALEF 1T BHEDT 74V MEELT, —EFIRAEZHRET D,

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 (CBH:&Y % TSFI]
BAENRIDEEKEE

Web UI OEEEE

[FMT_MTD.1, FMT_SMF.1 (CB§&EY % TSFI]
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BENRRINOEEMEE

Web UI O EEEERE

Web Ul ®77—Lo177v77— MkEE

[FMT_MSA.3 [CE8E T % TSFI)

TIUE— RN

BENRIIOEE#EE

Web UI OEE#AE

BENRIINOIE-HERE. JE-BEMEE. AFvURBE. A v UIRvD ARTEHERE

Table 22 t¥1UT/(EE#AELIZER fEL UL

t¥i)T(EEIEH #BENRI Web UI

ARL=YDEEEHEKREDKTEESHRL. AR/ E. LEESEH v v
DREEITD
APL—VURBESIEHEDREESRL. A3/ ENDREEITD

<

RENSRIDLOFBFERF D) \AT— FMERDREESEL. B2/ v -
DREEIT

»

FAERERRICLZ PV AEBRREESHRL. A/ E. £EH v v
HOREETD

AN
AN

HWHMEESE ID &)\AD)-RFOREEITY HMEEEDH AL
FAED ID NFZEESHU ID &AATV— FOKEEITI, T, FIA v v
BICEDHTREZSRU. SA FZR—BAAEORBNEZHRET
%

1-Y- 1AV - FOR/NXFHHIRESBUREET

AN
AN

AN
AN

BIET RS EEREOREESR L. AR/ BEIHLUFRFROD
REETD

TLS 4—)GEBAZ DR EES L. A/ EHF DR EEITO, - v

AR REDER EES IR L . AREREL/ B DR EE1TO
TIAR- TV MEREDREES TR, BR/HRIOREEIT

B, BRIESRUREZITI
BETAMEREDREESRL. AN/ EINOREET

I7—LOIP7YIT— MEREDRE TSR, AR/ EHMDHREEITI
Z—MDUPHERE BR4E)IRIE LU Web UL 0SS BEFRTE

AN RN N NN NI N

Lik—MHADREESEL, YATLEBRERE/FAEDREET
3

AN
AN

NAM—IVIZ T EHIREEENS BER EEITO(HEEDA /B
$/ARSEINAD—FR)

TF )T EEHEEDSRERTEEIT) BEOEMN/BIH LU 4 -
Syslog E{EDERTE)

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—A0{R:#
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TOE (3. #1558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIR%ETBH ., TATOF
BAECHLT. COBSRERHETEHDAUITI—AERFELTULVEL, 2. NVRAM2 KlFAES
(FENTLDERIT. ARL—IEBRIELEERTIEE,

AbL—UmEE 8 (DEK: Data Encryption Key)ld. E52®M KEK T AES-CBC AR THES1EL
T.NVRAM1 BEU HDD [C{&7F T3, HDD ([CR%ET % DEK ORI N\YI7YTTHB,

TOE D#2&#F. NVRAML [CIRFSNZREFILSNEA M — IRES8E. NVRAM2 [CHD RBIFS
BTEBILIN. BEPEFEXDIKET DRAM [CRFEND,

2L, TARTOF AEISH LT, TOE (&, DRAM [CRBESNEEXDA N — U SRBERH TS
VRII-AZREL TG, Fo. DRAM [CRFSNTVSEXDA N —JUIESHE. EREEET
CEICENBEESNS,

TLS BIEFICERTHERTEDIIHEE. 7.1.6 (15)DEIBICLNIEBILINIKEET
NVRAM1 [CRFSN., TATOFIAEFICH L THERZHRHS HTA U271 — ARREL TG,
BEICFIASNS TLS tyYvav#B KU TLS EC Diffie-Hellman BZFEEF X T DRAM (LIRTF
N3N, TRTOFIAEICK LT, TOE 3. DRAM [CBRBESNEEXD Y aVBESRHZTIUA
JI—2ATREL TG, Fo. DRAM [CIRFESN TV EX DYV iRE, EREELC T CLICLD
WEIND,

(B8:& 33 TSFI]
HCRL

1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FAF
TSF (& Controller ROM 77— LVI7ICENFERENTHSD. COT7—LIIT7DTEL TR TH L
(CED. TSF DIEEBERIRIET B,
TOE (3. #8)f%(C Controller ROM (& 4byte OF 190 Y LEFTE LR EDEE— T B\ EFER
L. EEFERESRIUCIS- 2R TUEEZELETS, F-. DRBGIBALT [1]11.3 [CEEHD
ANVATAMEETL. TAMKRB UGS RIEENSRIVCIS- 2R RUESZELTS, BH
DRBG O{t#kl% 7.1.6 TR,

(BH:&E9 % TSFI]
BIRRAY

(2) FPT_TUD_EXT.1 Trusted Update &{E&#E7v77—F

FMT_MTD.1 Management of TSF data TSF F—4NDEHE

FMT_SMF.1 Specification of Management Functions &EEH#REDYETE
VATLEBERG ARENRIDODBRIECLID BENRILLETHEBDOI7— LI 7N — V3V e
RIBENTED, T, BEEREIAMNEENIFH N BEICE THIFEF D TOE 248K T 577—
LoI7DN—930 e ERTHENTES,
Fre, BAFREESNE VAT LEEZDH N, YATLEEEDZM17> D Web UI i, Controller
ROM &1\ —JULi)\MF U774 V% TOE [LEETDEICED., 77— LI17&7v I 7 — 32N
T&3,
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TOE (&, YATLEEEDIMTV D Web UL hoiEESNST7—LVI7 881\ FUI7 )V &%
ET3E I AFITPAVICHRASNEBEFERERGEL. RELCKRLIE S, PyIT— ek
L. BAESRIVCIS—BEAUTFLT B, )M FITPMIUH ESNTLWBEFERR. N FUI71)L
% SHA-256 T)\voalLiz/\vafEziER 2048bit DFZHE THE5 1L L7z RSASSA-PKCS1-
v1.5 5X®D RSA TURNELTHS . SOTRADFIEIL, 1) A FUTPMNIUSRASNEEFE
BET7—LUI7ERIRIA RSA AFBICTES. 2))\MFUI71)LE SHA-256 T/\vYa, 3)
ESHERE)\WYAUBELRL, —BINERIEML . F—HTHNIIREE KBTS,

(FPT_TUD_EXT.1 [CE8:&Y % TSFI]
BAENRINDT7— LI 7 N—YaVFERR

Web UI ®77—LoI77v7T— MéRE
(FMT_MTD.1, FMT_SMF.1 (CB§&E Y % TSFI]
BRI EEEEE

Web UI OEE##E

Web UL O77—LO177v7 75— MiEE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B (GEX &)
TOE (3 TLS rE S @ENHEHEL (EC Diffie-Hellman) TRV IEXFR#ELT, [2]ICEEEDIE
MehiSBREA, FEAMBEOER A AL, [3]15.6.1.2.2 BRU [2]Appendix B.4.2 [CH#
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random Mok E%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG THRUEELEITHD . FBMBR#FRELT [2]Appendix.D [CEE &L
M P-256. P-384, P-521 #HiR— L. TLS 2TV I—-Yav@ETHAT S —DHiRES,

TOE (3 TLS H—/\SEBAZICH AT IR FRELT, [2]CREBOEMhER. <3, [4]1C
S0ED RSA BERS, CNoDIEXFRERIE Web UL hoD1—H—3i8RTERMINS, FEFh#R
BOERKA AR [3]5.6.1.2.2 RU [2]Appendix B.4.2 (245, RSA 8% [416.3.1.3 &iD
ERAEICHED, 2R TEDND RIS [2]0 B.3.3 [CLDERmSND, FEABEEELT
[2]Appendix.D [Z32#;0 P-256. P-384., P-521 %, RSA #E£LT 2048bit. 3072bit &4
iR—bL. Web Ul Mo 1—H—HWFNH—D2FEE L TERIETRT %, . REURHOEL B4R
(Cl4(14)(C32#0 AES-256 CTR DRBG ZH\3,

EREOBRERICHNT, TOE HFADILRDPRABORERGL,

(B8:&E9 % TSFI]
Web UI D RI525
TIVB— R4
Web Ul DEE#AE
BENRRIVDAF v HERE
Web UI O Ja74KEE - BED R RHEEE
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Web UI OiRyD A b0 ET—AENH LikRE

Web Ul ®77—Lo177v77— MkEE

X &hlC, FAU_GEN.1, FAU_GEN.2 OB:E TSFI £ &8,
(BEOUNEREINDE. TLS BIETEEY -/ \NEIETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) B55 4K
(RHFREER)

TOE BAM—VURBERRUSEEEENTYYaVEELT. FIEZOEY MIDEL B ZA S, B
BIICIE. AL— YRS S8 (DEK: Data Encryption Key)® 256 £y, DEK 2551t T 3760
g S#(KEK: Key Encryption Key)® 256 Ewh, TLS tyYavBOIA—ELTRIVI—
VAV TREUVEES ARG UT 128-256 EVMEENENERKT S, ELEIT(14)ICEEEHD AES-
256 CTR DRBG T&E 9%, aH. CO DRBG NIFEUHINZDIE., (12)(CER&HLEBFI( V%
AR, R TLS BIEty av MRS THD.

(B8 T3 TSFI]

Web UI 05585

pOVESL SR OA

Web UI O EEHERE

BIRRAY

BIENRILDOAF v UHEE

Web UI O J374KEE - EED R RHLEE

Web UI ORyDAN6DLET—EDH LikEE

Web Ul ®77—Lo177v77— MEE

¥ EhlC, FAU_GEN.1, FAU_GEN.2 OR:E TSFI £ &8,
(BEENINERMEINDE. TLS BIETEEY—)INEIETIEN, )

(3) FCS_CKM.4 Cryptographic key destruction BESHRIEE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction 55884 ¥ D ZE
TOE FEXBRBFEINIBRUVBMEERECE LB A THETS(*), TOE [CEXREINDH#
BRUBMBEEOMER E% Table 23 (TR, £z, TN oDHE R A FHIKE B L EOZEITHFIC
RAM EDT—=DABINENIE-SNTRIAENZN, RAM LOT—4(3 TOE OEREECHICAE
ERDEIRENS,

() AL—URES#(E NVRAM1 R U HDD [CRFFSNSA, (10)ICEEBDBIRES LN B,
REHRORRINET D, T, (1)ICEREHD TLS Y—/\GERAE(ICFI AT SIEXFREIE, (15)DA N
ALICED NVRAML LICEESIELTRESNSTY . REHDMRNET B, I7—LVIPERIRIL
(CARVS ARSI, MER. TMR-MESH. BSIUT AL EF 1715300 FNICE Y
LBLVZHAZEHDOH RN THS.

(R8:&9 3 TSFI]
BRI EEEE
BIRRAY
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Table 23 FXRENIRRUBRHMOWETE

BEFE A REFLE WEAACHKEER

iR NVRAM2 | BENXIOEBEFEAZ1-MHTIHHRRFOEE
(KEK:Key [CRTIERZLEE. 7—8%(14)C5EE D DRBG T
Encryption Key) ERUEELBT1E EEETS,

T HERORECRY CLET I LOLTOF
—BEMESBLEEKL, T IWER IS
HR)—T4 VA ERLE SR CESTIRENS
Leth, DEK RU KEK R FRE(H 3.,

TLS tyvavi RAM TOE OEFEM CHET S,
TLS EC Diffie- | (1B%)
Hellman ¥z & TOE FERMOFEATEHEZE TLS vy avERL

37126, TLS £y YaviE R U TLS EC Diffie
Hellman MZERIFREICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B RECHRIE S 1L 1E5)
TOE (3 TLS Oxt#rigrg 5 /85 ELT [5]ICEEE D CBC £— FR U [6]ICEEHEHD GCM E—FD
AES(128bit, 256bit)&HR— 3%, AES (& [7]#EHTHD.

(B89 % TSFI]

Web UI O#RI1525

TIVB—FES4)N

Web Ul NEE#EE

BENRIDAT R RE

Web UI O J374KEE - BED R RHEEE

Web UI OiRyD AhbDICET— BN LHEEE

Web Ul O77— L0177y 7 — MékE

X EnlC, FAU_GEN.1, FAU_GEN.2 OR:E TSFI £ &8,
(BEEOTHERINDE, TLS BIETEEY—)INEIETEEN, )

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) BEBR{E(FRERK1REL)
TOE 77— L0177y 77— MOEIEMRREECHE VT, [2]ICEEEHD RSA TYRIIER T R— T
%, BRI 2048bit Thd, BRIA—IYME [2]5.5(F)ICEEH D RSASSA-PKCS1-v1.5(
€5,

(BiE9 % TSFI]
Web UL O77—L0I77v7T— Mkke
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(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESBE(ZERERIREL)

TOE (& TLS OFEFEREE. RU. EFEBERER/IREECH VT, [2]ICERE D RSA TIINER R
UHEABRIRT YA EB RIS IGLIZE R E MR UIREEZ1T). BH. RSA R (L 2048bit FzIS
3072bit. NIST t5HBh#2(Z P256, P384, P521 #HiR—+9 %, RSA T IR B R DER T+—
Iy ML [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F=. f5AMRT I EBE L NDE S
A R/HRREE [2]6.4 (C6ED, CNold TLS BIERFICEEFERFLOXTVI-Yay, EFERYE
BEFICIE 1Y —DIEEICLD. TNENFEATIZER AN RFD,

(B8:E9 % TSFI]

Web Ul nEE#EE

BAESRIVD ATV UHEEE

¥ &n|Z, FAU_GEN.1, FAU_GEN.2 OB#E TSFI $ &%,
(BEEATNERSNSE. TLS BIETHEEY ) \NEET BN, )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) &4 (\va7?
WAV L)
TOE . 77— L0177y 77— FOEEMREEBDOI7— LOIT7 7Y T T— M A—=IF=aD)\v a5t
HICSHA256 #FIFAT 35, CW SHA256 \vV1EEERED RSA ESHREELLEKTEIETE
BRIAERITTS. 55, \WwoaFZ)IJUZXLIE [8]ICEMT S,

(BiEY % TSFI]
Web UL @77—LI177v7 75— MEEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BES#/E()\wYa17?
IVIUZL)
TOE (Z(11)ICEEEHD TLS [CH TR RFEAVL— IR A RD/\YV1FHEIC
SHA1/SHA256/SHA384 #Hh— 3%, BIEICFEATS/\v Y17 TUXLIGHEFLENDEXTVIT
—VaVICEOTRET B, T, TOE (FBEFE R E /RN \vYaEHE(IC
SHA256/SHA384/SHA512 #HR— L. BLERKFO1I—F—DIEEICEINFERTE/\YI17
WIVALWRET B,
TLS [CH1FB8FEAVE— VR A XD\ V1R EBFER ER/AREED)\ V15t EIJIHIIL
THNBEHICHEABENEDIENTED, IH. N\va7ITYXLIE [8]ICHEHT S,

(B8:E T3 TSFI]

Web UI D 5IEEE

TIUE—RIAN

Web UI D& EH#HE

BENRRILDOAF v UHHEE

Web UI O Y37k - BED R RiEE

Web UI ORyDAN6NDXET—SEDH UHEEE
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Web UI O77—LD177v7T— Mk

X EhlZ, FAU_GEN.1, FAU_GEN.2 OBS:E TSFI £ &8,

(BEEOTHERENDE. TLS BIETEERY—/\NEETIH, )

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S1&E (AES T-AmE S 1&S)

TOE BARL—VREENIESARELT, [9]ICEBEINE AES. RU. JOVIRESE—RELT
[10](CEE& SNz CBC &Hh— T3, B#BRIE 256 EYFTHD, IV AN —JDEHABEFE
DEK zmIcEH T3,

(BE:&E9 % TSFI]

TIUR—RIAN

BENRIOIE—HEE, AE—STEHEE. TUV MERE. AR vUiEE. AR v RO ARTEREE, XE
ERDH UiaE

BENRILDYITIRE - BEOR TR

Web UI ORI ANbDXET—EDH UHkeE

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) [ESiEE (BES
k)
TOE (F(12)ICEE & D@D, AL — UG S1EH#EED DEK(256bit)% [9](CEE&E SNz AES A=K
THEE1ET %, BRIE 256bit THD. JOVIREEE—FE [10]ICEEH Nz CBC #HR—+T 3,
BRI 256 EYNTHD, IV (E(14)ICEEED AES-256 CTR DRBG h'oiFELETHD,
(12)ICEEEDED . AML—IUBE L #EED DEK(256bit)&iE St T2DIE. AL —IEES#FI
A Vh B TOE OFIEIREEIRF CHD,

(F8:&9 3 TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) EESE/E(ERT) WY1 AvE—JEREE)
TOE [ TLS [ZH (58T EAv— IR ARELTUT 2 R— M3,
&K (bit):160. 256, 384
N\vY1:SHA-1, SHA-256, SHA-384
Ivt—I51J1AMR(bit): 160, 256, 384
NPV TVZLE [11]. BFENYD 1AV E—IBEE7IVTVAL(HMAC)(E [12]IC#E#MT B,

(BH:&E9 % TSFI]

Web UI Oz 5IFEE

TUVR—=FAN

Web UI OEE#EE
BAENRIVDAF v UHEEE

Web UI Y37 IKEE - BEDR RikAE
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Web UI OiRyD A b0 ET—AENH LikRE

Web Ul ®77—Lo177v77— MkEE

X &hlC, FAU_GEN.1, FAU_GEN.2 OB:E TSFI £ &8,
(BEOUNEREINDE. TLS BIETEEY -/ \NEIETIENH, )

(12) FCS_KYC_EXT.1 Key Chaining #F1/Y
TOE FA ML — Ui S#(DEK) R U DEK ZiE5 1L 357z DRSS B (KEK) 2T 11 0T 3,
B&RMICIE TOE FA M —IBEERTFIM VNG WEEIRF(BAMNICIE. TIHEEVRIEERF., £
(T BRENRINOEBEA 1o TISHABORECRTIREEUVLROEEIR)(C(14)IC5EEH
? DRBG T DEK & KEK %4 L. DEK [F KEK (Z£D(10)(CR-THES1EL NVRAML R U
HDD [Z, KEK [SE3CIKEET NVRAM2 (2, ZNENRET 3, 2 [E B OB NVRAM1
[CEEB{ELTHRF LIz DEK Z NVRAM2 hboEid H Lz KEK T(10)ICRE-TEE T3, K
DEK. KEK £4(2 256 £y FC#H% . DRBG ICIF(14)ICSR H LN+ 9B IV MOE— Mt ENn3
F=hBEDTEE(L 256 EVNTHD., BFIM4 VDT 256bit BEHLHIFINS,

(B8:&9 % TSFI]
BERNY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material R UE#EDIFE
TOE (F(12)ICEE & Lim@D, ARL—IREE T4 VN3 TOE ORI ENRF(IC#Z M) DRBG T
DEK & KEK Z4 % U. DEK (3 KEK THEE1EaN T NVRAM1 R U HDD (Z, KEK (3K EET
NVRAM2 [CENFNRET D, ZDMDA L —IIZ DEK, KEK iMR7FESN S ZEF L, NVRAM2
FERM IR ATREA FL—ITHBLH. (12)DEF 1MV D— DT IR ATREG A ML — JITFEX
TREINDZEEBLY,

(R8:&9 3 TSFI]
BIRINIY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1R 1E ELEEY MR

TOE [FELE A RIC [1]10.2.1 [C#E#LLT= AES-256 CTR DRBG %FIH7%. Z0O DRBG (&
Derivation Function, Reseed ##t%#& L. Prediction Resistance #ge&iFizial\, Fz.
Linux —xJL®/dev/random Ho1&7zEL. ¥z Y — FET %, /dev/random DIRETTHS
Linux Random Number Generator(LRNG) R U LRNG [S3EAT 009009030 F5H H U
g/ M X2 &HiceAEIY ME—RET S, D/ XV T M1 7ICENERMICHERDELDEE
FHKETILDTHD, DRBG (E/dev/random hfitfaEhizo— k% entropy_input & U
nonce ELTHFIATEH, ELEDIV FOF—=(E 256 By b x1.5 #8Z. [1]8.6.7 DE#EHH+
NEEAD,
TOE 320 DRBG ZHWVCA M —VUKEE#E, TLS tyav#aEHT 3,
(12)ICEBE D@D, AFL— IS REHDHIC DRBG iZ&sNdDIE, AL — IS B FI(
VN0 TOE O EIREEIRF CHD o
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(B8 T3 TSFI]

Web UI Dz AIERE

TIUB—RIAN

Web UI OEEE#HE

BIRRNIY

BENRIDOAF v UHEE

Web UI @ Y37k - [BED R RiEE

Web UI OiRyDAN6NDXET—SERDH UHEEE

Web UI O77—LI177y77— MERE

X EhlC, FAU_GEN.1, FAU_GEN.2 OB:E TSFI £ &8,
(BEEOTNERMEINDE. TLS BIETEEY—)INEETIENH,)

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AY LDF—41{R#

1.1.1.

TOE GAML—IFNAALDT—ATOVD B THE /B ST 5, BAMICIE. AN —IF )1
ALDRESAE RN —T1 AT BT LR UART—A0D Read/Write £ LTTF—A0DE
S/ BEERL. 25/ —T1YavICRLTTF—A70vD% Read/Write 33, BEE{LAK (S
FCS_COP.1(d)IcfiEd. BB RN —T10avEEE AN —IT )M LR R AT 5ET
NVRAM1 B U HDD T#H0D. NVRAM1 B U HDD LISMIIR AT AT gER A ML—UFINM Al
LYo

LEDAN—IBEELE. BEEICIO>TAMN - IS #EENE MR ESNEE . TOE #)[E
EBENLBNET D, BEEb/ESLICFIATS DEK [F(12)IC52 & LEED., BB EBF M UN G
EBRFCAERIND,

2THOEXDHFAET . FXDMED TSF 7—4E NVRAM1 U HDD LOrEF xR —
7"493‘/(2%%5A$ﬂ57'-&) E5{bahd, NVRAM1 XU HDD EDIEREB LA RD)S—T1 a3y
(ZlE. TATSLA A=Y FlESS5A—42% KEK ##EL(10)ICEREH @IS S LSz DEK O H
HAREN. :FXGJ*UFE%X%T ARUVEXDIED TSF T2 EFE N, 5H. DEK OIFF1E
(Z(12)ICER&E L7z@D TOE DRES B F 1M VN B VEEIFFICITHNS ., F. FX KEK ORFET
%% NVRAM2 (IR ATRERR A FL— I T NA ATIEELY,

(B8&E T3 TSFI]

TIUR—RIAN

BIRRNIY

BENRILOIE—HEE, JE-ETEMAE. TUV MEBE. AFvIUBEE. A v Uy AR FHEE. XE
B0 Uiae

BENRIINDIITIKEE - EE DR RHERE

Web UI QRO AN6NDXET—SERDH UHEEE

=S &R

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREN7 HTTPS

Web 7595 EDETHEIE F5749D% HTTPS TFa17FvRIME TR LS REIT 2R EN AT EE
Thd. COETEIT Web UL hoBEEBEDHNITAD, HTTPS (3 [13](CHEEETHD.
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D347+ PC D Web I35 Dot EREZ(35E. TOE D547+ PCRT TLS BIEOFRT
VI-aVEHEILL, HTTPS ®BIE%RIRT %, V517V PC hod TOE M Web UI [CH(75:
AEFREERLVITATOUE- MEEICH LT, HTTPS BENERINS, Fo. YATLEEEN
TOE NEBICHEMSNIZBEENTZ Web UL o HIHR. HTTPS BIEENEAINS,

(B8:&E9 % TSFI]

Web UI O 5HIERE

Web UI O EEEERE

Web UI O J374KEE - BED R RHEEE

Web UI QiR AbDICET—SENHE LHEEE
Web Ul O77—LD177y7T— Mg

(2) FCS_TLS_EXT.1 TLS selected &iR&nhk TLS

TLS @EELT [14]0 TLS1.2 BHiK— 3,

TLS BIETHERT IS AM— M4 7Y b —=)\ED TLS IRDYavhicxTVI—-tEh3,

TOE [$ TLS ZF AT 3 BIEICHVTIE, TOE [FHEEICIG U TOIM 7Y MIBH—NICHBNES, 5l

ZIE. Web UL PHEATIEH =/, AFvUXEBA—ILEEER>YFM1 7Y ML TR B,

TOE (30347 M oI ESNLEES A/ — OB oHR— 3@ HBE0%E 1 2:#IRT S, TOE

Y R—FT 3B AM—MILL T THB,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:&E9 % TSFI]
Web UI O 5HI52E
TIVUB— RS540
Web Ul DEE#HE
BAENRRILDAF v U EE
Web UI Y37 iKEE - BEDR RHEEE
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Web UI OiRyD A b0 ET—AENH LikRE

Web Ul ®77—Lo177v77— MkEE

X &hlC, FAU_GEN.1, FAU_GEN.2 OB:E TSFI £ &8,
(BEOUNEREINDE. TLS BIETEEY -/ \NEIETIENH, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSF I&{EEF vl
TOE (3 TOE £BEEH—/\. Mail =IO T, LTOREBEEEIA NI EYR— TS, i
&0, IV RRI Y PDEBRIEBIET—IDRBERSHNLDIRENRIESN D,
EEEY—/\: TLS
Mail H—)\: TLS

(BiEY¥ % TSFI]
(88&Y—/)\) FAU_GEN.1, FAU_GEN.2 MBS3E TSFI [C%£9'%

(Mail 4=)\) BENRILDOAFTvHEE

(4) FTP_TRP.1(a) Trusted path (for Administrators) &S/ \A(EEEMR)
TOE REEENDVE—FPCHODETIERM1VATI—AICK L, UL TOSEEBEE /O MILESR
— ;% INICED, TV RRAY FOERNEBIET - IDRBERS DO DRENRIESND,
Web UI: TLS/HTTPS

(B8:E9 % TSFI]

Web UI Oz 5IF2E

Web UI OEE##E

Web UI @ Y37 IKEE - BED R THEEE

Web UI DRy Ao XET—ERDH LiRE
Web UI O77—LOI77v7T— ke

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E#E/\AGEEEER)
TOE BIEEBEDUE—FPCHLDETIEAMVATI—AICK L. LTOSEE&EE IO ML EY
R—bFF B, TNICED TV FRAY FOFERNERIET - INDRBERS WD DDRENRIEESND,

Web UI: TLS/HTTPS
TVUR— RS54 1\ bDEIRI: TLS

(F8:&9 % TSFI]

Web UI O RIFEE

TVI8=FAN

Web UI Y37 IKEE - BEDR THkAE

Web UI OikyI AN 60O XET—ERDH LiRE

1.1.8. AFL—YOLEEZHEE
(1) FDP_RIP.1(a) Subset residual information protection %7ty N&TFIERIR#E
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TOE . YATLEBE(CINVITRTERDAN —JD L EEAEENT LS TLSE, OE
—HEEE. TV MERE. AT v U EEDR V3T T RICRARN— RTAADEECEESNLFIREH
XET N LEEHETS.

XENRFHEE TR ASNEXET —AE. RyDZAENSOERIREPERDE UR4E ., BIBREIEICK
JCHIBREN . €D, TOE I EEZEEHEEEHRT 5,

AL—YDEEEHEEHAERI EEEE 1 B(70(Y0)"([CLH LEE)E. 3 EI(0-1-ELBUCLS
LEELREL) OBRROAHRD, L. BELEKREIEMESNTNSIEE . MIEBELAILTE. H
7500, 1, LB BESESNIKETEESAINSG Fe. N\—FT1ADEELIC, £EEEH
EFEDFAZHANETIN—EZHS. TOE EBRIC—EEFIVILT BERTOFRAEH
XET-AINEFEETIEEE, LESHELEZEITIS,

(R8:#3 % TSFI]

TUI8=FESAN

BRNY

BAENRIOIE—HEE, TV MERE, AT vURRE. XEMDE L EE
BAENRIDYITRE - BEDR THEAE

Web UI O Ja7IKRE - B ED R RHRE

Web UI ORYIANoDXET—SERDH LikaE
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ST B&&E - F&E (Acronyms And Terminology)

8.1. 2 (Acronyms)
AR ST [CHITRREEEELLTICERBAT B,
- EEAR
CcC JED5457)7(Common Criteria)
DRAM HA4+39D5 5 L7DE2AEY(Dynamic Random Access Memory)
FIPS PUB K EDEFRFRLIEIZEDH ¥ (Federal Information Processing
Standard publication)
IIT B A H3—3F)L(Image Input Terminal)
MFD FIRIEE#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access
NVRAM
Memory)
PDL R—Yitah S i&(Page Description Language)
PP J0753a> 70774 )L (Protection Profile)
SFP t¥1)T1#8ES $1(Security Function Policy)
SFR X1 T H#EEE H(Security Functional Requirement)
SMTP EFA—ILXETOIL(Simple Mail Transfer Protocol)
ST tFa1Y713—5y b(Security Target)
TOE FTifxf % (Target of Evaluation)
TSF TOE tFa1)7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

S B

WET? TPV AT L BREATUN O ROBEEERUNGVLIITHETEIEEET .

KEK Key Encryption Key OB&, AETIE. AL —JRESREMBS LT ZHOIESHEOD
CEEHET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

7991 AEY SD F7=(x eMMC %357,

Web UI FAFISIM7V D Web I35 &N LT, TOE [CRTRIRIENTEZIVATI—ATH
®o

NP YD REIFERHANEAF v X EFLEIE-EREXER TOE NICRTFT BIHFTDC

Eo
FERFT I TRGORVDAICHEMSNEXE G, AFvUXED, IE-BEIXENCL
2T, FIRERANCISUTARENATRETH S,

TIHAR=FTUV b
(Private Charge
Print)

TV MEREICH VT, IR T -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—URE[C—BEREL. BEESNZRAEMEERIVINIE TR 2 E THIRIZF A
EEPAVA Wb

FMAFHFXET—H

MFD DAL — JHECEREN L., FIANE T LI7ALBHIRENEH, ALY
HENICET—SEBEREL T IREOXET 4,

XET-R
(Document data)

— 3% FA#E (U.NORMAL). SA H* MFD MIE—#4RE. 7)o MEgE A vUEe, X
EZNRFHEEEFIRTIMEIC. MFD RS%E8T 2L TCOERIERESLT 4%,
MUTXET-RERET S,

AFvUXE AF v URBEICES T, BFHAAEBINLEXET S, A TOE BA*vUXE% Mail
F—IWNEFELED. XEORFCEDE UEEICLDIRNYI AR EFT DR ZHF D,

IE—EFEE JE—-EBFREBEECED. EFHRAAEBREINLEXET -3, A TOE FIE-BEXEE.
XEDRFERMDH UBBEICEDIRYD AR FT DHE8EZE D,

EENY WD, D EDLIBIERZEITOENELWYLER (FIZE. - —1&/E. EEPERE
BiRE)z. BMEEINEZT—4,

FAE®E HAIEREELERIAECEINZ TONSRE|, A TOE Tld. M EEE®RE. SA &2,

(User Role) —RFABREDERINTND,

HHEEERE M EEEN TOE ZRI AT 3RICHERIERZRT, SFR N TIE Key Operator

(Key Operator role ERFEIND,

role)

SA #%EI SA N TOE ZFI AT 3RICHELIERZRT,

(SA role)

—fRFIRAERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE 2FI AT RICHERBERZRT

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,
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W EEEHAE
#

(Key Operator
identifier)

MW EEERIERNY TOHNEI-Y—ID, SFR AT(E Key Operator Identifier
ERBEIND,

WWEEE
(Key Operator)

MFD O#EE® TOE tF1UT DR E 2 TOEES,

SA

W EEEHSVMIBRICER SNz SA B TPHVY MelER T HENTE, MFD DR
EIEP TOE tFa1 T HEEDR EETOEESE,

VATLEBRE Key Operator & SA D#FF,

(U.ADMIN)

Qs TOE Q& HEEEE AT BRIIC. FIFAEDHER R £1T>C TOE OF A E(CHIREH

(User (FRTZHDHEEETHS

Authentication) SNEREREEA T Va3V EA VA=V TBIEICEN . RARFREIESNEREREE D2 DD E— FEHR
— ;BN K TOE TIRIARARFBIIE— FTEIET S,

N H

(Local TOE M1—HY—525F% MFD (L& & L1 —1EREFERAL RIS EETIE—F,

Authentication)

%ﬁr‘ﬂhﬂ

TOE 0)1_'& nLnE’é%anhnEﬂ /\(L%ﬁfibrl 'Ij- 'IH*EEE%LI_CnLnIEMEE&

(RemoteT | SE— k.
Authentication)
AML—UREE REEED—HZREIIAN —JZBEFILTIHEEZRT,

TAVIR— X aE

R—YsBiR E 5 (PDL) CRERSNENRIT— %84T L. EV Iy T T —R(CEH# T 54

Hbo

FAUR—X

FAVIR—AHEREIC LD, R—USEh EEE(PDL) CRE RSN =T — &ML, BV by T
—RICEHTBRE,

#A—MD)T7HRE
(Auto Clear)

BAENKIBLU Web UI hofilt 24 2L LK T—EDR RN @ LIEE, BE)
HIICEREEN DT P SN BHEETH S,

DAMR—IVIZ7?

(Customer MFD OR=F/MEEZITIIVIZT,

Engineer)

nEE WEEHET. TOE FFFRENTUVBEEICTEBFEZELUTIPILATEIE THD,
(attacker) WEEICE., KRBSNLFIAETEHIN . ZOERZRLT7DEATEIELEENS,
24513 , _ .

Bdf )i MFD ORAECBELREY. 597, 9FIRNTF AT LA NEREB SN TR,
(Control Panel)

J— Iﬂ: | SAT

R BRREIIATY _ simannmearsaut.

VATLEEE VATLEBENFATEIVIATUE, YATLEEEE Web F595 %L MFD (C
D347k ¥ UTC. TOE BRET—ADHERPLEFHAZIT,

TVIR—=FFAN
(Printer driver)

—RFIREIFA PV b LDT—R%, MFD W' RIRAT R — U5k 53
SNTERIT—R(ICE#RTZYIMNIIT T, MABEDIA PV NCERT S,

E(PDL) CTHERK
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MFD h'EZReIBEB N — U E5E(PDL) CHEBRENET -4, HIRIT—4(X, TOE ®

ENRIT—4 FAVKR—ZTBEETEY MY T T—RICE#EN S,
JE—#EREICENERAHAFNET =8, BLUTVY MEREICIDFIBREZEDISA 7Y DR ES
By bIvTT—4 NEERIT—3%7T IVR—X#EETERLET 4, EvbeyIT—43m B AKX TEE
[EfELTN—FTAADEE TSNS,
[R%5 JE—HEET IIT hoDFZEHAHF DR REBIXEPGE ., EELEETRT,

TOE &EF—4

INIE TSF 7—80—ETHN. TOE &> THEREN L TOE [CBL THER SN T —
5THN. TOE OtF1UT AR BES AR ROBERET .

CREE

BEAERINS 256 EVEDT—H, AP —IRBEADXET HORFHRI(C, COET
—REEALTESIEEITI,

AN

SRRy RD—DERERY M) -DEBRETI—RIICHERATIEEORER,

SLERRY R —D

TOE =BT MR TRHEENERGL., AERY I-DLUSNDORY FI-D%HET,

RERRY D=5

TOE M SR ESNBEBDMAERCHD., S8Ry FI—-DD oD EF1)TA DB BICK LTR
ESNTLB XY MI—DRAD, MFD & MFD A7DE 2L ER)E- FOFEBLGY—N
POIAPU PCRIDTFvRIVETRT .

SRE ITU-T #1&0 X.509 [CERSNTHN. ANFHR(FTEBR. A4 . BEF). 2FH
B, BDHR. JUTIFVN, VTRTFYEREEINTOSIER,
Data on TOE RET—HTH. RRBEFICHIIBFIRAED)AAT— FRERFDR/NXFHD

minimum user
password length

CE:

Key operator

TOE RET—HTHY. HMEEREZIDTHD) AT — FIEHR

Password

SA Password TOE &RET—HTHN. SA RIEEDZHD) N\ AT — FiFHR

U.Normal TOE SRET—ATHD. — A& FIFHE (U.NORMAL)ZREED7=H D) VAT — FiEHR
Password

Data on access
denial due to
authentication
failures

TOE BRET—HTHN. FIAE ID KR ERICERT M AEDH D/ BN DFEEHRE KK
B34 1E R

Data on Auditing

TOE BRET—HTHN. LV, M EDLIBERET DLWV ER WAL, 1——
B BEEPERERLRY) 2. BIGIRT SHMEED AR/ BHDIER.

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#aE. AF v UHRES LUTUY MEREEFIAT B/
(C. I—Y—EREHEMICCEREE T LR E 21/ B LU R EDER

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BE7—5TH. KA SN EOREE D) SAT— K
RSO E S/ EHOER.
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Data on Private
Charge Print

TOE BRET—HTHN., TV bF—IZERCTIMIR—TUY MIBRSESINEIRISE
NN TEFH.

Data on Trusted
communications

TOE BRET—ATHN. REBRYFI-DEICHEETIXET—4. YVaJlEH. EEOIH
LU TOE RFET—REVVIBIET —HERETHEHICHIST 5 —MRIBIESLRIET
ArIVOER/ BNESVREDERSSUEEAE . BELRA/MESE)\2T— K, @i
AV L8

Data on TOE BRET—HTHN. DAY —IV Y71 EHIRIEREDE 1/ B DIFEHR B VRS
Customer N2AD— ROTER

Engineer

Operation

Restriction

Data on TOE BRET—ATHN. AL—ID EEFHEMEEICERRT SHEREDF 2/ EDIF
Overwrite .

Storage

Data on Storage
Data Encryption

TOE RET—HTHN. AL—IYRESIEHEREIC
FfR T 2 EEDH N/ BEHDER,

Data on date and
time

TOE BRET—HTHN. 34 LY —V/YI—31 LEREHMERERZIT-HTHS,

Data on Auto
Clear

TOE FRET—ATHI. BIENRIA— MUPHBED AR/ BIELUD) PRI DTEER.
BLU Web Ul OA— MUTHEEDHR N/ BN DERSLUDY 7R EIDEER

Data on Self Test

TOE BRET—HTHN. BCTAMEREDH M/ EINDIFHR.

Data on Report
Print

TOE BRET—ATHN. Lih— M NHEREDRE IFH.

Data on
Firmwareupdate

TOE BRET—HTHN, 77— LOI7 7PV T— MEREDRE 1FH.
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