JISEC-CC-CRP-C0753-01-2022

V4
JISEC

E'illl
-
o
i

Z[iava ﬁ&&k%%%ﬁ%‘
HER BH ZER

IT# 5 (TOE)

a2 e (ZHES) SS3E11H29H (ITEREE1801)

oS il JISEC-C0753

FUJIFILM Revoria Press E1136 / E1125 / E1110 /
B 54 T E1100 =2t —, YU h, ZAF¥ ¥y, A RL—U0 LEX
HZ. PostScript HEEEEHTT L

N—= g N V) —RFEE Controller ROM Ver. 1.1.1

i A2 BET7ANLEVDRAAL ) N— g RSt

FERE LI & Farrarrarr A e, CCR— FYEIE

Protection Profile for Hardcopy Devices 1.0
Tursvarrarzr AL dated September 10, 2015
(GRFERR: JISEC-C0553)

ITE%= VT ¢ FHIEREROL T | —EMEAITE R 2V T ¢ o X —

FROTOEIZOWTOFHiX, STFTDOEEY THDHZ LE2RFELI-OTHE L ET,
BI44ETH8H
X2 UTF b2 — XU T ¢ HiTEEmE
g RE

FHMEENES . [ITE% =) 7 ¢ FHli R OSBREREOEAHR] TED D TREOFBITE S
TR S iz,

(D Common Criteria for Information Technology Security Evaluation Version 3.1 Release 5

@ Common Methodology for Information Technology Security Evaluation Version 3.1 Release 5

FHAMAL R - A
[FUJIFILM Revoria Press E1136 / E1125/ E1110/ E1100 =& —, U b, AF% ¥,

AR =Y EEXEZE, PostScript HEREFHEH £ /L. /S— 3 > Controller ROM Ver.
111 1, INTATEGE NG AL PEHEERAE DN ED HITE X = U 7 ¢ BREEE I B 7~ 5 ER IR
PEV, EO BT HRITHED G252, FE OPRGEEF 2 7= LTz,



JISEC-CC-CRP-C0753-01-2022

EPN

T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 a7 7 yar7uaTd y A VETIIREE S Y 7 =2 e 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 5

3.1 FUFHFE DBEE oottt ettt ettt enens 5
B.2  EFEIE L oottt ettt ae s 5
Be8 I oottt ettt ettt ettt 7
3.4 FHRRD B 2 U T 4 TR e e 7

4 ATHRERE & RTAMBEIH DO BATEAL (oo 9
4.1 R OB BT D IR oo 9
4.2 TEFBRBE LA oottt ettt ens 9
4.3  GEFABRBEICISIT DTOERFIIH ...coooveeieeeeeeeeeee et 11

5 T AT T T R T B T D I oot 12
5.1 TOEBEFRE T2 TR PE oo 12
5.2 ITERBE oottt ettt ettt ettt ettt ettt ae s 13
6 BUETRIT B0 2 A U B ettt 14
ST RN & 2 FTAR T B UG TR ettt 15
TL BB oottt ettt enens 15
T.2 BT TTIE oottt b et b et et nseaen e 15
7.3 BFHIFEHEBETE «.ooooeeeeeeeeeeeeee ettt ettt ettt n ettt aens 15
Td BLELT AR et ettt ettt ettt ettt 16
TA L BHZEFT A D oottt 16
742 G TENTT A R ettt ettt 16
T.4.3  FHEEIR AT A B ettt 19
7.5 BB IZ DU N T oottt n st et aeas 21
T8 A A R ettt 22
TT R T A S N e 22
8 FRRIETEME cvvcvevevereveeeeeee ettt ettt ettt ettt et a ettt a et et s s 23

8.1 FRFEAE IR et 23



JISEC-CC-CRP-C0753-01-2022

8.2 TR TH oottt ettt ettt et et et et an ettt et et e ae et etean et teaneseas 23
D BB T ettt ettt se e 24
10 B L U T A F 7 0 D et 24
IL R oottt ettt ettt n e anneee 25

12 Z M 27

..........................................................................................................................................



JISEC-CC-CRP-C0753-01-2022

1 SRELY

OFGEREFIL. BETANVLETRAAL ) N— g RSB LT
[FUJIFILM Revoria Press E1136 / E1125/E1110/ E1100 =2 &—, U > K,
AFx vy, AbL—U0O EEEEZE, PostScript #EREREHTT L, RN—T g v
Controller ROM Ver. 1.1.1] (LL'F TRTOE] &9 ,) (220 T—fBAEHEN IT
X2 VT vy — FHIE (LLT [RHlEERE) &vo.) a4 46 1 23 A
SETLREIT X2 U7 s fHllc L, TORARORGER R HiFE ChHE L
74»Atyxx4/m%Va/%ﬁAﬁ (ST 5L LI, ATOE (ICBLE
FFORELAROHEFRICH LEX 2 ) 7T o HRERET b0 TH S,

AFFEAEEOHTEA L. 10 =D X=2) T 02—y (LLF IST] &1n9,)
PP SN2, BRICAK TOE Ot % 2 U 7 ¢ BEREEEME, fRFFEM: & O O+451E
OB, STIZBWTEHERIL TV,

Zlinm uE;‘E& 0i\ 2': TOE %Eﬁ)\iég)ﬁéﬁ;&mh%k*aﬂi Lfl/\Z) zlgnm nft%&ﬂ:
X, AR TOE 2N E T 2B ISV GERE R 2R~ T O TH Y | fH3]0
ITRBZOLDEMRIET D LD TIERNI EITHE SN,

1.1 Rl R W A E
K TOE OfRE, HEHRMOMELZ LI FIORT, sbllix 2 LB EZSHROZ L,
1.1.1 JOF92arFai A IVERIRRIENYS—3

AKTOE X k7 uaTr 7 varrua7yA[14]1[15] (LLF ES PP &V 9,)
AT 5,

Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
(GRFER%R]: JISEC-C0553)

1.1.2 TOEEEFx ) T 1 #EaEM

AKTOE X, a0 —mE. A% v U MEE. 7'V > MERE., CEORGFEROV L
MWRELX AT LT NVESH (ULF TMFD) w9 ,) Thb, 777 AR
L TR,

K TOE 3. MFD 0O 5 SCHF — 2 0% 2 U 7 ¢ (DT 5 e 7 — 4 575
BINT-VLHISAVEINTZNTHZLEHIET A2, A PP NERT LIS
R T e



JISEC-CC-CRP-C0753-01-2022

IN6DEF 2T 4 BEREEMEICOWT, £ OBFEHT# O RV & F2ED IEMENEIC
DOWTIES PP 32K 2 PRAEEA(F O TR M T Havz,

K TOE EET 2 E B OFHRICOWTIIRED LB Th D,

1.1.2.1 ERELFT) T4 /KA
A TOE X, YAFOEBAEIEELTWVWD,

TOE ORFEEPETH LML DOLET =4 KU F 2 )T 1 HEICHET
F—21%, TOE OARERRIER, TOE RSN TSRy b T —2 ~ORIEAR
TIRARZE ST, BBEINEVRSAENTVTIEEBNH D,

72, TOE HEDOgES, RIERY 7 v =T DA A =112k, TOE ®
X2 T A EENELDNDERDH D,

2N OBBUCKHT B 7-010, A TOE I3, BIRIE, 72 & A H, Wk,
WFELR LD, HH PP IR 5% 2 U 7 1 I R 5.

1.1.2.2 B ES EaRES
ATOE X, kD X 5 7R ORTHECHEAT5 2 & 2 48ET 5,

TOE |3, NIEZ2WBE) T 7 2 ARHIR S0, A ¥ —F v MO IRGE S L7z LAN
WCHER SN DRI CERH SN Z EEEEL TS,

TOE Of%E K OHEFFEEIZ [ TE 2EHEN T A X o ALEIHE - TTH 72
T 670, £72, TOE OFHAF L, 222 TOE #H3 2 L 55z 51T
TWRIT T B 72w,

1.1.3 REEE
AR CirE, AT OEHZRIEL TR,

- (4.2 HEMBREL LR OFRCHEL & 570 2 18 BRBEOME L
- 175 RIS DWW T OFRLHR & 57 HRED TOE



1.2

1.3

JISEC-CC-CRP-C0753-01-2022
sl ToEd

PRI R 95 IT B = U 7 ¢ 5l S ORRRERI BEIZ S D & ARIGE TIT
X VT o Pl R ORRRERIE O SARR ) (11, TIT ¥ %= V7 4« FBEEFICET 2
ZOREIE ) (2] TIT B3 = U 7« GHBEEBEARR S IC B3 2 2R BITRES
TN, FEMHERIC K > TA TOE (2B 2 B RE B o OMRGEZE R IZ He D
TIT vF =V 7 fHliA TN S 4L, 5 44 6 HIZ7E T LT,

_:F1ﬁ 0) A IJ

RREREBAIE, FMBERE AMERRL L 72 PR R S (131, ﬁ%ﬁii e OB 2% 3
ﬁﬁmgﬂéﬁﬁb A TOE OFHl 23T E O Tt X 1T - TATHOALIZ Z & i
L7z, ARREORMERIZIBVTH A S 7= M _owfm\MﬁVE;~%¢ﬁLt
FRRIEASBE AR L 72 R AT, TR S 4L, 22, TOE DfFlias CC ([4][5](6]
itiMM[D&U@HﬂHmMﬂ@wﬁn@) ZHRS LGOI e S AT
DL EHER Uin, PGSR RIS BIC RS X AGEREM S B A B L. RREEE
T L,



JISEC-CC-CRP-C0753-01-2022

TOEZ A
ARTOE iZ. LT LBV,
TOE4 5 : FUJIFILM Revoria Press E1136 / E1125/ E1110 / E1100
ab—, YU b, AXpLr, ARL—V0 EEXHE,

PostScript #REFAHIE T L
N— g Controller ROM Ver. 1.1.1

WL ASFPAN- AES S 1 724 TOE Tih % = & &, RIRE L F OB & - T
BIBZLBTES,

DT A & ZADFHUHE - T TOE DERSLEAESKMTFIR S NTZLLF D
THH R T %,

- B #E 4 - TFUJIFILM )

- BEREA LT ondTiug
(AA\T) Revoria Press E1136, Revoria Press E1125,
Revoria Press E1110, Revoria Press E1100

(AALISL) Revoria Press E1136, Revoria Press E1125,
Revoria Press E1110, Revoria Press E1100

- FEREDEHL -
ab—, U, AFX vy UBEORZ UNERIND T L,
AR L=V EEXEEHEE, PostScript #EEN TR RIND Z &,

« X— g : Controller ROM D/ R—2 3



3.1

3.2

JISEC-CC-CRP-C0753-01-2022

tTHa )T 478

A TOE 1%, MFD D MAMRE L LTa ' —HRE. A% v U HRE. 7'V o FMghE.
SCEORF LY H UBREA IR L TR Y . FIFHFEOLET — 4% % TOE W%
HFLEY, %y hU—2 %20 L THIAEOHRRREE S — "L L0 LZ 5
BERE & FF o,

A TOE |3, MFD O 5 LETF— 2tV 7 4 ITHETLIRET — 2 FEalk
T DI, WA PP OERZET 28X U 7 4 HRe ARt T 5,

AKTOE ORMT 22X =2V 7 s HiEO L LT, KTOE BWEET S, FHE
RE, REEPE, B Mot 2 ) T 4 FEELULTO 3.1 85 3.4 HiloRd,
AKTOE OtEx =V 7 4 BREOFEMIX, 5 FITRT,

FMAZEDEE
K TOE OFEET HHITH O&RE 22K 3-1 1ITR-T,

#®3-1 FABEDORE

E=Li] EE

— A A WOIRBRE S R A T, BEARE 2 R o o0 F]
ik

A User who has been identified and authenticated
and does not have an administrative role

Normal User
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A User who has been identified and authenticated
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and has an administrative role
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Data created by and for Users that do not affect the
operation of the TSF
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Data created by and for the TOE that might affect
the operation of the TSF
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7 IZEENDHEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
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Information related to a User’s Document or
User Job Data Document Processing Job
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T4 HUENNTOE OB F = VT ¢ ICEELE RIETTHh
HLNARWD, BEIFFTFATEDL TSFT—%
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | %D TSF 7— | T— X OpiA#H CHEBEREICTH W HEIZ X

7

Confidential TSF
Data

HEBELITIUEZANTOE O F 2V T ¢ (2R
ZRIETHE Lt TSF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

WEF 3. TOEDOA v % 7 = — A% LU T, TOEN
DOTSFTF —ZIZARIET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDHEN T -84, TSFOBEMEENC L -
T, BX2 VT s OBKEZGIEEZT S LivZew,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEzHIT, TOEICARERY 7 =T A VA h—
VT B0 LIV,

An attacker may cause the installation of

unauthorized software on the TOE.
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WEgET, *v N —JHWEEE=X L=V #EL
FO+AZ LT BEFOF—FIZT7EALED,
TOEDY X =V 7 4 &G L2035 Ll
A

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X UT BT T o BT s ITERE IR TR
X759, 20X 5T v aron iR
S, ANEIT= T 4 7 4 ~EESNRTER S
QAN

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOE!Z. LAN EDODT A 2 & H & 27k T & 72
FHUTR B 720,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIA#E LET — & £7213MEDOTSFF — 4 %
B A Ha n[ BE 7R RHEFREME A b L — U T A R TRATF
T 2584, TOEIZZNHLDT N, A OGS T —X
R SAbT D2 &,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL R SCET — 2 £7213E OTSFT — % OBLHIZZ
BARTRER NHEREME A R L— Y D72 DG S#ED Rk
WCEHET DO 7%, Fxxod, 7~X 7 G
FITZOMDEH B W HEIX, RIERT 7B D
RESINRTNERDRD, DOEDA RN L—UF
WA A BRI N TR D220,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

PIMAGE_OVERWRITE SCEMFR Y 5 7O T 213 IEORIC, TOEIXZ#
DB AW FREIR AR FERIEA F L —TFT A4 2 LD
BAFWEG T — % % EEIWEELRITE R B0,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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A.PHYSICAL

TOEX O'TOEMRAT & 721 3LEE T 25 7 — & OAELC
Aol x =2 T 40, BREICK - TRt

noZ e ElBET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK

EABEEIL. LANA VX 7 = — A~DOHIEEN DS DE
VDT 7B ANLTOEZR#ET 5 Z L 2ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHE X, V1 hOEX= VT ¢ HEHITHEST
TOEZEH T 5 &, BEHINTVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SNRIHEZ, VA bovx =2 T 4 FTEHS
> TTOEZMEMT 5 L 5 AT S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.
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- Web 77 7 ¥ : Microsoft Edge
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BUETHS,
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7747 K PC (Web 77 v+#) : HTTP over TLS
7747 FPC (FY & RZ43) : IPP over TLS
. BEAY— N : Syslog over TLS

+ Mail #—~3 : SMTP over TLS
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