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An attacker may access (read, modify, or delete) User
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interfaces.
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Users must be authorized before performing
Document Processing and administrative functions.
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Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.
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The TOE must be able to identify itself to other
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY MATERIAL FIRE CET —2 F721IWBEOTSFT — % OB A2
Har[RER RHERME A R L— D72 DR S HED A AL
WCHGTDHE 97, EXOH, YT~ A T ELEK
FTEOMDOH B P HEIX, RERT 7 ERND
REINRTNIZ B0, DOZEDA L —UTF
INA A BRI TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.
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The Operational Environment is assumed to protect
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