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(— %K% | a normal user) 7R NFI
A User who has been identified and
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administrative role
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(’F¥2%& / an administrator) iR
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authenticated and has an administrative role
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Data created by and for the TOE that might affect
the operation of the TSF
* 3-3 REZEFIRET—H)
AW R B
D.USER.DOC | #IHEXET — | EFHELIEFI N — Fabv—oRA T FHEOEC
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fifi#&> a~ PR OCEF 723 CELH Y 9 72 BHT 5 15 #H
T—H Information related to a User’s Document or
User Job Data Document Processing Job
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Protected TSF TOE Ot = U7 ¢ AL RITTNE LIV,
Data BBIZOVWTIFRTCEDL LI R TSF 7 —4,
TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
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o HAEICE > T, BEEIEFL A SN TSF 7 —#
Confidential 2, TOE DX =V 7 41T 8% KIETHE Ll
TSF Data WX 972 TSF 7 —4#,

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the TOE’s
interfaces.

T.TSF_COMPROMISE

BgE X, TOEDA 4 7 =—A %@ LT, TOEHN
DTSFT — 4 ~DRERT 7B RA%HL1H LIl
AN

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOED#AIENFF A E L7286, TSFORBEERIC L -
T, BEX =27 OBREZSISEITE LUV,
A malfunction of the TSF may cause loss of security
if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

W8HIL, TOEICARERY 7 Ny =T %A A h—
T D0H LIV,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEFIL, Xy NV —VBEEE=4— L7V #&E
L7eW 352 ET, EHEHFOT—FIIT7EALE
V. TOEOtx = U7 4 Zfibpfb L2508 L
ARAAR

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring
or manipulating network communication.
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P.AUTHORIZATION

FIRAE R, SCERPE K OVE BB RE 2 BT D A HE
[RZ A5 ST b n,

Users must be authorized before performing
Document  Processing and  administrative
functions.

P.AUDIT

X2 VT ABET 7T 4 BT g ITEEIRRITR
ERod, FhokiRTrvaron 7idiE
S, SBRIT=2 T 4 7 4 ~EFESRTER DL
720N,

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOEIE, LAN EODT /A A L { L 25 T & 72
FAUERR B0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOENXFIHZ LET — X £T-IIWEDOTSFT — 4 %
B AZ A AT RE 7R N FEME A b L — U T N RITRAF
T 5546, TOEZZENODOT NA A LEDZ DX H 7
TR e LTS L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

FIRFCET — 2 E12IWEOTSFT — % OBHIA
BATRE 7R RIFFAEA N L— VD72 DR B8 D Ak
WZHET DL, KXo, v~ ML F
TXZOMDOH B HEIE, RIERT 7B AR
EINRTNTER BN, WOFDARL—UF A
A A BIRAFS LTI By,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

PIMAGE_OVERWRITE

LENHE Y 2 T OKT £ IEOBRIZ, TOEXZ
DHHAZHRFTRE IR REEREMVEA B L— U T /8 2 D
BT — &% FEZHEE L 2T B0,
Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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The TOE shall provide a function that an
authorized administrator can invoke to make all
customer-supplied User Data and TSF Data

permanently irretrievable from Nonvolatile
Storage Devices.
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANETWORK BRI, LANA V% 7 = — A~ONEN L DA
#OT 7w ANOTOEZR#ET D 2 & 2BET 5,
The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN TOEEHEIXZ, VA bEX=2 VT 10 FEHTHE- T
TOEZEBT 5 &, (BEHINTWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS FrAIESNTFHEZ, A4 X2V 7 0 FE#HIC
o> CTOEZMEAT 5 L 5 #ABNMAEZ T T D,
Authorized Users are trained to use the TOE
according to site security policies.
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