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A TOE IZ, MFD O 9 LEF—20t X 2 ) T 4 ITHET HRET — F L5}
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A TOE DT 2% 2V 7 s HEEDOE R L LT, ATOE N EET 5, FIHHE
Bk, R PE, B, kO X2 U T 4 HEELLTO 3.1 Hinvd 3.4 BiloRd,
AKTOE OtEx =V 7 4 BEEEOFEMIX, 5 FEITRT,

FAZEDEE
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x3-1 FAEDORE

Normal User

e=Xa EE
— A A WAIRRAE S PRI C, BEERE 2R 0A
ik

A User who has been identified and authenticated
and does not have an administrative role

Administrator

e WA RERE S VAR C. B B & R R

A User who has been identified and authenticated
and has an administrative role

2B, ATOE TIT IEFE | ot % [V AT LEHE] LIFATEY , A
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D.USER FET—4 TSFOEMEICHE L KIF I\, FIAZEOT=DITF]
T &> TR S U7 —
Data created by and for Users that do not affect the
operation of the TSF
D.TSF TSF 7 —#% TSFOEMEICZ L 52 56 LitZewy, TOEDT=
DOTOEIZ L » TER sz T —#
Data created by and for the TOE that might affect
the operation of the TSF
x3-3 RELERBET—4H)
E2Lu3 3] EE
D.USER.DOC | FIH#EZGET — | ETMELII N — Fav—oRX T, FIHEFEOGE
7 WZEENDEH
User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | fIfi#&E Y a7 FIRFE OSCGEF 1213 3CGERE Y o 7 2B 2 (F#H
wA\‘\_ &
7 Information related to a User’s Document or
User Job Data Document Processing Job
R34 REEETSFT—4%)
B R EE
D.TSF.PROT | {Ri#EXi7= TSF | T— X D& CHLEHERKETHL2WAAEIZ X
T4 LS AN TOE OEx = VT 10 BE RITT 0
H LAV, BRITFFA CTX 5 TSF 7 —#
Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
D.TSF.CONF | fs#%® TSF 7— | T — X OfiAHE CHEHEHEEE THLRWFIHFIC X

7

Confidential TSF
Data

HEBEIIIUS AN TOE O X = U T ¢ 1T
2 FAETH LAIVRWTSEF 7 — 4

TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the

TOE
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T.UNAUTHORIZED_ACCESS

W#E X, TOEDA v #Z 7 = —A %@ LT, TOEN
ORFELET—2~T 72 (BE, &E, -
IHIER) . £RITRAE Y a 7T — 2 2 E (WA
TUXHIER) 2008 LivZauy,

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMISE

Wz T, TOEDA X7 =—2 %@L T, TOEHN
DTSFF —ZIIARET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOED#EAERFF A Sl hG . TSFORRFEERNIZ K-
T, BF=2 V7 0 DBEREGISE TS LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEEIT, TOEICARAERY 7 =T %A A F—
VT HE LIV,

An attacker may cause the
unauthorized software on the TOE.

installation of

T.NET_COMPROMISE

WBET, Xy FUV—JlEEZE=F LI VEIEL
V352 T, BEROT—FIIT 7EALRED,
TOEDtF = V7 4 b L7V 50 b L
Uy,

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

Hgotexay T4 A8

AKTOE IZER SN MO EF 2 U T ¢ 7B 2K 3-6 ITR”T,
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P.AUTHORIZATION

MR, SCELE R OVE BB RE 2 AT T DAl
Rz s s,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

X VT ABET T o BT 4 BRI NI
6T, £k T v arou ZiiME#E
SH, ANBIT= T 4 7 4 ~EESNR TR S
AR

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION

TOEIZ. LAN EOfhd T34 2 L B 2§k T& 72
TR S0,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION

TOEXFIMELFE T — & £7213WEDTSF T — 4 %
BUHIZZ L AT RE 2R RHFHFENE R b L — U T S RTRAT
T 586, TOEXZNOLDT NA A EOY T —X
ERESALT D2 &

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL

FIHESGET — 2 £7213ME DOTSFT — % OB HIAS
HAPTRER RFERIME A b L — U D72 ORE 8D ARk
WCHG5T D97, EXO#E, YT~ Rx 7 ELE
FFEOMDH B P HIEIX, NERT 78 RAND
RS NRTNUTRERD, DOZEDAFL—UF
INA A BRI TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

P.FAX_FLOW

TOEZPSTN~” 7 7 Atk z 14 554, PSTN
7 7 7 Alalft L LANO R O 5y 2 (RFET 2,

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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PIMAGE_OVERWRITE

SCEMIR Y g T O T £ 213 IEOESIC, TOEIZ#
DIMAZHAFTRE/ R RHEFEMEA B L —U T A A LD
FRAFEGR T — 4 & EEZIHEELR TR 5780,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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AR St & AT mEE R ) AR

ARETIE, FBET D58 A TOE OFHOHWHZAH M tFH s LT, KATOE %
T 5 72 ORISR M OSBRI SV TRER T 5,

FRARVREICEAYT SAREH

A TOE Z T HEOFHRSRMFZ L 4-1 17T, 2D ORHESRMUN - S
ROGE. KTOE Ot 2 U7 4 BEEDSANCEMES 2 2 LIFRIES L2,

x4-1 mIREH

=L}
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A.PHYSICAL

TOEK O TOEDMRAF F 72134 5 7 — & OAfifilZ
GOl X2 U T 40, BREICE o TRitS

N5z e EEET 5,

Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

HEHEREIL, LANA V& 7 2 — A~DOINEN S DA
VDT 72 ANSLTOEZR#ET HZ L2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHF X, V14 bOEXx2 VT ¢ HEHTHEST
TOEZEHT L &, BHINTWVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

FFA S IRIHEIL, A bovX2 U T 4 HEHC
it> TTOEAMEMT % L 5 #AFF S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.

ERIREE & R

A TOE OET L EMEREE A 4-1 1ITR7 T, A TOE [ L—ki72 47 ¢ AITERE
SN, MBRORE R v U —27 Tih %D LAN F OVAREFEHREIC 85 L T &
o, FIRAEZ, A TOE OF{E S LAN IZ#ki Sivi=2 74 7> h PC (—
BFRE 2 74T NV AT HEHE 7 747 ) Z#EAELTARTOE 2 H

ERAR
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K TOE O BRET DR Rin & LU 2R,
(1) —FHEZ ZA47 b
—RFHEDERTLZIHDO PC TH S, UTDY 7 b =T PLETH D,

+ OS : Windows 10

- Web~” 7 7 : Microsoft Edge

s TV ZRTAN (BELEr v 7 ZthiEfh)
HARMI : ART EX K7 A /3— (Microsoft WHQL F8FEHUE K7 1 /3—)
HALISL : 64bit Windows Print Driver (PCL)
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Q) VAT LERE I TA4T b
VAT LEBEMNMERATANAO PC THH, UTDOY 7 NI =T BNULETH
5,

+ OS : Windows 10
- Web 7' 7 # : Microsoft Edge

(3) Mail #—n
TOE N oRIHEZE DO LET — X 2R ET 28T 2. UTOY 7 vy =T
NLETH D,
s TLS 1.2 %5 SMTP 7V ra Lz R—rTAY 7 o=
(AFFAth 1% Postfix version 2.10.1 25 1)
(4) B —N

TOE DA L& n 72 RFT 2 —"Thb o, UTFTOY T MU =7 B4
HTHD,

+ OS : Windows 10

* TOE oA v 7 2§53 5 PowerShell 7 U 7~ (TOE O A %4> A
(ZRCHD

+ PowerShell Version 5.1 (OS &)

B, AERITOREZINTWS TOE LSO N— R =27 KON 7 b0 =7 O
PEIIAFHI O T2y (HICfGEETEL2 50 L7 5),
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HFID D D,

(1) I EBFRREH —

TOE Z#pk 9 % fini%, TOE SMBOREIES — 2 L CRIRH ZFBFET 5
’fxl% ExFfoTWD, Lol AFHIORER TIE, SMEREREY — NI TE 2
(ZHIFR S TR Y | SMBREREY — SO ANIARHGIZ X 2 RFEDHI G TH

o (f7.5 AHIERKIC OV T )

Q) HHEY— KN F7A4 T+ PC

TOE &3l L CEMET 28— 7 74 7> FPCHEF 2 TITEA S
HZliF, BHEOEMETH D,

(3) B — DEH

AV — T A Y — )5 TOE IEMIMIZA—Y > 7 LT TOE IZEM S
NrEEEe 7 =853 5, 20O, TOE X, BEEn 73 E 2 F Tt Shizn

IR  TOE ICEREN TR COERn V25 ETH, BEELET—4D
D, FRUICRALIEEr 7288 L7120, NEREEa V2t Lz 5
L2 &iF, BHEIIEZRLOND,
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5 T—x TV FvICET HER
A#TIE, A TOE Ofi[H L F B & BT 5,
5.1 TOEER LavR— > MERK
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TOE O#2#td 2 8&REIX, MFD OIEARKREL ¥ X = U T A HRRE TN S LD,
MFD OEEARERETH 2 = ' —HERE. A v HKRE. 77U » MERE. 7 7 7 AHKRE.
LEORMAF LY H LRIV TIE, 11 EEZZR, UT, TOEDEF=2U7 «
BRI O W TR T %,

(1) ehIREREMRE

AtkrelL, TOE OFIMFEZ, FIHFED ID & /32T — R TkhReREdT S i%Re T
%, AREREIL. LLTIRT TOE O ARFZEH S b,

- FIRFED, MFD O#fE 3%, 75347 FPCOWeb 77 0%, 774
TURPCOTY B RITA 2025 TOE 245 & &,

- BEEY—ANTOE OEw V2T 5L &, (AT LEHEDID &
AT — RZ&fEH)

AHEREIX. ARBIFEREA MR 27201, LU T ORI Z i 2 T b,

s /IR — RROFIR,
+ 18 U 72 RRRIE I BN O RB RERIE DA 11
* PORERCIIEE . —ERHEIRIER WA DT v Loa U,

(2) 7 7 & A EkRE

AHEREIZ. MFD OREARGRE TRITE T — 2 85T 5 L &2, FIHET—~
DT 7 AKIHEZIT OB TH D, 7 7 v ZAHNX, FIRET —2 Opra#& E#
& B OBHINE B OENZ RSN TITb LS,

(3) 7 —Z 5L tkRE

ABEAEIL. TOE WERCIRIFT 27 — 2 LR T — 2 2 5L DHRETH 5.
(RAFT — 2 OWFS{LIE 8K 256 v b AES CBC £ — F&MAT 5. @157 —
Z O FALIE [(4) SEFEERE] O 5@EE7 R b2 TR Sh D,

W gid, HERORE 21557 b o B —2FoR A kE 2 VAR S
o,

(4) mEHEEEHRE
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1.2 THRET HHERETH 5,
(5G) X =V T ¢ Bk

AHSREIE, ¥ 2 U7 BREORES A VAT MEEICHIRT S TH 5.
L, —BFHEE, AAORRT — ROEFRAETH D,

6) X =V 7 B AieE

AEEREIE. BF 2 U T A HRRICET AR RAEAn 7 & LTARL., BE
Y= ROV AT DEHE N D ORI L2 TR T DHEETH D,

IERE S VI BA R 713 TOE WENCIRAES L, RIFE R A B2 5 51T b
HORER AT E L TH LV R 2 MR SN,
(7) A P e

AREREIZ. TOE EEWFIC T 7 — L T =T OF = v 7 ¥ 5 OELEA RO [EHE)
EaT7 A NI OMREL . 77— AU =T HHFICERMN Y 7 — L0 =7 OEFE
4 ZREET HDHEEETH D,

(8) PSTN 7 7 7 A% v kU — 7 By Bkt

AHEREIL, AREFEEIHME (PSTN) & LAN 250t T 2HRETH 5, AR
#2725 TOE ZfkH LT LAN IZ 7 —Z =25+ 2 2 LT TE R,

(9) 2 FL—T 0 FEX WLk

AHgRelL, TOE OHABEREDOK T £ 7213 ME OHIBREAEIZ L > T, TOE 28
MMEOXET —Z 2HIRT DB, XET —Z B3 S LTV TOE WED
N— RT7 4 27 AEEOfHE FESHETOWETH S,

ITIRIE

TOE 1Z.LAN %ZJr L THFEY — s T4 7 | PC LiEE%1T 5, TOE DI(4)
rfEEIEEHERE] 13, T IT RS L L TSN, LT 1 b= zf
)EH‘a_‘éO

7747 s PC (Web 77 w+#) : HTTP over TLS
- 7747 FPC (FYH RZ 43 IPP over TLS
- B —/ N . HTTP over TLS

* Mail #—~3 : SMTP over TLS

15



JISEC-CC-CRP-C0705-01-2021

BEmRfTrFa Ak

AKTOE DHA X2 A% 6-1 LU 6-2 12~7, TOE OF|HE X, mite
AEZTT- T O TR Rx o A FO+4r 7 Bifif & sr R Bk S b,

£6-1 HAF R (BERMIT)

2 ¥ N—o3y
ApeosPort 3060 ApeosPort 2560 ApeosPort 1860 ME8976J1-1
22— =X A K
ApeosPort 3060 / ApeosPort 2560 / ApeosPort 1860 DE6678J1-2
1L CDIZHET A
ApeosPort 3060 ApeosPort 2560 ME8816J1-1_20210112
X2 U T R T A R

&6-2 A4 FX(BERLS)

Z2x N—o3ay
ApeosPort 3560 ApeosPort 3060 ApeosPort 2560 ME8814E2-1
User Guide
ApeosPort 3560 / 3060 / 2560 DE6678W6-1
Setup Guide
ApeosPort 3560 ApeosPort 3060 ApeosPort 2560 MES8817E2-1_20210112
Security Function Supplementary Guide

16



7.1

7.2

7.3

JISEC-CC-CRP-C0705-01-2021

AT MRS & S ETHER TR U HER
AT i B

FEAMG 2 S0 L7 — AN IT v 2 U 7 ¢ & o & — FEMERIE, IT B =Y
T A Al ORRRERIEIC L 0 AGR &N D & & bic, ILAC ([EBSERBRATRE 0%
1) OF AR LT 258 EMET OS2 TBOE NG S AR L i S AR B R
s =) ICEVRBEZZITTEBY ., M EER OO~ A M RO E
LOWYINEIZ DN TOERFEZ M- LTV D 2 ENEHMICHRE ST\ 5D,

B iipape

FElIE, 5 PP 23 EERT 5 CC 23—k 3 DLRAEESFIZHOWT, CEM ICHE S
WIRHiE )7 ik X DN & PP OIRGET 7 7 4 €7 4 Z VW TITh v,

PR ORI, MRS EICB W THRE Sz, FMiREETIZ, A TOE
OWEL, CEM DU —7 2= s OGEA PP ODIRFET 7 7 4 ©T 4 Z & OFf
A B OV TS S 2 53 5

MRS R
IR, A e &2 & 2 Rl S D@ 2 73

FEIE, S0 244 BIZHAE V. S0 34 1 AR A EOERE Lo TR T L
7o PHMFERRIE, BAFEE 2 O RIS 9 5 sl AR — N ook 2 1), —L
DOFHMIZBIT 2R EFRAE L7, £/, SfM246 A, 7 AR 12 AICBREE Y
A N TRHiE T 2 b &2 FE LT,

AHITER TP R S BRI, TS S & LTRITS L, B Icms <
i, THHORBEAIZ, FEAICE L RE LA TOh, KREKIZ, T TORE
RBRREN TV D,

17



7.4

7.4.1

JISEC-CC-CRP-C0705-01-2021
MEATX b+

AHEA I, RO TR SAVIZREL 2 MREE L 7R D, ot XU 7 o
BEREDSHERICFEBL SN TWVD Z & ZIRGET 5 72 O OFHIE ML T 2 b K OMags M
AEEICEDS AR AT A b2 AT LT,

FEETA b

AFHMIZ BT, BIRE T A MIMEGFEEICITE TR0,

7.4.2 FEMEE IR TR b

ERIEREN

BHEnTnbd

P OIEFR TR STZREL S, WO X 2 U T o BEEDS HESEICEE
e HRAET AT O OFMEE ST T 2 N (LLF THNET A R 2 L)

e UTe, Rl S ERL LML T A S &2 LLURICEAT 2,

(1) I TR FEREE

PSTT A P OBEEIT, K 4-1 127 L7 TOE OEHBEICHE LR Th 5, M
ST A S DBREECEA LR 2 71 1T,

R7-1 MWITXMNBEOERSR

B EEZ
TOE (AARMT)
Fuji Xerox ApeosPort 3060 =&’ —, U h, 777 A A% x|
A R L=V EEEHERRERET L
/X— = : Controller ROM Ver. 1.5.3, Fax ROM Ver. 2.2.1
(B ALIAY)
Fuji Xerox ApeosPort 3560 G = t"—, U b 777 X ZAF¥
V. AN —U0 EEXEEKERETET L
N—37 7 ¢ Controller ROM Ver. 1.5.3, Fax ROM Ver. 2.2.1
7747 hPC | + OS: Microsoft Windows 10, Microsoft Windows 10 Professional
(— R & - Web~” 7 74 Microsoft Edge ver. 44.18362.449.0
TTGAT ) s SV B RT AN
(BHAMIT) ART EX K7 A X(Microsoft WHQL F8FEHUS KT A /)
(H A LIFL) 64bit Windows Print Driver (PCL)
7747 FPC | - OS: Microsoft Windows 10, Microsoft Windows 10 Professional
(AT LEHE | - Web” 7 7 ¥ Microsoft Edge ver. 44.18362.449.0
74T k)
Mail¥—~ - OS: Cent OS ver. 7.6
+ Postfix version 2.10.1
AT — N + OS: Microsoft Windows 10, Microsoft Windows 10 Professional
- PowerShell 27 U 7" b (A ¥ AFHDOH D)

18




JISEC-CC-CRP-C0705-01-2021

MNET A R ORERIE, ST IZBW B STV 5 TOE OFERLE LLTF D X 5 70
WD D, FHIE L, E O OEWICHEIE R < FHlE O FEME L 72 MSE T A RS
Lo T STIZEWTHI SN TS TOE OO T X = U 7 ¢ BEREAN YIS T A
MNENTZERRTZENTEDLHWLTND

O 7 A RO

2 # @ TOE i#%B TR L7- TOE OEFEIZIT. LLTO X 5 2M&EIC kv, EHE O
ARG ENTWD

« AR & AARDADFFEDEN
» FIVRBIEH BE D
- B4 OEV (BEEA KRR O TG DA E)
FHHEOELX U 7 A HREEIIFRICTHY . LROMEREZBEL TRET D 2

FlizT AT 52T TOE SO 2 U 7T A HENT A FENT-& R+ 2
ENTE D&, FHmEITHE LTS

@ TAMHEEINZ7 77— 7 =T O

MNTF 2 N ClE, BEEEOHREDOTE=DIZ. TOED 7 7 —A T =7 ORD VI

7 A R ﬁEéﬂt77—A7:7#ﬁ%éﬂtoTZFﬁ%@H TTFERED

Va—/VER—THY, T A MNHICERE INTZHDIIEE 5 2720 =), 7 A b

A7 7 =L 0727287 AMNMIZYTHD &, FHEEITHE LTV 5D
@ FA2 MY —OEMER

WNET A R TH, BET — 4 ORGRREE, ~N— KT 4 A7 WEDOEZIASLT —

2 DRI E DT DI, TANHOY —ANMEH I, FNHDOT A NHY —L
DFZ YT A IS L » THER S LTV D

(2) I TR SR

SGE O FE LTSN T A MILLFDOEEBY Th D,
a) JIITR HD?E"—"'

AHEA 2, A PPOER K& Ot S M2 FHBREILE B2 D B FE LTS T A
}\ @Eﬁ:ﬁ%u? \—ﬂ—\‘—g—o

<PNET A N OB >

O tXx2UT7oHETrEx=2) T e (SFR) Z & ICHEGRT 2,

@ WEET7NAITYRLOEENIELWN & 2R T 5,

19



JISEC-CC-CRP-C0705-01-2021

b) I TR FEE
AP 23 il L7207 2 R OBBHILL R0 L B0 Th D,
<WNLT A R FE>
TOE i2%f LT, TOE O#fE %L, 7547 b PC, Eti—3 7
A RNY—=NEFEHLTANEZITD, TDOS5LFNELLTFOFETHER L,

5HFNN, TOE OINHA X 7 = — AN LHERFRE 8413, TOE
DA 27 = — A EFIHT 5,

5D FNN.TOE OAERA > Z 7 = — AN SR T X 72V EE 3. TOE
DOBFEERA 27 x—A, TOE N DO/N— KT 4T 4 A7 IEEDOT
FIAY, TAMNATZ7 77— 02T HEHT 5,

<JNLT A N DEEBNE >
PSETF A M. FHMEFIC L 5T 20 EHHEMEI T,

MNZT A S OBSITHIN LT A MNEE R 7-2 177,

K72 ERLFE-MHITIE

#lm TR MEE

@® <tF =2V T o HREOHERE>
HWAPPOSFRI L ITHRESNIRFET 7 7 4 €7 1. £721%. SFROEF IS
WTHERR LT A FEAICK D, T_XTOvx 2 V7 ¢ BEEMERE E B 0 ICEhE
T 52 L EMERT 5,

@) <BEET LT X ADFEIEDOHETR >

TOEIZA VA M=V LT A NHT R 7 7 AR LT, LTFOR ST LY X
ARMERREBVICFEINTWD 2 & &R T 5.

RSA (B4R, B4 A RU/EE)

ECDSA B4Rk, B4 A RREE)

AES-CBC-128, AES-CBC-256, AES-GCM-128, AES-GCM-256

SHA-1, SHA-256, SHA-384

HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384

CTR_DRBG (AES)

c) #EER

S N EHE L 72T R TOMNET X MIELLSET L, 2Hli#F X TOE 5% F
WEHER LTz, A& 1L, X COT A MER L SN S5 F 00N —F L Tn»
HI L EMER L,

20




JISEC-CC-CRP-C0705-01-2021

7.4.3 FimERATR b

FE L, RO TR SN REILN S . FRE SN D EFEREL L B L UL
BOTERSSNDOWERMEE 2D TREMENH D L DIZHOWT, FHEER AT A b (L4
T MREAT AR Ev9,) #BLUFEM Lz, FHEENFEM LIZRBAT A N& L
TIZH T %,

(1) BATR MG
R 2N LR AT A R OMFUILL TO LB TH D,

a) BRINDHHRBEMH
FEAGE X, TREES N FELE BN OB IR E D . BER e st A SRR L,
RAT A N LT 5 LT Ot 2] L7,

@O TOEICEK LAWE Yy RU—Z7R— RNV TWAERENH 5, £7-. TOE
T%@LTV%%y%U~7%wtxLﬂﬂ@%%éﬂﬁﬁﬁéwﬁ@%
Do

@ TOE ® Web A > & 7 = — AN OIS FIET AR ENH 5.,
@ TOE OHIRIALFLZ AEN O WEg5 M N IFE T D8 a RN H 5,

@TDE®@¢N*ﬂ“7UV&F?%N&UW%4VW7I~X#6®KE
IRATNC K | RBIGEREREREDS A N A S D AREMED B B

® TOE ®» USB R— hNEA SN LB ENH 5,

b) BATA FOHE
S 1. TAER 7R EFITEDS ] SN D AJREE A T 5 72012, LLF R A
T A N EFEE LT,

<fZFAT A NEREE>

RAT A NOBREIL, M7 A NOREEICARAT A NHOY — /L2580
LIEBRE Ch D, BRATARNCHERHLEY ~/I/7§:2% 7-3 1277,

21



JISEC-CC-CRP-C0705-01-2021

#7173 RBRATAMHY—

E=E 0 BME - FIAEH

Nmap

Version 7.80

FAATREZR Ry N U — 7 R— b &2+ 25> —1

Nessus
Version 7.1.3

Xy MU — 2 R— N DR OMaggtt & 4% Y —u

OWASP ZAP Web” 7V r— a o ONfsggtE a2k %> — v

Version 2.9.0

Fiddler

Web~” 7 7 & Web¥—/3 (TOE) BlOWET —% DS L

Version 5.0.20194.41348 | Z8 & (24

PRET

Version 0.40

FIRALER D 2 72 ffgsath & i+ 5 > — b

<ARAT A FOERHEH >
IR SN D MEFIMEICH IR T DIRAT A NNEEER T-4 17,

x74 BATRMIE

fEs5 1% TR MEE

@ -Nm@%@mbf\Hmmﬁﬁﬂ®%ybv~7ﬁwkﬁ%mfw&w:k
R
Nessus%:ﬁﬁﬁ LT, TOETEM# L T\WA xRy NU— 27— RIZATDHET
PER72N T & R T D,

@ - OWASP ZAP% i fl LT, TOEDOWebA > 4 7 = — AN OMEIFMEA 720
Z L mERT D,
- Fiddler#f#HH LT, Web” 7 V¥ 5TOE~DOT — % %AW LT%\ TOE
DFBIFERERT 7 & AHHHOBREZ S A /NATE RN L Z RS

® - PRETXA % —F* v N TAF Lf:ﬁ(%:l~ RzfEH LT, TOEO)EUEU@E‘E
(ZAFDMEFITENR 72N 2 & & fifEsl T

@ -ﬂm®@ﬁﬂzw\7)/&b74ﬂﬁwww4y&7l~xuﬁwf\ﬂ
MEBDIDR/NSAY — RIZ, Ny 77 A —"7n—0RERNI AR AE S D]
RRMEO®H L FFNE AN LT, BRLARVETEL L2 & 2T 5,

® RAT A NHOPCR 7 — FA[HEZRUSBAE U #fiH LT, TOEDOUSBKR—
FAMEFCERND & 2GR T D

o R

A 2N hE L7 AR AT A b TILARE T D BBREE ) 2 R o BB A /3 B nlfE
7o MESRPE ISR S e o T,

22




7.5

JISEC-CC-CRP-C0705-01-2021
SHEALI= DL T

AFHHEORHE & 725 TOE ORERRSMIL. 6 BIIRLTIZAA X AR &N T
W5 EEBYThDH,AKTOE Z il TIRFES - & B VIR 570121,
HA XL ADFLIRD EBVIZTOE Z5%E LTz b2, HA X ALy

23

AENS LT aid. ARl K DRAED X HR TIEZR W,

23



JISEC-CC-CRP-C0705-01-2021

7.6 ERRTHEEES

A L AR F A © > TR TOE 238 CEM 0V —27 .= v h K N# A PP O
REET 7T 4 BT 4 OF T &2 LTV 5 &l L7,

P TIZLL FIZ W TR STz,
PP 6
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

IN—FRabt—F A 20T aTsarra7yA V] @EORERE
[Z2OWTOHA KA1 [16]
- FCS_RBG_EXT.1 @7 A MIEHET AHEIC OV T
- FCS_TLS_EXT.1.1 ®F A MIPT HHE IZHOWT

TR UT MR EY . oI TIA4T YT N— 12 $LE
XU TFT A REE Y. =TT YT X—F3 HWE

FHMIORERE LT, @6 PP ONERTHLTORIED R —FR 2 MZHOWT &
¥ HIENR SN,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE_REQ.1, ASE_TSS.1, ADV_FSP.1, AGD_OPE.1, AGD_PRE.1,
ALC_CMC.1,ALC_CMS.1, ATE_IND.1, AVA_VAN.1

SR ORE RIL. 2 EICER ENZFHANC—ET % TOE IZ L > THE S = b o
WCEH SN D,

7.7 lE O A Y MNEE
AR AR T R X P BN S X, FRITAR 0,

24



8.1

8.2

JISEC-CC-CRP-C0705-01-2021

RELEE

PORERERAIE, BRI RIS & iR S B ERZ b LT, DITOBLA
CRERIEZ FEhE L7,

O PFrREEETRINIIHBEHMNENZYTHD Z &,
@ PrRHEETRINIIHMNANFRES N TS Z L,

@ B SNIFEHLERIZ YT 7L FONEZRA L, BiET 2 CEMD
U—2ra=y N ROEEPPORIET 7 7 4 BT ¢ il FHF TRl &
9 \—E:I:'ﬁﬂiéh(‘b\é\—&o

@ R R S VIR ORI ORI 2 TH D 2 L,

® PSS R SR OFHE S ESACEME ME A PPORIET 7 7 4 &
SICHEBALTWD Z &,

n..\ nIE %I:l %

APAERRE & 0 SR SAVTCRFAMER TS E . AT RS K OB 2 REAMRESL R 2 4
Ak L72fE A, RRAEHEBIE. A TOE OFFliANE & PP O 2R S % PRAEEA: 2 i 729
b LT 5,

IEFE

K TOE WD & HFHEE T, 4.3 HEHERIEIZIIT D TOE #H | L 7.5 7
AR Z DWW T DFEEINE %2 2 L, K TOE O 5 & FH<°1E H Lo B R FIE DS,
BHOEETIEASLMICAEBZ L T EINE I DEENLETH D,

K TOE OE:AE v 7 &t 7oolcix, BAEY— 05 TOE IZxt LT, EHY
ICR—V T DRERD D, R—1 7 OMEE X, ATOE OEFEN, £HOD
Bt 7 OEHA T TOE ORI AZE LT, WETLILERSH DL, A—V
Y OMBBNEWEAICIE, RTOE ICEBINT-TRTOEEa 7R, A—U v
T DINTEM E 4, BAE Y — ORI A EE T 5 fRetERH 5 DT, EEN
VEThD, 12, A=V V7 ORRBARWIGEICIE, Bhr 703 kbitd wlRgtk
MWHDHOT, HEVBLETHD,

25



JISEC-CC-CRP-C0705-01-2021

9 MEE
RrizZe L,
10 tFa)T42—47vF
AKTOE DX =74 &—47y M12lid, AWEHLITHICEL LTUTOL
BoEftsh s,
By Fuji Xerox ApeosPort

3560/3060/2560/3560 G/3060 G/2560 G
av—, FUVUM TR AF v, AML—VDLEEEH
EHREFERE T L
X2V T4 X—27 v b
NR—Tar . V1.07
FATH 202141 H12H
TERRE BEt¥Yo v s 2EEHt

26



JISEC-CC-CRP-C0705-01-2021

Rz
AEFTHERN SN CCIZET DIEFEZ UL TITRT,

CC Common Criteria for Information Technology Security
Evaluation (&% = U 7 ¢ fHAli )

CEM Common Methodology for Information Technology Security
Evaluation (&% = U7 ¢ @il 71%)

PP Protection Profile (m7 27 v a > 7m>7 7 A)L)

SFR Security Functional Requirement (& = U 7 ¢ #REZEA(})

ST Security Target (E¥= U7 4 X —% v 1)

TOE Target of Evaluation (FFffixt5:)

TSF TOE Security Functionality (TOEt& % = VU 7 ¢ f&#E

AEETHEN S 7z TOE ICT 28352 DL NIRRT,

MFD

Multi-Function Device (7 ¥ # /L5 1%)

PSTN

Public Switched Telephone Network (2255 a5 al##HE)

ARHEE T S 7z IT B B9 2 iaE 2 LU RIS,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator
ECDSA Elliptic Curve Digital Signature Algorithm
GCM Galois/Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

1PP Internet Printing Protocol

RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security

27




JISEC-CC-CRP-C0705-01-2021

AEEEHTHEN SN HFEOERZ UL TITRT,

= B —hkiE MED OEAESF NV OEETHRILEFEZ A% v L, H-T 56
A X v HEHE MFED OHEAE S L O E TSI TS A% v o L. SHL5A LT F

MEXET —Z %, Mailh— NOFE 20T [CEORF L HY
H UHEE ) TR D HkeE

7 7 U AKERE
(7 77 ZAEME.
7 7 7 A%AE)

INREFERIREZ A L C 7 7 7 AEZEET HOMRE, 77 7 &
EEIX. MFDOEAE SRV EBEL THRICEEZ A v L, @it
FIANVTERRBELET —F BFED T 7 7 271 s a/LTEE
T 5, 777 AR, FIHABEXET — X2 ERO 7 7 7 A7 1
L TZEL, [SCEORF LY H LKRE) CREFT D

7Y v MEKERE

FHEZ ZA T FDOTV 2 BT A 30 bikEE SR E
LET—H 2%E L. MFDO#IE STV O#AE TR 2 #hE

TEORFLE | FIHE CET — 2 ZMFDICIRFE L= B o H L7204 HkRE,

0 H UEERE LEORGIT, [AX vy UMie) £7203 1777 A%[5F) THiA
AATERIRESCGET — 2 275 5, JCEOIY HLIE, RFES
NI=FIHECET — % % MEDOEAE SRV 5 OEETHEIRI,
T2 FAEYZ 947 hOWeb7 7 UL OEETHE 7
o— 745

REET 7 7 4 & | PPl O 72 ICFHME ASE M L 72 1T g7 & 72 VR /R,

T4 CEMOAfiE Th v . MAEPP [14]l TlZEEPPO IR S T

%)

28




12

[10]

[11]

[12]

[13]

[14]

W

JISEC-CC-CRP-C0705-01-2021

FAMNY

ITY % = U T o 3l M ORERER L O SEARIRE, FR304ETH , MNATBOE NG #AL
PRHEMERERE, CCS-01

ITYx = U 7 ¢ WRGEFHIB T 2 ZoR9EH, 3069, MNAATBUE NG HULELHE
HEFERE, CCM-02

ITE =2 U7 ¢ AR &GRS 2 B9 2 2R 4T, SFRk304E9 A, MNZATBUEA NI
WAL HHERERE RS, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 5, April 2017,
CCMB-2017-04-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 5, April 2017,
CCMB-2017-04-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 5, April 2017,
CCMB-2017-04-003

B2 U T MO dDaTr 7 F4F7 VT S— R e T
TV =3 3.1 YETHBR, 20174E4 ], CCMB-2017-04-001

CEA294-7 H BIRR 5 1.0080)

HHREN X2V T A5O3 7747V 7 /N—F2 X2 VT ¢
RAE= R —x > b /=T 3 8.1 YGETHBR, 20174F45], CCMB-2017-04-002
CEA294-7 7 IR 1.000)

HHREN X2V T MO0 aET 7747V 7 N—13 X2 UT+
PRAE= > AN—F > b /A= 3 3.1 WETHSLIR, 20174747, CCMB-2017-04-003
PR 2947 H FIRR 5 1.0/M0)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 5, April 2017,
CCMB-2017-04-004

THMETE 2V 7 il 72O DId ik FHli s ~N—Ya 3.1 WETHS
fi, 20174F4H , CCMB-2017-04-004 (V2947 A AR5 1.0/

Fuji Xerox ApeosPort 3560/3060/2560/3560 G/3060 G/2560 G =t —_, 7' > ||
77T A AXxy AML—VOLEESHERERKRETT L X2 T 0 X —
Zy b, A=Y ar V1.07, 2021417120, EEEr v 7 2pkiatt

Fuji Xerox ApeosPort 3560/3060/2560/3560 G/3060 G/2560 G = &—, 7'U > ||
Tr AL A®x s AN L—UO EESHEREREET L bR EE, 1.3
i, 202141 H 25 0, —MAFIEANITEX 2 U 7 ¢ B Z— FHEE

Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015 G&7

7Ij: JISEC-C0553)

29



JISEC-CC-CRP-C0705-01-2021

[15] Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

[16] h—Rav—F M 2077 rvarra7y AV #HEOHEREIZONT
DHA KT A 2, F1.80, 2020411 H 11 A, MSTATEOE ANE R HEERAE,
JISEC-CERT-2020-A18

30



	1 全体要約
	1.1 評価対象製品概要
	1.1.1 プロテクションプロファイルまたは保証パッケージ
	1.1.2 TOEとセキュリティ機能性
	1.1.2.1 脅威とセキュリティ対策方針
	1.1.2.2 構成要件と前提条件

	1.1.3 免責事項

	1.2 評価の実施
	1.3 評価の認証

	2  TOE識別
	3  セキュリティ方針
	3.1 利用者の役割
	3.2 保護資産
	3.3 脅威
	3.4 組織のセキュリティ方針

	4  前提条件と評価範囲の明確化
	4.1 使用及び環境に関する前提条件
	4.2 運用環境と構成
	4.3  運用環境におけるTOE範囲

	5  アーキテクチャに関する情報
	5.1 TOE境界とコンポーネント構成
	5.2 IT環境

	6  製品添付ドキュメント
	7  評価機関による評価実施及び結果
	7.1 評価機関
	7.2 評価方法
	7.3 評価実施概要
	7.4  製品テスト
	7.4.1 開発者テスト
	7.4.2 評価者独立テスト
	(1) 独立テスト環境
	(2) 独立テスト概説
	a) 独立テストの観点
	b) 独立テスト概要
	c) 結果


	7.4.3 評価者侵入テスト
	(1) 侵入テスト概説
	a) 懸念される脆弱性
	b) 侵入テストの概要
	c) 結果



	7.5  評価構成について
	7.6  評価結果
	7.7 評価者コメント/勧告

	8  認証実施
	8.1 認証結果
	8.2 注意事項

	9  附属書
	10 セキュリティターゲット
	11  用語
	12 参照

