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1.4.2.1. E A g
PATIZ, TOE O XAREREAE FLIR 5,

Table 1-4 TOE D EAHEEE
No. Function Definition
1 | 7V MEre FIMF 23 LAN #2H ¢l 7 30E% TOE (2 —FRAFL ., Fl3 2158,
747 R PC DTV ERFGAN=H UL WC 20, FRAE& TV MRy 7R
N EE—FHRIFETED, £2, WC 235820 =R 51 PDF Ry A~ %ii
W RIETE D, FIAEDRBAE SR D0 — R RAF LT BT SCE DO FIRA AT
L7, %4 E T 30EIX TOE 2 bR LA,

2 | AxvoHRE FIRZEZE DB E RS ZADEOEEIC LT, MLE LA ¥ THATRY,
EA LT, 2415 (BE-mail, WebDAV, SMB) 9 2#%5E,
3 | = —Hkae FIAF LD BB SN OBIEIZ L > T, L EE A v TH LRS- T, 7t
B I TG 247 B3 D RE,
4 | 7y ABGE BHT 777 ahaLz VT, AREREERAZEEPSTN) 24 LT ES
EZAF T HkEE,
<7 7 I ARG HERE

BAEASFINLEE LR E L, BCEEZAX v THAIRY, BB
T ARELTANEL T 7 7 A~EAE T D808, BR1E S b, ARy 7 ARTES
NTCWDEFLEL T 7V ARETHIELTED,

<77 A HRE

ST 77 AN EERRERE L CE T SUEEZ R T O,

5 | XEORALTVMH UKL | ARy 7R BFATVZER YA NAT =R S PDF Ry 7 R ZE L EE
PRA7 B UL U= B - SCE A I H 3 RE,

ARy 7 ZZH LT, BECEE A THiARY, &1 3CGE ’W?ﬁbﬂ%ﬁ\
FAT N PCOTVARTANR—E UL WC DBE T SUEE R, 7 77 AHEHE
FoTEELE F a—RHE7 7 /AL EELRAFTED, B ATV ZER Y7 RT%
LT, 777 AERICE S TR E LT 7 VAL E LR RFETED, "RV - 51k
PDF Ry 7 ZIZK LT, 7947k PC D WC InbE T UELRETED,

B AR 7 AARTE S NI B SCET BB SRV BEIRI, SMTP - — /38—
/WebDAV #— 3—/SMB ¥ —_—~DT77AVHE(E, 777 A%E. WC 7D
SMTP #—/3—/WebDAV #—/3—/SMB H#— /S —~DT7 7 AL IEE X7 m—
R TED, W ATV ZFR Y 7 AMRIFEN B LET, BIE SR )
M, WC 232 a—RnTEs, AT =R 2t PDF Ry 7 ARFEESNE
TICE, BAE SR DBE ARy I ASDRGF R TED,
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1.4.2.2. %) T 1 HEE
LT, TOE Otx =T s#her 3tk 4 5,
AR =TT A A O SAGIZE T 2HEE1L. TOE MR T2 8% 20T A BEICE e,

Table 1-5 TOE D&%V T 1HHE

No. Function Definition

1 | #IFRGEHERE TOE ZFRIHLLIHETHE DA FIHE THLZEAFIHF 2 DIUS LI i8I 8 GE
WA TRIEL, 57 AR SIS E 720012 TOE OF A Z7 v 3 58%
ﬁEo 9§%U7‘%U§1§T‘y71f\7’7‘z2‘§”6%/a\(7777\ﬁ1§%f5?<) FIHZE DR
FRREIZIN A, BREIATY ZAZT A Y 7 AR —RIC K AFRGED FEhi 372, k7=
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- 8 L 72 BRI SR B AN 3% B BT $L7ﬁ (e g = o WY =
aT AV, AN LT RAT —REH :%XC%T‘%‘%/T?“&%%HE
SAT =R OB ERETDIZOIEBE N TORE LR/ IAT—NED S
P2 72 LT SAT — RS T 280 k9 D RERE

SHRBRRRES AL Te 2 —F — DEAEDN — BRI 72 (FEE AR E LT R 220N 35
G FDORyTar BT 9D GE

2 | TR RE TOE NORFEGEICK L, FFAISIIRIAE DB BT 7B AR REL /2 81T, &
HEPE~DT 7B AL R T DHERE,

3 | Wik LAN ETOBEHRIC, 7 —FEHET 7 EATERNIIICT DI 5L T D8R,
T2 SO H B, EERANRGRS NG 57 LT ) X LM I IV IRGE
Shs,

4 | mfEEB{EHKRE LAN FIMBRZRy N —2 EOEBIZ IO HIRAZRT Ik D8R, 7747k

PC. SMTP # —/ N— AFMBIAEY —/3—  DNS #— " — mr ¥ —,~—,
WebDAV #—/3—_ SMB #—/\—& TOE ORDEET —4 %515, 3.
S LHEREIC L > TRy MY —7 Eaifin DR G rE a2l 53 2 2L TR T2,
WEBEA DI D TITh D Z L2 RAE T DB RE,

5 | BXaUT o E ERRERE HERERAFSRE CRRAFS - L E (U ADMIN) D& Bl 2> & D 225, TOE
DEFX VT AHEEEICRI T 5% E ., BB AEETHHI LR T HRERE,
6 | EAHRE TOE OEARBLIOEX2) T ZBEET2HG (LIT, BEEFREVY))Ous % H

RS L LR n s T — 2 LU Cidk T 286, vr 7 7V iT, EiEEEE
Mgz v Trs Y — N —0EE S, = = BE T A2 LN TED,

7 | EEEAEMRE TOE O77—20=77v7 7 —MNeBMGT R0, Ty 7T — G077 — AU
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1.4.3. FHEE
AKST CHEHTLIHBOEWEERT D,

Table 1-6 A&

Designation Definition

A E BFLET, LFOCHERE DG REE LI ET —2Tho,

HoCE HEOCEIT, ORI E DR AR MU R D L TH D,

LRECE PRAEETD H L DOxG: L7027 (Storage and retrieval [ZEDHIEDOxGE70%) HE+3C
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vaz N— R EEICEH SN D CELR Y AT, O 2 713 1 R D
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. A V¥ 7 x—2A,

Ee LA 1% TOE 2#/ET 2720 0HEMa L ha—LF R, R, # v FNRIVIEET 4 AT L
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AXyFa=v TOE THICEN SN, BRAZFARY \BF T —ZITERT D0DT A A,
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fl#= he—Ja2=v TOE % Hil{Hl 9~ % 2,

Tr—hU=T TOE #4257 b =7,

CPU Hh g Jo B AL B

RAM TR E L TRIH SR AE Y,

SPI Flash TOE OEMEZRIET % TSF 7 — & 3MRAF S 5 BIMIZ AR T 2 NI AT Y,
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Designation

Definition
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Designation

Definition

24,

—fBFAHE, 2=V —FHEN, A VI LTy E LTATT D
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2P RRT— REEFETE D,
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FIRATE 220,
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BRESNT=User IDZFF>—EMME N v 7 A 2 F4T L7235E, TOEIIFIA
ZHIR SN IMREDOUTZ I EFR b L ITHER THRIE TR 27200 il RS
DFEREZ I TE 720,

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved

15/ 71




KONICA MINOLTA bizhub 650i/bizhub 5501 with FK-514, DEVELOP ineo 650i/ineo 5501 with FK-514,
Sindoh N802/N801/MF6111/MF5101 with FK-514 tF=)7 5 —25"k

2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I &1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3

CC conformance
onlormanc (CCMB-2017-04-003) conformant

2.2. PP Claim

A ST 1. LL T PP, Errata (259 5,

PP Name : Protection Profile for Hardcopy Devices
PP Version ! 1.0 dated September 10, 2015
Errata : Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLLFOSMEE L, PP OE K@Y [Exact Conformance | THh5, D7z, TOE fEj1x PP &
—HEL T\,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
L
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3. Security Problem Definition

3.1. Users

TOE OFMFE X, LTI s,
Table 3-1 User Categories

A PR EZ
— %R E — R A DW= =P — SR CRRBIFRGES N R,
(U.NORMAL) (U.NORMAL) —F % (U.NORAML) DA% E| 24>,
. EE EHE L CTEHEERE S SN, 22— —4, 2—F
a——EFHE o N Soh 20 2 e
(U.ADMIN) — AT —R | EHEHERSY CHBIFEIES R A, &
(U.USER_ADMIN)
PHE (U ADMIN) DA £ 2o,
BV B EHE BHIE RAT =Rk CRRBIBRIES - A&, & HE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D& EE -,

3.2, Assets

TOE ([ZBITHRFEEFEIZLL OBV Th D,
Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of the
D.TSF TSF Data TSF

3.2.1. User Data
User Data 1X, LA T D 2 SOFERINOE LIS,
Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or hardcopy
D.USER.DOC
Data form
D.USER.JOB | User Job Data Information related to a User’s Document or Document Processing Job

3.2.2. TSF Data

TSF Data i%. LLF®D 2 DOFEROHERES D,

Table 3-4 TSF Data types

Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF . o . .
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect the
ata
security of the TOE
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3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.
Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document Data
T.UNAUTHORIZED_ACCESS or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

T.TSF_COMPROMISE

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE ]
permitted to operate.

An attacker may cause the installation of unauthorized software on
the TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 23 FEHL§ & OSP #LL FITRT,
Table 3-6 Organizational Security Policies

Designation Definition
Users must be authorized before performing Document Processing
P.AUTHORIZATION o ] .
and administrative functions.
Security-relevant activities must be audited and the log of such
P.AUDIT

actions must be protected and transmitted to an External IT Entity.
P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the LAN.
If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.FAX_FLOW

3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional
requirements to be effective.
Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and the
A.PHYSICAL data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK . ] ] ]
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according to
A.TRUSTED_ADMIN ) ) o
site security policies.

Authorized Users are trained to use the TOE according to site security
A.TRAINED_USERS lici
policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores or

processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will not

OE.ADMIN_TRUST . . ..
use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site security
OE.USER_TRAINING .
policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

AFETIE, JREL X 2V T AR B2 E R T D, 728, JEIRE/ 1342 T HCD-PP TERSNTWDAHLDEZED
FEFEHAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the T'SF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External I'T Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records
and the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
20/ 71



KONICA MINOLTA bizhub 650i/bizhub 5501 with FK-514, DEVELOP ineo 650i/ineo 5501 with FK-514,
Sindoh N802/N801/MF6111/MF5101 with FK-514 tF=)7 5 —25"k

5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and cryptographic

critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a

suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.
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5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

. Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [selection:
the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified
in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEVI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

extended sequence numbers, RFC 4304 for extended sequence numbers), and [selection:
no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as defined in
RFCs 5996, [selection: with no support for NAT traversal, with mandatory support for
NAT traversal as specified in section 2.25], and [selection: no other RFCs for hash
functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEvZ2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes 5 length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP 5 (1536-bit MODP)), lassignment: other DH groups that are
implemented by the TOE), no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.
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5.4. FGS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in

accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG _EXT'1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/AEC 180312011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sourcesl hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the
FCS class with a single component.
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5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is
connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a
suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single
component.
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5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User passwords:
- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%>, N, “&”, “*”,
“(“, Y, [assignment: other charactersll;
+ Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;

Rationale:
Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is therefore

placed in the FIA class with a single component.
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5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*” “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text stringl] and be able to
[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate

bit-based pre-shared keys using the random bit generator specified in FCS_RBG _EXT.1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore
placed in the FIA class with a single component.
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5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as

cryptographic keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT _SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection of such
TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key,

and it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order
to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT _TST EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide
a suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.
FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions) prior to

installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR
for the management of firmware/software.In particular, there is no SFR defined for importing TSF
Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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Rl T 5, B, X2 U T o HEEEMIL, CC Part2 ICHED X2 U 7 4 #EEM S, 5IHT 5,
CC Part2 [ZHHEIN TRk F 2 U 7 ¢ #EREE 41X, PP(Protection Profile for Hardcopy Devices 1.0
dated September 10, 2015, Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 20172 HLE
DOILREEF 2 U 7 R E NG 5IHT 5,

<KFLIE>

R—/V FEKRT, PP CRTERITFEMLELZZ L2077,

A&V 2ERIE, ST TEIRG LIFR O Tl nzr~T,

Bk P15 T 2ERT, PP T E IFFEE Sz SFR O icxt L, ST 2R W GERIRE 1,
MO ETFFER SN & 2T,
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FEIMAC S, B2, @, ), - - -0 < £ 972 SFR 2 AR —x > ME, Buk L &R,

PEE = R —x > MiE, SFR#AHNC T_EXT) ZBML CHElEns,

6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchicalto @ No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
¢) All auditable events specified in Table 6-1,[ 7% L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [ 72 L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT SMF.1 None

Modification to the group of Users that are | FMT_SMR.1 None
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Auditable event Relevant SFR Additional information
part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies :  FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a trusted
channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies i [ECS_CKM-2 Cryptographic key-distribution;or
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) |
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

+ NIST Special Publication 800-564, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemess

+ NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for
RSA-based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.
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FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Cryptographic Key Generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies i [ECS_CKM-2-Cryptosraphic key-distribution;or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes

[128 bit, 256 bif] that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to :  No other components.
Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,
Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a devicel).
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of [a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;
] that meets the following: [no standardl.
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FCS_COP.1(a)

FCS_COP.1.1(a)

FCS_COP.1(b)

FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Cryptographic Operation (Symmetric encryption/decryption)

(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.

Dependencies : [EBPITC I Import-of user datawithout-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and decryption in accordance with a

specified cryptographic algorithm AES operating in [CBC mode] and cryptographic

key sizes 128-bits and 256-bits that meets the following:

+ FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [NIST SP 800-38A]

Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies © [ERPPITC I Import-of user datawithout-security attributes,or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)

of [2048 bits, 3072 bits] that meets the following [ FIPS PUB 186-4, “Digital Signature

Standard’.

Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to @ No other components.

Dependencies ¢ No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance
with [NIST SP 800-90A] using [CTR_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.
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6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to No other components.
Dependencies FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and Table
6-3.

FDP_ACF.1 Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to No other components.
Dependencies FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [ L].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ZEFEFIRICH T, HREEGE~DFIHE D7 2 & X & .

Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. S Vet mnrize e Modify stored | Delete stored
Operation : | document to Release
. . document document
be printed | printed output
Print Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. I View scanned | Modify stored | Delete stored
Operation : | document for . . f
. Image image image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
. SR mmage or Modify stored | Delete stored
Operation : | document for Release . ,
. . image image
Copy copying printed copy
output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
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Unauthenticated denied denied denied denied
. SR View scanned | Modify stored | Delete stored
Operation : document to image image imace
send as a fax 8 2 &
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
. Image or o .
Operation: Receive a ﬁ?x Release Modn‘}: Image De]ete. Image
and store it . of received fax | of received fax
printed fax
Fax
. output
TECEIVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store S Modify stored | Delete stored
Operation : stored
document document document
document
Sto?age/ Job owner (note 5)
retrieval "y ApMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . . .
Jjob queue / log job job
i Job owner (note 1) denied
Print 3 .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create scan View scan Modify scan )
Operation : . ) Cancel scan job
Jjob status /log Jjob
Job owner (note 2) denied
Scan - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create copy View copy Modify copy .
Operation : . . Cancel copy job
Job status / log Job
Job owner (note 2) denied
Copy . :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax | Cancel fax send
Operation: ) . .
send job queue / log send job Job
Fax send | Job owner (note 2) denied
U.ADMIN denied denied
U.NORMAL denied denied
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Unauthenticated denied denied denied
View £z
. Create fax 1.e v iax Modify fax Cancel fax
Operation: .. receive status . ..
receive job i receive job receive job
og
F
a.x Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modifs
) reate View storage / oy Cancel storage
Operation : storage / . storage / . .
. . retrieval log . . / retrieval job
St / retrieval job retrieval job
or‘age Job owner (note 6) denied
retrieval - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy,
fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

- Note 5: Fax receive |2 &L ¥ create 172 3FED Job owner X Note 3, 774 7> b PC L X ES N
723X#E D Job owner | Note 1, A v &2 HWTARKINTZLED Job owner iE Note 2, /XA T — K
fE 5 Lt PDF R v 7 A5 ORTFIZ LV create 3172 E D Job owner (% Notel &9 5,

+ Note 6: Create storage job |23\ T, Fax receive |2 & ¥ create 41723 a2 7 @ Job owner |3 Note 3,
7747k PCOLEESNZY a7 d Jobowner X Note 1, AF v FE2HWTERKINZYa 7D
Job owner IE Note 2, 7RA U — FiF5{t PDF R v 7 2025 ORIEIZ L D create SN7=Y 5 7D Job
owner |% Notel &9 5, Create retrieval job @ Job owner /% Note 2 &35,
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6.1.1.4. Class FIA: Identification and Authentication

FIA_AFL.1

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

FIA_ATD.1.1

FIA_PMG_EXT.1

FIA_PMG_EXT.1.1

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

Authentication failure handling

(for O.USER_I&A)

Hierarchicalto : No other components.

Dependencies ¢ FIA_UAU.1 Timing of authentication

The TSF shall detect when [an administrator configurable positive integer
within [ 1~3l] unsuccessful authentication attempts occur related to [ = 27
SNR D — FIZ B FEAE, A E Y RIGH > 2 ZNX D — FC I 5.

When the defined number of unsuccessful authentication attempts has been
[met, surpassed|, the TSF shall [#7sp#1E7 %Ml &1 5 F T 5750 72 2o 2o~
R — NIC L BaRAE & 1 1E, BEERE D E Nl 341 & FE T AT V254 2 XANR D
— FIC o B RAE L]

User attribute definition

(for O.USER_AUTHORIZATION)

Hierarchical to @ No other components.

Dependencies ¢ No dependencies

The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EFEZH#IR, HEGEFIIR, kI X T V2G5 2 XA~DT 2 &
RHE.

Extended: Password Management
(for O.USER_I&A)
Hierarchical to : No other components.
Dependencies :  No dependencies
The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and lower
case letters, numbers, and the following special characters: [/, ‘@”, %, “§”,
B A e A Al R S A e A S
G|y g e s e 2 (G ) RGN 2 RN T
— FE5)
+ Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater;

Timing of authentication

(for O.USER_I&A)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 7 7 2 X 32/5, TOEDLAERRR 5 J- NF7 24D FE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.
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FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Protected authentication feedback

(for O.USER_I&A)

Hierarchical to : No other components.

Dependencies ¢ FIA_UAU.1 Timing of authentication

The TSF shall provide only [A 7 &1/ X F7— 5 1 LFHFIZ % "E /213" @ " DF] to

the user while the authentication is in progress.

Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ No dependencies

Refinement: The TSF shall allow [ 7 7 2 X515, TOEDSEEHZRE J- (N5 D #0E]
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

Hierarchical to : No other components.

Dependencies ¢ FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on
the behalf of that user: [User ID, EFIEHEIR HEaEHIIR, H#HHI A T VRGN > 2 Z~D
77 X,

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z —H#EFH 1) D8 E
SN TOSEE, LT EIZBIEN 7t =2 U7 o B RFET 5, BRI
GEPTORWFIFE P EPEWERD O Tr 2 >3 FElT L EBHE, 5 FHE I
1177t F= V7 g FHEEHEET 3]

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ #/#/ X & U 52154 >~
I RANZ D — FOGEGITILZ) LG5 G2 D A TV ZHGH 2 2 I~DT 7
T REFHINCT S, FHAFE VRGN 2 XN T — FOGZFIZ KA L7255 %255
HHE DG A TV ZGH 2 2 Z~DT 27 & X fFEFHENIZ T3]
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6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to No other components.

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the

behavior off the functions [refer to Table 6-41 to U.ADMIN.

Dependencies

Table 6-4 Management of Security Functions behavior

Security Functions

Operations

X )T g i BOE

disable, enable

= —F — R

modify the behavior

B AT AR HE

modify the behavior

e 5 B 5 RE

modify the behavior

il A ' U =AE

modify the behavior

FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components.
Dependencies [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT _MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [modify, delete, [create, —H#FFI/H{Zi:~—HEFIH 1 DAFER, 14, &
the security attributes [ Table 6-5DSecurity Attributes] to [ Table 6-56Authorised
Identified Roles].
Table 6-5 Management of Subject Security Attribute
. . Authorized Identified .
Security Attributes Operations
Roles
Create
U.ADMIN Delete
—RER 45 Lk — R R4S L O fiR R
U.ADMIN . _ .
User ID AR v 7 AOFHZHDRE
U.NORMAL
U.ADMIN
WE%A v 7 A0 owner TH | ARy 7 AOFIHEDLER
% U.NORMAL
Delete
L MEIR U.ADMIN
: f5
Delet
kel U.ADMIN e
X AE
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FMT_MSA.3 Static attribute initialization

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical t ¢ No other components.

Dependencies ' FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide

[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values to

override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)
Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)

lassignment: list of TSF Data )

[selection: change default, query, .
owned by a U NORMAL or . ] U.ADMIN, the owning
. . . modify, delete, clear, [assignment:
associated with Documents or jobs U.NORMAL.

other operationsl]]
owned by a U NORMAL]

[assignment: other operations]

U.ADMIN
Z— N X T — N
. U.ADMIN, the owning
modify
U.NORMAL
FEH A E Y ZHGN > 2 XNR T — [assignment: other operations]
F BR U.ADMIN
modify

[selection: change default, query,

[assignment: Zist of TSF Data ) i
modify, delete, clear, [assignment: | U.ADMIN

not owned by a UNORMAL)

other operationsl]
BHIZNRD — modify
H (5 #R modify
SRFAF— P Yt MR modify
HEjr 27 o hER] modify
FRAFIAE]F B NE modify
AL
clear U.ADMIN
(U BUILTIN_ADMIN LI#)\)
INX T — NI modify
modify
I EBER AL — N —FE [assignment: other operations]

B GRAF D1 E2E 1 AEFRIF ] modify
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Data Operation Authorised role(s)
modify
R fT— 2 RE [assignment: other operations]
B
[assignment: list of software, [selection: change default, query,
firmware, and related modify, delete, clear, [assignment: | U ADMIN
configuration datal other operationsl]

TOE D> 7 f D= 7/7 7 —ADx
THEFNZE TS T =5 (EHARD

modify U.ADMIN
N T/ T = T, R
(CBE T B2 7 ¢ T — 4
FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies: :  No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [refer to
Table 6-7].

Table 6-7 list of management functions

management functions

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN (Z

U.BUILTIN_ADMIN (2 L 5 EHE S AT — RREREHE

U.NORMAL
U.NORMAL (Z

CEDEX2 YT o LR ERRE
Z oté:l%#ﬁﬂﬁiﬂ'é*ﬂ%ﬁb

¢
iz
iz
e
2 8 2 B E i Bk e
WZRD xRy MU — 7 RIEDREK - 22 TR
12 K 5 ARG R oD 28 R RE

U.ADMIN (2
LBV AT LA — Uty MR OETERSHE
WCEBHER 7T U MERIOZ TR
iz
{
{
{
¢

TR BT — NI FHEHE

T X % FRRE IR e S i o> 25 S A e

& B ERGEAERAI% (U.BUILTIN_ADMIN LiSk) @2 U 7 KERE
:ié$y7x£ﬂ%

J:éi’_‘ﬂ- wun WE%AE
L B INRERREY — N — X R RE

L DA w7 A

K % B RRAE O 1R VR AR 1 AR R ] 0D 22 SR RE

2 i A £ Y A5 REMRE

\Z X BNy 7 R EEsRE
AHY O —F— 2 T — N ERE
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FMT_SMR.1

FMT_SMR.1.1
FMT_SMR.1.2

Security roles

(for 0. ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles U ADMIN, U NORMAL.

The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1

FPT_SKP_EXT.1.1

FPT_STM.1

FPT_STM.1.1

FPT_TST_EXT.1

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

Extended: Protection of TSF Data

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : No dependencies

The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

Reliable time stamps

(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies : No dependencies

TSF shall be able to provide reliable time stamps.

Extended: TSF testing

(for O.TSF_SELF_TEST)

Hierarchical to @ No other components.

Dependencies ¢ No dependencies

The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to @ No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [no other functions] prior to installing those

updates.
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6.1.1.7. Class FTA: TOE Access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination

(for O.USER_I&A)

Hierarchical to : No other components.

Dependencies . No dependencies

The TSF shall terminate an interactive session after a [f/ENF/LDEHL, > X745
— F Ut MFRIIZ Lo TRE I SIFE], WC D55 HEjr 27 0 MFEHIZ &> TR
EINSHFR, 7V 8 N4 N—=DGE, Sart g 120

6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)
Hierarchical to : No other components.
Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
Refinement: The TSF shall use [ZPsed to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
lauthentication server, [SMTP ¥ — ~—, DNS¥—/N—, 22— —, WebDAVY—
s¥—, SMB%—~¥—]] that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel data
from disclosure and detection of modification of the channel data.
Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel
Refinement: The TSF shall initiate communication via the trusted channel for
lauthentication service, mail service, DNS service, log transmission service, WebDAV

service, SMB servicel.

Trusted path (for Administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [ZPsed to provide a trusted communication path

between itself and remote administrators that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification of

the communicated data.

Refinement: The TSF shall permit remote administrators to initiate communication

via the trusted path

Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

Copyright ©2020 KONICA MINOLTA, INC., All Rights Reserved
44 | 71



KONICA MINOLTA bizhub 650i/bizhub 5501 with FK-514, DEVELOP ineo 650i/ineo 5501 with FK-514,
Sindoh N802/N801/MF6111/MF5101 with FK-514 tF=)7 5 —25"k

FTP_TRP.1(b)

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsed to provide a trusted communication path

between itself and remote users that is logically distinct from other communication

paths and provides assured identification of its end points and protection of the

communicated data from disclosure and detection of modification of the

communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via the

trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation

(for O.FAX_NET_SEPARATION)

Hierarchical to @ No other components.

Dependencies ¢ No dependencies

The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.
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6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.

1

FCS_IPSEC_EXT.1.

2

FCS_IPSEC_EXT.1.

3

FCS_IPSEC_EXT.1.

4

FCS_IPSEC_EXT.1.

5

FCS_IPSEC_EXT.1.

6

FCS_IPSEC_EXT.1.

7

FCS_IPSEC_EXT.1.

8

FCS_IPSEC_EXT.1.

9

FCS_IPSEC_EXT.1.

10

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to @ No other components.

Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [¢transport mode).

The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [ the
cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC!.

The TSF shall implement the protocol: [IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |[RFC 4304 for extended
sequence numbersl, and |[RFC 4868 for hash functions]].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[0 other algorithml].

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length of
time, where the time values can be limited to’ 24 hours for Phase 1 SAs and 8 hours
for Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups].

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[RSA] algorithm and Pre-shared Keys.
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FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK_EXT.1

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies : [EDRPITC I Import-of user-datawithout-seeurityattributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash message authentication in

accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,

SHA-384, SHA-512), key size [160, 256, 384, 512 bits], and message digest sizes [160,

256, 384, 514 bits that meet the following:

“FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB

180-8, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengths);

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-256,

SHA-512, [SHA-384]] and be able to [use no other pre-shared keys].

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to @ No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC
10118-3:2004].
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6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities required
to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance ..
Assurance Class Assurance Components Description
Components
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV _FSP.1 Basic functional specification
) AGD_OPE.1 Operational user guidance
Guidance Documents -
AGD_PRE.1 Preparative procedures
) ALC_CMC.1 | Labelling of the TOE
Life-cycle support
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE & =207 ABRREZ MR OIRF AR TR IR T

Table 6-9 The dependencies of security requirements

P RES(: SIS ST T 7= & A7 BR IRFFBIFR & 72 L T B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA _UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.10)
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
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HEREZL(: K17 B ST Ciifi 7= TRTERILR RIFBAER 23 72 L T A B
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecifi{z (FCS_IPSEC_EXT.1) O

FCS_CKM_EXT.4

FCS_CKM_EXT.4

Ytr, T v 7T — MKKE
(FPT_TUD_EXT.1) ®$BA .
FCS_CKM.1(a), FCS_CKM_EXT.4
TR SRV, BRI 2 b

RN DR,

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FTIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A
FIA_PSK_EXT.1 FCS_RBG_EXT.1 — AL e Y MRS A W ZE Yy R
— A DOFFTHA AR 2RI L TV
RNTZ D,
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BEREZE AT RFRALR ST Tl 72§ AFBIHR {RTIFBIR AT 72 L QUi W

FIA _UAU.1 FIA _UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA _UAU.1 FIA _UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT _MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT _MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT _MSA.1 FMT _MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(b) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or
FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1
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7. TOE Summary specification
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7.1, w5 ERE R RE

TOE 1%, FIFZENGIL T oo v V2 TG L CGRBIGEREZA TV, BEEDRE R, 7FrlFIHE SRS F 72171
TOE ORIz vl 3 Ll iRt RE A 12 it 92,

FIA_UAU.1. FIA_UID.1

TOE (%, Table7-2 {2793 ODFGE S XAV R —hL ., BHEE N 2 — —FRFER CHEHE TR E TE D,

BE 2B LLIT WC 205 TOE 2FH4 58546, 22—V —4, :Lwﬂfw\zv N, EHEHERE AT 5,
ENRA U EERE LU CTRIE SRV B LUIE WC 205 TOE 2R AT 254 BNV U EEE Hou s A mE»sE
BE AT —RE AT D, TVARTA /=15 TOE ﬁuﬁﬁﬁ“é%ﬁ\ a—P—4  2—P—RRT—K% AT
T5,
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L. A HFIEHH ATV ZER I ARAT =R NRESNTND, BE SR E LT WC B BIERFEIC T L 7=
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AEVE, REES ROR EICEDL T AR ERE T CEESND,

FRBIFERENX EREA L H T = — A %ﬁ’m‘ét&) BHE N WC MHUE—NEEERE i o, — %R 3 H
PRI BIERREE FREL | WL T=85 6 TOE 28 /E9 2283 CT&5, 1220 EHE R AL, thoE
B OB FRIENZE LI N0, 2AML®~’$£§'&%‘7§>I—JH%E TOE ZF|H T 5L13TEA0,
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TOE BN#AFEREAIT ), 2— WAL a—PF— 2T = FEEFEFSZRT— R,
ARG ETRRE W AEYZER Y 7 ANZAT— R, TOEIZBEI N TV DIHERE—ET D
T L EERT D,

TOE 23N FRFEY — 3 —(Active Directory) #FH L CTHBIFRREE 1T 5, TOE 11,
2 —H—4, % Kerberos version 5 7’1 ~ 2L EFIH L CTHIAHE MG E L 72 /MTRR
FEY— N—~EFE L, RESNEEERICH L Ta—F— "2 T — Fh b AR L
fea—Y—#IZ L DE T ZATV, FRBIRRAE 2 £ 5.

ARRBEFRRE, SR — S —FBIED W T AL THBIREREZAT 5. FIME B 7 A
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ShER I — 3R

ARARLEE + S — S —FERE

FIA_ATD.1

TOE (%, = —% — & EERE TR GRS e — A B E IS, FIHFBEMESL T User 1D, 45 BEEHEMR , FERE IR
DT AR EFRT D, o FIHEZERBMELL T, MBI ATVZER Y I A~DOT 7B AL ER T H, ZIUT, = —
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BESINTWRWT 7 7 AZEDOFE, 77 7 ALETRH AT ZER Y 7 AMMEESND 2D, 777
AZEETHOY a TAHFIL, R ATV ZERY 7 AR T — REmb—FRAE & 725 (*2), Fa—
RBESNTND T 7 7 AZEOLGE, 77 7 AXLEITHRESNTBAR Y 7 AMREIND 2D, 77
JAZEHRDOY a THAEIL, ARy 7 ZAOAEETH L2 —RAMERY a TIAE L7 DH(43), AT
— RE5 5k PDF 7R v 7 A5 O1R1FE (Storage/retrival) 1L, A L7 b7 U v FFEITHHZ, (RENVRE S
N LEENAT — REZEPDF Ay 7 A0BH0 ML, #EEOEAR Yy 7 ZA~NMFETHZ LI2XY
Create BIENFEITEND, IREFEITHEOLEL LIV a7ora 7aE L. BAR Yy 7 Z0OFHEETH
L—MARFE LD,

TOE 13, ——¥ —&BKAEIZI\ T, B EEH 25— A 8 18 (SR T REZR B RE 2 I R -3~ D B RE T BR % 7E 2 fif
Z T, TOE 1, FAH BYEOFERERIIRIZHEN T, Hl IR SIEREDA > # 7 = — 22 HEFRH LITHRIEAR TR
RETHEIRT D, Lo T BEREMHIIR 2SR E S 7z — R & 1., Table 7-3~Table 7-14 @ 9 Gl R Gepne &
TR R T 58T TE R,

TOE (%, 38| ATV Z 5% EREREIZ W T, FEE SRR E OB ATV ZER I A~DT 72 A%l R
T LM AT ZERRELH 2 TR, EHFITRE|I ATV ZAER I A RRAT —RIZE o TT 7 BADHI RS TN D,
TOE 1%, FIHE BIEOBRHI AT ZZR YT ANDT 78 AWM HNT, ANR5E 4R E OB AT 23
NI ANDT 7R A%FFAI L W 72356 | 3 SR F ORBIATVZAZR Y I ASNDT 7 AZ LT 5, Lo T,
TR AEVZER 7 A RAT — R 2SO — i F & 13, Table 7-3~Table 7-14 ® 5 L@ A €V ZER v
I ANDT 72 APMERBEEZFIHT2ZE3TER Y,

TOE IZ, Ry A& HEEEIC W T, BHEED LT —FIHE D, AR Y7 ADOFTA # (User ID)Z7%ET D
Beae, BHEDLUIFEAR Y ADOFAE ThL AT D, AR 7 A0 # (User ID) %25 5§ HHERE
2 THRY, AR I AL AR v ANIRIFEESNTZ X EA~DOT 72 A% H|R$ 5, TOE X, il AR v 7 AT
4 (User IDNZFWT, —FIHE LT User ID ZEFOEAITIE, i 4 H AR I ADA L BT 22— A% HRf L
TS AR I ANDT 7B AL A5, — . —FHE 38725 User ID #8555 1215, TOE 133% Y
8 NR I ADA L BT =— A% IR T 5128, Table 7-3~Table 7-14 THZUME AR v 7 A~DT 7 & AN
VR 2RI T 52 81X TER Y,

<Table 7-3~Table 7-14 DA &>
TOE D22/ 27 2 — R X FELDEy,
PN:#/E/ %L, WC:Web Connection, PD: 7Y ZRKF A /3 —

P OTTHIT TREOMY,
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O:TOE P AR—hF2bD, -:TOE 23Y R —FL72 b D

EFCIX T REOEY,
*1:U.ADMIN
*Q R ATV ZER Y7 AR —R %515 UNORMAL

*3:F a—RFTHRESNH ARy 7 A0 FT A 4 Th% U.NORMAL

Table 7-3 D.USER.DOC(Print) » 7 7 &= R il

PRIE BAERRERAAE | 127 x—2R o
PN | WC | PD
Create Job owner O | Fl% 34T,
U.NORMAL O AV N v N EFELT,
O NAT— Rk PDF 12 LT, HIZEELTHA L
7 N 7Y v b EIFELT,
Read Job owner O RE& TV VMR Yy 7 AN ELER LT, XEFESLE
2 — B RR,
O PRE& 7Y MRy 7 ANGICEA BRI L FIR % E1T,
(FIRZE TIZ & 0 SCEIFHIBRS N D,)
@) NAY — RSt PDF &R > 7 26 30EZEIR L, Fll
% FEAT,
(FIRINZIZ S AT — R AT EE, FIRISE TIZ X0 S8
HIfRS5,)
Modify Job owner O FRE& T Y v bR v 7 A0 b OHIRNC W T, FIRIRE %
EXN
Delete Job owner O L& T Y MR v 7 A b 3GE A HIER,
O /XA — Rif5{L PDF R v 7 A5 6 SCEEHIBR,
Job owner O O ¥ a THIBRIZ M S SCEHIER,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)® T 7 & X il
R BERTREZRFIAE | A2 T7=—2R p——
PN | WC | PD
Create Job owner O 22Xy Ffa=y MIEMEZEY NLT AF Yy /777
U.NORMAL A= a—EENOIE (77 v R5kERS) Z2HEEL
T, HEEEFT,
Read 2L,
Modify Job owner O Create B CISHERE & FAT,
Delete Job owner O O ¥ a THIBRIZ M S SCEHIER,
U.ADMIN
Table 7-5 D.USER.DOC(Copy) D7 7 & A Hili#
#R{E BERTRE RIS | A2 T =—R P,
PN | WC | PD
Create Job owner O AxyFa=y MIEfEZEYy FLT, ab—A == —MH
U.NORMAL D 3T B — % AT,
Read Job owner O Create #{F % %17,
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Modify Job owner O Create #/E Tt HE%E % F1T,
Delete Job owner O O ¥ a THIBRICAE 5 SCEAIRR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) ® 7 7 & X #l#Hl
: 5 a2 \ —
PRIE BRERTRE 22 A A P; % 5’\;(; ;\D P
Create Job owner O A¥pFfa=y MIEMEEY LT Ay /777 R
U.NORMAL A= a—[HEHND 7 7 7 AR A BRI L TIEE &2 ET,
Read 7L,
Modify | Job owner O Create B CILHERE & FAT,
Delete Job owner O O ¥ a THIBRICAE 5 SCEHIRR,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) D7 7 & A fil{#
A BERTREZRFIAE | A2 T7=—2R p—
PN | WC | PD
Create Job owner(*1) TOE O#EfER L, MR 7 727 A6 F a— REHEELT
WRWNWT 7 7 2 & %AE,
TOE O#fER L, #MBT7 7 27 2 F a— FEEELE
777 AR,
Read Job owner O O WEAEVZERY 7 AN T 7 7 AXEZFINL, 30E
T2 —%EFR,
O | O AR Y 7 AN T 7 7 ALFEEERL, LETLE2—
%R,
O ATV ZER Yy 7 ADD 7 7 7 ALEEZRIRL ., F
FAT & FEAT,
(HIRISETIC LY 77 7 AXLETHIBR SN D,)
O ARy 7 ANG T 7 7 ACEZRIRL, FFEITZ 5%
1T,
FHIRIZETIZ LY 77 7 ZACEFEIBRSS,)
Modify | Job owner O ARy 7 2067 7 7 AXEZHRIT 2B, ISHRE
% FEAT,
O O AR 7 2B 7 7 7 ALEEER L, e,
Delete Job owner O O R AEVZER Y 7 A0D T 7 7 AL ELZHIRR,
U.ADMIN
Job owner O O BAR > 7 267 7 7 AL EEHIBR,
Job owner O O 77 7 AXLEORRMY g THIBRIZME D 7 7 7 ZACEOHI
U.ADMIN bR
o | O AR v 7 ZOBIRIZHED 7 7 7 ZASCEDOHIBR,
Table 7-8 D.USER.DOC(Storage/retrieval) D 7 7 & & il
#R{E BRI RIS | A2 T =—R e
PN | WC | PD
Create Job owner O | Ny 7 AMRAFEEELT,
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U.NORMAL

O

Ny 7 ARFEERELTHA L7 Y v b &BET,

AxyFta=y MIFREEY LT, Ry AA=a—
EHEDSMEAR v 7 2AEHE LT, By 7 AMrFEEFET,

22T —RiEE{t PDF (26 LT, Ry AMREFEEZFEEL TEA
LIV M EAT,

R2AT—RIEEA{t PDF Ry 25 EERINL ., (R 174 FE
1T GRIRESNIZSCESRIES O AR > 7 A 8)

Job owner(*2)

TOE O#ER L, M7 7 7 Amb F a—REHFELT
WIRWT 7 7 A G, BRI AT ZER Y I A~T 77
ASLE R R,

Job owner(*3)

TOE OEfER L, M7 727 A6 F a— REEELE
T 7 I AZEH%, BESNTZEAAR Y 7 2A~T 7 7 ALE
R T,

Read

Job owner

ARy 7 AL XELBEIRL, XE T L E2—52FR,
(T77 7 AXLELHRL, 777 AXLEOLESL L 2—13,
Table 7-7 @ Read #R{EIZ X D #lfEI S5, )

AR > 7 A BIGEEBIR L, HIRL, %E. 777 A2
L 2E, BE), av—ondiung T,
(77 7 AXEOMMAEBRLS, 77 7 AXEDOHRIL,
Table 7-7 @ Read BfEIZ L Vil = D,)

AR Y 7 A b LEERINL, HE, Foro—F B
B, 2 E—0VPhsg HET,

B AT ZER Y 7 AN LFELZERL, Fyom—F
% FAT,

NAT — RS b PDF R > 7 A HXEEZFINL . A7
% FAT,

RIFITIE S AT — FADBRE, RAF7 TICL 0 STEIT
HiBRE L 5,)

Modify

Job owner

AR > 7 A6 CELEBRINL, WE,
(777 AXEEZHRL, 777 AXEOHFELEIL, Table 7-7
® Modify #{EIC LV KIS D, )

Read #{ECGEE. FIRDIZEHB VT, ISR E % F17.
(7 7 7 ZA3CGEOHRZRRL , 7 7 7 ACGEORIRNZEB T 5
i AEREIL. Table 7-7 @ Modify #/EIZ L v #lIf S 5,)

B AEYRERY 7 Zn6T 77 AXEZRIRL ., Wk
(BT,

Delete

Job owner

TEANR v 7 ZAH 5 SCEE IR,
(77 7 AXZEOHIGRERLS, 77 7 AXEOHIRIL,
Table 7-7 @ Delete #4/EIZ L W HlfHI = 5,)

IR2A T — RigEEAk PDF R > 7 2505 3LE 2 HIE,

Job owner
U.ADMIN

AR > 7 ZOHIERIZHE 5 SCEOHIER,
(7 7 7 ZACEOHIBRZERLS . 7 7 7 ZA3CEOHIERIT,
Table 7-7 @ Delete #{EIC & D HlEI S HL%,)

Table 7-9 D.USER.JOB(Print) D7 7 & A #illi#

#R{E

BE R REZR A A

A HF Tz —A ’

BTk
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PN | WC | PD
Create Job owner O | 7F7AT FPCORLUEZBRIRL, 7V ¥ RTA13—
U.NORMAL THIR 2 EATHR ., #BE SRV TRIE& 7Y & bRy 7 AU
—IRFRAF ST SCE A IR U, BRI A 31T,
(FIRIZE TIC L0 CEFHIBRE L D,)
O 77347 hPCOWCHLHLXELZRINL, ¥1 L7 NS
U» b aFTHR, BE SRV TRAE& T ) v b AR 7 AT
—RERAE ST SCE A RN L . FHIR A 92447,
(FIRISE TIZ & 0 SCEITHIBR S D,)
O 7547k PCOWC )E/8AY — Kif 51k PDF &
IR L, AIRZIBELTHEA LY N7 U v b EEITH,
BR{E/ SR LT/ T — REGFE{E PDF R v 7 2750 6 — (R
ESNTSCEEBRIRL ., FIME ET,
(FIRNZIZ R AT — R AT REL, EIRISE T & 0 e
Hibkx5,)
Read Job Owner O O
U.ADMIN Ta T RRERTR,
U.NORMAL (/XA — K5k PDF OZ{EH Y 3 7 %FR<,)
Unauthenticated O
Modify oL,
Delete Job owner O O Ta T REDD Y a T EHIFR,
U.ADMIN GRIE& 7Y v MRy 7 A B OFIRIY a 7OHE, V=
THIBRIZE W CEBHIBREND,)
Table 7-10 D.USER.JOB(Scan)® 7 7 & A | #l
Btk BEFRERAINE | A2 72— .
PN | WC | PD
Create Job owner O AF¥yFfa=y MIFfz Yy LT AF Y /777 A
U.NORAML A= a—WEN DI (77 v 7 A5z b)) ZEEL
T, EEEIIT,
Read Job owner O O
U.ADMIN S
U NORMAL Va TFERE R,
Unauthenticated O
Modify L.
Delete Job owner O ZFxFa=y MRV RfEZAIRY Iz, RfEH AT D
R CEEEETL LA My 7R —2 T L, %1k
Y a 7 OHIbRE FAT,
(¥ a 7HIBRIZE Y SCELHIBRENS,)
Job owner O O Va T FRDDLY a T EHIRR,
U.ADMIN (Y a ZHIBRIC X U CELHIBR SN D,)
Table 7-11 D.USER.JOB(Copy) ® 7 7 & A #l{#
R BER[RERAIRE | A2 T7x2—R e
PN | WC | PD
Create Job owner O A¥yFa=y MIFEMZEZEY LT, a—A=a—@#
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U.NORAML s a B—% 51T,
Read Job owner O O
U.ADMIN . e .
U NORMAL Va7 FIRELR,
Unauthenticated O
Modify 2L,
Delete Job owner O A%y Fa=y MIEYERHARY P2, FERGEARY
HEE CEEEFITHLIEARA My 7R —52 T L, =1k
Y a 7 OHIBR%E FAT,
(¥ a 7HIBRIZE Y 3CELHIBRENS,)
Job owner O O VaTdRRENLY a7 EHIBR,
U.ADMIN (¥ a 7HIFRICE O SCELHIFRSIND,)
Table 7-12 D.USER.JOB(Fax send) D7 7 & R il
BE BAEVREZRFIAE | A FT7x2—A p—
PN | WC | PD
Create Job owner O AF¥ySfa=y MIFEfZEY LT AF v /777 R
U.NORMAL A= a—HENG T 7 7 Asde a8 R L CiE(E 2 F1T,
Read Job owner O O
U.ADMIN o
U NORMAL Va T FERE R,
Unauthenticated O
Modify 7L
Delete Job owner O AF¥y =y MCEVREREZAERY IS, TSI
R CELEEZETL LXA by P32 —2H T L, =1k
WY a 7 OHIRE FAT,
(¥ a 7HIBRIZE W ICEBHIBRE N D,)
Job owner O O Ta T RENDY a 7 EHIFR,
U.ADMIN (Y a ZTHIFRIC X D CELHIBRSLD,)
Table 7-13 D.USER.JOB(Fax receive) D 7 7 &z A |4
#fE BEFRERFINE | 127 x=—R P,
PN | WC | PD
Create Job owner(*1) TOE O#ER L, SMNBT7 7 7 A F a— REEBELT
WIRWT 7 7 R ERAR,
TOE O#fE2 L, N7 7 7 AhD F a— REfE Lz
77 I ARG,
Job owner(*2) O i A EVZER Y 7 ADG T 7 7 ALEZER L, H
FAT & FEAT,
FRIZETIZE Y 77 7 ACEEFHIBRESS,)
Job owner(*3) O AR Y 7 AND 7 7 7 ALEERIRL, FIRIET 2 E
17
(FIRISETIZ LY 77 7 ASCEITHIREN D)
Read Job owner O O
U.ADMIN Va TRIRERR,
U.NORMAL
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Unauthenticated O
Modify 7L,
Job owner O O Va TR HY a7 EHIR,
U.ADMIN (HI> a 704, ¥ a 7HIBRICE Y 77 7 23EHHI
Fraid,)
Table 7-14 D.USER.JOB(Storage/retrieval) ® 7 7 & A #ifHl
PRIE BAERRERAAE | A2 T7x—2R el
PN | WC | PD
Create Job owner O | Ry 7 AMrfra FT.
U.NORAML O Ry 7 ARHFERELTEA LY N7 v N EFAT,
O 2¥ySa=y MIERRZEY NLT, Ry AR =a—
B2 ARy 7 ZZHEL T, By 7 ARMF&2 F1T,
O Ry 7 AMRAFHARE L TSRV — RIE5{t PDF 04 A L
7 N7 N EFELT,
Job owner(*2) TOE DO#fE/RL, SMF7 7272030 F a—RZHEEL TN
Tr ARG H . T VAL EEBEIATZAE Ry 7 2~k
o
Job owner(*3) TOE O#EAERL, SN 7 77 A0 F 2 —REIBELILT 77 A
ZAEH . TV AL EEARES IR 7 AR,
Job owner O AR > 7 26 3EEFIR L, B, XE, 77 27 A
U.NORMAL LDHE BE), a—onhng FET,
(77 7 ZALEOHRZRL, 7 7 7 A3E ORI
Table 7-13 ¢ Create #/EIZ LV flfH SN 5,)
O ARy 7 2B EEZBRL, FEF, Fvre—F &
g, a -0k ET,
Job owner O W AEVZERY 7 ANDL T 7 7 AXEZFTINL, ¥V
U.NORMAL va— REST,
Job owner O N2 — K5/t PDF ARy 7 A6 XELZBIR L, RAF
U.NORMAL % F1T,
(PRTFIII S AT — RAI B NEE, RIFSE TIC LY 30EI
HIBRS41%,)
Read Job owner O O
U.ADMIN Va T RIRE R,
U.NORMAL (/32U — RiEZ{L PDF OZEH Y 2 7 %<,
Unauthenticated O
Modify 2L,
Delete Job owner O Ay Fa=y MTE D FRGEAEY I, RRETEAELD
Rl CEEEZETL LIFA My 77X =2/ T L, #1k
WY a 7 OHIBRE AT,
(¥ a 7HIBRIZE D SCEBHIBRSND,)
O AR Y 7 2006 OHIR A FAT LI2%, A by 7 —%
TL., ELfYa 7OHIERE 1T,
(¥ 3 7THIBR®E b SCEIFHIBR S R ,)
Job owner ©1° DT RFME D 3 7 BN,
U.ADMIN
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7.3. EES1bHtne

FCS_CKM.1(a)
TOE I3, IPsec {5 O #EE L TH D IPsec sEB ED A k2T, NIST SP800-56B, Revision 1 ? 6.3.1.3
HIZFEH D rsakpgl-crt HRUTFH D H1E T, K 2048bit D RSA FExFrEs A a5, F7=. IPsec {5 D
ﬁ’ﬁi ZRWT, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZlit#® Using the Approved Safe-Prime
Groups (Z50# D 71£ 7T, Diffie-Hellman 7 /L —7 14 (2 XA HExt Bz A pk 45,

FCS_CKM.1(b)

TOE 1, IPsec @15 D5 BAAARE, HLLIE SA 747 XA LB % O 12 BT, FCS_RBG_EXT.1 (252
#Ho RBG THEEZARLL. 128bit & L<IE 256bit O xf#rls 544545, TOE 1Z. DRBG BI#(CTR
DRBG(AES-256)) % MO 92T B2 RBG ZE 8L, SLEE AT 5,

FCS_RBG_EXT.1
TOE 1%, NIST SP 800-90A |[Z#£4iL 9% CTR DRBG(AES-256)&, 1 DY 7 hy =7 =2 b — R DS
n5 RBG #%E¥42%, FFE CTR DRBG if. Derivation Function & Reseed % F|f 3 273, Prediction
Resistance #HEIXENMEL 2V, Y7 by =7 o bt —JEIL, CPU O NERRIEIZH B A 5 2 A4yl o — N4
FHEL Ty s A1y B — AL ER A L — T ILBRNIZ SR L TR Y L — AL BR SR TR D :tf‘o/fé%ﬁmy&ﬁr?
VHA—RRETHREL, raw 7 — 451545, 7 MNEFEE XOR Z W Craw 7 —XIZ & ENHT U hre —%E v b2k
([ZHEHR, JERME T 2 Taamr VERERL, By MRO T et — R e BIF g, mobre—EEL T T

60
TOE X, ZORBG #F AL THLEZ AL L. mE i@ HERE DO RT 58 (B R 256bit & 128bit)$55z :%IJ M35,
TOE M ELEE R 2B, CTR DRBG Ty —R~7U7 /L (Entropy Input & Nonce) B3 Bl ~>7284 ., = b

E—IREL TR Y7 Ny =T Al L LB A XD e —EE S L TR 5, _ODI/FDE —fElX
NIST SP800-90A ™ 10.2.1 IZ;77& 35 Instantiate & Reseed |24 2/ hat’™ —&E(TOE 0G4, E¥x =
VT A58 LAIT 256bit) &=L Ckh, +or7emr bt —RNEEN 05,

FIA_PSK_EXT.1
TOE 1%, IPsec HOFHHLAHREEL T, FLT7 FAMI—RAOFFILAEIFIH TED, THFANI—AD FHH]
FHL, Ty a7 LTV RLE O TE v I ~EHIn D,
« T XA AR — 2DOFERFIA
>EE 22
> FIF ATRE ST « ASCII U741, F£7-13 HEX i
> ST T D54 - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)
TOE L. IPsec i@{Z® ESP k2L 7 L2V R AL LT, FIPS PUB 197 & NIST SP 800-38A |25 & L7~ F
128bit & 256bit ® AES-CBC # |3 %,

FCS_COP.1(b)

TOE 1%, 7y 75 —MERED 77— L7 = 7HFEEICIBW T, FIPS PUB 186-4 ([Ci# A& L7Z#E 2048bit © RSA
FORNBL T NI LEFIAT 5, £7-. IPsec BEDETHIFITHBWT, FIPS PUB 186-4 ([Ci# 4 L7 5R
2048bit D RSA 7T VX NFEL T NAVAN(BL AR & 7V FVELL RGBT, FIPS PUB 186-4 IZH AL
-8R 2048bit & 3048bit ® RSA T XV B4 T LAY R (B4 MEE) 28| 35,

FCS_COP.1(¢)
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TOE 1%, 7.7.1 F|IEREHOT 77 —MEREIZBWT, LTI L TT PHVEL KRR VW27 77— AT =
T = A DRFEEITD, DT, ISO/TEC 10118-3:2004 (ZH#EHL 42 SHA-256 (25 v 2 EOE A2 EIT4
%,

(1) TOE 73#;> RSA AR#EEE 2048bit) TF XV EX F — 25125,
(2) SHA-256 T 7—LUxT T —2D v affZB 425,
3y (DEQDfiE TS, — BT IET 77— =TT —ZNIEE THHEHWT5,

%72, TOE 1%, IPsec 3D IKEv1 #BFE7 VTV ALL T, ISO/MTEC 10118-3:2004 [Z¥#EHLT% SHA-1,
SHA-256, SHA-348, SHA-512 285/ afBEDE A FEITT 5,

FCS_COP.1(g)

TOE I, IPsec #5235 T, FIPS PUB 198-1 TE#F* 3415 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 CE#F415 Secure Hash Standard (Z¥EHLT2 Fregdff o 2 Ay —URRGEIC LD
ESP #3454°%,

cAv—TUH ATV A ME 160, 256, 384, 512
- $ 5 0 160, 256, 384, 512
s BFE T Y XA HMAC-SHA-1, HMAC-SHA-256., HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE I3, TPsec {5 THI T 28k, S EIORIFILLAIED TTik% Table 7-15 (-4, HHAIZL-TRIES
NICHERTEA#E, TPsec REWIE DT T A~ —hgEIL, BLMAZHAR 72 SSD IZfRIFEND, EEAE S ZNHDHEEDHI
PREHATLICE, 0x00 T EEEHIERT D, [Psec THHSND By a G (— Ry 58013, RAM EIZfRFE
o, ZhbiE TOE O OFF (ZK AR DT HIBRS 11D,

Table 7-15 &OIRTESE & AREE

e RAFSE WS AT WEED 5k
HRH A EHEIC L > TRESLIZEFERT | SSD EEHEIC L D EREAHEAIBR -4 | 0x00 T EEE
B R B (BEEmE T EEE) I HilkR
FHEICL > TREINIZEFN | RAM IR OFF —
g A A L CAER LT
PO e IKE 364G Fiks g RAM IR OFF —
(IKEvl 7 =— X 1 TR S
%)
IPsec FH LA s g RAM IR OFF —
(IKEvl 7 =— X 2 TAR Eh
%)
7T A _— | . N SSD FIFI LD EAIBR (S{EH | 0x00 T L#EX
" IPsec FERAED 7T A ~_— |t T i
IPsec @ Diffie-Hellman 77 4 X | RAM I OFF —
— b
(IKEvl 7 =— X 1 TAER S
%)
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1. 4. BIEFEEEHAE

FTP_ITC.1
TOE %, Table 7-16 (Z:;:7 IT #ga e DBEIZEBW T, IPsec FabhzL &R T 5728, F¥ /LT —Z DL
TREEEINDZ LT,

Table 7-16 IT #2% & D@fE

TSF 23§79 5 IT &% 7a ko
SMTP #—,3— IPsec
INERRRE Y — /8 — IPsec
DNS #—s3— IPsec
07— — IPsec
WebDAV H—/3 — IPsec
SMB #—,3— IPsec

FTP_TRP.1(a)

TOE 1%, FH#2 TOE 2Vt —NMFH I 5 51EEL T, 7947 h PC OT 7 CTEIfET D WC 2424t925,
TOE &£254 7+ PC BO@E 1%, SEFEE/ A THD IPsec 7HhaLZFI AT %, VE—NEHDIZDIZ T4
72k PC 75 TOE ~7 72 ALT- . TOE 1% IPsec 712 ha /)L COBEIEZREIIAL . S SO BL . BET — 2K
WOLDOEHEL | B1E T —F W E DR ZARFET 5,

FTP_TRP.1(b)

TOE 1%, E#HE TRWAIHE D TOE ~VE—r7 7B AT5HELLT, 7947~ PC OS5 CEIfETS
WC TV HRTANR—%HMT D, TOE 27747k PC MO#EEIL. SEHEE/ SATHD IPsec bz %
FAT 2D, VE— T2 8AZADTZDIZITAT b PC 736 TOE ~7 78 AL, TOE 1% IPsec 7 h=/L COHIE
EZBAMAL ., WS OFAIE ., BIET —XIRIBNODORHEL  EBIE T — XL E DR ME T 5,

FCS_IPSEC_EXT.1
TOE i, RFC4301 (ZHEHLT 2 TPsec 77— 7 7 F v &34 5, BELE D HD, IPsec 7 mh=/LEL TR adik
TEMZRRE ., ZHETEL0, TRl OBREMAZFI T8I TERY,

« IPsec # 7 ENALRRE : hT L AR—FE—FK
-t Xa2UF 07 m han ESP(RFC 4303 12 #E#L)
> ESP iF 57 /L= X4 : AES-CBC-128. AES-CBC-256(RFC 3602 |Z #E#L)
> ESP #EE7 /L 2 ) X 2 : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- e iR IKEv1(RFC 2407,2408,2409,4109 [T L)
> IKEv1 554k 7 /L2 U X4 : AES-CBC-128, AES-CBC-256(RFC 3602 |2 ##lL)
» fxdyx—3 g F— K : Main Mode
>SA T A7 HA N
® 7 -—X10 SA : 600~86400 F»
® 7= —X 20 SA : 600~28800
> Diffie-Hellman Group : 7 /L —7 14
> ESN : M%), A%h(RFC 4304 |ZHEHL)
- IKE 8GE S T VXV BLARSA), T F A b _X— R O[T HE
> TV H VB
® RSA-2048 (B4 ER., BAMGIE)
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® RSA-3072 (B4 i)
@ SEAET /LU XA . SHA-256, SHA-384, SHA-512(RFC 4868 (2 #EHL)
> 7 XA MR— 2O HEF A G
® WHLE N ET HHEAIA R : 22 LT O L FHIASCII L4, £721% HEX )
@ SBEET /LT Y XA - SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 |Z #EHL)
> 7' kA VRE
® 7 il FiE/R L (Any)
> IPsec fif % E
® DefalutAction : A3
® CEERRGERE R E « AR : fERT 5
P VS - R L2
Frz—r  GEAEO A EHERT S
RINHERR - fER L 72\

¥72, TOE I% IPsec E¥ 2T (R —F —H#X—2Z(SPD) # FHL TRY, HHE LV FTOREN TXD,
*IPsec KU > —:IP X7y ROFMEREL T, TNENORMFIZEE LT IP N7 v Moxt LIk -
Wi - WHEED S B EOEMEEIT O BN TE D, IPsec R U —DBENLA L RNT L Ry b &
TR RNy MME RV LTINS, IP X7y FOFKIMEE L TL Any D71 b=
U, BEHEIP 7 RUA (@B, 2307 %y MEE) PNRETE D,
Psec KU > —XIPAKRY > —FL—7 1~10 D 10 Z V—TETRETE 5, 1 >OBEMAFIC, B
D IPsec R Y 2 —DREINTHE, IPsec R v — 7 NV—7 1~10 OFENEFICEHAD LT, T2
DOESENEN. CEMEREH S 415,
B m R > EEE > milR EEK
T ITANKT I ar: IPsec R Y V—ICEBBT HREDRDPSTHEOEEEZ TRl LIRIRTX 5,
(ZOBREIZHOWTEHEIIH L, BELERT 2L O TA X ATHRLTND,)
> FE - IPsec AR Y O —OREICHE LW IP N v MIKEIET 5
> @il IPsec RY P —OREICHELRWIP N v MIdEE I 5
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1.5. %) T« EEHRE

FMT_MOF.1, FMT_MSA.1, FMT_MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE 1%, FIAZE KL CH R B RE AR 32, B F EREREIL. FLiiSh oA 27 = — A0 b D B4 E T RE
Thb, TV HRTA =T, FHBEEEA TR L 220, &@N*»%L<iWCT$ﬁwnﬁﬁ%b FATT A
BB TOEICIE, TOE ~OfBIRRENE RS, REBAE CEEMEEEZFI A 322813 TERW, u s A, FIl A
F12#%E(U.ADMIN, UNORMAL) % BIEAHT | BlEAHF D& ENIn s 7o N ECHERFT 5, FIIHE O&RENC
RSN TRV E B BE AR+ 52 £13 T&E 72\, TOE (X, Table 6-2. Table 6-3 ®7 7 A HIHICIHB T, &
X7 — BB CRIAE CET — &  FIHE Y 2 77 — & 2 Ek L7 — &R FH#E @ User ID %%
DWMTDH, 777 AZEHBICL VARSI NOFIAZECET —%, FIAHEY a 77— %X, TOE S OFIAE
WCEoTEREND =D, EF =2V T 4 —BIHEOWHIEE L TERE D User ID #H| 0 4T, 77 7 A%f5
FOT 7 AREEET D, 777 AZETRTHIZ, Fa—RFRHEESNTWRWT 7 7 AZEDLA,
T 7 I ALETRHN ATV ZER Y 7 AURGFEEND 20, AT Y ZER Y 7 20T 7 & AHETOHH
LRV, XU T o —BIEIEEMR AR, WIHIEILE S O UserlD RNEIV Y THNR5, Fa— FREES
NTCND 77 7 AZEOLE, EXa )7 4 —BHEOYMIMEE L THRESNZFEAR v 7 A0 User ID 73
DUTHND, FEMIL, (7.2 7 72§ 28Bo L, TOE X, FIHE L LTEIY 4 To5hiz User ID
P EEXTHHEEEZR 0,

Table 7-17 BHEF RIS EHMEAE

(gt 12 BFS RSB | BRER R A S
= Tx—R
o PR TOE OF| & &M User ID ZRF o —H —DXRER/ | bk, £ 5, H | #E 31 WC

HIBR, = — R RT =R OB/, —FR e | B
1RO E/RER ., FEREHIIR O R E/MRER, & P HE R
O GIEIBREATY, 2— I — B GRSV F) A3 23 3C
£ HILKEVa T B ER LN, EX 2T — Bt
MHEEL T User ID 233%EI4L, Table 6-2, Table
6-3 ORAHZT =57 7 ARMPERSND, 728,
a—YP—ZHIFRT DL Yk —F =P EE THD
LEBHIBRED,

B SAT R ER | BEE SAU—RNZRET D, LMW, FEE N | A8 BlE S
e AT —RIZIZT 7 AV MENRESN TS, AR
RO E FHEICBWT, BV U E AN EE
HI D,
YRR T | 22—V G ROBREEFT), ARIEEZGE, S0 | 2% e L WC
TN =R, ARPLERE + IR — S —FRFEDO VT
NEBRIRT 5, B N UEBREIL, ISR
ERRAE CRkAIRRRES LD,
SMBFRBFEY — =% E | SN — S =R F X CHI T 2HMTRRGE Y — N — | B8, B H H | #1E L, WC
Bne DFREEITI, B
PRI I i 1] R fiE oD 48 .MMQE&IEI%I@%%@% E?‘F’oil)ﬂ%‘@aﬁmbt I B2 WC
THHSHE FRRELRL A, 2O EEISELZF, TOE |
MFAE I T 2RGEE R LT 2,
B RIEOBIEE L ﬁfnbf;uunﬁﬁ%ﬂﬁlﬁlﬁﬁhﬁﬂ %#6’& ket | % BE 2V WC
IR D28 H R B B ORBGENME (SN E . FRGEE L 23R

ﬁ?éhéif@ﬂ%?ﬁ% % ET Do
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HHRE [FS FER ST B | BRI REA R 4
1E = ”S
FEERRLIEH (E N N | FRRERIE A )T D16, ZOBIEICID, Eh | ELT B L WC
WEE LSO IVTHERE | A28 B LISNOFI A ORBFES L2 MR 3228
TED,
NAY—=RBHRIDOETE | AT —=FEK (SAV =N/ PR Eb & L) O | AR Bl L, WC

Lh
Re

B E R,

T2V T R E

B
E[=}

X2 UT MR EDA R BN Z R ET D,
BHMNIERE LR, ¥ U T A HEED 5D F VT
BT 2O2RELEX 27 RIEIC—FERE L., £OK
ExHEFFT5, Fv FU—27 %4 L7z TOE OFH
HgRE. A 27 ABgRE (RS-232C I/F %)
Ky MU — 7 BREE YRR 72 & OF 3L
IEEN 5, FIFABENREEIE ST MSRERI TR EA T
HRATLIGE, BEmm AR R L, *Uﬂﬁ%ﬁ)i‘%fﬁ
Ok R LT23A, B3 =2 U 7 1 sk Eix
MNZEREIND,

BR300 WC

H P oD 28 FFKRE

HEFE AR ET D, MAMNBERNRELESE.
ZO HFHE RS RS ND,

B L, WC

VAT LA — Ry NEE
ISP AL

BAEARINARER DY AT LA — U & v M

Aru,—l—,

DFEEEIT D,

e, WC

HEu 77w MR O 4
B

WC #fEh o BEyn s 7D MERIOREZ1TI,

WC

e (A B AE

BIEETT,
A==y

X AE

IS EREHRETHD IPsec WIED
IPsec 5% &, Tl 8% &, [Psec AbH &
DXEk, BHE ., HIBR,

BE AL WC

Fo " — 7 3% ERRGE X hT—23%E (TOE @ IP 7RL A, DNS H—/3N— | Z%4% & B2 WC
® IP TRV A, R—FE 5% NetBIOS 4 %) D
fk, BHEEIT,

BEAT 1 i B RE EAKERE D A N/ S B n /S ORIG ik, u s Y | Bk EH BE 1L WC
—— HEEERGOREL, BAERS DOR%EE EH
BRE1T9,

R A PR HE 8NNy 7 2D, KE@R 7 AL DEE Ry 72 | gk, £, HI | #fE Sz, WC
INAT =R ORI A H 2= —DOEE e | B
&), HIBRZEAT,

SR ATV AR EHAE | MEAT)ZBEOE IR, BEIATVZAER Y7 AN | Bk, BH BE L WC
A — RN DGR EEZLTD,

Table 7-18 —iFIHE RSN D EEEERE
B RS RE AF PRSI | BEW R A&
1E Tx—A
2= —RRAT—RFE | 2= — AT —ROREEITI, FIHE L AR | £E B 3L WC

HRAE

AEfR. B Da—Y — AT —RE B HTLNTE
2.

N A PR HE

ENR Y7 ADBGREITH, =, FIHEDZFTAE T 5
AR T RTHH U TEBER Y I AL DI Ry 7 AN

Bk, ZH, HI
73

BiE L, WC
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B ERHERE HEE FrAl S o e | BRERTRE R A &
1 Tr—A

AU—ROBREER, TAELI—F—DERRE)L
HIEREL T,

FPT_SKP_EXT.1

TOE 1Z. IPsec &{E TH|HT AR RO L  BHEF IZL-> TR EIN-HEILAHLE IPsec ZEFHED T4 X
— MEA B S AR AT RER R R AR — Y Td D SSD ITIRAET D, ZH LA DRE S-81T. RAM IC{R1FT 5
(Table 7-15 ZMR), TOE [IR{FSNIZFRiA#E, 7 T4 —h i, 5 B2 BB T DR 2 TRk L7 72 | F|
HE N TOE O#EEIC L0 ENbEFTA T Z LT TER Y, TOE 12, MFP A2 RS-232C IF 23245 L TWVHA3,
YER I IEI LS TNAT=D  FIHENZDOAL 27 = —2%&F| LT, SSD ONEHT — 2% T4 13T
720N, £72. RS-232C IF LIAHZ, TOE DAL ERHS SSD ONT T —# 2B 4 A X7 = — A& F2EEL TR,
SSD [ THHIAHAAR [ R AR — U TH DD FIFHFE D SSD ZHVAL CHNERT — X2 B 3 Z &IZTE20, LL
EDOZTENL FIAF IR SIIFRI LA 8, 7T A — Mt S 8A R A 8T TE R,
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7.6. BEREHAE

TOE I%. AN SR ERIH L A 24K, STl u/ Y —_R—~EE3 75,

FAU_GEN.1, FAU_GEN.2

TOE 1%, UL TOFREZEEMNGFEG L FRBAERELEH BRESR), FLROFR, V7 =7 MNikAE
FELOREREZTLIT D,
Table 7-19 BEXNZEL—E

A R ER ID (7 V= NsBIfER *1) il R
o —FRGED E i Admin ID/User ID/A%4% ID OK/NG
SR AV SZIZ R 7 A AT — R FBFED F i User ID OK/NG
P PR T D B G 2T I B Admin ID OK/NG
B AV VB YY) User ID OK/NG
EEE SAT—RDAEE Admin ID OK
2P —BRERR E DA E Admin ID OK
MRERAE — N —FR B DGR, AT Admin ID OK
FRAES A S5 B D25 B Admin ID OK
A TRRED B I AR ERIF R D Admin ID OK
FRFFLL R E1% (U.BUILTIN_ADMIN LISk 02U 7 Admin ID OK
PSAY — R ZE SR RE Admin ID OK/NG
X2V T LT RREDE R Admin ID OK
H RO Admin ID OK
VAT LA — RNy MEFR DA Admin ID OK
HEias 7o MR D2 5 Admin ID OK
SRS B R E OBk, ZH, HIBR Admin ID OK/NG
Ty NI — TR EDR G, A E Admin ID OK/NG
B n 7 RS HERE DO BR A Admin ID OK
EEA T ISHREOK T Admin ID OK
EEA T E RO R, AT Admin ID OK
Ry 7 A8 PRHSREIC KD NN 7 ARGk, 25T, HIlTR Admin ID/User ID OK/NG
A ATV ZAEREMRED R R, AT Admin ID OK/NG
VAN WENARY YR User ID OK/NG
U RV a TOHIR User ID OK/NG
AX Y Va TOREE User ID OK/NG
a B — g 7 ORI User ID OK/NG
Ty I AEEY a TDEE User ID OK/NG
77 I AZEY a T DA AT A ID OK/NG
777 A%AEY a 7 OHIRI User ID OK/NG
BRIEY a 7 DIRAE User ID OK/NG
77 7 AZAEY 3 T ORIT 25 5 ID OK/NG
RAEY a 7 DHIR User ID OK/NG
BRIEY a 7 DOEE User ID OK/NG
RIFY a7 D7 7 7 A%E User ID OK/NG
BRIFYa7oxyra— R User ID OK/NG
PRAEY a 7 OBHE) User ID OK/NG
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Bt R ID (7Y =7 NlBIE#R *1) IR S
RAEY a 7 DR User ID OK/NG
RIEY a 7 DHIER User ID OK/NG
IPsec & v 3 3 U RESE DAL A7 N ID errNo(*2)

CLFRBEREERMIC R E L EE G BESLO IDE 7 Vo7 MEBIE#OIT. KBS ID VW) EEE ALk T 5,
T 7 A AR TR BEREE A T 72NV AT AID ([ EE - 3 27 I (MFP)) 2504k 5,
IPsec By a fESEO BB TH T AT AID ([EEE : > 27 5 (MFP)) 25tk 5,
(*2)"1414" (L% =7 1815 (IPSec) DRI/ E DFTE DT — N FiFkS b,

FAU_STG_EXT.1

TOE i3, B EMREO B 2/, a7 ORS Hik, a/¥— — BERSERMGOREL, BEhn/ DO%kFEE
HIBRA S B N E it DA n /8 RS RE A 4t 3%, ns/ ¥ — 3—3 WebDAV — —%F|H 95, EHxns
OES T EITHSEEEZREL. IPsec i@EEZFAL Trs Y —N—~EEn /%5515, TOE LasH——
1 IPsec @513, B {5 HE®mIE & BRIV ET 5,

TOE i1, nﬁ‘“f%%&%n7774wkbf TOE NDa— T WARLERRIRIC — RERAFL . B ENAE S TRELTZ H IR
HLLIERE L0/ EREBIGELTSA . bLIUTE A N 0/ R E3 2 EITLIEH A1, XML 7 —X I8 #L
fmﬁ‘*f~/<~«%1§a“é

TOE NIC—IpRFSNT-a 7 74 0id, XML 7 — X B %S LT E BB N A v/ H bR 1T LI RE, HI
brd 5, XML 7 —#I%, o7 —/N—~DEEE TR, RORT 774D XML 7 —X2ZEHOBRICHIBRT 5,
TOE MIZ—FipESNZns 7740 XML 7 —4~T 78R THA L H 72— A%, BEHEILLDER T DOXE
EHIBRDZTHY . — A B SCHBEE ISR IEILT 7 EATHZ LT TERY,

Fy T —JfERE Tas— "= Za/ EHE5E(E TEJ, TOE NWOu— AR~ T- 56
FITTELMEREIZUL T OREICHIRE D,

- IR OFF I L A v 7 BUSHREE DL T

- EIR ON (T L B A v 7 BUSHERE D B bh

s 2— P (BB SR NS DEHE T T A D BFFT])

cEBEFICLDEE e IRE, b LITHIBR

BEAPEARZ FELLATEA 7 HIFRE FZITL, 0 — VRO MR B MR S D 2 & T, HllIR2ME
Prans,

Table 7-20 BE&EnS 7 —Z DAk

R 77— 2O Hn R
0 R O LR fE SSD IZfj&fFT 5
a 7ERIIe 77 A E LT IRRTFE L. XML 7 —Z A L Tr o/
P R— 2 REET S,
0277 7 A MIRK 40MB RF AR T, FrRW o 14 27T,
0 7Y =R = ~DEFE D2 XML 7 — Z AW 5, g, Yi%ka J
7 7 A WTHIERT 5,
0 JIFROERE A X CEERENRE L ARED L IXEHEICE LSS
- 36MB (ZZ L7=546
CEHENEREn SR EEET LRSS
XML F—# 38 7 — " —(Z%E%. RO XML F— & NS 5 B
IZHIBRT 5, EERBOEGA. K 7T6MB (27 7 7 A /)L 40MB, XML
F—% 36MB) 7% TOE NI —FHEEFESN D,

FPT_STM.1
TOE (Z7my7isea AL, HEHE DT TOE ORZIZZE W4 oMaE 2RIk 32, & n s 1Ziiik I DR 21E
WiTr oy 7EEREN BRSNS,
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1.1. BEFETERARE

7.71. 7y T T— e

FPT_TUD_EXT.1
BHEE T, BRE S LT WC CRkBIZRIER , & FRE ﬁf77%A‘717/\~/5/0)6§n B RATTED,
Flo, BTN, 77— L0 T T —RET URNVEL T — 2 EEMN LT USB A VA TOE IZEEAL, #1E L
THBIRRGRES , BHEWE C7 77— =T OT v 7T —MEREFEITTED, 77— =T T —2E, VAT A
arbn =7V rharin—Jb o BT 7y — Ay 2Tl SHA-256 (ko TRIHLEZE T 7— L0 =T Dy
T fETER (7.7.2.0258 0 B 7 AMERR TR T2) BNE I Wb, TUXVEALT —H1E, SHA-256 CTHH
L7277 —A0=T 7 —HD/y 2 fBIZkL T, FIPS PUB 186-4, “Digital Signature Standard”(ZFC#?> RSA
FORNEBL T LAY X LEERE 2048bit, B4 Ax—L4 PKCS #1 Ver 1.5) TEL LI-T —42Th 5D,
BHEENT 7T —MERER FATUIZFE, TOE 131 AN— V&2 BT 2R RSA AR (BEE 2048bit, Hifaf
IKFIZ TOE IZAVAM—= LS TWE) LT, 77— L0 =7 7 =2 DT VANV ELIGGEE T T 5, B4 RGE
DR TA 1R, B SRS 2 KR L, 77— A7 = 7 OEXHZ BT DRV, B4 IR LT-
RN 77—A‘7:7k%77—A7:7®/\yV11 H#HEA L AN— VT 5, T UHNVELRGED FIRIL, i
DY,
(1) TOE 738> RSA ABH#EHE 2048bit) TF VANV B4 T — 251 5115,
(2) SHA-256 T77—LU =7 T —2D v 2lx2F T 5,
38) VEQDEZELET D, —ET LT 7—LbT =T T —HPBIEHE ThDHEHWT 5,

7.7.2. BB T X HEEE

FPT_TST_EXT.1

TOE I3, & ON K2, L FORITIRLICT AMIREICFERML , REDRHSNIZ S BIE SIS
FoRL, IR I BRI AR WIRERICRAT I %, 2D, TSF 2% 457 7 —LAv =7 OEettz
s CED,

Table 7-21 B 7 A b

No. SES F A b
SHA-256 CHIN LA 77— 0 =T Oy vafil, 7y 77—
VAT LAY bR —FEOKM | BEETTOE ~f v A b= Sijony V2 EFRICHREES LTV D
Tr—hU=T N—HT 2 L&, TOE CHMT2WETIA 7TV by ia
ERRRED RIS & 72 5
KW BT T Y RLITKET D BEMfET A R KAT test for SHA-1, KAT
test for SHA-512, KAT test for HMAC SHA-256, KAT test for AES
Bsib7 A4 77V encryption (CBC, 128-bit key), KAT test for AES decryption (CBC,
73 XA SHA,HMAC % | 128-bit key), KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for DSA
(signing P=2048/N=256; verification P=1024/N=160). KAT for
Diffie-Hellman % 3Zji,
b=l LTRHAHTS Y7 by =7 &Z5%E L, DRBG Bo
Wb 4770 ~VAT A L (NIST SP800-90A ¢ 11.3 Health Testing | (ZH-3 %,
7)Y XL DRBG Instantiate, Generate, Reseed DI$HEIZ DWW TEEMMET A k) &3
Hiti
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7.8. FAX 9Bt 8k

FDP_FXS_EXT.1

TOE NFEIEFT L7 77 AA 27 2 —AOFI 7 IEEL T, DR ERRE N LTANE FAX BEER0 0D 7 77 A5 &
FIHE DEAESZNDDFEATT T 7 I AEGB RS D, 77V A BT 2 — AR CEZE R AISILTNDT —H
X, ERRFIH BB R U T 7 7 ASLERZ T ThHhD,

TOE 1%, 777 AET LMEREZREEL TEY, Super G3 b /L BLWNG3 Y aba/LaYiR—hd 5, 777 AE
T AL, TV AEZAG DI EFATL, DREREN LT Oz~ Rix—812Z 1 (1720, £7-, TOE (%, PSTN &
LAN D% N —2 7)o Da ke DR RE A FE 27000,

PLEDZENS, FIHZE N TOE D7 77 AA BT = — A& FIWTHIH TEXHDI1E, 77V AEZEDHTHD,

Uk
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