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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AREITIE ST DA IEHRERLRL TS,

Fuji Xerox ApeosPort
C7070/C6570/C5570/C4570/C3570/C3070/C2570/

A4 ML C7070 G/C6570 G/C5570 G/C4570 G/C3570 G/C3070 G
dE—. TIV M I7DA AFvY AL —JD L EEHEMEEREETIL
t¥XaUr1a—-5vhk

N=3v: V 1.07
#17H: 2020 12 A 38
ERlE ELEOVAKRA A

1.2. TOE B (TOE Reference)
AHITIE TOE OFANEHZECHT S,

Fuji Xerox ApeosPort
C7070/C6570/C5570/C4570/C3570/C3070/C2570/
C7070 G/C6570 G/C5570 G/C4570 G/C3570 G/C3070 G
JE—. TIV TPDA AFvy . AL—JD L EEFHEEEERHET I
TOE ®)\—Y3v: | Controller ROM Ver. 1.5.3, Fax ROM Ver. 2.2.1

TOE £&::

A TOE &, L TFOVWTNHDEHTHD.

BALRE T

7 A EV]

ApeosPort C7070 JE—. FUV k. 77D A AF¥¥Y, AL—YD | Controller ROM Ver. 1.5.3,
FEFHEMEBETTI Fax ROM Ver.2.2.1
ApeosPort C6570 JE—, FUV k., I7DA. AFvY . ARL—ID
FEEHEREREETI

ApeosPort C5570 JE—, FUV k. I7DA. AFvY  ARL—ID
FEEHEREREETI

ApeosPort C4570 JE—, FUV bk, I7DA. AFvY . ARL—ID
FEFEERERHTTI

ApeosPort C3570 JE—. FUV k. I7DA. AFvY . ARL—JD
FEFHERERHTTI

ApeosPort C3070 JE—, FUV k. I7DA. AFvY . ARL—ID
FEFHEHERHTTIL
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ApeosPort C2570 JE—., FUV k. T7DA. AFvY ARL—ID

FEFHEHERHTTIL

BARLSMER T

71 N—=vay

ApeosPort C7070 JE—., FUU k. 77DA. AF¥¥Y. AL—YD L | Controller ROM Ver. 1.5.3,
ETHEMEEREEHETI Fax ROM Ver.2.2.1
ApeosPort C6570 JE—. FUV k. 77DA. AFvY,  ARL—YD L
ETHERBEREHTTIL
ApeosPort C5570 JE—. FUV k. 77DA. AFvY  ARL—YD L
ETHEMBEEREHETI
ApeosPort C4570 JE—, FUV bk, I7DA. AFvY . ARL—YODE
ETHEBBEEHETI
ApeosPort C3570 JE—, FUV k. 77DA. AFvY ., ARL—YDE
ETHEBBEEEHETI
ApeosPort C3070 JE—, FUV k. 77DA. AFvY . ARL—YD L
ETHERBEREHTTI

ApeosPort C7070 G dE—, UV, 77D, AF¥vV, ARL—ID
FEFHEHERHTTIL
ApeosPort C6570 G OE—. FUV b, F7HA, AFvU, ARL—I0D)
FEFEERERHTTI
ApeosPort C5570 G dE—. YV b, F7H A, AFvU, ARL—I0D)
FEEHEREREETIL
ApeosPort C4570 G OE—., JYV I, TPDA, AFvU, ARL—I0D
FEEHEREREETI
ApeosPort C3570 G OE—., JYV I, TPDA. AFvU, ARL—ID
FEEHEREREETI
ApeosPort C3070 G OE—., JYV I, TPDA, AFvU, ARL—I0D
FEFHERERHTTIL
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&5| (TOE Type)

A TOE (&, HHEA-MILIVP %y kD=0 (LAN) A . DE—H#RE. AFvUikae. TV MERE. D
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OfERELEECLX1UT1HRE
(Usage and Major Security Features of TOE)

- ~

¢ 71“% \
O RYRD=D
\‘~_I___z
|
Q — i RIBEDTAPUL ) :
A |70 P i
-Web 7594 L P !
—BFEE y DA=l
VATLEEE ) 1 /TOE )
H5AT7IE ST - ﬂ
A -Web 7594 T~ LAN ) '
V2T
EEE [

1
// - -~
Mail 4—)1 | ‘ -
/ \ = 'y /
a0

o
—_—,
”— - o

7 _ \\
OOAREE N

‘\\ [B]#R 48 y g Q

A A
—EFIRE AT
EEE

1 TOE 0B ET R ERIRE
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MFD (&, 774 70A—)UCL2 T, SA 8RRy RO —Oh b D BESNTZH #RA— NIV IU7 2y bDO—D (LAN)A
ERchERETHERAINS,
Fe. TPV AERERIETIEE . ARBEFEERHEICHERINS,

FIAEE. MFD O#ENRIVR—BRFBEIFMTY MO YATLEEEDS17 0 D Web T35 07

UUB—FS4NEM LT, MFD O&EEREREEFIRAT 3,

MFD (&, FIRZEOHZIXZCH L, AE—, AFvUEE. TUV M A, TPDATHERZE . XEVRE

tHS(O.‘:Ijb BEDHREZRT 5. CNoDXEDHS ., BALVVERLLT B8, MFD (3, FIFAEZHA

FRAL S HIEAE. HEMRICE (X ET —APHEBEICH T 7D AR, MFD ADA L —YICRTF-BIES

NAHREFHRPIXET - INESIE, LAN LOBIET-HORE. EBEHICRELLEFIUTERTER

B&. MFD 0t F1)T1#aeF| REREE MFD RERICIREFT 25— 7. TOFIAEEE MFD 41 DEE

BEY-N\DoEIA)UTTEEF VT4 EEHEE. TSF E1T1— RETSF TN L M REE. TSF =

72— FPy7TL— FREDETI- FOREIEMREE. 777 ARRE LAN O BttaE. AL —JICETES

NERFEGFEROLEESHEEREEETS,

REEGEROLESHEREZFIATICLE., T I LEEHEEFIINEBEBAL. AN -JDLEE

HEMEREZAMNLTILENDHD,

AN TOE BRI & M. S ERERFEA T Yav & B A VA M-IV T BECED, BBEEAXEL T, KK

AREEESNEREREE Y R — T BN, K TOE BB E CIARARERIENHEFEMT D,

3)

-HRINVDAICE SA, —RFIREMERT IBEABRBRVIAL B EBREMERTIHARENR
VDAL HBM, K TOE TRIAMIVATHERBRVIADFRERILELTIVS, L. A ST ATHEA
SNBTHERYIZ IV RFERBEABRRRYIAERET .

-FIAED, MFD (CEANIBA N —ITINAAGR=ETINIFVVAARITINMAFE) eI 510571
—Al$FEA SN,

1.3.3. TOE LS DN\—FI17HEREY T I17# K (Required Non-TOE Hardware
and Software)

1 ISR FARKRICHEVT TOE (3 MFD THY, TiEd TOE USNDN—FIIPHELVYT oI ?H
#ET S

(1) —MFABEDIM1T7UH
N=FII7IZRARAD PC THB.
TIVRGFA7 U RELTRIRT 315 E13. MFD IS ULTXET—ADTIY FEREITIH., PCICET
UUR—FIANEA VAT IRENDHD,
MFD O Web #—)\#&gEZFIFA T %5 &, PCICAVAM—ILEN TS Web T35 EERAT 3,
(2) YATLEBEDIFMTUH
N—=FOI7ERAD PCTHS.
TOE [CXULT TOE BRET—ANSEWPEE, J7—LIIPDEFHEITIHIC, Web TSOTFHLE
B85,
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(3) Mail =%
AR v XEEA-ITEETBICE. Mail U— N\ EERS, N\—FD17/0S [FRAD PC FEY
—N\THN., TLS THRFESNT SMTP JORUVEYR— T3 Mail Y —E2AZA VA MILTIRELRDH
Zo

(4) BEET-N
MFD THREAEULEEIANV MIET N, BEEY— )\ EERBD, N\—FD17/0S [FRFAD PC
Frl3H—/)\THN. MFD FEEH—NOERICSUT, HTTPS JOMILVERWNT, BEY—/NCE+
AT EEATDEEETD,

A TOE OFF@TIE. £FEDN—FII7HELVYIMII7ELT LTEHERT S,

(D). Q)O—MEFAEDFMTI eI ATLEBEDZM47V ) OS (& Windows 10 &, Web 757
LT Microsoft Edge ##HT 3,

(3)? Mail =)\l Postfix version 2.10.1 ZFERAT 3,

(4)DEZEY—)\?D OS [F Windows 10, OV ERNDE LOETIREELT PowerShell Version 5.1
BERAT?, £, VATLEBENHIA VA ->TER 200 BNE LAD PowerShell 207 + &
HETIVENDHD,

(DIEBVWT. ERATETIVA—RIMNEE LT EOVI A MR R T2 L IERDOLIT R4 N\ —2FEH
33,

BALEIF: "ART EX F34/)5— (Microsofte WHQL FREEER1G K51 /5—)"

BARLUSMERIT: “64bit Windows Print Driver (PCL)"”
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1.4. TOE §&;t (TOE Description)
ARETIZ. TOE OFIAE®KE. TOE OREMEE . HLUYEMEREICOVTEERT S,
1.4.1. TOEBBEDFAE®El (User Assumptions)
A STT.TOEICHULTEETSFAEREIZ Table 1 [CEE#hT 3,
Table 1 FIAHEKE

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN. SREESNFIRET, EEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE Oiw¥ERIEEEF (Logical Boundary of the TOE)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEL ORSNHAEDSIS ., THRBLDHEIEAKEE. TROVOKAELR 1T AEE
X

-6 - Copyright® 2020 by Fuji Xerox Co., Ltd.
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Mail H—/\
BEEHY-—N

1.4.2.1.

MR R B R
TOE
ARl FREE TV k
7Dt A% fiH AFvY
VATLEBRE
TSk Bl
PSTNZ7DA-%y b TPH2A —RFAE
+ P D47V b
D—DE D5 B OVE L SR IA
XROBRAE “Web 759%
SIEELER EBOH L
AbL—YJnLEEE =EEEE VATLEEE
M%E > HSLPY
.W 5 -
EFUTAEE eb 797
tFXi)T1EE
A=Y
MEE | xE %% | TOE
»XE | T 07 i
F-R F-5 | 75

TOE N2t 9% EAK#EE (Basic Functions)

2 TOE O:mIBHIIERK

(1) FUub: —BABEBIFATPVIDTIVA—RANDOEONZBEFXEEZ(TIS., . B1E

PRI LOIETRICHEL., ZIER-ZEFXEE/\- FIE-HBRAAEHT S,

(2) AFvy: BIAENRIDDOIETRICHED, 2FvF—LON-RFIE-XEZHHAH . EFEAA

(3)

EHT D,

A TOE TlE, AFv U REICINEHMSNTZEFXEICK U, Mail Y-/ \NESHEE. XEDR
FERNH U BEICEDF BNV AICRTF T SN FET B,

aE—:

BRENKIVDDOIE RSN, 2FvF—EDON—-FIE-XEEERT 3,

Copyright® 2020 by Fuji Xerox Co., Ltd.
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(4) PSTN J7D2EME: 1BENRIVDODIERICHED . AFvH— LORTREFRHAH | 24 PSTN
77D2A7FARVERWT PSTN #2H T PSTN 770 ADFEHENEIET S,

(5) PSTN J7D2A%{5: PSTN fZHTHEMMBFHENOEONLIFIVIIXETHEZEL. XE
DERFEEDH U REICED . FE DB BRI ANEMNT B,

(6) XEMREFEMIEL: EFXETHRRVIACKREFL. BIE/RIDLDIETR, Fld—ARF
REDFATI M oDIERICEIE, RESNLEFXEICHLT, UTOLIBIRFERTREET S
HEETHS.

A TOE TlE BRAVIACRFINIBEFXEMR . AF v UHBECIO TAF v USNIZBFX
E.PSTN J7DAREHEEICLIHTRIELETFIVIUXET-3OVTNHTHS.

MR 2B AE SRV DDIERICED  BERRVIACRESNEEFXEEZTIV M.

BOHL: —f&FAEISA7Y bhbDIERICED —FAEDIATY MMEDHT,

HIBR: BENRIL, —RRFAAFISFMTY M oDIERICED RESNCEFXEZHIRT S,

1.4.2.2. TOEWR#ETdF1YUT1H8E (Security Functions)
1.4.2.1 OEKRHAEEERIET M. TOE [F, LTOEF1UT#EEEIRIET 3,

(1) FHAIERE
FIFAEOHRFERE . RUHER(T 5. MFD DN, EE B (LS THERM SSNEFIAEDH(C
PDCATRECTHIEZRELT B, FIABEDHANEERELE . PO ARIHEEEE KR BIOREMELTE
FIASN., 1) T/BESRE MFD OFERZHFEOF AACEEM 15 L TOXIRICLES, 3
TJlJtm. k(& MFD [C&>TETENS,
SREEEAITRE. B U CEREER A LIZIG & | BB 1TE R (F T 111<13 %,
AR TOE 18I Mm%, 4 B2 nIEZ'j/EIJ’EJ_ﬂD’fJZI* W BIEILEN RBEEARELT, K
IRBELEN BRI EYIR— T 2H . K TOE RECTIIRAKRZEIANDHEFEHT S,

(2) 7DEAwHE
POLAKIEIG, XEDPXENEICEET SIFR. CF1UT/BET AN, BUILB YO AERER
DHRABDHICPICATRETHIEEIRIET .

(3) TSI
T—AMEE1Eld. TOE AEBICREFETEIT APBEET K LT WBENRERAVATI—AD
POCATERNCERREET B,
- R)Y—(CED. FAB SN R - ATRERFER AN —IT M ALDOXERUBEZEDY
ATLIEREERELLD. COLET )M AN MFD Mo ESNEZENTIZEIC. COLOIB TR HE
FBREHICERASND,
- TRRBEEOEHEE . BEMICEBINLES 7TV LOFERICENRIEENS,

(4) 5iEEEE
ABRYMI-DECEFEETIXET A, V3G, X1 )T EEOIT ALV TOE BRET—4
EVWOTZBIET—HZRET D,
— R EESE@ETO ML (TLS/HTTPS, TLS)ICH T 3,

(5) tF¥1UTEE
VATLEBEBEEVTHEMNBLURESN R AZEOH D, RENRINFLRB I ATLEBEDIIATU
Mo, TOE OtF1UT/HREICRET AR ENS BB LUEEZRREICT .
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(6) tFa)T(EE
WD, EEN, EDIIBEEEITOENELVDBRPEZLGIAV MHIZEEEPHEREER. 1-—1%
ERE)E., EFATAEENTTF-RELTEERY — ) \NEEE SR ESNS, TX1)T(EENT T4
ERERE HTTPS JORIUCEL-THEEEEN 3,
F.BEBOVT-ADEREE TOE ABRICEERSN. YVATLEBR BV CGHAIGRIISN R RAED
HNVATLEBEDFATY M) Web F508hnb AU V0—RT3ENTED,

(7) SEELER
MFD AD 77— L1707y T—ME. Py7T—FOBRARICY I MITTDEE M ERE T 30K
FEENB, 72 MFD ([, TOZEANREAIRE LM EF CLNFESNLBV LRI, BET
AMEEITTS,

(8) PSTN 77DA-%vy )—DREID 5 Bt
MFD (&, PSTN 77D A-%y =D 5 B#(CEAL. PSTN 779 AE7 LHY PSTN & LAN EOF—
BTy IEERTREDCEARNCERRET S,

(9) APL—YDLEEEFEE
IE—. TV EBLUAF Y EDEBEEOEN R . A —JICERINEFRAZHOXET—H
DLEEZFHEET.

1.4.3. TOE 0#E#EEE (Physical Boundary of the TOE)

TOE OEMLGIERIE. MFD G2 EKTHD ., Z1ZIvFDTF1)TAIIZERBROA T a7 Y
VlE. TOE [C& %), Table 2 b Table 4 [C TOE 4T 3WIBIVR—2 Y MRk T3,
MFD &{K(E, EAXRDHNENN-FTEEBDHEIERE, IBENSRIVICRRENDHAERI VT L THEAI SN

%,
Table 2 TOE ##&m 3 3%EHMIR—2 Y F(MFD &{k)
Tl ¥ N=33y e Bt AE
BAR ApeosPort C2570 JE—. | Controller ROM | NMFURKDT77—L | BithZ(HEL
TUVR. TPDA. AFvU . A+ | Ver. 1.5.3, Fax | D17=#H AN
L—YnLEEFHEMKEEERE | ROM Ver.2.2.1 Foz7
T
A&/ ApeosPort C3070 JE—. | Controller ROM | MUK DT7—L | TH#hZ2(HEL
BARLUSY | TUV TPDAL AFvD, AL | Ver. 1.5.3, Fax | DI7&fHANTEN—
L—YnLEEFHEMKEEEE | ROM Ver.2.2.1 Foz7
7L
BA/ ApeosPort C3570 JE—. | Controller ROM | NMFURKDT7—L | BithZ2(HEL
BARLS | TUVR TPDA AFvY, A~ | Ver. 1.5.3, Fax | D17&#HARTEIN—
L—JnEEFHEMEERES | ROM Ver.2.2.1 | Fy17
7L
A&/ ApeosPort C4570 JE—. | Controller ROM | MUK DT77—L | TH#hZ2(HEL
BALUSN | TUV T7DAL AFvU Ak | Ver. 1.5.3, Fax | D17&HARTEN—
L—YnLEEFHEMKEEEE | ROM Ver.2.2.1 Foz7
T
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A&/ ApeosPort C5570 J—. | Controller ROM | MUK DT77—L | T Z2(HEL
BARLUSY | TUV TPDAL AFvD, AL | Ver. 1.5.3, Fax | DI7&#HANTEN—
L—-YnLEEHEMKEERE | ROM Ver.2.2.1 | FI17

7L

BX/ ApeosPort C6570 JE—. | Controller ROM | /MM UKD T77—L | W2 (FEL
BARLS | TUVR TPDA AFvY, A~ | Ver. 1.5.3, Fax | D17z#aHARTEN—
L—JnLEEFEEMAEESE | ROM Ver.2.2.1 | kY17

T

A&/ ApeosPort C7070 JE—. | Controller ROM | NMMFURKDT77—L | T Z2(HEL
BALUSN | TUV T7DAL AFvU Ak | Ver. 1.5.3, Fax | D17&HARTEN—
L—YnLEEFHEMKEEEE | ROM Ver.2.2.1 Foz7

T

BHALSY | ApeosPort C3070 G OE | Controller ROM | N FURKDT77—L | Bith=Z2(HEL
— TV TPDAL AFv Y, Ver. 1.5.3, Fax | D17zfHANTEIN—
AML—YDLEFHEHEERE | ROM Ver.2.2.1 | F917

HETI

BHALSY | ApeosPort C3570 G OE | Controller ROM | N FURKDT7—L | RihZ2(HEL
=TIV TPDAR AFvY, | Ver. 1.5.3, Fax | D17&HANTZN—
ARL—JDLEEZFHEREERE | ROM Ver.2.2.1 FoT”

HETIL

BALS | ApeosPort C4570 G OE | Controller ROM | N FURRDT77—L | BHithZ(FEL
=TIV TPDAR AFvY, | Ver. 1.5.3, Fax | D17EHANTZN—
A=V LEEFHEREERE | ROM Ver.2.2.1 ko7

#qHETFIL

HALS | ApeosPort C5570 G OE | Controller ROM | N FURKDT7—L | BithZ(HEL
— TV TPDAL AFv Y, Ver. 1.5.3, Fax | D17zfHANEN—
ARL—JDLEEZFHEREERE | ROM Ver.2.2.1 FoT”

HETIL

BALS | ApeosPort C6570 G OE | Controller ROM | N FURRDT77—L | BHithZ(FEL
=TIV TPDAR AFvY, | Ver. 1.5.3, Fax | D17EfHANTZN—
ARL—IDLEEZFHEREERE | ROM Ver.2.2.1 FoI”

#qHETFIL

BHALS | ApeosPort C7070 G OE | Controller ROM | N FURKDT77—L | BithZ2(HEL
— TV TPDAL AFv Y, Ver. 1.5.3, Fax | D17zfHANTEIN—
AbL—IDLEFHEHERE | ROM Ver.2.2.1 | k917

#qHETFIL
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A TOE 015Vl Table 3, Table 4 [CRY &N, BAGEREEZFMNSD. BARLRIFEBARE

iR BALSMERITIEEEZERDFIAE CEL TSNS,

Table 3 TOE Z#r Y 3 WEHIAVR—2 Y (B ARBRIIHVR)

RERS i Bt A& AR A% NvoafE
ME9024]1-1 | PDF 771Jl | Web &2+ ApeosPort UJ7LVAHA AR | 78addd7f3108e97
K 46db2b6dd78cbde
C7070/C6570/C5570/C457 | df2c2d1f072edd8f4
0/C3570/C3070/C2570 0163db59420d3eb
6d
ME9025]1-1 | PDF 771Jl | Web &2t ApeosPort UJ7LUAKA Fg | 3edf10fff2f8a073d
Efm 7clc61e53be5ef17
C7070/C6570/C5570/C457 | 8e7315f96b305b8c
0/C3570/C3070/C2570 51e45f5001c09bc
DE6689]1-2 | #i{Ak I Z(+EL | ApeosPort ERikERBAZE -
C7070/C6570/C5570/C457
0/C3570/C3070/C2570
ME8995]1- | PDF J71Jl | Web &4t ApeosPort C7070 e65e592753dae4dfe
1_20201203 ApeosPort C6570 071dabb258da459f
ApeosPort C5570 3eb272ee688b04fe
ApeosPort C4570 919e3cc5846be29
ApeosPort C3570 a
ApeosPort C3070
ApeosPort C2570
THIUTAHERERETAF
Table 4 TOE #8532 IERIAVR—R Y F(EERTIHVA)
REES ek Boft A%k RE VT NwafE
ME9024E2-1 | PDF 774J)L | Web B2ft | ApeosPort Reference | 43191808bdf65e82fb88
Guide Main Unit a065d01acd044a06cca8
C7070/C6570/C5570/ | Oec7fd1699ef2cf71a830
C4570/C3570/C3070 | 046
ME9025E2-1 | PDF J74JL | Web E&ft | ApeosPort Reference | 23670e065d5b5f29efde
Guide Operations af4911d9a962decd65d1
C7070/C6570/C5570/ | 4f7fce5c468be95d07edf
C4570/C3570/C3070 | b3a
DE6690E2-2 | #i%IK Hih=2(3E | ApeosPort User’s —
L Manual
C7070/C6570/C5570/
C4570/C3570/C3070
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ME8996E2- PDF 774)L | Web B2+ | ApeosPort C7070 68702e437af6ce77efafd

1 20201203 ApeosPort C6570 673bfd9514c8f39ddcede
ApeosPort C5570 b12b719b433ddfc603e2
ApeosPort C4570 9Sb

ApeosPort C3570
ApeosPort C3070
Security Function
Supplementary Guide
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. I\wr—IZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLIUTOE [E. PP HEKRTZEHEEHBELTLVS,
PP HERTILUTOEHEEEEL. PP DERENExact Conformancel ThHhd, TN, TOE i
AllE PPE—ELTLS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 13 - Copyright® 2020 by Fuji Xerox Co., Ltd.
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. ot 1UT1H 8. FHREHIOVTEER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 5 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE [T BEBE. Table 7 [CEE#h T B,

Table 7 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF

- 14 -
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #AEOTX1UT1A%t (Organizational Security Policies)
A TOE WIESFLEB TN B o EREDE+1) 715 &% Table 8 [CEEh T 3,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the

log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.

- 15 -
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3.3. HIR&EMH (Assumptions)
X TOE OEE. A, BLUFAICEAT 3RTIRSH%. Table 9 [CEEiR T %,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xEAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBREMEF1)T1x %K E% Table 10 (CEEHT S,

Table 10 :ERREOCF1T KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRERIVIR—2V bEZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer

needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using

cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

- 23 - Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox C7070/C6570/C5570/C4570/C3570/C3070/C2570/C7070 G/C6570 G/C5570
G/C4570 G/C3570 G/C3070 G tzFalrr4—Tvt

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES 256 _CBC_SHA

TLS DHE RSA WITH_AES_128 CBC_SHA

TLS DHE RSA WITH_AES_256_CBC_SHA

TLS RSA WITH_AES 128 CBC_SHA256

TLS RSA _WITH_AES_256_CBC_SHA256

TLS _DHE RSA WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE RSA WITH_AES_256_CBC_SHA

TLS ECDHE ECDSA WITH_AES_128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS _ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES _256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_128 CBC _SHA256

- 24 - Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox C7070/C6570/C5570/C4570/C3570/C3070/C2570/C7070 G/C6570 G/C5570
G/C4570 G/C3570 G/C3070 G tzFalrr4—Tvt

TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_ PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#” N, "%, AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF
FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
using Pre- shared Key, and it is therefore placed in the FPT class with a single
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component.

FPT_TST_EXT Extended: TSF testing

Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update
Family Behavior:

This family defines requirements for the TSF to ensure that only administrators
can update the TOE firmware/software, and that such firmware/software is
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authentic.

Component leveling:

FPT TUD EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)
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tX1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and

b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 11, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR Additional

Information

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None
that are part of a role

Changes to the time

FPT_STM.1 None

Failure to establish session

FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for 0O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric

encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic

signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,

P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “"Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS _ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES 256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS ECDHE RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS _ECDHE _ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to
determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Table 13.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image . Delete
Submit a Modify
. Operation: document to or.ReIease stored stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed

- 46 -

Copyright® 2020 by Fuji Xerox Co., Ltd.




Fuji Xerox C7070/C6570/C5570/C4570/C3570/C3070/C2570/C7070 G/C6570 G/C5570
G/C4570 G/C3570 G/C3070 G tzFalrr4—Tvt

Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/
Retrieval

ed

View Modify Cancel
Operation: Create. stor.::rge stor:age / stor:age / stor:age /
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.
Note 3: Job Owner of received faxes is assigned by configuration. Ownership of
received faxes is assigned to a specific user.
Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate
the DOC/JOB of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1,

such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user

intervention.

Fax separation

- 48 -

Copyright® 2020 by Fuji Xerox Co., Ltd.




Fuji Xerox C7070/C6570/C5570/C4570/C3570/C3070/C2570/C7070 G/C6570 G/C5570
G/C4570 G/C3570 G/C3070 G tzFalrr4—Tvt

Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)
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Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: "7, “"@”, “#”, "$”, "%”, "N, "&”, "*”,
(", )7, [assignment: ” (space)”, “””, """, “+” "7 “-
YA S-S S A/ AV S/
R AV R/ S/t i
Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assighment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
subjects acting on the behalf of users: [assignment:
nonel].
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6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:

query, modify, delete, [assignment:
creation]] the security attributes [assignment: the
security attributes listed in Table 15] to [assignment:
the roles listed in Table 15].
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Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case)

User identifier (General case) modifi U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified
TSF Data to the roles specified in Table 16.
Table 16 Management of TSF Data
Data Operation Authorised
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| | Role(s)
TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modifi U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | guery, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print qguery, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer qguery, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 17].

Table 17 Security Management Functions

Management Functions Operation
Registration of U.NORMAL /SA query, modify, delete
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creation
Data on User Authentication qguery, modify
Key operator identifier modify
Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Private Charge Print query, modify
Data on Trusted communications query, modify
Data on date and time qguery, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Storage query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test query, modify
Data on Access denial due to qguery, modify
authentication failure
Data on minimum user password qguery, modify
length
Data on Autoclear qguery, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6. Class FPT: Protection of the TSF

FPT_KYP_EXT.1 Protection of Key and Key Material
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Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
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FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI. 1 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the

trusted path

Refinement: The TSF shall require the use of the
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FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIEEH (Security Assurance Requirements)
Table 18 [CEF1UTARIIEHZEEHRT S,

Table 18 TF¥a)T4{RIEEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCL.1 Conformance claims
. ASE_ECD.1 Extended components
Security Target N
. definition
Evaluation - -
ASE_INT.1 ST introduction
ASE_0OBJ.1 Security objectives for

- 59 - Copyright® 2020 by Fuji Xerox Co., Ltd.



Fuji Xerox C7070/C6570/C5570/C4570/C3570/C3070/C2570/C7070 G/C6570 G/C5570
G/C4570 G/C3570 G/C3070 G tzFalrr4—Tvt

Assurance Class Assurance Assurance Components
Components Description
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NBDEFI)FTARIAIBEHERIRTIBERE., ZR/DBOCFIVTAAR-AFI VDN K EEZEDEESNDE
BLLANIVCE STV CE, TOE (LHITRERREM T 1T W EHSNTHN, hD TOE B & 0ffi
EICRE TR EERINTLVBETHD,

6.4. tF1UT 1 EHBI (Security Requirement Rationale)
6.4.1. &kFHDIREE (Dependencies of Security Functional Requirements)

TFIVTFHERREMMREFELCV IR S . SITRFRFREH R UGV KEEEHL . IRTFEFRNE
TeSNBCTHREN GV RBLE . Table 19 (SRR T B,

Table 19 t¥1UF AT HIVHR—%> btk

BREEHIR—2RV b EFtEOREEZHIVR—2 Uk
EEEERRLTUVG | FERH
BEHBLUEHEH PP THRESNTLVSEH NEHEZOE St

FAU_GEN.1 FPT_STM.1 - OK
EET -S4

FAU_GEN.2 FAU_GEN.1 - OK

F A& A R R OBER [ FIA_UID.1

FAU_STG_EXT.1 FAU_GEN.1 - OK
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BEEEHEIVR—2VE EREFEOMEZEHIVR—2RV
EKEHEERLTUVG | TEH
BEUHSLUVEHRAT PP THRESNTI\SEH NEHEZOE L
YiaR : SV ERBE & AT B4R # FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkid - OK
ESRER(GEXFREEA) FCS_COP.1(i)]
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
[REEELEI—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEE B BME K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(b) [FCS_COP.1(a) F(& - OK
ESRAERCHFREER) FCS_COP.1(d) Fl&
FCS_COP.1(e) F=(&
FCS_COP.1(f) (&
FCS_COP.1(g) #F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
&SR E $%I¢ FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
EESIRE(CI MRS St 8% ) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
B IRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - oK
EERE(\WYITILTYXL)
FCS_COP.1(d) CS_CKM.1(b) - OK
B 5121 (AES T—AKEE 1L 18 | FCS_CKM_EXT.4
)
FCS_COP.1(f) CS_CKM.1(b) - OK
512 (RS 1E) FCS_CKM_EXT.4
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BEEEHEIVR—2RVE KEHOBEZEHIVR—RV
KEMERELTUVE | TRH
EHBSLUEHRBTH PP THESNTL\SEH NEHEZOE Lt

FCS_COP.1(g) CS_CKM.1(b) : OK
EESIRE(BMT)N\Y 1 AvE— YRR | FCS_CKM_EXT.4
i)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
Yi3R EIRENTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F(& - OK
Vask - BFT1Y FCS_SMC_EXT.1 £l

FCS_COP.1(i) i3

FCS_KDF_EXT.1

RV F(Z

FCS_COP.1(f)]
FCS_RBG_EXT.1 L -
Pk RS BRE (BB Y FERK)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
Hh3E SEIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
By b 7Ht A%
FDP_ACF.1 FDP_ACC.1 - OK
tFXIUTBHEICED 7O AHIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
L3R TARD LT —H{RE
FDP_FXS_EXT.1 L -
YE5R: 77D A5 B
FDP_RIP.1(a) 1L -
7ty MAFIERIRE
FIA_AFL.1 FIA_UAU.1 - OK
SRR R BBF DERD KL
FIA_ATD.1 BL -
FAERMER
FIA_PMG_EXT.1 L -
PRER: )SAD—REHE
FIA_UAU.1 FIA_UID.1 - OK
ERHINEE V)
FIA_UAU.7 FIA_UAU.1 - OK
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HWEEEHIVR—-RVE EREFHEOBEZEHIVR—2RVF
EREMEGBRLTVG | TEH
EHBSUEHL PP THESNTIVEH NEHEZOE St

RESNTZT1—FN\WD
FIA_UID.1 iU -
BADRLIVY
FIA_USB.1 FIA_ATD.1 - oK
FRAE-HIIIDMES
FMT_MOF.1 FMT_SMF.1 - oK
LHITAHEREDSZEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - oK
tF1 T BHOEE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - oK
BB FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - oK
TSF F—h0&EE FMT_SMR.1
FMT_SMF.1 iU -
BIEHEEDREE
FMT_SMR.1 FIA_UID.1 - oK
tFaUT11&E)
FPT_KYP_EXT.1 iU -
Yk BRUBHMEORE
FPT_SKP_EXT.1 iU -
Y5k : TSF T—H0DRE
FPT_STM.1 iU -
SEEIMLARVT
FPT_TST_EXT.1 iU -
53E:TSF T+
FPT_TUD_EXT.1 FCS_COP.1(b) - oK
YhER S EEETYIT— b FCS_COP.1(c)
FTA_SSL.3 iU -
TSF 2B LZRT
FTP_ITC.1 [FCS_IPSEC_EXT.1. - oK
TSF RIS ST vl F72(4 FCS_TLS_EXT.1.

%724 FCS_SSH_EXT.1.

Zfzld FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - oK
SEENA(EEER) F7=1E FCS_TLS_EXT.1.

F724 FCS_SSH_EXT.1.

F1zd FCS_HTTPS_EXT.1]
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HEEHIVR—2RVb EFIEOMBEZEHIR—2 b
EEEEZHEELTVGE | TR
BEUBIUEHAT PP THESNTI\OEH NEHEZOE St
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - OK
SIEEACGEEERER) F7zI3 FCS_TLS_EXT.1.
Fzld FCS_SSH_EXT.1,
F7zIF FCS_HTTPS_EXT.1]

6.4.2. tFa1)T IRIIEHIER (Security Assurance Requirements Rationale)

NoDEFIVTARIEEHZERT 3RS R/NMROCFLITAR-AFI VB K BEDEESNDE
BLAVCEINTSCE, TOE [CHITHERRROCF 1) T MERSN TSN, 12 TOE B H0ff
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITAET1 > EF21UT(REE
EHEERT SHNBREGHFEICOVTORENOH A4V AR ETILEHICERSN TS,

- 64 - Copyright® 2020 by Fuji Xerox Co., Ltd.




Fuji Xerox C7070/C6570/C5570/C4570/C3570/C3070/C2570/C7070 G/C6570 G/C5570
G/C4570 G/C3570 G/C3070 G tzFalrr4—Tvt

TOE E#{t+#k (TOE Summary Specification)
AB T, TOE MBHT 3 0F 1T (BB MOV TRA TS,
1.1. t¥a1Ur1#8E (Security Functions)

Table 20 [CTOE t¥a1THeEE X 1) T HRBEEH DRI ETT o
AEICEBATS TOE tXa)T/#EE 6.1 HlCEERSNZ X 1) TR/ ERT LD TH D,

Table 20 TOE t¥al)T1#aEt X1 T4 BEE H DXt G B &R

tFa1UT #EE

3 =
ot A,

FEITER
=1

=15
T—HE
=15

f
f

PSTN 270 2-%y b —DRE D5 B
AL—YDLEEEHFE

70t AHIE
X1 T1EHE

SFRs

FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)

&l
SIS S| )78

AN ENENEN AN ENENENENAN
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tFa1UT #EE

3 =
=Y

FEITER
=1

f
f

"— 3G

=
F
=
PSTN 77D -2y I —DRE D5 B

AML—JDEEEFHE

243
tFTEE
POEAHI

t¥1)TEE

SFRs

FCS_COP.1(g) v
FCS_HTTPS_EXT.1
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) v
FIA_AFL.1
FIA_ATD.1
FIA_PMG_EXT.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1
FIA_USB.1
FMT_MOF.1
FMT_MSA.1
FMT_MSA.3
FMT_MTD.1
FMT_SMF.1
FMT_SMR.1
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1
FPT_STM.1 v

{\

NENENENENENAN

DN N N N N BN

AN
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tFa1UT #EE
b
R
S
i
T
2| &
2 #0
fal W g v
it = i i) = i o Je-l
~ = ~ i oe | B :
(11T ||\ HE II\ -I;b H @ (Y l'\
-] p ~< j Hm b |
8 H Y H b » e E A
SFRs i N N o Iy ik il a ~
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 4
FTP_ITC.1
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. #AIFER

BRI AR EF R SN2 E DRI AEBTIFC MFD OREREZERT HERZHFZEHIC, #1E
NIV RBEDFATV D CWIS, TIVA— R4 N\DMo1—H—ID £1—H—)IAT— FEA NS TH
A EELT HHEAETH B,

MFD [CESFSNTVSFI AEFEHREEMA LT, #AIFREE1T,

(1) FIA_AFL.1 Authentication failure handling (nhnlEiE&E%GDHS(O?&L\)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D FREE K Bt [
BEZIRIH LTS,
FAEOARRRILCH(TRRA AR EZRE L. PIEAMER R THRESN TS 5 BED:E#TERKIC
ETE. LEFIABEOHERRIICELTIE. TOE OERUIM/BIRAFEF TR I3,

(B8:&9 % TSFI]
BENRRIDERFRE
CWIS M AI535
TIVB— R4
SEEEEY N

(2) FIA_ATD.1 User attribute definition FIREBH TS
FIA_USB.1 User-subject binding FIRZE-HJIIHMES
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TOE BFAEICH LT, 1-H—-ID tZBNERMELTERL., ENOEH AN B LR AE(CHL
TEINFT3.

[(FIA_ATD.1 [CEd&E ¥ % TSFI]
BAENRIDEEKEE

CWIS nEE#aE
[FIA_USB.1 [CBE#E ¥ TSFI]
# 1’Fl?*)l«0)uﬁkﬂﬂuun

CWIS 0z 5l Z85
HEREEEY N

(3) FIA_PMG_EXT.1 Password Management /{AD—REE
TOE [CHEWT. B EEED\AD— FEBRR, FLEAKRARIOF AEEF -TRFO)IAT—F
(. L TOXFDHAENETIERTEIIENTED,
NAD— RICHEE ATRER X F:
PIWITPRYPDRXFENXF  F . RURDFFHXF
(“17,“@”, “#7, “$7, “%7, N7, &7, k7,4, )7, " (space)”, M, YT R Y

A\Y \\ A\ /A \ U/ SR\ U / \\<II w__#@ \\>II \\?II A\ Y \\¥II A\S IV /\ I/ \ NN/ EA\\ A\Y \\|II A\Y /AA\Y II)
’ root / ’ roT root I ro—

. VAT LEBE SRV NAD-FEE 0~63 )‘C%@ﬁul'ﬁﬁi?‘é&h\f%éo
TOE (FCDEREICLD 15 XFL EICRETRENTES,

(R8T 3 TSFI]
BENRIDEIRRE
CWIS & E4ae

(4) FIA_UAU.1 Timing of authentication ERFEDRIIVY.
FIA_UID.1 Timing of identification EAIDA1IVY

TOE BFIAZEDEARIAXELT. KRR AKX EYR— M3,
BRI EE R SNBM AT — AL B1ENRIV. FIREDFAT72 bD Web T30, FIUA—F
AN EEBY-)1\D 4 FEENDHD.
BAENRIV. FIAEDZM47Y MO Web J59HTld, MFD BEEEDIR(EREFRI T B HIIC, ID &/TAD
—REAASET, ADENE ID ENAT—FHY, TOE [CEFSNTVSFIAEFRE—HTI "
ALY %,
BEET-NTE. VATLEEEZD ID &£/\AT— FZiEik Uiz PowerShell 207 bedHoh U &R
L. BE&Y—/NETZ0 PowerShell 20)7 232179 %, PowerShell 207 ha3E1793CE(CL
N, BE&Y—)\h5 TOE [C https AL ET ID E/SAT—EHEESN ., TOE (FZELE ID &N
AD—RICEDEHARAEEITT 5.
Fe D347V F PCHoDF)Y F=RICF 53N ID &NAT— FICENTFA K= TV MDA
REENITHND,
FRRE(FIA_UAU.1)&ERI(FIA_UID. 1) 3 EBFICEITSN. A - REEDE AN LIZB DA 1
ENEERISNS,
NREFEN LD FAX DZEICOLTIE, TOE (&, BAIFREIETIC. FAX T—3%2{ET 3,
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(B8 ¥ % TSFI]
BIENRIOBRIERE
CWIS D RIEFER
OV IA
HEREEEY—N
NREBEFEEIR

(5) FIA_UAU.7 Protected authentication feedback {RESNERIIT—F/\wD
TOE (21— —EBEERF(Z. /SAD— RERTEDHIC, SAT— RELTA DSNEXFHERBDIELX
="@ (bullet) "%. 4/ IR Web J5IH(CR RS DHEEHIZILT S,

(BH:&E9 % TSFI]
BRIV OFRAEEE
CWIS Dz 5I525

(6) FTA_SSL.3 TSF-initiated termination TSF #ZEHCL3&T
TOE (3 Web 7508 H CWIS (C—EFRHE(1~240 92 TR ERIRE)D7HE AN E NS S ZOT14
V(FREEEYYaV) D)7 LB EERT B,
FIARENRID D —ERFREI(10~900 M TEREATRE ) DIRENE S E (. BIEIRIVDEEEND
D7 SNRELEENR S,
TVUR—=RIANEDEYIaVRFHET. 7)Y MOERDBEZLLICEYIaVER T T,

(RH:&E9 % TSFI]
BAE)IRILOF R ERE
CWIS m#iRIE23

1.1.2. €F¥1)748&

tFIUTIEERER, YATLEBECINVATLEREE - FTRESNEIEEOTRE ICHL.
AT TOE FAEICHLT, L2, HEN EQLIBERETODEVDERPEELBIAY M (HIZE
PEEPEREE. I-YRFBE) &, BIF IR T IHOMAEEIRM TS,

(1) FAU_GEN.1 Audit data generation (B&ET—34%R)
FAU_GEN.2 User identity association (FI|f#&#71&EHROBEER(T)

TOE (&, Y370 T PR AE DR RN K. AR SN R AEICLIEEEREOF AL
E.Table 21 [CRTEEMROERIOVNT, BEEOVERHRT D, FLREET L. FRHE
OB, EROER . BRE5IFRLLFAE (AIRETHNE) . BLUEROBERNEHSIN
%o
TOE BEBRSINZEBERRIAY MEEOT I71IARERT IEFC. TORRAELEFRAEDH
BIEHRICBEE M TERERLTLS,

(BH:#9 % TSFI]
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BAENSRIVOHERFRE
CWIS M AIERE
TIUB— R4
BENSRIDEEEE
CWIS nEEREEE
BRRAY

BAENRIOIE—ERE, TUY MERE. AT v UBEE. AT v UIRYD ARTERERE. 7D A RE. XXEE

N Likae

BENRINDIITEER -BREDRREERE
CWIS OJa7ikEE - B DR THEHE
CWIS OERBRYDANLDOXET—SENH Uikse

SHHEREEET—N
CWIS O77—Lo177y7T— MiEE
AREFEER
Table 21 BEEOJ DM
HRER RHINIEEFERA EESEREH
EEEHREDREIEIR T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEDIOL g Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 9]

R FAE SRR Login/ Failed

F A& BRI K BL (Invalid UserID),
(%I, CWIS. BEZE | Login/ Failed

H—=1\hn) (Invalid Password)
FIFAEFERE XK Job Status/ Print /Aborted
FI A& BRI KB

(FIVBRES1)1 D)

EEEREDFIF

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
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Authentication Mode
Device Settings/ Edit User

[ZEESNZEHELTID”,
“Password”, “Name”h's2 &<
h3]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
®EID—ERCTHBIFIAEY | Device Settings/ Edit User
W—TDHRZE
[ZEESNZEHEELT Role"ht
FLEREN3]
BZINZEE Device Settings/ Adjust
Time
tYavHEIL DK Communication/ Trusted Failed
(TLS) Communication [FORIL. BIEE. KD

MY R7F]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VATLEEEER., CWIS [COJM V. CWIS hoDREICED., ¥V T BEEODT T—AICE RSN
EYRTOEHRETH LT ENTED,
TXIUTAEEOT TR TRUNOTF AN IPAILELTHADYO—- REND, EFIUT1EENT T7—
REAOUO-F3HEF. TLS BENBUMCEEINTVILELNHD,

(B8:E9 % TSFI]
CWIS OEE##E

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TFIFAEEDTT-A0FEH B U, RSNV AT LEBREOHICRESNDS.
Fr. XV TAEEOTT-IANDTOE AL, Web T505DHER A RET. I RIDDT7DEA
TR EFHELLY,

(B8:E9 % TSFI]
CWIS OEE##E
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(4) FAU_STG.1 Protected audit trail storage (fRE&SN/=EEE IEFEH)
EFXIVTAEEATT-ANDTIEAL, Fid H UEEDH THD. BHIBRE LB ERMRERIFELEL.
CNIEED, EFIVTABEEODT T DR ELHIBREBENDRESN TV,

(B8:E9 % TSFI]
CWIS OEE##E

(5) FAU_STG.4 Prevention of audit data loss (B&T—448%kDMHLL)
EBEBEOTHZEDIRY ML, TOE AEBDA ML —IVEEICRFIND AL —IJEE(ICF. &K
15,000 $DIRY MeRETBCENH KD, 1T BEEOTT—ANERICE-5E . &REEC
RERSNLEERT AICLEEZLT HTILLEETANMERTI LR FHRENDS,

(R8:&9 3 TSFI]

BRI DHE R FRE

CWIS 0z 585

TVUB—=FIAN

BIESRINOEEEE

CWIS nEE###E

BIRRAY

BAESRILOIE—HEEE. TUY MERE. AFvUiEE. AXvURYD AR IR, T7DAMAE. XER
N Likae
BENRIDIITER - BREOR TR

CWIS @ Ya7 K& - BEDR THERE

CWIS OFBNYIANODXET—SERDH Likae
HEREEEY—N

CWIS O77—LOI77y77— MihE

AR EBIEEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BE52 SEBRHE A
TXI)TAEEDTT-AE. S EBEEY -/ \hoDERICEIE, ATREDDTFAMI71ILELT,
SNEREEE Y — ) INEHEND, TOE INHMEETY -/ \hoEEDV TG EREZ(T5E. TOE
(CRBFEINTWZLOT TN EEE Y — ) IAEHEND, S EREEE Y — ) INEH T 308,
TLS/HTTPS ORI THES LN,

TFITAEEODTT-ADFEH H U, BREASNZVATLEBREOHICRESNS.
TOE REIC—HREFSNIEEODTHRDIAY MORKEHE. RRGHERBBLEFOEMEG.
(5) FAU_STG.4 [CEikan3,

(RH&E9 % TSFI]
HEREEEY N

(7) FPT_STM.1 Reliable time stamps &{E#431 LARVT
ERENLEBERRIAY MEEDT 71N T B, TOE TS IOV EEIC LSS
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1 LAV TEeHITT DMAEEIRIET S,
FETDERE L E(E FMT_MTD.1 (C&DVATLEEZDH N AIEETHD .

(BiEY % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#9'%

1.1.3. POLRAHIE

BRI R LIE R AE OGN T seDRe & AR AeE3%, TSF (C7DEART B/ VRT1—ACZE(C,

FI AT REICTI B HREN RS,

a) AKEEESRIVTHIEISN D HEEE
OE—#RE. TrDABEE(GEIR). AT vUHRE. XEQRFEIDL LikEE. TU MERE(TUVA
— RS NTORELE DR EN KM THIENRIFFIRIE/ SRV TEREET 3) . IIKEORTR.
JaTREE - BEOR THEE. £ TOE RET-HOSHR/REMAE(VATLEEREDH)

b) CWIS THlfEHIicNSHEaE
HWHAKEORTR, Va7 K- BEOR THEE. BRI ANGOXET - LiAE. TOE
BRET DS R/REMEE(VATLEEEDS) . 77— LIIT77YTT— MERE (VAT LEE
EDH)

c) FABIIMTUEDTIE— A NEERTHHHEE
FABEBFIREDIA 7Y DT IVEI— FIAN TR EEERTE LIRRETTUY METRET BL.
MFD (3R ZREEN Y LIEH B COH ZET —REEY My T T—AICE#(TIVR-X)LTa
—H—ID CEQORERINY MIICETET B,

(1) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control t¥iUT(4BH&(CLZ 70t A%
TOE (3, Table 12, Table 13 (ZfEL), HIEEKRBEED VITEXET-ADTHEAKIHES )
3, LT . XKRND()AD note MiEik(E Table 12, Table 13 @ note #58LTLV3,
ERRERBEETIRONDG JaJEXET A EHEETEES LR AEES - LRI T 7
—F—FRVATLEBEL N7 AR §EE13, ELIPHARIEREDFM1T7U M PChHZ2{E
BROT—RE, YVATLEBELINPOEAAEEERS,

TUVMEBEICBWTIE. D347V F PCH AN TV MTF—ARICRIREBEEZHETIRHO1—
F—ID &EN3, TV MEREICH TR UadmMBE &R, TV M —RCEFENE1—T—ID [LL2T
H¥ESN3(note 1),

AFvUHEE JE—#EE. J7D AR EHEEICHTD V3T R, BIENRIUIOT 1 LIz 1——1D #¥,
EDNA—F—ELTEINDIFONS, (note 2)

IPDAREF DY E. TPV AR EEES VLA ABEMFETERVED., VATLEBENFT—F
—&LTEINDFoN 3, (note 3)

TPDARELVTREFSNZI7DARET A RETIHRRINVIACENDHTON TS 1Y -ID
WA —+—ELTEINDIFoN %, (note 3)

TPHARIED V3T HT—A% TOE Sihnii o3, TOE OFIAFETHZININOI—F—+. 77
DAZEDVITELUVT—HZERK T HEFTERGLY, (note 4)

XEORFEMNH UHEER ., AFvUXE. J7VAZEXENHRRNYIAREFCZOIMDE UiEE
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BAIREET B, ATV UBEE(CHUVTIE, BT ERICOTI VRENDLETHE . HERIDAICAFYUX
EZEE IR BHEBEQIIRTOHEBRYIAN, — R AEFE SATEENMETIH
BRYD AL T BIRATREE D FIAZB R AT X EEREFIIHBRIIAEERL, AFvUIRE
ERTTIN ERUVEBEBRYIAOMBE BN AT XEDREEICLED, (note 1) FERAYIA
(CREFSNEZT-AOEDE L. TV MER. BIER. 7)Y MERTIEOH M CRAMBDERIE. FiE
BFIHBEEELINREITTES, SARVATLERELN, h AOBRBRYIARNDT—H(3 R
ETERL, (note 5)

TV AFvy, AE—. J7DAEE . TPIAZE . XEORFETRDHL. WINOEEEICH LT,
XET-HERET IR BESNE,

AFvY | TPHAEE . TPIAZEDRE VTR E T IHAEFIRESNGL,

(BH:&9 % TSFI]

TUIB=FAN

BAESRILOIE—HEEE. TUY MERE. AFvUiEE. AXvURYD AR EHEEE. T7DAMEE, XEE
N LikaE

BAENRINDYITIRE - BEDR THAE

CWIS OYa7 k& - BEOR RHAE

CWIS OFBRNYIANODXET—SERDH Likae

DR EIEEER

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tF¥aUT1#EEDSHZFEL\D
&
FMT_MTD.1 Management of TSF data TSF F—A0DE&EE
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
FMT_MSA.1 Management of security attributes tFi1UT1EBHEDEE
FMT_MSA.3 Static attribute initialization F#8IEHE#IHAE
FMT_SMR.1 Security roles t¥1)71 D& E|
TOE (Z# AR SNZ VAT LEBEDHIC, TiE Table 22 (RY TOE Ha1UT/#8EICE %R
FTREFI)TAEEBEEDSRERTE R BLURHEEDFHMERZRE TSI —10871—
AZRHT B,
Fz AN — R FIAEIETDNNRAT—- FERDHATHETHD,
CNODBEEEICED ., EREINDZ X 1UT1 EEBHEETIRE TS,
TOE (3. Table 12, Table 13 [CHEL), BFEEAREEETRIONDG V3T EXET-AORBEH
BERDT 74 MEEL T, BHEETEB LR AEHANERZETE S %, a5, [7.1.3. 7oER
#I1E (1) FDP_ACC.1 Subset access control # 7ty 7D A% FDP_ACF.1
Security attribute based access control t¥aUF/EBHEICLZ7OEAHEH I ESBOE,
TOE (I, W EEE . SA, VATLERE . — KA AEORINEELLFAECEEMT., Tne
I3,
TOE (Z. FIAERBNCEALELF )T BHEDT 74 MEELT, — R FIREERTET S,
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(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 (CR8:# ¥ % TSFI]
BRIENRINDOEBEEEE

CWIS OE#ERE

[(FMT_MTD.1, FMT_SMF.1 (CB§&ET % TSFI]
BAENRIDEEKEE

CWIS OEE##E

CWIS O77—LII77v7T— MkeE

[FMT_MSA.3 [CR8#E Y 3 TSFI]

TUVR—=FAN

BAENRIDEEKEE

CWIS OEEEE

BAENRILOIE-HEE, AT vUBERE. AT vUINYD AREEEE. T7D AR RE

NREBEFT AR

Table 22 %17 EEHAECIE{ERIAER Ul

¥ )T EEIER BERI CWIS
ARL=YDEEEHEKREDKTEESHRL, AR/ E. LEESEH v v
NEHREEITD
APL-URESEHREDREESRL. AR/ BIDREEITD
RENSRIDLOFBFERF D) \AT— FMERDREESEL. B2/ HEN v -
DREEIT
FRAERERRICLD PV AEBRREESHL. A/ E. £EH v v
HOREETD
HWHMEESE ID &)\AD)-RFOREEITY HMEEEDH AL v v
FAZED ID OFREESEU ID &AAT—-FOREZITI. . FIA v v
BICEDHTREZSRU. SA FZR—EAABEORENEZHRET
%
1-Y—-1AV—- RFOR/NCFHHIRESBUREETY v v
BIET IS EEEROREESR L. AR/ BEIHLUFRFROD
REETD
TLS H4—)\GEBAZE DR EES R L. /ERl/ EH DR EEIT, - v
A FREE A RE DR EES IR U . AMRFEEL/ B DR EZ1TH
TIAR— TV MERRDIREES L., BR/HIRIOREZ1T
B, BRIESRUREE1TI
BETAMEREDREESRL. AN/ EINOREET
I7—LOIP7YIT— MEREDRE TSR, AR/ EMDREEITI
Z—DUPHERE BRE)IRIB LU CWIS) DS HRERTE
Lik—MHADREESEL, VATLEBRERE/FAEDREET
2
DA IV IZTFIRERIREEED S BER EZITO(HRRED A 21/

<

AN
AN

AN NE I NE I NI N N BN

AN
AN
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/RFIAT—F)
LR BEREOREESELAMN EAOREET : v
(AR, LF1UTABEDYT- 58T EYNDTHANTPAIT,
B/ SGEETBIEN A A, )

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF 7—AMD{R#E
TOE (3. #r5 5% (KEK: Key Encryption Key)%#¥F3X T NVRAM2 ([CRTFT BH, TATOF
RAFECRLT, CORSREFRHETEHDMIUITI—AERELTVEL, 2. NVRAM2 RlEAED
(FSN TS EMRIE. AL—I BB ELEEMRTIEEL,
ARL—UREE##(DEK: Data Encryption Key)ld. i) KEK T AES-CBC A THES1EL
T.NVRAM1 BRU HDD [Z{&7F 9%, HDD (LR 7F T3 DEK ORI /N\YHI7yTTHD,
TOE O#2ZE1FF. NVRAML [CRFSNEEELSNEA N —URES8E. NVRAM2 [CHDRIFS
BTEBILIN. BB EFEXDIKET DRAM [CRFSND,
L. IRTOFAFCK LT, TOE (&, DRAM [CRFSNLEEXDA N —JBEEREGHLTA
VRII-AZREL TG, Fo. DRAM CRFSNTVBEX DA —UIESHE. BREEET
CEICENIEESND,
TLS BIEEFICFERTIMERBTEDIEAE. 7.1.6 (15)DHEIBICLNESLSNIZIKRET
NVRAM1 [CRFEN. IATOMAB(CH L THBERESH HTA U371 AR BLTIVED,
BEICFIASINS TLS tyYaVviE kU TLS EC Diffie-Hellman ##Z{E(XF X T DRAM IR TF
SNBD, TRTOFAEICK LT, TOE (X, DRAM [CRESNEEXD LY VIV BERHETA3
JI—AEREL TG, 2. DRAM [LRFSNTNSIFEXD YAV RE., BREECT CEICLD
WEIND,

[(BS5&9 3% TSFI])
HIRL

1.1.5. SIERELER

(1) FPT_TST_EXT.1 TSF testing TSF 7Ak
TSF (& Controller ROM & Fax ROM D220 77— LIIPICENERSNTHN. o220 77—
LOI7DSEEMERIETRECLD, TSF OIEESERRIET 3.
TOE (3#2 &85 Controller ROM (3 4byte OF1y7 i, Fax ROM (& 2byte OF1vH4 L&t
BURMEDEE—HT N EHERAL. EERFIRENRVCIFI-2RRUEBZELTD, £k,
DRBG [CBILT [1]11.3 [CEEEDAINATAIEREITL, TAMI K ULIZIS A
BENRRIVCIS-Z2RRUEBZELT S, 5H DRBG OfL4k(E 7.1.6 TRY,

(R8:&9 3 TSFI]
BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update &{EE7yFF—F

FMT_MTD.1 Management of TSF data TSF F—420 & &
FMT_SMF.1 Specification of Management Functions EIE#EEDIETE
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VATLEBER . BESRIDODREICED BIENRIN L TEEBFOI7—LOI7N—J3V%HE
RIBENTED, T, BEER A MNZENFH NI IEICE THIFEF D TOE 21K T 5 77—
LOIP7ON—I3VeHERTHENTED,

F, BARENL VAT LEBEOH N, VATLEBEIIMATY MO Web T30 05,
Controller ROM, Fax ROM &)\ —JULizN1+)774 )% TOE (SEE T EICED. 77— L7
IVETVIT—hTBIENTED,

TOE 3. YATLEBEEDIM7Y bD Web T30 oEEENE 77— L7 &G\ FH) 774
ERETRE MFIIPANNCHRTSNEBEFEREIRALL. REAECKRR LS &R, 7yTIT— M
UL, BENRIUCIS—BHUTRLT D, N FUTPMIUH EENTVREFE R, 1\MF)7
74)V% SHA-256 T/\voalLfz)\wiafEzi#R 2048bit O ZEHETHES1L Lz RSASSA-
PKCS1-v1.5 A RSA TIURINERATHD . SO TREEDFIEL. 1)\ MFITPMIUTHATESNTE
BFERAZI7—LII7ERAWMRIA RSA 2RBICTES. 2))\1F+)771)l% SHA-256 T/\vY
1. 3)EERRE) \WIAEELEE L, —BINEREEK . F—HTHNIEHRIILBKEL D,

(FPT_TUD_EXT.1 [CE8:& 9% TSFI]
BAENSKINDTP— LI 7 N— I3 VFERR

CWIS O77—Lo177v7T— MkEE
[(FMT_MTD.1, FMT_SMF.1 (CR8§&ET % TSFI]
BAENRIDOEEKEE

CWIS NEE##E

CWIS O77—LOI77vFT— MiRE

1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) FES#4
B GEX &)
TOE (3 TLS KES-@{E0$eRESL (EC Diffie-Hellman) TRV ERTRERELT, [2]ICREB0E
MRS EAND, FEAMBKRBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [CH
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random Mok E%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG THRUEELEITHD . FBMBR#RELT [2]Appendix.D [CEE &k
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHHETE—DOhiRES,

TOE (3 TLS H—/)\GEBAZE(CRIAT2IEMHEEL T, [2]ICEEEHDFEMBIRE. L LA, [4]IC
S2EHD RSA #EA WS, CNHDIER TR CWIS hoD1—H—38 R CEMIND, FEMABh iR
DERAZEIE [3]5.6.1.2.2 RU [2]Appendix B.4.2 [CHt5, RSA #(d [4]6.3.1.3 HiD4
A EICHD, Z0HRTEONZZHIE [2]0 B.3.3 ([CENERKEND ., EABRELT
[2]Appendix.D [Z32# P-256. P-384. P-521 %, RSA #E£LT 2048bit. 3072bit &4
iR— kL. CWIS ho1—HF—HNINH—DFIEELTERIERT D, T, REURHOEL A RKIC
(£(14)(CE2E D AES-256 CTR DRBG ZH L%,

ERRUVZRAERICBNT, TOE HADIRPRBEORELG,
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(R8:&9 % TSFI]

CWIS m#iRIF2E

TUVR—=FIAN

CWIS & HE#gE

BAESRIVDAF v UHERE

CWIS Va7 K& - BEDR THERE

CWIS OFBRNYIANODXET RN LikaE
NEEEY N

CWIS OI77—LOI77v7T— Méke

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84 K
(RIFREEA)

TOE AN -V BRREUSEBEEENTYYaVRELT. FTEDOEY MIDELEZRALVS, BK
BIICIE. AL— YRS 8 (DEK: Data Encryption Key)® 256 £y, DEK 28551t 37260
ErES8(KEK: Key Encryption Key)® 256 Bk, TLS tyYavBOIA—ELTRIVI—
DAV TRE VS ARICIGUT 128-256 EV M ENENERKT 5, ELEIE(14)(CFEEHD AES-
256 CTR DRBG T4 7%, iH. 20 DRBG HIFUGHENZ O, (12)[CREHBLERTFIAVUE
AR, R TLS BEEYYaVEIBRRRTHE.

(R8:#E3 % TSFI]

CWIS 0z A2z

TUU8—= RN

CWIS nEEHEE

BIRNIY

BAESRIVDAF v UHERE

CWIS OYa7 KRB - BEDR THEAE

CWIS OFRINYIANLDXET -2 LikEE
HNEEEY-N

CWIS OI77—LOI77v7T— Mk

(3) FCS_CKM.4 Cryptographic key destruction IESH#HZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction ES### ¥ 0OMEZE
TOE BEXRFESNIERUVEMBERBICH LA THETS(*), TOE [CFEXREFESNDHE
BRUBMBEEDIEFESEZ Table 23 (TR, Fo. INoNRERUEM BB SLEDOEITEIC
RAM EDT—=DABRINENIE-SNTRIASNSN, RAM LOT—4(3 TOE OEREELICTE
ERDAEIRRENS,

(F) ARL—URESE(E NVRAM1 R U HDD [CfRTFSNS M, (10)([CREEMBEDEE S L SN,
AKEHORENET D, Fol (1)ICEEEHD TLS —)GERAE(CRIAT3IEx TR, (15)DANZ
ALICED NVRAML EICEESIELTREFSNSTZH . REHORRINET B, T7—LII7ERIRILE
(CAWS BRI, MER., T51 - MES#E. BSI)T DL EF1) T4 5 30NN EL S

LBLVESOEREH DR RN THS.
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(R8:&9 3 TSFI]
BAENRIDEEKEE
BIRNIY

Table 23 FXREFNIBREUBMHOBESE

BEFE R RiEFE B R EE N

BERE S5 NVRAM2 | #1ERIDEBEEZEAZ1—-h o TIHHFEROKE
(KEK:Key (CRTIETRELEZRE. T—5%(14)[C5EH D DRBG T
Encryption Key) ERUEELBT1R EEETS,

T FHRORECRT CLET(R LO2TOT
~BEWESBCLEEKL, T IR RIS
#E)-TVaVERUIE SR CES T EBEN
LVzsh, DEK B U KEK (FAREICES,

TLS tyvavi RAM TOE OERM CTHET S,
TLS EC Diffie- | (1B%)
Hellman #%Z & TOE (FERMOE A TEMG TLS yYaVyERL

31z8.TLS yYaviER U TLS EC Diffie
Hellman #MZEERFEICLS,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
ESRIEIMRIESI1E1ES)
TOE (& TLS Oxt#r##rg&/E=5LT [5](CEEEHD CBC E— FR U [6]ICEEEHD GCM E—FD
AES(128bit. 256bit)&zHiR— 3%, AES [ [7]HEMTHD,

(R8:&E9 % TSFI]

CWIS mz A2z

TUVR—=FSAN

CWIS nEE##E

BAESRIVDAF v UHEEE

CWIS O Va7 R - BEDR THEAE

CWIS OFHBENYIANODXET IR LikaE
NEEEY N

CWIS OI77—LOI77v7T— Méke

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) BEBR{E(FRERK1REL)
TOE (377—Lo177y77— FOEIEMRRIECHNT, [2]ICEEED RSA TIURIINELEHR— T
%, BRI 2048bit Thd, BRIA—IYME [2]5.5(F)ICEEH D RSASSA-PKCS1-v1.5(Z
€5,
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(RH&E9 % TSFI]
CWIS OT77—LoI77v7T— MikE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) BESEE(ERERK.KREL)

TOE (3 TLS OABFEREE. KU, EFERERM/RIEICH VT, [2](CEEEHD RSA TIIINEL K
UHEABRIRT YAV EB RIS IGLIZE R E MR VIREEZ1TI. BH . RSA KL 2048bit FzI
3072bit. NIST t5MBh#2(Z P256, P384, P521 #HiR— 9%, RSA T IR ERDER T+—
Iy M [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 (LD, F. AT VI ELDE S
A R/HRREE [2]6.4 (C6ED, CNold TLS BIERICEEFERFLOXTVI-Yay, EFERYE
BEFICIE - —DIEEICLD. TNENFEATIZER AN RFD,

(BH:#E9 % TSFI]
CWIS OEEHEE
BAESRIVDAF v UHEEE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BE&E#&E(\voa7?
WAV L)
TOE Q77— L0177y 77— FOEIEEMRIERDI7— L1777V TT— M A—=IF =D )\y a5t
HIZSHA256 %93, CD SHA256 /\WYa1{EEEBRIED RSA ESHERELLETEETE
BRI ERITTS. 85 \Wwoa7ITUILIE [8]ICEMT S,

(BH:&E9 % TSFI]
CWIS O77—LI177y7T— MkEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) BE&S#/E ()\w>a7?
IVIUZ L)

TOE (F(11)ICEEEOD TLS [CH T2 FEA - IR ARD)\W D1 EIC
SHA1/SHA256/SHA384 ZHiR—+3%, BIEICERTE/\WYa7I TV LIIHEF HEOXTVI
—9avIldOTRET S, F2. TOE BEFE R ERK/RIED/\wYast&EIC
SHA256/SHA384/SHA512 #HR— L. BLERKFDO1I—F—DIEEICEINERATE/\Y217
IWTVZLHRET B,
TLS [CBFBRFEAVE—IREEARDN\YV1GH EEBFER ER/AREED)\Y Y15t BIZIRILL
THNERICHAENERIIENTES,

(F8:&9 3 TSFI]

CWIS 0z 5l Z8E

TV8=FAN

CWIS NEEHEE
BAESRINDAF v B HE

CWIS Va7 KRB - BEDR THEAE
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CWIS OFBRNYIANODXET—SERDH LikaE

NEEEY N
CWIS O77—Lo177v77— M&HE
Hx‘.:

=]

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
F1&E (AES T-AmEE{L1&S)
TOE BARL—VBREEDIESARELT, [9]ICEBEINSE AES. RU. JOVIRESE—RELT
[10](CEE& SNz CBC &Hh— T3, B#BRIE 256 EYRTHD, IV AN —IDEHAEFE
DEK zmIcEH T3,

(B8:E T3 TSFI]

TIVB—FES4)8

BENRIIOIE-HERE. TV MERE. AF v e, AFvUiNvD ARGFHEE. 77D AREE. XEE
D U

BENRILD YT IRE - BEOR TR

CWIS OB BRI ANODXET—HERDHE LHEEE

AREFEER

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) SRE (RS
1£)
TOE (F(12)ICEE & D@D, AL —IURES1EH#EED DEK(256bit)Z [9]ICEE&E SNz AES A=K
THES1ET 3, 8K 256bit THN. TOYIREFE— RIE [10](CRRE SNz CBC 2HiR—+T3,
BRI 256 EYNTHD, IV (E(14)ICEEED AES-256 CTR DRBG W' ELETHD,
(12)[CEREDED. AR —URE S #EED DEK(256bit) Zi521ET30(E. AL — IR S 8T T

1Vh 1 TOE OHEIREBIFF THD.

(R8:&9 % TSFI]
BIRNIY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) RESRIE(BEF\vDaAvE—IEREE)
TOE [F TLS [CHF2 8 fF EAvE— IR ARELTUTEYR— T3,
& (bit):160. 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Avt—IH4J1AMR(bit): 160, 256, 384
N7V TVZLIE [11]. BFENYD 1AV E— YRR 7IVIVXL(HMAC)IE [12]IC#EMT B,

(B:&ET% TSFI]
CWIS Dz AIERE
TIUE— RN
CWIS O EE#RE
BENRIVDAE v UHERE
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CWIS Va7 R - BEDR THERE

CWIS OFBENYIANDDOXET—SERDH Likae
NEEEY N

CWIS OI77—LOI77v7T— Mk

(12) FCS_KYC_EXT.1 Key Chaining #F1/Y
TOE (@A ML — Vg S82(DEK) & U DEK %85 21L T 3 DE2rs 2 52 (KEK) 2R F 10T 3,
BE&RMICIE TOE FA M-I EHRTFIM VNG WEEIRF(BAMNICIE. TIHEEVREERF., £t
FBENRINOEBEA 1o TISHAHORECRTIREEUVLROEEIRF)(C(14)IC5EEH
? DRBG T DEK & KEK %4 L. DEK [F KEK (Z£D(10)(CR-THES1EL NVRAML R U
HDD [Z, KEK [FSE3CIKEET NVRAM2 (2. ZNENRET 3, 2 [E B OB NVRAM1
([CEEB{ELTHRF L]z DEK Z NVRAM2 Mok H Lz KEK T(10)ICRE-TEE T3, K
DEK. KEK £4(2 256 £y FC#H% . DRBG IClF(14)ICE2 H LB+ 9 IV MOE— Mt aENn3
F=hBEDIEE(L 256 EVNTHD., BFIM VDT 256bit BEHLHIFIND,
(BE:&E9 3% TSFI]

BIRRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material B8R U EDIFE
TOE ([F(12)ICE&H LEED. A —IREE 8T IM U1 TOE OF)EIFEERF(C#£ 8D DRBG T
DEK & KEK Z4 L. DEK (& KEK THEES1EaN T NVRAM1 R U HDD (C, KEK [ 3TIKEET
NVRAM2 [CENENRET D, TDDA L —IIC DEK, KEK iMREFSNS &L, NVRAM2
FER AR ATREA FL—ITHBEH. (12)DEF 1MV D— DT IR ATRELG A ML — JITFE X
TREFEINDEGE B,

(BH#E9 % TSFI]
BRI

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) €&
R4 (ELEEY MR

TOE [FELE A RIC [1]10.2.1 [C#E#LLT= AES-256 CTR DRBG %FIH9%. Z0O DRBG (&
Derivation Function. Reseed ##t%%& L. Prediction Resistance #BEERZI0, F1o.
Linux #—JL®/dev/random WG EL#E D — FET 3, /dev/random DIRHEETTHS
Linux Random Number Generator(LRNG) % U LRNG [SFEATI0O090H0030F5H H L
g/ M X2 &HiceAkEIY ME—-RET S, D/ XFVT M7 ICENERMNICHERDELDEE
HETZHLDTHD, DRBG lF/dev/random hoifaEnizo— k% entropy_input R U
nonce ELTHFIATRH, ELEOIY bAOE—&E(F 256 Evbx1.5 ##8%. [1]8.6.7 DE#EHS+
NEEAB,
TOE 320 DRBG ZHWVCA M —VUKEE#E., TLS tyav#aEHT 3,
(12)ICEBE @D, AL — IS REHDHIC DRBG HiE#sNdDIE. A — ISR FI(
VHE TOE O EIREENRFTHD -

(R8:&9 3 TSFI]
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CWIS 0z 5l Z8E

TIVA—=FS4N

CWIS OE#ERE

BIRNIY

BAESRIVDAF v UHEEE

CWIS Va7 K& - BEDR THERE

CWIS OFBRNYIANODXET RN LikaE
NEEEY N

CWIS O77—LII77v7T— MkEE

(15) FDP_DSK_EXT.1 Protection of Data on Disk T1AY LDT—4{R#E

1.1.1.

TOE BAM—IFNAALDT—RTOVD B TRESIL/BBI1L TS, EFMICE. ARL—IT)N1
ALDESAERRIS—T4 23V (TR T TP IV RUART—HD Read/Write ZH L TT—3DE
SL/BELEREL. B8/ T4 2avICLTTF—A270v0% Read/Write 33, BES1L AR
FCS_COP.1(d)ICH5, BB AL RN —T4 03V BB LA — I T M AR R AT BETS
NVRAM1 kU HDD T#%N. NVRAM1 KU HDD LIS IR A AT gE G A L—I TN AR
LYo

EROAMN-VESEE, EEACI O TAMN - VESEERENA MR ESNLE. TOE #]E
BN OEIET S, BES1L/ESLICRIATS DEK (L(12)(CEREHLZED., BSHRFIM NG
REENRFICE RSN,

ETCHOEXDFAET 2. EXDOWEND TSF 7—45(% NVRAM1 XU HDD EDBES1ExR) -
T4 VAVICEFRAFNILHIEFTIESNS, NVRAM1 RU HDD EDOFERESIERIRDI N —T13Y
(C[E. TATSLAA=T | FlfE) I5A—31 KEK ZHEL(10)(CEEEDBDEESLSNT DEK Odht
BN, EXOFBEXET HARVEXOWED TSF T2 EFE 1\, BH. DEK OEES1t
($(12)ICEE&K Lz@D TOE DIES BT/ VDB VEBRFICITHNS, T2, X KEK ORFLET
% NVRAM2 (3R ZARATREB A L —IT N AT,

(BH&9 % TSFI]

TV8= RN

CWIS OEEHEE

BIRNIY

BAENSRIOTIE-HEE. TV MERE. AT vUREERE. AXvUiINVD AREFHEEE. D7D AR . XEE
N UikaE

BAENRINOYITIRE - BEDR THEAE

CWIS OFBNYIANODXET—SERDH Likae

DR EBIEEER

=S &R

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREN7 HTTPS

Web F50%., GoUVICEEY - NeDETHEIE 57190 HTTPS TEFa17FvRIUETELIIC
SEHITHERENFRETHD . COREL CWIS Mo BEEEDHNITZS, HTTPS (& [13](CHE-7
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EETHD,

D347k PC D Web F50%hb CWIS AD#EiREREZ(THE. TOE D317V~ PCHT
TLS BIEDMXTVI—YavetEiLL, HTTPS BIE%RI8T 5. V517V PC hod TOE 0
CWIS [CH1F2#BIREE S LU T ATOUE— MEEICH LT, HTTPS @ENERAINS, Fe. BEE
F—\hoEENTT-ARFERERT. EEDTT-A2EEY—/NGEETBME. HTTPS &EN
BAINS,

(B8:E9 % TSFI]

CWIS MR35

CWIS nEHE##aE

CWIS O Ya7 iR - BEDR THEAE

CWIS OFHBRNYIANODXET IR LikaE
NEEEY-N

CWIS OI77—LoI77v7T— MékE

(2) FCS_TLS_EXT.1 TLS selected ZEiR&nk TLS

TLS @IEELT [14]0 TLS1.2 BHiK— 193,

TLS BIETHERTIEEAM— MISAT7Y b H=)ED TLS IRDYavh(cxTVI—-tEn3,

TOE (F TLS ZFIHT %:BIE(CHTIE. TOE (FBEBEICIE UTOM 7Y MY —NICH1ENFS, fi

ZIE. CWIS PHEATI>Y—)N, AF vy XEA— IR ERICEINTM 7Y FELTIRBED.

TOE 302470 M IRESNEEE A — b0 hoR— 5@ 0% 1 2:FRT S, TOE

HR— BB A — MILL T THD,
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(F8:&9 3 TSFI]

CWIS M AIERE
FUVA—F51)
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CWIS & HE#aE

BAESRIVDAF v UHERE

CWIS OYa7 R BEDR THEAE

CWIS OFBRNYIANODXET - LikaeE
NEEEY N

CWIS OI77—LOI77v7T— MékE

(3) FTP_ITC.1 Inter-TSF trusted channel TSF i&{E®EFv=RIL
TOE (3 TOE £BEEH—/\. Mail H—)\eDMET. LTOBEBEEEIA NI EYR—FT%, Il
&0, IV RRI Y PDEBRIEBIET—IDRBERSHNLDIRENRIESN D,
EZ&EY—)\: TLS/HTTPS
Mail H—)\: TLS

(BH:#9 % TSFI]
BAESRINDAF v B HE
NEEEY N

(4) FTP_TRP.1(a) Trusted path (for Administrators) &S/ \A(EEEMR)
TOE [FEEED)E—FPCHODOBTIEAMVATI—- AL, L TOSEEEETO ML ZTR
— ;B INICED. IV RRA Y FOERIEEE T - IDRBERS DO DRENMRIISND,
CWIS: TLS/HTTPS

(BiEY % TSFI]

CWIS 0zl Z8a

CWIS OEE##E

CWIS O Ya7 KRB - BEDR THEAE

CWIS OFBNYIANODXET—SERDH Likae
CWIS OI77—LoI77v7T— Mike

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E#E/\AGEEEER)
TOE BIEEBEEDUYE—FPCHLDET7IEAMVATI—AILK L, LTOEEE&EE IO M ILEY
R—FF B, TNICED. TV FRAV FOEREBIET - IDRBERS WD DDRENRIEEND,

CWIS: TLS/HTTPS
TVUR— RS54 1\ bOEIRI: TLS

(BH&9 % TSFI]

CWIS DOz RllF2E

TVI8=FAN

CWIS Va7 K& - BEDR THERE

CWIS OFBNYIANODXET—SENH Likae
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1.1.8. PSTN 77DA-2y rI—DRED 5 B

(1) FDP_FXS_EXT.1 Fax separation J77DA%5 &
TOE (&, 77DAET L REEHRS ., AR BEEREN LT, I7IAT - IDEZEHAEERET S,
BiR— ;370G ITU-T G3 E— RDH THD,
TPI2A VR TI—ATEZENFSNTBDE ., FIAEDI7DVIIXEDH THD.
TRETLBRERELY . S 0O BT —AEFE IV MI— Y12 TRV, J7D AR
D TOE [CRIEICPDEATBHLFTELLY, ol TOE (. AR BIFZEIRBERNEBRY MDD —DETT
—HER(TETHEEZLLEVEY, ARBEERZENZELVCARERT —2IRBRYFI-D
EEICELILY,

(BH&9 % TSFI]
NREFEMER

1.1.9. AML—YDLEEFHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIEE
TOE (. VATLEBEICINVITRTROA N —ID LEFHERENEDILIN TS, I
—HERE. TUY MERE. AF v UMEE, J7D AMBED R 3T T RICAEN\— RTA AV EB(CERES
NERRBHNETHELEFEETD.

XEOREFHEETHRAINEXET . BERRYDZAENOOEIRIZERERDE UIRE. HIBRIE
YEICL-THIBRSN, 2D, TOE L EEHEEERT 3,

A=Y LEEFEEMEEG EEEZEE 1 B(C0(PA)ICLB LEE)E, 3 E(0-1-ELEICLD
FEFLREL) OFIRNERD, 2L BEEBEENENIESNTISIEE . MELAILTE. 8
=750, 1, ELE) FEELSINERETEERAEND, T, N\—RFTIAVEBE LI, LEEH
EFEDHAZFAXET—IN—EXHES. TOE 2EBBFIC—EEZFIVILT HERTOMAFEH
XET-INGFETIEER. LEZEELEEETT.

(B8:&9 % TSFI]

BRNY

BAENRIOIE—HEE, TV MERE, AT vURERE. T7DARRE, SXEERDH UikaE
BAENRIO Y TRE - BEDR THEAE

CWIS @ Ya7 K& - BEDR THERE

CWIS OFBRYIANODOXET D UiaE
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

A EENE
CcC JEVD3547)7(Common Criteria)
CWIS tUR—1 74 8—2%y MF—EA(CentreWare Internet Services)
DRAM HA4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)
FIPS PUB KEDEHIEFRLIBIZEDH MM (Federal Information Processing
Standard publication)
IIT B A H3—3F)(Image Input Terminal)
MFD FIRIEE#(Multi Function Device)
TEHRMESUH LTHEAAE)(Non Volatile Random Access
NVRAM
Memory)
PDL R—Yitik §:&(Page Description Language)
PP J057HYav 70774 )L (Protection Profile)
SFP t¥aYTs#EE A &t (Security Function Policy)
SFR X1 T H#BEZE #(Security Functional Requirement)
SMTP BFA—ILXETOFIL(Simple Mail Transfer Protocol)
ST t*a1)748—5v M Security Target)
TOE FTf % (Target of Evaluation)
TSF TOE tF1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

2 %8R
WETD TPAIVOAT L BHEMEARIN O ROBERUNGWLIITHETEEEET .
KEK Key Encryption Key OB&, ZETIE. AL —JIESREZESLTHHOESED
CEEIET,
DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,
7759V AEY SD F7=(x eMMC %357,
Web UI FAEDSA7Y D Web TS50 ENLT, TOE [T RIRENTEZIH—EATHB,
HERYIA HERYDALIIR A ANEAF YL EPTPIARIEXER TOE NICREFTIHEFIDC

Eo
FRETIEITRERBRYDACHEMSN X EERY I—D LDIVE1-8hHERD
HYZENRTEETH B,

TIAR—=rTUV b
(Private Charge
Print)

TV MEREICH VT, FIRIT -7 IVR—ZX U TR LIZEY bRy T T—5% . MFD O
Fo—UREIC—BEREL., BEESNZRAEMEERIVINIE TR 5 THIRIZHA
ER:PAVA P

FAFHIXETH

MFD QA RL— UK BICEFESNLR., FIRNE T L7/ IVIBHIBRSNZH, AR —Y
EBRNCRT-SBEEELTVSREOXET -4,

XET—H
(Document data)

— % FIFAE(U.NORMAL). SA h* MFD OIE—#48E. 7)) MigE. AFvUBEEE. 77
DARE. XEDRFHEEEFI AT SMRIC. MFD RAEE BT 22 THERIFEHRES
OT 3% MMULTXET HERET S,

AFvUXE AT UBEEIC LS T, BEFHAAEREINLEXE TS, A TOE BAF+UXEZ Mail
F—)INEELED. XEORFCIDH UEEICINHRBRYIAICRT T IHEEER D,

TPIAZIENE TP ABEBEICLHTRIESN.. N TOE THRIMNBBEFHADXET A THS, K TOE
TlE. FHEROEREICEN. ZIELETPIAT—AZHON UHERESNEHBRYIAICGFR
FIHENTES,

TXIVTAEEDTT WO, HR EOIIBEEEIT NV BRPEERIAY MHIZSEEPERE

-3 B, 1-Y-BERE)E. BMEHEINZT-4,

MAEERE HAIEREELERIAECEINZ TONSRE|, A TOE Tld. M EEE®RE. SA &2,

(User Role) —RFABREDERINTND,

HHEEERE W EEEN TOE 2R AT 3RICHERLIERZRT , SFR ATIE Key Operator

(Key Operator
role)

role ERI|WSNS,

SA & ZI
(SA role)

SA ' TOE &FIAT 3R ELERERT

— A AERE
(U.NORMAL role)

— &% AE(U.NORMAL)H TOE 2FI AT 3RICHEBHERZRT .

FIAEHAER
(User Identifier)

FIREEHANTIHOER, 1—F-1ID,
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MW EEREHAE
£

(Key Operator
identifier)
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