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Data created by and for Users that do not affect
the operation of the TSF
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Data created by and for the TOE that might affect
the operation of the TSF
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
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User Job Data Information related to a User’s Document or
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Protected TSF
Data TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
D.TSF.CONF | fi#%®D TSF 57— | T — X OFrAEHE THEHEREITH 2 WFIHAEIC
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Confidential TSF | TSF Data for which either disclosure or alteration
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Administrator role might affect the security of the
TOE




3.3

3.4

EH

JISEC-CC-CRP-C0697-01-2021

AKTOE OIEET 5B %F 3-5 \TRT,

®3-5 ER

A

EE

T.UNAUTHORIZED_ACCESS

WEEFIX, TOEDA v 47 =—2 %@L T, TOEWN
ORAEGET =2 ~7T 782 (&, &E, £/20%
HIBR) ., FITRAE Y a 77— 2 2L (LEFE
IFHIBR) 7508 Lty

An attacker may access (read, modify, or delete) User

Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

WEFHI1T TOEDA 27 = —A %@L T, TOEHN
DTSFF—ZICARET 7' 2T 50 LivZely,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.
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TOEDOHANENTF A SN-H4 . TSFOBEEHEIC L -
T, BX 2V T 0 OBEZGI TG LILZR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.
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An attacker may cause the installation of

unauthorized software on the TOE.
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04T AZ LT, BEFOF—FIZT 7R LD,
TOEDt X = VT 4 ZfEbrfb L7203 2560 L7
AN

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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E2 &
P.AUTHORIZATION R 1T, SCEALER N OVE B RE 22 ST 2 AN M

[BAa AT S iuze 57,

Users must be authorized before performing
Document Processing and administrative functions.

PAUDIT XU T BET T T ITIEBEEINR TR
X759, F0koRTrvaron ViR
S, ANHBIT= T 47 4 ~EFEINRTNER S
VAAN

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN EODT /A 2 & B & &5 T & /e
FHUER B 70,

The TOE must be able to identify itself to other
devices on the LAN.
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If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable

Nonvolatile Storage Devices, it will encrypt such data
on those devices.

PKEY _MATERIAL FIHE SCET — 2 £ 7213 OTSFT — 4% OBLHIA
BAR[RE/R RNEREME R L=V D72 DR 58D AL
IZHGT DL 97, X0k, 7 ~R7 | EEk F
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XN, hOFDOARL—U TN
A A BIRGFEIN TR 5720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW TOEAPSTN” 7 7 At = 2t 9 5454, PSTN
7 7 27 A[ElfR L LANO B O 5y (RFET 5

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and the
LAN.
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WEMH Y g 7OK T E1TFEORRIZ, TOEIXZ
DOBMAZHATTRE/ R R A L —UFT A A ED
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Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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A.PHYSICAL
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GOl X2 U T 4 H, BREICK o TRt
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Physical security, commensurate with the value of the

TOE and the data it stores or processes, is assumed
to be provided by the environment.

ANETWORK

EREREEIL., LANA V4 7 =2 — A~ S DE
BT 72 ANSLTOEZRET 5 Z L 2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEFE 1. A FOvX= VT 4 HEHIHE- T
TOEZEHT 5L, BEHINLTWVWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SHNIERHEE, A botF =2 U T 4 FFEHT
> TTOEZM M % & 9 HFAH S LT D,

Authorized Users are trained to use the TOE
according to site security policies.

B IR & MR
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S5, FIHEIE. A TOE OF/E AR LAN (2 sz 747 > k PC
(—FIHE S ZA T VAT LEME S A7 8 2#ELTKTOE &

AT 2,
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HALIA) : 64bit Windows Print Driver (PCL)
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AREREIZ, ¥ =2 U T 4 BEREDOREF

R EH & v AT NEBEITHIRT 2H8RE T dH
Do ToIZL. —AIMAEIZ, KRADSAY — ROLENAETH D,
6) &=V T 1 BEARERE

AEEREIT. X =2V T A RBICHET A FREEAEn 7L LTAERL, BE
V=R O AT LDEHE PO ORI LA RIS HEETH D,
Ak E A r 713 TOE WERICIRF S, IRERBRZB X 5581013 b
TR ZHE L T LWER R 7D RFE SN D,
(7) &3 FEE B RE

AKgHe1X. TOE BN 7 7 — AW = 7 OF = v 7 W LG OELEAE RO 1E 5
FEET A NTHHEEL, 77— U =T HHRHCESRH Y 77— T =T DE
B AR DEERETH D,

(8 PSTN 7 7 77 A-% v F U —7 B D4y Bt RE
AREREIL, AREZEREME (PSTN) & LAN Z4BE+ AHRETH 5, A%E

B D TOE 28 L CLAN T — 4 25 ZET A Z L ILTE 20,

(9 2 FL—T0 FEX LKL

AHEREIZ. TOE OIEABERE O T £ 72 13FIHE OHIREIFEIZ L > T, TOE 23

MHEZEOXET =2 21T 2B, EFET — 2B Tz TOE WED
N= T 4 A7 IEEOEM A FEIHET OMETH D,

5.2 ITIREE

TOE %, LAN 2/ L CEEY— RV Z 47 b PC LBE%R1TH5, TOE @
[(4) BEFEEHKRE] X, 2o ITHER EEE L CEBSh, BTFTo7e k=
NEEHT 5,

« 7547 PC (Web 7 %) : HTTP over TLS

I A4 T NPC (VU H KT A4N) : IPP over TLS
« BEA 4 — 3 HTTP over TLS

« Mail #—/3 : SMTP over TLS
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AKTOE DHA X v ADiB %3 6-1 LV 6-2 12x7, TOE OFHE L. it
SAEZN T T2 Pl R o AV O 7 Bifif & WSF N ER SN D,

x6-1 HAF R (BEXAIT)

2 ¥ N—o3Y
ApeosPort U 7 7 L > A0 A RAK ME9024J1-1
C7070/C6570/C5570/C4570/C3570/C3070/C2570
ApeosPort U 7 7 L > AH A MR ME9025J1-1
C7070/C6570/C5570/C4570/C3570/C3070/C2570
ApeosPort Hud i DE6689J1-2

C7070/C6570/C5570/C4570/C3570/C3070/C2570

ApeosPort C7070 ApeosPort C6570 ApeosPort C5570
ApeosPort C4570 ApeosPort C3570 ApeosPort C3070
ApeosPort C2570

X2 VT o R TA R

MES8995J1-1_20201203

x6-2 HAFUR(EAXRLSN)

&% N—o3Y
ApeosPort Reference Guide Main Unit ME9024E2-1
C7070/C6570/C5570/C4570/C3570/C3070
ApeosPort Reference Guide Operations ME9025E2-1
C7070/C6570/C5570/C4570/C3570/C3070
ApeosPort User’s Manual DE6690E2-2

C7070/C6570/C5570/C4570/C3570/C3070

ApeosPort C7070 ApeosPort C6570 ApeosPort C5570
ApeosPort C4570 ApeosPort C3570 ApeosPort C3070

Security Function Supplementary Guide

MES8996E2-1_20201203
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WIRHiE )7 i Kk NG PP OIRGET 7 7 4 €7 4 Z W TiTh v,

MR OFEMIT. MRS EICB VTS S, FEHliEREETIX. A< TOE
OWE L, CEMOU—27 2=y N OEE PP OIRFET 77 4 B 7 1 Z & OFMM
WA K OIS 255 5,

HE RS E
LR, Al &2 & 2 Rl S ORI 2 73

AL, BN 24F 4 HIZAAED . B 24 12 ARG EOTERE S > TR T
U7z, aFmHERIIE. BAREE 7 ORI E 9 2 skl ARt — R oot 2210, —
HEOFHIICI T DALl EMA Lz, £/, FM24E6 A, TH, 11 HRT 12 Al
BHFE A N CIMliE 7 A b &% L7,

AHIESE ISR SR, FTRIREE L L TRITS N, BREICHE S
N, £ b OREMIE, BAFEEICL D RELMTbI, &S, X ToORME
R STV D,
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7.4 METR

A, Bl OB TR SHCFEL A REE L 2/R N D, "ot x0T o
BRRENHEFRICFEH SN TVD Z & ZRGET 2 72D ORHME ML T 2 b K Oags LT
NS SFHHERAT A &7 LIz,

7.4.1 BFEETA b
ARFHMIZ BT, BIRAE T A MIMEFELRICITE 20,
7.4.2 FEMEEIRII TR b

PR I, RRAmOMEFR TR SRR G DX 2 U T o BEREHERIZHE
BFENTND Z EERAET DO OFHEEMSLT 2 & (LU ST 2 R v
Do) HFEM LT, FEME AN EM LML T X R A LU RIS AT D,

(1) HIITR MRE

MSTTF 2 R OBREIL. X 4-1 127 L= TOE OE AR U -k ch b, Il
ST A S OBREECEH LML 2R 71 1R,

R7-1 MHITRMREDOERS

¥ R EEZ
TOE (B A1)
Fuji Xerox ApeosPort C2570 2 & —, 7' U b, 77 7 A AF% ¥
Y. AN —U0 EEXEEEBERTT L
/X—37 3 : Controller ROM Ver. 1.5.3, Fax ROM Ver. 2.2.1

(HALIS)

Fuji Xerox ApeosPort C3070 G =&—, YUk, 777 A A
¥y, AML—VO EEXHEHEERET L

/X— 3 » : Controller ROM Ver. 1.5.3, Fax ROM Ver. 2.2.1

7 74 7 » K| +0S: Microsoft Windows 10, Microsoft Windows 10 Professional
PC + Web~” 7 74 Microsoft Edge ver. 44.18362.449.0

(— R & s TV UHRT AN

74T ) (HAF) ART EX R A 2X(Microsoft WHQL FRFEG N A
) (H ALISL) 64bit Windows Print Driver (PCL)

7 7 A4 7 » k| + OS: Microsoft Windows 10, Microsoft Windows 10 Professional

PC + Web~” 7 74 Microsoft Edge ver. 44.18362.449.0
(2T NEPE

7 74T )

Mail#—~ - OS: Cent OS ver. 7.6

+ Postfix version 2.10.1

AT — N + OS: Microsoft Windows 10, Microsoft Windows 10 Professional
+ PowerShell 2 7 U 7' (HA X AFTLH D D)
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EVa—VIR—THY, 7 A NAICEE INTHMTEEE B2 WD, 7 &
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@ T A NHY— OB

MSLT A R TlX, BIET — % OMBRSET, ~N— T 4 A7 HEEOEZIALT —
B2 DOMEERREDEDIZ, TAFHOY —IRNEHEINE, FNR6OT A NHY —L
DOZBVETFHE I L » TSR S LTV A,

(2) ¥IL TR MEEER
M OFERE LI MSET A MILTFD LB TH D,

a) WITR I*U)ﬁﬁ‘f'
P Y, A PPOE R K OMEMt S 7= fFMAEIVE B H B R L 7= ML 7 A
h@ﬁm%uT_m#o

<MNLT A S OBLE>
O tFx2VT7 L EF= )T HMEEZS; (SFR) ZLICHERRT D,

@ BETATY XAOEENRELW & 2HERT A,
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b) TR MEE
R AV L7 7T A N OBEEIEL T O LB Y Th B,

<JRSET A N FiE>
TOE (Zxf L C. TOE O#fE X%, 7547 ks PC, B —, 7
ARV —=NVEHERALTANZITV, ZO55FENELLFOFETHREL
77

5HFNN,. TOE DI A 2 7 = — A SiERAHER 52813, TOE
ONEA BT 2 —AEFIHAT 5,

SBH5FEVR. TOE O A v Z 7 = — ANBIERTEX R WEA I,
TOE OBERA 2 7 = —A, TOE NSO/ N— KT 47 4 A7 4
BOTFIAY, TAMNATZ7 77— 7 =T 2T 5,

<JESTT A N DENE >
PNTT A ME. BHMlE T L - T 20 HE EiE ST,

MANLT A S OBLURICKHE LTe T 2 MR ZE T-2 10T,

K72 RELEHITAE

s TR MRE

@ <tFx =2 VT 1 HEREODMER>
HWAPPOSFRI & HRE SNIRAET 7 7 4« €7 4, £721%, SFROEMEIZHES
WTIERR L7272 FEBIZE D, T _XTOBx = U7 ¢ BEENMERE C B 0 ICEhfE
T5Z L w5,

@) <WEZTTY X LDFIEDOHER >

TOEIZA VA =N LT A NHAT 0 77 LA LT, LLFORKEET7LITY X
AV EBVICFEEINTWD Z & 2GR T 5,

RSA (B4R, B4 A RUREE)

ECDSA (#4544 A RU/HRRE)

AES-CBC-128, AES-CBC-256, AES-GCM-128, AES-GCM-256

SHA-1. SHA-256, SHA-384

HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384

CTR_DRBG (AES)

o) #ER

A 2N FEE L7 TOMSLT A MIIELLS BT L, #Hii& X TOE D55 %
WS LTz, FHBEIE, X TO7T 2 MERLBIFFSND 5D F VR~ L TW
DT & aMERR LT,
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ER AN I FRBIGRARSEREDS XA XA SN D AJREMN B 5,

® TOE ®» USB AR— FNEF SN DB E08H 5,

b) BATA FDHEE
FHIE 1L, BAERO R METIME N S S ATREME A T B 720z, LT O/RA
T A &I L,

<URAT A NEREE >

BAT A NOBREEIL, MNLT A NOREEIZ, BAT A NHOY —/LEB
MUTEERECTHS, BATANCTHEA LY — Va2 7T-3177,
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Version 7.80
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Version 7.1.3
OWASP ZAP Web7 7'V r— 3 v Offsggtt a2k 5 Y —v
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Version 5.0.20194.41348 | Z 5|2 ]
PRET FIRIALEE DR 2 72 ffggs it 2 4~ % > — b
Version 0.40
<BRAT A FDOEEEE >
B SN D MEFIVEIT ST DIRAT A FNEZHE T-4 1T 7,
K74 BATRAMIE
IeEEL TR MREE
@® * NmapZ il L C, TOEIZAEEHNDF v N U —7 K — kRN TN &
ZERS T Do,

*NessusZf#EHA LT, TOETEHEH L TWA %y NV —7 P —E RITAFDMETS
PER 72N T & BRI 5,

) - OWASP ZAPZfEH LT, TOEDOWebA > % 7 = — AZAFDWaFIHEN 720
Z L EHERT D,

- FiddlerZ#ffHH L T, Web” 7 U ¥ BTOE~DT — 2 ZZHE L CH, TOED
FRRERRT 7 & A OMERE 2 /S A NATE RN L 2T 5,

®) « PRETSOA % —% v b CAFLHEa— R&24H L <. TOEDEIRIALEE
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AL, MR EA S > TARTOE 28 CEM OV — 2 2= s KN4 PP
DIRFET 7T 4 BT 4 OF X Tl LTV D & LT,

FHICIELL FIC W TR S vz,
PP A
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

[N—=FRabt —F A 2pTuaTrsar7a7yAV] EWEOHERL
IZOWTDOHA K71 [16]
- FCS_RBG_EXT.1 ®F % M4 2 & IC oW T
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X2 UTF (i E . 3w 294477 SN—13 HEwE
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¥ HIENRENT-,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE_REQ.1,ASE_TSS.1, ADV_FSP.1, AGD_OPE.1, AGD_PRE.1,
ALC_CMC.1, ALC_CMS.1, ATE_IND.1, AVA_VAN.1
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DA EIND,
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AFE Fuji Xerox ApeosPort
C7070/C6570/C5570/C4570/C3570/C3070/C2570/
C7070 G/C6570 G/C5570 G/C4570 G/C3570 G/C3070 G
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&
ARG T CHA SN CC BT B IR L FITR T,

CC Common Criteria for Information Technology Security
Evaluation (&% = VU 7 ¢ 7l & %E)

CEM Common Methodology for Information Technology Security

Evaluation (&% =V 7 ¢ il 5iE)

PP Protection Profile (7m7 27 v a7 m7 7 A)L)

SFR Security Functional Requirement (&3 = U 7 ¢ #§REZ(4)
ST Security Target (Z¥ = U7 4 ¥ —4 > k)

TOE Target of Evaluation (FEffi%}5)

TSF TOE Security Functionality (TOE& = U 7 ¢ #iig

AEECTHEH SN/ TOE 1T 218382 L NIRRT,

MFD

Multi-Function Device (7 2 % /L #E 5 15)

PSTN

Public Switched Telephone Network (/A% &5R1#-HE)

AR T S 7 IT B B4 2 I5EE 2 UL R ISR T,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator
ECDSA Elliptic Curve Digital Signature Algorithm
GCM Galois/Counter Mode

HMAC Keyed-Hash Message Authentication Code
HTTP Hypertext Transfer Protocol

PP Internet Printing Protocol

RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMTP Simple Mail Transfer Protocol

TLS Transport Layer Security
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