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1. ST Introduction

1.1. ST Reference

- ST4Fr : KONICA MINOLTA bizhub C4501 with FK-514, DEVELOP ineo+ 4501 with
FK-514, Sindoh D730/CM4093/CM4095 with FK-514t %=V 7 4 #—/7
~
ST R—T 3 v : 3.00
- ERk H : 20204F11H 24H
- VERE coa=h 2 VAR SH

1.2. TOE Reference

- TOE4: ## : KONICA MINOLTA bizhub C450i with FK-514, DEVELOP ineo+ 4501 with
FK-514, Sindoh D730/CM4093/CM4095 with FK-514
cNRN—=Ta v : GG1-7B

TOE Oz R —3 M, MFP Ak FAX ¥vhd 2 ©THhs, KONICA MINOLTA bizhub C450i
with FK-514 %, MFP & {& (KONICA MINOLTA bizhub C450i ¢ Z D77 — LT =7 N — g
(AA2J0Y0-F000-GG1-7B)) (= FAX 2>k (R4 FK-514., AUk T 2aknfE HiT A883) A #5# L= DT
&Y, DEVELOP ineo+ 450i with FK-514 |3 MFP A{& (DEVELOP ineo+ 450i L Z D7 7— A7 =7 /"—T gy
(AA2J0Y0-F000-GG1-7B)) (= FAX 3k (Fgit4 FK-514., ZFAUTKkHs 92k niE HiT A883) A #5#L-b DT
®Y. Sindoh D730/CM4093/CM4095 with FK-514 {%, MFP Af{f Sindoh D730, Sindoh CM4093, Sindoh
CM4095 DWW NNEZ DT 77— =7 3—2a(AA2J0Y0-F000-GG1-7B)) 12 FAX vk (R4 FK-514,
ZAUTHKHG T2 BIE R IE A883) 45 L 7=b D THD,

1.3. TOE Overview

1.3.1. TOE DFE 7|

TOE (35> —ZEE(LAN) TSN D7 V2L E G (MFP) THY, 2t — A%y FUL b T77 A,
TEORAFLEBV L ZATOHEEE A T 5,

1.3.2. EREEERGEF 2 T 1 e

TOE (%, LAN LARERRICER S, FIAE DR TV AF vy at’'— T 7 A LEORFERVHLEZTT)
PREEZ IR A T D, Fz, FIHE OXERL X2 T BT — 221070, FritFal7 B aEz i 2%,

I 2R E D RERERRRE . FIH B IZ 5 X DIVIAEIRICHE > TIEA~DT 7 AR TOE D45 T /E2 i
IR 27 7 L ARIIHMEEE, £ =T ABRRE DR E & B OMEIRZFF O M I ICHIIR T 52U 7 A EHKRE
X2V TABIEOFEREGRL, 07— S — X5 TR ARKRE, TOE LA IT B Ol{5 % IPsec (28>
TR 2EEHIEERE. ®EEIBEREEICS WV TEE T —Z Ol S LICF 358 S {kigse. PSTN &
LAN MO B RFET D FAX ZrBEtéeE, N IEY 77— AU =T ICk7 v 77— ik 57 v 77 — Mg
TSF O EFENEEZFAET 2 A O 7 AMEREIZ XD w5 #7208 A HERE,
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1.3.3. EFRE

TOE OEMEEEAX 1-1 125§, TOE (3, LAN EAREIHIHESGL T 3%, &L TOE 2Mii 2 5
B2V ET213 LAN 2 L ClfE 3528128 > T TOE Z #9528 03 kD,

X 1-1 TOE DEFBREE

(1) TOEMFP A1%)

TOE |34 7 4 AN LAN EARBIBUIEEESIL, T iCiSREZ LR T 5,
cEBIEORZE
T 77 AZAE

FIAF I E SR DDLU T OB THZ LN TED,
- MFP D& fEZRE
CHELEOaE— - T I ARG BT LEELTOER - x v N -7 %
c ERSCEOHIR - 7 7 7 AEE - Ry b U— 2 %E - HIFR

(2) TOE(FAX %wh)
TOE T7 77 AMREAH 4 57- 0 MB35 . MFP ARICEESE 2,

(3 LAN
TOE O EEREE CHHASND Xy T—7,

(4) AR
ST 7 AL ERZAT T DT OFEFERIR,

(B) 77ATIF—IL
A —F NPT T 4 AN LAN ~D Ry NI — 7 A 1§ 57O DX E

) 77147 hPC
LAN (i D2 LI L > TTOE O/ 747 heL TIMET %, FIAFE L, 7747 U R PCIZT VAR T A=A
VA=A FHIET, 24T R PC 25 TOE (CT 7B ALLL F O#IEEITIZLN TED,

- A SCEOZ - HIR
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o FIHE X 2947 PCIZ Web 770 &AL AN—LF 52T, 7747 F PC 76 TOE IZT 7 EAL,
LIF OBEZATIZENTED,
- WC

(7) SMTP #—3—
22X LTeT — 2% TOE WIRAFSILTCWDEF LEFEL E A VIR ET 258 NS — N —,

(8) AMERFRGEY— /X —
TOE OFHFE Z#BBIFRAET BV — 3 —, A — =3B F N CGEA T A5G 0B LB, S — 3 —38
SEF ATV TIE Kerberos 385Ea2 HU 5,

(9) DNS H—s3—
RAAL 4% TP 7RV AWt A — 8 —

(10) B P — R —
TOE OEHE 07 R EHEEDORE LR — " —, AAEREA S NS niz7 7L O%EERELT
WebDAV H— —Z45E TXx5,

(11) WebDAV H—/3—
AX ¥ LT T —4<° TOE WIZIRFSINTWDE 7 LEE TOE MOk E L, T 29— —,

(12) SMB #—/3—
A ¥ LTeT — 2% TOE WIIRFESNTWDEF LEE TOE 2B EL . &N D — 33—,

1.3.4. TOE I2WEL TOE UNDIN—FDO 7/ VT b7
TOE #FIHTAICHI-> TRELRHN—RT =T V7 M7=7 LT, TOE Sl W =Rk A UL T ISR,

Table 1-1 FFffifEE

N—=Ry =TIV T U=xT FECHERA Lz N—Ta %
7547 FPC(OS) Windows 10 Pro
Web~7 7 74 Microsoft Internet Explorer 11
TV HERTAN— KONICA MINOLTA C650iSeries
PCL / PS Version 2.0.13.0
IPsec OSE
IERFRRE Y — /N — Microsoft Windows Server 2012 R2iZ#4# X 41 5 ActiveDirectory
DNS#—/3— (i) OSH ik
IPsec OSH
SMTPH—/3— Postfix 3.4.5
| IPsec strongswan 5.8.0
DNS#—/3— bind9 9.11.5
| IPsec strongswan 5.8.0
a7 —N— apache2 2.4.38
| IPsec strongswan 5.8.0
WebDAV H—/3— apache2 2.4.38
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N—=RUxTII T T=T FHMECERA e N—Ta %
| IPsec strongswan 5.8.0
SMBH—/3— samba 4.9.5
| IPsec strongswan 5.8.0

() M EREEZAF Fi 58513, Microsoft Windows Server 2012 R2 @ DNS $— R —Z{F T2 ML BENHD E
KR

1.4. TOE Description

AFETIZ TOE OWEEAYHEPH , FnEEAY#EPH OB A TR 975,

1.4.1. TOE O ¥ EEE

TOE O¥FERIHFIFHIL, MATA 7 v a Thd FAX v hadiE L7z MFP KK Ths, TOE 13, MFP A&7 7
—27 =7 Wi, FAX v b AL ADBALCRATSND, TOE ML 5N~ Ry =7 /YT =T AL
A% TR T,

MFP A&{&ZiZ USB IF MNFEEINTHDN, EHTITT v 77 —MERR TO RGN DT=s FIHE ME
NHIRAN =D T HRAR(R— LT N T T2 2 AR DT ISARE) 2 fifii U TR 952 813 TE7R0, F72, MFP A
{RIZ1T RS-232C IF NEIELS T8, A T LS TS FIHEDRARA L ZT7 == 2R T 52
LITTERN,

Table 1-2 TOE ##K 435N~y =7 /Y7 =T

Fo A BAAL i 4 N—D g VIERREE iy RS

bizhub C450i

MFP : : A FYFRD T

(E@T\M‘;h meot 0 N Ty —nym T va e, | FRECREL TR
D730 AA2J0Y0-F000-GG1-7B ‘ HIT L RS,

7) CM4093 =Ry =7
CM4095

FAX % v I | FK-514 ik R =T FAMCMRE L TR

7 A883 FICRVELET D,

Table 1-3 TOE ZERT AT A X+ R

B BT HA K v REF NR—Tg v =) iz Eof 5 ¥

bizhub C650i/C550i/C450i = —H— L0 - exe 77 | =R U MEF
AHA R ANCE2) | BT B,
bizhub C6501/C5501/C450i User's 00 o (BT#&
Guide A5

FULL R ineo+ 6501/550i/450i User's Guide 1.00 WEE
Sindoh D732/D731/
D730/CM6013/CM5103/CM4093 100 siin
/CM6015/CM5105/CM4095
USER MANUAL
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U7
+ BERERR

bizhub C650i/C550i/C450i ——— B exe 77
. s . _ . 1.04 HARGE
AHA R EF =2V T 1 HREH A L(*3)
bizhub C6501/C5501/C450i User's o (BF&
1.04 SeEE
Guide [Security Operations] 441 5)
ineo+ 6501/5501/4501 User's Guide B
1.04 B
[Security Operations]
Sindoh D732/D731/
D730/CM6013/CM5103/CM4093 1o4 g
/CM6015/CM5105/CM4095 ' "
User's Guide [Security Operations]

P— R A
45 (*1),

(*DMFP ARt B4 Z A (FULL R & B 2 U 7 4 B REMR) 2V — B A~ U BEf5,

SRR AEZ OGFRIZ L D,
(*2exe 77 A NEFITTHZ L Thtml 7 7 A V&2 AFET D,
(*3)exe 77 A NEFEITTHZ L Tpdf 77 A VEAFT D,

H A

1.4.2. TOE OHHEHIFEH
LUFIZ TOE O % = U 7 ¢ Hghe & SAMRE % ik T 5.,
TOE
oo eFVTABEE ] EAMRE _______. ,
| B A Ry AR 7> b ke !
L o e B L 2% v A |
i RS iae HESLERAEE | | S — e 5
|| SEmBEkE FAXSREHEE - E————— i
e S R R e ] | |
|| XBORFERY ELKE | |
illllli rllllli e '
A A A A
A A .
HAH 2547~ kPC SMTPH — /S — FAXHE2E
HEBRIEY — /< —
DNSH — /¥ —
A7 —s—

WebDAVH — /31—

SMBH —/{—

1-2 TOE O3 A&

p={1l

Fi.
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1.4.2.1. EARHEEE
PATIZ, TOE O FEAREEEAE T35,

Table 1-4 TOE D EAHRE

No. Function Definition

1 | FUMERE FIFH#E S LAN #%H B T30 #E% TOE ([ —MHRAEL . RIS DHERE,
I7AT R PC DT VAHRTANR—H UL WC 25, FRRE& TV MRy I AIZET
WEE—HHRIFCTED, T2, WC 5/ 3R —REE 5t PDF Ry 7 A~E 1 E
T —RHRTECED, FIUHE BBRIE SR DD —RHEE LT B A LR ORI E T
LIz, #4E1-3CE I TOE 25 HIBRE NS,
2 | AXvHgRE FIAZICEDEAE S DDOEEIC I > T, LEE AT YT THAEY, BT
CEITEBL T, 24E (E-mail. WebDAV, SMB) 3 2 #HE,
3 | A —rne FIHE ICEDBAE S I DEOBIEIZ L ST, MLEE A v THAR- T,
Fr o 72 B & B HIRI D RE,
4 | Ty U AMRE e 77T abha T, ARERR R A PSTN) % At LT E%
G T DRk,
T 7 I AKIEHERE
BEARIDLEEREREL L EE AT Y CHAIY | B CEICEHBL
TUARELIAN T 7 7 ARG T B8R, BB S0 AR Y7 ATRIFS
NTCNDETLEELT 7V AEFETHIELTED,
T 7 IR AGHERE
ST 7 7 A SRR AR T L CBF B 25 T AR,
5 | XEORGEEBOHUEERE | BARYIA BHIATIZERY 7R AT =R S PDF Ry 7 ACE T CEE
A7, BUITRAFLIZE T SCEE B 3R 6,
AANR Y7 2K LT ESLEEAX Y TRi B0, &7 CEICEHL TR, 7
FTAT R PCOTVARTAN—HLLE WC DB T IUEERTE, 7 77 AEHREIC
Lo THEBELZ F a—RM&7 77 2ACERRFTED, W ATIZER 7 A%t
LT, 777 AL L > CR B LT 7/ AL E AT CTED, /SAT —REF 51k
PDF Ry 7 A ZH LT, 79T+ PC D WC hHE T LELRFETED,
E AR > 7 ANARTE ST B A SCET B IE SRV BEIR, SMTP 4 — /3 —
/WebDAV H#—/X—/SMB $— R—~DT77A/LEE. 777 2%EE . WC 2D
SMTP #—/3—/WebDAV #—/3—/SMB #— R —~D7 7 A LiE(F, F7rm—
R TED, Wl ATIZER Y7 AMRFSNIE 7 SUEL, BIE SR HH]
Rl WC 224 70 m—RpRC&ED, /SAT —REE 5k PDF Ry 7 AIRIFSNIZE
T ICEEL BB SN D DN I ASDRIFEINTED,

W

=

1.4.2.2. %2 1) T 4 HHE
LLFIZ, TOE O&X U7 (ffes stk 45,

Table 1-5 TOE O&F=V 7 18458
No. Function Definition
1 | WDIERAERRE TOE #FIALLSET2E N AIMAE ChorZ AR AENLRS LTI E
T WAL > TRFEL , 7F TR & SIS F 720012 TOE ORI A% v 358
HE. B AEYZAZTR Y I AT 72T D6 (77 7 A% A5 %) | R OFR|]
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FREEITNZ, B ATV ZER Y7 A RRT =PI AFRAEL £ 5, 2515 IS
1% TOE B & 3iBIFRREAATO AR (R4 quuﬁjiﬁ&%pﬂ@mEE#L%/\»—%:{%H%T
DINER Y — N —GRFE ST D35, AHEREITIZLL T OMEREN & E1D,

<R L7 FRRIE IR I H A3 FE AL %u‘:zﬁ (ZRRAE AR 13 DHERE

BT AU, ASJ LT/ SR —REH I— S TRRT DR

SAT =R OB RET DB RE R TORE L&/ SAT—REDS5
P T2 LT S AT — R 72 2 80 3 Bk e

RARRRES e 2 — — DEHEN — B eV (B LR 23R E LT R 720 35
B DBy a BT T HERE

2 | TR TOE AOREEFEICKIL, #F SN B DOHRNT 7AW REL DL, £
HEPE~DOT 7 AR T DRERE,

3 | WA bikaE LAN LCToOBEPIC, T —FEE~T 7R TERWIINIT D0 S b+ HHERE,
T BB EALO B HPEIL, EERAICAGR SR 57 LTV X A0 I L0 RTE
aha,

4 | EIEEREHRE LAN FIAKCR Y T —27 EOWTEIC I D EHRIRA B Ik D6, 27747k

PC. SMTP #—/3— SEFEREY —/3—  DNS H—— mr/ ¥ —~—,

WebDAV #—/3— SMB #—/\—& TOE ORO@IET —2%& 51t 72, 3.

S LHERE IS L > TRy —7 L2t DR G PE LI 5L T2 2L TRET D,
WEDBEA DI L D TIT b D Z L2 Rk DB RE,

5 | EXaUT B ERRAE HPEH AR CREES N B (U ADMIN) O 2L B % H > F 2 D 253, TOE
DXV T AHEREICE TR E . SR ARETH AL L2 RAE T AFEHE,
6 | EsApknE TOE OfEHABLOEFX2T T L2EHS (LT, BERAEFLRLVY)) Ol % H

ML LH ICE A N/ LU TREERL ., LA 0/ 2 EA TEA A TRt

TOMRE, R 7 7 AV, I EEBEKEL AV Crs Y — A= ESh, vs

PN =DM ETHENTED,

7 | EEEAE AR TOE O7 77—y =777 7 =BT 200, 7Ty 7T — G0 77— L0

=T DEEMERGEL, ZNHNIEROL O THEHZ L MR AT v 7 T — Mk
HE), TOE 0>IE 235 H Al A/ B8 12 10 T SR W D S B ARRE T 5720 O

fE(H 7 AMERE),

8 | FAX /rBEtknE TOE 777 A1F 23, PSTN & LAN DT —4 - 7V Pk A4 H7- 01 2 72

W LA RGET DR,

1.4.3. A&
A ST T2 HFEOE®RAERT D,

Table 1-6 Fi5E

Designation Definition
3 BT TR RE O @EE LTI ET —#Thd,
ML HESCET, CFRRIB R E DIEREFFOIEA D L TH D,
HRE IRIFEH L D% 5 E72% (Storage and retrieval ([CEAEMEDLRLERD) ET
7y 7 AE 777 AR IV AR E N U TOIN 7 7 7 AL ZAE T H L HF,
va”s N—RFa b —EEICEN SN D LERHE Y 27, WD EZ 273 1 KL ED
EANHETE D,
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Designation Definition
WC Web Connection, 7 74 7> k PC ® Web 77 7 %i@ L T TOE % #/E9 5%
HE. AV ¥ 7 x—2RA,
BE L TOE Z#/ET A7 0HEMA I ha—LF A R, # v F_NRIVEET 4 A7 L

A THERL S LD,

AF¥yFa=y |k

TOE THILENLIXY, EEZHAIY (BT — X CEBT D120 DT S A

Y=y b

TOE THIRMICE# S iz litg 7 — Z ZHIRIH 1§ 27 /31 X,

filffl=> brn—5a=y b

TOE % #1325 2k,

Ty —AhU T TOE ##l#4 2 Y7 b =T,

CPU HH e S AL B A

RAM RIS L TR SN DR AT,

SPI Flash TOE OEMEZRTET D TSF 7 — ¥ MBRIF SN 2 B AR A 2 R A€V,

SSD 256GB OB R ZRFEEEE, 77— U =T @SR R Y U=
DHDT I EACKHT D VAR AETERT HdDOAEFHET —# . TOE ©
REMT —%, BTLENRT7 7 A VE L TRIFEND,

Ethernet I/F TOE & LAN Z#fid 57200 A % 7 = —A, 10BASE-T, 100BASE-TX,
Gigabit Ethernet ¥R — h 55,

USB I/F TOE & USB 731 A& T 2720 DA 27 = — A,

RS-232C I/F D-sub9 B> &M LT, TOE ~ U T AT D LINTELAF T =—2A,
TOE #fElE I — B A~ i3 A T F 0 ABERE TR 5,

SMB {5 AF ¥ LicT —4#% TOE NIZRFESNTWHETIHFEREE, avEPa—X
—TCRADT 7 ANMIEWHRL T, 2 Ea—F =P —N—0DHH T 4 L —
ST HHERE,

WebDAV {5 AF ¥ LT —4% TOE WIZRFESNTWIETFLEREE, avEa—¥
— A DT 7 A MIEHL T, WebDAV —R— (27 v Fu— T 58k, o
T —N—a FEETHGAICHERT 5,

Ry 7 R TV MERE. 7 7 7 ABkRE. CEORIF LI M LEREICI W T, FIHECE

F—RFAHE Y a7 F— 2% TOE ([CEHT HHkke, EATIE, BL&7Y
Ry 7 A RAT— RIS PDF Ry 7 2 Wil A TV ZER Y 7 A HAR
v 7 ANFIHTE 5,

BAE& T Y FR v 7 A

—FAER, 774 TV RPCOT Y Z RTAN— L LIUIWC nHTY
v MEREZ FEAT LIk, B 3CGEN —RRIFS NS, —BAAE T, BfE L
O —IRFRIF S NTCE T LEOMREZFATT L LN TE D,

/RAT — FiE 51k PDF R >
S

—MEFIMER, 2547 F PC D WC inbAART— T Z{ka 7z PDF @
FORIS U < 10 1E 2 0T LR, BSOS WRIF S NS, R,
1S F LI b —ISRAT S M TSCBORIRS U< HRIFE R 5 2 LAt TR
A

o

SR A€ Y ZAER 7 A

Ty I ABRRICEVZE LI F a— R EESNTWRWT 7 7 ALEERFT
D, EHEFEDRE AT Y ZEHE CHRE AT Y ZEEANRE LIZHA IR
TELEEATIIADHEINTND), T, BEHENEH ATV ZERET
RELEMH AT ZER Y 7 A2 — R CR#EEIND, B ATV ZER Y
7 ANAT — REH> TR HEIL BERx L EZ T4 T FPCOWC
Mo, Ty 7 AXETRY M LB TED,

BAR Y 7 A

—RFIHEDR. BHEPFAT AR Y 7 2R L, #E A sxr, 7547 b
PCOTY o Z RIAN— b LIZWC OB FUELERFETED, 777 A
BEREIC L WV ZE LY a 7ICF a— FREESNL TV SEE. fRESNZEAR
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Designation

Definition

VI ANT 7 I ALERRGET D, —BAIMER, BEBPHAET DBAR Y 7 2
WZxt L, B, 7547 FPCOWCNLETFXELZRD HE 5,

i
il
W
Gl

777 AERBICEVRELEF a— PR RESNTT 7 7 ALEZ AR v 7 A
RS DBRE, AR v 7 ZADOFTHEE TH L5 —fRFINE LEHE R, HAR Y
7 AN EBRZAEANA T — RERETE D,

Fa—F

SUB 7RLALE(E ID THERSND, BBZENEDNCRESN TV DHIEAR >
JANT 7 7 ARET AL, REEAR Y 7 AOBREE S L BREZEH X
J—F%Fa— RO SUBTRLAREEEID & LTAHT A,

Pkl

n A CETR FIHFICBEEMT O X 2 U T 0 BEOKE, TOE (Zi3,
—fi%FI & (UNORMAL), & ¥ (UADMIN)D&EE R H 5,

— R
(U.NORMAL)

— R (U.NORMAL) & L CTOEDFIFH &3 v] S = FIHE, FIHE R —WF
—%, 2—P— AT — K FEFEHERL L Tr I A TS LR, —%FIH
#(U.NORMAL) L L Cikplansd, =—V —Mim CIRit&n A2 H T& 5,

(Egiiba
(U.ADMIN)

EH#F(U.ADMIN) & LT TOE OFIHZ7F AT S FIH#E, TOE OEHFITIX

07 A HFEOEWNI LY, 2—F —E#HE (U USER_ADMIN) & /L1 4 B
%WBUEHNANWNM%%O%@%Eﬁfﬁﬁéﬂét%:)745@%%
EZRHTE 5,

PR
(U.USER_ADMIN)

FIRAZH B 2—P =4 22— P =/ RT =R EHEERDHD Tos AR LR,
a—H—iEPE (U.USER_ADMIN) L L CikRlENn 5,

BV b A E
(U.BUILTIN_ADMIN)

BHENRAT— FEMAFINE, FIRHENEHE AT =R Tl (L
LB (U.BUILTIN_ADMIN) &L TRl &b,

P —E R~

P—ERRRAT— REMDPHAE, AHAZERY—EARRT—RTr A IRk
Ly L7-Wp, — b R RSN DHEEEZFIH TX %, TOE ORES N7 7L
SHnz Y R— 45,

User ID

TOENRFIMZE 2534 280+, FIFER v 7o Ak LizGa. FIHE B
ELTHEMT b D, —BFIHE, 2—F—EFHEDHEE, :L~"7“—”é?f$1‘%%ﬁb
DREFEENE LB TOND, B b CEHEIL, FHOBEEESNE YT
bhb,

aJAy

MRENSIL T oo V2 G L ClBIRBREZ FAT L WBIREAEIC I L 7255
TOEAF|H ATREZIRBBIC T 228, BfE L, WC, 7V 4K 74’/\*—75%%??1“%
50

a4,

—EFAE, 22—V —FHEEN, ul A VI LT v E LTCANT D
BT ARIEBEZFEOH A, TOEFZ—W —412 L > TRIAH BB — P —
EYDEHNT D, 2—V—EFHME T RAAEEZ SRS T IRICRE L., Uk
FEETE R,

a7 A RAT— K

FIAHEN, a4 VB LT o vy b LTANT 820 — R, AREER
FEDOH A, TOEIE R /A L3R — RIZ & - CRIF &8I 5, 22— —/32
— K, BHESAT—F, $—EASRT— RbD

Z—HPF— 2T — R

—RAE DR T A 28R T — K, ARERBEOG G, FRE L2 — P —HT
R BB BRI 2 —F— S AT — FERIETE D, RAHIE, B0
2P SRT— FEETTE S,

PR NRAT — R

B A UVEEEFEOR A AT — K, TOEMAIRFE, FiEOEIEE /AT —
RN EINTEY ., TOERBHIZE L b U EHENOHENSEET 5, L
Fe, BEHENEHLETX D,

P —bE 22T — R

Y-t AT A RAT— K,

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved

14 / 70




KONICA MINOLTA bizhub C450i with FK-514, DEVELOP ineo+ 450i with FK-514, Sindoh D730/CM4093/CM4095 with FK-514 tF=)7 45—

Designation Definition
— IR A L EEE N A HE OTOEDOF| H 15 (L3 %68, EHE L, = — W —EHeE
IZBW TR S /e User IDMIC —WER S IL DR GE & fEBRISCTE 5, —REFIH
EIENRE SN TzUser IDEFO—FIAER v 7 A 2 FTLI-5E, TOER
BRI 7o FIAE B ARIET 2720, BSFHE T2 7 A ik L, TOE%R
FIHTE 220,
PR HERR BHE N A A CEEEEE COTOROR A E a4 i4aE, BHEA L. =
— P FHBEREIC B W TR SNz User IDHIZE HEAMERORRE & fRERA TX
%, EEEMERNHE SN/ User IDEZRFO>— A HAEFENEHEHERS Y T
A TR LTEe,. BEERE CTOEAFAT& 5, WHAMRIHESNT
WieWUser IDEZFFO—RFIHENEHEHERH Y Tr 7 A V2 FET LGS
TOEIZBEM T =R HEREEZEIET D700, YT Te 7 A IR L .,
TOEZFIH T&E 72\,
FEREHIRR WEE DA HE ORI FTaE 7 Re 2 HIRR 3 S HeE, EHEE X, = — V&
BERBIZ W TR IR S M7 User IDMIZHERERITR DR E & MRS TE 5, HEReHIfR
NERE STz User ID&FEO—fFIAE S v 7' A v % F4T LIz 44 TOEITFIA
FHIR SN 7REDO UL Z FER S L ITRIERTIRIETERIR T B 720, RIS
DR EZFIHTE RV,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1. LL F® Common Criteria (LAKE, CC L324) 1T A1 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3

CC conformance
(CCMB-2017-04-003) conformant

2.2. PP Claim

A& ST 1Z. LLF® PP, Errata (2 &7 5,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata : Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLL FOSMEN L, PP O3 K@Y [Exact Conformance] Thb, £ D7, TOE 1L PP &
—HBL T\,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
7L

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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3. Security Problem Definition

3.1. Users

TOE OFHE X, LTI s ND,

Table 3-1 User Categories

L Fp Pag LA E2=
— %R HE — R HE a—P—F =P — R =R CRERBIERGES R
(U.NORMAL) (U.NORMAL) —EF (U NORAML) DA E 2+,
. (=gt BEHE LS CEBEERE 58N, 2—Y—4, 2—H
o— ) o
(U.ADMIN) — AT =R EHE MR CHRBIGRES - R R, &
(U.USER_ADMIN)
2 (U.ADMIN) D& £ 2+,
BV B EHLE BHE AU —RIZE o CTlRBIRIEE N =R &, S HE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D% %48,

3.2. Assets

TOE (2B HR#EE FEITLL T DIl T D,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of the
D.TSF TSF Data TSF

3.2.1. User Data
User Data 1%, LL FD 2 SOFERIIN DRSNS,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or hardcopy
D.USER.DOC
Data form
D.USER.JOB | User Job Data Information related to a User’s Document or Document Processing Job

3.2.2. TSF Data

TSF Data (%, LLTF®D 2 SOFERDSRERRSILD,

Table 3-4 TSF Data types

Designation

User Data type

Definition

D.TSF.PROT

Protected TSF

TSF Data for which alteration by a User who is neither the data

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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Designation User Data type Definition

Data owner nor in an Administrator role might affect the security of the

TOE, but for which disclosure is acceptable

. . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF neither the data owner nor in an Administrator role might affect the

Data .
security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.

Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
A malfunction of the TSF may cause loss of security if the TOE is

T.TSF_COMPROMISE

T.TSF_FAILURE .
permitted to operate.

An attacker may cause the installation of unauthorized software
on the TOE.

An attacker may access data in transit or otherwise compromise
T.NET_COMPROMISE the security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 7352819 ~<& OSP Z LA FITRd,

Table 3-6 Organizational Security Policies

Designation Definition

Users must be authorized before performing Document Processing
P.AUTHORIZATION
and administrative functions.

Security-relevant activities must be audited and the log of such
P.AUDIT actions must be protected and transmitted to an External IT
Entity.

The TOE must be able to identify itself to other devices on the
LAN.

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

P.COMMS_PROTECTION

P.FAX FLOW

Copyright ©2019-2020 KONICA MINOLTA, INC., All Rights Reserved
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3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and
A.PHYSICAL the data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE from
ANETWORK . . . .
direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE according
A TRUSTED_ADMIN ) ) o
to site security policies.

Authorized Users are trained to use the TOE according to site
A.TRAINED_USERS . o
security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores or

processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION ) ) ] )
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will not

OE.ADMIN_TRUST ) L o
use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site security
OE.USER_TRAINING o
policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

ARETIT LRI 2V T ARREE A E T2, 70, ILIREM T4 THCD-PP TEHRINL TN DHDEZLD
FEEAL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1  Extended: Protected Audit Trail Storage
Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records
and the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

" There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and cryptographic

critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a

suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

5.3. FGS_IPSEC_EXT Extended: [Psec selected

Family Behavior:
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This family addresses requirements for protecting communications using IPsec.

Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode).

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [selection:
the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified
in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for
extended sequence numbers, RFC 4304 for extended sequence numbers], and [selection:
no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as defined in
RFCs 5996, [selection: with no support for NAT traversal, with mandatory support for
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

FCS_IPSEC_EXT.1.10

Rationale:

NAT traversal as specified in section 2.25), and [selection: no other RFCs for hash
functions, RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEvZ protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytess length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to' 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20
(384-bit Random ECP & (15636-bit MODP)), lassignment: other DH groups that are
implemented by the TOE], no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA| algorithm and Pre-shared Keys.

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in

accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in

accordance with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FCS RBG EXT.1 Extended’ Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES).

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bitsl of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the

FCS class with a single component.

5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is

connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:
= There are no auditable events foreseen.
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FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to : No other components
Dependencies : No dependencies

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting
or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a
suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.

5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User passwords:
- Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “r”, “&”, “*”,
“(“, Y, lassignment: other charactersl];
* Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
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Rationale:
Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password

Management.

This extended component protects the TOE by means of password management, and it is therefore

placed in the FIA class with a single component.

5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA PSK EXT1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengths), no other
lengths);
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text stringl] and be able to
[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate
bit-based pre-shared keys using the random bit generator specified in FCS_RBG_EXT. 1.

Rationale:
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Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore

placed in the FIA class with a single component.

5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as

cryptographic keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are

protected securely, and the Common Criteria does not provide a suitable SFR for the protection of such
TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key,

and it is therefore placed in the FPT class with a single component.
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5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order
to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT TST EXT.1 Extended: TSF testing

Hierarchical to : No other components
Dependencies : No dependencies

FPT _TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide

a suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.
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Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT _TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT _TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR
for the management of firmware/software.In particular, there is no SFR defined for importing TSF
Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
¢) All auditable events specified in Table 6-1,[ 7% L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the

functional components included in the PP/ST, additional information specified in
Table 6-1, [ L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users that are | FMT_SMR.1 None
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Auditable event Relevant SFR Additional information
part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2

FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

User identity association

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for 0.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
The TSF shall be able to transmit the generated audit data to an External IT Entity using a trusted
channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS—_CKM-2 Cryptographie key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) 1
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [

+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;

+ NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for
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RSA-based key establishment schemes
] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

FCS_CKM.1(b) Cryptographic Key Generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies ¢ [ECS_CKM-2 Ceyptographic key-distribution;or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_CKM.1.1() Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes

[128 bit, 256 bid that meet the following: No Standard.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1  The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.

Dependencies :  [FCS_CKM.1(a) Cryptographic Key Generation (for
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asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a devicel.
For nonvolatile storage, the destruction shall be executed by a [singlel overwrite of
key data storage location consisting of a static pattern), followed by a [nonel. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies ¢ [EDPITC I Import-of user-datawithout-seeurityattributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a

specified cryptographic algorithm AES operating in [CBC mode] and cryptographic

key sizes 128-bits and 256-bits that meets the following:

« FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to @ No other components.

Dependencies © [EPPITC 1 Import-ofuser-datawithout-seeurity-attributes, or
EDPITC21 ¢ . ” . J ,
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in

accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)

of [2048 bits, 3072 bits]that meets the following [FIPS PUB 186-4, “Digital Signature

Standard?.

FCS_RBG_EXT.1  Extended: Cryptographic Operation (Random Bit Generation)
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(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [NIST SP 800-90A] using [CTR_DRBG (AES).

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise sourcel with a minimum of
[256 bits| of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6-2 and Table

6-3.

FDP_ACF.1 Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [Z L].
FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the

following additional rules: [ZEFEFIRICE ) T, X REEFE~DFHE DT 2 1 X 2.

Table 6-2 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"

Submit a View image or
Print Operation : | document to Release
be printed | printed output

Modify stored | Delete stored
document document
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Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : | document for . . .
. Image Image Image
scanning
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release MOd.lfy G De]e_te crizrz
. . Image Image
copying printed copy
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation . document to . . .
send as a fix Image image image
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
. image or p .
Operation: Receive a fz;'zx Release Modu‘jf image De]ete' Iimage
and store it . of received fax | of received fax
printed fax
Fax
. output
TECEIVe I pax owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
. Store Sl Modify stored | Delete stored
Operation : Stored
document d document document
ocument
Stogage/ Job owner (note 5)
retrieval | (; ApMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Table 6-3 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
. ) Create print View print Modify print Cancel print
Print Operation : . ; .
job queue / log Job Jjob
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Job owner (note 1) denied
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create scan View scan Modify scan .
Operation : . . Cancel scan job
job status / log Job
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create copy View copy Modify copy )
Operation : . ) Cancel copy job
job status / log Job
Job owner (note 2) denied
Copy : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
. Create fax View fax job Modify fax | Cancel fax send
Operation: ) . .
send job queue / log send job Job
Job owner (note 2) denied
Fax send : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax 1,eW ax Modify fax Cancel fax
Operation: .. receive status . L.
receive job i receive job receive job
og
F
a'x Fax owner (note 3) denied
r
eceve U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modifs
; reate View storage / pe Cancel storage
Operation : storage / . storage / . .
. . retrieval log . . / retrieval job
St ; retrieval job retrieval job
:r.agel Job owner (note 6) denied
FERHEVEL Ty ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy,
fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

* Note 5: Fax receive |2 & ¥ create S 4172 3CED Job owner (£ Note 3, 7 714 7> k PC 0645 &
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723CED Job owner |E Note 1, A% ¥ 7 & HWTAERK S 723CED Job owner |E Note 2, /SAT— K
5L PDF 7R v 7 2055 OIR(FIZ L U create 72 3CE D Job owner X Notel &35,

+ Note 6: Create storage job 23T, Fax receive (Z X ¥ create Z41723 a 7 @ Job owner |3 Note 3,
7747k PCIHBLEREINZY 3 7D Jobowner X Note 1, Ax v &2 HWTEREINTZYaTD
Job owner IZ Note 2. /SA U — RS54t PDF R v 7 2035 ORAFIZ L D create 7= 3 7@ Job
owner /X Notel &35, Create retrieval job @ Job owner % Note 2 & 5,

6.1.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies : FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 2r
SN T FIZ e BEEFE, WA F Y ZEA  2 AN T — N ) SRR,

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met, surpassedl, the TSF shall [fzsr##/E715 %l S i1 5 F TH2LFHE D 2 2o 2N
R — NIk SERAFF AL, FFRIRIED N X4 5 E THHBI| AT Y ZIGH > 2 ANX DT
— FIC B F8AEF FELE].

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to @ No other components.
Dependencies : No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, EPEZHEIR, HEREHIIR #HH| A TV ZEH > 2 XA ~DT 2 &
RHA.

FIA PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
+ Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [/, ‘@”, ‘%", “8”,
A el A A el R i i i A
B T i S S i i N € 1 B A S S S S e
— Koty

* Minimum password length shall be settable by an Administrator, and have the

capability to require passwords of 15 characters or greater;
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA _UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Timing of authentication
(for O.USER_I&A)

Hierarchical to No other components.

Dependencies FTA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 7 » 2 X525, TOED L HEREZRF & VKA FEDHRIE]
on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before allowing any

other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to No other components.
Dependencies FIA_UAU.1 Timing of authentication
The TSF shall provide only [A 7 & 7172 X F 7 =5 1 LFHEIZ“* "E 7211 @ DFn] to

the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7 2 X 5215, TOED L EE#RE L O Fn 4D R E]
on behalf of the user to be performed before the user is identified.
The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on
the behalf of that user: [User ID, EZZHIR, HEGEFIR, WX T V2150 > 2 X ~D
72 XA,

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z —FEFH1Z 11 7 E
ST BEE, LT HEICTE 1772 F = VT o JGHEERFET S, B PR
GERTOROFYHE D EPEHEIRD V) T2 > #ET LG, 2GR
177 tF= V7 FlEGHET D).

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [##/ X & J 215 >

Hierarchical to

Dependencies
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D RNR D — NOGRAFIZHEE) L 7255 2SR E DHEHI A T VRG> 2 X ~DT 2
T REFHINT S, X T Y ZER > 2 RN T — FOGRAFZ A L 75 %257
HHE DY AT Y ZIGHR > 2 X~DT 2 RGN 5.

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for 0.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies : FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to Table 6-4] to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

T VT RERRE

disable, enable

A — P —FERES

modify the behavior

s AR RE modify the behavior
B S R modify the behavior
il ATV Z(E modify the behavior
FMT MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to @ No other components.
Dependencies :  [FDP_ACC.1 Subset access control, ex
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [modify, delete, [create, —H#FFI/HIZ i~ —HFEFIHIZ 1 DAFER, 114, &
the security attributes [7able 6-5Security Attributes| to [Table 6-5Authorised
Identified Roles).
Table 6-5 Management of Subject Security Attribute
. . Authorized Identified .
Security Attributes Operations
Roles
Create
User ID U.ADMIN Delete
— IR A5 L — eI S L O i
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. . Authorized Identified .
Security Attributes Operations
Roles
U.ADMIN . _ -
AR > 7 ZADOFTHEH ORE
U.NORMAL
U.ADMIN
WAy 7 AD owner TH | AR Y 7 ADFHEHEDOET
% U.NORMAL
Delete
PR HERR U.ADMIN
: {5
Delet
bR U.ADMIN e
AX B
FMT MSA.3 Static attribute initialization

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical t ¢ No other components.
Dependencies ' FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictivel default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values to

override the default values when an object or information is created.

FMT MTD.1 Management of TSF data
(for 0.ACCESS CONTROL)

Hierarchical to : No other components.
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on

the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data
Data Operation Authorised role(s)

[assignment: Zist of TSF Data )

[selection: change default, query, .
owned by a UNORMAL or ) ) U.ADMIN, the owning
. . . modify, delete, clear, [assignment:
associated with Documents or jobs U.NORMAL.

other operations]]
owned by a U NORMAI)

[assignment: other operations]

. U.ADMIN
Z— e N T — N
. U.ADMIN, the owning
modify
U.NORMAL
TR A T Y ZGH > 2 ZNZ D — [assignment: other operations]
. U.ADMIN
R B
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Data Operation Authorised role(s)
modify
. . [selection: change default, query,

[assignment: Zist of TSF Data . )
modify, delete, clear, [assignment: | U.ADMIN

not owned by a U NORMAI) )
other operationsl]

BEENZ DT — N modify

HIF#R modify

SR FAL— Pt PR modify

HE)jz 27 7 FIFR] modify

AR AR e modify

(U.BUILTIN_ADMIN L{5}) clear

NZ 7 — N modify U.ADMIN
modify

IR aE Y — N —ZE [assignment: other operations]

BPEE 7R AF DI AL ISR modify
modify

R f =2 RE [assignment: other operations]
BR

[assignment: Zist of software, [selection: change default, query,

firmware, and related modify, delete, clear, [assignment: | U. ADMIN

configuration datal other operationsl]

TOED > Z fo=7/7 7—AU=x

TR ST — 5 (A RD ]
modify U.ADMIN

TN T/ T — A T, BE
CHFT S = T S

FMT_SMF.1

Specification of Management Functions

(for 0.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O0.ADMIN_ROLES)

Hierarchical to

Dependencies:

FMT SMF.1.1
Table 6-71.

No other components.

No dependencies

The TSF shall be capable of performing the following management functions: [refer to

Table 6-7 list of management functions

management functions

U.ADMIN (2
U.ADMIN |Z & % =2 — ¥ — & ik RE
U.ADMIN (Z
U.ADMIN (Z

EotF=2U T ¢ bR

TEFKRE

L B o— Y — R e
L B AMERRRE Y — S — R e e
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management functions

U.ADMIN
U.ADMIN
U.ADMIN

(2 & D U (E B RE

ICE DRy N U — 7 BRI ORG - e
(2 &5 H R o> 28 A E
U.ADMIN (2 L 2 B4 v 7 & PRk e

U.ADMIN I2 £ % & 27 Aoh— kUt v N 028 T
UADMIN (2 L5 HEe 77 7 NG 028 5Hkhe

U.ADMIN (T & 2 % B GRAE O AR R AR BRI ] 00 22 SR AE

U.ADMIN |7 & 2 /82 7 — RIS HHRE

U.ADMIN (Z & 2 R GEII I H B il o> 22 SR i

U.ADMIN (= & 2 #@GEAkMA % (U.BUILTIN_ADMIN LiSh) @2 U 7 Hfe
U.ADMIN (2 L 5278 v 7 A& FEkRE

U.ADMIN I & % 5] A € U {58 EHRE

U.BUILTIN_ADMIN (Z & & B /S A U — PR ERKRE

UNORMAL IZ L 578 v 7 A& BMkHE

UNORMAL IZ LA HH D —HF— 2T — R EHERE

FMT _SMR.1 Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
Dependencies : No dependencies
FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components.
Dependencies : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 Extended: TSF testing
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FPT_TST_EXT.1.1

FPT_TUD_EXT.1

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

(for O.TSF_SELF_TEST)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components.
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [no other functions) prior to installing those

updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I1&A)

Hierarchical to @ No other components.

Dependencies ¢ No dependencies

The TSF shall terminate an interactive session after a [Z&/E/ XK/ DA, > X T AF
— Py MFEIZ Lo TRIE XL SHER], WC D&, HEjr 27 0 FMERIZ L - TR
ESSIFR, 7V % FZ A N—DHE, Madt g A%,
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to ¢ No other components.

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [IPsed to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
lauthentication server, [SMTP¥—/N—, DNS¥—-N—, 12— N—, WebDAVY—
/¥—, SMB# —-~—]] that is logically distinct from other communication channels and
provides assured identification of its end points and protection of the channel data

from disclosure and detection of modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for

lauthentication service, mail service, DNS service, log transmission service, WebDAV

service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies :  [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [ZPsed to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification of
the communicated data.
FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication
via the trusted path
FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
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FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(b) Refinement : The TSF shall use [IPsed to provide a trusted communication path
between itself and remote users that is logically distinct from other communication
paths and provides assured identification of its end points and protection of the
communicated data from disclosure and detection of modification of the

communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via the
trusted path
FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional |y Mandatory Requirements
6.1.2.1. PSTN Fax-Network Separation

FDP_FXS_EXT.1 Extended: Fax separation
(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1 Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.
Dependencies ¢ FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)
FCS_IPSEC_EXT.1. The TSF shall implement the IPsec architecture as specified in RFC 4301.
1
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FCS_IPSEC_EXT.1.
2
FCS_IPSEC_EXT.1.
3
FCS_IPSEC_EXT.1.
4

FCS_IPSEC_EXT.1.
5

FCS_IPSEC_EXT.1.
6

FCS_IPSEC_EXT.1.
7
FCS_IPSEC_EXT.1.
8
FCS_IPSEC_EXT.1.
9
FCS_IPSEC_EXT.1.
10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK EXT.1

The TSF shall implement [£ransport model.

The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [zhe
cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC
3602) together with a Secure Hash Algorithm (SHA)-based HMAC!.

The TSF shall implement the protocol: [IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, | RFC 4304 for extended
sequence numbersl, and |[RFC 4868 for hash functions]].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[no other algorithm].

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEvI SA lifetimes can be established based on [length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours
for Phase 2 SAs]].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groupsl.

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[RSA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies : [EDPITC I Import-of user-data-witheut-securityattributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256,
SHA-384, SHA-512), key size [160, 256, 384, 512 bits], and message digest sizes [160,
256, 384, 514 bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)
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FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

The TSF shall be able to use pre-shared keys for IPsec.
The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengthsl;

composed of any combination of upper and lower case letters, numbers, and special

characters (that include:

FIA_PSK_EXT.1.3 The TSF shall condition

@G s ¢5$” WO/ AP QY ked «(cs «)”)
P @, K, 487, W, N7, “&” R (K and .

the text-based pre-shared keys by using [SHA-1, SHA-256,

SHA-512, [SHA-384]] and be able to [use no other pre-shared keysl.

6.1.3.2. Trusted Update

FCS_COP.1(c)

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to
Dependencies

FCS_COP.1.1(c)

10118-3:2004].

6.2. Security Assurance Requirements

No other components.
No dependencies.
Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512 that meet the following: [ISO/IEC

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities required

to address the threats identified in 3.3 of this

ST.

Table 6-8 TOE Security Assurance Requirements

Assurance o
Assurance Class Assurance Components Description
Components
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction
Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
AGD_OPE.1 Operational user guidance
Guidance Documents -
AGD_PRE.1 Preparative procedures
] ALC_CMC.1 Labelling of the TOE
Life-cycle support
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey
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6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &&=l 7 AHERELAF R OIRIFBINRE T RITR T

Table 6-9 The dependencies of security requirements

BEREZL(: K17 BALR ST Ciii 7= TIRTEBILR RIFEIR & 72 LB
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A

FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A

FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1()

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A

FCS_COP.1(d) FCS_COP.1(g)

FCS_COP.1(e)

FCS_COP.1(f)

FCS_COP.1(g)

FCS_COP.1(h)

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A

FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1(b)

FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A

or FCS_CKM.1(b)

FCS_CKM.1(b)

FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT.4 FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecififZ (FCS_IPSEC_EXT.1) @

FCS_CKM_EXT.4

FCS_CKM_EXT.4

Wb, T v 7T — MEkE
(FPT_TUD_EXT.1) o4&,
FCS_CKM.1(a), FCS_CKM_EXT.4
IEm 7z SRV, BRI 2 b

ARV oYiLif = RAL AN

FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT4 N/A
FCS_IPSEC_EXT.1 FIA _PSK _EXT.1 FIA PSK _EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
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BEREZE AT RIFBELR ST it 7o 97 Bf% RIFBIGR AT 72 LU AW
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT _MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gle > MERKEREH W E Y P
— AOHFEFIFFEERERINL TY

or
FCS_TLS_EXT.1

RN,

FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA _UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA _USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT _MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT _MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT_TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A

or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or

FCS_HTTPS_EXT.1
FTP_TRP.1(a) FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
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P RE R

RA7BER

ST Tl 7= TR AFBALR

RTERR 2T 72 L TN 2 B

or
FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FTP_TRP.1(b)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or

FCS_SSH_EXT.1

or
FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A
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7. TOE Summary specification

TOE H2fk 95 2 U7 A RED EAI AR AR T,

Table 7-1 EXx=2UT (Hhe—&
¥ 2 )T 1 BEELR

z
°

I R RE

T 7R A RE
55 RE

e 5 M (5 H B
TR 2T FERE
BEAgRE

e {5 4 I H B
FAX /Bt aE

' TS T I N I T N NG

7.1, A SRRE#AE

TOE (I, FIHEMNSILV T oo VR TRAGL GRAREIEZA TV BEEDRE R, 7FaIFHH LRS- F 72171
TOE ORIz ol Ll iRk RE 2 TR 475,

FIA_UAU.1. FIA_UID.1

TOE (%, Table7-2 {279 32D FRFE S oV R—hL ., BHE N 2— —FBFER EHEHE TR E T& D,

BE S ZNABLLIL WC 25 TOE 253256, 20— —4  o—%— U —F  EEEHERE A 175,
PN EBRE LU TRIEARSIALLLUIWC 2B TOE 2R AT 256, EA N UEBEEH O A WHENHE
HENRAT—RE AT D, TVHRTA3—=05 TOE ZRHT856, 20—V —4 20— — AU —F&2 A H)
T 5,

TOE %, A1SNe/L T oo Vel iR a F2 L . s LT= 56 D% TOE OFIHEZFF I35, SN
Y= N—FAE T P HESN TGS, FIHF I — — 4 Lo — P — AT — RN 2 T, AMERRRREY— 3
ID#AT17 5%, TOE 1%, = —H —H R E SN INBERAE T — /N —Z2k) | IRE SN ERRICH LT, :L—%—
PRAT —RNSAERL-a— —RICLAE 2B foﬁofﬁﬁﬁ UGG CERRERR TN, 5N R L 7=5
\ZERFE R S TS5, BB DR IFRAEIL, %&%mﬁﬁ@%&ia:&%%? G NN *%ﬂuﬁﬁtfﬁ
fEXib,

TOE i, 5| ATV ZE R EMREIZIH W T, HEHEDREIAT)ZER YR SAY — R A% E T DR A T {it
L. ARG AT ZER I A SAT — KRR E S TS, #E St LIE WC 2Bl BIRRREIC R Eh L 7=
ﬂ%‘%ﬂﬁﬁ%‘rﬁi‘ BRI AT ZZR Y I ANT 78 AT DL B AT ZER 7 A AT —RIC L DRFE N R S,
AR BN LTS8 DT 7B ANFF A &5, Lo T, BB ATVZAER Y7 A/ AT — R &SI — | 31X
§§%IJ7<:E)§ZFT/77\ RSN T 7V AL ELBET DN TER, B8H| ATVZAFR v I ASAT — R DGR
AR, BRRES RO EICROL T, WICARKRIEEFRFE A A TESND,

BRI EREA v Z T = — A %ﬁmffét&b BHEDN WC oVt —MEEMRE I, — R HE
INFNPOEBIGRRAEAE FHEL . I LT-85 6 TOE 2 (ET 52N TED, 72120, BHEE N A I, o
BE O BIFERED 2 IE SN AT, 2 )\uimﬁijﬁ%‘bxﬂﬂ# TOE ZFHT2&13TE70,

TVBRTAR=D0 TOE 2R3 556, xta5htyiaridzzd, TOE ﬁiﬁé%jciéﬁ@w:ﬁ L SCEIC
GENDILT XN (=P —4 | 22— Y — RRAT — ) I[ZX R BIREREE E i 5, LT84, FIAE 0%
LT A HE(UNORMAL) 2V Y T, 3% — A HE NI EE T 58 7 XEELLTTOE Jﬁéf T5, K
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WL 6, ZELIE T XEE TOE IR GFETIUEEET 5, TV HRTA3—1%, BHEN TOE 2R HT5F
B %Tmﬁﬁu‘;b \
Ak BRRREZE AT T DRI FTREZR BB, TREOEY
T 7 I AZAE,
* TOE OARIEMERI L OFRREFEDOHRTE & LT FroBlENATHE,
> BE RIS DEBIERFR(T 7 — LT =T ONA— g LFIRR L)
> BAE NSNS DY g T HER
> BRVE/ SRV D DIERFEIRERE
» WC ORREFEOEI D %

Table 7-2 == —% —FRIER EHEHE

[

RIS A
TOE AHBIREAEET 5, 2—F—M b RAD— | FIE AT — F,

AR RRE A Y ZIEH Y 7 A AAT— K85, TOR ICHESNTO B E BT 5
L EHRT B

TOE MAMTFEFEY— 3 —(Active Directory) Z I L CikBIFRFEZ 4T 9, TOE 1.
o —W—4 % Kerberos version 5 7' k 2 /L& F|H L CRIHE MEE LI2SMER
FEY— N —~FEF L, RESNTEERICH L Ta—F =AU — Fh B AR L
lea—Y @I L DEEEITV, WRBIRRAEE Ei T 5.

ARAFYHEFRRE, BV — R —FBIEDO WAL THBIGEREZAT 5. FIHER B 7 A
VEATRHCRERE S A BIRT 2,

SMER — S — R

AARLEE + F 5 Y — S —FEFE

FIA_ATD.1

TOE &, = —W —EHRE OB sRSe— R HE I, FIHE EIEEL T User 1D, & BLUEHEIR, #%&%‘*bﬁ%lJBEé\
TRE ACYZER Y I ANDT I AR EFET D, T2 EAMMUERE ORI HE BMEEL T, User ID 27F
Do

FIA_USB.1

—FIRAE 22— — B DRI LT84, TOE 13RI A% B (User 1D, ﬁxi@%‘%ﬁﬁ HERE
FR. BRI ATV SZ(ER I ANDT 7 AKE) % B#fHT 5, t/vM/ﬁf?é%bxﬁa%Im ZRRPILT=8A . TOE (134
A% B (User ID) & BT 5,

ZOKf, User ID 2RI AHE LR ESITCODEE . TOE 352 SR ISR T 7= R F R EA e+
%o Flo, 22—V —FHEFLL Try A2 FITURIAE IE BRI 53 TR WA 4RI & 1B
TR E B ET D,

— WA 3 DR _mmbt% %%M%Jxﬁﬁy7X«77%x¢6%»ﬁﬂf%) BRI AT —
RIZEDREREN B RS, 785 ;EJZIJJLK TOE AR HE ORI HE BIETHLMEI ATV ZER Y7 A~
DT I e AMEER NS D, i %H&Lt TOE TR HF ORI HE BYECTHDEH AT ZER Y7 A
DT I B AR TN T D,

FIA_AFL.1

TOE 1%, FIHFZ O#BIERFECB T, EHERHSHUOREL-F =7 EE(1~3 [B) LIk el
UT-FE B YR B ORGEEARE LT 238 GEER AR (R RE 2 $2 0595, R 1B BEEHER M 58 Q0D
A‘*&ﬁ%%&bf@m&%%E@ti—%—ﬁﬁﬁkbf®mﬁ%%@ﬁiﬁ“éﬂé

EVIA E B E ORIENME LS5 E . TOE O&E % OFF/ON L, f&@]ﬁ%%ﬂ’ﬁﬁfiﬁ#ﬁ%ﬁ#?'ﬂmm a&ﬁ
TV DR AR % | _mﬂhm%ﬁ#ﬁ?#é —BEFAEL LI — P —EHEORENME LSS A R
AR IR BB G VF B DS RRRIE IR B BR D 1 BHEREZ 34T T D Z & CRBRIEIE IE iR bR 35,
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TOE (%, SNV — N —F8GE S AU L D5 BIFERE CH RIERIC, LFLOGRREREE O ENEE it 95,

FREIATYZIER 7 A RAT —ROBABFEIECB W T, BEHENHLNLORE LT =7 a4 (1~3 B
@@ﬁﬁﬁ@ﬂﬁﬂbﬁﬁ SR AEVSZAZ R Y 7 A SAT —ROFRREEAE LT 2, Wl ATV ZER Y7 A SAT —R D
FRREAME IE SN RIS IR BE T\ VE B 2SR RIE AR B B B O T R RE 2 F2A T3 D 2 & CRBAIEE 1L 2 AR
T 5,

FIA_UAU.7
TOE 1%, ®5&tyial ORGELE (BfE 2L b LT WC 22bDrs A1) 12BN TRZ AL /32T —R | g8 A
FBIZAERY I ANAT —RE AT DEE, ANSNILTFT —2 1 CFRIC T E T @2 KT 5,

FIA_PMG_EXT.1

TOE THIFE NRAT—REL TR ATRER ST, T T 7y hD KILFE/NF, T, o s (7, “@, “#,
B T i ) R A R K T T L L R S G~
@ COBIOAN—R) B SUTT ST THD, SR ATVZAER I A RAT —ROgE BRIz (Z T
NI g—T =2 a bR T&5, BEHE X, /AT =K E% 8~64 LTFOHPH CTRETHIENTED, LoT,

Be/hSAT—RRELT 15 UL EORSEFRETED,

FTA_SSL.3
TOE 1%, #E %L, WC CTikBIRRFESN =R HBE N LL FORMEEMIZLIZGA. T 0y ar 28 T35,
TVBERTAN—DGE | kit yaridied FVaR 7/1'/\“*7%6%*&%71@@7?%DLHHE'%L?”:IS%?GCU?%
YU, EOWEOSE T EAZIZRY TURMATI,
cBRERFOLOGE, FIREIIRKEEIC L DN E T LThD, VAT A4 — U &y FMFRI(1~9
SO TREARE AR LGE, ns/ 7y h&hb,
- WC O54A., FIAE ITREEBEICE 0N T LTHL, BEir 77 7 MEER(1~60 43 O M Ci% & fJ
RARE LA, v/ 7y FEid,

1.2. 7 & R §l{EeE

FDP_ACC.1, FDP_ACF.1

TOE i%. Table 6-2, Table 6-3 OF|HZET —# 7 7 & Al H-3%, Table 7-3~Table 7-14 (Zit# D
WY, FIAFELET —Z ERAFE Y a 77— 2 ~OBEERIRT 5, #Fa SR OVEIEICO W TR, A ¥
72— A%EFRY U AITEMERLRIETEOR, F203, BEERICH U CTHER DA Wm0 BIETE 20 B
DA =T rFR LBEEHELGT D,

FRBERGEIC K0 FF AT E N — A A #E (UNORAML) 73, Table 7-3~Table 7-14 @ Create % FE1T L 7=,
Y a 7 & (Job owner) & 72 0 ' TOE 33XEH L XY a 7OFTAEREH & LT User ID Zitékd 5, TOE
1. EHE(U.ADMIN)/S Create #{EA FITT DA ¥ 7 2 — AR L2V, 7 7 7 2 Z(EHRE(Fax
receive)lX. TOE O#fE/R LIT, A7 7 7 A6 D7 7 7 252121 0 Create H/ENEITEN D720
77 I A%AE Tif@ii%b<i/a7@/a7%ﬁ%i EEFICH D B THRB(*1), F:%h#
%Eéﬂfn&w77axxh®%é\777%&%iﬁﬁ%%)xﬁ$/72~%fémétw\777
AZERETHOY a TIAEZ, B ATV ZER Y 7 ARXRAT— REembd—BFIA#H L 72 5(+2), F a—
RBEESNTND T 7 7 AZEORE, 77 7 ALEFFIBEINTEAR Y 7 ANMREENDLTD, 77
JAZE#/RDOY a TIAFIL, ARy 7 2AOEETHL —BERHENY a TiaE £ 72 5(43), /AT
— RISt PDF R v 7 2025 OfR1E (Storage/retrival) X, # A L7 F 7V v FEITRHI, RIENRE S
NI LEENAT — RS PDF Ay 7 206 H0 H L, BIEEOMEAR Yy 7 AMRAFT 22 EI2 80
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Create BMENFEIT SN D, REFATHROXEL LIEZY a 7OV a 7AEIL BAR Y 7 ZAOFAEEHETH
LA E L2 %,

TOE i%, = — " —FEHEREIZ I VT, B BT DS — M F 2 13 (SR H P BR72 B RE A 1l B 9~ 2 B RE il PR % & - fif
2 C%, TOE i, FIHE BIEORERERFRIZ IR T, HIRIIRBERED AL ¥ 7 = — A% IR RS LB EAR "DIR
RECHRRT D, Lo T, MEBERIFRASER E ST —FI & 1%, Table 7-3~Table 7-14 @ 5 Ll RxGepRE 2 H v
T BEEZ RT3 TER0,

TOE 1L, Hi| ATV 255 ERERE IRV C, BHEE D — R HH OB ATV ZER I A~DT 7 2% IR
FHIRH AT ZAF R E & 2 TRY ., A FIIEH ATV ZER Y I A RAT —RIZE > TT 7B ARHIREN TS,
TOE i%., FIHE BIEORKI AT VZAER Y I ANDT 7R AN T, H725E . 34 FAH OREI AT A5
Ry I ANDT IR A%FFAL, M2t G | 3SR HE ORH ATV ZAER Y I ANDT 7w A%AGE T 5, £oTC,
FREI ATV ZAGR I ARAT —R BB/ — % F i 1X, Table 7-3~Table 7-14 @ 5 L] A €V Z[FH v
JANDT I8 APE IR BEE R T HZ8ILTERY,

TOE 1%, Ry ZAEBHEREICRB VT, FHEE D LUL—FIHE D, BAR 7 AOFTA#E (User ID)Z%E T 5
BERE. BEEE O LUIMEAR YV ADFTAH ThH LA HE D, AR 7 A0 A # (User ID) %28 5 3 A4 6E
P2 TRY, AAR I AL AR 7 ARSI CEA~DT 72 A% HIR T 5, TOE 1. 8 AR Y7 ADFT
H# (User IDNZFENT, —fFIHBEMRC User ID 284121, 54 AR I AD AL BT 2 —AZHEHEL
T E S ENR Y I ANDT 7B AETF A5, —F . —FIHE D725 User ID 2R 561213, TOE 13344
A NAR YT ADA L BT 22— A% FEF RIS HI28, Table 7-3~Table 7-14 TiZ 4 AR v 7 A~DT 7 AN
WER B EA IR T 22813 TE R,

<Table 7-3~Table 7-14 D &>
TOE N4 2,40 %7 = — AL FERDEY,
PN:#/E %L, WC:Web Connection, PD: 7V ZRT A/ —

P OFHRUT FREOHD,
O:TOE ¥ R—FF 260D, -: TOE Y R—FL22WED

R T RLOEY,

*1:U.ADMIN

*2 R ATV ZAG R 7 A AT — K% 51% U.NORMAL

*3:F a—R CTHRESN-EANR Y7 ADT A # Tihsd UNORMAL

Table 7-3 D.USER.DOC(Print) D7 7 & A il

Bk BAEFRERFINE | A2 T7=2—2 .
PN | WC | PD
Create Job owner - - O | HIkl% #E17,
U.NORMAL - O - | AV RTY R TET,
@) - | SR U— FKEL PDF (2 LT, FRlZRELTH A L
7 N7V b EFET,
Read Job owner O - - FRAE& T YV ARy J AN ILEEZBRL T, XET LY
2 — % RR,
O - - | BERE& TV v R w7 A S CEA IR L, HIRE 3T,
(FIRIZE TIZ L0 SCERHIBRS U D,)
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O NAT — R 56 PDF AR v 7 2725 0E 23R L, FIfl
# EAT,
(FIRNZIZ SR T — R AT E, FIRISE TIZ & 0 30
HikkREn5,)
Modify Job owner O BRE& TV v bRy 7 A0 6 OHIBNZ I\ T, HIRELE %2
F1T,
Delete Job owner O REE& Y v bR 7 A0 6 LE A HIR,
O IRAY — REF AL PDF R » 7 256 SC#EZ AR,
Job owner O O ¥ a THIBRITHE S SCEHIER,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)® 7 7 & A {4
- o a0 ; —
R AE BRERTRE 22 A P;/&\;CI ;D .
Create Job owner O Ak yFa=my MIFfEEYy FLT . AF Y /777 X
U.NORMAL A=a—WHEN» B (77 v 7 A5 a k<) Z4EEL
T, HMEEFT,
Read 72 Lo
Modify | Job owner O Create #/FE T R E & F17.
Delete Job owner O O ¥ a THIBRIZPE 5 SCEHIER,
U.ADMIN
Table 7-5 D.USER.DOC(Copy)® 7 7 & A il
- oA ; —
HRAE BRAEWTREZR A P; NS 5’\;(::: ;D .
Create Job owner O 22Xy Ffa=y MIREfEEY PLT, ab—RA=o—[
U.NORMAL D 3 ¥ —%& E1T,
Read Job owner O Create #:/F % 317,
Modify Job owner O Create #/E Tl HIRRE & FEAT,
Delete Job owner O O ¥ 3 THIBRICHE 5 SCEATR,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 2 & A ]
R BAEFRERFIAE | A 87 =2—A A
PN | WC | PD
Create Job owner O Ak yFa=my MIFfEEYy FLT . AF Y /777 X
U.NORMAL A= a—EED T 7 7 A BRI L TEE % EAT,
Read 7L,
Modify Job owner O Create #/E T HEE % F1T,
Delete Job owner O O ¥ a THIBRIZPE 5 SCEHIER,
U.ADMIN
Table 7-7 D.USER.DOC(Fax receive) ® 7 7 & A Hl
HRAE BERTRERAINE | (2 T7=—2R A
PN | we | PD
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Create Job owner(*1) - - - | TOE O#EAER L, M7 7 7 Zinb F a— REHEELT
WRWT 7 7 ZE AR,
TOE O#fEZR L, SMBT7 7 7 A6 F a— FafEE L
77 Az,
Read Job owner O O - ATV ZERY 7 ANG T 7 7 AXFEZERL, FE
L Ea—%FER,
O | O - AR Y I AN T 7 7 ALEEERL, LES L E2—
B IR,
O - - | REIABYZERY I AN T 7 7 ALEEZRIRL, Hi
FAT & FAT,
(FHIMIZETIZ LY 7 7 7 ACEFHIBR SN S,)
O - - ARy I ANRDL T 7 7 AXEERR L, HIRIETEZE
1T,
(HIRZE TIZ LY 7 7 7 ALEITHIBRES L D,)
Modify Job owner O - - ARy 7 ZAnE 77 7 ALELZFRT 28I, ISHERE
# AT,
O O - | ARy 7 RN T 7 7 ALEETIRL, e,
Delete Job owner O O - | REIAEVRER Y 7 RINE T 7 7 ALEEZHIR,
U.ADMIN
Job owner O O - | ARy 7 ANGT 7 7 ALEERHIRER,
Job owner O O - 77 7 ALEOHIRY a THIERIZME D 7 7 7 ALEODH
U.ADMIN b,
O O - | ARy 7 ZOBIBRIZEED 7 7 7 ALEDHIER,

Table 7-8 D.USER.DOC(Storage/retrieval) D 7 7 & & 4l
HRAE BERTRERAINE | (2 T7=—2R
PN | WC | PD
Create Job owner - - O | Ry 7 AAF% FAT,
U.NORMAL - O - Ry 7 ARGFERELTHA LI MY M &RFAT,
O - - | AFvy 2=y MIUEREEY LT, Ry 7 AX=a—
EENAOEAR Y 7 ZEEEL T, BNy 7 AMREE FELT,
O - | NAU—=RF AL PDF (S LT Ry 7 AR FEfEEL T A
LVINT U NE ST,
O RAT — RIEHAL PDF R v 7 A0 3CEZRIR L, R
LT, (BIRS NI SCEREEERE ORAR v 7 ZTHH)
Job owner(*2) - - - | TOE O#fER L, ST 7 7 Zin6H F 22— REEELT
WIRNT 7 7 A%, BREIA TV ER Y 7 AT 70
A LA RAF
Job owner(*3) - - - TOE O#fER L, A7 7 7 A0H F a— REfEELL
777 A ER, MESNIBAR Y 7 AT 7 7 ZAE
wARATS
Read Job owner O O - ARy 7 ANEXEERINL, XBT L2 —%2 KR,
(77 7 AXEERLS, 77 7 ALEOLET L E 2—IL,
Table 7-7 @ Read #fEIC LV #lfHI s D, )
O - - | ARy 7 A IEETR L, Bk, #EF, 777 X

BAETIE
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L2HE. B, a v —onIhrgd T,

(77 7 2ALEOHZ R, 7 7 7 AXEDHIBIL,
Table 7-7 @ Read #{EIC LV Hlf =41 5.)
O - | ARy 7 AP IEEZEIRL, FEF, Fvre—F B
g, I —0WInnEFET,
O - | BREIAEYZER Yy 7 ANEXEERIRL, Fvrn—F
% F1T,
O - - | MR T— REBAL PDF R v 7 A0 3CGEERIR L, RTF
% FAT,

(RAFITIE SR Y — FAD DB, RF7ETIZEL D 3ER
HiBkx5,)
Modify | Job owner O O - | ARy 7 A LELZBRIRL ., fWE,
(77 7 AXEERLS, 77 7 AXEOREL, Table 7-7
@ Modify #{EIC L W HIf SN D, )
O O - | Read #EGEE, FIRNZIHWC, JSHRE L FET.
(77 7 ALEOHMMERL , 7 7 7 ALEOHIRNCE T 5
R L, Table 7-7 © Modify B EIC L v I S 5,)

O - - | BEIATYZER Y I ANDL T 7 7 ALEELBRIRL ., WE
&HERT),
Delete Job owner O O - AR > 7 A5 CE A HIBR,

(77 7 AXEOHIREZRLS, 777 AXEOHIBRIZ.
Table 7-7 @ Delete #{EIC L D HlfI S5, )

O - - | XRT = FIEE{L PDF 7R v 7 2705 CEZHIR,
Job owner @) O - AR > 7 ZAOHIBRIZH: 5 SCEOHIBR,
U.ADMIN (77 7 AXEBEOHIRZRLS, 7727 AXEOHIERIZ,

Table 7-7 @ Delete #EIC LV HlHI S 5,)

Table 7-9 D.USER.JOB(Print) ® 7 7 & A i
Bk BERTRERFIAE | A ¥ 7 =—R

BEI
PN | WC | PD
Create Job owner - - O | 7747 FPCHLXEEZERL, 7Y HZ KT A 3—
U.NORMAL THIMZ 52178, BE SRV TRGE& 7Y v bR v 7 A

—HERAF SN CE A BN L. AR 9347,
(FIRISETIZ L 0 SCEITHIBRS L D,)
O - 74T hPCOWCHLXELZRERNL, ¥/ L7 T
Vv b EBETER, BAE SRV TRIAEE T Y v bRy 7 I
—IRHRAE ST SCEA RN L, FIR A 21T,
(FIRIZE T & 0 SCETHIBR SN D)
O - 2547k PC®DWC » 5827 — 51k PDF S0
ZERL, HRMZIEELTEA L2 T S 2ETE,
BE ARV TRAT — R {k PDF R v 7 26— Kk
TFESNICEEBIR L, HIR % 51T,
(FIRNZ I3 A T — KA LE, HIRZE TIZ LD 30T

HiEns,)
Read Job Owner O O - Va TEIREFRR,
U.ADMIN (X2 T — RSBt PDF OZEF Y a 7%21<,)
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U.NORMAL
Unauthenticated O
Modify | - - : - |z,
Delete Job owner O O - Va T RENGY a T aHIbR,
U.ADMIN GRRE& 7'V v bRy 7 ANBORIY a 70846, ¥ =
THIBRIC &0 CEBHIBRE D)

Table 7-10 D.USER.JOB(Scan)® 7 7 & A il
Bk BERTRERFIHE | A ¥ 7 =—R

HAES 15
PN | WC | PD
Create Job owner O - - AF¥ySfa=y MNIFEfZEY FLT A Y /777 R
U.NORAML A=a—MlENDIE (77 v 7 25k aR<) ZHEEL
T, EEEFET,
Read Job owner O O
U.ADMIN . e .
U NORMAL Va TFRRE R,
Unauthenticated @)
Modify - - - - 72 Lo
Delete Job owner O - - AFyF o=y MTEVRFEGEATRY I, RS
R CEEEZFITL LA My X —2 M F L, 1k
H Y a 7 OHIRE ET,
(Va7HIBRIZE Y XELHIBRESND,)
Job owner O O - VaTRENL Y a T IR,
U.ADMIN (¥ a 7HIBRICE Y SCELHIBRENS,)

Table 7-11 D.USER.JOB(Copy) D 7 7 & A #l#)
BE | BEWREARRIAE | AL ¥ 72—

BAE STk
PN | WC | PD
Create Job owner @) - - Axy o=y MIFEfREEY FLT, 28— A=a—@
U.NORAML D 3 B — % AT,
Read Job owner O O
U.ADMIN o
U.NORMAL AT RIERR.
Unauthenticated O
Modify | - : : - | .
Delete Job owner O - - AFyFa=y MIEYFERMIEARY T, FiETEARY
HEE CEEZIITHLLIEA Ny X —2M T L, &Ik
Y a 7 ORIBRE FELT,
(Ya 7HIRIZE Y ICEBHIBRESND,)
Job owner O O - Ta T RIENDL Y a T EHIER,
U.ADMIN (Va ZTHIBRIZ L CEBHIBRS L D.)

Table 7-12 D.USER.JOB(Fax send) D7 7 & R |
Bk EaVERTRE 7R 8 BT —R
PN | we | PD

BAEST IR
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Create Job owner O - - AF¥y =y MIFERRZEY FLT . AF Y /777 A
U.NORMAL A= a—EENS T 7 7 ARG A BRI L CEE & F1T,
Read Job owner O O
U.ADMIN . e .
U.NORMAL 8 TRIERR.
Unauthenticated O
Modify | - S e
Delete Job owner O - - AFyF =y MY FERMIEARY T, FiETEARY
HEE CEEZIATHLLIEA Ny X —2M T L, &Ik
Y a 7 ORIBRE FELT,
(Ya 7HIBRIZE Y ICEBHIBRESND,)
Job owner O O - Ta T RIENDL Y a T EHIER,
U.ADMIN (¥ a 7HIBRICE W SCELHIBRENS,)

Table 7-13 D.USER.JOB(Fax receive)® 7 7 & A il {#l
HRAE BERTRERFNE | (2 T7=—2R
PN | WC | PD
Create Job owner(*1) - - - TOE O#EfER L, MR 7 77 A6 F a— REHEELT
WIRWT 7 7 A EZAE,
TOE O#AE/R L, SMBT7 7 7 A0H F a— REHEE Lz
77 I AE%E,

BEH &

Job owner(*2) O - - A EVZERY 7 A6 T 7 7 AFZER L, HIR
FAT & FAT,
(FIRIZETIZE D 77 7 ACEITHIBRS N S,)
Job owner(*3) O - - ARy 7 AN T 7 7 AXEEZBER L, HIBET A E
(e
FIRMZETICE D 7 7 7 ALETHIBREND,)
Read Job owner @) O
U.ADMIN . o B
Va TR ERR,
U.NORMAL
Unauthenticated O
Modify - - - - 2L,
Job owner O O - TaTdEENL Y a 7 IR,
U.ADMIN (FIi> 2 7088, ¥ a ZHIBRICE YD 7 7 7 ZACE B H|

rahd,)

Table 7-14 D.USER.JOB(Storage/retrieval) D7 7 & & |
R BERTREZRFIRE | A4 T7=2—R

PN | WC | PD S
Create Job owner - - O | Ry 7 AMrAF% FEAT,
U.NORAML - O - | Ry I AREERRELTHA LY MT Y v M EFELT,
O - - AFxyFa=y MIFEfREZEY PLT, Ry 7 AA=a—
BENABMEARN Yy 7 ZAEE LT, KNy 7 ARA(FEE FLT,
O - By 7 AMELFEEIEE L T/RA T — FREEL PDF O & A L
7 N7V v bR FELT,
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Job owner(*2) - - - | TOE OEAERL, SEBT7 77 A0 F a—REFREL TV
TV AZNER T 7 I ASCEE BB ATYZAE R 7 AR
o

Job owner(*3) - - - | TOE OEAEZRL, ST 7 77 A030 F 2 —REBELILT 77 A
SR, 77 VAL E GBSV AR 7 Z~RAE

Job owner O - - | ARy 7 2B EEER L, B, #EF, 777 1T

U.NORMAL L2HE. BE), a3 —0nFhag 317,

(77 7 AXEOHIMZERL , 77 7 AXEOIX
Table 7-13 @ Create #B{EIC L D HilfE & b, )

O - AR I ANLEERIRL, #ME5, Fvran—K &
g, I =0V nnEFET,
Job owner - O - ATV ZERY 7 AN T 7 7 ALEZERL, ¥
U.NORMAL ra— R & ST,
Job owner O - - NAT— Rt PDF RNy 7 AN 630EEZRIRL . (R{F
U.NORMAL & FAT,
(BRAFITIEZ R AT — R AL, RIFZE TIC LY CEIX
Hikkx5,)
Read Job owner O O
U.ADMIN Va7 RIRERTR,
U.NORMAL (SR T — R 51t PDF OZA5H Y 3 7 %FR<),
Unauthenticated O
Modify | - S e
Delete Job owner O - - AFyF =y MY FERMIEARY T, FiETEARY

i CELEZETS LOER by FHR—%H L, F1k
MY a 7 OHIERE FET,

(¥ a 7HIBRIZ L D CEBHIBRESLD,)
O - - | AR Y 7 A ORI AEZFAT L2tk A by T R—2
TL., ik = 7 OHIBR % 1T,

(¥ a 7HIERE & CEEHIBR S R0,)

Job owner O O

VaTERENL Y a 7 EHIER,
U.ADMIN

1.3. lESEtkae

FCS_CKM.1(a)

TOE i%. IPsec ifi{Z O #EfE N7 TH D IPsec FFBAEO A RLIZFBV T, NIST SP800-56B, Revision 1 ¢ 6.3.1.3
B FE# D rsakpgl-crt J7RUTEEHK D 7HE T, #E 2048bit O RSA FEuIFr#EE ARk 45, £7=. IPsec {8 DO#E
FeNTIZ 3BT, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZid#® Using the Approved Safe-Prime
Groups (ZF2# D 15T, Diffie-Hellman 7 /L —7" 14 (215 FExIFR#EAE A% 5D,

FCS_CKM.1(b)

TOE i3, IPsec i#{5 Di@(3 BAAEE:, H LT SA T4 7 XA LRt D872V T, FCS_RBG_EXT.1 (252
#Hoo RBG THEIEZEARL., 128bit HL<IE 256bit O xtFilE 5844w+ %, TOE 1. DRBG % (CTR
DRBG(AES-256) - O 42 LT 158 RBG 2@l Sl & LT 5,
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FCS_RBG_EXT.1

TOE /Z. NIST SP 800-90A (Z#£#il-¢% CTR DRBG(AES-256)¢. 1 DDV 7 y =7 o bt —JE DS
N5 RBG #3472, FiE CTR DRBG . Derivation Function & Reseed %F|f 3273, Prediction
Resistance #§REIZEIEL 720, V7I\‘7I7I‘/FDE°*‘7TE5 I%. CPU OWNERIRIEIC B 5.2 D50 2 —RED
FHEL Ty 7 Iy B — E R L — T NI FEEE L TRY | L — T I TR OIS & &I ay Iy
VA—RHETCTHIEL, raw T — %155, 7 MNEFE L XOR ZHWTraw 7 —XICEHENHT MR —ZE Y MK
WZHLER, JEfE T2 T ia=u 7R FERL, By MO hat— 5 i, e —EELTH AT
Do

TOE X, ZORBG ZFH L TEEAE AL . =15 BUB(E FERE DO 58k (8 256bit & 128bit)$5jz :%I M35,
TOE 23N ELEUE LT 285, CTR DRBG Ty —K~7 U7 /L (Entropy Input & Nonce) B3 E (/2 ~724 . = b
E—JRELTHIH Y 7 M= T Al L LB A XD e —EE B L TR %, _O)I/FDE —fElX
NIST SP800-90A @ 10.2.1 (2”& Instantiate & Reseed (Z4E /2 fig/ e bt —&(TOE 04, B%=
VT AR LRI T 256bit) AL TV, +437 e hrE—R3 g £ T,

FIA_PSK_EXT.1
TOE 1%, IPsec HHOFFIILARELL T, Fii7 FAM—ADOFHFLAEIFIH TED, TFAM—2DO FH[IE
BHHL, Fionyva7 VTV A Lz DTy MI~E S5,
« T F% A MAR— X OHEFTHA g
>EE 22 T
> M ATRESC « ASCII S04, £7-13 HEX fi&
> REAHT O 5 - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)
TOE i%. IPsec il{E®D ESP K 5{k.7 /LR LELT, FIPS PUB 197 & NIST SP 800-38A |Zi & L7t R
128bit & 256bit ® AES-CBC # | 3%.

FCS_COP.1(b)

TOE X, 7y 7T —MERED T 7 — AU =T KFEZEB W T, FIPS PUB 186-4 (2 A L7-## K 2048bit ® RSA
TUHNEBLT NAVALEFHT 5, £, IPsec #{E OB T FRALIZIH VT, FIPS PUB 186-4 (Zi# & L7t
2048bit ® RSA TV XNV EL T INVAVAL(BL AR &, T XNV EBELBIEICEB T, FIPS PUB 186-4 IZ#&L
72825 2048bit & 3048bit @ RSA VXV BT INTY X0 (B4 HEE) 2 HH 5,

FCS_COP.1(c)

TOE %, 7.7.1 BIIFEREDOT v 77 —MERRIZE W T, LFOIIIL T VXV B RGEE W=7 7— A =
7T =X DORGEEELITY, DT, ISO/NEC 10118-3:2004 (ZH#EHL 92 SHA-256 (ZXD/ N 2 EOF A I T4
Do
(1) TOE 73> RSA AB#FER 2048bit) TF VXNV EBL T — 42 &1H Sk 5,

(2) SHA-256 T77—AU=T T —XDO, v afizfiti+25,
3) VEQDEEtET S, — BT UET 77— =T 5 —Z N IEF ThoH LA 2,

%72, TOE 1%, IPsec D IKEv1 #BRE7 VTV LEL T, ISO/TEC 10118-3:2004 |ZH#EHLT% SHA-1,
SHA-256, SHA-348, SHA-512 |28/ 2l R A FATT 5,

FCS_COP.1(g)

TOE i3, IPsec #5123\ C, FIPS PUB 198-1 TiE#F 4115 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 CTEF%X415 Secure Hash Standard (2L 2 F iR Ny v a Xy —U38GEIC LD
ESP 54545,
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cAyE—TUHFA T A MK 160, 256, 384, 512
- JEK 160, 256, 384, 512
<57 LY XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE (%, IPsec 15 CTHI 958k, S8 BIOLRAT Se LM HED Ji 5% Table 7-15 1R, HHEIZEoTRIES
NI ERIEHE, IPsec AEED 774X —Mil L, BIHIZZHA /[ 72 SSD IZRFEND, B EE NINHOHDH|
BrA 34T L2, 0x00 T EEXHIFRT 5, IPsec TSNSy a i (— A2 581X, RAM _EICfRfFES
N5, 2ot TOE OEJR OFF (2L R0 HIBREND,

Table 7-15 SEDIRIFES & I

i PRAFSE WEEEA I T WIED 1k
L NSBIeR BHEIZL > CREINTZFH] | SSD EWEEIC L D EREAHAIRR -4 | 0x00 T EEFE
A B (REEBEE ) il B
BHEICL > TRESNTZFH | RAM | &I OFF —
oA 25 U CAERR L7
KRG IKE H3: A i g RAM R OFF —
(IKBvl 7 =— X 1 THER I
%)
[Psec FH A Fiss g RAM IR OFF —
(IKEvl 7 =— X 2 AR EN
%)
7F A _— | Psec EBIED 75 £ < | SSD %I%%c:; ZREEAIER (EEHE ?xoo ThEx
i WG EEARE) B Fill B
IPsec @ Diffie-Hellman 7 1 X | RAM IR OFF —
—
(IKEvl 7 =— X | TAERKEN
%)

1.4 BEFEEIEHAE

FTP_ITC.1
TOE I%. Table 7-16 |27~ IT #85L DIE 123V T, IPsec 7 ha VA FIH T 5720 F¥ RT —F L
IS SEEY AN v AR

Table 7-16 IT H2: & D@

TSF A+ 5 IT 58 78 kar
SMTP 4 — /< — [Psec
SRR — /3 — [Psec
DNS #— 3 — IPsec
O e — IPsec
WebDAV #— /3 — [Psec
SMB + — /3 — IPsec
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FTP_TRP.1(a)

TOE i, EF#FEN TOE #VE—MEEITHHEEL T, 7947 N PC T 7 CEIET D WC it 35,
TOE L7747k PC BMO#E{E 1L, E{EHEE /XA THD IPsec 7RV AR5, J%»—Wfi@ff DIZr54
72k PC 5 TOE ~7 272 ALT-HE, TOE 1% IPsec 7' 2R L COLIEIE R BIIEL S OfBI L B2 T — %R
WD REL | W(ET — L E OB E RS D,

FTP_TRP.1(b)

TOE 1%, L TRWAIHE D TOE ~JE—r727BRAT5HELLT, 7947 PC O7 S CEifET %
WC LSV BRTGAN—%42t35, TOE L2547k PC B O@E1%, SERLEE /N2 ThD IPsec 7 mha/L %
FIRT 2, VE—FT 78 ZDT=0I27F4T >~ PC 735 TOE ~7 71 ALI=H, TOE 13 IPsec 7' ha/L TD I
E2BAMARL ., VR OFAIE ., BET —HIRRNODORHEL BT — XU E DKM ERIET D,

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 (ZH#ELT 2 IPsec 7 —X 77T v & FIET 5, HHEDOHN, IPsec 7' b/l LT Fita%
EEAERE, BETEDLN, TN OREMEEFATHIEITTER,

« IPsec W 7B NMALERE : PT U AKR—FE—F
c k¥ 2VUF 17w b3 ESPRFC 4303 (2 #EHiL)
> ESP i 5k 7 /L= U X4 AES-CBC-128, AES-CBC-256(RFC 3602 |Z #E#L)
> ESP #aE7 /L =Y X . : HMAC-SHA-1. HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
- gz #a i X  IKEvI(RFC 2407,2408,2409,4109 (2 VL)
> IKEv1 i =2k 7 v 2 X4 AES-CBC-128, AES-CBC-256(RFC 3602 | E#lL)
> a3 —3 g F— N : Main Mode
»SATATHA L
® 7 -—X1® SA : 600~86400 F»
® 7 =—X 20 SA : 600~28800 F»
» Diffie-Hellman Group : 7 /v —7 14
> ESN : #%). A2h(RFC 4304 |2 #E4iL)
- IKE ZEE 5 . T UZNVELRSA)., 7 F A b _X— 2O H
> T U HINVEL
® RSA-2048 (BA AR, B4 HEE)
° RSA-3072 (B4 )
FEET VT ) X SHA-256, SHA-384, SHA-512(RFC 4868 (Z YEHlL)
>7%Zb~~1®$m LA
° ﬁi@%z)s XET D FEAI A - 22 LT O LTFHNASCIL SCFF, £ 7213 HEX fi#)
FWAET LT Y X 0 SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 (= #E#ilL)

F7-. TOE % IPsec X =27 ARV —F —H_X—Z(SPD) #F2EL TV, HHE IZIVUL FTORENTED,

*IPsec RV v —:IP X7 v FOEGEERBEL T, TNENDOEMICEE L IP X7 v MIxF LIRGE -
W - HED O DL EOEEEIT I BN TE D, IP X7y hOKRME LTI TCPL UDP D7 2
fajb, R—=F, EETIPT RL A, FERIPT FLAERRETE S, IPsec RY > —IXIP RV
=T N—T1~10 D 10 FL—TETRETE 5, 1 DOBEHTIC, EED IPsec R Y ¥ — W& E
SN E ., IPsec R U > — 7 /L —7 1~10 OBENEFIZBED 63, TRLOESENER TEMEN A S
nod,

e fRAE > mEEE > iR K
T I FNET I ar: IPsec R Y Il EET DREN 2o -G8 0EMEEL TR bEIN T 5,
(ZOREIZOWTEHRFIIH L, WEZEBIRT LI TS X ATHRLTWS,)
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> %ZE : IPsec R Y V— DR TEIZEE L2V IP X7 v b iﬁﬁ%ﬁ‘é
B : IPsec RV O —OREIZEEHLRWIP Ny MI@EiESE 2
1.5. ¥ 71 EEHEE

FMT_MOF.1, FMT_MSA.1, FMT MSA.3, FMT MTD.1, FMT_SMF.1, FMT SMR.1

TOE %, FIHF IR L TR RRE B RE A 2 032, B BEAEREIL. SUiiSN I # 7 = — A DD HREFTHE
ThD, TVAHRTANR—F, FEEREZ R L2, #BE AR B LUXWC T FiLOE B REE 31T 7 D I
BRI HEEICIE, TOE ~OfkBIFEIEA RS, RBGECEHEBEAEAZ R A T5Z 813 T&lun, ul A B, Fl A
F & EI(UADMIN, UNORMAL)ZBIE T, B A O EIEn s 7o NECTHERF T2, FIA#E O&EFNIC
PRSI COZRUWVE IS REA R 92 2 813 T&72\, TOE (%, Table 6-2. Table 6-3 7 7 AHfHIZIHB T, &
X VT r—BIHEOWHIEEL CRIHBE CET — X FHE Y a9 75 — X 2Bk L= —i%FI 3 @ User ID %%
WHTH, 777 AZEHRICEVERSNAFAFELET —4 ., FIHEY a3 77 —#1%, TOE SNOF|HE
R TIEREND =D, EX 207 o —BIEOWHIEE L CTEHE D User ID 2#FI0 4T, 77 7 A%fE
o7 7 Al E T 5, TOE &, #IHfEE LTEV Y ToHNT User ID 2 LEX T HHREL R 70
U,

Table 7-17 BFEEFEITREINDEHEEE

=gl 2 FralS oy | BERTRE/R A &
1B Tz —A
P TOE R # 8 User ID &5 oo —0wdk | ok, AT, Hl | Bl xL. WC

B, 2 — P — AT — R OB/ AT, —FEF HE | B
DR TEIMRER ., EBEHI IR O 5% /iR, & B H MR
O HIEIBREITY, = —F — B ERS IR A A3
E LIV a7 B ER LR, X2 T —EIED
WHHELL T User ID 233% E X4, Table 6-2, Table
6-3 OFAET —ZT7 7 ARIBENERSILS, 725,
a—P—%HIRT L, Y — =D EE THD
CELHIBRS LD,
BHE NAT—RNREW | FHE AT —REHRET D, L AR, FEE S
HE AT —RITITT 74V MED R E S TUND, 8T B4R
FFORRE TR EICB VT, ENVMM U E S DR ELE
HI 2,
2— P —FIEHFROREEIT) AMRIEERIE, FMB | 2 F
P N —=FREE, ARIREEE A+ SNB Y — R —FHFEDO W T
NNEBEIRT 5, BV A UEEEIL, BICARKRE
EFRE TR FRAE S L D,

YV I

BE R WC

SMRFFEY — N —3RE | MY — S =R TR AT 29N — S — | Bk, ZBH, Hl | #BiE v, WC
BEHE DEREEITI, B
FRRE B A S B D 4 | FEAE R BRI S o A 5% E T 5. FIAE OER L | A% BE 1L, WC
Tne SREL SIS O EEICE L=, TOE 133

YR HE T T DA IET 2,
FHARALOBRAEEE L | LR A I T A2l ic ke vk | B E BE 2L WC
fRBRIFE D2 R RE A EHE OFRFENME IS5 A FREEE 1 )3 iF

FRENDFETORMZHR T T D,
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(el s N FrAl Sy | BRERTREe A &
E Tz —A
FRRER I B (VN A2 | BRRERERIEIERZ 7T 28, ZOBIEIZEY, Evh | 54T BE 2L WC

EEE LN DI T HRE

A EEE DS ORI A& OFRFEE 1L 2R D223
T&D,

RNAT—RHMOETHE | SAT =R OSRAT =N/ MRS EL G D) O | £ H BfExL, WC
HE R L EEIT,
X2V T IR ER | B2 VT LR EOE R BN E R ET D, AL BfE v, WC
HE ANCRRE LI, X2 U T A BEED S D E VT
BT 2R EEZ X2 T RMEIC—ERE L, TO%
ExEMEFRFT 5, *v hU—27 %4 L7= TOE OEH
HERE. AT AMRE (RS-232C U/F %) .
v bV — 7 REE SRR 2 & OF 3 AR
L&D, FIHEDEE R S SRERI TR ELE T
BERATLIGE, BEEE A TR L, FIAE D EE
Ok R LT28A. %2 ) 7 ¢ bR e 3%
AR SN D,
H R 028 R RE AREHREZRET D, BENREENRAELGE, | £E BE 3L, WC
O ARFE BB A /I RSN D,
VAT LF =PIy R | BEASIAEMET O AT LA — MY by PR | AE BE L WC
M 2 TRk BE DFEHEIT .
HEyms 7y MNEM O | WCHBEROBBI=S 77 MER O EE1T, B WC
T HRE

e

I

EEEBEHEETHD IPsec BWIEDRELITI,
IPsec B{E % €. FAidt A HR E, [Psec iE Bl ERE
DX, BHE ., HIBR,

Bl L, WC

Ay U — IR ERERE

Fv R —22E (TOE © IP 7RL A, DNS #—/3—
® IP TRV A R —hE5%, NetBIOS 4 %) D%
$k, BHEELT),

B R WC

i A B A BEARHRE DA VAR B AT Y DI IE, B | Wik, EE | BESRL, WO
= HBELE R OREL , AT D%AE L]
BA1T,

R A B 8 ARy 7 AD BRIk, EH Ry 7 A4 OB Ko | 2k, ZH, M | BIE 30, WC

NAT—=ROBEIER FiEHE—F—DETR
). HIBRELT,

SRIFIATED 5215 A e BE

S ATV SZAF DA IR, MK ATVZER Y7 AN
AT —R DGR EEIT,

BE 3L WC

Table 7-18 —&FIMAE ICREESNSEEMAE

& BRRRE N2 FralS oy | BERTRE/R A &
E Tz —A
=P —RRT—RFE | 22— —RT—NOREETTI, FIFE L, BB | A% BE 2L WC

A, BE D — P — AT —R AL HIENTE
2o

TRy 7 ARE BRRKRE

AR I ADRGFEITY, o FIRBEDNFTHE T 5
AR 7 AL TER(R I AL DET | Ry AR

Bk, ZLH, HI
53

B2 WC
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(e s N2 FrAl S o e | BRERTREe A &
E T gz =2

AT — R ORI R FiA 2 — P DL H L)
HIBREATD,

FPT_SKP_EXT.1

TOE 1%, IPsec 1@{E THIH T AR ZHEDH L B IZ > TR ESNT-H/TILHA#L IPsec SEAED ST AN
— MEA B SR AT RER R R AR — Y Td D SSD ITIRTET D, LS DS 581, RAM IZIRT1FT 5
(Table 7-15 Zf), TOE [IRTFSN = FRiLAE, 7T A —ME, 15 584 F B T MR A TRk L7272 | Fil
JA# TOE OFEIC IV E NS A FE AT ZE13TERW, TOE 1, MFP A K2 RS-232C IF 2 3L TUW578,
EH PRI ES LS TWATD . FIFHE NI DAL 27 = — 2% F LT, SSD OWNEHT — 252 B 42213 T
720N, £72. RS-232C IF LIAMZ, TOE D4 ERH SSD ONELT —#Z2 B ¢ AL 27 2 — A% FEEL TR,
SSD [T A AR A 72 AR — U TH DT, FIHFE D SSD ZHF L CTHNERT — 42 T 3 Z &1ZTE 220, L
EOZENG, FIRFIRFSN-FR A, 7T —ME, B B2 FiA N T2l TE R,

1.6. BEEHEAE

TOE 1%, AN ERIIH L CEEa T 24K, ik, a7/ —_—~3EKE 75,
FAU_GEN.1, FAU_GEN.2

TOE 1%, L FOHFEBEZER N R ELRLEL, FLRBAELGEH HESR), FHROFN], 37 =7 MRBIE R,
FHOR RA2TET 5,

Table 7-19 EEXNRER—E

BAX R ER ID (7 V=7 MNlBIE®R *1) (ES
Z— W —FREED Admin ID/User ID/R% 4% ID OK/NG
TR AEVEAT AR Y 7 A/ SAD — R EEFIED F it User ID OK/NG
Y PSRRI LD Bk, R B Admin ID OK/NG
L= SAT =R OA User ID OK/NG
BHE SR —R DL H Admin ID OK
aZ— W —FRRERR EDE T Admin ID OK
SMRRRRE Y — /N —FR E DBk, AT Admin ID OK
FRFIE SR ] S B i oD 25 B Admin ID OK
B P REE DB AL L R BRI A D28 T Admin ID OK
FRFFSE A% (U.BUILTIN_ADMIN LIsk) o2V 7 Admin ID OK
PR — R ZE SR AE Admin ID OK/NG
X2 )T LT —RREDOEE Admin ID OK
EREAEE oYY Admin ID OK
AT KA — Ny M OZE HE Admin ID OK
H#ia 7 7w Mg D28 5 Admin ID OK
SR E A BRR E DGR, A HIBR Admin ID OK/NG
Fo N — JERE DRk, A Admin ID OK/NG
b Ao I ISR RE O B 4R Admin ID OK
B TS RE DR T Admin ID OK
Ao/ SRR OB R, AT Admin ID OK
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BRI GG ID (B7 v =7NEAIER *1) i R
Ry A BREREIC L DA R 7 AD Rk, 255, 11l Bk Admin ID/User ID OK/NG
BRI AEYZAE R EMRED B Rk, £ H Admin ID OK/NG
7V bV a T ORLF User ID OK/NG
7Y hYa 7O User ID OK/NG
A¥x X Va7 OEF User ID OK/NG
v —T g 7 OH User ID OK/NG
Ty I AEEY a T OEE User ID OK/NG
77 I AZEY a T O%AF VAT AL ID OK/NG
77 7 AZAEY a 7 ORI User ID OK/NG
RAEY 3 7 ORAF User ID OK/NG
T 7 I AZAGEY a T ORAF VAT A ID OK/NG
A7 2 7 OHI User ID OK/NG
BRAFY 2 7 O%(E User ID OK/NG
RFYa 7T D7 7 7 AEE User ID OK/NG
RfFEYar7oFyra—R User ID OK/NG
15 a 7 OBE User ID OK/NG
BRIFY 3 7 DR User ID OK/NG
RA7Y 2 7 OHIBR User ID OK/NG
IPsec & v v = VST DRIR AT A ID errNo(*2)

CLFRBIFRFERMIC R A LTZER SR ELO IDV 7 V=7 MEIE B, REE: ID SV EEMEE TSR D,
7772'_XL'1D I;L&}DJIJ Aty nﬁ%?fbfﬁl/ =D AT LD (./Efﬁ AT I (MFP))
IPsec Ty al fEST ORIV TH T AT AID ([EEfE : > AT L (MFP)) Zit#k 15,

(*2)"1414" (2% =7 115 (IPSec) DKM /2 E DFTE DT T — N FLdkS D,

FAU_STG_EXT.1

TOE (%, BEAREREDO A 2N/, Bidin 7 O WG I7 1L, nr % — " — HENEE SR 0F

Daﬁ—g—éo

L AR DOKFELE

HIBRZ & BEA 23 S DR Al 7 i B sE 4R 975, v/ ¥ — X —(3 WebDAV #— 1 —Z2F| 4%,

OIS HET B 8t
D IPsec @5 1%, &5 LA & PR EE

HLUTRE Lo ERMEITELS
Tay YA~ EIET B,

TOE Niz—HRfEEN-ur 7741 i%, XML 5 —#IZ
T kO 77A0D XML 5 —ZZ OB
TOE W —BHEfFEENT=nrs 77 A4/L XML T —Z~T VB AT HA BT 2 — A%, BHE L OEAE S DEE

9%, XML 5 —#i%, 27— " —~DEE 5%

EHIBROZTHY, — A BB BEENARLEILT 7 BAT AL TER,

Fy T —=JEERE TR Y — "= a7 G fa x5 TET TOE WO w— IV ERAFEREIANE AR

FATTE ORI T OREREICHIRS D,
HIR OFF (2 X 2B o 7 BUSHRRE DR T
- BIR ON (2 X DB v 7 BUSHERE DB 4A

s =P —BEE (BE SRS DEIE v 7 A D HFEA)

CEEEZ L oEAR IRE. b LITHIBR

BHENEEZ EELLITEEn S/ HIRE EITL, v— VRO AR BB SN D2 LT, IR AR

PRS2,

Zix L, IPsec E%%*UfﬁLfmﬁ‘%**/*‘%f\%ﬁﬁﬁ%%ﬁféo TOE &z #—/3—
XD ET D,

TOE %, Hﬁ“f%i&%‘fﬂf774ﬂ/<‘:bf TOE N w— 7 VARAFFEIE
BB A NGRS REEFITL S

I WERAFEL E @5%1;.*#’( ﬁut H iR§
Z. XML 7—#IZ

L LT E HE DG A I BRa AT LR, H
ZHIBRY %,
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Table 7-20 &R T —F D4k

R 77— O Hn IS
7 7GR O E Ik SSD IZfRfFT 5
aJERITe 77y A E L TRRETFE L, XML 7 —Z ICEHf L Cr 7
P—N—IZKET B,
077 7 A VTR 40MB RFATRE T, FitW\WINhrDZ A I 7T,
07— R—~DEFE DTS XML 7 — X (BT 5, Bk, Y%a 7
7 7 A ITHIBRT 5,
7 JIERORFEY A X CEHENRELCARED LIIEHEEICELESA
- 36MB I L -4
CEHENEEn SEEEEITLEEE
XML 7 —#idm 74— =2k EH, kD XML 7 — # AR S 112 B
WZHIBRT 5, BERBOELA. &K T6MB (2277 7 A4 /L 40MB, XML
' —X% 36MB) 7 TOE NIZ—KHREFESND,

FPT_STM.1
TOE 37y itz AL, BHA DA TOE ORZIZ A W9 HREZ R M5, Bl n s Stk D21
W7y 7RREN DI E N D,

1.7. SIS ERRE

7.74. 7 v 7 T— bEE

FPT_TUD_EXT.1
BEE L, BE SR LT WC CRBIGRIERE & B 1| ﬁ“@77“‘ﬁ~'7:c7/**“/“a‘/0)ﬁﬁ§f%%ﬁ“(‘%%’)
?it\ BHEIL, 77— T T —HET DRIV EBL T —HEREHLT- USB AEV% TOE ([ZHE35 L BB/ b
FkBIFRAETE  EEE B CT 77— AU =T DT v 7T —MERRE FITCTED, 77— LU =T 7 —ZITE, VAT A
:/I\D—7'?°7 Vobharvhmn—tWolz BTy r—a0 2T SHA-256 [CLoTHEHLEE 77— A7 =T Dy
V@R (7.7 25O H 7T AMERE TR 2) NE T T\D, T UXVEL T —H1L, SHA-256 CTH
LIz 7— L0 =TT —HDO v =2fBIZx LT, FIPS PUB 186-4, “Digital Signature Standard”{ZF2#> RSA
FIOLNEL T VTA) X NEER 2048bit, B4 A% — L PKCS #1 Ver 1.5) TEA LT —FTh b,
BHENT 7T —MEEEE FATLU-FE, TOE 1314 AM— VA& BA6 9 2A1IZ RSA /ABH#E (JEFK 2048bit, Hr
KFZ TOE IZAV A= SILTWD) LT, 77— L0 =7 7 =2 DT V2V ELIRGEE T T 5, B4 RGE
WRIELTZ G AR, B R E SRR, 77— L7 =7 OFEEWRZ UEIIAT D0, B4 MRIEA RS LT
X 77—V =T BT 7 — 2T =T Oy 2B REA ANV 5, TUZVELRIEOFIAIL, TEC
DIy,
(1) TOE 737> RSA ABR#EHE R 2048bit) TF VXV EBH T — 2 &8 55,
(2) SHA-256 T77—ALU=TF —ZD v afizbitd5,
3 VEQDEELET D, —FHT UL T 77— 20 =TF — 2N ER ThoH M5,

7.7.2. BB T X ~i¥sE

FPT_TST EXT.1
TOE 1%, &R ON RiZ, L FORITRLIZTAMNEFICHE ML, BE PR ESIIZGG . BE\xouc#Ed %
ForL, BEERE L #REE 2 AT 2RV IR ICRB T35, 2k, TSF #3457 7 —Lv =7 D5t
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R TE D,
Table 7-21 HE.7 A b
No. PIE 7 A b
SHA-256 THRIN LB 77— v =T DAy vafis, 7y 77— Fh
) VAT Ay be—J%OER | BSEETTOE ~A VA b— L ENTony ¥ 2 flFRICTEE STV D E
Tyr—hUxT D=9 5 L%kl TOE THAHT SIS 7T by va
TERRFED G L 72D,
KW r 70U XAk B BEMfET A b KAT test for SHA-1, KAT
test for SHA-512, KAT test for HMAC SHA-256, KAT test for AES
5 Wk 477 encryption (CBC, 128-bit key). KAT test for AES decryption (CBC,
T3 Y XA SHAJHMAC % | 128-bit key), KAT for RSA 2048-bit (PKCS #1 v1.5), KAT for DSA
(signing P=2048/N=256; verification P=1024/N=160). KAT for
Diffie-Hellman % ZE/ii,
Tz bhr b=l LTRIHTS Y 7 by =T 23 E L, DRBG B%o
5 WEkZ 477 ~VAF Ak (NIST SP800-90A @ [11.3 Health Testing] (ZH3%
7A=Y X4 DRBG Instantiate, Generate, Reseed DFEREIC DWW CEEMfiET A ) &%
Mt
7.8. FAX 7 BB

FDP_FXS_EXT.1

TOE NEHET LT 7 VAL AT = —AOFNH T iEEL T, AREIRRE I UIZAMNE FAX #2500 7 7 7 A5 &
FIHE NBESINDLFATT DT 7 VARG RSD D, 77 I AA BT 2 — AR CEZE RSN TNDT —H
1. ERRFIAFEIORUZ 7 7 7 ALET T TH D,

TOE I%, 777 AET LMERER FEEL TERY, Super G3 7 bV BLWG3 aba/L e iR —h 5, 777 AE
T NT, TV REZAG DI EFITL, ARERE N U thoa~  RiZ—8s i fid 720, £72, TOE (%, PSTN &
LAN RO 3Ry NI =27 VoD% T DR e 2 FF=7200,

PLEDZENS, FIHE N TOE OT7 77 AL 27 = — 2% FWTHIHA TELDIL, 77 I AEZEDIHTHD,
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