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Users must be authorized before performing
Document Processing and administrative functions.
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The TOE must be able to identify itself to other
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Physical security, commensurate with the value of the

TOE and the data it stores or processes, is assumed
to be provided by the environment.
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the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEFE 1. A FOvX= VT 4 HEHIHE- T
TOEZEHT 5L, BEHINLTWVWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SHNIERHEE, A botF =2 U T 4 FFEHT
> TTOEZM M % & 9 HFAH S LT D,

Authorized Users are trained to use the TOE
according to site security policies.

B IR & MR

K TOE OFRFE T % i#E R EL

#[% 4-1127F, A TOE 13—/ 47 ¢ 2%

I, MEONER Yy hU—27 Th 2D LAN KLOARERICHRE L TEH Sh
%o MHZEIX, K TOE O#EAFE /L2 LAN I[85 Sz 7 47 s PC %4

ELTARTOE ZfiH+ 2%,




JISEC-CC-CRP-C0691-01-2020

A2 B—Foh

SMTPH = i—, SHBREEE Y — i— . DNSH—si—, 04 Hr—si—,
WebDAVH—ri—, SMBH—ri—

FFATF 2=

GSATF PG

M4-1 TOEMERRIE

A TOE O FHEREE O RS 2 LR IR,
(1) 747>k PC
FIREBEAT2ILWHO PC THD, LTOY 7 N =T RN ETHD,

+ OS : Windows 10 Pro
- IPsec 1V 7 F D =71 OS Wik
+ Web~” 7 7% : Microsoft Internet Explorer 11
TV H T AN
KONICA MINOLTA C650iSeries
PCL/ PS Version 2.0.13.0

Q) v 7P —rR—

TOE O LT-Edw V2R FET 510D ——Th %, WebDAV %)
DY T NIz THRMETHDH, KHITIILL IO Y 7 b7 =7 2,

« IPsec 1Y 7 F 7 = 7 strongswan 5.8.0
- WebDAV H Y 7 N 7 =7t apache2 2.4.38

(3) SMHRRREY — N —

TOE ORIMFE ZiRRGET 572D DY —"—=TH 5, TOEIZ B — N —
PRRES R BRE LGS E L 72 %, Kerberos KDY 7 N0 = 7 BLE
Thd, KHETIILUTOY 7 o =7 2,

10



JISEC-CC-CRP-C0691-01-2020

+ OS: Microsoft Windows Server 2012 R2
«IPsec Y 7 b7 =7: 0S Wik
- Kerberos 1Y 7 7 =71 OS Wi (ActiveDirectory)

(4) DNS H—/3—

RAAL 2% IP T RLVAILE#MT 29— "—Thb, K TIZLATDO Y 7
}\ 71?%@5%0

a) S — N —FRRAE S KDY &
« SMEBRRRE Y — =LA T (DNS Y 7 b v =713 OS HJik)

b) SR — N —FRAEHT XTI WG E
« IPsec 1Y 7 F 7 = 7 strongswan 5.8.0
*DNSH Y7 Y =7 bind9 9.11.5

(5) SMTP #—/3—, WebDAV #—/3—_ SMB #—/3—

TOE TAX v > LIAIHELET — X 2 XET 554, £72iX. TOE IZR1F
SNTFIREXET =2 2B H L TCHET 258 I#EHT 25, SMTP —
/38— WebDAV #—/3—_ SMB #—/3—(F, ZhZh, SMTP, WebDAV,
SMB 471 kainxhsn Y 7 b= 7 RLETH D, Al CIELLTFD Y 7
Y =7 EEH,

- IPsec HY 7 F 7 =7 : strongswan 5.8.0

- SMTP 1V 7 +© =7 : Postfix 3.4.5

- WebDAV H Y 7 7 =7 : apache2 2.4.38
-SMBH Y7 hU =7 : samba 4.9.5

BB, AERITRENTWD TOE SO N—FT =7 KOV 7 by =7 OfFHE
PEIARH OFEPE Tid72wy (HIfFETE 20D LT5),

4.3 ERRRICHE T HTOEEHE

K TOE Ot SHKRE. KO, AFHl THRAES DA TOE OFEREICIE, LAF
DRI D B

1) HHEY— =] O7 FA4T7 >k PC

TOE &#fs L TEMET 28— =27 T4 7 F PC 3 e = 7 TEM
INDHZ LT, FHEORMETH D,

(2) W 5{bbkne

11



JISEC-CC-CRP-C0691-01-2020

A TOE O bREIX. BET—Z OEE(LIZEH S5, TOE IZIREESH
DT — 5 O SALITE 220,

12



5.1

7—XTOF¥IZEET 5158

JISEC-CC-CRP-C0691-01-2020

ARETIZ, A TOE OFiPH & FERMRRZ AT 5,

TOEEBR L aOVR—R Y MERK

TOE Ok %z X 5-1 (279, TOE 1347 > a &2 L7 MFP O4&(K

TH D,
TOE
¥ VT EAmge 1
coTTTTTTTTTTmm T - i
1 . . |
i BRI RATHLRE ¥l T HERE ! FPAN > i
1 1
1 ) . |
! 1
L T o Rl B EiEE o 2% v o HkE !
1 | \ 1
1 . . |
! . = = == oL 1 1
E f =SS EA ! E O —HehE i
1 1
1 | | 1
! =S E S AL LA | 1
: ’EJTEI %}EE{D% E %Hb : E 774 7\3%%%-% :
1 1 1 !
kbl 1 :
1
| | XEORFLRY Lk | |
B :
Iy A A A
h 4 h 4 h 4
HAE 2247 bPC SMTPH — /5 — FAXH 25
SNEBEREL Y — /X —
DNSH —/¥—
A7 4% —/—
WebDAVH — /¥ —
SMBH — /¥ —

AN L—TUF NS R TIEEY L,

oy

X 5-1 TOE DRk

7%, TOE N SSD ITITFIFE FET — 2 ENRIF SN D03, SSD BT
B A RODBEIZ > T D, D78, G PP O TBIMAZH A R 72 N IS

TOE O3 2813, HAMKE X2 U 7 s EE TR S NS, LLTF.
TOE OtF = VT 4 BREICHOW TR 5, FAREEIZ DWW T 11 a2,

A SRR HE

13




JISEC-CC-CRP-C0691-01-2020

AREREIL, FIHE D MFP O#/E v, 7547 > s PCD Web 77 U
RISV HE RITANDL TOE 2T 5 & &2, FAIHEZEDOID &2 Y — R
. MIRFEZHNRGET 2B CTH D, FREHRUTIL, TOE IZfRAfF S ALz FI
%rﬁiﬁ%ﬁﬂﬂﬁé [IARMREEERSRET R & AMEOREY — " —Z2 A3 5 (4
Y —"—FEEA Y DD

AHEREIL, BARRREZ AR T D 720I2, LU N OMREMEZ i 2 T\ D,

s B/ PR T — RR O,
+ 18 U 72 RRRIE I BIRF O RS RERIE DA 1L
* RARERRENTE . —ERFRIHRIED W E O v v a T,

(2) 77 & AR EE

AHEREIL. MFP OJABRE CRIME T — & 28ET 2 L iz, FIHET —4
D7 7 AHEHEIT O TH D, 77 B AHIHIX, FIRET —% Ofra&EHE#R
& I ORGSR CHERRIZESWTTThh b,

(3) M LhknE

ABEER, BE7— 4 & BT DI Ch . BIEF— 5 O LT 1@
FFIREIEHEE) OIS BIBE 7 1 2 TSRS,

T, HEMOIREE 2 oy 7r e v b w B RO R BUERGR 2 D TR S
ﬂéo

(4) miEHEEHKE

AKEREIL, TOE & &HE IT #as & ORlOBET — % %, EEEE7m han
(IPsec) TiRiET DHERETH B,

(5B) BX =V T ¢ E G

AT, X = U T A REEORES L, BHAICHIRT 2HETH L, 272
L. — A, $A®/\Z7~F®£Ef}>ﬂﬁbf‘%éo

(6) BEATH%RE

AR, X2 U T o REICHETOBEAFR LA 7L LTAERL, v
Y= N—ZKETHHETH D,

(7) = {E R ZE I RE

AEgBEIL. TOE EENEIC 7 7 — A7 = 7 Oy ¥ 2 fH R OREBALESRE D 15,
EET A NTHOMEREL . 77— AU T EHRHCESH Y 7 — LU =T OE
B RRAET DHERETH B,

14



JISEC-CC-CRP-C0691-01-2020

(8) FAX /5 BlEp%nE

AHEREIE. ARFEREEIFME (PSTN) & LAN 20t 2HRETH 5, KA
B S TOE Z#8H L CLAN IC7 —# 252515 2 LIETE R0,

5.2 ITIREE

TOE (X, LAN /1 L CHFEY—"—27 T4 7 PC LilE41T9, TOE
O 1(4) ®EFEEEEE) 1L, 2o IT s & HiE L C IPsec ilf5 & EHLT
50

15



JISEC-CC-CRP-C0691-01-2020

AT rFa AL

AKTOE DA A Z v A0l %% 6-1. £ 6-2 LUK 6-3 127, TOE ORI
X BHRRMF A2 720 TRL R 2 A O+ 7 B & By Bk S D,

& 6-1 bizhub A A ¥ VX (AAREE

2 ¥ N—3y
bizhub C650i/C550i/C450i == —H# —XH A K 1.00
bizhub C650i/C5501/C450i t—H —XH A K X =2 U T ( HEHeHR 1.04

& 6-2 bizhub A & U R (&3E)

22 N—23ay
bizhub C6501/C5501/C450i User's Guide 1.00
bizhub C650i/C550i/C450i User's Guide [Security Operations] 1.04

% 6-3 ineco BAHAF R (EEE

221 N—23Y
ineo+ 6501/5501/4501 User's Guide 1.00
ineo+ 650i/5501/450i User's Guide [Security Operations] 1.04

16




7.1

7.2

7.3

JISEC-CC-CRP-C0691-01-2020

FTEHRE I & HFHERER VSR
FT{iM #4% A

B 2 F2h L 728k &4 ECSEC Laboratory #fffiz > % —i%, ITk®F=VU T 4
FEAM M OGRRERIEEIC L 0 GRS NS & L bz, TLAC ([EBRRERFTZEE W /15A%)
O FAGIZINGE LT 2 B ERRE (N7 TEOE NS B i R e v
=) ICKVFREEZZITTEBY, Ml EHER DD DO~ XY A MR OEEED
HWUIEIZ DWW COBERFIEAN - LT D 2 ENEHICHER SN TN D,
iP5

ML, #ES PP 23 ZERT 5 CC /y— b 3 DIRFEEFITOWT, CEM IZHUE &
WIRHiE )7 i Kk NG PP OIRGET 7 7 4 €7 4 Z W TiTh v,

MR OFEMIT. MRS EICB VTS S, FEHliEREETIX. A< TOE
OWE L, CEMOU—27 2=y N OEE PP OIRFET 77 4 B 7 1 Z & OFMM
WA K OIS 255 5,

FMmERESE

PUF, SRS &0 X 2 M 320 0 B 2 7~ 4,

FHMIE, B2 4 AIZHRED . SF0 2 11 ARMEREEDERE > THET
L7z, AMFEREIX. BRZEE O M3 2 il Attt — K otgtt 2 =25, —

ORISR DALz dHE Lic, £/, S 246 4, 8 KU 9 HIZFHEER
IZBWTRHMIlE 7 A b & 30 LT,

17



7.4

7.4.1

7.4.2

MEATX b+

HAIEYEN

JISEC-CC-CRP-C0691-01-2020

FEAT O FE TR SNTCRHL A MGE L2/ RS, o F=2 U7 4
BRRENHEFRICFEH SN TVD Z & ZRGET 2 72D ORHME ML T 2 b K Oags LT

NS SFHHERAT A &7 LIz,

FEETA b

ARFHMIZ BT, BIRAE T A MIMEFELRICITE 20,

SREEIRILT Rk

EEEREN

P OEFR TR SRR S, B OB X 2 U T o HEEDSHESEITEE
BIhTwsz

L HRFET D7D OFHIE ML T A b (LAF THSZT 2 R &

Do) ZFEM LT, FHmFEEM LIMNLT X B ELLTICHAT 5,

(1) HIITR MRE

MNET A R OBRELE, K 4-1 1R L7z TOE O@EMBREEICHE LM Th 5, M

ST A S OBREECEH LML 2R 71 1R,

R7-1 MHITRMREDOERS

RS =30
TOE KONICA MINOLTA bizhub C450i wih FK-514
N— 32 GG1-7B (H A:E
KONICA MINOLTA bizhub C450i wih FK-514
N— g GG1-7B (FegE
7947 KPC| + OS: Windows 10 Pro

- Web~” 7 74 Internet Explorer 11
TV ERTAN
KONICA MINOLTA C650iSeries PCL / PS Version 2.0.13.0

SN o8 A —

/\\»__

(DNS#—/3—)

+ OS: Windows Server 2012R2

KR — N —

- OS: Kali Linux 2019.1

+ IPsec: strongswan 5.8.0

- 1 7% —,3—! apache2 2.4.38

+ DNS#—/3—!bind9 9.11.5

« SMTP¥H—/3—: postfix 3.4.5

* WebDAV#—/3—: apache2 2.4.38
- SMB#—/3—: samba 4.9.5

18




JISEC-CC-CRP-C0691-01-2020

MNET A S ORI, ST IZBWTHREI S CT\vD TOE O ELLTFD X 5 72
EWADH D, FHEEIL. Fh o 0@EWICRIEIT <

FANEARES Pt VA SN
WX o> T, STIZBWTHEBI SN TWS TOE OO X = U 7 4 BEREN @Y
TARNSNIZERRTZENTEXLLHB LTS,

O 7 A bxIGRFE
2 #® TOE

B Coax L= TOE OfFEICIE, ATFO X D 2 MEIC LY, 5o
RN G EN TV D,

- 7T R4 DEN

- RIRSFEOEN

FEOEX 2 T A HEEXRLCTHY ., LRROMESEZE L TRETD 244
fizeT A +4252L T, TOE SO X2 U T (EENT X FEhi- L Rt

TENTED L, FHREITHEI L TWD, bk, 7T 2 NAORR DL, 4
DENZERE, FCHETSH 5,

@ & MY — /L OB NME

W TWA,

MNLT A N TH, WBET — X ORSCET ., B S HEEEDMERR2 EDT- 0]
FHOY = MERH I N, TNLHDOT A MY — /L OZ Y4 MITFHGE 1 L - Thi

., T A
(2) LT R MHEER

FHEE O FERE LIS T A MZLLTFO LR Th D,
a) WMITR DS

PTG A3, A PPOBR M Ol S U 72 FEMAELE B2 & B R LTS T A
N OBIRZLUTITRT,

<MSLT A - OBLR>

O X2V T s HEEEXEX =Y 7 o HREZN;: (SFR) Z L ICHERT 5,

@ ST XADFEENIE LW & 2R T 5,
b) MITR MEE

R 2SS L 72N T A S OBEIILL T O & 80 Th D,
<STT A b FiE>

TOE iZxf LT, TOE O, 7547 s PC, T A MY —/L%
AL TANEITWY, TDSDHFNELLFOFETHR L,

19



7.4.3

JISEC-CC-CRP-C0691-01-2020

5B FNR, TOE O A v 2 7 = — AN SRERFIRER AT, 1
LEAATS (BEhAn 28T,

SHFNN, TOE O A v B2 T = — AN SIERTE 2WEETT.
TOE OBRERA v 2 7 2 — A% 5,

<IMNTT A N DOERNE >
PNTT A M. BFHMlEFIC L - T 15 H B Ei S 7,

ST T 2 N OBLEISHIS LT A RN EFR 7T-2 1577,

F7-2 ERELE-MITRE

Bl TR MHRE

® <tBXx=2VUT 1 HBEEDHER>
WAPPOSFRI L IHESNIRIET 77 4 €7 4, £721%, SFROZEM IS
WTHERR L7272 FEBICL Y, TTOEF = U T HEEDSLEE B 0 ICEE
T5 L EMHERT D,

@ <EERT N IY XLADOFEEOHER >

TOEIZA VA =N LT AN 7 I 2 EFEH LT, LLFOKET7 LT Y X
LR EBVICEEINTWD Z & 2Ei T 2,
RSA (##A4ERL, B4 M)
AES-CBC-128, AES-CBC-256
SHA-1, SHA-256, SHA-384, SHA-512
HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
CTR_DRBG (AES)

o #HR

FEAM #2350 L 723X COMALT A MIIELLSET L, #Hli# 1L TOE 0.5% %
WEER LT, FHEE X, T _XTOT A MEREHIFHFEINLSDFV R —F LTV
DT & EMERRLI,

FEERAT b

A I, RRAG MR TR SRR S | ARE S D EMBREL & BB LU
BWTERG SN DMt L 72 D ABEMED 8 % & DIZHOWT, FHEERAT A b (LA
T MRATAR] &Wo,) ZEZERUFEM LI, sHMEHSERL7ZRAT A~ &L
TICHAT %,

(1) BATR MR
PG 2N FEhE L7 R AT A N OMBUILL TO L B0 Th b,

20



JISEC-CC-CRP-C0691-01-2020

a) BRINDHHRBMH
FEAGA 1R, AR S R RO AR OE IR K D . IBER a2 PR L
RAT A b 2L LT DL OMagart 2w Lz,

O TOEIZEM LWy FU =27 R — bRV TW OGN H D, iz,
TOE TEM L TW\WoH 31y MU —27 Hh—E RZAMOMEFMERFIET 2 8&
VARYAR

@ TOE ® Web A > & 7 = — AN DOMaggHENFAET DG &0 H 5,
@ TOE OHIRIALERIZ A O WEg5 N ET 20N H 5,

b) BATA FOHE
S L, R METE N B SN D AR A T A =01z, LT ORA
T A N EFE LT,

<IZFAT A NEREE >
BFAT A NOBREEIX, M7 A NOREEIZ, RAT A NHOY — /L %8
MLEERETH D, BATANCTHEALEZY —VEE T-3I1TRT,

#7173 RATAMHY—L

B BE - FAEN
Nmap FIHAFREZ2 Ry N —2 R — M a2t T 5 Y —v
7.80
OWASP ZAP Web 7 7V r— a Ottt =2l 5> —, 72,
2.8.0 Web~ 7 74 & Web¥—3— (TOE) BD@ET — X% D&
L Y
PRET FIURLER DFE & 72 faga it 2 A4 5 Y — v
0.35
<fBAT A FOEfEIEB >
RS SN DI EXHET DIRAT A NARER T4 1T,
x74 RATRAMIE
ffE55tE FA MEE
©) * NmapZz{#H LT, TOEIZHEEAND Xy FU—27 KR — ERHNTWH RN &

Z eI 5,
cBAHAA X 72— AR LT, TOERXEHLTCWS Y 7 by =2 TED4
HeEN—Ua U EEUG L, ANEMOMEEIVER W & MR T 5,

21



JISEC-CC-CRP-C0691-01-2020

- OWASP ZAPZfEH LT, TOEDOWebA > ¥ 7 = — A ZAFDMaFgHEM 720
L EMERT D,

- OWASP ZAPZ#fEHA LT, Web” 7 V¥ B TOE~DT — X #EH L ThH,
TOEDFERIFRRERS T 7 & AIHOMREZ S A NATERWT & 2R 5,

- PRET°A v #—%y NCTAFLIEKEa— FE2H LT, TOEDOHIRIALE
\ZAFNDHEFITEDR 72N Z & Z iR T 5,

cTOED T Y o Z RTANHADA 72— AT, RIERUERAZFEESEH A
RBEDOH LT —2 2 AL ThH, BEMLRVENEL LRWZ & Z2fET 2,

c) R
P E A FESE L7 R AT A STk, AT D BBEE S & RO BB E AN E A ATRE
PR WESIPE I IR S e o T2,

22



7.5

JISEC-CC-CRP-C0691-01-2020

SR DL T

ARFHMO/GHE & 72 5 TOE ORERSIEL, 6 IR LIz A X v ARk & T
W5 LBV THD, KTOE ZFHli CHRAES N7z LBV ICERITHEHT 27201
I, HA X ADFLBRD LBV IZ TOE Za%E LT UL bRy, A X AL
RIQDBEIC LIS EIE, RHlIC & DIRAEDRIZR TILZR WY,

23



JISEC-CC-CRP-C0691-01-2020

7.6 FHEHER
L, R EEE H > TARTOE 2 CEM OV —7 2= K KN4 PP
DIRGET 7T 4 B 7 4 OFT X TH&Ai7z LTWD &fl|r LTz,
FHICIELL FIC W TR S vz,
PP A
Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015
Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

= o

[N—Rabt' —F A 207aT s arraryr AV EEOHEFERMAE
IZOWTDOHA KT A [16]
- FCS_RBG_EXT.1 ®»F A MNMIBE T AHE IOV T

X2 UT o HREE: . 3w 729477 S— 12 HEE
XU T A REE S axw=L T4 T7 Y7 NN— K3 HEE

B ORI E LT, @ E PP RNERT L UTORGER A R—R 2 MMZHOWT 6
B CHER IR ST,

ASE_INT.1, ASE_CCL.1, ASE_SPD.1, ASE_OBJ.1, ASE_ECD.1,
ASE_REQ.1, ASE_TSS.1, ADV_FSP.1, AGD_OPE.1, AGD_PRE.1,
ALC_CMC.1,ALC_CMS.1, ATE_IND.1, AVA_VAN.1

S OOFE RIL, 2 ISR EN NS —ET 2 TOE (2 k- THkEn=b D
DA END,

7.7 FEEE O A Y MEE
FREEE A R X FHIE BN I, FRIS U,

24



8.1

8.2

JISEC-CC-CRP-C0691-01-2020

ﬂlb\ IJIE % ﬁﬁ

PORERERAIE, R O TR L D IRIN SN OB ER A B LT, LT OB
TRERIEZ ZEME L7,

O #HHENFHERZY T 7L, FONEXHREL. B+ 5CEMD
U—ra=y N OEAPPOLRIET 7 7 4 BT 4 DNiHiEECRrEN- &
NNCFHHEENTWAH Z &,

@ Rl R S VIR ORHERIBT ORI 2 Y TH D Z L,

@  FHMES R SR O R FENACEME NE A PPOMRIET 7 7 4 &
SICHEALTWD Z &,

ARREAER

AEAMEERE K 0 $R S AT AR & ONBE I 2 AL B 2 AR RE L 7GR
REFERSIE. AR TOE OFEMiA#E A PP OER T 2 RAEENF 2079 0 &Ik
Do

TEFE

ATOE \[CHEDH 2FHES L. 4.3 EHREEICRIT S TOE #iH| KO [7.5
FHIAERIZ DWW T OFEHANAEZ SR L, K TOE OFHM#EiHCE#EH Lo BERkFIH
N, FHOBETHEAFMIZAE L CWDENE I DEERNLETH D,

2 ETHMA LKL 912, TOE @il ofERRIZiZ, TOE OF/RFEICMA T, FAX
¥ v ORI S NIAFROMR VB LETH %, TOE Ol z i+ 572
DOIZIE, EABMGTE S FAX % v F O OREE Rz i L T LE R H S
DT, EEVPLETH D,

25



10

JISEC-CC-CRP-C0691-01-2020

MRS

RrliZ7a L,

tXa)Ta42—45v bk

AKTOE DXV 7 4 Z—4y M12lid, AREZ L IIHICEEL LU TFD L
Btz s,

A KONICA MINOLTA bizhub C4501 with FK-514, DEVELOP
ineo+ 4501 with FK-514 %= U7 4 ¥—%7 v k

N—T=zar: 200

FATA 2020410 H 27 H

((Ep=m o= VAR EE

26



JISEC-CC-CRP-C0691-01-2020

Rz
AEECHEA SNz CCICHET DMEEEE L FITR T,

CC Common Criteria for Information Technology Security
Evaluation (&3 = U 7 ¢ fHAli A 1E)

CEM Common Methodology for Information Technology Security
Evaluation (&% = U7 ¢ 3l J71%)

PP Protection Profile (7m7 27 v a7 m7 7 A)L)

SFR Security Functional Requirement (&3 = U 7 ¢ #§REZ(4)

ST Security Target (Z¥ = U7 4 ¥ —4 > k)

TOE Target of Evaluation (FEffi%}5)

TSF TOE Security Functionality (TOE& = U 7 ¢ #iig

AEECTHEH SN/ TOE 1T 218382 L NIRRT,

MFP Multifunction Printer (7 % L 54%)
PSTN Public Switched Telephone Network (/A% EAIHRAZ HHE)
SSD Solid State Drive (¥ U v K27 — K KZ A7)

A & T &7z IT i B4 2 M85 2 UL TSR,

AES Advanced Encryption Standard

CBC Cipher Block Chaining

CTR_DRBG Counter (CTR) mode block cipher algorithm DRBG
DRBG Deterministic Random Bit Generator

HMAC Keyed-Hash Message Authentication Code

RSA Rivest Shamir Adleman

SHA Secure Hash Algorithm

SMB Server Message Block

SMTP Simple Mail Transfer Protocol

WebDAV Web-based Distributed Authoring and Versioning

27




JISEC-CC-CRP-C0691-01-2020

A& THEH SN HFEOERZ LU TITRT,

= B —hkRE MFP DA SR DEAET, LEEZ AF v L, BT 28
HE
A%y UHERE | MEPOBIE SRV OEMET, MOCEEZ AT ¥ L, mArr AT

FIMEXET — 2 2 SMTPY —/3—_ WebDAVY — 3 —_ SMB
Y— NI REIRT B HE

7 7 7 ARERE
(77 7 Ak
&5, 777 A%
7)

NSRBI AT A2 i L C 7 7 7 A EAE 24T O BERE,

77 7 AFEIL, MFPOBME SRV EBRIEL THRICGEZ A v
VL. BRAATERIRAELET — 2 BB 7 7 7Y T
F a2V TEET D, MFPIZIRRFESNCWARIHECET — 4 %
Ty I AEETHIELTED, 777 A%F1X, FIAESGE
T—REEEOT 7 7Y e haLvTRETLH, EFELE
FIRFESCET — 2% [SCEORAF EHD 1 UKEE] CTRAFT 5

AVINAN: 1=

7 74T PCOT Y B2 RTANERITIWebT 7 U ¥ bk
BENTMAELET —F 23%{5 L. MFPO#RAE S L OFAE
THEIRY 2 P& RE

SCE DA L HL
v LEERE

MIMAELET — 2 ZMFPIZERAF U720 B0 H L7203 S BERE,

XEORFT, TORMELET =2 2R/ FTH LB TE
o
« MFPO#EE/ SRV OBESE T, BLEEZAF v L,
ERMMELET —4

* 7 TAT Y RPCOTY v BT A NETEWebT 7 74710
EE SN RHE LET —#

<177 7 ABRE] OB LIEAHEE T —4

HBA A

WEOHRYH UL, RESNEFIHECE T —ZIC,
EZ2ITH LN TE D,

* MEPOEANE SRV OEME - FIR, T7 7 7 ARERE) 1T KDk
fg. £721%. SMTPH—/3—_ WebDAVH— 31— SMBH—
IN—~DIEE

7747 FPCOWeb7 7 UV O : ¥y u—R, £z
IX. SMTPH#— 3—_ WebDAVHY— —_ SMBH— N—~Dik

(G

LLF Ok

RiET 7T 4 B
T4

PPJE & D 72 I ZFAME 73 Fe ki L 72 1 U378 & 2 W aHIl R ZE,
CEMO#iEThH v, #EPP [14] TIXEEPPOHIZ R S 41T
W5

28




12

[10]

[11]

[12]

[14]

JISEC-CC-CRP-C0691-01-2020

W

FAMAY

ITE % = U7 o 54l K& ORRER B O BABIRE, SERRB0ETH, MSZATBUE NEHRAL
e, CCS-01

ITEF = U7 ¢ RBAEFIZBT 2 ZREFIH, FAL3099H , MNAATBUE NG MALEEHE
HeRAE, CCM-02

ITE¥ =2 U7 ¢ AR ARE S I B9 2 TR 4 IH, SFRk304E9 A, MNTATBUA AT
AL HEERAS, CCM-03

Common Criteria for Information Technology Security Evaluation Partl1:
Introduction and general model Version 3.1 Revision 5, April 2017, CCMB-
2017-04-001

Common Criteria for Information Technology Security Evaluation Part2:
Security functional components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-002

Common Criteria for Information Technology Security Evaluation Part3:
Security assurance components Version 3.1 Revision 5, April 2017, CCMB-
2017-04-003

BN 2 ) T A TEOT-dD T T FA4F YT 23— b1 3L —i%E
T N— = 8.1 WETHBIR, 201744 H, CCMB-2017-04-001

CER294ETH IR 1.0

BNt 2V 7 MDD aET L 754 F VT N—F2 EX2 T ¢
REE= R —x > b =3T3 8.1 WETHBIR, 20174F4 5], CCMB-2017-04-002
CER 2947 A FHFREE 1.0/

RN X2V T A FMBDTDDaETL 754 F VT A= 13 £Fa T4
RAE= R = b =3 8.1 YWETHBIR, 20174F4 5], CCMB-2017-04-003
CEA294 7 IR A5 1.050)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology Version 3.1 Revision 5, April 2017,
CCMB-2017-04-004

fHaEart = U 7 4 sHilio 7o @ik fHii s S—32 3 3.1 WETHSD
fi, 201744 4, CCMB-2017-04-004 CF-% 2947 A FHAR 45 1.0)

KONICA MINOLTA bizhub C450i with FK-514, DEVELOP ineo+ 4501 with
FK-514 X =27 4 X —> v §, /"= 3> 2.00,2020-10H27H, =2=h3 7
v H R

KONICA MINOLTA bizhub C450i with FK-514, DEVELOP ineo+ 4501 with
FK-514 FEl#EE, 552.1, 20204£11 6 H, #kx&4t ECSEC Laboratory
e o % —

Protection Profile for Hardcopy Devices 1.0 dated September 10, 2015 GEiE#%
5l: JISEC-C0553)

af

p={

29



JISEC-CC-CRP-C0691-01-2020

[15] Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

[16] [h—FRav—F M 2ROTarrvarra7y AN #EOHBEREIZON
TOHA R4 >, FL6AK, 20194E8 1 H, MSAATEIE NMEHRILEHEERAS,
JISEC-CERT-2019-A16

30



