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1.  ST#EER (ST Introduction)
AETIE.STSHE. TOESHR. TOEBIE., $LU TOE G ICOVWTEER T B,

1.1. ST S (ST Reference)

AREITIE ST DA FHELIRT D,

Xerox PrimeLink C9065/C9070 Printer 77D A#E(t
BARIL: &
E RVl
N—=33v: V 1.07
F17H: 20204 6 A 26 H
ERE EXCOVIAMK =1

1.2. TOE £HE (TOE Reference)
AHITIZ TOE OFANEHZECHT S,

TOE & Xerox PrimeLink C9065/C9070 Printer + 777 A%%#E
Controller ROM Ver. 1.1.3
Fax ROM Ver. 2.2.1

TOE ON—Y3v:

A TOE (&, I7DABEZ B LIZUTOVNT A DHEIED MFD RIATHN, MFD ARG 1E4E) %
WFEERFEFRFELR— P EICRRENZUTORTRAIICIOTHANSND,

XN RRABM
Xerox PrimeLink C9065 Printer | Xerox PrimeLink C9065
Xerox PrimeLink C9070 Printer | Xerox PrimeLink C9070
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&%| (TOE Type)

A TOE (&, HHERA-NILIVP %y kD=2 (LAN) ABEfieh . JE—H#RE. AFvUikae. TV MERE. O
POARE XEDRFEEL LiRE. 29— +9% MFD TH%,

1.3.2. TOE OfERELETECX1UT118E
(Usage and Major Security Features of TOE)

,” VA8 \\,
‘\\ 2YRT—5H L7
-
|
Q — R BEEDISATV !
/\ | FIVE RSN DRSNS
-Web 7504 ! !
— e F A LA
! A=)l 1
e :
Q TOEu )
:/7\7_-.[);%;55 --TT T RN -
DIATIE T LN N -
A | 4 /r—_ \ Y’
SSCIR Rieb J5UY S -7 E[”
TmE '
l."’ A
| Mail 4—/3 y
(_=&sn
I// /b\.%%g \\‘ Q ?
. Eg@E JAN A\
"""" —RFAE  VATL
TEE

1 TOE 0B FET I ERIRE

MFD (&, 774 70#—)UCL2 T, SHERRY RO =D b D BESNTZ B #RA— AL IU7 Ry FD—D (LAN)A
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EBMSNERIETHEASNS.
Fe. TP AERERIET S5 B} AR BHEERBICHEKRINS,

FIFAEZ. MFD ORENKIDR— BRI ABEIFMTV M IATLEEBEDS(17 +D Web T35 7
UUB—FS4NENR LT, MFD O&FEERNEREEFIAT 3,

MFD (&, FIRZEOHZRIXZB(CHK L, AE—, AFvUEE. TUV M A, TPDATHOEZIE . XEVRE
tHX(D.‘:I:'.L BEDHEEER TS, NoOXEOHS . IBAVVERRLLT 2728, MFD (&, FIREZH
FREET B AR, HEMRICE ICXET A HEEICHT B P UL AKIEH, MFD ADA L —YICREF-BFES
NBHRFEFRPXET - IDEESIE, LAN LOBIET-HDORE. EEECRELLLFIUTEREH
AE. MFD Ot F1UT1#EReOFI B EZ MFD RERNCRTF T 5— 77, TOF AEEZ MFD SV &8 0E
BN\t TTEEFIUT1EERAEE. TSF E171— FE TSF TN LM REE. TSF =
73— FPyTTL— FEORTI- FOEIEMRREE. 770AERE LAN O BEtEE. A ML —JICETES
NZEGRT-IDEEESHEHEEETS.

A TOE BRI & M. BBEEAREL T, RARFRREEH AREREEE Y R— h T dM, A TOE RETIE
RRBELDHEFERT B,

x)

-HRINVDAICE SA, —RFIREBEMERTIBEARBRYIAL M EBREMERTIHAREN
YOANHBH, K TOE TRAMHVATHERBRAYIADFAZEIELTNS, LU, X ST ATHEA
SNBIFEBRAYIR IV REIEARBRRVIAEET

1.3.3. TOE LS DN\—RII7HEREY T I 7# AL (Required Non-TOE Hardware
and Software)

1 ITRTFARKRICHEVT TOE (3 MFD THY, TiEd TOE USNDN—FIIPHELVYT Mo ?PH
#ETS.

(1) —RERAEDSATYH
N—F9IP>AAD PC TH3,
FUVBDSA TV RELTRIAT 318 A (E. MFD (L LTXET 20Ty FEREFTIEH, PC (ClET
YUB— RS54 B VAT BBENHS,
MFD 0 Web Y—/\#&e5FIFAT 238814, PC IS4 YA R—ILENTIVS Web 75955 T3,
(2) YATLEBEDSATYH
N—F9IP>AAD PC TH3,
TOE [C#LT TOE BEF—A0BBPLEE, 77— LI OBFETIEHIC. Web T5H5H N E
&b,
(3) Mail 4%
AFrUXEEA—VTEET B, Mail =/ \RBEERS, )\~ k917/0S [FAD PC £ (35

-3 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

—N\THN., TLS TRESNTz SMTP FOLILESR— B Mail Y —E2EA VAL BLEND
%o

(4) BEEY-N
MFD CRAUVLEERINY MeRET I, BEEY-)\IRELELGS, \—FI17/0S ([ZRAD PC
FFT—NTHN. MFD REEY—NOERICEUT, HTTPS JOMILEANT, EEY—NICEF
VT EENTDREEETD,

A TOE OFHfICld. LEFEEDN—FOI7HLVYVIRII7ELT, LT ZFEAT 3,

(). Q)O—EFIREBEBIZAT7Y MV ATLEEBE DA77V D OS [F Windows 10 &, Web 75
&L T Microsoft Edge #{# A7 %,

(3)? Mail =)\l Postfix version 2.10.1 #FERAT 3,

(4)DEZEY—)\D OS [F Windows 10, OV ERNDE LOETIREELT PowerShell Version 5.1
®ERAT?, T VATLEBENHIH VA ->TER TS00BNE LA®D PowerShell 207 b
HRETILENDD,

(DICBVT., FHHETETUUE— L5153 Xerox Corporation 2T 254 UHFEADLLT K51\
EATS,

“PCL6 Driver — Xerox User Interface - Microsoft Certified”
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1.4. TOE §&;t (TOE Description)
ARETIE. TOE OFAERE. TOE OimEMEE. SLUYEMEEICOVVTCEERT D,
1.4.1. TOEBBEDFAE®El (User Assumptions)
A STT.TOEICXULTEETSFIAEREIZ Table 1 [CEERT B,
Table 1 FIAHEKE

B FIRET 55 EE
U.NORMAL —HRFIRE BAISN ., FREESNHAET, BEEERE
ERIBVFIAE
U.ADMIN EEE BAISN ., RSN RETEEAREE
HOMME

(TOE M=E# T3, Key Operator £ SA &
LWOREINHD., A ST £ TE U.ADMIN &L
THHIFEND, )

1.4.2. TOE M:iw¥ERIEEEF (Logical Scope and Boundary)

2 (C TOE OmBEME R ESL R TS,
MIBMEFEEL ORSNHAEDDIS ., THRBLDHETEARKEE. TROVOKAELR 1T HAEE
X
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SRIE Y E B
TOE
a8 SR EE T
NEEEE G (¢ > 7Ot AH|H AFxvy -
YATLEERE
T—REE1k JE—
— BRI AE
PSTNIZ7DA-%Y k T7DA —>| 5547k
Mail H—/% D—-DE D5 B POZ A
EEY-N - T EOETE Web 759
SiEELER EDHL
N—ET42DD L& BiEEEE _ |YATLEESE
Shi= ESS -Web 7359
t¥ai)T1EE
¥ EE
HDD/NVRAM1/NVRAM2/SEEPROM
IR X& B TOE
BXE 55 [:0 /e
F—3 T4 T3

2 TOE DmIEHIIERK

1.4.2.1. TOE MR IIEAREE (Basic Functions)

(1) FTIok: —RRFBEBIFM7V M oENZBEFXEER(TES, Fe. BIE/ RN HDIERIC
PV RO BEFXEEN-FIE-HAALEHRT S,

(2) AFvy: BENSRIIDLOIETRICHED, AFvF—LEON-FIE-XBZHHAH . EFHAA
EH#I 3,
A TOE Tld, AFvUHEEICINEMSNEEFXEICH L. Mail J—)INE3HaE, XEDK
FEMOH UHBEICINBE BRI AICREF T AN FET B,

(3) JE—: BESRIDLDIERICHELD, AFvF—LEON-FIE-XEEHT S,

(4) PSTN J7D2E(E: #BESRIVDODIERICHED, AF v — LORTREFRHAH | 24 PSTN
T7HATORVERVT PSTN #2H T PSTN 770 AN ENEIET S,

-6 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

(5) PSTN J7DA%{8: PSTN ZHTEMEFHNOEONLIFIVIIXETHEZEL. XE
DERFEROE UBEREICED. FFE DFBINYDANEIT B,

(6) XEMREFEMILEL: EFXEETHRRVIACREFL. BIE/RIDLDIETR, Fld—ARF
REDIATV M oDIERICEIE, RESNLEFXEICHLT, UTOLOIBIRFERTREET S
WEETHD, A TOE TIE HERNYIAICRTFNSEFXEE. AFvIUHEEIC I TAFvIEN

cEFXE. PSTN 77D AZEHEECI TRIBELETIPDVIIXET-RDVNITNATHS,
ENRI - 1245 SRV —RFIAZE D17V MhoDIERICED MBERIDACRFSNZEFXEE
AN KR

OB —FAEIFM7Y oD RICED, —RFIAEDSA 7Y MEDET,

HIRR: 124E1 RV —BRFIBFEDSM 7Y M DDIERICED RESNZEFXEZHIRT S,

1.4.2.2. TOE WR#ETdF1YUT1H8E (Security Functions)

1.4.2.1 OEARBEEEIRT . TOE [F, LLTOEF1UT1HEEZIRIEET S,

(1) FHAIERE
FIAEDH AR . RUHERT 5. MFD O#EEN ., EE B (LS THERM ESNEFIAEDH(C
PDEARRETHE_EZRIET %, FIFAEDRANEFRELE . PO AKIEEEBRERIIDRMNELTH
FIASN. EX1)T(EESBRE MFD OFERAEHFEOF AECAEM TS LTOXIRICEES, #
R EEREEE. MFD [C£->TETEND,
FRELER1TRE . B U CEREE AR LIS & | BRI ITE=Z(HT (1<%,
A TOE Z#ER T 28 MId. BRI AREL T, RAFREIES EBEREI 2 R— ~T 30, K TOE 3R ET
(FRIREREEDHEFERAT S,

(2) 7D AwHE
POAKIEI, XEDPXENEICEET HIFR. CX1UT/BET AN, BUILB YV AERER
DHRABDHICPICARRETHIEEIRIET .

(3) THAEE1E
T—AMEE1Eld. TOE AEICRFET 3T APEET AR LT. REENRIELGSAVITI—2AND
7’3121'6'@3“2&’&1%?&3'50
- RUD—CED, TS ENR M-SR AT REB T EER AN —IT NI A LOXERUMBEDY
ATLIERZFRE LD, COLOBTNA AN MFD hofRESNBIGEEICCOIIBT—IERET B
WICFEATND,
- TAREESEDA M. BEMICERREINLEES 7TV LOERICENRIEENS,

(4) SEEEE
NEBRYII—DEICEETIXET A, VaER. X171 BEEODIT ALV TOE BRET—4
EVWOTZBIET - ZRET D,
—iREERE S BIETO PV (TLS/HTTPS, TLS)ICHET %,

(5) tFIVT(EHE
VATLEBEHEEVTGEMNBLURISNEFAZOH N, BENRVFLRVATLEBEDIIATU
Mo, TOE DEF1UT1#4REICRET 3R EDS BB LU L EZAREICT B,

(6) EXIVT1EE
WD, EEN, EDIIBERZITOIENEVNBRPEERBAAY MHIZAEESPHERERE. 1-Y—1&

-7 - Copyright® 2020 by Fuji Xerox Co., Ltd
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ERE)F, EF1)TAEBENTTF—RELTERY — ) N SNEESND, EF1VT(ERZDT T4
#nXBE(E HTTPS ORI THES{EEN S,
F.BEENJT-S0REREE TOE AEICLERESIN. VATLEBELL GRS RAED
HNVATLEBEDIATY M) Web F508hnb AU V0—RT3ENTED,

(7) &EELER
MFD AD 77— L1707y FT—ME, 7y T7— bOBEARICY I MII7OEE R T 200
FEENB, 72 MFD ([, TOZEANREAIRE M EF CLNFESNBVCEERIITD. BET
AMEEITTS,

(8) PSTN 77D A-2y rI—DREID 5 B
MFD (&. PSTN 77D -2y =D/ D5 BE(CBEL. PSTN 779 AT Lh' PSTN & LAN DT —
BTy IEE BT REDCEARNCERRET S,

(9) \V—FF1AODLEEHEE
=, TV MBLUAF YV EDEBEEDBN R . REA N —JICERINEFIAZESOXET—H
D LEEEFHEETI, Fo. MFD (F. BB EFLIIVIa7IIERT, RIEERBXEXHI/RL. £Z
ZHE%4T5 On Demand Overwrite #4ae%121t 93,

1.4.3. TOE O#IErI&EE (Physical Scope and Boundary)

TOE OYIEMEBIERE. MFD 2 RE£ATHD, 71 IvFEDTF1UTACFEREZRDT T3 P7 RA
Vi, TOE [C&ZH ), Table 2 h's Table 4 [C TOE %183 3 ¥BHIVIR—R Y b e T B,
T7DAFy b, T7D A BEEFI R BEE T 34T VaVih— FTHd . 77D ABEEZRIAT3(CIET7DA
FYMEBEALEBETIVLENDD,

TOE (&, Table 3 DLFNHDTFHAFY M EEE Uk Table 2 DLWFNHDAIKE, Table 5 DAI5Y
ATHERINS,

MFD &{K(S. BBk, B RIVFRFIRELR— P ECRREINZIUTORTEIICLIOTER SN
%o

FMAFEN. MFD ICEAANMBAN —IFTNAAGR=BTINIFZYDIAEYTINA AE) ®BEHT51 0571~
AlFEHIEIND,

Table 2 TOE Z# k¥ 3 ¥IRHIVR—2Y F(MFD A{K)

N—=3y R [ Wabr XIHT SR mA KRBT
Controller MFPIRKDT77 | D—=YUIEE | Xerox PrimeLink Xerox PrimeLink C9065
ROM — L7 dHA C9065 Printer

Ver.1.1.3 NIZN—FDI7

Controller MFAIREKLDT7 | HD—YUIEE | Xerox PrimeLink | Xerox PrimeLink C9070
ROM — LI 7R HA C9070 Printer
Ver.1.1.3 NIZEN—FDI7
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Table 3 TOE ZH# 3 3 MIEHIAVIR—% Y M TPDAFVE)

EmI—F N=33y i BLf A& GEELES)
EC103350 | Fax ROM | MM HURKDT7—LD1 | D—YIE:E KIT 1 LINE FAX + IFAX
Ver.2.2.1 | PefHANEZN-FIIT Us/DMO-W
EC103351 | Fax ROM | )\MFHURKDT7—LD1 | D—YIE:E KIT 3 LINE FAX + IFAX
Ver.2.2.1 | 7efHANTZN—FOI7 US/DMO-W
Table 4 TOE Z#E T 2TV R—R Y M(H1HVR)
N—=I3y i BEmAE A58 2% (SHA256 \wYafE)
Version 1.0 PDF 774 | Web 4 | Xerox PrimeLink C9065/C9070 Printer
|7 va—F User Guide
(cfee40256bbe2c3b91107546f0e373166€916554dda
Oafcalba40b6b98e0148d)
Version 1.0 PDF 774 | Web 4™ | Xerox PrimeLink C9065/C9070 Printer
W vao—F System Administrator Guide
(7e666cb96327b753elac4a41d29c2a6a8a94d263b3c
5519ec07dbd0d79129a13)
Version 1.0.1 | PDF 774 | Web 4™ | Xerox PrimeLink C9065/C9070 Printer
% vo—F Security Function Supplementary Guide
(3aa8c3ab835f5fcc84639ec906dc7e9ald2ce6b6d31f46
56d6b036022f7b0315e9)
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#4& F3k (Conformance Claim)

CC#& X3k (CC Conformance Claim)

A STHLU TOE O CCEE EIRIE, ULTDESNTHD,
STETOE @A EERT S CCDN—-Yay:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP 3k, /\ws—3JE5R (PP claim, Package Claim)

2.2.1. PP xsk (PP Claim)

AR ST (&, Ti2 HCD-PP AOZLEESEERT D,

"4 bJL: Protection Profile for Hardcopy Devices
NN—33v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices - v1.0 Errata #1, June 2017

2.2.2. \wr—3iIZEsk (Package Claim)

A STHLUVTOE &, /Wr—JBREERLEL,

2.2.3. #EEIRH (Conformance Rational)

A STHLU TOE (&, PP HERTIEHEHELTLVD,

PP A ERTILUTOEHEEEEL. PP DEXRENExact Conformancel Thd, TNz, TOE i
AlE PPE—EBLTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite

- 10 - Copyright® 2020 by Fuji Xerox Co., Ltd
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tX1UT1EEEESE (Security Problem Definition)

ARETE., BE. ot 1UT1H 8. FHREHIOVTEER TS,
3.1. &R (Threats)
3.1.1. TOE & (Assets Protected by TOE)

A TOE WMRETIEERLUTOERITHS,

Table 5 Assets for User Data

Designation

User Data type

Definition

D.USER.DOC User Document Data Information contained in a User’s
Document, in electronic or hardcopy
form

D.USER.JOB User Job Data Information related to a User’s

Document or Document Processing
Job

Table 6 Assets for TSF Data

Designation

TSF Data type

Definition

D.TSF.PROT

Protected TSF Data

TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable

D.TSF.CONF

Confidential TSF Data

TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &R (Threats)
A TOE [T BEBE. Table 7 [CEE#h T B,

Table 7 Threats

Designation

Definition

CESS

T.UNAUTHORIZED_AC

An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2. #AEOTX1UT1A%t (Organizational Security Policies)
AR TOE MIESFLIEINIE B VRO E+1Y T4 A8tz Table8 [CEEiR T B,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing
Document Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the

log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIR&EMH (Assumptions)
K TOE OEE. :ER. bLUFIAICET R E 4 Z. Table9 ([CRE T 5,

Table 9 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to
be provided by the environment.
A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A.TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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tFa)T4xEAE (Security Objectives)

AETE. ERREOEF YT RARAHICOVVTERT B,
ERBREMEF1)T1x %K E% Table 10 (CEEHT S,

Table 10 :ERREOCF1T KA &

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.

OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the
competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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YRsRIVIR—2V b EZE (Extended Components Definition)
COEDYRRIVIR—2RY ME, HCD-PP TEERINZLDTHB,

TR REEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS CKM EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:

- 16 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS TLS EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash

message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS RSA WITH_AES 256 CBC_SHA

TLS DHE RSA WITH_AES_128 CBC_SHA

TLS DHE RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES 128 CBC_SHA256

TLS RSA _WITH_AES_256_CBC_SHA256

TLS _DHE RSA WITH_AES_128 CBC_ SHA256
TLS _DHE RSA_WITH_AES_256_CBC_ SHA256
TLS _ECDHE RSA WITH_AES 128 CBC _SHA

TLS _ECDHE_RSA WITH_AES_256_CBC_SHA

TLS ECDHE ECDSA WITH_AES 128 CBC_SHA
TLS ECDHE ECDSA WITH_AES _256_CBC_SHA
TLS _ECDHE RSA WITH_AES_128 CBC_SHA256
TLS ECDHE RSA WITH_AES 256 CBC _SHA384
TLS ECDHE RSA WITH_AES_128 GCM_SHA256
TLS _ECDHE RSA WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 GCM_SHA256
TLS _ECDHE _ECDSA_WITH_AES_256_GCM_SHA384
TLS ECDHE ECDSA WITH_AES_ 128 CBC _SHA256
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TLS _ECDHE_ECDSA_WITH_AES 256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP_FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_ PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "/, "@”,
“#” N, "%, AT &7, R (Y, )" [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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PX1UT4EH (Security Requirements)

AETE, tFa )T ES. tF1 )T RAEZEHS LT T ZEHRIUCONTEERT B,
BH. AETHATSAENERLLTOEENTHS,

e
iN—JL FEKIZ, HCD-PP TR FLIFEFFMIL SN SFR O A ERL, JEV DA TIZN—-F 2 DK
k0 SFR EEFZIFHERIVIR—2Y FERICEELTNS.
=N F18Y)0 023 . HCD-PP TR FSEF ML SNz SFR 0# R Z, KeFaUT43—TvMIH
WOERSN., M0/ FEFFTEMRSNT SFR ADTXANERT,
PIRA=F4A2ER—IV FEEKICEKORD A=W F15 )y 0& 72— 71> E#1E . HCD-PP TFERMEN
Tz SFR &5 &. REF1UTAA-TYMIBVTEFMIESN T SFR ROTF AL ETRT,
1EYyOE RS KeF1)T48-TYMIBWGERSN  hD/FIFTERSNTE SFR ADTHFAMETR
RS

(E. XEFIUTI3-DYMIBNT, BIRSNGH-%Z SFR ROTFANERT
18YwD & P =54 2 REF1UTAR—HYMIBVTEIDM FoNz SFR ROTFAMETRT

ENRLO(a). (b)IE PP TERINTLSED, SHICEMRTHAE(al). (a2)DLIICLTLVD,

tX1UTH#EEEH (Security Functional Requirements)
A TOE MR T2 EF1) T/ HEEEHZLUTICEERT D,

6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Tablell,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Tablel1l, [assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events

Relevant SFR

Additional
Information

FTP_TRP.1(b)

Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication | FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for

FTP_TRP.1(a), failure

FAU_GEN.2
(for O.AUDIT)

Hierarchical to:
Dependencies:

User identity association

No other components.
FAU_GEN.1 Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN.2.1

For audit events resulting from actions of identified

users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the

event.

FAU_SAR.1 Audit review

(for O.AUDIT)

Hierarchical to:
Dependencies:

FAU_SAR.1.1
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:
Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:
Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:
Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records’] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for O.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-56B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(cl1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

7

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement "NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1-
Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC, ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, “Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP.1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

] with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS _RSA _WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS _RSA _WITH_AES_256_CBC_ SHAZ256

TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA _WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES _256_CBC_SHA
TLS_ECDHE_RSA _WITH_AES_128 CBC_SHA256
TLS _ECDHE _RSA_WITH_AES_256_CBC_SHA384
TLS _ECDHE _RSA_WITH_AES_128 GCM_SHA256
TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384
TLS _ECDHE _ECDSA _WITH_AES_128 GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHAZ256
TLS_ECDHE ECDSA_WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Tablel3.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Tablel3.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled
objects using controlled operations on controlled
objects specified in Table 12 and Tablel3.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of
subjects to objects based on the following additional
rules: [assignment:_none].

Table 12 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
i View image . Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
) scanned .
Submit a . Modify Delete
. image or
Operation: document for stored stored
. Release . .
copying . image image
printed copy
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax
. . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: _ Release f |
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
i Retrieve Modify
Retrieval ) Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 13 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. .
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . i
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
) Create fax _ Modify fax
Operation: . job it fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax i . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/ View Modify Cancel
Retrieval . Create storage | storage / storage / | storage /
Operation: . . . . .
/ retrieval job | retrieval retrieval retrieval
log job job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.
Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.
Note 3: Job Owner of received faxes is assigned by configuration. Ownership of

received faxes is assigned to a specific user.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.

Note 5: With Mailbox I/F, Key Operator can operate the DOC of all users, while SA
can operate the DOC of his/her own only. With On Demand Overwrite I/F, Key
Operator and SA can delete all the DOC of all users.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.
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FDP_FXS_EXT.1

Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

FIA_ATD.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection: [assignment:_5]
] unsuccessful

authentication attempts occur related to [assignment:
User authentication (with local authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].

User attribute definition
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Hierarchical to:
Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:
[selection: “!”, "@”, “#”, "$”, "%”, "N, "&”, "*”
(", “)”, [assignment: ” (space)”, """, """, “+”, ", "-
YA S-S S A/ AV S/
AR AV S S/t i I
Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
actions on behalf of that user.
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: Web UI: @
Local UI: asterisks] to the user while the authentication
is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assighment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
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subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Tablei4] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Hard Disk enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data

Access Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment:

creation]] the security attributes [assignment: the
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security attributes listed in Table15] to [assignment:
the roles listed in Tablel5].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case)

query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to

perform the specified operations on the specified
TSF Data to the roles specified in Tablel6.
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Table 16 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modifi U.ADMIN

Data on use of password entered | guery, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | query, modify U.ADMIN

length

Data on Store Print query, modify U.ADMIN

Data on Access denial due to query, modify U.ADMIN

authentication failure

Data on Customer Engineer query, modify U.ADMIN

Operation Restriction

Data on date and time query, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print query, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMFE.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Tablel17].
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Table 17 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA qguery, modify, delete
creation

Data on User Authentication qguery, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication
Data on Store Print query, modify
Data on Trusted communications query, modify
Data on date and time qguery, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Overwrite Hard Disk query, modify
Data on Customer Engineer Operation | query, modify
Restriction
Data on Self Test qguery, modify
Data on Access denial due to query, modify
authentication failure
Data on minimum user password qguery, modify
length
Data on Autoclear qguery, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in

any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for O.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct

operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

- 54 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a

[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI: 20minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS, TLS/HTTPS] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and
audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
administrators to initiate communication via the
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. TF1UT(RIIEH (Security Assurance Requirements)
Table18 [CEF1)T( R EHZECH T S,

Table 18 TF¥a)T/{RIEEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
Evaluation ASE_ECD.1 Extended components

- 57 - Copyright® 2020 by Fuji Xerox Co., Ltd



6. 4.
6.4.1.

Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

Assurance Class Assurance Assurance Components
Components Description
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

NoDEFIVTARIEEHZERT IR, R/NROCFLITAR-AFI VB K BEDEESNDE
BLAINCETNTIVSCE, TOE (CHEITPERRROLF1UTDERSN TS, 12 TOE B H Off
BICREI TV EEZRSNTBETHS,

i) T4+ EHRR (Security Requirement Rationale)

IREFMEDREE (Dependencies of Security Functional Requirements)

TRIVTHREGMEREL VIR SITRFEFREB R LBV ERERELG L. RERRNE

IESNBCTEHREN G VMR HLE . Tablel9 (LT 3.

Table 19 t¥1UF AT HIVHR—%> btk

BEEHEIVR—2RVF

EEEOBBEHIIR—KVF

BERbIURGRT

PP THESNTI\SEH

EEEERELTVG
WEHEEZDIE S

R

FAU_GEN.1
BEET %R

FPT_STM.1

OK
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BEEEHEIVR—2VE EREFEOMEZEHIVR—2RV
EKEHEERLTUVG | TEH
BEUHSLUVEHRAT PP THRESNTI\SEH NEHEZOE L
FAU_GEN.2 FAU_GEN.1 - OK
FIREHANFROREEMT FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 - OK
PiaR : SV ERBE & R B4R FTP_ITC.1
FAU_SAR.1 FAU_GEN.1 - OK
BE&ELE1-
FAU_SAR.2 FAU_SAR.1 - OK
[REEELEI—
FAU_STG.1 FAU_GEN.1 - OK
RESNTZEE B BME K
FAU_STG.4 FAU_STG.1 - OK
BEET-IEXOFLE
FCS_CKM.1(a) [FCS_COP.1(b) Fkid - oK
&2 R (JEXT RS ) FCS_COP.1(i)]
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) F(& - OK
EERER(IFAEEA) FCS_COP.1(d) #F#=l&
FCS_COP.1(e) I3
FCS_COP.1(f) (&
FCS_COP.1(g) F#=l&
FCS_COP.1(h)]
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) - OK
& BRI $%( FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F(& - OK
YRIE R S R OWE FCS_CKM.1(b)]
FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) - OK
BRI MBSt 8%) | FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) - OK
BESIRE(BRERREL) FCS_CKM_EXT.4
FCS_COP.1(c) 1L - OK
ESRE(\VWYATITUXL)
FCS_COP.1(d) CS_CKM.1(b) - OK
E5121E (AES T—AmES1E. 18 | FCS_CKM_EXT.4
)
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

KEMERELTUVE | TRH
EHBSLUEHRBTH PP THESNTL\SEH NEHEZOE Lt
FCS_COP.1(f) CS_CKM.1(b) - OK
512 (BErES1E) FCS_CKM_EXT.4
FCS_COP.1(g) CS_CKM.1(b) _ oK
EEIRE(BMT)\Y 1 AvE— YRR | FCS_CKM_EXT.4

iF)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 - OK
YLk FEIRSNTZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F=(& - OK
Vhsk - BFTM1Y FCS_SMC_EXT.1 £l

FCS_COP.1(i) F#=l&

FCS_KDF_EXT.1

RV F(3

FCS_COP.1(f)]
FCS_RBG_EXT.1 BL -
YR : RS SR (BLEEY MERL)
FCS_TLS_EXT.1 FCS_CKM.1(a) - OK
HE3E SEIRENE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(g)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 - OK
By b7 Ht A%
FDP_ACF.1 FDP_ACC.1 - OK
tFI)TABHEICLS 7D ASKIE | FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) - OK
Vask: TAAD LDT—H1REE
FDP_FXS_EXT.1 BL -
YE5R: 77D A5 B
FDP_RIP.1(a) 1L _
Y7y MAFIRRIRE
FIA_AFL.1 FIA_UAU.1 - OK
AREE K B BF DERD IR L
FIA_ATD.1 L -
FRAERMHER
FIA_PMG_EXT.1 BL -
PR3k : ) SAD— REE
FIA_UAU.1 FIA_UID.1 - OK
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BEZEHIVR—2RUE

REFEOBBEEHIVR—KD b

EEEEZHELTG | ERM
BEHBIUVERBTH PP THRESNTL\OEH NEHEZOE L

REEDRAIVY
FIA_UAU.7 FIA_UAU.1 - OK
RESNLT1—FNNYD
FIA_UID.1 L -
AV
FIA_USB.1 FIA_ATD.1 - OK
FREFE-HIIIOMES
FMT_MOF.1 FMT_SMF.1 - OK
THIUTIHEBEDSI TV DEE FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 - OK
XTI RN EE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 - OK
BEEMEHE FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 - OK
TSF 730 EHE FMT_SMR.1
FMT_SMF.1 L -
EEERRORE
FMT_SMR.1 FIA_UID.1 - OK
TXa1)T1%E
FPT_KYP_EXT.1 L -
PhoR: B R UM R OIREE
FPT_SKP_EXT.1 L -
L5k :TSF T—HDRE
FPT_STM.1 L -
SIS LAY T
FPT_TST_EXT.1 L -
PER:TSF TAb
FPT_TUD_EXT.1 FCS_COP.1(b) - OK
YRR BEEYYIT— b FCS_COP.1(c)
FTA_SSL.3 L -
TSF EHICLHET
FTP_ITC.1 [FCS_IPSEC_EXT.1. - OK
TSF EEERET vV F7zI3 FCS_TLS_EXT.1.

F7z(d FCS_SSH_EXT.1.

F7z(d FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. - OK
=iEENA(EEER) F7z(& FCS_TLS_EXT.1.

- 61 - Copyright® 2020 by Fuji Xerox Co., Ltd




Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

BEZEHIVR—2RVE

REFEOBBEEHIVR—KD b

=EE/AGFERER)

FzI3 FCS_TLS_EXT.1.
F7zld FCS_SSH_EXT.1,
F7z[3 FCS_HTTPS_EXT.1]

REHEHRLTVEG | T2
EHBIUEHAT PP THRESNTI\SEH NEHEZOE St
F1-14 FCS_SSH_EXT.1.
F1l4 FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. - oK

6.4.2. tFa1)T IRIIEHIER (Security Assurance Requirements Rationale)

NHNEFIITARIIZHERIRT SR, Z/DMROTLF1IITAR-AFA VIR BEDORESINSG B
BLAVCEINTSCE, TOE (CHITHERRROCF 1) T MERSN TSN, 1D TOE B H0fff
EICRETVREERINTBETHSD, PP DHLPBECAICHBIRIETITAET/ > EF21UT(REE
BEHEERT SHDRELHAFEICOVTOREIDOT A4V AR I T HEHICERASN TS,
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TOE E£3/t4% (TOE Summary Specification)
AETIL, TOE HMBHT 3 LF1UTSEED BRIV TRRT 3,

1.1. t¥a1Ur1#8E (Security Functions)
Table 20 [CTOE Fa)T 18R X1 )T/ REEH DXL ZETR T,
AETiRBATS TOE tXaUT1848E(L 6.1 Fi(CEEREINZI X 1T HBEZHZRTETEDTHS,
Table 20 TOE t¥al)T1#aEt X1 T4 BEE H DXt G B &R
tFXaUT e
¥
g
m@
= |
I i
D U
*
Ka Mol oE < | &
| g || @ | = | @ | | R
~ = N~ "% e V) A <
T I~ 4E I~ = Hm it (Y
B | R B 2B | b
= ™ o ™ 1 = 1 - +*
SFRs i N ~ AN il ik g a =
FAU_GEN.1 v
FAU_GEN.2 4
FAU_STG_EXT.1 4
FAU_SAR.1 v
FAU_SAR.2 4
FAU_STG.1 4
FAU_STG.4 4
FCS_CKM.1(a) v
FCS_CKM.1(b) v
FCS_CKM.4 4
FCS_CKM_EXT.4 v
FCS_COP.1(a) v
FCS_COP.1(b1) v
FCS_COP.1(b2) v
FCS_COP.1(c1) v
FCS_COP.1(c2) v
FCS_COP.1(d) v
FCS_COP.1(f) v
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XU T#EE
g
g
S
114
S |
I T
D #o
=~ | o
~ 4
Kl oo o < | S
A —J A "'b I:[IP @ P~ ~
g 13 4E I~ = Hm it (Y
RR3 fa ~< o [ 2y [t > ik
R I o B A S O =
SFRs #f | v | K| o |m || m| &L |
FCS_COP.1(g) v
FCS_HTTPS_EXT.1 v
FCS_KYC_EXT.1 v
FCS_RBG_EXT.1 v v
FCS_TLS_EXT.1 v
FDP_ACC.1 v
FDP_ACF.1 v
FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v
FDP_RIP.1(a) 4
FIA_AFL.1 v
FIA_ATD.1 v
FIA_PMG_EXT.1 v
FIA_UAU.1 v
FIA_UAU.7 v
FIA_UID.1 v
FIA_USB.1 v
FMT_MOF.1 v
FMT_MSA.1 v
FMT_MSA.3 v
FMT_MTD.1 v v
FMT_SMF.1 v v
FMT_SMR.1 v
FPT_KYP_EXT.1 v
FPT_SKP_EXT.1 v
FPT_STM.1 v
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¥ T HEE
b
Z
N
S
m
N |
I i
D | i
1\}_
s ®om < | €
g & 8 5 ®8l8 g
i I~ 4E I~ 2 Hm e ™ A
RR3 fa ~< o [ 2y [t > ik
e i P A o = 1o = +*
B I S R S B~ | ol T |
SFRs w0 | K| B | ME | k| | A =
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v

1.1.1. @RIEEGE

BRI AR EF R SN2 E DRI AEBTZIFC MFD ORREZER T HERZHFEBHIC, #1E
NIV RBAEBDFATV D EWS, FUVE— 34\ —H—ID £1—H—1AT— F2 A HSB T
A EBEET HHEAETH S,

MFD [CESFSNTVSFI AEFEHREEMA LT, #AREET,

(1) FIA_AFL.1 Authentication failure handling (FREE&BEDEDIRLY)
TOE 3FIAEN TOE A7DEAT BHIC, FIAEDRELZ1TON, FRELEA TR D FREE K Bt [
REEIRHLTULVS,
FAEOARRRILCH(TRRA AR EZRE L. PIEAMER R THRESN TS 5 BED:E#TERKIC
ETE. LEFIABEOHERRIICELTIE. TOE OERUIM/BIRAFEF TR I3,

(B8:&9 % TSFI]
BENRRIDERFRE
EWS 0z AIERE
TIVB— R4
SEEEEY N

(2) FIA_ATD.1 User attribute definition FIREBH TS
FIA_USB.1 User-subject binding FIRZE-HJIIHMES

- 65 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

TOE BFIAEICH LT, 1-Y—-ID tZENERMELTERL., ENOEH AN B LR AZE(CHL
TEIDFT3,

[(FIA_ATD.1 [CEd&E ¥ % TSFI]
BAENRIOEEKRE
EWS OEE#EE

[FIA_USB.1 [CE8:&Y % TSFI]
BAENRIVDHRIERE

EWS 051525

HEREEY N

(3) FIA_PMG_EXT.1 Password Management /27— REE
TOE ICBWT. M EEED/ AT — RERER ., FLEARRDAOF AEZHF-EERFO/TAT—F
(. LTOXFDHAEDETERTEIENTES,
INATD— RICHETE T RE XXF:
PILTPRY DRI FEINXF | BF . RURDFEFHRXF
(“17, @, “H#7, 8T, “%T, AT T, R4, )T, T (space)”, YT, YT, T Y

/

w \\ A\ /N \ U / A \ U / A\ | < ” \\ ” \\ > ” \\?II nrw \\¥II A\ S VB I/2\ N/ A\ N A\ A\ | n” \\ n” \\ II)
4 4 4

7 Tt = 7 1T —7

. VAT LEBEEIRLNAD-FEE 0~63 )‘C%@ﬁul'ﬁﬁi?‘é&h\f%éo
TOE (FCDEREICLD 15 XFL EICRETRENTES,

[B8:&E9 3 TSFI]
BENRIDEIREE
EWS D ERHERE

(4) FIA_UAU.1 Timing of authentication FREEDZ1IVY.
FIA_UID.1 Timing of identification BEAID2M1IVY

TOE FFIAZEDEANRIARELT, KRR AKX EYR— M3,
BRI EERSINBM VATT—AICE ARENRIL, FIREFEDFM47V MO Web T304, FUUa—F
AN, BEEBEY—-N1\0D 4 FEENHD,
BENRIL, FIAEZEDFM47V MO Web T50HTlE. MFD #EEDIREEEFRI T 3RT(C. ID £/3AD
—READSET. AHASNE ID EINAT—FH, TOE [CEFINTVSFAEFRE—HT I LE
REET B,
BEEY-NTE. VATLEEE® ID &/SAT— FEiE# Lz PowerShell 207 baHoh UhZEE (&
L. BE&EY— )\ ETED PowerShell ADU7 b&XE179 %, PowerShell A0UT MeEITTHIEICL
N, BE&Y—)\h5 TOE [C https 7OV ET ID E/SAT—EHAEESN., TOE (FZELE ID &/
AD—RICEDEH AR EEITT 5,
Fz. D347~ PChoDFIY bF—RICfF 5ENS ID &)NAD— RICENETR T MFDHERIFER

h‘ﬁbﬂé
SSE(FIA_UAU.1)E#RI(FIA_UID. 1)ZEBSCETEN ., BRI - REOmAH R L Od i
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ENSEFEI NS,
AREFRN D FAX DZEICOLVTIE, TOE (3., BAIFRIIE TS, FAX T—52 21T 5.

(B89 3 TSFI]
BIENRIVOBRIERE
EWS DRI FER
TVIR=FIAN
SEREEEY—N
AREBEFEEIRR

(5) FIA_UAU.7 Protected authentication feedback {RESNEIRIET—F/\wD
TOE (21— —FBRERF(C. /SAD— RERTEHIC. SAT— RELTA ASNEXFHERB DR LX
FOE)ERENRILL Web T30HICRRT DHEERIRIR TS,
*X . BEIRIVTIE 7 * (asterisk)”, Web 7595 TlE "@ (bullet)” &#XRET3,

(BH&E9 % TSFI]
BAENRILOB R ERE
EWS 0z AIF2E

(6) FTA_SSL.3 TSF-initiated termination TSF &L T
TOE (3 Web J5945h 5 EWS [C—EBHE(20 72 EE)D7HEANE S S FOT1 V(FRETEyY
V) eDIV7UBERIZERT S,
FRE 2D o—ERFE(10~900 TR ERTRE) DIRIENE NG EF. 1R IRILOFREND
D7SNEEREEEANRS.
TVIR—= R4 NeDEyYaVdREFET . TV MOBERMIBRELELICEYIIVERT T,

(R8:E9 % TSFI]
BAEIRILOB R ERE
EWS 0z 5IF8E

1.1.2. tF¥1)T4EE

TFIVT I EEREEL, VATLEBEBICINVATLEEEE - FCRESNLIEEOTERE 1AL,
FARTO TOE FIRAESH LT, L\, D EDLIBEREITNEVDIBRPEERAAY M (HIZ1E
[EEPERERE. I-YI#EBE) &, BIF LR T IHOHAEEIRHT S,

(1) FAU_GEN.1 Audit data generation (BE&ET—34%R)
FAU_GEN.2 User identity association (FIF &5 15HROBEERF )
TOE (. Y370 T ORI AEDERNRIIDRK . AR SN AECLIEEREEDOF AL
¥.Table2l [TRTEEMEROERIIONT, BEEOTERHRT S, FLEEETAICE. FREE
OB, EROFER . BRE5ISECLLEFAE AIEETHNED) . BLUEROFERNEHEIND,
TOE FEEINEEERRIAY MEEEOT 771 LA ERT DHF(C. ZORRELSEFIAE DB
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A TEERICEEE T (T TR LTS,

(B8:&E 92 TSFI)

BIENRIOBRIFRE

EWS DRI EER

TVIR=FIAN

BENRILOEEEEE

EWS N EEHERE

BIRINIY (TOE #£E8F. TOE #£ 7 Bf)

BAENSRIOIE-HEE. TV MERE. 2T vURERE. AFv VIRV D AREEHEEE. D7D AR . XEH

D LigaE

BENRIDVITER - BROR TR

EWS O UaJ k& - BEDR AL

EWS OFBRYIANDXET 2D UiaE
EWS 0771 W4EFEICES TV MkAE
NEEEY N

EWS 07— L1777 T — Méke

DR EBIZ MR

Table 21 EEEOYDEEH

HBEER RRINIEEERE EEEREFH
BB REDICEIER T System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
VEPIOL Job Status/ Completed, Print
Job Status/ Canceled by User Copy
Scan
Fax

Mailbox [Storage and Retrieval
Job &%)

FIRE IR Login/ Failed
F A& BRI KB (Invalid UserID),
(BENSRIVDD) Login/ Failed

(Invalid Password)
FIFAEFERE XK Login/ Failed Web User
R A& BRI KB Interface

(EWS, BsZH—){h5)
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FIREREER K
) PR A R BR
(FVUBES11\05)

Job Status/ Print /Aborted

EEAEOF A

Device Settings/ View Security
Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[ZEEINLEEMHELTIDY,
“Password”, “Name"h'i2$zsnd]

Device Settings/ Add User

Device Settings/ Delete User

Device Config/ Software

Audit Policy/ Audit Log/
Enable,
Audit Policy/ Audit Log/ Disable

RED—ETHEFAE

Device Settings/ Edit User

HI—7T 0%
[ZEEINZEHELT Role"h'EE 8%
N3]
BZINZEE Device Settings/ Adjust Time
YAV DR Communication/ Trusted Failed
(TLS) Communication (ORI, BIESE. REOEALEF

7]

(2) FAU_SAR.1 Audit review (BE&ELE1—)
VATLEBEER . EWS [COJM V. EWS hoDRIEICED. tF1UT(BEEOV T AR ERSNE
FARCOERZHH LT ENTED,
TFIUTAEBEONT TR TRUNOTF AN TP ILELTHADIO—- REND, EFIUT1EENT T7—
READUO-F3HEF. TLS BENBMCEEINTVILELN DD,

(BH&9 % TSFI]
EWS OEE#EE

(3) FAU_SAR.2 Restricted audit review ([BEEZELE1-)
X1 TAEENTT-A0HH H UREEE . BREESNE VAT LEEEDHICRESND,
F=, tFITAEEOTT-AADTHE AL, Web T35 DH R ATRET. 4/ \RILDDT7IEA

FBHTEFHERLY,
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(R8:E9 % TSFI]
EWS nEEHERE

(4) FAU_STG.1 Protected audit trail storage (fRESN=EEESEHEH)
EFXIVTAEBATTANDTIE AL, Fid H UHBEDH THD. HIBRE LMEERRERITFELEL,
CNICED, EF VT BEEOT T ADF ELHIBREHEN R ESNTIVD,

(BH:#E9 % TSFI]
EWS nEEHERE

(5) FAU_STG.4 Prevention of audit data loss (BSZ&ET—4i8KNDRHIL)
EENTHZDIRY M, TOE REDA N —JEB(LRFEIND ANL—JEEICR. &K
15,000 DI RY MRFETBENHES CF 1T EEOTT-INEMRITE G E . REEL
RBRINLEETAICEEELT. HLLEET-AMERTIELEREREIND,

(BH:#9 % TSFI]

BAENRIVDERIERE

EWS 0z 5I:E5

TV8=FAN

BAENRIDEEKEE

EWS DEEHaE

BEIRNIY (TOE #£&)Fs. TOE #£ T §)
BAENRIOIE-HEE, TV MERE. AT vURERE. AFvUINVDAREEHEE. D7D AR . XEE
N LikaE
BESRINOIITER - BEORTHAE

EWS O YKk - BEDR THaE

EWS OFBRRYIANODXE T —IENH Ui AR
EWS 0771 )VETEICLS T Mikhe
HEREEEY—N

EWS O77—LO177v77— ke
NREBIEEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&BEsZ ST BHHE A
TR TAEENTTAE. S EREEY—)IhoDERICETE, ATRYTINDTFASTI7MILELT,
SNEREEEY— ) INEHEIND, TOE BV EREEEY — ) \hoEENT T AMBEREZ(15E. TOE
[CRTFSNTNZ 20T T NN EREEE Y — ) INEHIND, S EREEE Y — ) INE BT IR,
TLS/HTTPS ORI THESEEND,
X IUTAEEOTTADFEH H UE., BRBEESNEIATLEBEDHICRESND,
TOE AERIC— R RFSNZEEAT R R DIV MORKEHE. ARG EBBELFOE R,
(5) FAU_STG.4 [CEik&n3,
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(BH:#9 % TSFI]
NEEEY-N

(7) FPT_STM.1 Reliable time stamps SR LARYS

1.1.3.

EBESNLEERRAAY MEEDT T71IAGEHRT S8, TOE TS IOvDHHEE(CLBR
1 L2V TeHITT IMAEEIRIT S,
FratORELEF FMT_MTD.1 (CENYATLEEEDHNAIEETHSD,

(BH:#E9 % TSFI]
FAU_GEN.1, FAU_GEN.2 QOF8:& TSFI [C#9'%

70 AR

A FRREN' RN LICFI RE OB W T L DR e AR ReCa %, TSF (L7 DT AT B/ AT1— AT,
F AT REICTI B HEREN R D,

a)

b)

(1

AARRE RV THIEISN 2 HERE
AE—#EE. TrDABEEGEIR). AT vUiEE. XEQRFEEDL LikEE. TU MERE(TUVA
— FSANTORELE DR E N FM THOENRIFFCIRME) SRV TEREET 3) . MHREORTR.
JaREE - BEOR THRE. £ TOE RET-HOSH/HEME(VATLEEREDH)

EWS THlfESh 4 aE
HWHAREORTR, Y3 KE - BEORTHEE. BRAYIANOXE TS UikEE. 771
WEREICLD TV MRE. TOE BRET NS R/ REMAE (VATLEBENDH) . 77— LVI7
7YTT— MERE (VAT LEEED)

FABDIMT VDTV 8= R4 NeE AT 51
FABEBFIREDIA 7Y DT IVEI— FIAN TR EEERTE LIREETTUY METRET BL.
MFD (333 RN R LB B (COH RIET —REEY My T T—RICE#(TIVR-X)L T
—H%—ID CEORERIIRY NIICETET B

) FDP_ACC.1 Subset access control %7ty 70t 2%

FDP_ACF.1 Security attribute based access control TF¥iUF1EHICLD 701 A H
TOE (3. Table12, Table13 [CHEL). BFEREKRERED VITEXET-IDPHEAKIEHESCE I,
LT . XERND)AD note Mitik(E Table12, Tablel3 M note #5BLTI\3,
ERERBEETIRONDG JaJEXET A3, EHREEEES LRI ABEEST—F—ELTEIF T, 7
—F—FR VAT LEBEBTZINTOE AT RGeS, LI LIPDAREREDIATV b PCHoR{E
ERDT-AE, VAT LEBRE LI POEA RS,

TV MEREICB VTR, D317V PCh o AN TV MTF—ARICRIAEZHFE T %D 1—
H¥—ID H'E&EN3d. TIV MEREICH 3B YadmBEER. TV M —RICEENS1—T—ID [CL2T
HESINS(note 1),

AFvUtgee, JE— e, J7D AR EHEECHITD 3T, B RCAT (1 Liz2—H—1ID 1,
FDA—F—ELTEINDIFONS, (note 2)

TPDARERD YT}, TPV AR EEEB LRI ABENMREETELRLVED., VATLEBENT—F
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—&LTEINDFoN S, (note 3)

TPIAZIELVTREFSNG I7DARET AR RETIHRERVIAILEINZ ToN TS 1—F—ID
A —+—ELTEINDIFbN S, (note 3)

TPDAZIENY3THT—4% TOE 4ok 37zsh. TOE DFIAFETHILNITho1—HY—%, 77
DAZEDIVITELUT—AZERT DL TERL, (note 4)

XEDRFEMNE UKRER . AXvIXE . J7DAZEXENHR BNV ARFLEORNE LET]
HEET B, AFVUBEEICH VTR, BT BRICAOTA VIRIENLETHD . BERRVIACAFY X EE
EHETE. BMBEEEITATORBRYIAN, —FIAELEE SATBEENBETIHRER
YOATZIDEIRNATREE 3% FIAB R A v X EZREFIIFRERVIAZEIRL, AXv iR EEE
7330, EBIRUVEEBRYIADEEN AFr U XEDFFHEICES, (note 1) BRBERYDAICE
FSNLT-A0RNE L. )V MER. HIBR. 7)Y MERTIEOMBCRAMOERIE. iBEEE
M ERELINEITTES, SARVATLEBELN B AOHBRYDARNDT—RFR/ET
Flal\, ¥z, On Demand Overwrite #8EZFI AT 21568 . EEBFRLIEEFZEII17)
BRICED BBERYDARNICRFESNZT—AZHEIRT 2N TES, (note 5)

TIVE, AFvy, AE— TPDRAEE . T7DAZE . XEOFRFERMNE L, DWINOBEECHLTE.
XET-HEmET A RYESNEL,

AFvY TPOREE . TPVARIENEIE VT e RE T IHEE IR BEEN G,

(R8:&9 3 TSFI]

TV8=RAN

BAENRIOIE-HEE, TV MERE. AT vURERE. T7DAMEE. 2AF v RYD A RFHEAE . XEER
N LikaE

BAENRIOYITIRE - BEDR THRE

EWS O Ya7iKEE - BEDR THaE

EWS OFRRYIANODXE T —FENH Ui aE

EWS OT771IUETEICLD T MkdE

DR EBIEMEER

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tF¥aUT1#EEDSHZFL\D
&
FMT_MTD.1 Management of TSF data TSF F—A0D&EE
FMT_SMF.1 Specification of Management Functions EEH#REDETE
FMT_MSA.1 Management of security attributes tFi1UT1EBHEDEE
FMT_MSA.3 Static attribute initialization F#EIEHE#IHAE
FMT_SMR.1 Security roles t¥a1J71 D& E|
TOE (Z#AIFREISNZ VAT LEBEDHIC, TiE Table 22 (5RY TOE Ha1UT#8EICE %R
FTREFI)TAEEBEEDSRERTER ., BLURHEEDHMERZRE TSI —10871—
AziRHT S,
Fz AN — R FIAEIETDNRAT—- FERDOHATHETHD,
CNODBEEEICED ., EREINZTF1UT EEBHEETIRE TS,
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TOE (&, Table 12, Table 13 (L), BRIEEARBEETIRIOND V3 TEXET-ADM A EH I
RERDT 74 MEELT. BHEEEEB LR AEFANFERZRTE T D, 35F. [7.1.3. 7oER
#I# (1) FDP_ACC.1 Subset access control 47ty 7O A%l#H FDP_ACF.1
Security attribute based access control C¥a1UT(BHICLZ7OEAKIEIESBOIE,
TOE 3. M EEE. SA. VATLERE  — A AEORIZELLGRAECEEMT. TnE
HFI5,

TOE (. FIAE®RBICALEF VT BHEDT 74V MEEL T, —EFIREZHRET D,

(FMT_MOF.1, FMT_MSA.1, FMT_SMR.1 (CR8:&E ¥ % TSFI]
BAENRILDEEKEE

EWS nEEHERE

[(FMT_MTD.1, FMT_SMF.1 (CB§&EY % TSFI]
BENRIOEEKRE

EWS OEE#EE

EWS 07— L7777 — ke

[FMT_MSA.3 [CEH:&EY % TSFI)

TIVR—FAN

BAENRIDEEKEE

EWS OEEHAE

BRI DOIE-HEE. AFvUREEE. AT vUIRVDARTFRERE. J7D Ak RE
EWS 0771 )VEEICLD T MkhE

AREFEER
Table 22 t¥a)T/EHEEAECIR/ERTEER UI
t¥1)T1EEIER BENRIL EWS
N—FFAADDEEEHEREEDRTESRBL. /&, LEE v v
EHDHEEZIT
ARL—UREBEBEEDREESEL. B/ BUDEREEITD v -
ARESRIDOOEIEEED)SA)— MERDREES B L. B3/ & v -
DEREEIT
FABFRIIRKICLDTPIVCLAERHREESRL. B3/ EM. EE v v
EHDEHEZIT
HBHEESE ID &)IAT-ROFREZIT) HHEEEDH AT v v
FAZEDID NREESHEL ID ENATV— FOZREEITI, . FIH v v
HICENLTEEEESHEU, SA FLE—BARAEORENERET
o
1-HY—NAT- ROR/NXFHHRES B LR EEIT v v
BIET-AIRESLHEEDRTEESHL. B/ BEDHLUHMAERD v v
BEET
TLS H—\GIBAZ DR EESE L. /ER/ BHOZEETI. - v
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AR REDEREES R L. AREREL/ B DR EE1TO
ERTIVMEREDR E TSR L. BHE/MRIOEKEEITI

v

v
B, BRIEeSRUREEITI v -
BOTAMEREDREESHL. AR/ BIMDREEITD v

J7—LOIP7YIT— MEREDERE TSR, B2/ EMDHEEITI v*1 v*1
Z—bDUTHERE BR4E)SRIV) DS RERTE v -

Lik—MHADREESEL, YATLEBRERE/FAEDREET v -
P

DANR—IVIZTREFIRIERENDS BER T ZITO(HAEDA 21/ v v
/RSFIRAT—F)

TFIVT EEREORESR LA/ BADREEITI - v
(AR, EFa1UTABEEOT TR TREYINDTF AR TP T,
EEY-NCEETH N R, )

On Demand Overwrite #8EDREZSHR L. B3/ ENHLUVHEI v v
BREFZIDE EET1TD

*1) T7—LUI7PY7T— MERE . 1R4E\RIVE EWS DM A ZEHELIIGR(C. BRERNE
T, EBON—ARITERERELTE., T7— L0177y 77— MERERBERICBDE R,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—4M{R#&
TOE (3. #2558 (KEK: Key Encryption Key)%¥3X T NVRAM2 [LIRFETBH ., TATOF
BECHLT, CORSRERHETEHDAUATI—AERFELTULVEL, 2. NVRAM2 KlEAED
(FENTLBERIT. ARL—IEBRIELEER TG,
ArL—YUmEE 8 (DEK: Data Encryption Key)ld. £ifkd KEK T AES-CBC AR THES1EL
T.NVRAM1 RU HDD L& FET 3. HDD IC{&F 9% DEK OB &R IEINVD7YyIThHB,
TOE DFEENEF. NVRAML [CRFENLHEELSNEZA N — IS #(E. NVRAM2 (CHZHIE S
BTESILIN. BEPEFEXDIKET DRAM [CRFEEND,
L. TARTOF AEICH LT, TOE (&, DRAM [CRBESNEEXDA N — U SRBERH TS
VRII-AZREL TGN, Fo. DRAM [CRFSNTVSEXDA N —JUIESHEE. EREEET
CEICENBEESNS,
TLS BIEFICERTHERTEDIIHE. 7.1.6 (15)DBIBICLNIEBILEINTIKEET
NVRAML [CRFSN., TATOFIAEFICH LT ERZHRHS HT1 U2 71— ARREL TG,
BEICFIASINS TLS tyYavB R U TLS EC Diffie-Hellman BZEEF X T DRAM (LIRTF
N3N, TRTOFIAEICKH LT, TOE 3. DRAM [CBRBESNEEXD YAV BESRHZTIUA
JI—2ATRHEL TG, Fo. DRAM [CIRFESN TV EX DYV aViRE., EREEL T CEICLD
BEND,

(B8&E 33 TSFI]
U
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1.1.5. SE#ELER

(1) FPT_TST_EXT.1 TSF testing TSF FA
TSF A A=Y DREE:
TSF (& Controller ROM & Fax ROM D220 77— LI PICENERSNTHN. 220 T7—
LOI7DSEEMERIETECLD, TSF OIEESERRIET S,
TOE (3#2 &85 Controller ROM (3 4byte OF1y7H i, Fax ROM (& 2byte OF1vH4 L&t
BEURMENEE—HT W ERERAL. EERFFRENRVCIF-ZRRUEBZEFLETS, .
DRBG (CBALT [1]11.3 [CEBEHDAIATAIZEITL, TAMEEULESE SR
BENRRIVCIS-Z2RRUESZELTS, 5H DRBG OfL#k(E 7.1.6 TRY,

(BH:#9 % TSFI]
BIRINIY (TOE #E8)F. TOE #2T KF)

(2) FPT_TUD_EXT.1 Trusted Update &{EtE7vFTF—+
FMT_MTD.1 Management of TSF data TSF F—4NDEHE
FMT_SMF.1 Specification of Management Functions &EEH#REDETE
VATLEBER . BELSRIDoDIREICED BIENRIN L TEEFOI7— LOI7N—J3 %
RIBENTED, T, HEERTEIAMNZENFH DT IEICE THIFE T D TOE 21T 5 77—
LoI7DN—930 e ERTHENTES,

Fe, BARMENLEVATLEBEOH N, YATLEBEIIMATY MO Web T390 b5,
Controller ROM, Fax ROM &)\ —3J LN\ M U774 )V%& TOE [SEETBElCED., 77— L
D17 EVVIT—hTBHIENTES,

TOE [, YATLEEEDSM7Y D Web T30 D 0iRESNST7—LUIPEET)\ M HIT71)L
ERIETRE. M FTITPAVCHASNEEFERERAL., RAECKRULZEH AL, 7yT7— e
Uk U BENRVICIS-BRULTELT S, MM FUTPMIUH EShTOWSEFERR. N7
74V SHA-256 T/\voaLiz)\vafE%x# K 2048bit O TS 1L L7z RSASSA-
PKCS1-v1.5 AX® RSA TYRINELTHS . SOoTREEDFIEIZ. 1)\ AFUI7)IUTHF STz
BEFERET7—LUI7ERRIA RSA 2FRBICTES. 2))\ M FUT71)L%E SHA-256 T)\yY
1. 3)ESHRENYVAUEELLEL., —HINEREEAY) . F—HTHNSRIEK KRS,

[FPT_TUD_EXT.1 CE83&E9 % TSFI)
BENRIVDI7—LOIT7N—V3aVHER
EWS Q77— L1 77y 7T— Mg

[FMT_MTD.1, FMT_SMF.1 (CE85&3 % TSFI]
BENRRINOEE#AE

EWS DEIEHEAE

EWS O77— L9177y 7T— Mge
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1.1.6. T—HEES1E

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4
B GEXFREEF)
TOE (3 TLS rEE-@EnHEFE L (EC Diffie-Hellman) THWVSIEXFREEELT, [2]ICEEEDIE
Meh#RBREAND, FEAMBKREBOER A A, [3]5.6.1.2.2 BRU [2]Appendix B.4.2 [
5, TLS EC Diffie-Hellman #Z{E(Z. Linux ®/dev/random hoBEEZY—FETE(14)(C
FCE (D AES-256 CTR DRBG THA R UZELEITHD . B BRFRELT [2]Appendix.D [CEESk
0 P-256, P-384, P-521 #HR—kL, TLS 2TV I—Yav@ETHETZ—DOhiRES,

TOE (3 TLS H4—\FERAE(CRIAT2IEIMHEBEL T, [2]ICEREBDFEMBIRE. L LA, [4]IC
2EHD RSA #EAWS, CNHDIERFHEE EWS hoD1—Y—HERTERSND . FEABRED
ERAEIE [3]5.6.1.2.2 RU [2]Appendix B.4.2 [CH5, RSA #(3 [4]6.3.1.3 fin4%
A EICHD, Z0HRTEONZHFHIE [2]0 B.3.6 [CENERKEND ., FEABRELT
[2]Appendix.D [CEE&M P-256. P-384, P-521 %, RSA ## K& LT 2048bit, 3072bit =4
R—kL. EWS ho1—H—HRWFNH—2&EELTERIETRT %, F. FEUEHOE B ERKICZ
(14)IZ52#0 AES-256 CTR DRBG 2H\3,

EREUEBAERICH VT, TOE HA DR PR BEOREEB L,

(F8:&9 3 TSFI]

EWS oA EEE

TV8= RN

EWS nEEHERE

BAERINDAF v B HE

EWS O Ya7iKEE - BEDR THEAE

EWS OFBRYIANDXET— 2D UiaE
EWS 0771 4EFEICES TV MERE
NEEEY N

EWS O77— L1777 T — Mk

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) KES 84K
(RIFEEA)

TOE BA ML — VISR EUVSEBRBENZYYVIVRELT. TENEY MIOELHZRA VS, BA
BIICIE. AL— YU (DEK: Data Encryption Key)® 256 £y k., DEK &5t T 376D
S8 (KEK: Key Encryption Key)® 256 Ewbk, TLS tyYavBOIAR—ELTRIVI—
VIV TRE LERSE AR UT 128-256 Py MEZNENER TS, BLEIF(14)ICRED AES-
256 CTR DRBG T4 9%, adH. ZM DRBG NIFEUHINZDIE., (12)(CER&HLEBFI( V%
AR, R TLS BEEYYaV MR R THE.

(R8:&E3 % TSFI]
EWS 0z A EER
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TVI8=FAN

EWS O EEREERE

BIRNAY (TOE #Z &R, TOE #& T §)
BAESRINDAF v B HE

EWS O Y37REE - BEDR THEAE

EWS OFRBRYIANDXET SO UiaE
EWS 077145 FEICES TV MERE
NEEEY N

EWS O77—LUI77v7T— Mk

(3) FCS_CKM.4 Cryptographic key destruction &5 3E
FCS_CKM_EXT.4 Cryptographic Key Material Destruction 5588+ DK ZE
TOE BEXRFSNIERUVEMBELRBEICL LR THETS(*), TOE [CFXRFINDHE
BRUBMBEEDWER E£% Table23 (TRT, Fz. TNoDE R UM FHIHE S LEDEITEFIC
RAM EDI—IAEINENIE—SNTHIAEN SN, RAM LDF—43(d TOE OERMEEHICFE
EBDEIRENS,

() AL—URES#(E NVRAM1 &£ HDD [CRFSNSM, (10)(CEEEHDMBENEESLSNSH, K
BEHORRINET B, T, (1)(CERED TLS Y—/\GEBAEICFI AT S IEX TR, (15)DAN=X
LICED NVRAML E(CEESELTIRFSNBTH . RERDMRNET S, T7— LI T7ERRILEC
RAVS ARSI, MER, T5MRX-MESE. BSI)T LX) TG00 Fn(CE &AL
BOWEHAREHDHM RN THD,

(F8:&9 % TSFI]

BAENRIDEEEEE
BIRINIY (TOE #2818, TOE #27 KF)

Table 23 FXREFNIBREUBMHOBESE

BerE Al REE WEHE

BERE S 65 NVRAM2 | BESRIOEEBEAZ1-NbT—S—iEHIBREE
(KEK:Key RUERR. T—3%(14)ICEE 8D DRBG TH R UZEL
Encryption Key) TR LEET S,

TLS tyvavik RAM TOE OERETCHET .

TLS EC Diffie- | (18%)

Hellman MZH{E

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B IRE(RI MBS 8’S)
TOE (& TLS Oxt#r##rg&/E=5LT [5](CEEEHD CBC E— FRU [6]ICFEEHD GCM E—FD
AES(128bit. 256bit)ZHR— 3%, AES [ [7]HEMTHD,
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(BH:#9 % TSFI]

EWS D@ RIFEE

TIVA—=FS4N

EWS OEE#EE

BAESRIVDAF v UHEERE

EWS OV iKEE - BEDR RH#E

EWS OFRBRYIANDOXET 2D UiaE
EWS 0771 IETEICES T MikAE
HEREEEY—N

EWS OT77— L1777 T — hRE

(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) MBSEE(ERER.1REL)
TOE 77— L9177v77— FOEIEMRIECH VT, [2]ICEEEHD RSA FIRINELEYR—T
%, KL 2048bit Thd, BRIF—IYME [2]5.5(f)ICFEED RSASSA-PKCS1-v1.5 (C
€3,

(BH:&E9 % TSFI]
EWS 07— LVI7797T— MhE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) EESR/E(ER LR HREL)

TOE (3 TLS OABFEREE. KU, EFERER/RIECH VT, [2](CEREHD RSA TIAIINEL K
UHEABRIRT YAV EB RIS LIZE R E MR UIREEZ1TY. BH. RSA K& 2048bit FzIS
3072bit. NIST t5Fh#R(Z P256. P384, P521 #HiR— 9%, RSA TURIINERDER T4 —
Iy MME [2]5.5(f)ICEEE D RSASSA-PKCS1-v1.5 [CHED, o, HEHBIRT IAIIELDESA
A R/REER [2]6.4 (6D, Cnbld TLS BIERICITBERFEORTVI-Yav,. BFERLE
BEFICIEA—Y—DIEEICLD. ENENFEATIE R ARXNRES,

(BH:#E9 % TSFI]
EWS DEEHAE
BAESRIVDAF v UHERE

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BEES#/E()\wYa7?
WVIAVZXL)
TOE (77— L0177y 7 57— FOEIEMRIIBFED 77— L1777V T T— M A=IT—=30)\wait
&(Z SHA256 #F|FHT 3, 0 SHA256 /\vY1{BEEELED RSA SR ELLEKTIETE
BRREIERITT 2. BH. \WYaZITUALIEE [8]ICEMT B,

(RH:&E9 % TSFI]
EWS O77— L1777 7 — MiHe
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(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) ERE\YYT
WAV L)

TOE (F(11)ICEEED TLS [CHFHRFEAvE—IFBREA KD\ I1FTEIC
SHA1/SHA256/SHA384 &HiR— 3. @IEICHERATS/\WYa7) IV LIIHEFLEEOXTVI
— DAV TRET %, Fo. TOE FEFEBERER/BRELD) W15t EIC
SHA256/SHA384/SHA512 #HiR— L. BRERBEO1I-—Y—DIEEICIDERTS/\va7
WIVXLWRET B,
TLS [EBF3 R EAE—IFRRA XD\ V1M BEBEFERER/RFED)\Y Y15t BIFIEIIL
THNBEHICHAENERIENTES,

(BEET5 TSFI]

EWS DRI FER

TVIR—=FIAN

EWS D& EH#ARE

BENRIDAT v UHEE

EWS O J37 K88 - EE DR RIEERE

EWS OB RYDANbDXE TN LikakE

EWS 0771 ILETEICLS T MErE

SEREEEY N

EWS Q77— L1777y T— MEE

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) K&
S (AES TR S1iL18S)

TOE BARL—VBEENIEESARELT, [9]lCEBEINSE AES. RU. JOVIKESE—RELT
[10](cEB& SNz CBC &Hh—1T 3, BERIE 256 EYRTHD, IV AN —YDEHAEFE
DEK ztIicEH T3,

(BH&E9 % TSFI]

TUI8=FIAN

BAENSRIOIE-HEE. TV MERE. AT vUREEE. A v IRV D ARTEFHEE. D7D AMAE . XEH
D LigaE

BAENRIOYITIRE - BEDR THEAE

EWS OFERRYIANLDXET—2ERDH UaE

EWS 071 )UEEICLD T MkhE

NREBIEAME R

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) IS &{ (BES
1t)
TOE (F(12)ICEE D@D, AL — YRS S1b#EED DEK(256bit)Z [9]ICEE&EINz AES A=K
e, BRI 256bit THN. TOVIEEEE—RIE [10]ICEEE SNz CBC #HiR—1F %,
ﬁE(i 256 EYNTHD, IV (X(14)ICEEED AES-256 CTR DRBG W' ELETHD .

-79 - Copyright® 2020 by Fuji Xerox Co., Ltd



Xerox PrimelLink C9065/C9070 tz+a2l)7+84—7"wk

(BH:#9 % TSFI]
BIRINAY (TOE #Z &R, TOE #& T §)

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) ESEESRT)\YD1AvE—JFREE)
TOE (3 TLS [CHF2 BT EAVE— IR ARXELTUT EYR— 1T 3,
& (bit): 160, 256, 384
N\wYa1:SHA-1, SHA-256, SHA-384
Ivt—IH4 1A MR(bit): 160, 256, 384
N7V TVZALIE [11], B ENY DAV E— IR 7TV L(HMAC)IE [12]IC#ERT B,

(BH:#E9 % TSFI]

EWS oA EEE

TVU8—=FIAN

EWS nEEAE

BAESRIVDAF v UHEEE

EWS 0 Va7 iKEE - BEDR Ri%#E

EWS OFBRYIANLOXE TSRO AR
EWS OT771IUETEICLS T MkhE
HEREEEY—N

EWS O77—LI177v77— ke

(12) FCS_KYC_EXT.1 Key Chaining #F1/>
TOE (2 —YURE 542 (DEK) R Uf DEK :RE ST 3 D8R S 8 (KEK) ERF 11 0ET 3,
E{A#(ZIE TOE RA M — VRS 2R FIAUNEIESE(EANICE., THREEVE. F2. 12
IR DEEE AZ1—HDT—— IEHIRR B DR ENRS)IC(14)(C5E#d DRBG T DEK & KEK
4L, DEK (3 KEK [2ED(10)ICHE->TREE1EL NVRAM1 KU HDD [, KEK [F E3TREET
NVRAM2 (2, ZNENRET 3, 2 EIB LSO EFE L. NVRAML [CREE1LLTEELR DEK &
NVRAM2 hi>Ed H Lz KEK T(10)[CR-THEET 3, #2K (3 DEK, KEK £6IC 256 EYITH
%, DRBG [C(3(14)ICR#H LB+ 9B IV MOE— DA ENZEHBOME(L 256 B9 THN,
BFIM4ONOHT 256bit BEMMIFIND,

(BH:#E9 % TSFI]
BIRINIY (TOE #E8)#. TOE #2T KF)

(13) FPT_KYP_EXT.1 Protection of Key and Key Material Xk UM EDRE
TOE (#(12)IC52#Li@N. AL — IS T 1/ UH 11 TOE Q¥ ER B (C# 80 DRBG T
DEK & KEK Z4 L. DEK (& KEK THES1EaN T NVRAM1 R U HDD (C, KEK [FFE3TIKEET
NVRAM2 [CENFNRET D, FDMDA L —IUIZ DEK, KEK iMR7FESN D ZEF L, NVRAM2
(FIRZIBFAREA L —ITHBH. (12)DF 1MV D—ERH IR ATEERR A ML — JITFE X
TREFESNDER L,
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(BH:#9 % TSFI]
BRI (TOE #ENEE, TOE #2T &)

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
14 (BLBEY MR

TOE ([FELE A RIC [1]10.2.1 [C#E#LLT= AES-256 CTR DRBG %FIH7%., Z0O DRBG (&
Derivation Function. Reseed ##&E%*#& L. Prediction Resistance #aE&HFEIL, .
Linux #—JL®/dev/random W& &L # &Y — FET 3, /dev/random DIRHETTHS
Linux Random Number Generator(LRNG) XU LRNG [SFEATI0O90H000305F5H H L
b/ 1 AEEHiz2EEIY bME—RET 3, CO/M IV T MIT7ICENERBICEREDESDESR
HETZHLDTHD. DRBG [F/dev/random hoifaEnizo— k% entropy_input R U
nonce ELTHIATEH, ELEDIV FOE—E(E 256 By b x1.5 #8BZ. [1]8.6.7 DE#EHH+
NEE A%,
TOE 30 DRBG ZHWVCA M —VUKEE#E, TLS bty av#aEHT 3,

(R8:&9 3 TSFI]

EWS oz A1 EEE

TUI8=FAN

EWS OEEHAE

EIRNIY (TOE #£ &k, TOE #£ T §)
BAESRINDAF v B RE

EWS 0 Va7 ik - BENDR Ri%#E
EWS OFERYIANLDXE TN UiaE
EWS 0771 IVETEICLS T MkhE
NEEEY N

EWS O77— L7777 — MikE

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AY LDT—R{R#
TOE BAML—IFNAALDT—ATOVD B THEEL/E ST 5, BIAMICIE. AN —IF )4
AL DBEEER RN —T1 03V T3 TP I RUAIT—H0) Read/Write Zh M LTTF—42DE
Sb/BEEILERL. Zix/\—T12avICxt LTTF—270vH% Read/Write 3%, BESE AR
FCS_COP.1(d)I#)5. BB R N—T1YaVEE AN —IT M AFHR X AT EER HDD
& NVRAM1 THD., HDD & NVRAM1 LISHIERH AR RIRER A L — T )INM RT3,
EREOAN—-UBEFLIE TOE BN OEIET S, BES1L/EFILICFIATS DEK (X(12)(C5E
B ULED, BERTIMUNBVEBIBRICERIND,
2TOEXDHFAET—H., EFXOMEZED TSF 7—4(& HDD XU NVRAM1 LORES{bxtR/\—
T4VAVICEEFAFNZIHIESESNS, HDD £ NVRAM1 EDFERES LR D) S —T1avIC
(&, TATILA A=, Fl{EINZA—5% KEK Z8EL(10)ICEEEHDENE S SN DEK OHHHE
e, FXOFIAEXET - IARVEXDWMEZED TSF T—5EFH 1\, BH. DEK DIFS1E(d
(12)ICEB&E Lz@D TOE DRSS F 14 UM G VEBIFFICITHNS . F2. FX KEK ORFETH
% NVRAM2 (FIRHh AT BEG A R L— I TN ATIE L,
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(BH:#9 % TSFI]

TIB—=FS4N

EWS O EERERE

BEIRNIY (TOE #£ &k, TOE #£ T §)

BAENSRIOTIE-HEE. TV MERE. 2T vURERE. AFvUINVD ARTEFHEE. D7D AR . XEE
N LiaE

BAENRIOYITIRE - BEDR THAE

EWS OFBRYIANLDOXE T —HSEDH UHAE

EWS 0771 IWEFEICES TV MERE

AR BRI

=S &R

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREhz HTTPS

Web 75704, GoUICEEY - \eDETDRIF F57490% HTTPS TEF17FvRILUETSLSIC
SRHI TSR ENAIRE T H D, CORE(L EWS o BEEEDHNITZAS, HTTPS (& [13](CHE-TZE
EThd,

D347k PC D Web F50%hb EWS AD#E#ERZZ(T5E. TOE £D317 F PCET TLS
BIEOXTVI-YavesIL, HTTPS BIEZRIRT . V517 PC hod TOE O EWS (C
HIIBHANZRAS LUV TARTOE- MEECH LT, HTTPS BIEMBERAINS, Tz, BEEY—/\h
LEENIT-IIBERERT, BEEAJTAEEEY - NSEXET SR, HTTPS BIENEAS
ns.

(R8:&9 3 TSFI]

EWS 0z AIF8E

EWS OEE#EE

EWS OYa7KEE - BEDR THEaE

EWS OFERYIANDXET 2D UiaE
EWS 0771 IWEFEICES TV MERE
NEEEY N

EWS O77— L1777 T — ke

(2) FCS_TLS_EXT.1 TLS selected ;@i{R&nk TLS

TLS @BEELT [14]0 TLS1.2 BHik— 3,
TLS BIETHERTIEEAM— MDA 7Y b3 =)ED TLS IRDYavh(cxTVI—- N3,
TOE (X TLS ZFIHT %:@E(CHLVTIE. TOE (FIBEBEICIS UTHIA 7Y MY —NICE1IEDE S, f
ZIE. EWS PHEATIRY— /Y, AF vy XEA—LEERICEDFM 7Y ML TIRR B,
TOE (30347 M IR ESNLE S A/ — O b R— 2@ EE0D%E 1 2:#iRT S, TOE
Y R—FT 3B AM—MILL T THD,
TLS_RSA_WITH_AES_128 CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
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TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(B8:E9 % TSFI]

EWS Dz AIERE

TIVB— R4

EWS DEEHEE

BENRRIDAF v U EE

EWS O Y37 ikEE - BEDR AL

EWS OFEBRYIANSDXET— BN Ui EE
EWS D771 ILIEFEICLS T Mk
HEREEE Y —N

EWS O77— L1777 T — Mg

(3) FTP_ITC.1 Inter-TSF trusted channel TSF B&E#EFv+Il
TOE (3 TOE L& &Y —/\, Mail =D T, UL TOSEREEFE IO ILEFR— T3, ThIC
ID. IV RRI YV FDERIERIET —IDRBERS VN ODRENRIISN DS,
BEE&EY—)\: TLS/HTTPS
Mail #—/\: TLS

(B8:#3 % TSFI]
BAENRILD AT v UHERE
SNEEEY-N

(4) FTP_TRP.1(a) Trusted path (for Administrators) SE{E#E/\A(EEEA)
TOE FEEEDUE— FPCHODOETIEAMVRTI—AICK L, L TOEEEEETO N ILETR
— ;% CNICED. TV RRA Y FOERIEBIET —ADRBEHRS VDO DRENRIISND,
EWS: TLS/HTTPS

(BH:#9 % TSFI]
EWS DRI
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EWS OEEHEE

EWS O Y37KEE - BEDR THEAE

EWS OFBRYDANLOXE TSRO UHAE
EWS 077145 FEICES TV MERE

EWS O77—L0177v77— MihE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={EE/S\AGEEEER)
TOE (FIEBEEBED)E— FPCHLDETPHEAIUAII—AICK L, U TFTOEEEEE IO L EY
R—FFB, TNICED. TV RRIV OB RICBIET—IDRBERS VD DDRENRIIEND,

EWS: TLS/HTTPS
TVUB—ES54 )1\ bDEIRI: TLS

(F8:&9 3 TSFI]

EWS oz A1 EEE

TV8=FAN

EWS O Ya7iKEE - BEDR THEAE

EWS OFERYIANDXET— 2D UiaE
EWS 0771 IViETEICLS T Mikhe

1.1.8. PSTN 77DA-%y:I—DE D5 B

(1) FDP_FXS_EXT.1 Fax separation 77DA%5 B
TOE ($. 77DAET LikREERS . AR BERREN LT, I7DAT - IDEZEHAEZIRILT B,
HiR—r9370RJUT ITU-T G3 E—RDHTHS-
T7DAA VR TI—ATEZENHFINTVEDE. FIAFEDIFDIIIXEDH THB,
TRETLEEER T AN LD B ET—AEE IV FR—YIZ((FF TRV, TPDAEERD
p TOE [CRIEICTPDEART LI TERLL, . TOE (&, AREBERBHEERNT Ry NI—IRTT
—REZ(TEITHEEZLLBLVEY ., ARBFERRZENZEVCAREBRT —2IRERYI—D
EEITELELY,

(BH:#9 % TSFI]
KRB AR

1.1.9. N=FFARDDLEEZHE

(1) FDP_RIP.1(a) Subset residual information protection %7ty EFIEHRIRE
TOE [F. YATLEBEICINVITTETRDN-FT1ADD L EEFEEBEENEEIN TS,
OE—#EEE. TV MERE. AR v BEE. J7D AMEBENR V3T R TRICHEN— FTAAVEECETR
SNERREBEHNETHELEETEETD,

XEDRFHEETHASNEXET 4. BRRYIALNOOENRHRERERDE UIR1E. HIRREE
EICL-THIBREN ., 2D, TOE 3 L EEHEEERET S,
A TOE Tl VAT LEBENKE UEBZFEEI_17IME R CHRERVIANDREEEXE
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PEETY X ERHIFR TS On Demand Overwrite #EENIR SN B D, HIfRSNEEFEX
ECAETET A N FF1ADD L EEEERBEEDRTEICE I EEETHENEAIND,
N=—FF1ADDLEEFHEMEEG EESEE 1 E(70(F0)"ICLP LEEF)E. 3 E(0-1-ELEICEL
B LEFLIRETL) OBIRNH KD, L. BEEEENEIMESNTNSIGE . MELAILTIE. E
ET7-5(0, 1, EE) BESILSNIKETEZAIND Tz, N\—FF1ADEE LIC. EEEH
EFEOFAZFHXET-IO—EXHEHS, TOE BBBIC—EEFIVILT BHEXRTOMAEFH
XET-INGFETIEEAIG. LEFEELEEZETTD,

(F8:&9 3 TSFI]

TV8—=RAN

BEIRNIY (TOE #£&Fs. TOE #£ T §)

BRI OIE-HEE. TUV MERE. AXvURE. J7D MR, XEMDH LigRE
BAENRIOYITIRE - BEDR THAE

EWS 0 Va7 ikEE - BENDR Ri%#E

EWS OFRBRYIANLOXE TSRO UHaE

EWS 0771 I4EFEICES TV MEAE

BRI EEKEE

EWS nEE#AE
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ST B&&E - F&E (Acronyms And Terminology)

& (Acronyms)

A ST [CHITBMEEEELLTICEREAT 3,

HE EENE

CcC JEVD3547)7(Common Criteria)

EWS Embedded Web Server

DRAM HA4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

FIPS PUB KEDEHIEFRLIBIZEDH M (Federal Information Processing
Standard publication)

IIT B A H3—3F)(Image Input Terminal)

10T B H3—3F)(Image Output Terminal)

MFD FTIRIEEH#(Multi Function Device)
TERMESIVHLT7DEAAEY(Non Volatile Random Access

NVRAM
Memory)

PDL R—Yitah S i&(Page Description Language)

PP 7075370774 )L (Protection Profile)
IVTPINAE TSN EESMICEETHZ ATEER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥1)T1#8E S $1(Security Function Policy)

SFR X1 T H#EEE H(Security Functional Requirement)

SMTP BFA—ILEETORIL(Simple Mail Transfer Protocol)

ST tFa1Y713—5y ~(Security Target)

TOE FTifi xf & (Target of Evaluation)

TSF TOE tFa1")7/#8E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITHREELITICEREAT B,

) %A

WESD TPAVIAT L BREEATIDNORIROBEEEUNBVNIIITEETIEEIET . HROD
AR O EEFIEFR,

KEK Key Encryption Key OB, ZETlE. AL — VB S REESILTIHOESED
CEEET

DEK Data Encryption Key OB, KETIE. ANL—JBEEROEEIET,

779V AEY SD F7=(¥ eMMC #3157,

AbL—=Y TERERMEDISYV1XE)RU HDD %1657,

SEEP Serial Electrically Erasable PROM OB&, J bO—5/h— R LT CPU (LN A&z S
NBITERMEATY,

Web UI FIREDZA47Y D Web F595 %4 LT, TOE (LR TR RENTERZH—EATHS,

HRRYIA HRRYDIALEERAANEAF Y XEPTFIARIENXEE TOE NICREFETIIHAOC
Eo
FREFEIILETTHERBRYDACEMSNEXEZRY M- LOTIVE1—AhbE
HIZENTRETHD.

- wOVAN TV MEREICB VT, ENRIF—2%7 2V R— XU THER LIEEY bRy TF—R% MFD DA

(Store Print)

Fo—IKEC—BEHEL. BEESNF ABENEAERIVENIE TR 2E CHIRIERA
BT AE.

FMAFHFXET—H

MFD DAL —JEECEREN L., FIANE T L7 LSHIRENEH, AL~
HENICET - SEBEREL T IREOXET 4,

XET—H
(Document data)

— & FI A& (U.NORMAL). SA h* MFD OOE—#EE. ) MEBE. AF¥vUBEEE. T7
DAkRE. XEDRFHEEEFI AT SMRIC. MFD RAEEBT 22 THERIFEHRES
T, ML TXET-HERELT B,

AFvrUXE AF v UHBEEIC LS T, BFRAAEBRENLEXE TS, A TOE FAF¥+rUXEE Mail
F=NNEELED, XEDVFRFEEIMDE UEREICEDB RNV AICRET SHEEEF D,

TPHAREXE TP ABBEIC LS TRIEEN.. A TOE TIRONBBEFHAXDXET—ATHD, A TOE
Tl SREFOFREICLD. ZIELEIPIATAEHLNUHFRESNEHRBERVDAICRE
FIBHENTES,

TXIVTAEEODTT WO, HR EOIIBIEEEIT NN BRPEERIAY MHIZSEEPHERE

-5 B, 1-Y-BERE) . BIMEHEINEZT—4,

MAEEE HEAERIE LR AECEINS TONSERE|, A TOE Tld. B EEERE]. SA ®E,

(User Role) — A AEBRINEZRIN TS,

HmEEERE BWEEEN TOE 2F| AT3RICLELIERER T, SFR NTIE Key Operator

(Key Operator
role)

role ERI|WSNS,

SA &2
(SA role)

SA N TOE &FI A7 3RICLELERERT
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—RFIRERE
(U.NORMAL role)

— & FIAE(U.NORMAL)H TOE ZFI AT BMRICHEBERZRT

FIREHRIEHR
(User Identifier)

FRAEZHA T hDER, 1——ID,

HmEEERANE
#H

(Key Operator
identifier)

M EEEREEI DY TONEI—Y—ID, SFR AT(Z Key Operator Identifier
ERBSIND,

WHEEE
(Key Operator)

MFD O EE® TOE tXiUT(HEEDREZITOEEE,

SA

B EEEHHMIBRICER SN SA B TPHVY MeERLT HENTE, MFD DR
EEP TOE XTI HREDREETOEES,

VATLERE Key Operator & SA D#%5,
(U.ADMIN)
EWS TOE RA® Web H—=)\THD., FAEDF17 rD Web 7595 &N LT, TOE TS

(Embedded Web
Server)

IKREHESE, SRELE R, XEOHNH L/HRIZERNTEIY—EATHD,
Windows DiZ# Web 750U TERTENTES,

1-Y-3%8
(User
Authentication)

TOE Q& #AEEE AT SHI1C, FIAE DAL E1ToC TOE OF| AEEHE CHIREH
(TR DHERETHS
AREERLESERFRRED2DNDE— RO HHN . A TOE TIEA(ARELE— FTENIET B,

PN
(Local
Authentication)

TOE O1—%—585t% MFD [CEH U1 -V —EHEEALGREEEEZTITE-F,

5V EREEE
(Remote
Authentication)

TOE Q11— -2/ R — N CE R L1 - — 1Bz FE AL R EEET
5:E_ Fo

N=FF4RAODLEZE
HE

(Overwrite Hard
Disk)

N RFAADEE L LB X BT —AEHIRT BT, 20T — S4BT T —4
TLEETBMEEERT,

ARL—YBES

REEED—HERTFISAIN-—VERSILTIHAEEETT

T AVIR— At RE

N— YRR & 5 (PDL) TRAESNIENRI T — S &ML, EY v T T -R(CEIRT o1

)
AEo

FAUR—X

TAVR—ABEREICED R—JFER EEE(PDL) CRERSNTZT—AZfEH L. Ev by T T
—BICEBTIE,

YATLEBEEE-F

—M&FIAED MFD O#EEEFI AT 2 E/EE— FEAIC, YATLEEEH TOE OfF
RIRBEICEHE T, TOE #R0OBNERTE P TOE CFaUT R E DS R/ EHEL
oz REMBOEEETOBEE-F,

Z— D)7 HEEE
(Auto Clear)

1246 )32 B LU Embedded Web Server oAl iR 4E& UL VK BET— E DRSS
BEBUEEEE, BEIMICEREENOT 7 FENBHEETHS,

NARR—-IVIZ7

MFD OR<F/IEBEITIIVIZT,
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(Customer
Engineer)

WEE
(attacker)

WEBELL, TOE FRIREFESN TS EECTEBFREBLTPILATEETHD,
WEHICE., ARSNCRAETEIHIN, ZOERERLTILATIELEIND.

BRIV
(Control Panel)

MFD OBEICHERINIY . FVT  BvFRRIVTAAT VA BRE SN/ R,

—RFIREIFATY

—RFIREDNRATEIIIATU b,

S
YATLEEE YATLEBENFATEIVIMT UL, YATLEEEX Web T50H %L MFD (C
DIATUR XfULT. TOE BRET AR LESHAZIT,

TVA—=FFAN
(Printer driver)

—MEFAEIIATY FLOT %, MFD DMERAIRELBR— Ui E55(PDL) THERL
SNTZENRIT—RICERT YT MIITP T, FIAEIFMT7VNTERT S,

MFD h'EZfReIBEB N — U E5E(PDL) CHBRENET -4, HIRIT—4(X, TOE ®

ENRIT—4 FAVKR—ZTHEETEY MY T T—RICE#EN S,
JE—#EBEICENERAHAFNET =8, BLUTVY MEREICIDFIREZEDISA 7Y DR ES
By bIvTT—4 NEERIT—3%T IVR—X#EETERLET 4, EvbeyIT—43m B AKX TEE
EfELTN—FTAADEEICHEMNSINDS,
[R%5 JE—HEET IIT hoDFHEHAHF DR REBDIXEPGE ., EELEETRT,

TOE &EF—4

INIE TSF 7—80—ETHY. TOE &> THEREN /A TOE [CBLTHER SN T —
5THN. TOE OtF1UT AR BES AR HEOBERET .

RCy

BEAERINS 256 EVFDT—H, AP —IRBEADXET - HORFHRI(C, COET
—REEALTESIEEITI,

AN

SRRy RD—-DERERY M) -DEERETI—RIICHEATIEEORER,

SLERRY R —D

TOE zEEHI MR TRHEENERGL., AERYI-DLUSNDORY FI-D%HET,

RERRY D=5

TOE M SR ESNBEBDAERCHD., S8Ry FI—DD oD EF1)TA DB BICK LTHR
ESNTLRRYMI—DRAD, MFD & MFD A7DE 2N ER)E- FOSEBLGY—N
POIAPUF PCRIDTFvRIVETRT .

AREBFEER TPDAELE . TPDAZEDT AN TN S EIREIERL SN DM,

AR EFEE IR

PSTN

(public telephone

line)

AREIRT—H TPDANARERBEERNSEZEDT S,

(fax data)

SFERE ITU-T #1&ED X.509 [CEESNTHD. AANFHR(FIEHAMR. #Ala. &%) 2H
8. BVHR. YITIFUN DTRFrEREENTVSIER.

Data on TOE EET—ATHD. KRR CHIZFAEDNRAT— FERERDR/NXFHOD

minimum user
password length

CE:

Key operator
Password

TOE BRET—5THY. HWHEEREZRDTHND) AT — FiF#R
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SA Password

TOE EQE% Q_C%O SA: s nIEG)T U)G)lﬁj\'j I"'IFI#E

U.Normal
Password

TOE EBET—ATHN. —#H&FIFAE(U.NORMAL)ZREEDZHD/N\AT— FIFHR

Data on access
denial due to
authentication
failures

TOE BRET—HTHN. FIAE ID KR ERICERT M AEDH T/ BN DFEERE KK
CIE Qg

Data on Auditing

TOE BRET—HTHN. LV, M, EDLIBERET NIV ERPEERGIAV

(BIZAISFESOERER., 1-F—12ELE) %, BRIk T2 EEDE %/ EHDIE
o
Data on User TOE FRET—HATHN. MFD OIE—#RE, AT v IUHSEEE, J7DAMRES LU T MERE

Authentication

EFIRATBMRIC, 1Y —REERMICTREA T RO AR/ BB LUK EDTER,

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE ZBET—HITHD . KK SRIVDLDFZREEFRF D) S AT — RfE
FABEDE =/ EHNDIEER

Data on Store
Print

TOE BRET—HTHN., TV bF—IZERCTIMR—FTUU MIE
DD E HH

RSEADERISE

Data on Trusted
communications

TOE BRET—ATHN. RExYI—D LEICHEETEIXET A, YaJER. t¥a1UT(

BEEOJT-ABLU TOE BHET ALV BIETAERET NI LT 2 — MR

7ZIH SEBETONINOER/ BENEIVREDERSSUEEAE . FRELA/ESE/S
— R, #i@§)SA0— FiE#.

Data on TOE FBET—ATHN. DA IV IZ PR EFIRRIEEEDE 2/ BUNDIEHR KR FRF
Customer NAD—FDIER,

Engineer

Operation

Restriction

Data on TOE BRET—ATHN. N—FTAADD L EEHEEHEEICERT SHEEDT R/ EHD

Overwrite Hard
Disk

LB

Data on Storage
Data Encryption

TOE BRET—HTHN. AbL—UESILHEEE(C
BRI SRR/ EIDER.

Data on date and TOE :RET—HTHN. 31 LY —V/YI—81 LR EERERERZNT—3TH?,
time
Data on Auto TOE FRET—HATHN. BIENSRIA— MUTPHEEEDE N/ ENH LUV 7R DIEER.

Clear

LU Embedded Web Server OA4— MUPHEEREDE %/ EHDIEHRH LUDUTEE
RIDIEER.

Data on Self Test

TOE BET—ATHN. B TAMEREDE I/ ENDEHR.
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Data on Report TOE 8RET—ATHN. Lik— M ABEEDEE E1ER
Print

Data on TOE BRET—ATHN. 77— L1777 7— MEREDE E 1B IR-
Firmwareupdate
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