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Printing, Copy, Scanning, Network communications, Administration
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- Optional Uses
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Designation Definition

An attacker may access (read, modify, or delete) User Document Data or
T.UNAUTHORIZED_ACCESS change (modify or delete) User Job Data in the TOE through one of the
TOE'’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the TOE
T.TSF_COMPROMISE
- through one of the TOE’s interfaces.

A malfunction of the TSF may cause loss of security if the TOE is
T.TSF_FAILURE _
permitted to operate.

An attacker may cause the installation of unauthorized software on the

T.UNAUTHORIZED_UPDATE
- TOE.

An attacker may access data in transit or otherwise compromise the
T.NET_COMPROMISE _ o _ _
security of the TOE by monitoring or manipulating network
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communication.

34. HEoEX1UT4HH
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Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing Document Processing and

administrative functions.

P.AUDIT

Security-relevant activities must be audited and the log of such actions

must be protected and transmitted to an External IT Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data

on those devices.

P.KEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on

that storage device.

3.5. HIRSEH

TOE OFFEICHT-Y RELAZH, BRICBVLWTETINIENERHEA,. & 10 12T,

& 10 FIREM

Designation Definition
Physical security, commensurate with the value of the TOE and the data it stores
A.PHYSICAL _ , _
or processes, is assumed to be provided by the environment.
The Operational Environment is assumed to protect the TOE from direct, public
ANETWORK

access to its LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.
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Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION | commensurate with the value of the TOE and the data it stores or

processes.

The Operational Environment shall provide network security to protect
OE.NETWORK_PROTECTION _ _ _ _
the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will not use their
OE.ADMIN_TRUST o o
privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site security
OE.USER_TRAINING o
policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
OE.ADMIN_TRAINING ) )
guidance to correctly configure the TOE and protect passwords and keys

accordingly.

20/94



tF¥a2UTqa—4y b

5. kA R—% v FERK

CCRA—R2ICEEEN, £FaUTF (MBI F—% > hOTBEIVF—%> LT, UTOERAE
%75,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from
TOE to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
» The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to:  No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

Rationale:
The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records
and the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission
of audit data to an External IT Entity.
This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials that
are no longer needed are destroyed by using an approved method.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to:  No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.
Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a
suitable SFR for the Cryptographic Key Material Destruction.
This extended component protects the cryptographic key and key materials against exposure, and it

is therefore placed in the FCS class with a single component.

5.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS _IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
» There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* Failure to establish an IPsec SA
FCS IPSEC EXT.1 Extended: IPsec selected
Hierarchical to:  No other components.
Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
Rationale: According to the cPP for Network devices v1.0, there is FCS_IPSEC_EXT.1 related SFR
with some dependencies. For consistency between other cPPs/PPs and HCD PP v1.0, missing SFRs

are appended in its dependencies list.

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode].

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a
Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-128 as specified in RFC 4106,
AES-GCM-256 as specified in RFC 4106].

FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs for extended
sequence numbers, RFC 4304 for extended sequence numbers], and [selection: no other RFCs for
hash functions, RFC 4868 for hash functions]; IKEv2 as defined in RFCs 5996 [selection: with no
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support for NAT traversal, with mandatory support for NAT traversal as specified in section 2.23], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]].

FCS_IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEv2] protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and
[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm].

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1l Phase 1 exchanges use only main mode.

FCS IPSEC_EXT.1.8 The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can be limited
to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes can be established
based on [selection: number of packets/number of bytes ; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit Random
ECP, 5 (1536-bit MODP)), [assighment: other DH groups that are implemented by the TOE], no other
DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.
This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics of
that chain.
Management:

The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping), FCS_SMC_EXT.1
Extended: Submask Combining, FCS_COP.1(i) Cryptographic operation (Key Transport),

FCS _KDF_EXT.1 Cryptographic Operation (Key Derivation), and/or FCS_COP.1(f) Cryptographic
operation (Key Encryption)].

FCS _KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEVor
DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using the
following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key combining as
specified in FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while maintaining an
effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain. However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.5. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance with
selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

* There are no management actions foreseen.
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Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FCS RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash_DRBG (any),
HMAC_DRBG (any), CTR_DRBG (AES)].

FCS _RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates entropy
from [selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources] hardware-based noise source(s)] with a minimum
of [selection: 128 bits, 256 bits] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security strength table for hash functions”, of the keys and hashes
that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the
FCS class with a single component.

5.6. FDP_DSK_ EXT Extended: Protection of Data on Disk

Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.
Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential TSF
and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP] such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.
FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:
Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.
This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.

5.7. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG _EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying composition
requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FIA_PMG EXT.1 Extended: Password management
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Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
» Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@” “#”, “$”, “%”, “N, “&”, “*" “(“ ),
[assignment: other characters]];
* Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:
Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.
This extended component protects the TOE by means of password management, and it is therefore

placed in the FIA class with a single component.

5.8. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
*» There are no auditable events foreseen.
FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
Hierarchical to: No other components.
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation).
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
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« 22 characters in length and [selection: [assignment: other supported lengths], no other lengths];
» composed of any combination of upper and lower case letters, numbers, and special characters
(that include: 1", “@”, “#", “$”, “%”, “N", “&”, “*”, “(*, and “)").

FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection; SHA-1,
SHA-256, SHA-512, [assignment: method of conditioning text string]] and be able to [selection: use
no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-shared keys
using the random bit generator specified in FCS_RBG_EXT.1].

Rationale:

Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key
Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore

placed in the FIA class with a single component.

5.9. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written
to nonvolatile storage.

Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no plaintext
key or key materials are written to nonvolatile storage.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by

FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such
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plaintext key on a device that uses the key for its encryption.

Rationale:
Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of
key and key material.
This extended component protects the TSF data, and it is therefore placed in the FPT class with a

single component.

5.10. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric keys
from being read by any user or subject. It is the only component of this family.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection of
such TSF data.
This extended component protects the TOE by means of strong authentication using Pre-shared Key,

and it is therefore placed in the FPT class with a single component.
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5.11. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.
Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.
Management:
The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.
FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.
Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.
This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.12. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD EXT.1 Trusted Update, ensures authenticity and access control for updates.
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Management:

The following actions could be considered for the management functions in FMT:
* There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:
* There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature  generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

Rationale: Dependency FCS_COP.1(c) is mandatory for signature verification.

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to installing
those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR
for the management of firmware/software. In particular, there is no SFR defined for importing TSF
Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for ©O.AUDIT)
Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in & 13, [4 L],

FAU GEN.1.2  The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in & 13, [ X F D
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Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None
Unsuccessful User identification FIA_UID.1 None
Use of management functions FMT_SMF.1 BIEIN/I-EEER., BIFAR
Modification to the group of Users that None
are part of a role FMT_SMR.1
Changes to the time FPT_STM.1 None
Failure to establish session FTP_ITC.1, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for O.AUDIT)
Hierarchical to:  No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to associate

each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)
Hierarchical to:  No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.
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6.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [

* NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;
* NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes
] and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to:  No other components.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random Bit
Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key sizes
[128 bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to:  No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction
(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to:  No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
For volatile memory, the destruction shall be executed by [powering off a device].
For nonvolatile storage, the destruction shall be executed by a [single] overwrite of
key data storage location consisting of [a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1)], followed by a [none]. If read-verification of
the overwritten data fails, the process shall be repeated again;

] that meets the following: [no standard].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS _COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [&5#//FE— F : CBC] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

* FIPS PUB 197, “Advanced Encryption Standard (AES)”
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- [NIST SP 800-38A]

FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS RBG_EXT.1.1: The TSF shall perform all deterministic random bit generation services in accordance
with [NIST SP 800-90A] using [Hash_ DRBG (SHA256)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [[1 2 2] hardware-based noise source] with a minimum of [256 bits] of entropy
at least equal to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1

“Security Strength Table for Hash Functions”, of the keys and hashes that it will generate.

FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s): [key encryption as specified in

FCS_COP.1(f)]] while maintaining an effective strength of [128 bits].

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

(for O. STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS _COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [CBC] mode and cryptographic key sizes [128 bits]
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that meet the following: AES as specified in ISO/IEC 18033-3, [CBC as specified in
ISO/IEC 101186].

FCS_COP.1(f) Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with a
specified cryptographic algorithm AES used in [CBC] mode and cryptographic key sizes
[128 bits] that meet the following: AES as specified in ISO /IEC 18033-3, [CBC as
specified in ISO/IEC 10116].

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to:  No other components.

Dependencies: FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [transport mode].

FCS_IPSEC_EXT.1.3 The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4 The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using [the
cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together with a Secure
Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC].
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FCS_IPSEC_EXT.1.5 The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1 exchanges,
as defined in RFCs 2407, 2408, 2409, RFC 4109, [no other RFCs for extended sequence
numbers], and [RFC 4868 for hash functions]].

FCS IPSEC_EXT.1.6 The TSF shall ensure the encrypted payload in the [IKEv1] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602 and [no

other algorithm].

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS IPSEC_EXT.1.8 The TSF shall ensure that [IKEv1 SA lifetimes can be established based on [length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9 The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [no other DH groups].

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[RSA] algorithm and Pre-shared Keys.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to:  No other components.
Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance
with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256, SHA-384, SHA-512],
key size [L60 E" ;, 256 E"» F, 384 E"» F, 512 E" F], and message digest sizes [160,
256, 384, 512] bits that meet the following: FIPS PUB 198-1, "The Keyed-Hash Message
Authentication Code, and FIPS PUB 180-3, “Secure Hash Standard.”

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

39/94



tF¥a2UTqa—4y b

Hierarchical to:  No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services
in accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)
of [2048 E"» F]]

that meets the following [FIPS PUB 186-4, “Digital Signature Standard”].

FCS _COP.1(c) Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance with
[SHA-1, SHA-256, SHA-384, SHA-512] that meet the following: [ISO/IEC 10118-3:2004].

6.1.3. Class FDP: User Data Protection

FDP_ACC.1 Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects, objects,

and operations among subjects and objects specified in & 14 and % 15.

FDP_ACF.1 Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to:  No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based on
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the following: subjects, objects, and attributes specified in & 14 and & 15.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation among
controlled subjects and controlled objects is allowed: rules governing access among
controlled subjects and controlled objects using controlled operations on controlled
objects specified in & 14 and F* 15.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the

following additional rules: [Z L].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the following
additional rules: [Z L].

& 14 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
Print Operation: Submit a View image Modify Delete stored
document to or Release stored document
be printed printed document
output
Job owner (note 1) #EEL
U.ADMIN EL
U.NORMAL denied denied denied
Unauthenticated (condition 1) denied denied denied
Scan Operation: Submit a View Modify Delete stored
document for scanned stored image image
scanning image
Job owner (note 2) EL
U.ADMIN EZ EL EZ
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Copy Operation: Submit a View Modify Delete stored
document for scanned stored image image
copying image or
Release
printed copy
output
Job owner (note 2) EL
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U.ADMIN HEE HEL
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Store Retrieve Modify Delete stored
retrieval document stored stored document
document document
Job owner (note 1) EZ
U.ADMIN EL EE
U.NORMAL denied denied denied
Unauthenticated (condition 1) denied denied denied
F 15 D.USER.JOB Access Control SFP
"Create" "Read" "Modify" "Delete"
Print Operation: | Create print View print Modify print Cancel print
job gueue/log job job
Job owner (note 1)
U.ADMIN HEE
U.NORMAL EL denied denied
Unauthenticated (condition 1) EE denied denied
Scan Operation: | Create scan View scan Modify scan Cancel scan
job status /log job job
Job owner (note 2) EL
U.ADMIN EL B
U.NORMAL EL denied denied
Unauthenticated denied EZ denied denied
Copy Operation: | Create copy View copy Modify copy | Cancel copy
job status /log job job
Job owner (note 2)
U.ADMIN EL EE
U.NORMAL EZ denied denied
Unauthenticated denied EZ denied denied
Storage / Operation: Create View storage Modify Cancel
retrieval storage / [ retrieval log storage / storage /
retrieval job retrieval job retrieval job
Job owner (note 1)
U.ADMIN HEL L
U.NORMAL EL denied denied
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Unauthenticated (condition 1) EL denied denied

Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOE can use to
identify the Job Owner.

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax send,
or retrieval Job.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [perform encryption in accordance with FCS_COP.1(d)] such that any
Field-Replaceable Nonvolatile Storage Device contains no plaintext User Document Data

and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

6.1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer within [1~5]]
unsuccessful authentication attempts occur related to [Za£F 5 / X + (3 16) ].

* 16 FEEERY R b
FORLER

BERSTILTO—RABERT A >~

747> PCOT7Z 7Y EA S RISO Console #FIB ¥ 2B0—MAIBED I A >~

BENRINLNT [BEEAZ2—] NTI7ERTDH-HDOBEEE~DEREIFHE

74T MPCDOTZ 7Y EA L RISO Console #F|FAT 2IC [BEBEA a2~ | AT/ €RXT 570
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FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [met], the TSF shall
[FRAFBFED T 2> 3 > 1) X N 1T) DET.
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FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual users: [ F
2 V7T BV X R 18)]

*x 18 X2 UTFABHY X

X2 VUT1EMH
1-—¥-4%
®E (—MxFPEEEE)

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

» Passwords shall be able to be composed of any combination of upper and lower case
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T Y Ty

letters, numbers, and the following special characters: [!”, “@", “#", “$”, “%”", “V", “&”, “*”, “(“,

“)” [l/ ” “on “on “ ” “ ” /{ ” I} ” “on “on “ o /k) ” /‘/ ” /1 ” /q- ” “w_n ll< ” l> ” l[ ” l] ’]]_
’ - ’ - ) ) )

’ LA | 3 3 [ I T T R A A D | ) ) ) ) )

* Minimum password length shall be settable by an Administrator, and have the capability to
require passwords of 15 characters or greater;

FIA_UAU.1 Timing of authentication
(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 Refinement: The TSF shall allow [f/F& 7 — &% 7 2 & X #IBISFP & F/& L %L, D.TSF.CONF

ANDT LR EEFEL G, D OEBEDTSFTF—REZELLUVTSFH) 72> 3>D Y X
+ (& 19) ] on behalf of the user to be performed before the user is authenticated.

x£ 19 FirgiohNnr7Tosvarvol Rt

TSFENT27a>n ) X b
A—-HF—Z2oBWEbhY (NEBERALRFD M)
TOE ® ¥ X T LRETO BT - KoM WEht

v b7 =R EDEWEDE
Tr7—=LT7TTN=Y 3 rOfWEhtE
SRTLIERTY bOTY b
YU TIVERT ) b T > b
HEMA T DT >R
Fy—Thov b7 vk
AU WAL IN
Ry 0 ZREY 3 7OHERA

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback
(for O.USER_I&A)
Hierarchical to: No other components.

Dependencies: FIA_UAU.1 Timing of authentication
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FIA_UAU.7.1 The TSF shall provide only [ 7 v — A/ Z D 1) X F(Z 20)] to the user while the

authentication is in progress.

£20 74—FKRXyIDY X}

T4 —=FnRy DY R b

IRZAT =R ELTANSNIEXEHDOEME [+« (FREZURY)]

FIA_UID.1 Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.

Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [The User Data Access Control SFP & F/E& L %Ly,
D.TSFCONFADFZ X LML Ll D OFBEDDTSFTF— R EZEL % Z & #RF
& T BTSFH)N 72> 3 >dD ) X M 21)] on behalf of the user to be performed before
the user is identified.

= 21 #FAEIOENT a0l Rk

TSFHNT7 27 a>volU R b
A—-HF—20BWEbY (NEBERILRFD )
TOE ® ¥ X T LRETO BT - KoM WEht

v b7 =0 REOHWEDE
Tr7—L7zT7NR=3rOF0EbYE
PRATFLEBRTV DT vk
Y ZIVERT) b7 > b
AT bOTY b
Fr—Chur b7 > b

FIA_UID.1.2 The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding
(for O.USER_I&A)
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Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the behalf
of that user: [FIA_ATD.L/CZ & Dt F2 U 77 EIHF 18 wF=2 U1 EHEYZXF).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security attributes with
subjects acting on the behalf of users: [/E1£ DR DEFZE LT 1] DAL 22)].

* 22 BHEORYIOBEESSITORFE]

BHED R DEHER T DA
FRERERR N IC 1 — Y — % & —iRFBE Z BEM T 5

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security attributes
associated with subjects acting on the behalf of users: [[E/£DZ & (ZAT 3 #E(FE 23)].

*x 23 BHOEEICET 2HRA

BHYEOEEICET 55E8
tFa2UT 4R — FEBEEMMEICERERE ZEINTEEMMITS
[BEEAZ 21— HoikITT-BICEEZEEIOBEENMITZYIBRT S

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)
Hierarchical to: No other components.
Dependencies: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.

FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
« 22 characters in length and [[23 ~32 X ZF]];
» composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”", “#", “$”, “%”, “*", “&”, “*”, “(, and “)").

FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [SHA-256, SHA-512,
[SHA-384]] and be able to [use no other pre-shared keys].
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6.1.5. Class FMT: Security Management

FMT_MOF.1 Management of security functions behavior
(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [modify the behaviour of] the functions [ & + =
YT 1 BRED.S B F ) & XE T 3 EEERAZ 24)] to UADMIN.

F 24 X2 UTABEDIDFVEWEY 2 EERKAE

X2 T A BEDSD T VWERET 5 EIEMAE
A ERRE T DA E
TJ77—LT7 T DEE (7\\/ 75— }\)

FMT_MSA.1 Management of security attributes
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to:  No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the ability
to [query, modify, delete, [#7#2/£41]] the security attributes [ &+ 2 U 77 B4 U X M&E
18)to [FIFEZtF 2 U T 1 BI4EDEER K 25) D [FA] S W/ -FIFZRE]] .

& 25 MAEELF2L2VTABHEOER

X T B 1R1F R I N BAERE
1-—Y—-% FLWahe —ixFAE, BEE
HRER. Bk, & EEE
&E Munaht, RE BEE
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FMT_MSA.3 Static attribute initialization
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide [restrictive]

default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial values to override

the default values when an object or information is created.

FMT_MTD.1 Management of TSF data
(for O.ACCESS CONTROL)
Hierarchical to:  No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on the
specified TSF Data to the roles specified in & 26.

F 26 Management of TSF Data

Data Operation Authorised role(s)
[/ T>027>1D] [modify, delete, [#742 /4] U.ADMIN
[ 20 > /¥ X7 — F] [modify, delete, [#742 /4] U.ADMIN
[modify, [ € Dt DEE1EZL L]] the owning U.NORMAL.
[tFz2UFr/¥YXT7—H] [modify, [ € Dt DA EL L] U.ADMIN
[ A4 [modify, [ € Dt DA EL L] U.ADMIN
[E &V — /N — DR E) [modify, [ Dt D#EEL L] U.ADMIN
(AL — /N — DR E) [modify, [ € Dt D EL L] U.ADMIN
[R v T — 2 DE#RE] [modify, [ € Dt DER1EZ L] U.ADMIN
[P 7 KL X D#EIRZE] [modify, [ € Dt DEETEZ L]] U.ADMIN
[IPsec &K Z] [modify, delete, [#7 42 7EAL]] U.ADMIN
[ X — /L —N—DFEEFERE] | [modify, [ € Dt DEEIEZ L]] U.ADMIN
[R/ /¥R T — FR] [modify, [ Dt DEE1EL L] U.ADMIN
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(B&02" 7 2 kR [modify, [ Z Dt DEEIEZ L] U.ADMIN
(G 21 > XA #RIEI#A [modify, [ # Dt D#E1EL L] U.ADMIN
[ZFBFZD 1 > X f —/LDFF | [modify, [ F Dt DERIEZ L] U.ADMIN
AJERE)

[ZEB53) [modify, delete, [#7#27E/AL]] U.ADMIN
[Z77—4 0 7D7 w77 | [modify, [ FDDEEZL L] U.ADMIN
— } DFF AR E)

[Z77—4 717 [modify, [ Dt DEE1EL L] U.ADMIN

FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [TSF /= £ ¥/ #E##
SN S EEEEED ) X F(E 2T)].

& 27 EIEWEEE

BEIEMAE CEERGERAYELS HalE -
&2
ALY —N—ERTE PEREREE,/ A EBEREE DY ) B & BEE
SUEFH — N — DR TE EEE

FR—LBEDAZ~YAX

EAKEDORTRE (REAHEEORTFrRR2z)) | BHEE

BA)
1—H—KE BREAERDL—H—4 BEE
=& (—fFBE/EEE) BEE

Al 1—H—Z &IV ER)

EAEEOEMAARE (BERNEREDOERFTA /I | E8BE

Ry avas4>ID EEE
074>/ 27—F EEE
IR — REE 074>/ 27—F FrEd 55—
FHREE
BE
CF LY TFANRRT—REE FaVTANRRAT—R EEE
HRFa%E H BIEE
EEY—N—KE BEEY—/N\—DERKE BIEE
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v T —VERE v BT — 7 O E EIEE
IP 7 F L XHIREEE IP 7 KL ZXDOFIBREEE EEE
IPsec %7€ IPsec %7, FERRE EEE
A —ILREERTE A =LY — N — DL E EIEE
RN — N REETE U NAV SR N =S BIEE
A7 A VEE BE)R 777 b EH BIEE

07 A > REHIBREI EIEE
RFIRIEFAIUIE SEAEDA VR N — L DHFAHRE EIEE

T7—=LTDTy 7T —bDHFAKRE EEE
T7—LTTOTyTT—b | T —LTT EEE

FMT_SMR.1 Security roles
(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U.ADMIN, U.NORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT_SKP_EXT.1 Extended: Protection of TSF Data
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

FPT_STM.1 Reliable time stamps
(for.O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.
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FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST _EXT.1 Extended: TSF testing
(for O.TSF_SELF_TEST)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate

the correct operation of the TSF.

FPT_TUD_EXT.1 Trusted Update
(for O.UPDATE_VERIFICATION)
Hierarchical to:  No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version of
the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a

digital signature mechanism and [no other functions] prior to installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material
(for O.KEY_MATERIAL)
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain specified
by FCS_KYC_EXT.1in any Field-Replaceable Nonvolatile Storage Device.
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6.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1 The TSF shall terminate an interactive session after a [F/FH&2'IET7 2 7+ 7 Tk 3 E B0 U
X M 28)].

3 28 ET VT4 TIRETORERREY X b

ET 7T 4 TIRRETORRIBERE
EBEARTEL-BHO LT MER (10~300 MO EE)

6.1.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1 Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)
Hierarchical to:  No other components.
Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [IPsec] to provide a trusted communication channel between
itself and authorized IT entities supporting the following capabilities: [authentication
server, [BE& Y —/V—, SMB#—/V—, FTP #—/V— X —JL#—/V—]| thatis logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification

of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate

communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for [TSF 2515 Z G545
TEZIY—EXIDYZX FMZFE 29)].
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=& 29 BEZRKRTERY—ER

BIEIT BEZRMTESLY—EX
EREYV—1— EEY—N—~EHEAJZXETLIT—ER
FREL T — /N — A=Y —=R/ATA N7 = FERE L TARREY — N =~ —F

— DT AEKFET A —EX
SMBYH—/N—_ FTPH—N— | RELE~AXFvF—REZ2EHRE BETAIED) §50—EX
A— Lt —/N— BIRAA—IVEEEZERE BETRXIMED) ¥ —EX

FTP_TRP.1(a) Trusted path (for Administrators)
(for O.COMMS_PROTECTION)
Hierarchical to:  No other components.
Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsec] to provide a trusted communication path between
itself and remote administrators that is logically distinct from other communication paths
and provides assured identification of its end points and protection of the communicated

data from disclosure and detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via the

trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator

authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS HTTPS_EXT.1 Extended: HTTPS selected].
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FTP_TRP.1.1(b) Refinement : The TSF shall use [IPsec] to provide a trusted communication path between
itself and remote users that is logically distinct from other communication paths and
provides assured identification of its end points and protection of the communicated data

from disclosure and detection of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via the trusted
path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.2. TOE ¥V F{RFEH

TOE ¥ 2 VT 4 RiAEH%E*R 30 IR,
2TOEFX 2V T A RUEZHFIFCCNR—FIICHREINTWEEF 2T A RV R—2 > M BEFERY
%

% 30 TOE ¥ a2V T4 RIAEEH

Assurance Class Assurance Components Assurance Components Description
Security Target Evaluation ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE _INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational
environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance Documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA VAN.1 Vulnerability survey
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6.3. tFa1UT 1 EHRIL

tF a7 EHORILZRT,

6.3.1. ¥ a2l T 1 EEEHRN

EEF2UTAHEESHDL, PBRCEDBLIDODTOEEF 2 U T4 HEAITHIEL TW S,

6.3.2. ¥ 1T EeEEHROKERR

¥ 2T EEEFoa Y R—32 v FOKESEE, & 31127,
x£ 31 tFal T EEEEHEMOMKERR

X2V T EEEY PP T Dk7FE % & ST TORERBR%
FAU_GEN.1 FPT_STM.1 FPT_STM.1
FAU_GEN.2 FAU_GEN.1, FAU_GEN.1,

FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1, FAU_GEN.1,

FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b),

FCS_COP.1(i)], FCS_CKM_EXT.4

FCS_CKM_EXT.4

FCS_CKM.1(b)

[FCS_COP.1(a), or
FCS_COP.1(d), or
FCS_COP.1(e), or
FCS_COP.1(f), or
FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS_RBG_EXT.1

FCS_COP.1(a),
FCS_COP.1(d),
FCS_COP.1(f),
FCS_COP.1(q),

FCS_CKM_EXTA4,

FCS_RBG_EXT.1

FCS_CKM_EXT4

[FCS_CKM.1(a), or
FCS_CKM.1(b)],
FCS_CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS_CKM.4

FCS_CKM.4

[FCS_CKM.1(a), or

FCS_CKM.1(a),
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FCS_CKM.1(b)]

FCS_CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS_CKM_EXT4

FCS_CKM.1(b),
FCS_CKM_EXT.4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS_CKM_EXT.4

FCS_CKM.1(a),
FCS_CKM_EXT.4

FCS_COP.1(c)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS_CKM_EXT.4

FCS_COP.1(f)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS_CKM_EXT.4

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS_CKM_EXT.4

FCS_IPSEC_EXT.1

FIA_PSK_EXT.1,
FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG_EXT.1

FIA_PSK_EXT.1,
FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(q),
FCS_RBG_EXT.1

FCS_KYC_EXT.1

[FCS_COP.1(e),
FCS_SMC_EXT.1,
FCS_COP.1(f),

FCS_KDF_EXT.1, and/or

FCS_COP.1(f)

FCS_COP.1(i)]
FCS_RBG_EXT.1 - -
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1
FDP_ACF.1 FDP_ACC, FDP_ACC.1,
FMT_MSA.3 FMT_MSA.3
FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d)
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1
FIA_ATD.1 - -
FIA_ PMG_EXT.1 - -
FIA_PSK_EXT.1 FCS_RBG_EXT.1 FCS_RBG_EXT.1
FIA_UAU.1 FIA_UID.1 FIA_UID.1
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1
FIA_UID.1 - -
FIA_USB.1 FIA_ATD.1 FIA_ATD.1
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FMT_MOF.1 FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1,
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1,
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 - -
FMT_SMR.1 FIA_UID.1 FIA_UID.1

FPT_KYP_EXT.1

FPT_SKP_EXT.1

FPT_STM.1

FPT_TST_EXT.1

FPT_TUD_EXT.1

FCS_COP.1(b),
FCS_COP.1(c)

FCS_COP.1(b),
FCS_COP.1(c)

FTA_SSL.3

FTP_ITC.1

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

FTP_TRP.1(a)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]

FCS_IPSEC_EXT.1
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7. TOE EH)LHk

RKETIE, TOEDIRET 2 X2V T 4 BEEEOERNERICOWTERT 5,

7.1, FRIRIEL R OHERM S

FBEEFHAFRAE L. BB S N-FBHEIC. ZORBNIIGL TEREZ([FET 5,
ﬁﬁ?%ﬁ?@%ﬁﬁ%%uTsmTo

FIA_UID.1, FIA_UAU.1

- ARIERAE A S ICIE. AEBEREE L AR D 2 LD Y [BEEEA a2 —] TREINZHOEFERT
%, NEPREA % RE T DERIEITAT,

- [BEEAZ2—] o [FFEEY—/1\—&E] T [ON] %#

- WEREREEIL. HCD A'HCD WEBIC aﬁéﬂtlﬁ%ﬁ:ﬁ%m£¢5

%$MEi+mDm% ERINTCEEBEOREZHD 1L ZRE, WY —N—ICEFIN/BERE

CEBIEREE S B, ANEBEREEICIE Windows server 2016 A ET, 77U —3 3> 70 k3L LDAP

¥ L U Kerberos #f5A 7 %,

- FHAIFREERI DA BEA HCD ICR VA &A% &, HCD IR Rl xRk T %,
A4 VFRIZ. A—ALATAEYE—NATA D 2EELH D,
*A—HLATA VIEHCD ZYENICRIEL TRIA VT 5, BIEXI A DLI—Y—FZLAT (/R
T— R ADEIHE 5, BIEIZLT,
- [(ATAY] F—ABLTCA-—V—Z%5ER/ AITAVEEANLT, BIAVRRT—FEADL
T. B A > xET,
cUE—FATAVIGITATYIPCLEOT T4 Z—7 2 —ZAN B RISOConsole IC7 27X LTH
AT D, V74T PCICERENZF—FR—FEODANFELL, - —ZLn T /XR7
—FZEADEE D, BIEIZUAT,
-RISO Console BEI C1—HY—Z & AT A VR T—RKZAALT, O7 4 > %2ET,

CMAEICEYVADIN - -2 E2ERIEREBEL. —BL15E (BEKD) Z#HEAIANE T 5,
FRIRR IR, FIAFEIC K UAﬁéﬂtDﬁ%VNXV—F%ﬁﬁlE&H—L\—ﬁtt%é%%éﬁ%)
T — M FAE DRI & T %,

- BEBEIIRDIENTEDZMAABEIOTA VADEXIIOH, [BEEXAZ1—| AT IR T B
DDAV R—T7 —AEIRHT S
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[BEEAZ2—| NOT IV EREHATDEIC, X2 UT AR T—=RFZANZED, BIEITUT,
- B1E/X2ILE L <IE RISO Console BIAEIT [BEEEA—2—] Z&ERL T, £F¥2UT4/8RT7—F
ZAHNLT, ASA »EET,

cA—HILATA T, BERIZADOEF2YTANRRT—FZ AN E S,

cUE—PRITAVTIE. 77A4AT Y FPCICERINTZF—F—FEOAANFELDL, £F 21U T 14/XX

T—FzADhZTHE 5,

X2V TANRT =R FLTOERETH—TH 5,

CABDEINTcEF 2V T ANRXT = FZ HCD ICEHFKINI-EF 2 U T4 SR T—FERBEL, — L7455

& (BEk) ZEBBEORIARINET S, IniCLY, BEEREZE O— hﬂ%%i%ﬁ%kﬂg

%45,

TV R—FESAN—TY 237 /Ry X237 (RE) MEAINLS, HCD (ZH5 %=
e 5, PaFIfBLTWE/RYyIyAas (v IDEEFIEREBEL, —BL7-BE BEKD) Z#H
BIRRIh & § 5,

- HAIBTORAEICEK 21 EABIOMNT a0 X MRS IN-EEOHNAZFTAT b,
- WAERI DA AHE (CFk 19 mim®@ 7o arnlXMIREINEEORAZFIT 5,
A—-H—Z0BWEbhY (NEBERALRFD M)
- fERFZLT [(BSA v, /B80T N] F—AET,
TOE > X7 LKEt D BT - RO Wabht
- BENTOVIZERR (ER L)
- #BE/ L% L < IZ RISO Console BIE T [ R 7 LMER] o [HEER] % &R,
Iy T =0REDOEWEDLE,/ 7 7—L7 2T NN=YaryOfVWaht
- #fE/NFILE L < IE RISO Console BIET [ R T7LER] o [HEER] %&IR,
VRTLBERTY 0T Y b
- BAE/82LH L <IE RISO Console BIET [~ 27 LIER] o [HEER] »o> [BEI7Y VM o
[P RTFLERTY > ~] 2#ELT,
YU TUERT) b7 > b
- #BAE/82LH L <IE RISO Console BIEIT [~ 27 L1ER] o [#BER] »o> [BEIY VM o
(B> 7IERTY » b] H#FELT,
ES DRy NN S
- #1E/<% L% L < IE RISO Console BE T [V X7 L1E®R] o HEEER] o [HVv bERR] %2
RLT, [ 270 [2oU X %R %%£17,
Fy—Yhuv b7 vk
- #1E/<F L% L <14 RISO Console BE T [V X7 LI1E®R] o [BEER] o (17> bERR] &8
RLT, [Fr—2] 270 [20Y 2 bR &2X1T,
TV b aTOBAN SRy 0 RRFEY 3 TO®RA
- [7.2.7 7 24IBRELEE ]  FDP_ACC.1 & FDP_ACF.1 # 5 8,
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FIA_AFL.1
- BR{E/X2ILE L <IE RISO Console (CH T2 —MAIAED 74 > R, BEEBE~NOEEEKDZNTN
IC2WT, RARMEHEHY Y M5,
C REALRMEIH L BT AEIE. [BEEA=2—] T [1~5] OHETERETE %, BIEIFLUT,
-[Eﬁ%x_l—]@[m74/&ijéﬁﬁbr (B 74 REHIREZ] %= A,
'TS%T’F/\"*JI/% L <X RISO Console ICHE T2 —MAFEEO T A > RO, EEEANDREIZEDZNETN
ICDOWT, FEEICKRB LB [BEEBEA -1 —] THRESNBIGELZHAE. ZOAAEORIAER
Hz 5 ofEFEILET2 (Ay 7REBEZRD),
5 0 #E%. BBRICRIEZN2BRT 5,
- —RFAER A OFEZR T e ELEFO—MRABEICT L, BEMAEUNOEREN A Y VERZIT
D&, WARMELELN LS 0FEL TOWARLK THRAZNZERT 5, B v 7BRROBIEIZLUT,
- [BEEX -] 0 [2-Y—KE] 2RRLC. [Ay 7EBR] TRITA /X T = FD{R/IRT
— K& A,

FIA_ATD.1
“HCD |33 18 X a2 UT A BUEY R MIREHINLZERZERL, #FT 22N TED, 2—F—IC
BB & BRET HIRIEILLLT,
- [BEEAZa2—] 0 [2—Y-FKE] #ERL T, [BEEEER] © [OFF/ON] %&IR

FIA_USB.1
C AL IS - — & & —RABEREEEEM TS (R 22 BHEORIOBEMN T ORI,
2 F 2 UT AT - FREEFICEEEREZEINCEEMT S Gk 23 BUHOZEICEYT 2R,

[EEEXAZ 21— oRITRICEBERIOBEM T ZHIBRYT 2 (R 23 BHEOEEICET 28,
- #1FIZ FIA_UID.1 & FIA_UAU.1 22,

FMT_SMR.1
- —RFBEOEENIO A VERICEIVEToN, ROT YU NS S XTHRT 5,
- —FBEO R A VRIEIE FIA_UID.1 & 28,
- BEEEANORBFERPIE. —MRABERE LEBERINEHF D, BEEEORANIRHER LT (F
AV T 4R 7= FRERE) ICEY B Tonh, BEEET S if‘%ﬁh@'éo
-ﬁﬁ%mmﬁﬁﬁwﬁﬁiHAumitFMJmul%éﬁo
- BEEDOREIEEOBRIEIZUT,
- BEFLT [F—L] F—%2lY, (BBEXAZ2—] 2 H1klT3,)
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- RISO Console B CEEH X = 1 — LN DRIEEEE RIS S, ([BEEXAZ1—] ikl 5,)
- —mRFIBAEOO ST Y MMelEE S,

FIA_PMG_EXT.1
s NXRT—=FRIEFATA VY RRAT—=ReEwF 2 T4 NRRT—=FD2EEINH B,
CATAVINZAT—REEF2UT A NRXT—FETILT7 7Ry FOAXT [A-Z] (26 XF) & /IF [a-Z]
(26 XF). HF [0-9] (10 XXF). RUEKRXTF (29 XF) #HAEHLEL LN TED, & 32 1fF
HATZE 53RN FO—E% 17,
cXZATT— RDANANBZHEE LEBEIC. ADRBICEZUADODXENE TN TWBEIE X T—KE2H
AhEH 3,
CRIIRT—FRIE [BEEEX =2~ TEEAETHY., 156 XFULEEIRTZS ([7~16] XFD
BHETHRETE D), BIEIFLUT,
- [BEEAZ2-] o [BAIVIRT - FREE] 2ERL T HF ([7~16] ofiins) = Ah,

& 32 NRT—FTEATE 2HHERXF

IR T Unicode X 5 5 1& £ R

! U+0021 EXCLAMATION MARK

@ U+0040 COMMERCIAL AT

# U+0023 NUMBER SIGN

$ U+0024 DOLLAR SIGN

% U+0025 PERCENT SIGN

A U+005E CIRCUMFLEX ACCENT

& U+0026 AMPERSAND

* U+002A ASTERISK

( U+0028 LEFT PARENTHESIS

) U+0029 RIGHT PARENTHESIS
U+0020 SPACE

- U+002D HYPHEN-MINUS
U+002E FULL STOP

_ U+005F LOW LINE

~ U+007E TILDE

{ U+007B LEFT CURLY BRACKET

} U+007D RIGHT CURLY BRACKET

; U+003B SEMICOLON
U+003A COLON

, U+002C COMMA
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? U+003F QUESTION MARK

/ U+002F SOLIDUS

| U+007C VERTICAL LINE

+ U+002B PLUS SIGN

= U+003D EQUALS SIGN

< U+003C LESS-THAN SIGN

> U+003E GREATER-THAN SIGN

[ U+005B LEFT SQUARE BRACKET

] U+005D RIGHT SQUARE BRACKET

FIA_UAU.7
- }R{E/NRILE /T RISOConsole TRV A V/IRRA T —RELEF2UTF 4827 —FEAHDLERIX &
20 74 =KXy DY RXMIEREHOBY ., ANENAXFHERLIXEHD [x (FREZURT)] %
FxR9T 5,

FTA_SSL.3
- BEMETHREINZBBA ST Y FEEOB, B4 hOFBEENRIEASTILORIEE /21T RISO
Console DEEZITHIR M - 1=3HEIE. BENICHBABEZR ST T FSHE 5,

- O TN IEEAAEDIREERFTH - 7-FEE. REBKRERERICOIT Y FEE 5,
-BEIOST Y MEEIE. [BEEX=Z2—] T [10~300] WO#HETHRETE 5, BIFIZUT,

- [(BEEXxZa2-] o (B4 VERE] 2ERLC (B8 T Y MERE] 2 A0,
CAREARFILTIE, MIBEEQST Y P IEES, A LABEEICEY. BRLTWEI—HF—L 5T,
- RISO Console Tlt, fIAEZR T 7 87, BT 77 bLEIC RISO Console DEEEH M -
feEIC, [BEEAZa—] o [avy—LEEEmE] CHRELZERICRY. TRLTW1—¥—-%
ZHET, [avy—EBBEE] ICHRECEIE@mE. [YATLER] o DEERER] LU [B7
4 VEE] ©2&EE, BIEITLUT,

- [BEEAZ2—] o [arvy—LiegiEm] #BRL T, [PRTLER]  LL<IE (874 VEA]

7 EIR,

7.2. T U4 REIREKEE

FMABEORIIG CIERICEDE, XB, RUNENBICEET 2BEROZRELZFIET 5,
59 5 SFR DEIBHEZ LUTICRT,
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FDP_ACC.1, FDP_ACF.1
1. AAEXET—XDT U+ X5
- FEENET—XICNT BT A%, &k 14 D.USER.DOC Access Control SFP M@ V) IZHIBR T 5,
-FIAZBED HCD ~—FAER A > L, 77U > MERESD L 3Ry 7 RBEEEZEIRT 5 &, HCD 134X
—MFBENBETDXED—EERRT D, TDH, XENERIND &, HCD IFHEZXEICH LEFFA]
SINTBRIEOHA VR —7 2 — R =RHET 5,
-FAENHCD ~—MAIBER A4 > L, a8 —#eed L <ITXF v Ve ®INT 5 &£, HCD IFFFA]I &
NIRIEDHRA >V 2 —7 = — A% iRHET 5,
-FAENHCD ABEEO AL, 77U bEgEd L<IERy 7 XIEEEZEIRT 5 &£, HCD 122 A&
DB HANEO—EZFRRNT D, TDH, XENFEIRIND &, HCD IFHEZXEICH LEFAI S N7-181E
DHA VY R—T 1 —RERMHT B,
-FAENHCD ANEBEEO A L, IE—#EED L IEFRF v U #EEZHEIRT 5 & HCD I£FFAl S Nu7e
BEOHA VY Z—7 2 —A%RMET 5,
- HCD #'&FRI ¢ 2 #1F& %k 33129,

% 33 HCD »'#A ¥ %#/F (D.USER.DOC)

Print

BRI A= HCD H'&F Rl % 1

Create | Job owner J7ATYFPCICAYRA =N LETY Y RZR—=FZA4N—T, HOHHEK [TV~
U.ADMIN P LI [FUY PRy I R] ABIRL T, XEAXET D,
U.NORMAL (VY RZ—=FTANR=DOREINEZTY Y P a7 FABEEHNO-ODIE
Unauthenticated | &> T %,)
Job owner RISO Console BEm T [KRvy 27 X] — [FA] #8RL. Ry 7 AFBAERTXE

ZERL T, IR ZEITT 5,

RISO Console BIEIT [Fv o X] — [FIA] #FRL. R v XAHEERTRR
ZETL, REBERBEEM CXEZHEIRL T, HlZXEITT 2,

Read | Job owner BE/XZILDR— LBEES L < 1ZRISO Console BIEm<T [ > k] #BIRL., 7
Uy bPBEETY LARAILERRT b,

B/ DR — LEES L < 1Z RISO Console BET [F'U> ] #&RL, 7
Uy MBI TXEEERL T, FMERERITT 5,

BAENXFILDR—LBET [ZV ] Z2IRL, 7)) v PEEATXEZERL T
MR R1TT %, (BEEDRTEICL > TIE BRI/ h S0 7 A > LI T

RINEITENS,)

U.ADMIN BVEN I DR—LBEED L < I$ RISO Console BEIE T [EE#H X =1 —] %R
L. Ya7/IXBEERERO [REBY a7] 87 TXEZERL T, FHlERZET
ERAE
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U.NORMAL

L

Unauthenticated

L

Delete | Job owner FIRIER T, BIENFILDOR by THF—% L C—FEIEL., PLEZERITT S,
BENZILOR— LBEES L < & RISO Console BiEm<T [7U> ] ##RL, 7
Vv hEETXEZERL T, BHIRZEITS %,
RISO Console BIEIC [7U > F] Z#IRL, 7Y » FEETXEZERL T, [
MzRox] ZBIRL, HIBRZEEITT 2,
BRI TY a THRAERL, Ya VHIBEEO LEBH/HFEFT] 2 7 TXE
IR LT, HIBREERITT 5,
#BIE/X2 LB L <IERISO Console BEITY 3 7HERZER L, ¥ a 7HEZEEOD
(7 (BE)] 2 7 TXEARIRL T, HIBRERITT %,
RISO Console BIEITY 3 VMR ZRIRL, ¥ a 7HEZEEO KT (BEFE)] 27
TXEEBERL T, [FFHERT] Z#8RL. HIBRZETT 2,
U.ADMIN BAEXXILOFR—LBEES L < £ RISO Console BE T [BE#H X =1 —] %&ER
L. Ya7IXEEEER® T (BE)] 27 TXE«BRRL T, HKRZEXRTY
2o
RISO Console HEIT [BEEEX=a21—] Z&ERL. Y3 7/IXEEEERD KT
(BRE)] 2 7 TxXEZBRIRL ¢, [FFTR] 2#RL. BlkRzEERTT 5,
B/ F DR — LEES L < 1ZRISO Console BEI T [BEE X =1 —] &%ER
L. Ya7IXBBEBEEO ((REY a37] R 7 TXEZERL T, HIRZEITS 5,
RISO Console EHIT [BEEX=a1—] 2FRL., Ya7//IXEEBERD [RE
va7] 27 TXETERLC, [FlFRR] 2&RL. HBREETS 5,
B FIL DR~ LEED L < 1L RISO Console BEIET [EE#E X = 2 —] %R
L. [2—Y—%F] ca—¥—%RIRL T, HIBRERITT S,
BNV OF—LBEET [BEEX Z1—] 28R, [BEEXEVHL] ©
2—H—DHIBRZEEITY %,
BIE/ XX O R— LBES L < |& RISO Console EET [BHEH A= 1—] %#%EiR
L. [RBEEY—~—3%E] % [OFF] 5 [ON] IZEET 5,
U.NORMAL NP
Unauthenticated | 7% L
Scan
B’ | MEE HCD &R § % 31k
Create | Job owner BENFILDOR—LEBET [AFv ] ZFRL, AF¥ v VBETRAF v 2 ET
U.ADMIN T 5,
U.NORMAL
Job owner BAENFILOR—LEBET [AF¥r ] 2B, AF¥ v VEETEE/LE2—
U.ADMIN EERTL XETLE1—BETRF v v 2ETT 5,
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U.NORMAL
Unauthenticated | 7 L
Read | Job owner BERFLVOFR—LBEET [RF¥v>r] Z2FRL, AF v VEEBCEES L E 21—
= EITT 5,
RISO Console BEI T [AF¥ v ] #FIRL. AF¥ v VEE Y LXAILERT D,
RISO Console BE T [RF v ] #FRL, X ¥ v VBEETXELZRRL T, &#
HWERRZEETT 5,
U.ADMIN mL
U.NORMAL mL
Unauthenticated | 7% L
Delete | Job owner RISO Console BEI T [RF v ] ZFIRL, X ¥ vV EETXELZERL T, H
Brzx E1TT 2,
RISO Console BIEI T [XF¥ v ] Z&ERL, X¥ v VEERTXEZERL T, [
MzRox] ZBIRL., HiBREEITT 2,
U.ADMIN mL
U.NORMAL mL
Unauthenticated | 7 L
Copy
1B1E FA&E HCD H&F ]l 3 % 1&1F
Create | Job owner BAEAXLOFR—LBEET [28—] 2#RL, A¥—EERETCIE—%2ETT 2,
U.ADMIN
U.NORMAL
Job owner BENRFILOFR—LBET [a8—] 2FBRL, ar—EBETHLIEL—ZFETL.
U.ADMIN AL IE—BEETHRZEETY %,
U.NORMAL
Unauthenticated | 7% L
Read | Job owner BENRFLVOFR—LBEET [IE—] ZBRL, a—BEECTALIE—ZFETT
%o
BAENRFILDOR—LBET [aE—] Z&RL, JC—BETCIEC—%2ETT %,
BAENRFLOR—LBEET [2—] 2R, JE—BE AL IL—ZFETL.
AL —EmEm TR ZEITT 5,
U.ADMIN L
U.NORMAL L
Unauthenticated | 7% L
Delete | Job owner BAERFILTY a THEREZBIRL, ¥ a 7HRIZBEEO LBF/EES] 2 7TXE

ZERL T, HIBRZXRTY %,

BE/2 L L < I1Z RISO Console BETY 3 7HERAEIRL., ¥ 3 VHEZEBEERD
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(T (BE)] 27 TxXEB%#ERL T, EIlRzEETT 5,

RISO Console EE T 3 7HERZER L, ¥ a3 7H#IEEO (KT (BE)] 27
TXEERL T [FFlFR] 28R, BIREERTT 5,

U.ADMIN B/ XL DR~ LBES L < X RISO Console BIE T [BEE X = 21—] %#%ER
L. Pa7IXEEEER® KT (BRE)] 27 TXE«HRRL T, HKZEERTY
%o
RISO Console EET [BEEX=21—] #R#RL, Y3 7/IXEEBERD [T
(BRE)] 2 7 ToxXELERL T, [FElFRR] 2=IRL. HIBRZEITT 5,
U.NORMAL L
Unauthenticated | 7% L
Storage / retrieval
BIF A= HCD A'&F R % #:1F
Create | Job owner REF
U.ADMIN BEAZNOF—LBEERT KRy X] - [REF] 28RL. Ky 7 ARFEE T
U.NORMAL REZEITT %,
Job owner (ECAN
U.ADMIN BIEANXNDR—LEET [Fy 7 X] - [RE] 28R, Ry 7 ARFERT
U.NORMAL RETLE2—%2FITL, RESL 21 —BE CREZERTT %,
Job owner (ECAN
U.ADMIN JF7AT Y FPCICAY A= LIEETY Y Z—=FFA4 =T HhHE [Kyvo
U.NORMAL 2] HLLF [FU Y PRy I R] ZBRL T, XEEZRET D,
Unauthenticated | (U > Z—RKZANRN=poRXESNIRy 7 2Y 37 (REF) &, FIREHR O
-6 DEREF>TL5,)
Read | Job owner ERYHL:

BENSZIILOFR—LBEES L < X RISO Console BIEm T [Rv 2o x] — [#A] %
R L. Ky o FBEETY L7 A LERT B,

EBRYHEL :
BENRZIILOFR—LBEES L < X RISO Console BIEm T [Rv 2o x] — [#A] %
FIRL, Ry 7 AFHBE CTXEAEIR L T, FEMEREERTT 5,

ERYHL :
BUENXZILDOFR— LBEES L <I1ERISO Console BIET [Rv o x] — [#IA] %
BIRL, Ry 7 XM BEATREZETL. REEREBA TY LR ILETRT %,

HWHL :

12VE/XF L DR— LBED L < IZ RISO Console BET [Ry 7 x] - [#MA] #
BIRL. Ry 7 ZRFABEE CREZRT L. REGRER CXE4BIRL <. [
HeR] 2#RTT 5,
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B HL:
BENRXILOFR—LBEET KRy X] - [FA] 2&RL. Ky 7 XA BBEET
NEHERL T, EIR%ZETT 5,

EBRYHEL:
BEXXILOFR—LBET [KRy o7 X] - [FB] 2&RL. Ky 7 XFBBEET
BRAEEITL, RREREE CXELSEIRL T, NEETT 5,

RISO Console BET [AF¥ v ] #FIRL, RF¥ v VEETXELRIRLT, £
7yaO—REETT 5,

U.ADMIN

L

U.NORMAL

L

Unauthenticated

L

Delete

Job owner

(3
BIENSFILOFR—LBET Ry 7 R] - [#RE] 2BRL, Ry 7 ARFERT
XEEBERL T, HkERTT S,

EBRYHEL:
BENSZILOF—LEES L <X RISO Console BiET [Rv 27 Xx] — [FIFA] %
BIRL, Ry 7 AFABETXEZERL T, HikzERTT 5,

EBRYHEL:
RISO Console BET [FRvy o7 X] — [MA] #FRL. Ky 7 XA BBETE
FBIRL T, [BERT] Z2&IRL. BIR%EETT 5,

HYHL :
RVEN IV DR— LBED L <1 RISO Console BET [Rv 7 x] - [MA] %
BIRL. Ry XA AEACHRREEITL, REBRE@ TXE4HERL T, Ik
*HRITT 5,

ERYHL :
RISO Console BIET [Ry 7 Z] — [FA] 2BRL. Ry o XF)HEBTHRER
#ETL. REFEREE CXEAEIRL T FElER=] #3R L. 8z ETT 2,

U.ADMIN

RE/ERYHEL -
BENRZILOF—LEES L <X RISO Console BIEIT [BEE XA =1 —] %&ER
L. [2—Y—%F] Tca—H—%RBRL T, HIKREETT S,

R7E/BRYHL :
BENRILOR—LBET [EEBEAZ21—] 2 &R, [BEEXTHL] T2
I—Y—DHIkR%EETT 5,

RE/EDHL -
BUENRZILDOFR— LBEES L <13 RISO Console BEET [BEEX=1—] %#FEIR
L. [BiEY—"—%E] # [OFF] /5 [ON] ICZET 3,

U.NORMAL

L
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Unauthenticated | 7 L

2. MAET—2 D7 71 X5

cHMEEYaTT—RICWNTET /R %, £ 15 D.USER.JOB Access Control SFP M@ Y (IR 5,
-FIAZED HCD ~—FAER A > L, 77U > MERED L <I3R Y 7 RBEEEZEIRT 5 &, HCD 134X
—EABEIFFET S a 7O—B%2KRT D, xDH, Va7 EIRENS &, HCD 3%y 3 71X
LRI SNTRIEDIRA V2 —7 1 —R%ZRHET 3,

-FAENHCD ~—MAIBER A4 > L, a8 —#eEd L <ITXF v Ve Z®INT 5 &, HCD IFFFA]I &
NIRIEDHRA v 2 —7 = — A% iRHET 5,

-FAENHCD NBEEEO AL, 77U v bEgEd L<IERy 7 XEEZ EIRT 5 &£, HCD 122 A&
PET S a7/ D—8B%xKkRrd b, TDHE, Pa7HMERINDE, HCD IFHZY a3 7ICHLEFRI SN
TBIEDHA VR —7 2 — R RET 5,

-FAENHCD ANEBEEOD A L, IE—#EES L IEFRXF v U #EEZHEIRT 5 & HCD I£FFAI S Nu7:
BEOHA VY Z—7 2 —A%RMET 5,

- HCD #'&FRI ¢ 2 #1F& %k 34 129,

% 34 HCD H»#A ¥ %/ (D.USER.JOB)

Print
1B1E FRE HCD #'3F Rl 9 2 #21F
Create | Job owner J7ATY FPCICA YR M= LIEZTYYR=FRIA4 =T HOHHE [TV
U.ADMIN P L [TV bRy I R] AR TCXEEZEET %,
U.NORMAL (VY E=FZAN=PoEEINTY Vb2 a7 MAEH OO DIE
Unauthenticated | ] Z &> T\ 3,)
Job owner BfE/ 2L L <L RISO Console BE T 3 7HERZRIR L, ¥ 3 7HEREAEROD
7 (BE)] 27 cxE%REIRL T, HRlZXRITT 5,
RISO Console IE T [Hv 7 R] — [FIA] ##RL, v o XFHEARTE
ZIEIRL T, ERlEETT 5,
RISO Console IEC [H£v 7 R] — [FIA] #FRL. Ky 7 XF]HEE THRR
ZETL. RRBERBEE TXEZRRL T, MRlZEXRTT 5,
Read Job owner B/ DR — LEES L < 1Z RISO Console BET [7U > b] AEIRL, 7
Uy bEEZFRRT D,
BENRZILTY a JHEREZRR L, ¥ a 7HIERO [MEh/FEG] 2 7%2%
Y 5,
B/ LH L <UL RISO Console BIEI T 3 7HERZHEIR L, ¥ a 7HEZERED
7 (BE)] 2 7%%&KR7 2,
U.ADMIN RIE/ ST IL DR — LEE S L < |& RISO Console EIE T [BHEEH A = 1 —] %&EIR
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L. Ya7IXEEEEED [RT (BE)] 27%%kR7T %,

BENRZILDOFR— LEES L < 13 RISO Console BIH T [BEH X = 1 —] %#%FEiR
L. Ya7IXEEEBEER®D REB>Ya7] 27 %2KrT 5,

U.NORMAL mL
Unauthenticated | 7% L
Modify | Job owner Ty RERT BESFLOR Ny 77X - L TC—FEFIEL, RELEEZET
T2,
BERZLVOFR—LEBEETLZY Y M ZFERL, 7V v PEEITTXEZEIRL T,
RELEZTRITT 5,
U.ADMIN mL
U.NORMAL mL
Unauthenticated | 7% L
Delete | Job owner TV bERT BERILDR Sy TXF L C—F=IEL, Y3 72 H
ERS
BE/ DR~ LEED L < 1E RISO Console BET [V > b A#%IRL, 7
Uy bPEETXEEZHERL T, Y3720V ET,
RISO Console BIEI T [7') > b] Z&ERL., 7'V v FEETXEZERL T, [
HFR] ZBRL, Y3 7Z2WY BT,
BAEARRXLTY a THERZBERL, ¥ a 7HEIERO MEBH/SEP] 27TX
EXB|INL T, Ya7zlY BT,
U.ADMIN BIE/ XX IL DR~ LBE S L < |& RISO Console EIE T [BHEHEH A = 1 —] %R
L. Ya7I/IXEEEERD [REYa7] 27 TXEEZRRLT Ya7z2RY
BT,
BUENRZILDOFR— LEES L < 13 RISO Console EET [BEE A= 1—] %R
L. [2—¥—%F] ca—-H¥—%2&RL T, HBpEERTT 2,
BERFILOR—LBET [BEEBEX = 21—] Z&RL, [BEEERTEVHL] T
21 —Y—-DHIRZEEITT %,
BEZILDFR—LABEES L < £ RISO Console HET [BEE X = 1 —] #&iR
L. [@BEEY—~—3%E] % [OFF] o [ON] ICEET 2,
U.NORMAL NP
Unauthenticated | 7% L
Scan
1R1E F A& HCD &R § % 31k
Create | Job owner BAENRF L DR—LBEET [RF¥ v 2] 28R L, RF v VEETRAF v 2 ET
U.ADMIN T 5,
U.NORMAL
Job owner BAENRF L DR—LBEET [R¥ v ] 28R, RF v VEETEKE/LE21—
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U.ADMIN ZRTL, XETLE2—BEETRA* v 27T 5,
U.NORMAL
Unauthenticated | 7% L
Read Job owner 1VE/ 2L DR — LEES L < 1Z RISO Console BEIT [RF+ ] #F®RL, R
v rBEEERTT D
BAENFILDOF—LBEET [RF¥rv] Z2FRL, ¥ v VEECEE L E2L—
= EITT %,
#BIE/X2 LD L <L RISO Console BIEI T a3 7HEZRZER L, ¥ 3 7HEREMREOD
7T (BE)] 27%%KKT %,
U.ADMIN BIE/NF L DR — LBEED L < 3 RISO Console HE T [EE#H A =1 —] %&R
L. Ya7IXEEBERD [KRT (BE)] 27%&%7 %,
U.NORMAL mL
Unauthenticated | 7% L
Delete | Job owner AF¥ v VIRPT, BIEASRLDR by 77X =% LT, Ya7Z2WYET,
EETLE 2 —ETHR BRIV TERYELZETT %,
U.ADMIN L
U.NORMAL A
Unauthenticated | 7 L
Copy
BRI A= HCD A'&F Rl % 1
Create | Job owner RUEAINOFR—LBET [28—] 2&RL, A¥—@BEERTCIE—%2XTT 5,
U.ADMIN
U.NORMAL
Job owner BAENRFILOFR—LABET [AE—] ZERL, aC—BEE AL IE—Z2FEITL.
U.ADMIN HLar—EmETHR%ZETT %,
U.NORMAL
Job owner BENRFIVOFR—LBEET [I—] 2#RL, or—BAERTCIL-ETHE 07
A VREBEHRFLA-F BN -2 FRITT %,
1/ 82 H L < RISO Console BEITY 3 7HERZHEIRN L, ¥ 3 THEZEE D
(T (BE)] 47Tcar—2a74&RL T FIRIZETT %,
Unauthenticated | 7% L
Read Job owner BEASFVOFR—LBEET [28—] Z2#RL. aC—EAZRTT %,

BUENRZLTY a 7HERAEIRL. Ya/ERE@ T [UBH/EgD] 2 7452k

Y %,

BAE/X2 L L < IE RISO Console BE T 3 7HERAZEIR L, ¥ 3 JHERBE@ T
(T (BE)] 2 7%FKRdT 5,

BV OFR—LBEERT[OE—] 28R, cr—EARTHAL I E—-FTHIC,
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T a TR HENT 5,

U.ADMIN B/ DR — LBES L < |X RISO Console BIE T [BEH A =1 —] &R
L. Ya7IXEEBEERT RT (BE)] 27%2%kxR7 2,
U.NORMAL HL
Unauthenticated | 7% L
Modify | Job owner A —FRFPT, BIERXNLVDRA by T7HF—Z R L T—RK=FIEL, REEEZERITY
%o
BV THLIAE-RTHRIC, RELEZEITT 5,
U.ADMIN 5L
U.NORMAL L
Unauthenticated | 7% L
Delete | Job owner A —OHRLEFR T, BESFLOX by 77X =2 L T—RfEILEL, ¥ a7 %
VBT,
AF¥ v F—IlL B2 IE—NEDOHRAAHLEF T RIENSSIIVDR by 7HF—%HL
T, YaT7zxlRYET,
AL —FTER, BESRILTIRYIBLEZETT 2,
BENRIILTY a 7HERECRIRL, ¥ a 7HRERO QUBH/FES] 27 TX
ExERLT, Ya7eERYET,
U.ADMIN L
U.NORMAL L
Unauthenticated | 7 L
Storage / retrieval
1BR1E FARE HCD &R I 5 #&1F
Create | Job owner REFE:
U.ADMIN BIEXFNOR—LBEET Ky 7R] - [RF] 28R, Ky 7 ARFEET
U.NORMAL REFEZETT %,
Job owner ®EF:
U.ADMIN US54 TV RPCICAYR =L LT Z—RI4 N "—T BhEE [Ky o
U.NORMAL Al HLLE [FY Y bRy I R] ZFBIRL T, XEZEET D,

Unauthenticated

(VR —=FZAN=—DOEEENLRY 7 AT a7 (RF) &, FAEH D
T-ODEREF->TWD,)

Job owner

ERYHL :
BUENZILDOFR— LBEES L < 1% RISO Console BIEIT [FRvy 7 Xx] — [#A] %
BIRL, Ry 7 XA ABBEETXEXEIRL T, RIZETT 5,

EBRYHEL :
RISO Console BEm T [Fy 7 X] — [FIA] #FRL. Ry 7 AMHBERTXE
EFEIRL T, [BEMER] 28R L. BIRIZETT 5,
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HYHL :
BEN T DR— LEES L < 14 RISO Console Bl T [Kv o x] - [FIA] %
FIRL, Ay 7 XFBAEAECHRRZETL, REEREM TXEZER L T, R
% RI1TT %,

EBRYHEL:

RISO Console BE T [FRv 7 X] — [FIA] #RRL. Ry 7 AFHEETHRR
HETL., REFREE CXEZEIRL ¢, [FFEER] 22K, HRZEETT
%,

Read

Job owner

®R7F -
BUENRXILOKR—LBEET [Ky 7 R] - [RE] 28R, Ry 7 AREFER%
FxRT D,

(3
e/ LD L < 1E RISO Console BETY 3 JHERAFEIR L, ¥ 3 VHERBEE T
(RY (BE)] 2 7%#FKxrd 5,

EBRYHEL:
BERZILOF—LEES L < X RISO Console BT [Rvy 27 X] — [#IA] %
FIRL, Ay 7 XFHBE@EEZFRRT 5,

EBRYHEL:
BAENRIILTY a JHEREZEIR L, Ya/HEREER T (LBh/FED] 2 7%K
NERAD

EBRYHEL :
BE/N2ILE L < IZ RISO Console BB T 3 JHERABIR L, ¥ 3 JHERBEHE T
(T (BE)] 2 7%#F%Kxrd 3,

U.ADMIN

RE/BYHL
AN DR~ L
L. Ya7IXEEE

mH L < IZ RISO Console BE T [EEH X = 1 —] %:&R
HT [T (BR)] 27%F%Kd 5,

EE

U.NORMAL

L

Unauthenticated

L

Modify

Job owner

R7E/BYHL
BEXRXTLOFR—LBEET Ry 27X] - [FA] 2&RL. Ky 7 XA ABBEET
NEHEIRL T, RELBAETT %,

R7E/BRYHL
RISO Console BIET [Ry 7] — [FA] #BIRL, Ry 7 AFBEETXE
EFEIRL T, [BEMERTR] 28R, BECEEAETT 5,

ERYHL :
ER&EHR T IBENIILTR My TR =2 L TC—BELE L. RELZEE E1TT D,

U.ADMIN

L
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U.NORMAL mL

Unauthenticated | 7% L

Delete | Job owner REF:
BAEAFNOF—LBEET [Fy7R] - [RE] 28RL. ¥ rF—I0& 25
HABFR T, BENAXLTA My TX¥—%H LT, Y3750 ET,

®RF -
RETLE1—FT7%, BIESRXILVLTERYBELZETT 5,
ERYHL :

BlExZLOR—LEAET Ky R] - [FIA] 2#RL, Ry 7 XA BEET
XEHEBRL T, BRMEDIC, BERSRLTRA MYy 75 —%2BLT—BEEL, ¥
a 7&EYET,

ERYHL:

BENSRLTY a THERERIRL, ¥ a 7BRIE@mO [Bh/FEP] 27T
ExBEIRLT, Ya7ZBRYET,

U.ADMIN 7L

U.NORMAL 7L

Unauthenticated | 7 L

FMT_MSA.3
Y aTERRIC, RV aTAREEINDZ XAV TABHEOT 7 AL MERRK 35 ICHEHINIBYICE
M9 5, 1EIZ FDP_ACC.1. FDP ACF1 %28, X1V T4 BHDT 74/ MEIZEETZ 2L,

x£ 35 FEAEHET—XT7I7ERFESFPOtx1 )T 1 BYHEOHEML

AR/ X2l Ty F7 4L ME
B

Ty Y aTE L TERINEZY s TICEENTWEF —F—% L
RL/Yya>rasA4>IDHFVTWSHABAED I -V -4
AF¥vrYavdERBICO—ALA S Y LTWAHBAZED I - —
%

aE—Ya7 1-Y-% Q=Y aVERKICA—ALATA Y LTV RFBEEDI—Y -4
Ry 723 74RKEIco—ALasA > LTWAHBED I —H—

VAN WA =Rt A

A¥vyryar | A-—H-4%

Ry ox¥a7 . %

(RTF) YA Ry 7Ry a7 e LTERSINZEYaTICEENTWERA—F—%Z L&
LYY aryAsZ4A > DTV TWEHARED I -V -4

Ry R>a” 2 Ry 722 a7EfEcO—ALnsA s LFYE—FOSA >

(BnY L) LTWaHAEDI—H -4
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XET—RICIE, ATA YL TWARAEDI—Y—2H L F/yaryad A4 v ID AL T LS F]
BEODI—Y—ZH, T7HILMEELTHEENS,

73. RET—20ES

HCD DD TERMUA ML — VP NREEEINLT — X2 RET L0, T—X%E2BEST 5,
595 SFR DEIRAEELUITICRT,

FDP_DSK_EXT.1, FCS_COP.1(d), FCS_COP.1(f), FCS_KYC_EXT.1, FCS_CKM.1(b)
FEENET A RUOMWED TSF 7T — X A RNERER ML —Y TN RITRET 2BICES{T 5, TOE
REFHREFICESLIEMCA S,
ES LMBENET — X RUOMWED TSF 7 — XL, BHEDOHEE (X—T4>aYy) IIRET D, £
NUADNR—T 42 a7 —bA—X—0EFHICIE, BSLT—XIERELRL, X7 v 7HEEIE
pii

o

- BERES#(3L. FCS_ RBG EXT1 TIRESN/LZTI VX LE Yy NAERSBTERLIZZ VX LE Y FEFERL

T. BSER 128y P TERKT %,

'&ﬁ%&i'mEﬂpih%%@%ﬁ&A% CHERL. TMERMXTY —ICRET D, £, BEREEA
ICREREATY =D oZsH L, BREXEY —IC—RKRET 5.

7 AIWEESH#IZ. FCS_RBG_EXT.1 THEINT7 VX LE Y MERBTERLEZTI VX LEY b %
ﬁ%tf BESH#E 128 v h TERT %,

7ANESHEIL, TOE REFHEBOTRARICER L. BESHETFCS_COPAM)ICHE-> THES1L
LTTEHEX L =Y TS RRET 5, 7o BREEAFFICTERER L= T/ XH HE5EH
H L. #BESETFCS_COPL()ICHE-> TES L THEREATY —IC—BRET S,

7 AIEESHEIL. FCS_CKM.A(b)ICEE D AEICL W ESHEER 128 £y FTHR L. FCS_COP.1(f)IC
EHOFEICLYVBESHER 128y PORBESHEZFEA L CTHESEERMESINSDT, BE 128 £ v b
AEFTETWS,

TANVBEROBESEMES I BSHER128E Y M DO#ERBSH#E%ZFEH L.CBC £ — F (ISO/IEC10116
THE) HFERALAEST7/LTY XL AES (ISO/IEC 18033-3 THE) TEHET 5,

CF— DS EESIZ BERE 128 Y FO T F A IILEEERAFER L. CBC E— K (ISO/IEC10116
THETE) ZFERALALES7/L3Y) XL AES (ISO/IEC 18033-3 THE) TEHET 3,
- TR OESRNES L. MBEEOIERA LICEENICETT %, MIAEXET— &3, fFRENWTE
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EUEZX ML =S TNARIRETDERAIVT, L LY a 7ThIC—EBRET L2141y, XEHE
R TCHESIEENMEST 5, MEDTSF T —Xid. AHENTEHEUYEI N —V TN RITIRFET S %14 2
VT, TRBEATESIERVMEST 5, #IEIZ FMT_SMF.1 & FDP_ACC.1. FDP_ACF.1 #$4,

FPT_KYP_EXT.1
-ﬁ%%ﬁmxﬁ%%X%u—(%mt¥mﬁwénfu5%%)tﬁﬁ?éﬁ\xﬁﬁﬁz&v—y?ﬂ
ZIZHRTF LWL,
7 A IVEESH#IL. TOE & %%ﬁ%ﬁ@%ﬁ&kﬁ‘iﬁéﬂﬁ@%%xhp—V?w4xmﬁﬁén
5#\ﬁﬁ16% CHRESRTBST 52 & TRE

FCS_CKM.4, FCS_CKM_EXT.4
CBIESHEE 7 7 AINLESRIIANE SR - -FICIEET 5,

CREHEMEATY —ICRTF LA FXORBS R, NERER ML -V TN RICBSL L TRTF L 72FIH
EXNET —EZRUOMEDTSF T —EA M BEINFEZIT, 77 A VESEEZESIERVMEST 20EHLL
{BBHDT, REELD, REERDRAIVTIEUT,
- TOE BEEF i £ [ OEAE A TOE OEUVKBERCMAT~OBEEF (BR(ElX, BIE/<RILH 5 [HDD
MEAML] %= %E17.)
C NEREAX T —0OEBESHORTFELAZ,. FCS_ RBG_EXT1 THEEIN-Z7 VX LE Y NERBTE
L7727 X LNRZ—>TLEEEZT S & THET 5,

- BRBARFICEREX TY —IC—HREL-RESRIZ, BREKICLYTELLR D,
- BIFOERTIC L DIERICL > THRET S,

CTEBREA ML=V TNRARIRELE7 7ALESHRIE, NEREX ML —Y T A XICES{L L TR
BLI-MAEXET —ZRUMED TSF T —XNBEES N LTI BB L7 7ML THBREN
52 ETESHRNBRLCBLDEDT, NEERD, NEEBDIZA IV TIELUT,
- TOE FEEF i & P ERE A TOE O BIIUKER AT~ DB &R (R1EIL. BIF/<x/Lh 5 [HDD
MHE] =%E17,)
CTERUERA ML =T NARO7 7 A LESHIE BSOICERLZRESEOBEERICE > THESEIM
ICHEEE I NS,

- BRRARICERMEAET) —I—RREFELIL7 7 VEBSHRIZ. SREMICLVTEELS,
- BIRERTIC & SEBHRICK > THET 2,
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FPT_SKP_EXT.1
- W DOFTAE L2 Bh1Ed 570 DOigEx IR T 2,

7 7 ALVBEESROBESRMES CHEAT IRESRIT. TNEREAT Y —ICRE, BREXEY —I1T—
FRRTFd 2D, SeAHT-OOKEZEEEICH RAAFRICHREBLAWVWI LICLY ., FTAHLZHIE
T3, NMEFREATY —@FERICEBMITEINTWEOT, BHIZIBTEAL, BREXTY —(IC—FF
FLARESRIITERENICL2BHRICL > THEEINS,

T RBESNTERT A7 7 ALBESHIT, NMERMER ML YT XRTF BREATY — I8
RETHD. HAET-OOBEEZEEE ICL—MRAMBBICHRBLAVWI LICLY, HAHLZERLET
Bo TERUERML —CTFTNARREELI-7 7ALVIESRIIBESHCESLINTWS, EXREXE
VU—Il—RRELLZ7 7 A IVBSRITTBRERICL 2EXRICL > THEEINS,

FCS_RBG_EXT.1, FCS_COP.1(c)
- 7YX LEy hE. NIST SP 800-90A (ZfE\y, Hash DRBG (SHA256) % A L TAMT %, /Ny > a7
LY X LIF ISO/IEC 10118-3:2004 (CHEWEHET 5,
"IV hAE—RELTERT B/ — N7 x 7ELEUL. ISO/EC 18031:2011 3 C.1[Security strength table
for hash functions| ICHELN, 1 DDRETFEZ L ON—FT 2 TICLD /A XBELBERT 5,
256 £y DIV FAE—ARNRIFOLHIC, TR LE Y FAERSRIC38AEY POy FOE—%F
D R N 2 =IC A
+384 Y FOIY FAE—ZUTDOL S ICHERT S,
N—=FT7xT7I2&D/AXREE LT, Intel Atom®~7 O+ v E3845 A’ J 5 Intel® Secure Key M/
— Ny TEAHEEREFERAT 5,
[Rambus DRNG]® 4.2 HID kA 5, H/IWI Y POE—K[F 500 L ) KEVWHDEHETZTEDT, T
YhOE-RIIBITARNIY FPAE—XKIL50%ET B,
[Intel DRNG]® 4.2.5 £iICfELN, 10 ¥4 7 A#H LI E DR T 32 Bl RDRAND @354 ER1T9 5 & WS
ET, MBIy bAE—%2E8T 32 £y MELHMZEB S, CORECIY FAE—ROR/NTY bOE—
EABDTHZEFBRVOT, 203y MLEICIEDHRCES16EY FoTy bOE—AEEFNTL
%,
L% 24 EiRYRT ZETT68 By MELHEISD, TD 768 £y FELBUCIEAMCED 384 E Y D
IvhbAE—AEENS,
CEEESHOAR (FCS_CKM.1(b) &. #EMElE#OIEE (FCS_CKM_EXT.4, FCS_CKM.4) TERT
%,

7.4, BIEORE
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TOE L RERRy b7 —72 (LAN) (CHEfaN/-EREoBEL2SEBAbDE L, EETAEDOLEY T
L. ROBERNBOHEL, HREST S
59 % SFR DEIRAFEHLUITICRT,

FTP_ITC.1
“HCD &SN s —"—ClE, BEY—— BEY—/— SMBH—/N\— FTP #—/"—_ X —JL
Y—NRN=152, Y—N—LDBET—XRELBET —XOWUELIRHMT 57-0(2, IPsec BIE = ER
T2, EY—N"—TFEFIT 570 Fa)L%EEXK 36 ITRT,

% 36 HCD & &Y —/"—& OBEHN

WIS % T7Ur—avy7obran
BEHEY—/— Syslog
FEE T — /N — LDAP
Kerberos
SMB % —/¥— SMB
FTP # —/— FTP
A=Y —/N— SMTP

CEBY—N—CDBEEEK 29 BEEZHBTEZY—ERICEHOY —ERICL YA T S, RIEIZLUT,
BEATH N —

- R 4 BEERNRBROREXAIVIESE,

FREY — /N —
NERBAZREL-REET, A—HaFA4 >3 LLIFY = bR T A U EEIT, BEIL [7.1.385)5R
AR VHERMT 5] 25,
SMB H#—/3—_ FTP #—/\—

- BAERIIILDR—LBET [AF¥v ] — [PC] #FIRL., XF v VEE TRAF v > %&EIT,

X —J)LHY—/N—

- BAEASFLOR—LABET [RF¥v>] - [X—L] #BRL, 2% v YEATRF v > £ ET,

FTP_TRP.1(a). FTP_TRP.1(b)
“HCD & VU E— MIBEDBEFMAR 37 10RT, BET — X RELBET —XOHREEBRINT S0

IC. IPsec BIEZERAT %,

3z 37 HCD & &FIAE & O@EFH

UE— FHAE BRIEFR
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BEE,
RISO Console
— xR &
— i F) & FYL R —KS5 48—

U E—MBAZFICLZEEEZ) E— FMREICK YR T D, BIEIZLLT,
RISO Console

- 747>k PC®D7 7 7% T RISO Console B % K,

- 0747k PCO7Z 7Y% ETRISO Console B % #1E,
TUrR—RF A=

- UTAT VY EPCICA VA=V LITY Y R—=RZANR—DLXEZEE,

FCS_IPSEC_EXT.1, FCS_COP.1(g). FCS_COP.1(c), FCS_COP.1(b), FCS_COP.1(a). FCS_CKM.1(a).
FCS_CKM.1(b), FCS_RBG_EXT.1
- IPsec BIED IPsec 7 —F 77 F v % RFC4301 TEEIN/-BY ICEET 5,
- IPsec BE% F 7V AR— b E—FTEHET 3,
“IPsec REDEF 2 UT 4R >—IL10EFX THRECTE, BEEMLEETCES, tFa)T4RU>
— Iy FOREICOVWTORANZHRE TE, BERUNANZICOVWTORAIIEETE R L, *F
BT5/37y MIIHLT, EF 2 VT4 R >—DEEIERICHKE > TRED L CIIEEZTTH, EF 2V
TARYY—PN—EFT 2HEIE. Ty b 2RET D, —HT2L0LBWVEEIF. Ty b EEET S,
BEFa)T4RY—ICIE, BEEHFAITEIPTRLRERETES, IP7 RLAN—HLAEWES
H, KRETHINNT Y P EWET S,
- IPsec :BfE® IPsec 7’0 b 3J)L ESP % RFC4303 CEHRINT/BY ICEKET %, BNy aXyt—2
REFAE K 3B IHWERT 2, /Ny a2 7/)LT Y XL ISO/NEC 10118-3:2004 [SHEWVWERET %, /X7 v b
DEES1LIC AES-CBC-128 (RFC 3602 THRIE) & L < I& AES-CBC-256 (RFC 3602 THE) % AT %,

& 38 MANyaAyt—IFE

o S
=7 /L3 N N
N Xyt—v /Ny a7 )3 \
U X L U R . tHZE
XA AR )X L
FIPS Pub 198-1 [The
SHA-1,/
Keyed-Hash Message
160,256,384, | 160,256,384, SHA-256,” o
HMAC ) ) Authentication Code].
512 £'v b 512 £ b SHA-384,/
FIPS Pub 180-3 [Secure Hash
SHA-512
Standard ]

- IPsec IBE® IKEvl 7’0 k O/L% RFC 2407. 2408. 2409. RFC 4109 CEZIMN/-BY ICEHET 5,
Ny a7 X LE RFC4868 CEER I N/-@Y ICEMT 5,
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- IPsec BIED IKEVl O F — 2521 %. RFC3602 TE&E S NS 7 /LT XL AES-CBC-128,

AES-CBC-256 z{£f L TEIET %,

- IPsec @BE D IKEvl 7 = — X 1 O§ERE%Z FCS_COP.1(c)ICE £ 715 SHA256, SHA384, SHA512 (¢
STy aTNTYVILEZFERL T XA VE—RFRTOARAEET 5,

- IPsec BIED SA 74 7 XA LIEHE (BEXL) #7 1 —X1TIE 24 BEEE. 7 —X 2 Tld 8 FREILA
IZHIBR S .

- IPsec BIE DRI TERT S IENFRHEZ, FCS RBG_EXT.1 TIRESN/I-T7 X LE Yy MR TER
L7=7>&LEy b%EFERL. NIST Special Publication 800-56A, Revision 3 @ 5.6.1.1.1 Z(ZFE & D
Safe-Prime Group Z# L TEKT %,

-+ IPsec BIED IKE D7 = —X 1 THEMT 2 IR IL, IR E T 112bits U EDBENH D, ERL
ToIE R ILIERME X T —ITRTFET 5,

- IPsec BE® IKE 7’A k JJLIE DH 7 /L—7 14 (2048 £v F MODP) & FCS_COPA(c)Ic&EN SIS
SHA256, SHA384. SHAS12 |[Cft>7=/"wv > a7 T X L%EBL7- PRFE#AFERL T, #BXHBE
OB A ERET 5,

- IPsec BIE®D IKE 7B k 3/L1E, FCS_COP.1(c)ICE F M5 SHA256, SHA384, SHAS12 I[CHE> 7=/ Ny

TIVTYXL%ZER L PRFE#KE BEBELY —EXFEEmHEEREZERBL . CT7RAEE

ﬁ@“&%o

- IPsec BEOBESELY —EX (K 2048 £ v + ® FCS_COP.1(c)IC& £41 5 SHA256 % R L 7= RSA
TYRILEZLTITY XL (rDSA)) %. FIPS PUB 186-4 Digital Signature Standard CEZR I 417-8@ Y (C
EET 5,

- IPsec BIEICEAT 2 —/N—WE#IZ. FCS_ RBG EXT1 THEIN/T VX LE Yy MRS TERL
77> & LEw h%ERL T, NIST Special Publication 800-56B, Revision 2 @ 6.3.1.2 Z(ZGEHEH D
rsakpgl-prime-factor 5= (C0E > TERKT %,

- IPsec BIEICHERAT 2 —"—WEEIL. WED TSF T— 2 OBESRE 1ESLRLL. 77 AL
SHTHESHEL TREREEI ML =Y TN, RIRET 5, 7. BEEARICREREI ML - TA
A X o@AHE L. 77MALVBSRTES L THHEREATY —IC—KRET %,

*IPsec BIEDT — 2 DS RMES %K 39 ICHEVWERET 5,

32 3 =7 | » Ei%ﬁﬂ
Ha? LT X L - - -
(RS 83 E—F TERE
FIPS PUB 197 [Advanced
AES 128 £y bR 1256 £ b CBC €—F Encryption Standard (AES) J.
NIST SP 800-38A

- IPsec BIED T — X ES{L TEAT 2 17814, FCS_RBG_EXT.1 THRESN/ZF VX LE Yy NEMET
ERL7=7 & LEy hEFERALT, BESER 128y 7212256 £ b TERT %,
- IPsec BED ISAKMP SA AR E#IZ. IKED 7 —X 1 TERKL., BRERUEXEY —IR1EFT 5,
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- IPsec BIED IPsec SA HDES#E, IKED 7 2 —X2 TAM L., BRUEXED —ITIREFT D,
- FCS_CKM.1(a)IZHE D IEXIFREDERKICEA L ¢, ER L2 DR SN/ EE T AL,

FIA_PSK_EXT.1

- IPsec BIE CIIBRIHBRAFERTE S, BRIHEREZRXTET 2REITLUT,

- [BEEAZ2—] ® [IPsecZE] @ [EF2UTF 4 RYY—RE] T FFHEBEF—0 ((EFHT 2]
ZEIRL, [BEEEF-] 2 A0,

- IPsec BIEDERIHBREIC, UTOLIBTFAIMR-—IXOEFEFHBROALAZHTFRT 5,

£& :122~32XF

XFHAEDE  TILT7 7Ny FORXFENFE, BF. RUVFAXFEZERATE %, & 40 ICEAT

BRI FD—EERT,

% 40 IPsec DERIHE#E TEHTE 2BHHXF

FFZRSLF | Unicode X 1 7 1& £ R

! U+0021 EXCLAMATION MARK

@ U+0040 COMMERCIAL AT

# U+0023 NUMBER SIGN

$ U+0024 DOLLAR SIGN

% U+0025 PERCENT SIGN

A U+005E CIRCUMFLEX ACCENT

& U+0026 AMPERSAND

* U+002A ASTERISK

( U+0028 LEFT PARENTHESIS

) U+0029 RIGHT PARENTHESIS
U+0020 SPACE

- U+002D HYPHEN-MINUS
U+002E FULL STOP

_ U+005F LOW LINE

~ U+007E TILDE

{ U+007B LEFT CURLY BRACKET

} U+007D RIGHT CURLY BRACKET
U+0060 GRAVE ACCENT

- IPsec BED IKE ®7 = —X 1 T, SHA-256,SHA-512,/SHA-384 # £ L TEriEE#R%E /v a1t
I3,
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FCS_CKM.4. FCS_CKM_EXT.4
- BIECERTABSRIITNE L L > -FICHEET 5,

- IPsec BEDERHBRIIUTORA IV T TRELEL D,
- TOE BEEF i £ [ OEAE A TOE OEUIVKERCMHAT~OBEEF (BIElX. BIE/SXx)LH 5 [HDD
MHAt] =E17,)
CRNEREMR ML=V TNA ROBFIHBE L, BEICERALAERSEOBEEICE > TRSEMAIICHE
FEIND,

CERUEATY —I—BREFELI-SZEERIE. BREMICLYRELER D,
- BIRERTIC K IERICK > THET S,

CNERMERA ML =Y TNRA ZRTFELT IPsec BEDO Y —N—MERIEUTORA IV I TREE R D,
- TOE BEEF i £ R OEAE A TOE OEUVKBERCMAT~OBEEF (BR{ElX. BIE/SRILH S [HDD
MEAML] %= %E17.)

CTNEBEREMZANL - TN ZDY — N —REGIE, BESICER L ARESROEEICK > TESHEIMT

ICHEEE I NS,

CEHEMUXEY —IC-BRTF LAY - AN —RERIE, BRENICLVRELL S,
- BIFOERTIC & DIEFRIC L > TRET S,

IEFREMAEY —IRE L7 IPsec BE DRIIRTHERT 2 IEGIRRBIZUT O XA 27T RUEIER
INDENBLKIBEDEDT, RNEERD,

-IPsec BIEDt v 3 8T

-ISAKMP SA 7 4 7 & A LIS % #F8

- BEIRERT
- BIRENTIC K BIERICK - THEET B,

CERMEATY —ITREF L7 IPsec BE D ISAKMP SA OB SRIZUT O XA > 7T, B U#EAERS
NBEZEDNBLLBDEDT, NEER D,

-IPsec BIEDt v 3 vRT

-ISAKMP SA 7 4 7 2 A L% %8

- BEIRERT
- BIRENTIC K 2IERICK - THEET B,

CHEFEMEATEY —ITREFE L7 IPsec BIED IPsec SA BORBESHIIUTO XA 27T, RLUEMEAIN
BZENBLLIEDT, NELR B,

82/94



txaUTF4x—7v bk

-IPsec BIEDt Y ¥ ariRY
-IPsec SA 7 4 7 X A LFFE % #2168
- BIRERTIC L B2 ERICK - THET 5,

FPT_SKP_EXT.1
- BRTHER, W, JENMBOZAL L ZFIET S e Otk IRIET 2,

- IPsec B CHEAT 2FHaIBHHE L. [%E%X Za—] @ [IPsecHE] O [EF2 VT 4RV >—&KE]
TANT %, snAHLEHIET 272010, ADLEXFE [ (TREZYRY)JICBEERZ TERRT D (A
ﬁbti%ﬂﬁ@F*J%%m?&h%%%ﬁ%ﬁ%iéﬂtﬁu\M****(5@@71&U17M
TRTRT %, SHHARIITEBREMEZ L —C TN XRE, BREUEXEY —IC—BRET P, G
HY7-o0MEEZEREICH MAAFICHIRBELAVWZ EICEY, AHELZBHIET 2, NMERMEX b
v—V?N4XKﬁﬁLt$W%E%u774»%%%?%%%éﬂfb %, BERMEAT) —IC—FRF
L= EERIIBREMNICK 2ERICL > THEIND,

- IPsec BIE CEAT 2 —/N—WERIL, NMEFKMEX L —D T /NA XREF, BREAEY —I—FHR
FI20 A HT-ODOMETEREEICHMBAAFICERHELAVZ LICEY FEAHLZERIET 2,
TEHMEX L=V TNARRELEY —N—WEREL T 7 A VESETES/ILINTWD, EHRHMEX
TY —IC—BRELEY—N"—WERIERERICK 2ERICL > THEIND,

- IPsec WBE DA THEA T A IETEIL. BREXAEY —ITRETIH., FAET OO EBE
ICH—MRFBHEICHRELAWS &EICX Y, STAHLEBLET S, BREXTY —IC—FREFE L 2IEXR
BISTERERTIC KL 2ERICL > THEIND,

IPsec BIEN T — XS TEATLZNMBER, BRMUEATY —ICRET 2D StAHTHOHEEE EE
HEICH—MABHFICLRHLBVW LICEY, AL EHLET 5, BREAE ) —IC—FERF L 72015
I EIRERTIC L 2ERICL > THESIND,

75. X2 lTF EREDERE

BEEEL LTRSS LEFBED, BEEORIE L TEX2 ) T BEEBEEELETT 5,
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