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Eld. AFvUtkEe, T LEESHEMRERERRISBNMATOBEAETHD. HigRL
Appendix.1 I RHEE BRROBIMLIREITOMWED MFD RIADEEmI— FTHAISND,

A TOE 3. LELGHEEAEMELEUTOVTNIOER THD,

o THEEFHEWEEEARINE UL Fuji Xerox ApeosPort-VII
C7773/C6673/C5573/C4473/C3373/C2273., DocuCentre-VII
C7773/C6673/C5573/C4473/C3373/C2273 A¥ vt —. J7D ABREREREHET )L
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE ®#H| (TOE Type)

A TOE [F. HHRO-DILIVT7 Y D=0 (LAN) AR SN . JE—H#EE. AFvUiaE. UV Mg
BB, J7D A EE . XEDRFEIMNL LEE. 29 R— 9% MFD TH3.

1.3.2. TOEMERZEEFELF1)T4#EE (Usage and Major Security Features of TOE)

MFD (&, #IAZEOHEOIXEZIE—. AX vV E. TV M D IPDATOEZEL. AF v X
—IPIPIARETREHBRVIACREL. HERYI AN EDH T #EEZHR TS, cNoDX
ENHSh. RAVEFLLT 7. MFD (3. FIREZHRIFRAL T H48E. 1ERICE I(XET—4
PHEBEICT T BT AFIE, MFD ADA ML —IILRF - BERINIREFEBROXET -ADES
. LAN LOBEETHDRE. EEEHICRELLLF1UT1EREHEE. MFD OTFa1UTHEED
FMAEEZIVITI 1) T EEHRE. TSF BTI—RE TSF T—ANDE 2RI, TSF =173
—RF7yFTL— FEEDETI— FOEEMRIL. 77D AERE LAN O BEEEE. AL —JICETES
NEERT IO LEETHEREEETD,
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1.3.3. TOE MEREE
MFD M:ERIREZLITICTRTY,

S EETAN
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\\-T—,’
— BRI REDTA TV !
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SOVCEISE I e
s . :
BHRE | Web 75 L AN
(Toe N
? VAT LEEE ‘
A DIAFV b AN ail
VAT L /o ) .
%IE% *Web 75'7'& \,\ ) ) j
A
[ Mail H—/\
B
ConREE % %
‘\\ @ﬁﬁﬂ /, —
. . —FAE  YATL
SIEE

1 TOE DR ET S ERIRE

MFD (&, 774704 —=UCEHT, MR Ry MO —Dhb 3 B SN =B #RO— 1L TP %Y bT—2 (LAN)
AERRSNERETHEASNS,

MFD ({77022 ZET BT, AR EBIEERBICHER T SENFIEETHS,

Fr. ﬁﬁﬁ@@'fiiﬁ’éiiéiﬁiﬁ'éﬁm F—RHEMEEEFIA TN, ChboDEeN 4T 3y
DETITI. TALEEHEXTIINEEBAL, LESHERETEDETILENDHS,
FAER. HRAGAUIT7I—AZEUT MFD Z21E 20, RIAEBECCOREHERZHIET2LH
(. AR REE A DR ELRIINEBLAEL, A TOE ZER T2 E A D55 ApeosPort U1)—
Ald, BREEAKELT, RIRERELESMERERELZ Y R— b 3N, K TOE R E CIIARARELDH = {F
1%,
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)

X TOE @ USB FUV MREAT VaV [ HIHIERE TIHER I(CL TS FTl O ALICEFN TLY
1LY, 2T [Store to USB]&E[Media Print] DR A VIS8 48/ SRILICIRN L,

-FHRRYIAICIE SA, —iFIABEMERTIEABRRAVIRE., MHEBREMERTIEER
BRYDANHEN, &N TOE TEHIFVATHERBRYIADF AEEL LTIV, LI, KX ST
THEASNSITHERRNYIZAIEVREREAFRRNDAZIET

1.3.4. TOE LISADN—RIIT7HEREV T FIT7HER (Required Non-TOE Hardware and
Software)

1 TRT FIAREDOH T TOE (& MFD THN, TEED TOE UNDN—FII7HLIVY I I 7H
FET3,

(1) —fFAEDFMT7VH
N=FI17RAD PC THB.
TVUBHSA4 TP FeLTHRIBAT 215 E(E. MFD [CRLTXXET 20TV MEREITIRH. PC(C
FTVIA—=RIAN-BA VAN IRLENRDD,
MFD M Web H—/)\#EEZFIR T35 AL, PCICA VA R=ILENTIVS Web 595 EFERAT
%o

(2) YATLEBEDSATPUH
N=FI17I3RFED PC THB.
TOE [CxFUT TOE BRET—HADSEPE R EITIHIC. Web TI0HNBEER D,

(3) Mail 5=\
AFPUXEEA I TEIETBICE. Mail B=I\DEERD, N\—FI17/0S (L AED PC 1=
(FH—=INTHY. TLS TRESNE SMTP JOFVEYR— TS Maill Y —ERZEA VA R=ILT P
DENRHD,

(4) BEEY-—N
MFD THR&EULEBEANY MERETIH. BEEY— )\ EERGS, )\—FD17/0S [ERAD
PC 3 —I\THN. MFD BEEET—NDERICIEUT, HTTPS 7O LERWT., BEEY—
NeF1)T1BEENT DEEETI.

AR TOE OFFE TlE. LFEEDON—FI17HELVYIMI17ELT. LT 2EHAT S,

M. QO—ERFRAEFEDFATY NI ATLEEEDFM47 Y ;D 0S [E Windows 10 &, Web 757
HELT Microsoft Edge #{# AT 3,

(3)M Mail H—/\IZ Postfix version 2.10.1 #{FEFH T 3,

(4)DEET—)ID OS (& Windows 10, O EXNHE LOETIREEE LT PowerShell Version 5.1 Z{#
1%, . VDATLEBENTIA VAR > TER T 200 BN LA O PowerShell A0V +&
HRETILENDHD,

MIEBWT FEFRTEITIVA— A N-FELTEOVD A MR E T IR LEBIERDOLUT R34\~
EHEATS

BALE(F: "ARTEX R54)5— (Microsofte WHQL FRZEER#F K54 /1—)”
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wyMEmEIT: “64bit Windows Print Driver (PCL)”
Fhe. 77— LOI17EBEFHTBEEE. I U=y MO —HIRBICH VT, Windows 10 TEIET B 1R5F
BAY—-ITH3E LT EOAVD AR T7— L1 7 - N=I307yTV—I&FERT 3,

1.4. TOE i&ik (TOE Description)
AETIL, TOE OF|AERE]. TOE DFRIBHFEE . SIUYEMERE(COVVCEERT D,
1.4.1. TOE BA:EDFIAZEHEZI (User Assumptions)
A ST T, TOE (O LTEET $F AEKEI%E Table 1 (SR T 3,
Table 1 A& ZEI

AT FAET-HE ER
U.NORMAL —fFIRE Al ., FREESNEFIRE T, EEER
B EFOFRE
U.ADMIN EHE EAEN ., RSN =R AETEBRE RS
EEOFRAE

(TOE MZEZE TIE. Key Operator & SA &LV
&EINHD, A ST LTI UADMIN £LT
B#mshsd. )
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1.4.2. TOE Oim¥ERIEF (Logical Scope and Boundary)

TOE OFREMBIERIE. 1.3.1 HLU 1.3.4 [CERBSNED, TOE BEREFERIICRAETEIATOE
Fa)TAHEEZ ST,

2 [CTOE ORERIERERERT S,
HIEMERELTREINEEEEDSS, THRELDHAEIEARMEE, THROAVDEEEEIEF1) T4

BEZXRT,
5 EE Y &0 B
TOE
SR ERE UV
i 7t A pE2)
N R . |-mams
R4 F-REES L - - |vATLEEE
PSTNZ7H ARk I7DA — B FIRE
=D D5 B < > 4PV b
Mail H—J% NEDRFE UYL B SEIN
EEH—) > BiEELER HDH L -Web 759
753l B iR | VATLEEE
D47k
1T EE PEIT/EE ‘Web 7555
Windows 10 H'E}j
HDD/NVRAM1/NVRAM2/SEEPROM | 43R PC
FIAFE XE EE TOE B347Uk
HXE F—4 nly) EXTE - 77— LMI7-N—
E—. T3 T3 EVYSPA
2 TOE DimIBRIIERL
1.4.2.1. TOE MBI B3EAKM#EREE (Basic Functions)

(1) FIuk: —RRFBEIFMT7V M oENZEFXEER(TES, Fo. BIE RN H0IERIC
BV, ZIRLEFXEZ/N\-FIE-BXAE#T S,
(2) AFvy: BENRIDLOIETRICREN, AFvF—LON-FIE-XEEHHAH . EFHAA

EHT D,

A TOE Tld. AFvUBSBEICINERSNTBFXE(H L, Mail H—)I\NEBHEE. XEDREF
EBNH U EEICEN B B RYD AICRE T D EENFEE T 5,
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(3) IE—: #BENARIDDOIETRICHEL, AFvF—LON-FIE—XEEZEH TS,

(4) PSTN J7DAE(E: SRV DDIETRICHL. AFv— LOIRTEEGRHAH . IFE PSTN 7
7H270R2)VE AT PSTN #2EBT PSTN 77D ADIEENEIET S,

(5) PSTN 77D2%{8: PSTN ZBHETHEGMEFHEHIOENLIFIIIINETHZZIEL. XED
REFCEDH UVRBEICLD . B EDHBRYIANEIMNT 3,

(6) XENRFEEWMNEL: EFXEETHEBRVIAILKREL, BIENRIDNODIETR, FE—REF)
REDIS47V M oDIERICEIE, BERRVIARFEENEEFXEETIV TS, — 5 A
BIIATVMENRT,

A TOE TlE. BRAVIAICRFEENDIBEFXENR . AFvUBEECI ARy ENLEBFXE.
PSTN 77D AZEHEEICL>TRZIELETPD VIR ET-ADWVTNHTHD,

1.4.2.2. TOE HMR#ETEEF21)T14#EE (Security Functions)

1.421 OEKREREEZIET 7). TOE IF. L TOEF 1T/ #4Ee RT3,

(1) #AIEER
FAEDHEANREL . RUHERFT 5L, MFD O#EEN. BB E (LS THERMG ESNEFAED
HCTPDCATTRETHREEIRIET D, FIREDHAERIEL. PO AHIEHEEEE R EIDIR
MELTHRIAIN, X1V T BEESHE MFD OF A TEOF BE(CEEMTZ ETOX
BILEE5, EAIEREEE. MFD (CL-TEITENS,
FRREAR TR, E U CRRRE R LEIZ & | BRI IT 2R (HH 113135,
A TOE Z4ER T B E T DH>B ApeosPort I)—X (&, BBEEAREL T, RAFRELES EREREEEY
— ;3N A TOE B E CIERARIIDAEF AT S,
(2) 7Ot
POLAREG. XEPXENECEETIFR. TF1) T BEET AN BUIR7UEAER
EROMAEZEDHCPUCARBETHDEERILT Do
(3) ¥4 *%—m
T—REEEIEE. T-REEN LAN LTOBEFPLATA N —INbPICATERGNEZRELE
EER
- RUY—(CED, TS E R M- AT R G R EBEREA N —ITF I M ALOXER Y
'&‘)AM DIATLIERERELED, COLET NI AN MFD hoRESNRIHEICCOLIT
—RERETREHICFERSIND,
- TR BEDEZNIEE. ERMICERBINEESZITUXLOFERICENRIIESNS,
(4) BiEEEE
RERYII—DEICHFETIXET—L, JaER., tF1UT(EEDTT—HH LU TOE /R E
T—REVOIZBIET —HZRET S,
— ARG EE S @ETO NIV (TLS/HTTPS, TLS)ICXE ST B,
(5) tFaUT(EE
VATLEBEEVTCEMNBLURAESNEFREOH N, BIENRNFLE VAT LEEEDSM
7Y o, TOE DEF1UTAHEREICRIT AR EDS BB LUV ERZAHEICT B,
(6) EFIVT(ERE
WD, D, EDIIBIEEEITOENELVDBERPEELRAANY MFIZZES PR ERE. 1Y
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—RERE)E. tF1)T(BEENT T AELTEE Y — ) \NERESNRFESND, tF1)T1EE
AY 7 —A8REREE HTTPS O VICLHTRE S 1EEN D,

(7) BIEELER
MFD AD77—LII7D7v7T—ME. 7y7T7—rOBERARINICY I MIIVOEIEMZREL T
WICHREEEND . 2 MFD (&, ZDERN R ATREB S EF(CLNPERENB W EEREIT 3
. BETAMEETTS,

(8) PSTN 77DA-%y bI—DREID 5 B
MFD (&, PSTN 77D 2-2y ;) —DRID 7 BEICBEL. PSTN 270 AET LM PSTN & LAN fADT—
BT IEERTIEHICEZBNEERIET S,
(9) T-HRHE
IE—. TV MBLUAR YV EDREEEDEIMER . REBA ML —JICEESNEIAZHFOXE
T=ROLEEFHEEITI,

1.4.3. TOE O¥IERIEEE (Physical Scope and Boundary)

TOE OYEMBIERIE. MFD B2 A THD, 712 IvZEDEF1UTA (LI EREFROAT Va0 »7
RZA VI3, TOE IC&FL, Table 2 h'5 Table 4 [ TOE 24 33 BRI VIR—2RY MEEEE T B,
TPIAFY R, TPDARBE AR ER B UTHERVETIUCHE VT, 77D AEEE R AT REET
AT aVR—RTHD. I7DAREEFIRTBICIE. 77D ABEN T T3V DETIVTIE I7D AFY
BB AULEETILELRDHDS,
FIAFEN, MFD ICEANBBAN—IFNAAGR=BATINIFVDIAE)T N AE) ZiEH T 51073

J1—-AlFERIESND,

TOE BEAEER T 3MEBMLBIVIR—RY MDA E DL Appendix 1. M REE BHRKRES

i

NCE,

—DO0BEMAI-FICEROBERAEDISL TS EON HED, TNoOE M, MFD RiKftmE.

DANR=TIVIZTOREERICIO T ERBNIRET S,

Table 2 TOE #4932 EEAITVIR—2R Y MMFD & 4A)

Emmd—F | N=Y3y i BemAE XG9S Mm%
NC100559 | Controller ROM | NMFURKDT7 | D—JIEEiE | DocuCentre-VII C2273 PFS
Ver1.1.14,Fax | —LII7&#EHA DocuCentre-VII C3373 PFS
ROM Ver.2.21 | KIEN—FD17 ApeosPort-VII C2273 PFS
ApeosPort -VII C3373 PFS
NC100560 | Controller ROM | NMFURKDT7 | D—)IEExE | DocuCentre-VII C4473 PFS
Ver1.1.14,Fax | —LDI17&#EdH3A DocuCentre-VII C5573 PFS
ROM Ver.2.21 | NEEN—FDI7 ApeosPort-VII C4473 PFS
ApeosPort -VII C5573 PFS
NC100561 | Controller ROM | NMFURKDT7 | D—YIEEiE | DocuCentre-VII C6673 PFS
Ver1.1.14,Fax | —LD17&#Ad A DocuCentre-VII C7773 PFS
ROM Ver2.21 | KEEN—FD17 ApeosPort-VII C6673 PFS
ApeosPort -VII C7773 PFS
NC100562 | Controller ROM | NMFURKDT7 | D—)IExE | ApeosPort-VII C3373 PFS-2TS
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Ver1.1.14,Fax | —LII7%&#EHA
ROM Ver.2.21 | KIZN\—FD17
NC100563 | Controller ROM | NAFURKDT7 | J—)IEEiE | ApeosPort -VII C5573 PFS-2TS
Ver1.1.14,Fax | —LD17%&#Ad A
ROM Ver2.21 | WEEN—FD17
TC101310 | Controller ROM | NMFURHKDT7 | HD—YUIEE | ApeosPort-VII C2273 CPS w/ 4TM
Ver.1.1.14 — L7017 A
NIZEN—FD17
TC101311 | Controller ROM | N FURHKDT7 | D—YUIEEE | ApeosPort-VII C3372 CPS w/ 4TM
Ver.1.1.14 — LIV MR
NWIZEN—FD17
TC101312 | Controller ROM | NAFURHKDT7 | D—YUIEEE | ApeosPort-VII C3373 CPS w/ 4TM
Ver.1.1.14 — L0174
NIZN—FD17
TC101313 | Controller ROM | NAFURHKDT7 | H—YUIE2E | DocuCentre-VII C4473 CPS w/
Ver.1.1.14 — L0177 HA 4T™M
NIZN—FDI17
TC101314 | Controller ROM | N1 FURHKDT7 | H—YUIEEE | DocuCentre-VII C5573 CPS w/
Ver.1.1.14 —LOI7 &R 4T™
NIZN—FI17
TC101315 | Controller ROM | NMFURKDT7 | HD—YUIEE | ApeosPort-VII C4473 CPS w/ 4TM
Ver.1.1.14 — L7017 A
NIZEN—FI17
TC101316 | Controller ROM | NAFURHKDT7 | D—YUIEEE | ApeosPort-VII C5573 CPS w/ 4TM
Ver.1.1.14 —LOI7E AR
NWIZEN—FD17
TC101320 | Controller ROM | NAFURsHKDT7 | D—YUIEEE | ApeosPort-VII C2273 CPS w/ TTM
Ver.1.1.14 — L0174
NIZN—FD17
TC101321 | Controller ROM | NMFURHKDT7 | D—YUIEE | ApeosPort-VII C3372 CPS w/ TTM
Ver.1.1.14 — L0177 HA
NIZN—FDI17
TC101322 | Controller ROM | NMFURKDT7 | D—)IEE | ApeosPort-VII C3373 CPSw/ TTM
Ver.1.1.14 —LOI7 &R
NIZN—FD17
TC101323 | Controller ROM | N1 FURHKDT7 | H—YUIEEE | DocuCentre-VII C4473 CPS w/
Ver.1.1.14 — LIV E AR TT™
NIZEN—FD17
TC101324 | Controller ROM | N FURHKDT7 | D—YIEEE | DocuCentre-VII C5573 CPS w/
Ver.1.1.14 — LIV E AR ™
NIZN—FI17
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TC101325 | Controller ROM | N FURHKDT7 | D—UIEEE | ApeosPort-VII C4473 CPS w/ TTM
Ver.1.1.14 —LOI7 &R
NIZN—FI17
TC101326 | Controller ROM | NAFURHKDT7 | D—YUIEEE | ApeosPort-VII C5573 CPS w/ TTM
Ver.1.1.14 — LIV MR
NIZN—FI17
TC101327 | Controller ROM | NAFURHKDT7 | HD—YUIEEE | DocuCentre-VII C6673 CPS w/
Ver.1.1.14 —LOI7E HA T™
NIZN—FI17
TC101328 | Controller ROM | N1 +URHKDT7 | HD—YUIEEE | DocuCentre-VII C7773 CPS w/
Ver.1.1.14 —LOI7E HA ™
NIZN—FI17
TC101329 | Controller ROM | M FURHKDT7 | D—YUIEE | ApeosPort-VII C6673 CPS w/ TTM
Ver.1.1.14 —LOI7 &R
NIEN—FD17
TC101330 | Controller ROM | NMFURHKDT7 | D—YUIEE | ApeosPort-VII C7773 CPSw/ TTM
Ver.1.1.14 —LOI7 &R
NIZEN—FI17
Table 3 TOE Z#E T 3MERIIVIR—K Y MIPIATYE)
Emd—F N=ay i Both Ak [SELES
EC103747 Fax ROM Ver.2.21 | NMFIURKDT7 | H—UIEE Fax Kit 3
— L7017 A
NEN—FDI17
Table 4 TOE 18T 5 ¥ IAITV K=Y MAAHVR)
REES iz Bofn Ak A5 VA%
ME8355J1-2 DVD A® HTML 774)L | =) IE&%E ApeosPort-VII
(MFD R{KICRIHE) | C7773/C6673/C5573/Cuu73/
C3373/C2273,
DocuCentre-VII
C7773/C6673/C5573/C4473/
C3373/C2273 1—Y—=ZAHMF
ME8390J1- DVD N ® PDF 771 )L H—)IEE ApeosPort-VII
1_20191009 (MFD R{KICREI4E) | C7773/C6673/C5573/Cuu73/
C3373/C2273,
DocuCentre-VII
C7773/C6673/C5573/C4473/
C3373/C2273 tFa )T ¥ EEwH
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BHAFR
ME8351E2-2 DVD N® PDF 774JL | h—VIft% ApeosPort-VII
(MFD R{KICEIHR) | C7773/C6673/C5573/C4473/
C3373/C3372/C2273,

DocuCentre-VII
C7773/C6673/C5573/C4473/

C3373/C3372/C2273
User Guide

ME8390E2- DVD M PDF 774JL | h—YIEEiE ApeosPort-VII

1_20191009 (MFD A&{KICE4E) | C7773/C6673/C5573/Ca473/
C3373/C3372/C2273,

DocuCentre-VII
C7773/C6673/C5573/C4473/
C3373/C3372/C2273 Security
Function Supplementary Guide
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#4& E3E (Conformance Claim)

2.1. CC#E&E5E (CC Conformance Claim)
A ST BLU TOE O CCEAEEIL. LLTOEBNTHD.
STETOE W@EEZEERTS CCHIN—J3av:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

2.2. PP EIR./)\Wr—IE5R (PP claim, Package Claim)
2.2.1. PP E35k (PP Claim)
A ST (&, FEE HCD-PP ADEL B EEEET B,
R4 kL. Protection Profile for Hardcopy Devices

JN—33Y: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\vo—UEER (Package Claim)
A STHIUTOE &, /Wy —IU@EZERLEL,

2.2.3. EEIEH (Conformance Rational)
AR STHLUTOE (&, PP HERTIEHZHELTLVD,

PP AAERTBILUTDEHEHZ L. PP DEREDIExact Conformance | ThHd . ZNTzth. TOE &
Al PPE—E LTS,

e Required Uses

Printing, Scanning, Copying, Network communications, Administration
e Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
e Optional Uses

Image Overwrite
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3. TFi1UT1ERETEZ (Security Problem Definition)
ARETI}., BB HBOTT1)T4 A8, AHREHICOVWTEER T B,
3.1. &R (Threats)
3.1.1. TOE &P (Assets Protected by TOE)
K TOE HMRETIEERLLTOESNTHS,

Table 5 Assets for User Data

Designation User Data type Definition

D.USER.DOC User Document Data Information contained in a User’s

Document, in electronic or hardcopy form

D.USER.JOB User Job Data Information related to a User’s Document
or Document Processing Job

Table 6 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a User

who is neither the data owner nor in an

Administrator role might affect the
security of the TOE, but for which
disclosure is acceptable

D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure or
alteration by a User who is neither the

data owner nor in an Administrator role
might affect the security of the TOE

3.1.2. ER (Threats)
A TOE [CxtT 5 E %, Table 7 [CEER T B,

Table 7 Threats
Designation Definition
T.UNAUTHORIZED_ACCES | An attacker may access (read, modify, or delete) User
S Document Data or change (modify or delete) User Job Data in
the TOE through one of the TOE’s interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE
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is permitted to operate.

T.UNAUTHORIZED_UPDA
TE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3.2.

HEDtF1UT158t (Organizational Security Policies)
AR TOE WIE=F LIz (InIE o EBO 1T A 8% Table 8 (CEE T 3,
Table 8 Organizational Security Policies
Designation Definition
P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
P.AUDIT Security-relevant activities must be audited and the log of such

actions must be protected and transmitted to an External IT
Entity.

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the
LAN.

P.STORAGE_ENCRYPTION
(conditionally mandatory)

If the TOE stores User Document Data or Confidential TSF
Data on Field-Replaceable Nonvolatile Storage Devices, it will
encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any other values
that contribute to the creation of encryption keys for Field-

mandatory) Replaceable Nonvolatile Storage of User Document Data or
Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure

(conditionally mandatory)

separation between the PSTN fax line and the LAN.

P.IMAGE_OVERWRITE
(optional)

Upon completion or cancellation of a Document Processing
job, the TOE shall overwrite residual image data from its Field-
Replaceable Nonvolatile Storage Devices.

3. 3.

HIEE S (Assumptions)

A TOE OENE. ER. BLUFRICEAT SHTIRE M Z. Table 9 (SRR T B,
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Table 9 Assumptions

Designation Definition
A PHYSICAL Physical security, commensurate with the value of the TOE and
the data it stores or processes, is assumed to be provided by
the environment.
ANETWORK The Operational Environment is assumed to protect the TOE

from direct, public access to its LAN interface.

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE
according to site security policies.

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site

security policies.
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X171 x KA E (Security Objectives)

AETE ERAREOEXIUTA R R A EHICOVTERRT S,
ERRBEOCF1)T K5 % Table 10 (CEERT B,

Table 10 ERABREOLF1 )T/ E A&

Designation Definition
OE.PHYSICAL_PROTECTIO | The Operational Environment shall provide physical security,
N commensurate with the value of the TOE and the data it stores

Oor processes.

OE.NETWORK_PROTECTIO | The Operational Environment shall provide network security to

N protect the TOE from direct, public access to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will not
use their privileges for malicious purposes.
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware of

site security policies and have the competence to use
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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YEEEIVIR—2 Y FEZE (Extended Components Definition)
COEDIRIRIVIR—RY ME HCD-PP TERSNELDTHD,
5.1. HhiREAEEEHTER
5.1.1. Class FAU: Security Audit
FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:

FAU_STG_EXT.1 Extended: External Audit Trail Storage interfaces 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity
which relies on a non-TOE audit server for storage and review of audit records. The storage of
these audit records and the ability to allow the administrator to review these audit records is
provided by the Operational Environment in that case. The Common Criteria does not provide a
suitable SFR for the transmission of audit data to an External IT Entity.
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This extended component protects the audit records, and it is therefore placed in the FAU
class with a single component.

5.1.2. ClassFCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction

Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no
longer needed are destroyed by using an approved method, and the Common Criteria does not
provide a suitable SFR for the Cryptographic Key Material Destruction.
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This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be

implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1
Destruction interfaces

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
HTTPS is one of the secure communication protocols, and the Common Criteria does not

provide a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.
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FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to

ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and specifies the
characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining, FCS_COP.1(i)
Cryptographic operation (Key Transport), FCS_KDF_EXT.1
Cryptographic Operation (Key Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a suitable SFR for
the management of multiple layers of encryption key to protect encrypted data.
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This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in

accordance with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of software-based sources]
software-based noise source(s), [assignment: number of hardware-based sources] hardware-
based noise source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least
equal to the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the
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Common Criteria does not provide a suitable SFR for the random bit generation.
This extended component ensures the strength of encryption keys, and it is therefore placed in
the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect data between

a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e  Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:

TLS 1.0 (RFC 2246), TLS 1.7 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following

ciphersuites:
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Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection

FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1
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FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in
order to avoid storing these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data

Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is
separately CC certified to conform to the FDE EE cPP] such that any Field- Replaceable
Nonvolatile Storage Device contains no plaintext User Document Data and no plaintext
confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class

with a single component.

FDP_FXS_EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to

which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1
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FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network
bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria
does not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to

ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
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The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

Passwords shall be able to be composed of any combination of upper and lower case letters,
numbers, and the following special characters: [selection: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“,
“)”, [assignment: other characters]];

Minimum password length shall be settable by an Administrator, and have the capability to
require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when

written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that
no plaintext key or key materials are written to nonvolatile storage.
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Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified
by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any such
plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as

cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is

-27 - Copyright® 2019 by Fuiji Xerox Co., Ltd



Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 F¥1U714—T v F

included in the PP/ST:
e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-
shared Key, and it is therefore placed in the FPT class with a single component.

FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in
order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.

Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
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to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.
This extended component protects the TOE, and it is therefore placed in the FPT class with a

single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the

TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT _TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: published hash, no other functions]
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prior to installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for

importing TSF Data.
This extended component protects the TOE, and it is therefore placed in the FPT class with a

single component.
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tHIUT1HEEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.T  Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 11, [assignment: no
other auditable events].

FAU _GEN.1.2 The TSF shall record within each audit record at least the
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following information:

a) Date and time of the event, type of event, subject identity (if
applicable), and the outcome (success or failure) of the event;
and

b) For each audit event type, based on the auditable event
definitions of the functional components included in the
PP/ST, additional information specified in Table 11,

[assignment: no other relevant information].

Table 11 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users that FMT_SMR.1 None

are part of a role

Changes to the time FPT_STM.A None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2 User identity association

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FAU_GEN.1  Audit data generation

FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the
TSF shall be able to associate each auditable event with the
identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage
(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1  Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
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FAU_STG_EXT.1.1

The TSF shall be able to transmit the generated audit data to an

External IT Entity using a trusted channel according to
FTP_ITCA.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

FCS_CKM.1(b)

Hierarchical to:
Dependencies:

Cryptographic Key Generation (for asymmetric keys)

(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric cryptographic
keys used for key establishment in accordance with
[selection:

* NIST Special Publication 800-56A, “Recommendation for Pair-
Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography” for finite field-based key establishment
schemes;

- NIST Special Publication 800-56A, “Recommendation for Pair-
Wise Key Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key establishment
schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521 ] (as defined in FIPS PUB
186-4, “Digital Signature Standard”)

- NIST Special Publication 800-56B, “Recommendation for
Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment
schemes

1 and specified cryptographic key sizes equivalent to, or
greater than, a symmetric key strength of 112 bits.

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

No other components.
[FCS_COP.1(a) Cryptographic Operation (Symmetric
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FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

FCS_CKM.4.1

encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping), or

FCS_COP.1(f) Cryptographic operation (Key Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic
keys using a Random Bit Generator as specified in
FCS_RBG_EXT.1 and specified cryptographic key sizes
[selection: 128 bit, 256 bit] that meet the following: No
Standard.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION,
O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys in
accordance with a specified cryptographic key destruction
method [selection:

For volatile memory, the destruction shall be executed by
[selection: powering off a device

11

For nonvolatile storage, the destruction shall be executed by a
[selection: single ] overwrite of key data
storage location consisting of [selection: a pseudo random
pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1)

], followed by a [selection: nonel.
If read-verification of the overwritten data fails, the process
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FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

shall be repeated again;

] that meets the following: [selection: no
standard].

Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION,
0.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and decryption
in accordance with a specified cryptographic algorithm AES
operating in [assignment: CBC, GCM] and cryptographic key
sizes 128-bits and 256-bits that meets the following:

FIPS PUB 197, “Advanced Encryption Standard (AES)”

[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
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FCS_COP.1.1(b1)

FCS_COP.1(b2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b2)

Destruction

Refinement: The TSF shall perform cryptographic signature
services in accordance with a [selection:

-Digital Signature Algorithm (DSA) with key sizes (modulus) of
[assignment: 2048 bits or greater],

RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)
of [assignment: 2048 bits ]

-Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes
of [assignment: 256 bits or greater]]

that meets the following [selection:

Case: Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”

Case: RSA Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm FIPS PUB 186-4,
“Digital Signature Standard”

The TSF shall implement “NIST curves” P-256, P384 and
[selection: P521, no other curves] (as defined in FIPS PUB 186-
4, “Digital Signature Standard”).

Cryptographic Operation (for signature generation/verification)
(for 0.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic signature
services in accordance with a [selection:

-Digital Signature Algorithm (DSA) with key sizes (modulus) of
[assignment: 2048 bits or greater],

RSA Digital Signature Algorithm (rDSA) with key sizes (modulus)
of [assignment: 2048 bits, 3072 bits], or

-Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes
of [assignment: 256 bits, 384bits, 521bits]]

that meets the following [selection:

Case: Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”
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FCS_COP.1(c1)

Hierarchical to:

Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:
Dependencies:

FCS_COP.1.1(d)

Case: RSA Digital Signature Algorithm FIPS PUB 186-4, “Digital
Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm FIPS PUB 186-4,
“Digital Signature Standard”

The TSF shall implement “NIST curves” P-256, P384 and
[selection: P521 ] (as defined in FIPS PUB 186-
4, “Digital Signature Standard”).

1.

Cryptographic operation (Hash Algorithm)
(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic hashing
services in accordance with [selection: SHA-256
] that meet the following: [ISO/IEC 10118-
3:2004].

Cryptographic operation (Hash Algorithm)
(for 0.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic hashing
services in accordance with [selection: SHA-1, SHA-256, SHA-
384 ] that meet the following: [ISO/IEC 10118-
3:2004].

Cryptographic operation (AES Data Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and decryption in
accordance with a specified cryptographic algorithm AES used
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FCS_COP.1(f)

Hierarchical to:

Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(q)

Hierarchical to:
Dependencies:

FCS_COP.1.1(qg)

FCS_HTTPS_EXT.1

in [selection: CBC 1 mode and cryptographic key
sizes [selection: 256 bits] that meet the following:
AES as specified in ISO/IEC 18033-3, [selection: CBC as
specified in ISO/IEC 10116,

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption and
decryption in accordance with a specified cryptographic
algorithm AES used in [[selection: CBC ] mode] and
cryptographic key sizes [selection: 256 bits] that
meet the following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash message
authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash message
authentication in accordance with a specified cryptographic
algorithm HMAC-[selection: SHA-1, SHA-256, SHA-
384 1, key size [assignment: 160, 256, 384], and
message digest sizes [selection: 160, 256,384 ] bits
that meet the following: FIPS PUB 198-1, "The Keyed-Hash
Message Authentication Code, and FIPS PUB 180-3, “Secure
Hash Standard.”

HTTPS selected
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(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS_EXT.1 Extended: TLS selected

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with
RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in

FCS_TLS_EXT.1.

FCS_KYC_EXT.1 Key Chaining
(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping), or
FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key Encryption), or
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection:
intermediate keys originating
from one or more submask(s) to the BEV or DEK using the
following method(s): [selection:

key encryption as specified in FCS_COP.1(f),

11 while maintaining an effective strength of
[selection: 256 bits].

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and 0.COMMS_PROTECTION)

Hierarchical to: No other components.
Dependencies: No dependencies.
FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation

services in accordance with [selection:
NIST SP 800-90A] using [selection:
CTR_DRBG (AES)].
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

The deterministic RBG shall be seeded by at least one entropy
source that accumulates entropy from [selection:
[assignment: 7] software-based noise source(s)

] with a minimum of [selection: 256 bits] of
entropy at least equal to the greatest security strength,
according to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will
generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

The TSF shall implement one or more of the following protocols
[selection: TLS 1.2
(RFC 5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:
None
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
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TLS_DHE_RSA_WITH_AES_128_CBC_SHA256
TLS_DHE_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

I

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

FDP_ACF.1.1

FDP_ACF.1.2

Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data Access Control
SFP on subjects, objects, and operations among subjects and
objects specified in Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1  Subset access control
FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data Access
Control SFP to objects based on the following: subjects,
objects, and attributes specified in Table 12 and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects and
controlled objects is allowed: rules governing access among

-41 - Copyright® 2019 by Fuiji Xerox Co., Ltd



Fuji Xerox VII C7773/C6673/C5573/C4473/C3373/C3372/C2273 F¥1U714—T v F

controlled subjects and controlled objects using controlled
operations on controlled objects specified in Table 12 and
Table 13.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional rules:
[assignment: none].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to
objects based on the following additional rules: [assignment:_
nonel.

Table 12 D.USER.DOC Access Control SFP

"Create” "Read” "Modify" "Delete”
Submita View image or | Modify Delete
Operation: document to be | Release stored stored
Print printed printed output | document document
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied Denied denied
Unauthenticated | denied denied denied denied
Scan Submita . Modify Delete
View scanned
Operation: document for . stored stored
. Image . .
scanning image image
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Copy View scanned
Submit a image or Modify Delete
Operation: document for Release stored stored
copying printed copy image image
output
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Fax send Submit a . Modify Delete
. View scanned
Operation: document to . stored stored
image . .
send as a fax image image
Job owner (note 2) denied
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U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticated | Denied denied denied denied
Fax receive View fax
. . Delete
. image or Modify ]
. Receive a fax . image of
Operation: ] Release image of ”
and store it . ~ received
printed fax received fax
fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticated | (note 4) denied denied denied
Storage / . Modify Delete
. Retrieve stored
Retrieval Operation: Store document stored stored
document
document document
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Table 13 D.USER.JOB Access Control SFP
"Create” * “Read” "Modify" "Delete”
. o View print Modify print | Cancel
Operation: Create print job . o
queue/log job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticated | denied denied denied denied
Scan . . View scan Modify scan | Cancel scan
Operation: Create scan job . .
status/log job job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated | Denied denied denied denied
Copy . . View copy Modify copy | Cancel copy
Operation: Create copy job . .
status/log job job
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied
Unauthenticated | Denied denied denied denied
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Fax send . Create fax send View fax job | Modify fax Cancel fax
Operation: . ; .
job status/log send job send job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated | Denied denied denied denied
Fax receive View fax
. Create fax receive . fe Modify fax Cancel fax
Operation: . receive T o
job receive job receive job
status/log
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated | (note 4) denied denied denied
Storage / . Cancel
. . Modify
Retrieval . Create storage / View storage storage /
Operation: . . . storage / .
retrieval job / retrieval log . . retrieval
retrieval job |
job
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticated | denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the
process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,
copy, fax send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by configuration. Ownership of received faxes is
assigned to a specific user.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the
TOE.

Note 5: Key Operator can operate the DOC/JOB of all users, while SA can operate the DOC/JOB
of his/her own only.

FDP_DSK_EXTA1 Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

Dependencies:
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6.2.4.

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Hierarchical to:

Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:

Dependencies:

FDP_RIP.1.1(a)

The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable
Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP], such that any Field- Replaceable
Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.

Subset residual information protection
(for 0.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous information
content of a resource is made unavailable by overwriting data
upon the deallocation of the resource from the following
objects: D.USER.DOC.

Class FIA: Identification and Authentication

FIA_AFLA1

Hierarchical to:
Dependencies:

FIA_AFL.1.1

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1  Timing of authentication

The TSF shall detect when [selection: [assignment:_5]

] unsuccessful authentication
attempts occur related to [assignment: User authentication
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FIA_AFL.1.2

FIA_ATD.1

Hierarchical to:
Dependencies:

FIA_ATD.11

FIA_PMG_EXTA

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:
Dependencies:

FIA_UAU.1.1

(with local authentication)].

When the defined number of unsuccessful authentication
attempts has been [selection: met ], the TSF shall
[assignment: Identification and authentication of relevant user
is inhibited until TOE is cycled.].

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.
No dependencies.

The TSF shall maintain the following list of security attributes
belonging to individual users: [assignment: User Identifier,

User Rolel.

Password Management
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination
of upper and lower case letters, numbers, and the following
special characters: [selection: “I”, “@”, “#”, “$”, “%”, “*”, “&”,

“k ” Uy K1 a+” “ o« « “/n “,»
2 2 -

L “(“, “)”, [assignment: ” (space)”, “”,

“,» tt<n “_» u>n “yn u/'u tt¥n tt]n “ oy sy u{u uln u}n “« n] .
P} = 2 - 2 2 2 2 2 2 2 2 ’

Minimum password length shall be settable by an
Administrator, and have the capability to require
passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.
FIA_UID.1  Timing of identification

Refinement: The TSF shall allow [assignment: storing the fax
data received from public telephone line] on behalf of the user
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FIA_UAU.1.2

FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated
before allowing any other TSF-mediated actions on behalf of
that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1  Timing of authentication

The TSF shall provide only [assignment: Web UI: @, Local UI:
asterisks] to the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing the fax
data received from public telephone line] on behalf of the user

to be performed before the user is identified.

The TSF shall require each user to be successfully identified
before allowing any other TSF-mediated actions on behalf of
that user.

User-subject binding
(for O.USER_I&A)
No other components.
FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes
with subjects acting on the behalf of that user: [assignment:
User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects acting on
the behalf of users: [assignment:_nonel].
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FIA_USB.1.3 The TSF shall enforce the following rules governing changes to
the user security attributes associated with subjects acting on
the behalf of users: [assignment: nonel].

6.2.5. Class FMT: Security Management

FMT_MOF.1 Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FMT_SMR.1  Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [selection:
disable, enable, modify the
behaviour of] the functions [assignment: List of security
functions in Table 14] to U.ADMIN.

Table 14 List of Security Functions

Function Operation

User Authentication enable, disable
Auditing enable, disable

Trusted communications enable, disable, modify

the behavior

Storage Data Encryption enable, disable
Hard Disk Data cleaning enable, disable, modify
the behavior
Firmware update enable, disable
Self Test enable, disable
FMT_MSAA1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACC.1  Subset access control
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access
Control SFP to restrict the ability to [selection:
query, modify, delete, [assignment: creation]]
the security attributes [assignment: the security attributes
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listed in Table 15] to [assignment: the roles listed in Table 15].

Table 15 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator case) modify Key Operator

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case) query, modify U.ADMIN

FMT_MSA3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

Static attribute initialization
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1T Management of security attributes
FMT_SMR.1  Security roles

Refinement: The TSF shall enforce the User Data Access
Control SFP to provide [selection, choose one of: restrictive
] default values for security
attributes that are used to enforce the SFP.

Refinement: The TSF shall allow the [selection: no
role] to specify alternative initial values to override the default

values when an object or information is created.

Management of TSF data
(for 0.ACCESS CONTROL)

No other components.
FMT_SMR.1  Security roles
FMT_SMF.1  Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the
specified operations on the specified TSF Data to the roles
specified in Table 16.
Table 16 Management of TSF Data
Data ‘ Operation ‘ Authorised Role(s)

U.NORMAL.

TSF Data owned by UINORMAL or associated with documents or jobs owned by

U.NORMAL Password

| modify | UADMIN, the
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owning
U.NORMAL.
TSF Data not owned by a UINORMAL
Key operator Password modify U.Admin (Key
Operator)
SA Password modify U.ADMIN
Data on use of password entered from | query, modify U.ADMIN
MFD control panel in user
authentication
Data on minimum user password query, modify U.ADMIN
length
Data on Store Print query, modify U.ADMIN
Data on Access denial due to query, modify U.ADMIN
authentication failure
Data on Customer Engineer Operation | query, modify U.ADMIN
Restriction
Data on date and time query, modify U.ADMIN
Data on Autoclear query, modify U.ADMIN
Data on Report Print query, modify U.ADMIN
Software, firmware, and related configuration data
Controller ROM, modify U.ADMIN
Fax ROM
FMT_SMF.1 Specification of Management Functions
(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and
O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following
management functions: [assignment: Security Management
Functions listed in Table 17].
Table 17 Security Management Functions
Management Functions Operation
Registration of UNORMAL /SA query, modify, delete
creation
Data on User Authentication query, modify
Key operator identifier modify
Key operator Password modify
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6. 2. 6.

Data on use of password entered from MFD
control panel in user authentication

query, modify

Data on Store Print

query, modify

Data on Trusted communications query, modify
Data on date and time query, modify
Data on Auditing query, modify
Data on Storage Data Encryption query, modify
Data on Hard Disk Data Cleaning query, modify
Data on Customer Engineer Operation query, modify
Restriction

Data on Self Test query, modify
Data on Access denial due to authentication | query, modify
failure

Data on minimum user password length query, modify
Data on Autoclear query, modify
Data on Firmware update query, modify
Data on Report Print query, modify
Controller ROM, Fax ROM modify

FMT_SMR.1

Hierarchical to:
Dependencies:

FMT_SMR.1.1

FMT_SMR.1.2

Class FPT:

FPT_KYP_EXT.1

Hierarchical to:
Dependencies:

FPT_KYP_EXT.1.1

Security roles
(for O.ACCESS_CONTROL, 0.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator), UUNORMAL.

The TSF shall be able to associate users with roles.

Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that are part
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FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:

Dependencies:

FPT_STM.1.1

FPT_TST_EXT.1

Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

of the keychain specified by FCS_KYC_EXT.1 in any Field-
Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys, symmetric
keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial start-up (and
power on) to demonstrate the correct operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.
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FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:

Dependencies:

FTA_SSL.3.1

The TSF shall provide a means to verify firmware/software

updates to the TOE using a digital signature mechanism and
[selection: no other functions] prior to
installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:

Auto clear time for the control panel: 10 ~ 900 seconds

Login timeout for the Web UI: 6 ~ 240minutes

There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITCA

Hierarchical to:
Dependencies:

FTP_ITC1.1

FTP_ITC.1.2

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or FCS_TLS_EXT.1
Extended: TLS selected, or FCS_SSH_EXT.1 Extended: SSH
selected, or FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection: TLS,
TLS/HTTPS] to provide a trusted communication channel
between itself and authorized IT entities supporting the
following capabilities: [selection:

[assignment: Audit Log Server, Mail Server]] that is logically

distinct from other communication channels and provides
assured identification of its end points and protection of the
channel data from disclosure and detection of modification of
the channel data.

Refinement: The TSF shall permit the TSF, or the authorized IT
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FTP_ITC1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:

Dependencies:

FTP_TRP.1.1(b)

entities, to initiate communication via the trusted channel

Refinement: The TSF shall initiate communication via the
trusted channel for [assignment:_mail service, and audit

transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or FCS_TLS_EXT.1
Extended: TLS selected, or FCS_SSH_EXT.1 Extended: SSH
selected, or

FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at least one
of: TLS/HTTPS] to provide a trusted
communication path between itself and remote
administrators that is logically distinct from other
communication paths and provides assured identification of
its end points and protection of the communicated data from
disclosure and detection of modification of the
communicated data.

Refinement: The TSF shall permit remote administrators to
initiate communication via the trusted path

Refinement: The TSF shall require the use of the trusted path for
initial administrator authentication and all remote
administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or FCS_TLS_EXT.1
Extended: TLS selected, or FCS_SSH_EXT.1 Extended: SSH
selected, or FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at least one

of: TLS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is
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logically distinct from other communication paths and
provides assured identification of its end points and protection
of the communicated data from disclosure and detection of
modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [selection: the TSF, remote
users] to initiate communication via the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for
initial user authentication and all remote user actions.

6.3. TFIUT(RIEEH (Security Assurance Requirements)
Table 18 [CEF 1) TAREIEHEELR TS,
Table 18 THaUT/RIIEH

Assurance Class Assurance Assurance Components
Components Description
ASE_CCLA1 Conformance claims
ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
Security Target Evaluation | ASE_OBJ.1 Security objectives for the
operational environment
ASE_REQA1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance Documents AGD_OPEA1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMCA Labelling of the TOE
ALC_CMS1 TOE CM coverage
Tests Independent testing —
ATE_IND.1
Conformance
Vulnerability assessment AVA_VAN.1 Vulnerability survey

NoDEFIVTARIIBHEEIRT IR, ZDBOCFIVFAR-AFI VD HEEDEES
NBZBLUANINCETNTINVSCE, TOE [CHITHDERRENTF1UT4HE RSN THND. HhD TOE
HEDMEICRE TWREERINTIVBIETHD,
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PHIVT1EHIERHL (Security Requirement Rationale)

IKTEMEDIREE (Dependencies of Security Functional Requirements)

TFIVTHREGMREFLTVSHEES . SLPRTFEAREE B LGRS, RTFER

WEESNBCTHREN G LMRBLE . Table 19 (CEET B,

Table 19 1T HREEHIVIR—R Y DKM

BEEEHIVR—2RV

REEORREZEHIVR—2V b

kEEEHEELTCY | BRME
BEUHBIUEHAT PP THESN TS EH VB 7.0 IE 4

FAU_GEN.1 FPT_STM.1 oK
BEETAER
FAU_GEN.2 FAU_GEN.1 OK
FIFAEHAEROREEST FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 OK
Yi5R : 41 ERBE AL B4R HR FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fiz(& OK
B BEAE R GGEXFREEA) FCS_COP.1(i)]

FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a) Ffl OK
BSR4 IAEER) FCS_COP.1(d) &I

FCS_COP.1(e) izl

FCS_COP.1(f) kI3

FCS_COP.1(g) FkI&

FCS_COP.1(h)]

FCS_CKM_EXT.4

FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) oK
BB EE F7z(3 FCS_CKM.1(b)]
FCS_CKM_EXT.4 [FCS_CKM.1(a) F=(& oK
YL5R : BE S ST DR EE FCS_CKM.1(b)]

FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) oK
EESRECHFR RS S{b. /18 | FCS_CKM_EXT.4
=)
FCS_COP.1(b) FCS_CKM.1(a) OK
B IRIE(EBRER &AL FCS_CKM_EXT.4
FCS_COP.1(c) BL oK
EEREN\YYATIVTIVZL)
FCS_COP.1(d) CS_CKM.1(b) oK

5181 (AES T—RIES 1L/

FCS_CKM_EXT.4
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BEEEHIVR—2RV T

REEORREEHIVR—2V b

kEEEHELTCY | BRME
BEUHBIUEHAT PP THESN TS EH B NE 20 IE 4
&'5)
FCS_COP.1(f) CS_CKM.1(b) oK
B IRE (RS 1E) FCS_CKM_EXT.4
FCS_COP.1(qg) CS_CKM.1(b) OK
EEIREERE )\ YarvtE—Y | FCS_CKM_EXT.4

B9
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 OK
Y5k  FEIRSN T HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) F=(& OK
ek - BBFIAY FCS_SMC_EXT.1 Fk(Z

FCS_COP.1(i) k(&

FCS_KDF_EXT.1

BV &

FCS_COP.1(f)]
FCS_RBG_EXT.1 L
YLk - RS SR (BLEEY M ERLD)
FCS_TLS_EXT.1 FCS_CKM.1(a) OK
YR EIRSNE TLS FCS_COP.1(a)

FCS_COP.1(b)

FCS_COP.1(c)

FCS_COP.1(qg)

FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 OK
BTy b 7Ot A%
FDP_ACF.1 FDP_ACC.1 OK
tXIUT1BIEICEB 7O A FMT_MSA.3
il
FDP_DSK_EXT.1 FCS_COP.1(d) OK
ek TAAD EDT—RIRE
FDP_FXS_EXT.1 L
YLaR: TP A5 B
FDP_RIP.1(a) L
By NRTFIERIRE
FIA_AFL.1 FIA_UAU.1 OK
FRAE K B BF DEX DR LY
FIA_ATD.1 BL
FAEEMER
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BEEEHIVR—2RV T

REEORREEHIVR—2V b

kEHEHRLTCY | TEHE
BEUHBIUEHAT PP THESN TS EH BNBEZOE L

FIA_PMG_EXT.1 BL
sk \AD— RFEE
FIA_UAU.1 FIA_UID.1 OK
EHIOF E VD)
FIA_UAU.7 FIA_UAU.1 OK
RESNLT1—FNNWD
FIA_UID.1 L
AR
FIA_USB.1 FIA_ATD.1 OK
MAZE-YITIIOMES
FMT_MOF.1 FMT_SMF.1 OK
X IUTHEBEDSDEVDEE | FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 OK
TXIVTABHDERE FMT_SMF.1

FMT_SMR.1
FMT_MSA.3 FMT_MSA.1 OK
FHIE ML FMT_SMR.1
FMT_MTD.1 FMT_SMF.1 OK
TSF T—ANEE FMT_SMR.1
FMT_SMF.1 BL
EEEREDTE
FMT_SMR.1 FIA_UID.1 OK
t¥a)T1&El
FPT_KYP_EXT.1 L
Lok R UBHMEOGRE
FPT_SKP_EXT.1 L
YL5R:TSF F—ADR#E
FPT_STM.1 U
SEBEAMLARVT
FPT_TST_EXT.1 BL
PisE: TSF TA+
FPT_TUD_EXT.1 FCS_COP.1(b) OK
Posk: SEREYYIT—h FCS_COP.1(c)
FTA_SSL.3 L
TSF REENCLBHET
FTP_ITCA [FCS_IPSEC_EXT.1. OK
TSF IS ERETFvRIL F7=(& FCS_TLS_EXT.1,

F7zId FCS_SSH_EXT.1,
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BEEEHIVR—2RV T

REEORREEHIVR—2V b

=IERACGEEEER)

F7=1% FCS_TLS_EXTA.
F7=1% FCS_SSH_EXT.1.
F7=1% FCS_HTTPS_EXT.1]

KEEEBRELTCY | TR
BEHBIUEHAW PP THRESNTLIEH B EZOIE 2

F7zl3 FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. oK
=SEEN\A(EEER) F7=(& FCS_TLS_EXT.1.

#7213 FCS_SSH_EXT.1,

F7zlF FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1, oK

6.4.2. FaVTAREEEHIERL (Security Assurance Requirements Rationale)

NoDEFI)THRIEZEHERIRTZENE . ZR/DROEFIVTAR-AFI VDB HBEEFEDEES
NEBELANIZET VTV CE, TOE (EHITHERRENLF 1T HEFEIN TSN, HhD TOE
BEDMEEICRE2TWVSEERINTS_ETHD, PP DHoPBIECAICHBIRIE7ZIT(ET11EE
FA)TARAEEHEERTIHNAMELGEARFEIC OV TOREDHA AV ARIRIE T 57202 FE A

SNTL%,
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TOE E#9{E#& (TOE Summary Specification)
ARETIE, TOE MR T I EF 1) T HBEDER T HRICOWVTEE R T B,
1.1. TF*a1Y71#888 (Security Functions)

Table 20 (C TOE 1T #ReE LX) T HRREH DR LETT .
AHTEHIATS TOE tFX1UTAHAER 6.1 EICFERESNZ CF1UTAEEEBEHEBLTLOTH
3o

Table 20 TOE THa)T18ae X1 UT B BEE O XI L BR R
41T EE

=]

=]

f

PSTN 77D -2y b =D D53 B

X1 EE
AN
T—REES1
FEE 1
T—RHE

71 At

SFRs E
FAU_GEN.1
FAU_GEN.2
FAU_STG_EXT.1
FCS_CKM.1(a)
FCS_CKM.1(b)
FCS_CKM.4
FCS_CKM_EXT.4
FCS_COP.1(a)
FCS_COP.1(b1)
FCS_COP.1(b2)
FCS_COP.1(c1)
FCS_COP.1(c2)
FCS_COP.1(d)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_HTTPS_EXTA v
FCS_KYC_EXT1

=
=

SRR EFITEE

AT NI NS N N N AN N AN AN N

<
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t¥a1UT18kE

=3
it A

PSTN 77D A-%y b —DRE D5y

4Ll
TXI)T1EE
70t Al
CFI)TIERE
I3
TAHE

SFRs

i
S |[TARES1E

FCS_RBG_EXT.1

FCS_TLS_EXT.1 v

<\

FDP_ACC.1

FDP_ACF.1 v

FDP_DSK_EXT.1 v
FDP_FXS_EXT.1 v

FDP_RIP.1(a) v

FIA_AFLA

FIA_ATDA

FIA_PMG_EXT.1
FIA_UAU.1

FIA_UAU.7
FIA_UID.

ST NN X

FIA_USB.1

FMT_MOF.1

FMT_MSA1

FMT_MSA.3
FMT_MTD.1

FMT_SMF.1

NNANENENENEN
<

FMT_SMR:1

FPT_KYP_EXT.1 v

\

FPT_SKP_EXT.1
FPT_STM.1 v
FPT_TST_EXT.1
FPT_TUD_EXT.1 v
FTA_SSL.3 v

<
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EFa1)T 8k
S
R
S
i
T
o
L
oD
Ka B x
W og | @ | g | 2w | X
[]11T-3 ||\: -JT‘E ||\: .’{'\6 ﬂlf' [’E! ~ 'Hq
- v [ v C
[~ o ~< o Hmy o [y n Bas
= e | B4 |m| Y m| 27
S8 # | o | K| D | |k || L | ik
FTP_ITC.1 v
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. RIEEEE

A EREIHERE(L . SFRI SN E ORI AT FIC MFD OHRERE AT 2HEREHTBRRHIC,
BRIV, RIRFEDS47V MO CWIS, T)VE— R4 N—hb1—5—ID £1—H -1\ 27— FZ A
NSBTHANREL T 28T HD,

MFD [CEHFSN TV FIRAEFEREFEALT. BAIERZ1T,

(1) FIA_AFL.1 Authentication failure handling (523 %k BRBFDERDRLY)
TOE [IFIAED TOE APDLATBHIIC, FIAE DRI EITON ., BB TR DFREE R R IS
PEREZIRELTLVS,
FABDORAFZERLICHTIRAMRMERE L, PILAEB R TERESNTLVS 5 BDEST
KRISETIE, ZEFAEOHAEREEICAALTIE. TOE DERVIM/EIR AT TR (FF117E<
3%,

(2) FIA_ATD.1 User attribute definition F|FA&EEMEEZ

FIA_USB.1 User-subject binding F|IE#&E-H7TJ1H MEE

TOE FFIAFECH LT, 1—H—ID tZRENZEMHELTER L. ENLZHAIFRILLIZFI A& (Cxt
LCEMET3,

(3) FIA_PMG_EXT.1 Password Management /20— &
TOE [CHEWT. MEEED) AT — FEER., FLRAAZLENF AEEZRKR-EEEOD/IAD
— I LTOXFOHMAEDETERTEIENTES,
NAT—RICHEE AT BER XX
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PIWITPRYPDRILFENXF . BF . RURDFFHRXF
(“I” “@”, M#”, “$”, “ (y ” “/\”, M&”, “*”, “(“, “)” ” (Space)” 112332 “7”, “+”, “’”, “ (13 “/97 @, 77,

({2 B {PS ER T P A { TGS A 13 Yr AN 1T iR V22N 13 RS A 1 P AN 1Y g {13 LA 13 Te A (s
P R e S VYLD

ir IATLEBEIRVIIAD-FEE 0~63 XFOEHBETHEETIENTES,
TOE (FCDE’REICED 15 XFL LICRETZENTED,

(4) FIA_UAU.1 Timing of authentication EREEDAMIVY . FIA_UID.1 Timing of identification
AR

TOE FFIFAEZEDHEAEREEAXELT, KRR AKX EHR— 1T B,
HEAIEREIEERENDM VATI—AICE, BIENRIL. FIBEDSA47Y bD Web T304, T4
—RFIMN-EEBY-N\D 4 FEENHD,
BENRIL. FIAE D170 bD Web T30 Tld, MFD #8EDIREZEFRI T BAIIC. ID &SR
D—FEAASET. AKSNE ID E/SAT—RHY, TOE [CE RSN TV S AEFHRE—EHTSC
EERREET B,
BEEY—NTR. VATLEEEO ID &)\AD— Fziik Uiz PowerShell A0V T badhoh Uh#E
L. BEEY— )\ L TZD PowerShell 207 23179 3%, PowerShell A7 eEITTSHEIC
&0, BEEH—)\h\5 TOE IC https 7AORILET ID &/SAD— FHEIESN., TOE (332{E L7 ID
ENAD— RICETEHBAERIZEITIT 5o
Fre D47V PCHoDTIY M TF—=RICf5END ID ENAT—RICENETR TV MFDH AR
iIE?‘J"ﬁ#’)ﬂéo
FREE(FIA_UAU.1)EERI(FIA_UID.1) (& RIBFICEITSN . BRI - ERFE O A D T LB DA 12
1’E73‘.:¢‘I‘c“ﬂ%>
AREIENHD FAX DZ{EICDOVTIE. TOE (&, AR ETI(C. FAX T—3%2{ET 3,

(5) FIA_UAU.7 Protected authentication feedback {RESNZFREET1— K/\wD
TOE (31— —FRBEERFIC. NAT— RERITLHIC. NAT—RELTAASNEXFHERBADIEL
XEFCE)EARENRIL® Web T5OHICRTT2HEERIRIE TS,
“E: BENINRIVTIE 7 * (asterisk)”, Web 50 TIE "@ (bullet)” #F&RTRT 3,

(6) FTA_SSL.3 TSF-initiated termination TSF #2BICL3#&T
TOE (& Web F55hb CWIS [C—EBE(6~240 D THREREE)DT7HEANE NG A ZOY
AV(EREEEY YA 2D )P VBRI EEKR T D,
FBRENRIDO—ERRE(10~900 R TEREARE)DRENEIMEEF., BIENRIVOETE
HROU7EN R EEARD.
TVOB—=RIAN=-DEYIaVEREFLTT . TV FOERDBERLEL(CEYVaVER T T3,

1.1.2. tF1U745&

TFI)TIEEHEL., YATLEBRECINVATLEREE-FCRESNLIEEDTEREIC
eV, TATO TOE FIAZCH LT, L\, 3D, EDLIBIEREITODELDIERPEERGAAY
PBIZSEZPERLEE., 1-Y—BELGE) &, BIFRREITILHOHAEEERET S,
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(1) FAU_GEN.1 Audit data generation (BSZ&ET—54mK)

FAU_GEN.2 User identity association (FI] FA 2 &8 B & ¥R DB &E 1 )
TOE (. Ja7 0 T v FIFHEDHE R RN KER.
RBE. Table 21 [CRTEERMRDERIIONT.

HAREESNZFIREICL D EEHAEDF
BEOTERLHET D, FLFEET-AICE.

ERREEOBR., EROER . ERESISECLFAE (AIRETHNIE) . BLUEROBER

MEEERSNS.

TOE [FEBEINEEBXNFRIANY MEBEOTI7M AT IEEC. FRERERRELLEFBAED
i AERICESE (T TEEERL TS,

Table 21 BEEOJ DA

HRER RRNSEEER | EESHRFHH fmR
£
EEEHEEDFEENESR | System Status Started normally
T (cold boot)
Started normally
(warm boot)
Shutdown requested
JaJ0#RT Job Status Print Completed,
Copy Canceled by User
Scan
Fax
Mailbox™
eI S Login/Logout Login Failed
FIFRE ALK (Invalid UserID),
(BEIRILDD) Failed
(Invalid Password)
FIFREBEIRER Login/Logout Login Failed Web User
F A& A K B Interface
(CWIS, EE&EHY—/)\h
D)
=R Job Status Print Aborted
I A& 3 A1 22 AR
(FVVB—= R34 —h
)
EEHENFA Device Settings View Security Setting Successful
(Table 17 EEEHERE Change Security Setting
DERFLBER) Switch Authentication Mode
Edit User Successful
Add User
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Delete User
Audit Policy Audit Log Enable/Disable
ZEND—ERTHBFIF | Device Settings Edit User Successful
EIIN-TnehE
BFZIDZE R Device Settings Adjust Time Successful
EWZ AVAOL -0 Communication Trusted Communication Failed
(TLS) (FOrJL. BIESRE.
KBDERLIER)

*1)”Mailbox” IS BRYI ARND X ET—EEERT
NEHEINZBHELTID”, “Password”, “Name h i $2&N 3,
) EBEINLEMHELT Role”h 5B 8RN D,

(2) FAU_STG_EXT.1 Extended: External Audit Trail Storage %} &8 85 25 5T BHtg #h
BEEOTRRDIRNYME, —B ., TOE AEDA ML —JEBICRTFIND, AL —IJEE((Z.
=K 15049 hDAXY MeREFTHCEN RS, 15049 heBAZHEE. — BTV L
ARV T TRBESNEZEEOT 771D 0IEXCEE LT, DR LTIAY MR RSN S, t+aY
TAEBEOTT—A3 . A EREEE T — ) \DoDEXRICEIE ATRVINOTEAT7MILELT, 5t
MEEEY— ) INEH SN, TOE FNEEEY—)\MoEEOV T ANEEKRER(THL. TOE
[CREFSNTNB 20T T AN EBMERY — ) INEHIND NEREEY— ) INEH TR,
TLS/HTTPS 7A LI THEREENS,

TFI)TAEBEOTT-ADFEAH LG, BAESN VAT LEBEDHICRESND,

(3) FPT_STM.1 Reliable time stamps ={E3E31 LAV S
EBEINEEBEXNRIAY MNEEEOT I7M AT B (C. TOE hiF- TV IOvD#RE(IC L
B4 LRV T FHITT DHEREEIR I T 3,
FRETOEREZEE(E FMT_MTDA (EEN VAT LEEEDHNAIRETHS,

1.1.3. POrAHIE

AN RN LRI AEDH N T B DR REZFE AR ReC S, TSF [CPDEARTBEM1VRT1I— AT
Elc, FIATTBEICTB O EEN E RS,
a) AKEBENRITHIEISN DAL
JE—#EE. TP ABEBEGEIE). AFvUikeE. XEORFCIMNE UBEE. TUVABEE(TIVA
— A N—TORIIEEDRENFH THIENRIBFICIRIEN RV TR T D). HMIKEOR
R VaTRE-BEORTHEEE. K18 TOE RET DS B/RERE(VATLEEEDH)
b) CWIS CHlfHENS#HE
BHAKEBOR R, JaTKE-BREORTERE. BERRYI2ANOOXET - UigE. 774
JETEICEZTUY MEEE, TOE RET—ADSB/IAEHEE (VATLEEEDH)
o FAFBIZAMT7VMDTIVE— R4 N-%EHRT S8
FIRAENFBEISITY DTV IR RSAN-—TRIAEEERT LIIREETTIY METRETS
& MFD 3N REIN I LG & (COH ZET—AZEY MY TTF—ACEH(TIAVIR—X)LT
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1—4Y—ID CEDRERIRI MIICEIRT B

(1) FDP_ACC.1 Subset access control 7ty k7ot 2%l
FDP_ACF.1 Security attribute based access control t3F 174 BHEICLD 7D AHIE

TOE (3. Table 12, Table 13 (CHELY, FIEEAEAENDIITEXET-AOP I AKEHES I
Jo LT, XEKRDOKND note DELH(F Table 12, Table 13 @ note #5 R LT3,
BREEARBETHRNONG VI TEXETAE. BRETEFH LZRRABES—F—LTEING
(F. A= —FERBIATLEBELINT I AR REE D, RIZLIPIAREREDZAT U PC
WMoZERPOTHE. VATLEBEBLIIN?D AT REEE S,
TV MEREICB VTR, D317V PCH DRI ASNETIV M —ARICFIREBEHETH26H0
1-Y—-ID "EFND, TV MEREICHITD VadmBEER. TV M F—RICEFNE 11— —ID
[CLoTHESNS(note 1),
AFvUBERE. QE—#EE. D7D AEEMEECHTD YT E. BEN\RMICOY 1V LIz 21— —1D
W, EDF—F—ELTEMD(FoNS, (note 2)
TPIAREDRDYITE. I7DAEETREB LR AENMFE TERLVED. VATLEBEENT
—F—=&LTEINDIFOoNS, (note 3)
TPIAZELTRESNS I7DARZET G REITIHERYIALEINZETON TS 1
—ID i’F—3—&ULTEIND(F5oN %, (note 3)
TPDARIEDYTET 5% TOE S oiE LN BT, TOE DFAETHS NI NOI-H—1,
TPIAREDIVITHELUTAZERTHEFTELL, (note 4)
XEDRFEBMDH URRER AT v X EDHRBRYIARFEENDEDE UKEEICEZ 2T D, 3
BRI INOREFERDH LICEWTIE, A TERICOTIVRERBETHD . RERYDAILA
FrONETERIOIE. BBEBEEZIIRNTOHRBRYIAN, —BRFBAELIEENHRETD
HERRYIALZGNBIRTEEE B D, MIABRIAT v X EEREFITIHRBAVIATERL, 2+
YAREEET TN BIRUVEBEBRYIADFBEEN ATy XEDRAE(CHES, (note 1)
HERRAVIACKREFESNLET-IOENE L. TV METR. BIBR. 7)0 METRT 2RO O RAK
DER(E. TBEBFTLRIHMEBELIITNEITTES, SARYVATLERELY hADHE
NYDARDT—RFEEIETELLY, (note 5)
IV AFvy 6= J7DAEE. 77D ARIE . XEMRFEMNH L. WINOBEEICH N
TH. XETHERETIHEERIRESNELY,
AFvY, TPDAREIE. TPV AREDRFE VTR E T AR SN,

1.1.4. 171 EHE

(1) FMT_MOF.1 Management of security functions behavior tFi1UT/#4EEN52F\DEIE
FMT_MTD.1 Management of TSF data TSF F—ANDEIE
FMT_SMF.1 Specification of Management Functions & E#EEDIFTE
FMT_MSA.1 Management of security attributes £F¥a1UT1BIEDEIE
FMT_MSA.3 Static attribute initialization EHIE XL
FMT_SMR.1 Security roles ¥ 171 D& E|
TOE (FERIFRRESNE Y AT LEEZEDH(C, TEE Table 22 [7RY TOE EHaUT(#EEEICEA R
TRILXITAEBEBEEDSRERTEER . FLUSKEEDFHRIBERZRETS1I-F—1043
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JI—-AZR#T S,

Fz. BRI SNE—RFRABEREE 20N\ AV—- FEEDHAIRETHD,

NODREICED . BERSNZX1)TAEEBEEZIRET S,

TOE (3. Table 12, Table 13 (5L, FIERABAE TIROND VaTEXET SO A HH A
BERDT 74 MBEEL T, FHBEERELIZRIRABEHANIBRERTE TS %, 53, [713. 7D
B2 (1) FDP_ACC.1 Subset access control 72y PO A%|{EH FDP_ACF.1 Security

attribute based access control LF1UT/BIEICLZ 7D EAGKIE I ZSBOCE,
TOE (3. B EBEEE . SA. VATLEEE ., —RAABORINEZELLHAFCEERMT. &
nNEHETS,

TOE (I, FIAZERAICALEX1ITRHEDT 74 MEELT, — A AEERET S,

Table 22 T¥a1UT1 EEHEECIRERIBER UI

T¥1)T1EHIER BIENRIL CWIS
N—FTAADERT A LEEFHERREDRTEZSRL. A/E v v
. LEFERIHOEEZITO

AML—UREBILEEDEREEZSRL. AN/ENDEREEIT) 4
KAENRIIDODFRREFFD) AT — FMERDEREESERL. BX/E v
MDEREZITO

MAERIMRRICLIZI7VEAES R EEZSRL. AWEMN. E v v
BERIFMDEEZIT

BMEES IDENAD-FOFREET) HEBEEEDHTHE 4 4
FAEDID DREESEL ID ENAT—FOREEITI, F=. Fl v v
RAHEICENYTLERIZSEL, SA FEE—RAIAEDVRE|ZHR

EJ %,

A—-F—NADV— ROFR/NXFHFIRESBUBREEITD v 4
BIETAESILKEDRTEESRL. AN/ENHLUFHHFR v v
DEFEEIT

TLS —\GERAEZE DR EES R L. EB/EFHOEEEIT, v
AR RE DR E TS R L. KRR/ EBIDEREZITO 4 4
BRI MEREDER TSR, BE/MARIOEZEEZITY 4

Bft. FZIeSRBUEEEITO v
HeTAMRREDEREZSRL. BWENDEEEIT v

T7— L0177V T— MEREDEREESRU. BN/ENDEREEIT v

5

Z—MOUTPHEEE GRENNRILB LY CWIS) DS EBEERTE v
LR—MEADEREZSEL. VATLEBERE/FAEFENRE:Z v

15

NAMN—IVIZ PR ERIRBEEDS RER T EITOREREDH %N/ 4 4
|NMRSFINAT—R)

XTI EEREDREZSRBUA/EMNDEREEITD - v

(AREL., tXaUTABEENT T AEATRIIDTE AT
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[T EAY—NCRET RN | | |

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—45N{R:#&
TOE (3. #2155 8 (KEK: Key Encryption Key)ZF X T NVRAM2 [CIRFFTBH . TATOFAE
([Zx LT, COBSRERAETHDMVITI—AERFELTUEL, 2. NVRAM2 HilFAED
(FENTLBEMRIE. AL — % B RIELEERTIEGEU,
ARL—UREEB#(DEK: Data Encryption Key)ld. Li® KEK T AES-CBC AR CHEE1ELT.
NVRAM1 R Uf HDD [C{R#F T %, HDD (LIR7F Y3 DEK DRZRIE NI T7vTITHD,
TOE D#ZENEF. NVRAM1 [CIRFSNLESLSNEA M —JUIES#2(E. NVRAM2 ([CHD BERE
SRTCESIEEIN, BEHETXDIREET DRAM [LIREFESND,
L. TATOFAAEICH LT, TOE (X, DRAM [CRBFSNEEXDA N — ISR ERH T
FAURII—AERBLTIVEL, 2. DRAM [CRFSN TS EXDA M —JIEEHIE . BiR
EERETEICINHEESND,
TLS BEE(CERTIMHRFEOIEAEE. 7.1.6 (15)DHEB(CINEESIESNIIRET
HDD [CRTFSN., TATOFAEICH L THEBERERH LTI 71—ARBRELTLVELY,
BEICHASIND TLS tyoav# R U TLS EC Diffie-Hellman F#ZZ{E (& 3X T DRAM (L1RTE
SNBH, IARTOFIFEEICK LT, TOE [E. DRAM [CRFESNEEXD Y VIV BESRHETA
VRII-AZRBLTULEL, Fz. DRAM [CIRFSN TS EX DY aViEld. BREELTC
EICENIEESND,

1.1.5. SEELER

(1) FPT_TST_EXT.1 TSFtesting TSF FAk
TSF 4 A= DIREE:
TSF (& Controller ROM & Fax ROM D2 2N 77— LDI7ICENERRINTHD, TNb220DT7— L
VI7DEEMEIRIETHEICED. TSF DIEEEEZIREET %,
TOE (3#2EBF(C Controller ROM (F 4byte DFIYD Li, Fax ROM (& 2byte DF Iy LEFtE
URTENEE—H TN EHER L. EERBRENRIUCIS-2RRULEEZELT S, k.
DRBG [CBILT [MM11.3 [CEREDAIATAIZEITL. TAMIKE UG &
BAENRIVCIS— 2R TUEEZFIL TS, 36 DRBG DfE#k(E 7.1.6 TRY,

(2) FPT_TUD_EXT.1 Trusted Update S{ERE7Y7T—

FMT_MTD.1 Management of TSF data TSF F—ANDEIE

FMT_SMF.1 Specification of Management Functions & E#EEDIFTE
VATLEBEEARESRIDODREICED BIENRINLTHEEFOI7— LI P N—-T3Y
EHERRTHENTED, o WEEERTEIVAMEENIFH ATILILLHTHIRE T D TOE ZHERK
$377—LIIT7DN—I3aVeERTHENTED,
VATLEBHF. 77— L7017 - N—=I3u 7y T)—= I efE>T, J7— L0177y T— M3k
WC&E3, 77— L17-N—=I307vFY—)UICIE Controller ROM, Fax ROM &/\wh—3J L)1
FTUIPA D RIBEN TS,
TOE (. VAT LEBEDIHAIICLNEITINGT7— L7 - N=J3au7yTI—ILhnEEEN
377~ LIITPEELINFIIPANERETIE. NMFUTPAIVCHRASNZEFE L TIREL
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L. BREEICERULEIS S, Py7T7—redib L, BENRIVCIS—@HMULTELET S, N1+
71U EENTWBREFELRIE. N1 F)T74)V% SHA-256 TN\vYaLl)\WwialEz#k

2048bit DR FE THE21E L7z RSASSA-PKCS1-v1.5 AXD RSA TIRINEB L THD. Lo THR
SEOFIEE. NVINAFITPAIUSRAAENEBFEREI7— LI 7ERIREL A RSA ABASE(C
TEE. 2N\ M1F)I774)V%& SHA-256 T\, ) EEHKREN\YV1EZLLERL, — BTN

BRI, A —HTHNIEREI R REL D,

1.1.6. T—hEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) &5 8 4 Rl (FEXF #hi2
)
TOE (& TLS K& 5B 1E D HEHESL (EC Diffie-Hellman) CH WS IEXIFREEEL T, [2]ICEEEHDFEM
iR TS, FEHBEREOE KA A, [315.6.1.2.2 BT [2]Appendix B.4.2 [CHED,
TLS EC Diffie-Hellman #$ZE(S . Linux D/dev/random hHo B EEY— RETB(14)ICEEEHD
AES-256 CTR DRBG CAE R ULIELEITHS . HEFBR#RELT [2]Appendix.D [CEEED P-256.
P-384, P-521 ZHR— L. TLS * TV I—YavBIETHATS—2HiRFD,

TOE (& TLS H—/\ZEBAZE(CRI AT IERTFEEL T, RIICEHEOEMRREE. £ U<E, 4
SCE RSA BERVD, CNODIER FRBRIT CWIS hoD1—H—$eRTERMIND, FEFREER
BOERAEIE [315.6.1.2.2 BV [2]Appendix B.4.2 (ZH€5, RSA $(3 [416.3.1.3 BIDERK
FERICHEVD EDRTHEDONDRHIT (210 B33 (CENEREND, FEABKRELT
[2]Appendix.D [CE2 &M P-256. P-384, P-521 %, RSA ## K& LT 2048bit., 3072bit #HiR— b
L. CWIS i d1—H—HWITND— DB E LTERIETRT %, Fiz. REURHOEL I E R
(14)ICE2 & D AES-256 CTR DRBG &M 1\3,

FERUEBERICBVT, TOE FH DILRPREBOREQ BN,

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) B&-S 84 B (3t #h82 )
TOE FAML— VRS RRUGEERBEOEYYaVRELT. MENEY MIDELHZAS. &
RBICIZ. AFL— YRGS 82 (DEK: Data Encryption Key)® 256 £ i, DEK Zi§ 513 37HD
BERE S # (KEK: Key Encryption Key)® 256 Ew k. TLS yYavBNIAA—ELTRIYI—Y3
VTREULZRES AT UT 128-256 EVMEENETNERT B, BLEIEL(14)(CEEED AES-
256 CTR DRBG TH T %, 36, CD DRBG HFFEUHENZDIE. (12)[CREE LERFIM U Z4E
RT3 M. R TLS BIELY YAV R Thd.

(3) FCS_CKM.4 Cryptographic key destruction F&-5 S5 ZE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction Fg-5 8244 DHEZE
TOE [FEXRFSNSBR UBEM B ERE(CB LR R THIRET3(%). TOE [CEXRFSND
BRUBMBEEDIEESEE Table 23 [TRT, Fo. INODEE R UEM FHIESLEDE
ITHF(C RAM EDD—DRAEINENIE-SN TFIASNS D, RAM EDT—3(S TOE DEIRME
ELICRELRDHIBREN S,

() ARL—YRES#(E NVRAM1 £ HDD [CRFFSNSH. (10)[CEEEDBDEE S L SNBTEH,
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AEHEOHRRNET D, Tz, (DICEEED TLS Y—/\GEBAEICFIA T HIEXFREE. (15)DAD
ZZALICEN HDD EICEESIELTREFSNDZH ., REHDHRRINET D, T7—LUITERR
FECARVS AR, ER, TIMRA-MESE. BSD)T X174/ 54300 NI(C
LA A ULBLVEHEREZHDOR RN THD,

Table 23 FXREFNDERUBRMBOWESE

BerE R EXET WERE

eSS 5 NVRAM2 | 2 SRIOEBEAZ1—hbT—3—15HIBRZ
(KEK:Key Encryption e RUER. 7—5%(14)IC5C 8D DRBG TARL
Key) EELBTIE LEETS,

TLS yyavEE RAM TOE DERH CTHKET S,

TLS EC Diffie-Hellman | (&%)

W=

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) B&S & {E (%t
rBERE S 1k 1ES)
TOE (3 TLS O FREES/1ESE LT [S1ICECHED CBC E— KR U [6]ICEEED GCM E—FD
AES(128bit, 256bit)&HR— 3, AES (& [7]#EHLTHS.

(5) FCS_COP.1(b1) Cryptographic Operation (for signature generation/verification) B&S&E
(BRERHEL)
TOE @77—LVI77Yy7T— FOEIEMRIECHE VT, [2]ICEEED RSA TURILERZFR—H
T3, R 2048bit ThHd, BRLITA—IVIME [2]5.5(f)ICEEED RSASSA-PKCS1-v1.5 [CHE
o

(6) FCS_COP.1(b2) Cryptographic Operation (for signature generation/verification) B&&2&/F
(BRER1REL)
TOE (3 TLS M FFBFEICHNVT, [2ICERH;D RSA TIRIE L RUEMBRT IALEA(C
It UTe B B S R REEZ 1T D, 1985, RSA B8 ER(d 2048bit F72(d 3072bit. NIST F5FIHA#R
(& P256. P384, P521 EHiR— 9%, RSA TURILBERZDERTA—IvME [2]5.5()CFERD
RSASSA-PKCS1-v1.5 [HE5, Fe. fEABRRT YR ERDEREB/ARIE [2]16.4 (5D,

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) F&S4&4E () \vYa 7TV L)
TOE (377—LV177Y 77— FOEESREIFDI7— LOITP 7PV T T— MA—=IJT—=30\vY1
FTEI(C SHA256 ZFIAT %, D SHA256 /\WY1{BEEERED RSA ESHERELKTEHET
ERBRIEERTT. BH.\Woa7ITUXLIE [8ICHEHT B,

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) F&S4&4E () \vYa 7TV L)
TOE (& TLS M/\w a5t EIC SHAT. SHA256. SHA384 EHiR— 3, H. \wa7ILTUXL
(& [BIICEHT D, cNbld(1)ICEREHDBEFTEAVE— VR RV EFBRER/IRIIDE
NENDHIMIIAMETEICFIAENS,
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(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) BESi#24E (AES
T—HEE{E/ES)
TOE GARL— VMBS OESARELT, [ INE AES, RU. TOVDEESE—FELT
[10]ICER&SN CBC &Y R— 1T, BRI 256 EYNTHD. IV IFAMN—JIDEVIBESE
DEK ZxlCEH T,

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) R&& &4 (Br5S1k)
TOE (Z(12)ICFE&EH D@D, AL — YRGB L#EED DEK(256bit)% [9]ICEE&H SNz AES AR T
EE1Ld 3, B8RS 256bit TH. JOVIREEE—RIE [10]ICEEEH SN CBC #HR— T3,
#RIT 256 EYFTHB, IV (E(14)(CEEED AES-256 CTR DRBG o B ELETH S,

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
BRAE@ERMN\Y D2 AE—JFREL)
TOE (3 TLS [CH 3B BFEAV - YRBEEAXELTUTEYR— 5%,
- 2 R (bit): 160, 256, 384
* J\W1:SHA-1, SHA-256, SHA-384
- Ayt — US4 U1 AR (bit): 160, 256, 384
NoDa7IVTIVZLE (1], BFENY YA E—IFREEP VTV X LHMAO [12][CEHYT
Do

s

(12) FCS_KYC_EXT.1 Key Chaining #F11M>
TOE (FA ML — RSS2 (DEK) & Uf DEK ZHE-F 1L I 37z DR SR (KEKN ZHF 11 0ET B,
B{RMIICIE TOE (AN —IUBB ST I/ VDB VESIB(EARICIE, TIHBEENE. FEE.
BERRIOEEEAZ1-HoT—3—IEHIBRZROEBIFF)IC(14)ICEEE D DRBG T DEK &
KEK Z4 R L. DEK (& KEK [CED(10)ICHE->TRES1E L NVRAM1 KU HDD (Z. KEK (& 34K
RET NVRAM2 [C. ENENIRTFT B, 2 B B LIEDEEEIRFE . NVRAMT [CEES1E L TIRFEF L
DEK % NVRAM2 h'oid tH L7z KEK T(10)ICE-TRE T3, BRI DEK. KEK £4IC 256 Ev
FCT#H%., DRBG (CIF(14)ICEE B LIL@EN+ 2B IV PO - SN2 DR E L 256 B
rTHD. BF 140D T 256bit BEHLHEIEFEINS,

(13) FPT_KYP_EXT.1 Protection of Key and Key Material 8% U ¥l 0Ix#
TOE (Z(12)ICFE& L@, AL —JURE B8 F 14 h' %) TOE OB ENEFIC#R 2D DRBG
T DEK & KEK #4 K L. DEK (& KEK TRES{E &N T NVRAM1T KU HDD (. KEK (&3 3TIREE
T NVRAM2 [CENENRTFT D, TDMDA ML —JIC DEK, KEK BMRFEFEND LY
NVRAM2 (FER SRR ABEA ML —ITHBLH. (12)DHF 14 0 D—EH R R ATEER A
Fo—UICEXTREFSND LR,

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) K524 (L&t
v hERK)
TOE (FELEAERKIC [1110.2.1 (CHEHR LT AES-256 CTR DRBG %FIf 7%, Z0 DRBG (&
Derivation Function, Reseed #8E% & L. Prediction Resistance #BEZIF 430\, . Linux
A= D/devirandom HMfFELEZ Y — FET B, /devirandom DIREITTTHS Linux
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Random Number Generator(LRNG) & U LRNG (23 AT 3D0OYI D005 H Uk E./ 4 X
EEHELAREIVME—RET S, CO/M ARGV T MITITICENERMICRHROELDEEFKA
F3%EDTHB. DRBG (F/dev/irandom Mot EN Tz Y — R entropy_input XU nonce ELT
FMATIH. BLBOIY FAE—E(E 256 EVbx1.5 F#BZ. [118.6.7 DEENDTHEE XD,
TOE (3CM DRBG ZALVCA ML — VRG-S &, TLS Ty aVvie8 v 3,

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AD EDT—H{R:#&
TOE FARL—IF M ALDT—RTOVD B A CHEBL/EE 1T, BRBICIE. TPV
TLEDESIEXER/ A —T12aVADT7M I R U AT —L0D Read/Write ZF N LTT—2NDE
SE/MEBLZEEL. B —T12aVICHIE T T—3TOYD% Read/Write T3, BlEE{L AR
(& FCS_COP.1(A)IZH D, BEBE R RDA L —IF )M AR 3 HEATAEL HDD & NVRAM1
T#HN. HDD & NVRAM1 ISR S aTBEG A L — I T )N A KLY,
LEEDOA—VUREFAE(E TOE EERFHOENET D, BEBAL/BFLICFIFAT S DEK (£(12)IC
SEEUEED., BEREFIM VNG VEEIRFICERIND,
ETOEXDFIRAET—H. EXOFMEZED TSF T—4(3 HDD B U NVRAM1 L OB 1L X%
N=T14aVICEEAFNZEHEE B 1L SN, HDD &£ NVRAM1 EDIERE S LR DI N\—T1Y
IVICIE, TOTS LA A=Y FlfEH) S5 A—4% KEK Z8EL(10)ICEBEHDEDEE S L SNz DEK O
HHEIEN . FXDFIAEBEBXET-ARVEXOHMEZED TSF T—%EFE 1\, BH. DEK D
ESEIE(12)ICEBE LIZ@ED TOE DR S#F 1/ VD B LEBIRFICITHNS, . EX KEK )
REFEFXTHS NVRAM2 (FIRM R ATREB A ML — I TN M ATIEELY,

1.1.7. SE8&E

(1) FCS_HTTPS_EXT.1 HTTPS selected ;#IREN 7= HTTPS
Web 7504 BGLUICEEY—NEDLTOEE FF7490% HTTPS TEF17FvrIWETE LD
(C5&HI T RERENTTEETHD ., COERTEIL CWIS ho BIREDHNITZD, HTTPS (E [13]1CHE>
ZRETHS,
D472k PC D Web F30Hhn CWIS ADEHREREZ(TDE. TOE EDF17V M PCHET
TLS BIEDRTVI—aveEfEIL L, HTTPS BIE M8 TS, D517V PC Hhod TOE B
CWIS [EHTBHBIREEH LUV TN TOUE— MEECH LT HTTPS BENBERAINS, FE.
EEY-)\hoEENIT-ARBERERT. EENVTAEEEY - NEETIE.
HTTPS BEENEHINS,

(2) FCS_TLS_EXT.1 TLS selected 3ERENT TLS

TLS BIEELT [14]D TLS1.2 BHYiR— 1T 3,
TLS BIETHEATIEEAM— IS4 7Y b= N1EOD TLS IRD a3y TVI—- N
%, TOE (Z TLS #FIFATZBIEICHTIE. TOE (FHEBECIELTHSMPY Mt Y —NICERBDE
%, BIZIE. CWIS POEATIEH =N, AF VU XEA—ILEERICEDIM1T7V MULTRS &S,
TOE (D347 Mo iRESNERBE M — b0 B oY R— 2@ 0% 1 2FEIRT S,
TOE B iR— F BEEFAM— MILL T THB,

- TLS_RSA_WITH_AES_128_CBC_SHA

- TLS_RSA_WITH_AES_256_CBC_SHA
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* TLS_RSA_WITH_AES_128_CBC_SHA256

* TLS_RSA_WITH_AES_256_CBC_ SHA256

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

* TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256

* TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384

* TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

* TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384

* TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA

* TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
* TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
* TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
* TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(3) FTP_ITC.1 Inter-TSF trusted channel TSF EIEE8EF v+l
TOE (3 TOE £BE &Y — /N, Mail Y—N\eDR T, U TOSEEERETONINVEYR—+T3, C
NIEED. IV RRIV F DB EBIET - IORBEH SO D DR ENMRIIEN D,
- EEFEY—)\: TLS/HTTPS
- Mail —/\: TLS

(4) FTP_TRP.1(a) Trusted path (for Administrators) ={E%E/ A (EEER)
TOE (FBEEED)E— FPCHODBTHEAMVATI—-AICK L. UL TOSEEEEIONIIILE
FiR— b33, INICED. TV FRIV MOERIEBIET —HANDRBERS N LD FRENRIISN
%,
» CWIS: TLS/HTTPS

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={S%8/SA (GEEIRE M)
TOE [FIEEEEDIE— FPCHLODETHERIVATI-AILK L, LTFOSEEFEERFETONIL
EHIR—19 %, INICED. IV FRIV MDOERIEBET ANDRBEHS N HLDRENMREISN
B,
* CWIS: TLS/HTTPS
« FUUB— R4 N—h b DENRI: TLS

7.1.8. PSTN 77DA-%y R )—DRE D5 Bt

(1) FDP_FXS_EXT.1 Faxseparation 7795
TOE (&, 770AET LiaEE 5. AR BIEEIREN UL I7DAT - ADEZEHAEEIRET
B,
BiR—r3370RUE ITU-T G3 E— RDH THD,
T4 VR TI—ATEZENHFSINTVRDE. FIREDTPIII)XEDH THD,
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TRET LEEERFLT. SN L0EET—AEEITY RE—IZ (I FR LD, 77D

BI#RM D TOE [ERIEICPDEAT B LI TERGLY, £, TOE [F. AR EBFEEIFHEEATBRY LD
—DREITT—AZRITETHEEZE LY, AR BERRZENZELARERET—4(E
RERRy FI—DFEEITELBLY,

1.1.9. T-RHZE

(1) FDP_RIP.1(a) Subset residual information protection Y7ty ME{FIERIF#E
TOE (&, YATLEEE(CLNVITE T RO LETHEREENAMESNTIVSE, JE—#
BE. TUUAKEEE . AFvUBRE. D7D AR XEDREREEDR V3T TRICHEBN-FT
A ADEE[CEBESNLFRABZIXET I LEEEETD,
FTEFEEBEEG EEZESE 1 BCO(EN)ICLP LEEE)E, 3E(0-1-ELEICLE LEEER
BE) OFRWHES, LIZL. BESEEENEMEINTVSIGE . MELANTR EET S
(0,1, ELBU FREFILSNTIREETEFAFNS T N\ FF1ADEELIC. LEEHET
EOFAEIXETAN—EZHFS. TOE EBRIC—EZFIVILT U BEERT O AEH
XET-INEETIEER}. LEEHENEZETT,
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8. ST B&EE-FHEE (Acronyms And Terminology)

8.1. HB&EE (Acronyms)
AR STICHITBEEEELLTICERERT .

& EENE

cC JEVD547')7(Common Criteria)

CWIS tIR—DI714 -2y F—EA(CentreWare Internet Services)

DRAM HA+3yD5 U5 71 2 *E)(Dynamic Randam Access Memory)

FIPS PUB KEDEFHERNIEIZZEDE IR (Federal Information Processing
Standard publication)

1T E{& A 51%—37F)l(Image Input Terminal)

10T E{& H 515 —37F)l(Image Output Terminal)

MFD T IR IV#E A #E(Multi Function Device)

NVRAM TEHRMIVHLT7DEZAEY(Non Volatile Random Access Memory)

PDL ~R—YEeih & §&(Page Description Language)

PP J07923> 70774 Jb(Protection Profile)

SEEPROM IIPIVNALCE RSN ZERMICE S A FTHER ROM
(Serial Electronically Erasable and Programmable Read Only Memory)

SFP t¥1) 715 8E A & (Security Function Policy)

SFR ¥ 1) 71 B BEZE {4 (Security Functional Requirement)

SMTP BEFA—)LiE{ETOFJL(Simple Mail Transfer Protocol)

ST tX1YT48—4"y MSecurity Target)

TOE FT4ifi 5t & (Target of Evaluation)

TSF TOE & 1')71##E(TOE Security Function)
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8.2. H&E (Terminology)
KSTICHITEABEBEZLUTICERAT S,

) i EA

WEIS T7AVIAT L, BEEATINOR ROBEEEUNGWNSIITEETREEET, <t
ZOBMBEEO EEZEEFLE,

KEK Key Encryption Key DB&, KETIE. AL — VIS RZB 5L T HZNHDIESHED
CEEETS

DEK Data Encryption Key D&, ZAETld, AN —JBREEROEEIET .

73991 EY SD Fl& eMMC %457,

A=Y TERMEDIZYVIAE)R U HDD #1579,

SEEP Serial Electrically Erasable PROM QB&, 1> fA—35R— K ET CPU (C)N AR SN D
TEFRMEAEY,

Web UI FAZEDZ1T72 D Web T35 & LT, TOE (X T RIRENTER Y —EATH
%o

BBRYDIA FHERRYDALRFEH ANEZAF YU XEPTPIANEE TOE NICREFTIHEAOC
Es
FERFTIZITHERBRYDACKEMSN X EZRXY NI LOIVE1I—5Db
DT ENTTRETH D,

EETIVH TUVRBBEICHB VT, ENRIT—3%71VR—XLTHER LIEEY bRy T 7 —45% MFD

(Store Print) DAM—VEEIL—BERL. RSN AEMEENRIVLDIERTEETH

eI STV M A%,

FIAEHXET—S MFD OAFL—VEBICERINEE. FANET UI7/VEBIRENZ M, AL —
JHBNICRT-BEEELTLBREOXET -4,

XEF—H — & F A& (UNORMAL), SA #¥ MFD MIE—#8E. TUVAHEEE. AT vUiEE. T7
(Document data)  DAHKEE. XEDRFHAEEFI AT BMRIC. MFD A EEBT 5= TOERFHRE
BOT A% RILIXET LRI D,

EFIUTAEEDT V0L D EDIIBERET DL ERPEZERIAY MBI XEE LA

T4 ZE, 1-Y-11RELREZ. EREHEINLT 4,

FAEER AAIEREELZRIAEFICEIN A TONS & E], A TOE TlE, MEBEERE. SA &
(User Role) g, —RFIAERINERIN TS,

BWMEERERE WM EEEN TOE ZFI AT IMRICHELHERZRY , SFR W TIL Key Operator
(Key Operator role ERIEINS,

role)

SA &&| SA N TOE EFI AT IRICLERERERT,

(SArole)

—Ef AEEE — & FI A& (UNORMALY TOE ZF AT 3RICLELIERERT .
(U.NORMAL role)

FIAERAER FABEHMNTIHDIER, 1——1D,

(User Identifier)

BEEEERIE HBREEFRIZENETONEZI—Y—ID, SFR N TId Key Operator Identifier &
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#w REINS,
(Key Operator
identifier)
BHEEE MFD D E IR TOE 1T/ HREDREEITOEERE,
(Key Operator)
SA B EEE HDIVIBRCEREINE SADNTPHVY FEERRTHENTE, MFD D
WEED TOE 1T BEDER EZITIEESE,
IATLEHE Key Operator & SA D¥FF,
(U.ADMIN)
CWIS TOE WG) Web Y—INTHD. MAEIF172 bO Web T35 &N LT, TOE (CHT
(BV3—017 1V 2IREHER. RTER. XEOWMDH UL/HRIZERNTEZY—EATHS.
-9k H—ERA) Windows DIE# Web F5VHTHERATEENTED,
P TOE D& HAEEME AT ATIC. FIAE DA FREI 217> C TOE OF| A #EE(CHIR
(User EMIBTHDIEBETH D,
N KRRFREEENEREREEN2DDE— PN HB M. K TOE TIEIARAKRFEREE— FTEIMET
Authentication) 3.
(z'ffff"“_t TOE {1—4—BEEE MFD (B4R U 1— F— 8 AL CER AL IR 7 5E—
Authentication) o
::iﬁif TOF D1 R E S SRR — NCE R L 1R E AL R EEE
Authentication) o=k,
EEFEHE .
(Hard Disk Data N=FFAADEE L ICERSNZXET-AZHIRTBMRIC. EDT—HEEHERHTE
. —RATLEEETBREERT,
Cleaning)

AL-JRES

REEED—HERETIAIN - JVEESILTIHEAEETT

TAVIR—Z ke

R—YEEk & FE(PDL) CRERLSNZENRI T —3EMHT L. EV v T T-HICE#RT S
*%ﬁbo

TIAVR—ZAREICED . R—YFRh B FE(PDL) TR SN IZT— &M@ L. EVv Iy

TAvR-Z IF— BT BE,

25 A EE T — R FAED MFD OREZRI AT IEMEE— FELAIIC. YATLEEEH TOE D

g FERIRBEICEDE T, TOE HBFOEMEERTE® TOE CX1UT1H AR ENDSR/E
ek, REEOERZTOBEE—F,

#A—MVUTHERE #B1E)NIR LB LY Embedded Web Server hhofa[ & 1245 % U3 L MR BE T— E DBFREH

(Auto Clear) FBELEEE, BEMICEEINOT 7D FENBHEEETHS,

HAMNR—IVIZ7

(Customer MFD ORSFHERZITIIVIZT,

Engineer)

s WEEHLE. TOE FLFRESNTUVBEEICTREGFREELTIPVEATEIETH

(attacker) % WMBHICF., ABSNLFAETIHIN. TOERZRLTIZVERTIELES

ns.
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BRAE/ R MFD QIBMECBELREY . 597, BT ISR TA AT LA HEBENEI L,
(Control Panel)

;fwm%gjﬁ — BRI FEENFBTEIFATU .

YAFLEEE AT LEEENFIAT 0T . VAT LEBEER Web IS5 MFD
D347k [Cx LT, TOE FRET—ANIEZPEZFRZZ1T,

TV8—F314 18—

(Printer driver)

—RRFABEIFM17V b LDT 3% MFD HMEIREIREG N — ULk 35 (PDL) THE
BENTZENRI T —R(ICE#TBYIMIIT T, RIAEDSM17VMNCERT S,

MFD W' EZFRA] RERNR— U SEiR EEE(PDL) TSN TET—4, ENRIT—43(L. TOE ®

ENRIT—5 FAVR—AHEBETEY bRy I F—RICEENS,
JE—HBEICENFTEA AFNET A BLUVTUVABEBEICEIDFIR B D17 Mhrbik

EvbyIT—4 ESNEHRIT—2Z2T7IVR—ABRECE MR LIZT -3, EvMNYIT—A™mEBEA
X CEREMLTN- FFIADEEICEMHIND,

R JE—#EET IT MoDFEH AH DR REBDIXEPIRE . BELGEETRT,

TOE BT —4 NI TSF F—AD—ERTHD. TOE [CL>THERRESN=D TOE [CRALTHER SN ET
—RTHN. TOE DEF1) T HEBEICEEZ S 22 AIREMDHIETET — o

—— HEIEMSND 256 EYPDT—8, APL—IEBAOXET-IDREFRIC. O
BT-AEALTESIEZEIT,

2YI—=D NERRY M) —DEREBRY I —DZAETEI—MRHNICHERTIEEORE.

SExvED—5 TOE 2 EEH I HHEM TIIEENHEL L. RERYFI-DLSNDRY I—DZIET,
TOE W' ERE SN HBMOWNERICHD. sA 8%y FD =D oD X1 ) T4 DE RIS LT

A&y -5 RESNTLVBRYMI=DAD, MFD & MFD A7DE AR ERYE—- OB EER
H—1\PH5472  PCBIDFrRIVEIRT,

AREIERIR TPDAEE . T7DAZEDT AN TN D EIREE R EN DM,

AR EBEEORE

PSTN

(public telephone

line)

ARERT—H T7HADNRERBERNDEZEDT—H,

(fax data)

ENLE 2 ITU-T #1550 X.509 [CEZRSNTHD. KAFERFETERR. BAl4. 2a1%). &

FBE. R, DUTIF VN, VTRTFYEREINTVSIER.

Data on minimum  TOE BRET—ATHN. RMRRIRFICHTEFAEZED/ AT — FEEEROR/NXFH
user password D1EHR

length

Key operator TOE EXET—ATHN. MM EEEZRLDTZHDIN AT — MEHR

Password

SA Password TOE ERFET—ATHN. SA FREEDTHDI VAT — FiEHR

U.Normal TOE B ET—3THN. — i FIFAE (UNORMAL)ZREEDT=H D) AT — FiE#R
Password

Data on access

TOE BXET —3THY. FIAHE ID BAERKICEIR T S AEDA R/ DIFEERE K
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denial due to
authentication
failures

B [E S iE R

Data on Auditing

TOE BXET —3THI. L2, D EDLIBEREITONEIVDERPERRBINY
MBIZIEFEZTPERERE. 1I-Y—REQE &, BEFECERT IHEEOE R/ EDD
Gk

Data on User
Authentication

TOE BRET—ATHN. MFD OIE—HERE. AT UBEEE. JPDARBER LU T 348
BEEFIATIMEIC. 1——FRERICTERIATIHEEEDA N/ EI B LUVHRENE
]

Data on use of
password

entered from MFD
control panel in
user
authentication

TOE BET—ITHN. KK IR DDDFREEFF D) AT — R
FREEDE 2/ EDDIER.

Data on Store Print

TOE FRET—HTHI. TIV T —ARERKICTIAR- TV MIEESE SN ENR
SERIN DR EFH,

Data on Trusted
communications

TOE BXET—3THD. REBRYMI—-DEICHFETEIXET A4, JVaJER. t¥a1Y
TAEBATT-AELU TOE BRET—REVVIZBET A ZRETILHICHIETS
— RGBS EEETO N IO/ ENSLIVREDFERSLVEAE. F2EEA
[BESAENAD—F, @8 ) 20— FIER,

Data on Customer
Engineer Operation
Restriction

TOE BRET—ATHN . DA M-IV I 7R FHI RIEREDAE D/ EDOIFHR KR TR
SFRAT— FOTEHR,

Data on Hard Disk
Data Cleaning

TOE BXET —3THD. N—FTAADERT —H L ETHEMBEICER T IHEEDR
NIENDER.

Data on Storage
Data Encryption

TOE BRET—HTHN. AbL—URESLRE(C
BRI IHEEDOE D/ BADFER.

Data on date and
time

TOE BRET—3THD. ALY —V/FI -3 LR EBREBERZIT - THD,

Data on Auto Clear

TOE FRET—ATHN. RENRIVA— MUTHEEDE N/ EH B LUDU PR DT
#R. HLU Embedded Web Server DA — MU PHEBREDH /I EDIFEHRH LUDU7
BRI DIEER

Data on Self Test

TOE RET—HTHD. BETAMEREOE N/ ENDER.

Data on Report
Print

TOE FRET—HTHN. Lik— M HHEBEDER E FHIR

Data on
Firmwareupdate

TOE BRET—RTHN. I7—LII77Vv7TT— MEREDER EFH
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10. Appendix 1. R ZR#EE BX
TOE &#3% MFD KAK, 770274 T3y HAAV ADA EDEZLUTICRT,

@ | MFD &4k TPDAF¥YE | HAHVA S

SN NC100559 ME8355J1-2 DocuCentre-VII C2273 PFS
ME8390J1-1_20191009 | + EEEHEHEE

AR NC100559 ME8355J1-2 DocuCentre-VII C3373 PFS
ME8390J1-1_20191009 | + EEEHEHEE

AAX NC100559 ME8355J1-2 ApeosPort-VII C2273 PFS
ME8390J1-1_20191009 | + EEEHEHaE

ZFN NC100559 ME8355J1-2 ApeosPort -VII C3373 PFS
ME8390J1-1_20191009 | + L E&HEHaE

SN NC100560 ME8355J)1-2 DocuCentre-VII C4473 PFS
ME8390J1-1_20191009 | + L E&HEHEE

SN NC100560 ME8355J1-2 DocuCentre-VII C5573 PFS
ME8390J1-1_20191009 | + EEFHEHEE

BA NC100560 ME8355J1-2 ApeosPort-VII C4473 PFS
ME8390J1-1_20191009 | + EEEHEHEE

SN NC100560 ME8355J1-2 ApeosPort -VII C5573 PFS
ME8390J1-1_20191009 | + EEEHEHEE

B NC100561 ME8355J1-2 DocuCentre-VII C6673 PFS
ME8390J1-1_20191009 | + EEEHEHEE

AAX NC100561 ME8355J1-2 DocuCentre-VII C7773 PFS
ME8390J1-1_20191009 | + L E&HEHEE

SN NC100561 ME8355J)1-2 ApeosPort-VII C6673 PFS
ME8390J1-1_20191009 | + L E&HEHEE

BR NC100561 ME8355J1-2 ApeosPort -VII C7773 PFS
ME8390J1-1_20191009 | + EE&HKiaEE

BR NC100562 ME8355J1-2 ApeosPort-VII C3373 PFS-
ME8390J1-1_20191009 | 2TS + LEZE&EHEMAE

SN NC100563 ME8355J1-2 ApeosPort -VII C5573 PFS-2TS
ME8390J1-1_20191009 | + tE&EH KA

2 AN TC101310 EC103747 | ME8351E2-2 ApeosPort-VII C2273 CPS w/
ME8390E2-1_20191009 | 4TM + J7DA#%#E

2 AN TC101311 EC103747 | ME8351E2-2 ApeosPort-VII C3372 CPS w/
ME8390E2-1_20191009 | 4TM + J7DA4EE

i) TC101312 EC103747 | ME8351E2-2 ApeosPort-VII C3373 CPS w/
ME8390E2-1_20191009 | 4TM + J7D AR

gAY TC101313 EC103747 | ME8351E2-2 DocuCentre-VII C4473 CPS w/

ME8390E2-1_20191009

4TM + T7DAtERE
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TN TC101314 EC103747 | ME8351E2-2 DocuCentre-VII C5573 CPS w/
ME8390E2-1_20191009 | 4TM + J7DA#%EE

2N TC101315 EC103747 | ME8351E2-2 ApeosPort-VII C4473 CPS w/
ME8390E2-1_20191009 | 4TM + J7DAH%EE

2N TC101316 EC103747 | ME8351E2-2 ApeosPort-VII C5573 CPS w/
ME8390E2-1_20191009 | 4TM + J7DA#%HE

2 AN TC101320 EC103747 | ME8351E2-2 ApeosPort-VII C2273 CPS w/
ME8390E2-1_20191009 | TTM + J7DA4kEE

i) TC101321 EC103747 | ME8351E2-2 ApeosPort-VII C3372 CPS w/
ME8390E2-1_20191009 | TTM + J7DA4kEE

T AN TC101322 EC103747 | ME8351E2-2 ApeosPort-VII C3373 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#RE

)N TC101323 EC103747 | ME8351E2-2 DocuCentre-VII C4473 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#HE

2N TC101324 EC103747 | ME8351E2-2 DocuCentre-VII C5573 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#%HE

2N TC101325 EC103747 | ME8351E2-2 ApeosPort-VII C4473 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#%HE

2 AN TC101326 EC103747 | ME8351E2-2 ApeosPort-VII C5573 CPS w/
ME8390E2-1_20191009 | TTM + J7DA4EE

g TC101327 EC103747 ME8351E2-2 DocuCentre-VII C6673 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#EE

g TC101328 EC103747 ME8351E2-2 DocuCentre-VII C7773 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#RE

)N TC101329 EC103747 | ME8351E2-2 ApeosPort-VII C6673 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#%HE

2N TC101330 EC103747 | ME8351E2-2 ApeosPort-VII C7773 CPS w/
ME8390E2-1_20191009 | TTM + J7DA#HE
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