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2 WE TR
A STIFLLF 27 L T D,

2.1 CC e ik
AKSTBLOTOE BN EAEEZEETHCCONRN—Vay  BIOAST O CC -2 BLOVS—3 1
AP, L TFIORTEBUTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP F5k
A ST BLO'TOE AT 5 PP IXLL TR T BV THD,
e PP 4 %5 Protection Profile for Hardcopy Devices

e PP /N—’z2 1 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST PITFBUN T, BRI D7 RD FROA B PP LIRS,

2.3 N\olr—T
AR ST BIOTOE 1L, "o —ViEE &2 FEELRV,

2.4 i S AR L
AR ST BIOTOE 1L, PP NERTHLL T OZMA L. PP O#ERKi#Y [Exact Conformance] Th
5o =D, TOE FRIL PP E—EL T\,

e Required Uses
« Printing, Scanning, Copying, Network communications, Administration

e Conditionally Mandatory Uses
» PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage

e Optional Uses
* Image Overwrite, Purge Data
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3 bXaVTREER

AL, TOE DXl T il E®HT 5,

3.1 &k

TOE (ZxI3 5% % Table 3.1 (2”7,

Table 3.1: &5

AR

[==g=—=%
JEF%

T.UNAUTHORIZED_ACCESS

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

WEEF T, TOED AL H T = — A% C, TOENDOF]HE SCET
—HA~T A (BRSO, FITHIER) L EIRMAE a7 T —
52 I8 BB FTITHIBR) T 5036 LALZRU,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEHF L, TOEDA L AT =— A% T, TOENDTSFT —4~D
RIERT 7B AZ/LMB LIV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOEDEAEN Al SIS . TSFOBMEENIC L > T, X2V T+
DOEEZF|IZEZTHHLAZR,

T.UNAUTHORIZED_UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEH 1L, TOEIZARIERY TN =T " AV A=V T D LIV
VY,

T.NET_COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEE L, AN —JBEEZ T =X — L= EELTZ0 4 5L T,
EEFOTFT =T 7BALIEY, TOEO X2V T 422 E LT
DB LR,

3.2 fHRk DX VT 4 F7
Rk DB 2T 1 584 Table 3.2 (2T,

Table 3.2: ##kDOEX=V7T 1 HEt

H R

l==g==%
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

AT, SCEALHL K OVE B RE & ST 9 D RN RZ AT B-Sh el
AUTIRBIRN,

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

P.AUDIT X VT ABET VT AT TR SN IERGT, 220D
T rvarOud i IREHESIL, INRIT= T4 T 4 ~IBESN TR
AN SY VAN
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AR

l==g==%
FEF%

P.COMMS_PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOE!IL. LAN LMD T /SA AL Z I B B AR TE 72T hid7en7s
AN

P.STORAGE_ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENFI I ET — X £ I DOTSFT — 2 2 Bl A #a vl fEZ2 R
FRVEAR — DT NARMRAFT D6, TOEZZNLDT SAA E
DZDIH7eT —HEbi b 3528,

P.KEY_MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRE CET — 2 I3 OTSFT — 4 O B A i Al GEZ2 R %
PEAR = DT OISO AR FT 5T 58578 X OHE, 7
~ A7 B FTEOMDHEDLAEIL, NIEZRT 7B ANBRGES
NIRTIUTTRBIRN D DZE DA — DT S FITRAFSILTUT RS
720N,

P.FAX_FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.
TOENPSTNY 72 A RE A2 T 25555 . PSTNT 727 A [BI#tELAND
Iy B2 ORAE T2,

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

BRI a7 DO T E- 13 IEOBSIC . TOEIZF DO BLHI AT ] fE72
FRHEREMEARN — DT A A EOFRAFEG T — 2% EEZHELRITHR
X757,

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOE(L, HERRFT B-SNT= 03 AHREMERB BAN — T A2 LD
FTARTOBENET 2R AE T — 2 R OTSFF — 2% 7K AIZERI H
L CERNINTT HZEN TE LB AR L 22T T e b,

3.3 it

TOE Of# . T, Table 3.3 THERTABREEN MBS,
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Table 3.3: HiHESA

A T

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL 1 10E, R OTORAMBAF H2 2 MBS 55— 5 DI R A ST E £ % =)
TAD, ZOBREIZ > TRt Z e 8ET 2,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

A.NETWORK

EHEREEIT. LANA L Z T = — ZA~DIERINSDEFED T 7 A0S TOEA R
HETHZLEET D,

A.TRUSTED_ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEE B (X, VA X 2T i #HI e > CTOEZ B H T 54 (FFSILT
W5,

A.TRAINED_USERS

Authorized Users are trained to use the TOE according to site security policies.
FFRISNIRIBFE L, P AMEX 2T FEHIE> TTOEZE 4 210 FE
AT TND,
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4 BX2UT xR 56

AREL, XTI

BIFAHEFRIZHOWTIRARS,

HEHERBEO X 2T %K 4 Table 4.1 (R 9,
Table 4.1: FEHBREO X2V T 35K HE#

AP

[==g=—=%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

EHBREEIE, TOE, M ONTOEMMRIFE/ITLELT 5T — X DAL A
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK_PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEHERETIE, LANA L 2T 2= ADIN NS DEIED T 78 A5
TOEZ R T D7D Ry NI —7BF 2 VT A4 LT huid e b7
Uy,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFT A&, WELE DN Z OMEREZEEHD BRITHEA LRGN
(EL R SVASA Dy g ERANCYIAN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTA & 1L, FIAERY AN X 20T BRL | Z1UIHED
N EEFFS> TODIEERFELRITIUFRB7R0 Y,

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA B, BEA DY A ¥ 2T 1 2 HfE L, TOEZIELL
REL, AT —R LG AR E T D7D IS B DAL 2%
IG5 BaF > TWAZ EARAELRIT T2 D7,
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5 JLIETL IR — R NE TS
A ST IZLL FOYRIEa R— R MR T Do ZILBIX PP TEFRSINTZHLDOD—H TH D,

5.1 FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:
FAU_STG_EXT.1: External Audit Trail Storage 1|

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.
Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS_CKM_EXT.4: Cryptographic Key Material Destruction H 4 \

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed
are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS HTTPS _EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:
FCS_HTTPS_EXT.1: HTTPS selected H 1 ‘

FCS HTTPS _EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

o Failure of HTTPS session establishment
FCS HTTPS EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.

Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS_EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

54 FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1|
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics

of that chain.

Management:

The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the

PP/ST:

e There are no auditable events foreseen.

FCS KYC EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that

chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple

layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:
FCS_RBG_EXT.1: Random Bit Generation 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: 1ISO/IEC 18031:2011, NIST SP 800-90A] using [selection:
Hash DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources] software-based

noise source(s), [assignment: number of hardware-based sources] hardware-based noise

source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions™, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.
Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

o Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(REC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128 CBC_SHA
Optional Ciphersuites:
[selection:
None
TLS RSA WITH_AES 256_CBC_SHA
TLS DHE RSA WITH AES 128 CBC SHA
TLS DHE RSA WITH AES 256 CBC SHA
TLS RSA WITH_AES 128 CBC_SHA256
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TLS RSA_WITH_AES 256 _CBC_SHA256

TLS DHE RSA_WITH AES_128_CBC_ SHA256

TLS DHE RSA_WITH_AES_256_CBC_SHA256

TLS ECDHE_RSA WITH_AES 128 CBC_SHA

TLS ECDHE_RSA WITH_AES 256 CBC_SHA

TLS ECDHE_ECDSA_WITH_AES_128 CBC_SHA
TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA
TLS ECDHE_RSA WITH_AES 128 CBC_SHA256
TLS ECDHE_RSA WITH_AES 256 CBC_SHA384
TLS ECDHE_RSA WITH_AES 128 GCM_SHA256
TLS ECDHE_RSA WITH_AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
TLS ECDHE_ECDSA WITH_AES_256_GCM_SHA384
TLS ECDHE_ECDSA_WITH_AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1|

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.

Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP ] such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.
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This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP_FXS _EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:
FDP_FXS_EXT.1: Fax Separation 1|

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_FXS_EXT.1 Extended: Fax separation
Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA_ PMG_EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG _EXT.1: Password Management 1]

FIA PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA PMG EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
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FIA PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “I”, “@”, “#°*, ““$”, “%”, ““A”, “&™, “*7 “( )
[assignment: other characters ]];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.
Component leveling:
FPT_KYP_EXT.1: Protection of key and key material H 1 \

FPT_KYP EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_KYP EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11FPT _SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.
Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT_TST_EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST_EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT _TUD _EXT Extended: Trusted Update

Family Behavior:
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This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT_TUD_EXT.1: Trusted Update 1|

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions ]
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU_GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c¢) All auditable events specified in Table 6.1, [and Table 6.2].
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion/ a7 DT FDP_ACF.1 Type of job / =7 F&E R
Unsuccessful User authentication / F|FZFRIER  |FIA_UAU.1 None
Unsuccessful User identification / F/) FH #5551 0B FIA_UID.1 None
Use of management functions / ‘& BE#SEEDF FMT_SMF.1 None

Modification to the group of Users that are part of a
role /| ZEID—EF THIFIAE IS N—T DHE
Changes to the time / FFZIDEE FPT_STM.1 None

FTP_ITC.1 .

_ , H
Failure to establish session / &I al #eESL D REX FTP_TRP.1(a), ?)e%f;: for failure / Rt
FTP_TRP.1(b)

Note: FIMH &R S-SR M ETRAEFRLSBESN T BEE RRILL TLoDFERLEDB T,

FMT_SMR.1 None
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information
Software update /| 7,0z T T 77— FPT_TUD_EXT.1 |#HIHX—Tar
FAU_GEN.2 User identity association

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FAU_GEN.2.1

FIA_UID.1 Timing of identification

For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 External Audit Trail Storage (for O.AUDIT)

Hierarchical

to: No other components.

Dependencies: FAU_GEN.1 Audit data generation

FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity

using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f

AREITIL, PP A3ED 50 12 B45% FCS (Cryptographic Support / 554K —k) 77 ADHHE
%3045, il 6.2.9, 6.2.13, 6.2.14 BL N 6.2.15 OEHITEH —HBD FCS B335,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for

Hierarchical

0.COMMS_PROTECTION)
to: No other components.

Dependencies: [FCS—CKM-2-Cryptographic-key-distribution,-or

FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key

establishment in accordance with [NIST Special Publication 800-56B,
*“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for

Hierarchical

0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
to: No other components.

Dependencies: [FCS—CKM-2Cryptographic-key-distribution-or

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)

FCS_COP.1(f) Cryptographic operation (Key Encryption)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random

Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT .4 Cryptographic Key Material Destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [

e For volatile memory, the destruction shall be executed by [ powering off a device,

[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation ]1].

e For nonvolatile storage, the destruction shall be executed by a [ single ] overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern ], followed by a [ none ]. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard ].

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
0.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FBRPIFCImport-ofuser-data-without-security-attributes,or

FBPITC 2 tmport-of-user-data-with-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode ] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o[ NIST SP 800-38A, NIST SP 800-38D ]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to: No other components.
Dependencies: [FBPATFCHmportof-user-data-withoutsecurity-attributes;-or

FCS_CKM1Cryptographickey-generation
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [ 2048
bits ] ] that meets the following [ FIPS PUB 186-4, “Digital Signature Standard” ].

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] using [ CTR_DRBG (AES) ].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ [ single ] hardware-based noise source ] with a minimum of
[ 256 bits ] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZH FDP %4

AHITIX, PP 23ED D0 ZH 2 B34>% FDP (User Data Protection / FIJH#E T — 2 (%) 7T A
RS2 3R 45, iz 6.2.9, 6.2.10, 6.2.11 3L 1N 6.2.12 DK HiITH D FDP B H5,

FDP_ACC.1 Subset access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP_ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none ].

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none ].
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Table 6.3: D.USER.DOC Access Control SFP

Fax

Operation:

Release printed fax

“Create” “Read” “Modify” “Delete”
_ Operation: Submit a documentView image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
.. ISubmit a document , ,. . Modify stored| Delete stored
Scan Operation: for scanning View scanned image infwyage image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Operation: Sub:%irt ?odogument V(;ivl‘g:f;;sgesrmige Modify stored | Delete stored
Copy pying copy output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
. ISubmit a document , ,. . Modify stored| Delete stored
Fax send Operation: to send as a fax View scanned image infwyage image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Receive a fax and View fax image or Modify image| Delete image

T store it output of received fax|of received fax
Job owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
. note enie enie enie
U.NORMAL ( 4) denied denied denied
Unauthenticated denied denied denied
Storage / i Retrieve stored Modify stored| Delete stored
retrieval Operation:| Store document document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: |Create print job View prllg; queue / Modify print job{Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View SC%% status / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Copy Operation: | Create copy job View COI% status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
. .| Create fax send |View fax job queue /| Modify fax send| Cancel fax send
Fax send Operation: job by f>1{ob job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax Operation: Create fax View fax receive Modify fax Cancel fax
receive receive job status / log receive job receive job
Job owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage/  |Modify storage /|Cancel storage /
retrieval | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U.ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 WZH FIA B4

AHITIX, PP 23D D ZE FdIZ B35 FIA (Identification and Authentication /

AR (208 975, Mhic 6.2.14 HilZh—H D FIA EFE213H 5,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA_AFL.1.1 The TSF shall detect when [ [ 3] ] unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [ met ], the
TSF shall [
e Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes
e Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1

FIA_ATD.1  User attribute definition (for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FUYFE R A4, FIHZERE .

FIA_PMG_EXT.1 Password Management (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!”, “@”, “#”, “$”, “%”, “/”,
“&”, x4 T no other characters ] ];

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA_ UAU.1 Timing of authentication (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [
e Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided ]
to the user while the authentication is in progress.

FIA_UID.1  Timing of identification (for O.USER_I&A and O.ADMIN_ROLEYS)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [
o Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.

©2018-2019, >—7#=(2#f (Sharp Corp.), all rights reserved. 36



FIA_USB.1  User-subject binding (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition
FIA_USB.1.1 The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FFEZF R 124, FIFERE ).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules ].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WZH FMT 34

ARHITIE, PP BEDDHMEARITEHS FMT (Security Management /| &%= U7 ) 77 ADFHE
N e AR U I

FMT_MOF.1 Management of security functions behavior (for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to [ enable ] the functions [
e Initialize Private Data / Data in Machine (A 188 % (REHER 5 — 5D FIHIE)
]to U.ADMIN.

FMT_MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control;-ef
FBPFC1-Subset-information-flow-control
FMT_SMR.1 Security roles ]
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to [ query, modify, delete, [ create ] ] the security attributes [ Security attributes
specified in Table 6.5 ] to [ Authorised roles specified in Table 6.5].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
PIEREEFfHE 22124 | create, modify, delete U.ADMIN
7 % create, modify, delete U.ADMIN
PR AL 2 BA guery U.ADMIN, the owning U.FAX/U.NORMAL

FMT_MSA.3 Static attribute initialization (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive ] default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT_MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

= o N create, delete U.ADMIN
PYRSERAEFIJFE AT —F modify U.ADMIN, the owning U.FAX/U.NORMAL

BN — modify U.ADMIN

FERAE L = modify U.ADMIN

A 111 modify U.ADMIN

BB X EHRIE query, modify U.ADMIN

HEBao 7D MR query, modify U.ADMIN

TRUXE create, modify, delete U.ADMIN

FRAFT —N—FRIE create, modify, delete U.ADMIN

IP 7RLRZRIE modify U.ADMIN

A=)V (G —N—RIE query, modify U.ADMIN

FMT_SMF.1 Specification of Management Functions (for O.USER_AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and

Table 6.10].
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Table 6.7: List of Management Functions Provided by the TSF (1)

HERE ZE/SFR B HLHERE/management functions fi#i & Inotes

FAU GEN.1 None —

FAU GEN.2 None —
FAU _STG EXT.1 | Bs0/ 8(E JE D% E s BRI T LS B L [
FCS CKM.1(a) [None —

FCS CKM.1(b) |None —

FCS_CKM_EXT.4 |None

* Wuﬂmuuﬂﬁslﬁﬁ% DTE

FCS CKM.4 None —
FCS COP.1(a) [None —
FCS COP.1(b) |None —
FCS RBG _EXT.1 |None —
FDP ACC.1 None —
FDP_ACF.1  |None I RE7e 7 rTHES ORLRIZR L
FIA_AFL.1 None RfEE T 7 a3 E
F|A_ATD1 * Wuﬂmu uE*I %%0)%%% -

FIA_ PMG_EXT.1

B/ IR — FEODWE

ﬂ%a%lj 31 FIJ‘-Eji‘Ato) WE

FIA_UAU.1 o FRRE— N — DR E FRRERTT 7 v a A EE
o Wi RRAEF /SR — R DR T

FIA UAU.7 None —
* ulk)nJIJ [ uIEjiJCO)BTE

FIAUD1 | %”mznﬁ%ﬂﬁﬁ%iﬁ/am AT 7 R
° Wﬂﬁmunﬁ*ljﬂqﬁm& /l)/gl Ojﬁﬁ

FIA USB.1 None BTNV EE

Table 6.8: List of Management Functions Provided by the TSF (2)

BERE ZF/SFR B BEF&RE/management functions fifi & Inotes
FMT MOF.1  |None BE T N — TV LE E
FMT MSA.1  |None BB 7 v —7 LRI E

BEN T N—T T 74V IE .
FMT_MSA.3 |None IO HANXEE
FMT MTD.1  |[None BB 7 ) —T VL E E
FMT SMF.1 None —
FMT_SMR.1 | #E[RZ LV —T D —
FPT SKP_EXT.1 |None —
FPT_STM.1 | HfJ/RZIDRE —
FPT _TST EXT.1 [None —
FPT TUD EXT.1 [None —
FTA SSL.3 P BEIaZ 7 UG O E —
FTP_ITC.1 None —
FTP_TRP.1(a) |None —
FTP_TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HERE ZE/SFR B FEFERE/management functions fi#i & Inotes

FPT_KYP_EXT.1 [None —

FCS_KYC_EXT.1 |None —

FDP_DSK_EXT.1 |[None —

FDP FXS EXT.1 |None —
BT EDO EEZ AT
FDP_RIP.1(a) None L Y TR

FDP_RIP.1(b) | A NIEHH M AN T — 2 OOkl E) —

FCS COP.1(d) |[None —

FCS_COP.1(f) |None —

FCS TLS EXT.1 |None —

FCS_HTTPS_EXT.1/None —

FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

FEREZLIEISFR & EFHE/management functions fi§ % Inotes

— e 7 FLAIRD % B —

— o IPTRL ADRE —

— o A VKRV — R —DRBE —

FMT_SMR.1 Security roles (for O.ACCESS_CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLEYS)

Hierarchical to: No other components.

Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, U.FAX, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 WZH FPT ZEff:

AHETIL, PP ANED 244 8 B% FPT (Protection of the TSF / TSF (D {R:7#) 275 ADHEAE B
RN 5, 1 6.2.9 Filch O FPT B35,

FPT_SKP_EXT.1 Protection of TSF Data (for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT_STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: No dependencies.
FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 TSF testing (for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Trusted Update (for O.UPDATE_VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions ] prior to installing those updates.

6.2.7 WZE FTA B4

AREITIL, PP NED DM FHRICBIHS FTA (TOE Access / TOE 727 R) 77 ADKERE B 250 ik
—a—éo

FTA SSL.3  TSF-initiated termination (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA _SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
e 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
@ 300 seconds, for sessions via web interfaces

1

6.2.8 MZH FTP Ziff

AHITIX, PP 2NED D MZE MBS 2 FTP (Trusted Paths/Channels / iEHE/ SAIF ¥ 1L) 7T A
DORERE B ATk T 5,

FTP_ITC.1  Inter-TSF trusted channel (for O.COMMS_PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1  Refinement: The TSF shall use [ TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, [ audit log server, ftp server, mail server ] ] that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.

FTP_ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.

FTP_ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service ].

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS_PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPSEC selected, or
FCS_TLS EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [ TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [ remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 A& VZEBEE B
ARHITIE, PP BEDDLEMATEMHARDY L BIMIA B f[ G ARSERNMEA R — VT S A R EOF)
BOT — 2B AR B A F0ak 35, fllZ 6.2.13 Hilch . AHICEI T AMEEE B — 3 A,

FPT_KYP_EXT.1 Protection of Key and Key Material (for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [ intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) ] ] while maintaining an effective strength of [ 256 bits ].

FDP_DSK_EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [ perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2.10 Sk EA S ZHEEAT: B2

AEITIL, PP BNED DS E VB TIEDH S PSTN 777 A - % NI — 7 B D43 Bk B Dk E
HZseah 45,

FDP_FXS_EXT.1 Fax separation (for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

6.2.11 47> a Eif: C2
KEITIE PP REDLA T ar RO L, Hifg FEXCRbAMEEE A TRT 5,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.124 > a #{k C3
KEITIE, PP WED DA T ar RO L | F— 2 D522 NI B A EERE B4 20k 5,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE_DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.13 RN~ — R D1

AEITIE, PP NEDHEIRAN— 2B DH L | BLHIATH A RE/R RIS MEA L — P F XA 2 O FRER
DOF —2 B AMBEE A0 95, T 6.2.9 il . AREICRI T ARERE D — 3 h 5,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-without-security-attributes,-or

FBPITC 2 tmport-of user-data-with-security-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in [ CBC ] mode and cryptographic key sizes [ 256
bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC as specified
in ISO/IEC 10116 ].

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS_KYC_EXT.1.1)
Hierarchical to: No other components.

Dependencies: [FBPATFCHmportof-user-data-withoutsecurity-attributes,-or
e, ; I . X i ,
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in [ CBC ] mode and cryptographic key
sizes [ 256 bits ] that meet the following: AES as specified in ISO/IEC 18033-3, [ CBC
as specified in ISO/IEC 10116 ].

6.2.14 R~ —RFAH: D2
REITIL, PP MED DI AR —RFEEDH S | RSN EE I B AR B2 30k 35,

FCS_TLS_EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS EXT.1.1 The TSF shall implement one or more of the following protocols [ TLS 1.2 (RFC
5246) ] supporting the following ciphersuites:
Mandatory Ciphersuites:
e TLS RSA WITH_AES 128 CBC SHA
Optional Ciphersuites:
[
e TLS RSA WITH_AES 256 CBC_SHA
e TLS RSA WITH_AES 128 CBC_SHA256
e TLS RSA WITH_AES 256 CBC_SHA256
e TLS ECDHE_RSA WITH_AES 128 CBC_SHA256
e TLS ECDHE_RSA WITH_AES 256 CBC SHA384
e TLS ECDHE_RSA WITH_AES 128 GCM_SHA256
e TLS ECDHE_RSA WITH_AES 256 GCM_SHA384

1.

FCS_HTTPS_EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS_TLS_EXT.1 Extended: TLS selected
FCS_HTTPS EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS_IPSEC_EXT.1.4)

Hierarchical to: No other components.

Dependencies: [FBRPIFCImport-ofuser-data-without-security-attributes,or

FBPITC 2 Import-of user-data-with-security-attributes,or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT .4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance

with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, ""The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”
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AHITIE, PP BEDLRIRAN—REDIG | miEHHT v 77 — M MR B 25 35,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT_TUD_EXT.1.3)
Hierarchical to: No other components.

Dependencies: No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.16 2% =V 7 B RE ZAFAR L

E AR ST 28 EHETS SFR 1. PP BSHLET 5 SFR OIS EES ThH, BT B I OMEIRIZT T
SE T LTWA, £72, L FIZIRREE Y ARTFIEIC W TRIBEIZ 2V,

6.2.16.1 =27 A HEHE BT OIK A7 AR L

Table 6.11, Table 6.12, 310" Table 6.13 |X. CC BLUPP 2NHLE 5 SFR A3 & - &K {EMELS
A TOE 23 2 U CUONDIRTEME L Tl L QR METENE . B L OMKIEMEAR T I D 1E YA~

Table 6.11: X =VT (HEREEHDIRTFENE (1)

e T e HRELTNS R i
FAU GEN.1 FPT STM.1 FPT STM.1 — —
FAU GEN.L, FAU GEN.1, — _

FAU_GEN.2 FIA UID.1 FIA UID.1
FAU GEN.L, FAU GEN.L, _ _

AL SIE DX FTP ITC.1 FTP ITC.1

FCS_CKM.1(a)

[FCS_COP.1(b), or
FCS_COP.1(i)],
FCS_ CKM_EXT 4

FCS_COP.1(b),
FCS_CKM_EXT.4

FCS_CKM.1(b)

[FCS_COP.1(a), or
FCS_COP.1(d), or
FCS_COP.1(e), or
FCS_COP.1(f), or
FCS_COP.1(qg), or
FCS_COP.1(h)],
FCS_CKM_EXT 4,
FCS RBG EXT.1

FCS_COP.1(a),
FCS_COP.1(d),
FCS_COP.1(f),
FCS_COP.1(g),
FCS_CKM_EXT.4,
FCS_RBG_EXT.1

FCS_CKM_EXT.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)],
FCS CKM.4

FCS_CKM.1(a),
FCS_CKM.1(b),
FCS CKM.4

FCS_CKM.4

[FCS_CKM.1(a) or
FCS_CKM.1(b)]

FCS_CKM.1(a),
FCS_CKM.1(b)

FCS_COP.1(a)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(b)

[FCS_CKM.1(a)],
FCS_CKM_EXT.4

FCS_CKM.1(a),
FCS_CKM_EXT.4

FCS RBG EXT.1

FDP ACC.1 FDP ACF.1 FDP ACF.1 — —
FDP_ACC.1, FDP_ACC1,
FDP_ACF.1 FMT MSA.3 FMT MSA.3 — —
FIA AFL1 FIA UAUL FIA UAU.L — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAUL FIA UAUL — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 - —
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Table 6.12: & =U7 (#EREZFOUAFIE (2)

RAFIE

Kt T BN WEL TS RN 5
FMT SMR.L FMT _SMR.1,

FMT_MOF.1 FMT SMF.1 FMT SMF.1 — —
[FDP_ACC 1], FDP_ACC.1,

FMT_MSA.1 FMT_SMR.1, FMT SMR.1, — —
EMT SMF.1 FMT SMF.1

FMT_MSA.1, FMT_MSA.1, _ _
FMT_MSA.3 FMT SMR.1 FMT SMR.1
FMT SMR.L, FMT SMR.1,

FMT_MTD.1 FMT SMF.1 FMT SMF.1 — —

FMT SMF.1 — — — —

FMT SMR.1 FIA UID1 FIA UID.1 — —

FPT SKP EXT.1 — — — —

FPT STM.1 — — — —

FPT_TST EXT.1

FPT_TUD_EXT.1

FCS_COP.1(b),
FCS_COP.1(c)

FCS_COP.1(b),
FCS_COP.1(c)

FTA_SSL.3

FTP_ITC.1

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS HTTPS_EXT.1]

FCS_TLS_EXT.1

FTP_TRP.1(a)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS_EXT.1,
FCS_HTTPS_EXT.1

FTP_TRP.1(b)

[FCS_IPSEC_EXT.1, or
FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS HTTPS EXT.1]

FCS_TLS_EXT.1,
FCS_HTTPS_EXT.1
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Table 6.13: & =2U7 #EREZFDOUATFIE (3)

RTFPE
B RE ZA

e g ~&

ELTWD

A R

e

FPT_KYP EXT.1

FCS_KYC_EXT.1

[FCS_COP.1(e),
FCS_SMC_EXT.1,
FCS_COP.1(f),
FCS_KDF_EXT.1, and/or
FCS COP.1(i)]

FCS_COP.1(f)

FDP_DSK_EXT.1

FCS_COP.1(d)

FCS_COP.1(d)

FDP_FXS_EXT.1

FDP_RIP.1(a)

FDP_RIP.1(b)

FCS_COP.1(d)

[FCS_CKM.1(b)],
FCS CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(f)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS_CKM_EXT.4

FCS_TLS_EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS RBG_EXT.1

FCS_CKM.1(a),
FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS RBG_EXT.1

FCS_HTTPS_EXT.
1

FCS_TLS EXT.1

FCS_TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],
FCS_CKM_EXT.4

FCS_CKM.1(b),
FCS CKM_EXT.4

FCS_COP.1(c)
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6.3 X =UT A PRAEEM:

PIF AR ST RERT L X2V T ARGEEM: (SAR) %, CC /3 —| 3 DIRFEZ T AR /R T, A ST
I%, CC 73— ITERIMN, PP IZFLiR SN /- F 2V T A fRFEa s R — R M, D FE SAR ELTE
M5,

6.3.1 Class ASE: Security Target Evaluation

« Conformance claims: ASE_CCL.1 — Conformance claims

» Extended components definition: ASE_ECD.1 — Extended components definition
ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE_OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE_REQ.1 — Stated security requirements

« Security problem definition ASE_SPD.1 — Security problem definition
» TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
 Functional Specification:  ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents
 Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support
* CM capabilities: ALC_CMC.1 — Labelling of the TOE
* CM scope: ALC _CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE_IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA_VAN.1 — Vulnerability survey

6.3.7 X =UT o PRGIEE AR L
EE0. AR ST 2315895 SAR 1. PP 23E T 5 SAR L5242l — L T\,
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7 TOE ZHtHAE

ARE(X, TOE BX 2 U7 488 (TSF) OERIMARZ LR 5281280, BX 27 HERE Y (SFR)

7= SNHZEETRT,

7.1 X 2UT7 A

AEITILEIC, 6.2.1 BiD M2 FAU BEEICEET 28580 A st 45,
FAU_GEN.1/FAU_GEN.2

TSF 1T, BEAEDOREILK TICZ ., Table 6.1 8L Table 6.2 IZi iR LI EE A U o/ AT

—ZELUTHERT D,

TSF L, BEEORENFE T2 G TEEE AU ISR AL B AR A 1R) 3 IOWEA| (K843 157) % TOE
DI AT LIy bR, AT —2IZRiEk T 5,
TSF 1%, FFEDOFIHB DR ESEIAXUNIUX, ZORHEZEOuT A 407 A DOREEIT
SEER )% BEAE AU NMIEIE T oY 7 U= NEBITE R EL CEA T —XITReek T 5, 7272L, TOE H
B INAR MR ST A ITSYSTEM?, 37 V=7 MR E TER WA I NIA” itk 5,
TSF AT — X IZFLE T DIE I T AN DUV T, Table 7.1 12777,

Table 7.1: B &7 — X283 D15 #
A M B RIEVE e, B et
%ﬁ)@@@] (Audit N/A N/A O N/A
Edﬁ)m%T Audit |~ [/ N/A O |NA
gf%ﬁfg b 15 |0 CaT O |#TLrEvar4
kB FRRIED SRR nrAHELTAT)
(I&A Failure) © 10 ST TS NIA | NIA
(j:;jz;e‘f))ﬁﬂ” o |o SEEAT ST RE (O [seULas 4
ISAT—RDIEH S g IRAY =R ESIVIHMIAE
(Change Password) © 10 REEATTRIA | O oar A4
chi ! ﬁgﬁime) o |o BEE(THRAE |O | EEHORS (4
Z—IF— DK - HIBRL 7o A 4 (2 —
(Delete user) O 10 RIREAT-TAIRE | O P——FEHIERDOY A 13 All)
ffg%% 7 (fu)fﬂ” o |o EME 7RIS (O |k A —7 4,
FIHZE OPTIE T 5k BT MRS N — T RIS
R7—7okmE |0 |O EREATSTRAE | O BENIRHE DO T A4
(Change Role) B HEBOMRT V—T4
MERRT V—T DR TE I , L
OAEE (Change  |O |O BT AAT TR | O ;%gﬂﬁé“fﬁw v
Auth Group Setting)
EERYISSAIY NS
(Change Time O |0 EBHEET-T-FAE | O N/A
Setting)
R EEDZE B s . CREALINTREEA
(Change Setting) O RELTAA O <R DR T
(T(':‘fmﬁ%;?i?& N/A SYSTEM NIA |- Bzt
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G TR A
— N
TLS i#{5 D IHL HRIEBHAAE D IP TRLA
(Comm Failure) EEMTOIP TR A
— =LA SeBR O
SENSEEY Y gWea=g N/
. - ONEEH ID BLU%ESE
ﬁ;@”fgz;ﬁjjok) o |o FEEToIRIAE O |4
HIBRIZSTE B HIBRIA TS
N7 N ONEEE 1D
T — T4
T BT T T Ty T T —Mefio 7T DT
7 —N (Firm Update) ©|° T © =AY
P - T T F—MEDT 7 — 1T
T N—gy

*1 AU R3EAE H BRSO 86010k EE A CERLE NS
*2 EAL AT 2 —REL T, Ope/Web/NetD W T NN ERFESNAD, 7275, RFT'NIA" L5 THBHOE, "NIA LR FES D,
*3 AU RESRE R ELC, Success/FailuredD W R EFLSILD, 72751, ZH T NIA” Lo THDHEDE, "NIA” L £ TSNS,

AREHIZEITD TSF AL ¥ 7 =— AL, Table 7.2 | R T LBV THS,

Table 7.2: FAU_GEN.1/FAU_GEN.2 |23 % TSF A2 47 = — A

AN A HT=—A
BEA oD L ) * MFDD&EJHON (I EHOE IHS [F1E)
B DT « MFDOD & EOFF
CaT T « FDP_ACC.1/FDP_ACF.1DTSFAL 47 = —AZHEL . 2t —[F U NAF ¥/~
FIAIRF 2 AN T 7 AV THERED S a7 Z R
FRBIZREEDICBL | o B/ SRV Web X — D — 5 —FHE Rl [ T s A R E
. o BB SRV DR ETET—RWeb— T, [—F —FH ][22 —P—FE]-[=
A el R e
. . o BE XL DR ET—R/WebX—V T, [2— YV —EH] > [2—P —&E]-[=
SRT SIS : .
O A EE L [ S e
s BRI DR TEE —FMWeb~— DT [ — ] [ — — ] [
IN
RTAADER | g2 a— R T
a—y— o | BAERFNVOREET—R/WebX—2 T, [2—P—FH] > [2—V —RE]-[=

— Y ANE = — AR

MeRRZ NV —7"D
=Y

o BB SRV DR E T —RWeb— T, [—F —F ]~ [7 7 & AH| %
TE = [HER Y IV — T 1 DR Y N — T % % ik

FAZEOFTET | BE SRV OFREET—RWebX—2C, [2—P —FH] - [2—V —FE]—[=
LRI L —F | — P —UANDD—F —ZEIE
DIEH
WERRZ N—T D | o HAE R R DR EE—R/Web2—2 T, [2—F —F ] >[7 7 & A5
HEDEH T[RRIV — TV MER Y N — T A AEIE

e | @ TRVE SRV OB ET—RIWeb2— T, [VAT AR E > [BHlER E = [7 3
Rl | e e L ™
X EEDE B o BRE XL DR ET—R/Web_— T, F R ENDRE EHE 2 H

TLS 3#{5 D IHL

s FTP_ITCIDTSFA L Z 7 =— A ZHEL | FRAEY — N —/BE &Y — /S —/FTPH—
— AN — =L DEEEFAT

« FAEASRVT, [T RV AR DHTHUR SRR A bR A 3247

TRUAIRDIH |, \ebrimso G [7 KL AME] [ R L AU B S i e 94T
Tr—LUTT | RN A T T AT RA~BITL, I — AT Ty ST — e
v 7T —k 17
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FAU STG_EXT.1

RSN T — 21X, FTP_ITC.1IZHEVy, Syslog 7 b= /L L O TLS1.2 2 W TR Y — /R —
IZHESND, DT —FIL, EEDBEINTHET, NEBAR —VIZHE(F STy 7 7 SEIBI TR AT E
D, ZORY 7 7HEIBICIE, 4 THEOEER T — 25 R 75T HZLNTED, BT — X2 DiEEIX, #Hilz
\ZF —ZINERRENT-Z A 7Tl T b,

AV — R —~DOEENRIM U B E LB L Web X— T O EIZ#58E 2 — %5
AL, T ECEMMICER T — N — DR EEHRAITT 5, BEAyE—IL, B ——
IZHHRESIV QRN Z L Z DR BN R FLII, FHE ~OEE L G5,

7 PRI O N 80% LA EICETDHE MLAAREHE LISAMNIRS A TERNWIIITHIRS LD,
ZOHIFRIL, 737 7 REBR O FH 2R DY T0%ATM 272 > T2 R pL CRERRS VD, 23y 7 7REIRNHAR, D ED
N T FRERIC 4 TTE OB T —ZPRIFSNIIRIE T, FiizlicAE RS BEaE T — X33y 7758
BAZRAFENT, HIBRS LD,

N7 A AR SN T — 1%, FDP_DSK_EXT.1 IZHEW I AL L CRRAFS D, 72, FH
FHEFNZEADLLT | T _XTORMFII Ay 7 7 I RSN EEE T — X7 7 EATHIENTE
720N,

AR5 TSF A ¥ 7 =—AX, FAU_GEN.1/FAU_GEN.2 ® TSF A2 %7 =—A|ZHEL D,

7.2 YA —R
AEITILEIC, 6.2.2 BiDMZE FCS BRI 2B 2B REZ 5l 5,

FCS_CKM.1(a)
TSF 1%, B 51015 OFERET THOWDIE PR L LT, ZEHESCE NIST SP 800-56B, Revision 1 @ 6.3.1.1
HilZFL# D rsakpgl-basic 72T RSA & AT 25, £ DRRIZME L7258 #0E FCS_RBG_EXT.1(Z
1> THART %, TOE 13K TSFIZBIL . TOE fA OILIRSCRIEMESL DI B U | & HWITFFA S
TERFIEZE TR, ZO8 T, AN — VTR L LTIRBE T AR — IR S LD,
ARBZBIT A TSF Ao ¥ 72— A%, UL FITRTEBYTHA,
o TOE & ENFEZDOAEIEH)
o Webh X—T | [VAT LR E] - [EFX 2V T (58 E] > [REM EOE B - [ ERAE E O B0
T, WERIZE ST
o Web X—U T [VAT AR E] > [EFX 2V T X B FEAZEOE B - [REI EE 4 ZR(CSR)DE
HNZIWT, [MER]E AT
o BERFNDORET—RT, [VAT LR E] [ 2V T 4 E[E NG H M OARENT —H DY)
LB R LA 5174 . TOE 2 it Eh
F7-. TSF 1%, TOE D& ON BHZ, NI AN — ITRAES I BT RSA A3 L, 2
M —88 T 5 LT2 RSA ##% | I 5815 CHEH 5720, TOE OEFRKrETOM, fHFBEMEAT)—H
\ZIRIFET D0
ARFEIEIZEI T2 TSE AL 27 2— A, L FIORTEBYThD,

e MFD DR ON (f£ENHOE IH [F%)

FCS_CKM.1(b)

TSF X, B 5 l{E DRI m—2a BV lEH OB a $a ARk 3%, B a3, TLS i
BEATITENCY — = 7T T U METHE SN DEE OO DAE RS, T — 22 BLIE 535
72D OXFRGEE T — 2% ARGET D72 D MAC #E% 5 Te, TSF X, FCS_RBG_EXT.1 1245 RBG T4
RS AT ELE A VT, AES-128 DI 5 A — i 325355513 128 B MR D | AES-256 DI 54
A—NafE 358613 256 By MEOTFREEEZ LR L FEFEMEATY — NIRRT T 5, Fiz,
FCS_RBG_EXT.1 (245 RBG TAMESNZELEAE T, SHA-1 DI 52— M 3255513
160 £ MR D | SHA-256 D5 A — i 9235513 256 B MR D | SHA-384 DI 5 A — R
T 2% 61% 384 B MR D MAC S AR L | I MEAEY —NIZIRIFT Do

AR5 TSE A2 ¥ 7 =—A %, FTP_ITC.1 D TSF AL X7 = —AIZHEL D,
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TSF (%, TOE &% {&#% DO Y)ElEERF IS L O TOE #1Hi{b % O FE BRI, AR — V82 Sk 357

HORFRFEEL T, FCS_RBG_EXT.1 1255 RBG TA RS- ELE A IV T 256 By Mgty 54

ZAER L R AT —1 PNICARTET 5,

ABZBITAS TSF Ao X7 2—A T, UL FITRTEBYTHA,

o TOE sx B DYl ElELE)

o BE RNV DFREE—RT, [VAT LR E=[EX 2T E = UE NG H L OAEN T — 2 DF)
UL ORI A FE4 714 . TOE % F @)

TSF |%. TOE & &% Oal B35 LU TOE UL O TR, WEIARN —IRAFT 2T

— &S T A0 D S4tL L C, FCS_RBG_EXT.1(2J% RBG TARM SN - ELE % VT 256

B MED AN — VA AR L FCS_COP.1(AIZ L D8R B W TARERME AT —1 IR IFES

7o SR SO B L LR IE CARIERMEATEY —2 NITERF T 5,

ARFEIEIZEI T2 TSE AL 27 2— A, L FIORTEBYThD,

o TOE X E /£ DYl alEdHE)

o BE RNV DFEE—RT, [VAT LR E-[EX 2T R E = UENIEH L OAEN T —H DF)
UL ORI A FE4 714 . TOE % F @)

F7=, TSF IL, TOE OEJR ON B, NI AT —2 | TRIFSN TR 5L ST AR — D # A Hi A

L. FCS_COP.1(f) iz L o8tms B b A U CREFEME AT — L IZRAFS AU S 58 1 5 L7 A

L—8 % 57 LAY X AES Rijndael THE 5728 TOE OFEJKrETORM, f#HIEMHEAE)—

WIZIRAET 2.

KRBT TSF A 27 2— R, UL TFIORTEBYTHS,

o MFD O ON (IFENHDE IHG A1)

FCS CKM_EXT.4/FCS_CKM.4

TSF 238 LA N O L, AL ST I FES D,

o JEf5 H O IR FRdE:
TOE O &EJR ON FfZ1E 5 &i7- RSA #13 TOE OEJRKT CAE L L CHvbi, fRMEAT)—
FiZHD720, TOE OERH W CHIFEL , FESND,
AREZEI T2 TSE AL 27 2 — A%, LIS RTEBYThHS,
« MFD O FEJR OFF

o HIEHD a4
TLS ({5 D3OI S AL e, REpgkE LT, #EMRAFSIV QO DRI A8 B ety MNEBIZ K
DEELECC EEETHILICIVIEESND, Fi2, R MEAEY— RIZh D7, TOE ORI ¢
R, SN,
AREAEICE T2 TSE Ao 27 2 — R, L FICRTEBYThHS,
e FTP_ITC.1 ® TSF A #7 = —A|ZHEC TRRARAL T TLS i@(E DYl
* MFD O &R OFF

o S 4
PR DME NG L AN T — 2 O #H{E (Initialize Private Data / Data in Machine)z 3247172
f, BF BA LS R HE T — 2 BLOTSF 7 — 4R T R TUEESNDLIEND, AR — VI AT
7RgEE LTI, AR — VB DS BALAE BT L QD EERE S-S [RIER IS AN B8 e LTl
A1, FCS_RBG_EXT.1124% RBG TAMKIN-ELEL T 1 Bl EEX T A LIRSS,
AR5 TSF A2 27 2 — AT, DL IS RT LBV ThHS,
o BEASFNVDOREET—RT, [VAT LK E] > [EFX 2V T A% E] = [N IEH L AN T —F D

WIS AT 2 FE1T

o ARL — g
BB DME NG B AN 7 — 2 O #H{E (Initialize Private Data / Data in Machine)z 3247172
I, BE B LS R AE T — 2 BLOTSF 7 — 4R T R UEESNLIEND, REefElLTlb
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o, RERREMEAT Y —2 [T SN S b S 7o AR — V8% FCS_RBG_EXT.1124% RBG T

ARSI ELEL T 1 B EEE T A EICIVIEFES LD,

REMHIZEETA TSF AL 27 =— A%, L FITRTEBYTHS,

o BESFVOBRET—RT, [VAT LFE] = [EF 2V T AHE > [EANEHR L OAENT — 2D
ML B R A AT

F7-. TOE OFEJR ON B2 53N 7= AR —V#E T TOE OFEIRKT CRE/R gL CHlub i, %

PEAEY— FICH D=0, TOE OEIFK TR L IS,

ARBEMRCEITS TSF A2 72— A%, L FITRTEBY THS,

o MFD ®EJH OFF

FCS_COP.1(a)

TSF %, FTP_ITC.1, FTP_TRP.1(a) BLOFTP_TRP.1(b) (ZBIDiE(E T —# K 5bDT=dIZ,
FCS_CKM.1(b)IZ X0 ARk L7z 128 B MNEF7213 256 B ME DO/ 5-#EL FIPS PUB 197 [Z#EHL 95
AES 557 /LU X% NIST SP 800-38A IZHEfL 9% CBC &—NR, £7=iX NIST SP 800-38D [ZVEHL
7% GCM E—RTENETDZLICIVBET —F DI 5L B L OE 54179,

AT 2 TSF A2 27 =—Al%, FTP_ITC.1 BX U FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
T —RAZHELD,

FCS_COP.1(b)
TSF I %, TOE OFaRaEl EERRIC L AREEAERRIC BT B4 ARk, FTP_ITC.1 I2X5 % — /S —FiEH]
ERFEBLOFPT_TUD_EXT.112X57 v 77 —MAREIZHE VT, FIPS PUB 186-4 (2 ESLT-
Digital Signature Standard Z-Jifi7= 3§ & 7% 2048 £~ RSA 724 )V B4 7 /LAY X I (rDSA)Z A H
95, £7-. TOE O SRAEAEVERIC L BFEAEARICHBITE B4 A RICB VT, FCS_CKM.1(a)i2 &
VARSI RSA S 55,
ARELEIZEE T2 TSF AL 27 2 —A L, LRI T LB THS,
o TOE Ofas it EERL:
« TOE &RENEHEZ DA E)
e Web X— T, [VAT L E] > [EX 2V TR B~ RE ZEOE Bl - [HaE E0E H)ICE
W, [PERRZ 34T
o BE NIV DORREE—RT, [AT LERE]~[EX 2T AR E = NG H L AN T —2 D
WL DRI b & 52T
o H— /N —GEA ERGLE:
e FTP_ITC.1 ® TSF AL 47 = —A|ZHEL D
o 7T — MR
o FPT_TUD_EXT.1 ® TSF A2 # 7 =—R|ZHELD

FCS RBG_EXT.1

TSF (X, DRBG :L T ES MM pkSiiz RBG 5 Te, DRBG I, 384 ' hD T bk’ —ZFF-DELAKL
> —R(Entropy Input)Z 4 38&4% NIST SP 800-90A %7ii7=9- CTR_DRBG (AES-256) CTéh 5, Zillx
i B % (derivation function) i FH L72V » CTR_DRBG T&HY, ftho>>—Rk1EHnonce %) fi L7
VY, ES 1L, MEDAN—RT 27 _X—2D /A X% T H LB DRI THY  DRBG (ZA 175 384
By DT e — &R ORI — R & AR T,

TSF 1%, ES IZx U CERLEUVE LE R B LOVELEGHE A H LA #R 0 IRIATHZE T 384 B L Ed = bk
—HE X ENEIIZ 384 B D b — AR O R — N & AR T D, ZivE DRBG 1252562
& TR T8 E RS 3 2L A BT,

AR5 TSF A ¥ 7 =—AX, FCS_CKM.1(a)FB LW FCS_CKM.1(b)?D TSF A X7 =— AT
YLD,

7.3 FIHE T — 2 #
AETIZEIC, 6.2.3 HiDME FDP BRI 28 R iR 92,
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FDP_ACC.1/FDP_ACF.1

TSF L, FIHE 7T — 2B LORIRE T — 2 OBIE~DOT 72 ARHEZ1 T,

FRET =2 ~OT 7t A%  FBIFEAES - B (U ADMIN), BE ORI HE T —2 2B 3587
HHEGHMELU TSI DNIRI A 0T A 44 8 — B DB RES V=R O AR Rl 3528
T, FIAZE T =2 ~OEEIZOW T, Table 6.3 B3O Table 6.4 (ZHESWFIHFEBIOYVa7 4 —
TS T A BRI 2 95,

D.USER.DOC 77t AHI#NZ B2 TSF A ¥ 7 =—R %, Table 7.3 12773 LB0THD,

Table 7.3: D.USER.DOC 77 AH#IfHIZES 25 TSF A2 X7 = —A

BERE BIE (A FT7x—X
Print (Z'V1) Create |* 7717 FPCOLHIRIT X EHZZEIRL, TV H—RTA/ =Dk
E B HFR A FE1 T

Read |« #:/E/ SRV T, [R¥a A N7 74U 7 BCreatefif fEIZ LA — /LR
SNT=T7 7 ANERIRL | FA FEAT

o BE SRV T [RF2 A RT 7 AV 7 T BCreate i EIZ LA — /LR
SNTT 7 ANVERINL | B AT 212 FAT

o BE LT, [FF2 AT 7AYo 7T BCreate i EIZ LA — LR
SNTT 7 ANEFINL | REEZLE TR L CHIRT2]%4 54T

o FROERERRICHIRIZ 33T

Modify | e #a/E/ SV T [RF 2 A T 7A) 2 7 ]h B Createff EIZ LD AR —/L R
SNTT7 7 AN R L | [BE L LTI 212 b % 31T

Delete | #/E/ XL T, [RF¥2 AT 74U 7B Create {EIZ L VA — LR
SN 7 7 AVEIRINL ., [HIFR])ZE1T

o BE SRV T [RF2 A N7 7 AV 7T BCreate i EIZ LA — /LR
ST T 7 ANVEEIR L, HIRICT —2 &2 HIRT DR T2 a2l
TR % 59T

o CreateBe{F 2 F1T# . BME S XNV OREET—R T, [VAT AR E]—
[EX =2V T AR E| [T — X HERE] > [RF 2 A 77 AV T T —
BV OIHEEFAT FLIASEEE O B ErHE

Scan (A¥r) Create |* MFDDAF v —a=yMIJFfRa Y LT, #E 2L T, T
NAX XL NET L E 2—5 94T (LLF ., A#EE% Createfi{EScle
IE5%)

e MFDD A% ¥ —a =y M Ffazty LT, [E-Mail], E7ziZ
[FTP/Desktop] 67 L 2—%34T (LA T, A#fF4 Createtf{FSc2
LIRS

s MFDDAF ¥ —a =y MIFfEZ Y LT, 8 S1VT, [T
VA ], [E-Mail], E£7-1X[FTP/Desktop]2>HAF v & 34T (LA
T AHEA Createt/ESc3& FE.5)

Read |e Created#:{EScl. F£7-iLCreateff{ESc2% E1T

Modify |  Createf{ESc2% FA 714, 7' LB a—HifH Oimie & R T

Delete |e Createf{FScl. £7-iICreateti:{ESc2% 31714 . [FoIAD R LRE
F1. Iy NEERT

« Createf{Scl, £7-iICreatet®{ESc2% 321714 . [R— LM ]R
Zf

o Createf2/EScl, F/-I1dCreatef{ESc2a FEITH# . B—RERENHE
—RZEVE 2D

o Createf{ESc3% FA 714, BAE LT, [VEy N, EolH[HEAA I
HhE) & AT

o AX YU ELTHR BB SRV T, [VaT IR ARy == [T
FATH DO a7\ DAF v FATTIERS =Y a7 % IEIBR

Copy (=t'—) Create |* MFDDOAFy ) —a=yMIJFfaZ Yy LT, #/E LT, [T
NA =BTV E 2 —%FT (LT, A{EL Createfit{ECLE I
5)

e MFDDAF ¥ —a =y MIJFfEEZ By LT, #fE/ 3L, [2E
—B 7L E 2 —%FT (LT, K#EZ Createfi/EC2LIE5)
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s MFDDAF ¥+ —a2 =y MNIFRZ Yy LT, #8{E SR LT, [T
Jar’—], FE[EE—]rbat—&2ElT (LT, A#E{EE Create
YEC3LIF-5%)

Read

o Createf2{EC1. F7-IZCreateft{EC2% 31T
o FRCHEMER I —A2 5T
» Createf{EC3% 31T

Modify

* Createfft/FC2ASATIR . 7L B a— BN OfE L FAT

Delete

« Createf2{EC1, F7-1dCreatefi{EC2A 51T . [WEiAD ALK T,
[REEAEF T FfRait A A LB T, [V ey N2 =T
« Createt#{EC1, 71X Create e {EC2% 521714 [F—LHH]AR &
LN

« Createf{EC1, F7-IXCreatef2{EC2%4 51 T2 . E—RE RN LE—
NEHVEZ D

o Createf2{FC3% T4, #AE /LT, [V Y], Eoid [ —H
IS ==

o B —FATHE . BRE SOV T, [HIRIHIE], EX [ a7 R
VRN = [THRIUFEATHR O a7 hbat — T CERSN=Ya 7 %
of 1k /1B

Fax send (7 77 A%
1)

Create

s MFDDOAF ¥ ) —a =y NI sty LT, #/E/ LT [T
NI 7 IR T L E 2a—%FAT (LLT . A#EE4 Createli {EFs1EME
5)

* MFDDAF ¥ —a=yMIffZty LT [T 77 Ab7 L E =
—%F4T (LLT ., AEEZ Create(EFs2 & IF.5%)

e MFDDAX ¥ —a =y MIJFfRz Y LT, #8{E 3V T,
NT 7 DA EIAL[T 77RO T 77 ARG L FEAT (LT A EL
Createf#/EFs3 L I-57)

Read

o Createf#{/EFsl., F7-I%Createtit{EFs24 1T

Modify

* Createffi{FFs2Z 9447 7L Y a2 — B O EZ FAT

Delete

« Createf#{FFs1, E7-(ICreatef{FFs24 AT | [FLIAD A LRI
I FEV Y NEFET

* Createffa{EFs1, F£7-I%Createtfa{EFs2%4 31714 | [ — Ll ] AR 2
ELuch

o Createf{EFsl. £7-13Createtit{EFs24 31T . BE—RERENHE
—REEIEZS

* Createff{FFs3% 174, #:1F/L T, [V YR, Fl2iX[HiAriaH
HhE] & AT

o T I ARG FEITE  BAE RV T, [VaT k= [7 77 Al [T

IFEATHROT a7 b7 77 ARG FAT TIER SNz a 7 & IEE]

%5

Fax receive (7 77 A

A7)

Create

o SNERT 77 ZKEDNST 77 ARG B FEAT

Read

o BME/ RV T, T 77 ADZAE T — XU ANE [E D, Createti /T
FLIcT —2%IRIRNL ., [ 2R T D] FT

o BE/ SRV T, T 7T ADZAE T — X VAN HI) . Createfit{E T
FULT=T — 2% R, [FiR3 5% 51T

Modify

N/A

Delete

o BE RV T, T 7 ADZAET —HUANE E )5, Createfi2{E Tz
BT — 2 &R, [HIFRT D)% 3T

Storage/retrieval (%
fERO L Rt
YRTZ7AVT)

Create

e MFDDAF ¥ —a =y MIJFfRztEy LT, #B{E LT,
VAR AN [ARIRIT SARRATE] [AF Y A ARAF] T [RF =2 A
N7 7 AV T = [AIRHDDIZ AT ¥ ARAF T DI AT v AR T2
17

o Ty AV TR EZONICREL T, AF YL, ot —, Fidx7 77 Ak
BaAT

o BE SRV T, T7 IV ADZAGT —HUANE )T — 228N,
[Z7 AV 7o FEAT
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Read

o BAE RV T, [NF 2 A N7 7 AU 7 ] B Create B/ E CLRIES AT
TrANEERL, [5T<HIR, o3 fEE 2 7L CHIRIT 2]
HFEIRA ST

o BVE SRV T, [RF 2 AT 7 AV 7T B Create B/ E CIRIFS LT
Ty ANVEERL, B8 3210 DiEE & FT

Modify

o BE LT, [FF 2 A RT 7 AU 7D BCreate i/ E TR ST
Ty ANETRL, [ EE A E L CHIRT D)0 bimE L FAT

o BMERFIV T, [RF 2 A RT 7 AU 7 B Createf i fE CLRIES LT
Ty ANVERIRL, 1R D10 D Z T

Delete

o BAE RV T, [NX 2 A N7 7 AU 7 DB Create B E CLRIES AT
TrANEERL ., [HIBR]ZFAT

e Web—C, [77ANVEIE] = [R ¥ =2 A b7 7 AU 7 ) BCreate i
VECIRAESNT= 7 7 A V3R L, [HIBR] & 31T

o BAE RV T [N A T 7 AU 7] B Create B CIRAFI I
TrANEERL | FICT — 2 & HIbRT 5% B2 A 20 L CHI
T FAT

 BE RSNV DREET—RT, [VAT LR E][EX 2V T (3% E]—
[T — 2 HERE] 2 [RFa A b7 7 AV 7T —2E R DIE EEE
1T (A BE R O B E Al e

D.USER.JOB 77 AHIEINZES 9% TSF A %7 =—A[%, Table 7.4 (2~ EBVTHS,
Table 7.4: D.USER.JOB 7 7B AHIENZBE 925 TSF AL X7 =—A

FERE BIE | AT —2R
Print (ZU> 1) Create |* 7747 MPCINGHIRT 2 LELRIRL, TV 2 —RTA/N— D%
TE B EDEMZ FATER  BAE SRV T, [N A T 7 AU 7T
BIFAT L NPCHILDHIRIFEAT TR RSN T 7 AV EEIRL
FlilA 21T
Read | #E LT, [Va7 RiR]-[F VN[ PRIFETROYa7 4%
b
Modify | N/A
Delete | #/E/ S/ C, [FIRIHIE], EX [P a7 R —[7 V> N = [T/
FATH DO a7 b Create/E CIES LY a7 ZH IEIHIFR
Scan (A¥¥) Create |* MFDDAX vy —=a=yMNIFFFL Y LT, BIE SRV T [T
JVAZ ], [E-Mail], F7-IX[FTP/Desktop]HAK ¥ % AT
Read | #fE LT, [Pa7 K] -[AFx ¥ T —]=[FRIFETHOYa7]
Z iR
Modify | N/A
Delete | #/E /LT, [Va7 R [AF ¥ T —1=>[TRIFATHDOYaT]
M OCreatefE CIER S LIz a7 & L MHIBR
Copy (") Create |* MFDDAX v —a=yMNIffaL Y LT, BIE LT [T
JLat’—], FE[ar—]bar—&2FELT
Read | #AE LT, [Va7 RiR]-[F VN[ PRIIFETR O a7 4%
R
Modify | N/A
Delete |* 2t —3171%, JFFRpt A A HIZEAE SRV T, [UEY R, F203[=
B — k)& 5T
o BRVEASFOL T, [ IE], E23 [P a 7 it — [V M- [ T4/
FAT P OTa7 ) bCreatetf E CIERR S = Va7 & LA
Fax send (772 A% |Create | MFDD Ay J—a=yMNIfaz Y LT, i xL T [
12) NI 7Y A FIB [T 77 AP T 7V AR 2 FAT
Read | #{E VT, [Pa7 K] -[7 77 A= [ TRIFATH OV a7 4 5%
b
Modify [ N/A
Delete | 777 AK(ER FATH Rt A B FUTERME/ LT, [VEYR],

FoF[HEA L H 2 FAT
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o BRI LT, B IR] FE [P a7 R -7 77 A= [ TR
FATH DO a7 b Create i/ E CrES e Va7 ZH IEIHIFR

Fax receive (7727 % |Create | #{E/SRVT, 777 ADZAE T —FUANEEH D, ST 77 B
=AZ) MOEAE LI T — 2 & IR | [Fll 512 FT
Read |« #{F LT, [a7 R ->[T VN[ TPRIETTR OV a7 4%
b
Modify [ N/A
Delete |N/A
Storage/retrieval (f: |Create |(PRfFI7a7)
FAROHL: RFa * MFDDAF v —a =y MIFfaaty LT, ffE 1L T, [T
VRT7AY :/7) /1/7\#"(\/]_’[2'{{2&/:71/\/{7\1%@]\ [XiF’VV1%T?]\ if:@i[]\iﬁi)&\‘/
R7 7 AV 7= [ARRHDDIZAF v AR T DI AS v AR 7% 3R
1T (BT, A#{E% Createf {ES1EMES)
¢ T7AV TRIEZONICEREL T, AF vy, At — 27 77 A%
BE5AT (LAT ., REELCreateBES2LIF-5%)
o BAE SRV T, TV ADZAZ T —HZVANEE N DT —F %8R |
[77 AV 71 AT
(BvHLY=a7)
o BE RV T, [RF 2 A N7 7 AU 7 B Table 7.3 TRRak L Cvd
Storage/retrieval O Create B E CIRAFSNTZ 7 7 AV EEIRL , [4T<
FRI], E721Z[EREZ 2 L L CHIRIT 2] BRI 51T
o BE SV T, [RX 2 A RT 7 AU 7 b Table 7.3 Trtik L Td
Storage/retrieval D Createf{F CIRFINIZT 7 AV ZBIRL | [E(E T
DINBiREEET
Read |(fRfFva”)
« Createff2{FS2A4 T4 . BF/ 3L T [Pa7 RL]D, a8 —Kfi
[ZV M AF AU BHE[AF v —], 777 ARIE L[ 77 R Db
[FRIFEITH OV a7 53R
(LY =a7)
o BAE T [Pa RO FIRIRHE[Z V], 7 77 AL D%
BERHE[AF Y —]. 777 AEBRHI[T 72 A B[ TR TR D
DEPAS SN
Modify [ N/A
Delete | (fR1Fva7)

« Createff2/ES1A 714 . JERR LA B HIZEYE LT [V Y]
wFAT

o Createtf:/ES24 32471 . A% ¥ HpiEScany’a~ | =it"—HE |3 Copys”
a7 777 A%[EHfIIFax send’ a7 DDeleteZ 1T

(B LYa7)

o FIRIFEATI% . BelE oL T[RRI AE], E2i3[a7 R =7V
YN[ RIFATH OV a7 b Createl ECIER S 7= Va7 &
1-/HIBR

» 77 I AUSDERFATSE  BfE LT, [Pa7 R = [AF v T
—1=[TRISAT RO Y a7 1 bCreatefbE CIERR SN I- Va7 &
1-/HIBR

« TP AL ER . BIE SRV T, [PaT RO = [T 77 A [ TR
ITHOYa7 1 bCreateE CIER SV Va7 ZH IEHIBR

7.4 R &R

ARENTTILEID, 6.2.4 BN FIA BT EIARZ IR 45,

FIA_AFL.1

BE ARV B IO Web _X—U75 TOE 2 E, £72137 74T R PC STV Z—RTA =%
T-EZ AT DB ER S AR A E X AT —RERFEIZ BV CL #f L C 3 [RIREREIC R L5 A
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PREZ AT 2R 1 b bR HE SR —REny 745, oy ZhbORGEERE 2N 5/ ciEdT v, B
B C 2 ZfRER, T7bb | SRAERREI A 7V T U CRRAESZ A AME I ST IRBE N B IE IR 95, A
BEIINEREREIC O A H S D,

AREAEICE T2 TSE Ao 27 2 — R, L FICRT LBV ThHS,

o HE TV /Web < — D o — P —FRGE M A TR A A

e MFD DTV Z—RTA/N—=PA L AN—/LEFL TS PC I BHERZ AT

FIA_ATD.1

TSF 15, FUR& 27 124 FUREBRIOR B E LR ERL ., HEH5T 57 LA TE%,

ARERCB TS TSF AL 47 2 —A%, LTI T LB THD,

o B SRV OBEE—FWeb ~— VT, [ —E B~ [ — ][ — PR
— R BERIET

FIA_PMG_EXT.1

TSF I ZHTRF FHE BB DR R SAT — R Ok, B UGk A0 2 OF|HE SAT —K

DEFEATIEBEREAFF D, ZOLE TV 77Xy MO RILF, /NSCF-, BT BRORRERSCT (17,

@7, HT ST, T, A RS, R (Y BB InDTRD SAT =R DB AR AV,

ARBNZBITA TSF Ao ¥ 7 2—R T, UL FITRTEBTHA,

o FE NNV DOBEET—FWeb X—IC, [2—HF—FH]|->[2—F —FKE]>[—F—UAN»D
— W —ZBERMEE

B/ RAT =R EL, A B BLE 12 XD 15 0Ll BICREATRETH D,

ARBNCBE D TSF A X7 =— A%, UL FIORTEBITHD,

o HE R KL DR ET—FWeb ~—T T, [V AT LR E] 2 [EF 2V T AR E] [ SAV—RDZE ]
MO/ NVIAT — R R A28

FIA_ UAU.1/FIA UID.1

TSF 1%, BB LB IO Web ~X—275 TOE 24 E, F/2137747 0 F PC BT A —RT AR
— &I LR & 32T BRI, BB &5 To R 2 O B ERAE AT T,

TSF X, LT D 2 FEORERAE S &Y R—h 5,

o NHRFRAE 2 TOE AR J“‘f%éz”b’@ VORI E AR 3 25857 = WA,
L] Z‘/]\U 7nm uﬂijﬁ‘J‘ 571‘45@ LDAP 3 [ HREY—/N— | ﬁéﬂ(h \%ﬂel )ﬂ%fﬁ %&ff*l ﬁﬁ‘a—émh uﬂzji
X BHEFOREICLY, A N2 EAHE,

BB SRV B LD Web ~<—7 5 TOE ##/ET 24855 . TSF 1% TOE OEAEEFF Rl HRIICH] A
DM'/% FIHE AT — Hcootmwﬁf‘ﬁm\ﬁ%:%ﬁ*?@ FRALSEIL. Ry T —ZEREE T L)
A1% TOE NZ!KW@%L F "N — BT AR E R DA X TOE AMANB L TOE (284S
nfu\é LDAP FEREH — =B8R 35, AJ1E7=F ﬁﬁ‘%wm/%%ot(ﬁl A /S AT — R,
BN SRR IO B SRS CUW BRI TR E A BT DT LA RIS =3RRI THRRES D, 7272
L, ANSIRIAZE a7 A2 473 TOE OFLAZE B (admin) Th o554 13, FRAESEIZRED LT,
TOE ARANIZE SN CODHLAAE BEE R E G E T DI L% TOE RIKN THRRAET 5, IRFED#E
R BEESINCODLRIHEEREA BTG E DA, TSFI &%lJmiEémml FHAE L %@%IJ
FTEN Y THN-FIHE B E|OFIFIN T TOE OFELTF a5, 72771, FREFSEAS LDAP FREEH
—/N—"C, HRFRRES IR B TR B BN E D L TONTORWEA X, — A HE
(U.NORMAL)DEiHN T TOE O#EVEZFF Al 35,
ITAT R PC LTV A —RTAN—%Ar LTZAIRE AT 3286, TSFIZT V2 —RTA4/3—hh
LET =TTV =R TR =D ERmE CANESNIFAE T A4 BLOFHE A
T —ROEHREZAET D, ZELEFRAET AL BLOFIHE SAT =R, Ry N —IZ58RE
DN DO E1X TOE RMENIZE GRS COBFIHEE REA BT 52 é:% TOE AENT, Ry kU —
IRFETT R E OG- EVET 7 A /VMERE IR E SV TS LDAP FERE — /N — 28I TV D
FIRAE G HREGE T HIE% LDAP FERE—/N—THGET %, 7272 L. G LIZRHE v A 40
TOE OMIAAEFLE (admin) THLL AL, v b — 73857 OB 4B 5, TOE AR
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PRSI QO DHLA A E BE T e A ET D2 L% TOE AIRN CTHEET 5, BEEDORE R, kS

NTCODRHBEIEREE LGS DI, TSFI1T%15 Ltjci7~§7%:n%u GESIEFI A IC Z0 i

ASNIRRHE T —2 LWL, TOE RENITHEAN T2, 2N LISNOGE | TSEIXZE LT CET —

%% TOE AMRPITHAE T, EEXHEICIVEET D,

b\ﬁ—hwuﬁk%umu nﬁﬁﬁif\_ FIAET =—AIZEN \T%) uﬁj@%”wu nﬂiéﬂéﬁ” uuq:jéﬂ%)?y St
Vo 72720, PSTN 22 HD 7 7 7 AZAZIZOW T, ik BIRRREEATO T TOE N7 7V AT — X% 5T

Za:&%uiﬂ SHTW5,

ARBELEICE T2 TSE Ao 27 2 — R, L FICRTEBYThHS,

o HfE/ XL /Web ~N—T D o —F —FREEHE TR A A

o MFD D7V Z—RIAR—=RA L A—/LENL TS PC 2 BEIRIZ £ T

® PSTN ZfE L TN 7 7 7 AT 7 I AT — R 2165

FIA_UAU.7

BB L CTORRERITIE, A UTo SR —ROSCFL DO T AZIAY (BRI E) #FrT5
3. NS UT=SCFIE R L2,

Web /\~—/T®m PATREL, 7747 U ML ASAY =R ERD AN EFRET 5, ZHUL, 7747
D Web 770 —Zxt L, FIAZE NS AT LT FE R SCF 0 X570 TRtk 75 Ek 375,
ARFEMCBITS TSEF Ao F 72— AT, UL R RTEBYTHA,

o FE/ XL IWeb ~X—T D — Y —FREF [ Tl AR

FIA_USB.1

TSF IR B RAIRRREC LY SR B ERFEL, FIHE T A4 FIMEREIOR AL @z~
T MIEEST D,
REMIZEE S5 TSF A2 47 =—AF, LTFITRTEBVTHD,

o EA{E/ /L IWeb _R—T D —F —ZREE [ TS A

75 X =2UTF &
AT, 6.2.5 BiOMA FMT B 832 Bk R4 203k 35,

FMT_MOF.1

TSF I3 LL T OB BREREIC DWW T IRERES AU/ B (U ADMIN)D A Al &7 ) 472,

o fill ATEH K OAKEN T —2 OFIH{L (Initialize Private Data / Data in Maching)

AREARBITD TSF A 27 = — A%, LLFISR T80 THD

o B{ERFIVDFRET—RT, AT LR E~[EF 2V T R E] B A8 &L OAENT — D]
bR () VARUSY) i (g o2

FMT_MSA.1
TSF L, B & OFME R WG oML | hIRRRES -2 To AR & I it
2o

AREHIZEITD TSF A7 =— AL, L FITRT LBV THS,

o HENR RNV DOERTEE—RMWeb _—V T, [2—P—FH]>[2—F —R T~ [2——VANNSHH
HDa—H—ZfnEit

TSF 1%, NERRRRER] ﬂ%%@%lﬁﬁ%@%xéﬁoivil HABERENEER., EBIOHI BRI D6

H & DA O N RRRER FE ORI HE K E Z WG 28684 | kB FRAES U7 & B (U. ADMIN)

DINHMT D, 72d5, VER T DRERE iVﬂnBquﬂﬁﬁ%L%ﬂ@ﬁﬁ R ERT DRFIC O i, HIBRT

DHFERE IR S N NSRRI B 2 HI bR 3 DR D A& s,

AREMHIZEI TS TSF AL X7 =— AL LLFIORTEBYTHS,

o HE SR DFRIEET—R/MWeb ~—I T, [2—F— B> [ —HF—RE] [ —F—URN»H2
— P — ARG ME TR S I
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FMT_MSA.3

TSF %, WHERRGER A 2B L8820, FIHE X B CHLPTRMEIRY /L —7 O W% User

725 UNORMAL L95,

KRBEMEIZBE T2 TSF AL ¥ 7 = — A, L FICRT LBV ThA,

o BE RNV DR EE—RMWeb ~X— T, [2—HF —FH]>[2—F —F&KE] > [ —F —UAN»H
— ARGk

TSF X, FIHE T — 2249 D0, TN EER LR A ORB#HE s A 452 H#H T —2 DT

AHEIFHROFHMEELL THIV Y TD,

AFEIZB T2 TSF A 27 =—A%, FDP_ACC.1/FDP_ACF.1 O TSF A2 %7 =—A|ZHEL D,

FMT_MTD.1
TSF 1%, B EH ORI HZE /AU — R 2 A T T 58 B EEL | ik BIERRES = 2 COWNERRRRER & 2ig
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— WP —HERAEET NVEL T, TEDEEDOH D EFIRTE, Fo, 777 AZET —F~DOT 72 A%BIN

T&ED, LI20>T U FAX T $ D[RS Vv —T AR AT BE T D,
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THZE, HREELZE—E Yy MEO EIDBFTEOBIELL T ThHZE, BLUOHEBLE Y MEDRY 3T E
D RFIA B Z N E R D,

©2018-2019, S-—FHerlL4 (Sharp Corp.), all rights reserved. 62
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HIREN AR FEXEET S,
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AES Advanced Encryption Standard
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CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source
FIPS PUB 197 Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
IP Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
0Ss Operating System
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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