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A User who has been identified and authenticated
and has an administrative role
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Data created by and for Users that do not affect
the operation of the TSF
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Data created by and for the TOE that might affect
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User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
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User Job Data Document Processing Job
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Protected TSF TOE DX = U7 4 8% KIFT0d LIV,
Data REIZOWTIIRRTEDL LI TSF 7 —4,

TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
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Confidential M. TOE OtFx =27 ¢ ITEE KITTHE Lk
TSF Data WE 97 TSF 7 —4,
TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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An attacker may access (read, modify, or delete)
User Document Data or change (modify or delete)
User Job Data in the TOE through one of the
TOE’s interfaces.

T.TSF_COMPROMISE

WeEF X, TOEDOA % 7 =— A% LT, TOEHN
DTSFT —Z ~DRIERT 7B A %G5 Ll
AR

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s
interfaces.

T.TSF_FAILURE

TOEDEAENFF Al &G, TSFORRIEENZ L -
T, BEX=2 U7 0 DEEZGIEE TS LR,
A malfunction of the TSF may cause loss of
security if the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WXL, TOEICRIERY 7 N =T %A VA F—
VT HE L7,

An attacker may cause the installation of
unauthorized software on the TOE.

T.NET_COMPROMISE

WEBEFIX, Xy NI —2VBEEZE=4— L7V #YE
L7V $52LT, #EFOTFT—FIZT 7 AL
V. TOEDEFx = U7 4 2fidfb L7z 2506 L
ARANAR

An attacker may access data in transit or
otherwise compromise the security of the TOE by
monitoring or manipulating network
communication.
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PAUTHORIZATION FIRZE X, SCEQOER K OVE BRI RE & FE1T 3 D RN HE
[R5 Sz i v 57,

Users must be authorized before performing
Document  Processing and  administrative
functions.

PAUDIT X2 UT BT 77 4 BT g ITEEINR T
FRod, FelokorkT s v aron 7Rk
Sh, SMBIT= T 4 7 4 ~FfESNRTNER S
AQTAN

Security-relevant activities must be audited and
the log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOEIZ, LAN FOfDOFT A 2L BH 2B T 7
TR B 720,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENRIHE LET — X FI-I13WEDOTSFT — 4% %
BHIAZHA ATRE 22 RHEREME AR b L — T T /3 RTRAF
5548, TORIZZNLDT A A LEOZD X H 7
TR ERT LTS L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

P.KEY_MATERIAL FIRFECGET —# £1213MEOTSFT — % OB HIA
HATRE R AFERME A B L— U D72 DR H8ED Ak
WZFHGT LK 7, o, T~ LA
FFZOMDOH B LEIZ, RIERT 7 AND
RESNRITNTR DR, DOEDA L —UF
NA A BIRAFSN TR DR,

Cleartext keys, submasks, random numbers, or
any other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential
TSF Data must be protected from unauthorized
access and must not be stored on that storage
device.

PFAX_FLOW TOENPSTN 7 7 7 Z e & #2345 854 . PSTN
7 7 7 Ak E LANO RN /B2 (RFET 5.
If the TOE provides a PSTN fax function, it will

ensure separation between the PSTN fax line and
the LAN.
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Physical security, commensurate with the value of
the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

EHBREEIL, LANA V% 7 = — Z~DHEI S DE
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The Operational Environment is assumed to

protect the TOE from direct, public access to its
LAN interface.

A.TRUSTED_ADMIN
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TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

TR ENTFHEZ, A X2V 7 0 FEHC
P> CTOEARMEHT 5 X 9 #HEIE =T T 5,
Authorized Users are trained to use the TOE
according to site security policies.
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