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1 Oo0oon

000000000 0000o0o0O (00 JCATTOOOOO)ODOOODO0OO0DOOOOOOOO
OO00O000O00oooJCcATTOOOO0ODOOOOOOoO0OoooooDooooOod

googoog

e J00DDDDODO (*par)
0000000o0ooooooJCcATTODODODOOOnOO
e 000O0D0DODO (*req)
00000000000 0000000000000JCATTOODODDOOO0OOO
® Facts 00 0O (*.fax)
Ooo0oooooooooJcATTOOODODOODOOO
e J0ODDDDODO (*rsp)
gobooboobuoobooboobboobobboobooboobooobuogobooo
gboobooooooooooon
e 0ODDOD (*out)
0000000000 JCATTODODODODOOD

gbobodboobobodgbooboboobooobooab

googooan

e 100OODD ()000000000O0OODOODO

e 100000000 D0O00ONNONONOOOOOONNONONONONONONOOOOOODO
000000000 (freq) 0 Facts 000D (*fax) 0000000000000000
(*req) O Facts 0000 (*fax) 0000000000000 (*par)000000 JCATT
000000000
0000000000000000000000 (*rsp)0 FactsO0O000 (*fax)00000
00000000000000000000000 (*out)00000Facts0000 (*.fax)
000000 JCATTOOOOOO0O000O

gboobooboobooboobobobbobooobooboobbobbooboobg

goog

[ 100000 “CO0rcobboooboooon
oboobooboobooooboobooobboobooaobbooonod
gboogboboboobooobooboboboobobobobooboboboobooboo
ubobodgbooobooaaoo

gbooboobooooboobon
gboboobooooooobobobobobooboboboboooboboboboono
gboobobolegbobobOobobOobOobOobOobOobOobob

00000 #00)00000o0o0o0o000o0oooooooooooo
0000000000000 0O0O000000o0O0 (CR+LFOOO LF)OOOO
gboboboboboboboobobilebooboobDOon

gbobooboobboob 1woboobooon
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2 DH(dhHybrid2)

dhHybrid2 000000000000 DOOOOOOO0ODOOOOO0OODOObOOOO
gbobooboooboboobooooboobooo

O 1. o0u0ooodao
ooad goooooood
M_Kdf_ANSI942_771SHA1 ANSI X9.42 KDF with SHA-1 based on ASN.1
M_Kdf_ANSI942_771SHA224 | ANSI X9.42 KDF with SHA-224 based on ASN.1
M_Kdf_ANSI942_771SHA256 | ANSI X9.42 KDF with SHA-256 based on ASN.1
M_Kdf_ANSI942_771SHA384 | ANSI X9.42 KDF with SHA-384 based on ASN.1
M_Kdf_ANSI942_771SHA512 | ANSI X9.42 KDF with SHA-512 based on ASN.1
M_Kdf_ANSI942_772SHA1 ANSI X9.42 KDF with SHA-1 based on Concatenation
M_Kdf_ANSI942_772SHA224 | ANSI X9.42 KDF with SHA-224 based on Concatenation
M_Kdf_ANSI942_772SHA256 | ANSI X9.42 KDF with SHA-256 based on Concatenation
M_Kdf_ANSI942_772SHA384 | ANSI X9.42 KDF with SHA-384 based on Concatenation
M_Kdf_ANSI942_772SHA512 | ANSI X9.42 KDF with SHA-512 based on Concatenation

0000000000000 0000000SEFEDOOpgenCounter 10000 hOODODO
0000000000000 0 [PQG)DOOOOODODODO

PQG)

...$10000000000000ODO000OO 160000

[SEED]

...4{1000000000000000OD0O0000 SEEDODOOODOOO l600O0O0O)
[pgenCounter]

...4100000000000000000000 pgenCounter 100000 [100000]
b

...$100000000000000000O00D0 hOOUOOOO 60000O)

PQG)

...t20000000000000DO0O0O0OO 160000

[SEED]

...{20000000000000C0O0ODO0OO0OO SEEDOODOODOOO 1600O0ODO)
[pgenCounter]

...$200000000000000000000 pgenCounter 100000 [100000]
]

...t20000000000000000000O0 hOOOOOO 6000O0O)



2.1 000000000 (*.par)

0O 2: DH(dhHybrid2) DO O OO0OO0OO

HEE 00 | 00
(0O) [Algorithm Name] DH dhHybrid2
aooo [Function Name] Key Sharing
[Bitlength of p] Op00000
[Bitlength of q] 00000
[Bitlength of SEED] p,qU 000000000000
[Seed S] SEEDOOODOODODO0ODODOODOOn
ooood
[Bitlength of Seed S] Seed SOOOODO
[Seed x] 00000000 0oooooooooo
oooo
[Bitlength of Seed x] Seed x OO DOOO
[KDF] oooooooo
[Otherinfo for KDF] 000D0OD0O0ODOD0OODO Otherinfo
[Bitlength of Otherinfo for KDF] | DO DOOODOOODOOOOO Otherinfo O
oooo
[Bitlength of Keying Data] ooobobooboo
[Number of Keying Datas] oooboooo
00000 | [Function Name] Public Key Validation
[Bitlength of p] oooogoo
[Bitlength of q]
[Bitlength of SEED]
[Seed S]
[Bitlength of Seed S]
[Seed x]
[Bitlength of Seed x]
[Number of Public Keys] 0oo0booooooo
[Rate of Fail Datal O00000oooooooo
00000 | [Function Name] Key Generation

[Bitlength

of pl

[Bitlength

of ql

[Bitlength

of SEED]

[Seed S]

[Bitlength

of Seed S]

gooooo

[Number of

XY Sets]

gbobobooboodb 0000 yd
goo




0 3: DH(dhHybrid2) 000000000 (00)

go

|

oo

|

go

@00)

[Algorithm Name]

DH dhHybrid2

gbooooobooog

[Function Namel]

Domain Parameter Generation

[Validation Method]

gboooboobdligz2o0boob1oboon
g

[Bitlength of p]

[Bitlength of gl

[Bitlength of SEED]

oooooon

[Number of PQG Sets]

000000000 (pg,9) 000

gbooobooaoogan

[Function Name]

Domain Parameter Validation

[Validation Method]

ooobooooolo200000 100000
ao

[Bitlength of p]

[Bitlength of ql

[Bitlength of SEED]

oooooo

[Number of PQG Sets]

000000000 (pq,9)000

[Seed S]

SEEDO0D0O000000O00000DO0O0
ogno

[Bitlength of Seed S]

Seed SOOODODO

[Rate of Fail Datal

gboooboooobo




2.2 000000000 (*req)

0O 4: DH(dhHybrid2) 00O OO0OO0OO

HEE 0o | 00
(0O) [Algorithm Name] DH dhHybrid2
aooo [Function Name] Key Sharing
[Bitlength of p] Op0O000O0 [10000O0]
[Bitlength of q] qUOO0D0 [lo000O0O]
[Static PQG] Static0 00000000 ps,gs,9s [160000]
[Ephemeral PQG] Ephemeral 000000000 pe,ge, ge (1600
00]
[KDF] ogoooooon
[Otherinfo for KDF] 0000000000000 Otherinfo [16 0O
00]
[Bitlength of Otherinfo OO0O000O0O000D0C0O0d OtherinfoDOODO
for KDF] 0 [0o0o0o00]
[Bitlength of Keying 0000000000 loooogj
Data]
| [Number of Keying Datas] |00 O0OOOO0O [100000]
[x]! 00000 Static OO O0OO0OOO0 z[160000]
%[r]l 00000 Ephemeral 0000000 r 1600
00]
k[y]l 0000000 Statie OO0 y(xOOOOODO
0)[160000]
%[t]l 0000000 Ephemeral 000 ¢(r0000O0O
0o0)[160000]
00000 | [Function Name] Public Key Validation
[Bitlength of p] oooogoo
[Bitlength of ql
[PQG] 000o000oodp,ggll6e0000]
[Number of Public Keys] O000o00o0o0D ooooo]
K 000 y[160000]
00000 | [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

gbooooo

[PQG]

000000000 p,qg[160000]

[Number of XY Sets]

00000000000 <«z0000y00000
[loooooj

1. [Number of Keying Datas] D00 0000000000000

x]

...41000 StaticOOODDOODC 2000000




[r]
...41000 Ephemeral 00O OOO0OO0 000000

[v]
...41000 StaticOO O yOOOOOO

[t]

...£1000 Ephemeral 000 t000000

]
...42000 Static0 000000 2000000

[r]
...42000 Ephemeral 0000000 000000

[v]
...42000 Static0 00 yOOODOOO

[t]
...£2000 Ephemeral 00 ¢t00O00O0O

. [Number of Public Keys| 00000 yO00O000O000O0O0OO

[v]
...41000000000000

v]
...42000000000000



0 5: DH(dhHybrid2) 000000000 (00)

00 | 00 | 00
(0o) [Algorithm Name] DH dhHybrid2
000000000 | [Function Name] Domain Parameter Generation
oo [Validation Method] ooooouoolo2z0oooo 1gon
ooon
[Bitlength of p] Op00000 [100D00O0O)
[Bitlength of gl ¢00000 100000]
[Bitlength of SEED] SEEDOOOOD [100000]
[Number of PQG Sets] 000oooooO (pge) 000 [100
000]
O0obO00oooOdd | [Function Name] Domain Parameter Validation
o [Validation Method] ogooooooolo2o0o0o000 1004ad
ooon
[Bitlength of p] 0p00000 [100000]
[Bitlength of q] ¢UO0000 [100000]
[Bitlength of SEED] SEEDOOOOD 100000]
" [Number of PQG Sets]! |0DDODDOOO (pg,g) 000 [100
0o0]
" [PQe] 000000000 pgg[160000]
[SEED] p,q0 0000000 [160000O)
[pgenCounter] p,q0 000000 [100D00O0O]
| [n] h[160000]

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
W O0O0D0O0D000O0O0[MO00 200000000000



2.3 FactsOOOO (*.fax)

0 6: DH(dhHybrid2) Facts 0 00O O

oo \ oo \ oo
(ono) [Algorithm Name] DH dhHybrid2
oono [Function Name] Key Sharing
[Bitlength of p] OpO0O0OO
[Bitlength of q] qOO00ono
[Static PQG] Static OO DO O0O0OO0OO ps,qs,gs
[Ephemeral PQG] Ephemeral 000000000 pe, ge, ge
[XDF] goggoooooo
[Otherinfo for KDF] O000DOO0O0O0D00D0O0d Otherinfo
[Bitlength of Otherinfo for KDF] | OO OOOOOOOOOO Otherinfo
ooooo
[Bitlength of Keying Data] oooooooooo
[Number of Keying Datas] oo0oOoDOooo
[x]! 00000 Static0O0 00000
[r]! 00000 Ephemeral OO0 O0OOO0O r
[yl? 0000000 StaticO0O00 y(z000
B oooo)
[£1! 0000000 Ephemeral 0100 ¢(r O
B ooooon)
[Keying Data]’ 000
goooo [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
| [PQG] oo0o0ooo0oO0O0 p,q,9
[Number of Public Keys] oooopooogoo
[yl? 000y
[Result]? goooOoOoOoooOoOooOoOoOogood
1000000
ooooo [Function Name] Key Generation

[Bitlength of p]

[Bitlength of q]

gboooog

[PQG]

000000000 p,q,g

[Number of XY Sets]

oooboooooboo 0000 90
oood

gbooobooood
uo

[Function Name]

Domain Parameter Generation

[Validation Method]

goobobooooim200000 100
ooogoo

[Bitlength of pl]

Op00O000

[Bitlength of q]

¢Ooooo

[Bitlength of SEED]

SEEDOOODODO

[Number of PQG Sets]

00000000000000 p,q, g0
oo

1. [Number of Keying Datas] D 00 0 O [Keying Data] 000000000000

[x]

...41000 StaticO0DOOOOOO 2O00000O

[r]

...41000 Ephemeral 0000000000000

10




[v]
...41000 Static0 00 yOOODOOO

[t]
...£1000 Ephemeral 000 ¢t00O000O0O0

[Keying Data]
...t2000000000000

]
...42000 Static0 000000 2000000

[r]
...42000 Ephemeral 0000000 000000

[v]
...42000 Static0 00 yOOODOOO

[t]
...£2000 Ephemeral 000 ¢t00O00O0O

[Keying Data]
...g20000000000D0AO

. [Number of Public Keys| D0 0D0 [y]J0000000 [Result) 000000000000
[v]
...4100000000000

[Result]
...t100000000000o0oog

[v]
...4200000000000

[Result]
...t2000000000000000
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0 7: DH(dhHybrid2) Facts 0 OO0 (0 O)

go

\ 00

|

g

@00)

[Algorithm Name]

DH dhHybrid2

gbooooobooog

[Function Namel]

Domain Parameter Validation

[Validation Method]

gboobobooolio200b000 10000004

[Bitlength of p]

OpO0O00O0

[Bitlength of q]

¢ooooo

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOOODDO

000000000 (pq,9) 000

[PQG] ooooooodgd p,q,9
| [SEED] p,q00000000
B [pgenCounter] p,qU OO0
| [n] h
k[Result] goodoooboobobooobooooo ooo

gbogil1oabooan

1. 000000000000000 [Number of PQG Sets] 0 O [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D0D0DO0WODO 200000000000
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2.4 000000000 (*rsp)

0O 8 DH(dhHybrid2) OO OOO0OOOO

[ 00 ] 00 \ 00
(00O) [Algorithm Name] DH dhHybrid2
ooo [Function Name] Key Sharing
[Bitlength of p] OpO00000 (100000
[Bitlength of q] ¢qUOO0O00 [100000]
[Static PQG] Static 000000000 ps,qs,9s [160000]
[Ephemeral PQG] Ephemeral 000000000 pe,ge,ge (1600
0o0]
[KDF] oooooooo
[Otherinfo for KDF] 0000000000000 Otherinfo (16000
0]
[Bitlength of Otherinfo OO0O00000000000 Otherinfo0O00O00
for KDF] O [oooooj
[Bitlength of Keying 0000000000 (100000
| Data]
[Number of Keying Datas] | 0D OO0OO0ODO [100000]
[x]* 00000 StaticDO0OO0O0O00 2z [160000)
[r]! 00000 Ephemeral 0000000 r [1600
N 0o
[yl* 0000000 StaticO00D0 y(xO00OOO0D0ODO)
N 6o0oog]
[t]! 0000000 Ephemeral 000 ¢t(rO00000
N O0)[e0oog]
[Keying Data]l 0000000 [160000)
00000 | [Function Name] Public Key Validation
[Bitlength of p] oooooo
[Bitlength of q]
| [PQG] oooooo0o00 p,q,9
[Number of Public Keys] | ODOOO0O0O [100000)
[yl? 000 y[160000]
[Result]? o00oo0ooOobOooooooooOooOoOonot
oooooo
00000 | [Function Name] Key Generation
[Bitlength of p] oooooo
[Bitlength of ql
| [PQG] 000000000 p,q,g[160000]
[Number of XY Sets] oboooooooboob 0000y0O000O
N oooogj
[xy13 000000000 x,y[160000)
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1. [Number of Keying Datas] D 0 00 O [Keying Data] 0 00000000000

x]
...$10000000000000000

[1]
...410000000000000000

[v]
...41000000000000

[t]
...$1000000000000

[Keying Data]
...§10000000DO0DOODO

x]
...420000000000000000

[r]
...$20000000000000000

[v]
...42000000000000

[t]
...£2000000000000

[Keying Data]
...f200000000000O

2. [Number of Public Keys| 10000 [y]00000000 [Result) 000000000000
[v]
...4100000000000

[Result]
...t1000000000000000

[v]
...4200000000000

[Result]
...§2000000000DO00O00ODO0

3. [Number of XY Sets] 0000 [XY]O0OOOOODOO [XY]OOOOOOOOO 0000
yO 20y00020000000

[XY]
...g10000000000 000000
...g1000000y00000O

[XY]
...$200000000002000000

...f2000000y0000D0O
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0 9: DH(dhHybrid2) 000000000 (00)

00 \ 00 \ 00
(oo) [Algorithm Name] DH dhHybrid2
O0o00oOooooo [Function Namel] Domain Parameter Generation
oad [Validation Method] 000o0o00ooOolo200000 10000004d

[Bitlength of p]

0pO00000 [100000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]
[Number of PQG Sets]!

SEEDOUOO0OO [100000]

000000000 p,qg000 [100000]

[PQG] 0000000o0o0o0oag pggll60000]
[SEED] 0000p,¢00000000 [160000]
[pgenCounter] 0000p,q000000DO [100D000O)

[h]

O0D0OA[160000]

oooooobooooo

[Function Namel]

Domain Parameter Validation

[Validation Method]

gobobOoooobolio200000 100000004

[Bitlength of p]

OpO00000 [100000]

[Bitlength of q]

(00000 100000]

[Bitlength of SEED]
[Number of PQG Sets]?

SEEDOOOOO [100000]

000000000 (pg,g) 000 [100000]

" [PQa] O00000000 p,q,g(160000]

| [SEED] p,q00000000 [160000]

" [pgenCounter] p,q0000000 [100000]

N h(160000]

| [Result] D000000000000000000000

goooobooobo 1000000

1. 000000000000000 [Number of PQG Sets] 0 00O [PQG]T [SEED]O [pgen-
Counter|0[h) 00D OO0OO0O0O0OOOO 102000000000000000000D00O0O

gooooon

]DDDDDDDD\

gopogoooo

oo 1

[PQG], [SEED], [pgenCounter]

oo 2

[PQG], [SEED], [pgenCounter|, [h]

2. 000000000000000 [Number of PQG Sets] 0 0 [PQG]O[SEED]O[pgenCounter|O]
[0 [Result) D0 D0D0D0OO0W OO0 200000000000
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2.5 000000 (*.out)

0 10: DH(dhHybrid2) OO OO OO
| 00 | 00
[Algorithm Name] | 00O 0O
[Function Name] ooooood
[Results] oooad

e UODDOUDODOOI([Results] D OKOOOODOO

e JUUODDOOUOI[Results] DO OOOODOONGODDOODOOOOOO [Results] OO0
gboobobgooboboobobooboboboboobooboobooboooobobn
00 (NoO#000000000D0)00000O0OOOOOUOODOOOOOOOOOOOO
gobobooogoobobooogobobobobooobooboooboobooboboooon
gbooboboooobooooooooboboobog1l1b0booooboobboooobobn
gooon

e 1ODDODODDIDIUIUIODOOOUOOOOODODDODOODUOIOOOOOOOOOODODOODOOOn
O00000000ooooO0O (NG)ODooooooooooo
NG(#10 : y = gAx mod p ?)
00000 ybOgO2xO0p0O y=¢"mod p0 00000000 DOOO0OODOOOOOOOO
goboooooboooooonoooooon
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