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ST 47 Canon imageRUNNER ADVANCE C5900KB/C5200 Series 2600.1 model Security
Target

N—Tg 1.10

AT E MOV S

AT H: 2015/06/04

F—U—R: IEEE 2600, Canon, -7 />, imageRUNNER, iR, Advance, 7 V¥V &, HE

. ot — FUN T IAEE . T kAL FREE, T EAKIE, vl i
A, EFAT Y RyI A R 2T AR YR, EF2)TA—F ]

1.2 TOE reference

AEHITIX TOE O BTG HA LR35,

TOE £ #r: Canon imageRUNNER ADVANCE C5900K B/C5200 Series 2600.1 model
N—g 1.4

W, AR TOEIZLL TIZRTY Ty =T  N—Ry =7 | K OTA B ZNDIERESND,
iR-ADV =V ¢—vh-Clfor IEEE 2600.1 Ver 1.04
HDD 7 —#I5{k/ 27—V 7% v hC
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Canon imageRUNNER ADVANCE C5900K B/C5200 Series

I SLA TR
iR-ADV Security Kit-C1 for IEEE 2600.1 Common Criteria Ver 1.04
HDD Data Encryption & Mirroring Kit-C
(Canon MFP Security Chip 2.01)
Canon imageRUNNER ADVANCE C5900K B/C5200 Series

#¢Canon imageRUNNER ADVANCE C5900KB Series (% Canon imageRUNNER
ADVANCE C5200 Series DF&[E B fFHHET L TT,

1.3 TOE overview

TOE . < Canon imageRUNNER ADVANCE C5900K B/C5200 Series 2600.1 model >:1 )5 24 /1
BEWTHD, W ET/L0< Canon imageRUNNER ADVANCE C5900K B/C5200 Series >/ZLL F
2 DO EA ANV REL, HFRHFEL{THIZET TOE THbH< Canon imageRUNNER
ADVANCE C5900K B/C5200 Series 2600.1 model >73525% 95,

- iR-ADV &F=U7 ¢—%vh-C1 for IEEE 2600.1

- HDD 7% 5{tR7—V 7% b

iR-ADV t¥=2U7—F%vh-Cl1 for IEEE 2600.1 (Zi. < Canon imageRUNNER ADVANCE
C5900K B/C5200 Series >D il 7 b7 =7 f Ot x 2T 4 —F v T B AR E END,
HDD T —#i5 5 bRT7—V 7R —RIiZ, HDD ([ZHMENDT =2 2K (V7 =T %5 te) 55
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SN TN X 2T 1R L, BRI T 52 LN TED,

Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A
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Operational Environment A
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Environment A
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Environment A
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1.5 TOE description

TOE 1%, =it"—FhE - 7V MERE - 2415 (Universal Send) #&HE: 7 77 AMHRE | 77 7 A S HERE - = —F
— Ry 72K RE . R OE A TH S, TOE NEA T 5 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A TiZLL FOIH R HEREAZEEL T\ 5, (7
2600.1, Protection Profile for Hardcopy Devices, Operational Environment A” clause “1.1 Scope”
MNHDFH)

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 1 1%, TOE Th 5T P #/#E < Canon imageRUNNER ADVANCE C5900K B/C5200 Series
2600.1 model >DA 7' var mEieREA i T 285 A O ERERE THY ., i H LRV EREN D
DA, R EREIIRRDGERHD,

Figure 1 < Canon imageRUNNER ADVANCE C5900K B/C5200 Series >

Internet

Figurel |23 3 SO MRE R & FHERBE Cld, 7 VXV AREIINEL LAN (28> TA— /L — 3 — =
— P —FRRE—N—_ PC, Firewall |28 CHY, Firewall (22~ T Internet 2>6NE8 LAN ~D XKL
BAEFHNTWD, TUXNVEEIEIT, B TtAAATRE T LEE | 77/ ARERE ALV EREL
720 777 A% ARG LTZ0 T D7D A— VY — R — 28t D, Fo. PCEHWTE - LEEZTVN,
RAF N T 77 AEFRI T 52N TE, Web 757 H% PC LAV AN— L $ 52 TF XNV E A

1 CCHHiiic BT H7 ANREE TiL, Web 7' 771X Microsoft Internet Explorer 8 ZfJH L 7=,
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ET—MRETHIELARETH D, 72721, PC LTV MNATHGE L, #8727V 2 —RTA4/3—% PC
(CA A=V U T 450650385, USB © PC ZE BT H2ET PC O EF LEE TV,
RAFTHZELAIRETH S, 72721 USB #2#5t TF DX VE B HEND PC 2 USB 7 /3 A R T —Z HARAE
#é*kif%&m;oqa%ﬁag%ﬁ¢ézﬁ;TOEL7772ﬁ~F%%ﬁﬁzck?\77ﬁxﬁ~
RS LU CEREARBIRAERIHAL, 777 ADEZAE%E1T),

BT, TOE 1344 LY — =D EfE7e A R BAG L TR R 21T 720 S oo 2 — W —38GE Y —
AN—LEEES DL TR E OBSIFRIEERE AR L 72022 L a2 AlREL L TVD, ZO XS B E R
BB W T, T UL T OMREA R 352803 TED,

- = —HKRE

HLEE AR v T TR A I, TV T HIEICEY | RCEA G T HHERETHD,
- U MR

T UHNAEEENDE A LER PC LA ESNLEF ICELRCEICT VN O ThH D,
- | Ty IR

4’/57 IV LT I 777 AL L CE T LEEZIETHHIETHD, | 77V AZESNTZ T 74V
AR TV PENTIRIFEEN D, (RTFEENTZT 7 AL, BEREXIZT Vb, BENTE
éo

- T RAGHERE
Ty 7 AEREN LT, BILEEZETIHIHRETHD, 77 7 AZESINTE7 74 V1T
ZERICT Y  FENTIRGFEN D, RSN 7 7 A ME, RBEREZIZTY b\
fEMTx s,

- Ty ARG
ML EELAF YU L TUERSNZE - LERCL— =R T AL AT DRI ARSIV TS E
T ILEEEETHERETHD,

- 218 (Universal Send) #&8E

MCEA ARy U TERESNTZEF LERCL—Y =R T A AT DRy I ANRAEEIN TV DE
FXEE TIFF 2 PDF 77 A NVIERTEFA—/LTRL AL PC D[ T4V H— | 77 I AR E T
EETHHEETHD,

- Ry U ARRE

ZORBBEIE, =W =R TR VAT LRI ANA A= DT A NV ARAE T D e L — Y — Ry
A VAT BRI ADRAFR v 7 AR BRI KB TE D,

- =P —IRY T A VAT BRI ANA A= T 7 A IV EARAE T DI RE

AX X T DDA TZE T LERR, PC IS TRy ARMF AR E LB LEE1—F —Ry
DA, T7IAZAGEN 77 I AZE LB LEE T 7oV ARy I AL LI AT LR 7 AT R
FTHHETHD,

- =YKV I R VAT LRI ADRAFR 7 A% T3 DR
=W =RV R MRAFENTZE A SCEICH U TEL FOERIENRTE S,
- BT XEORE
- EFXFEOTIR
- BTEORE
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- EFSCEOHIER

VAT DRI ANRAFE NI A LEANTH LT FOBENRTE D,
- BEOTIUN

- EFEORE

- EFICEOHIER

Copyright Canonlinc. 2012
10



Canon

F77 H: 2015/06/04

1.6 TOE O&iH

TOE 23494 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A ™
FORARRZ LB 272D L F D L57 TOE 2R T2,

TOE Wy )i B & 3R PRAYEI PRI L L F 0@ Th o,
1.6.1 TOE DO¥a%iE

TOE [3/—RU=T Y7 T =T INOIER SN T AN EAEHETHD, WELIEIFHIZLL T D Figure 2
\RTE D T D,

Figure2 TOE /

Canon imageRUNNER ADVANCE
C5900K B/C5200 Series HDD /

TOE
TOE

Ml Y 7 b =7 N iR-ADV ¥ = U7 4 —F > b - Clfor IEEE 2600.1 TH 5,
F/-. A AN—F T =7 & iR-ADV &FX 207 r—Fvh-Cl for IEEE 2600.1 % &b ETF V¥ ILE
BHARIKET D,

TOE T& %< Canon imageRUNNER ADVANCE C5900KB/C5200 Series 2600.1 model > %
TV HNEE A HDD *? LI 77— IR — ReflhbbElbDThHD, F
7=, FAX BEBEAFIH 357212137 77 AR —R (TOE %I 444) OEER LB Th 5,

TOE %41 2 A4E N—R 7 =7 Tdh5H< Canon imageRUNNER ADVANCE C5900K B/C5200 Series >
WIXA R DTAL T T WD,

Table2 —8FETA 0T v 7/ —&

iR-ADV CBH955KB/ iR-ADV C5255/ iR-ADV C5950KB/ iR-ADV C5250/ iR-ADV C5940KB/ iR-ADV
C5240/ iR-ADV C5935K B/ iR-ADV C5235

TOEIZEENDHA X L ZTLLTDEY Th D,

(%ujtéé )
imageRUNNER ADVANCE C5255/ C5255F/ C5250/ C5250F/ C5240/ C5240F/ C5235/ C5235F
e~v=a7 )
iR-ADV ¥ =2U7 ¢—3vh-Clfor IEEE 2600.1 7 RI=ARL —&—HAK
FTACCESSMANAGEMENT SYSTEM #53E3> b+ BLIE B & B T RI= AR — X — AR
HDD 7 —#f5 k¥ v 2—H =W AR
iR-ADV ¥ =UF (—Fvk-Clfor IEEE 2600.1 % B\ MIARHRICIHALTZEN

(5@(% )
imageRUNNER ADVANCE C5255/ C5250/ C5240/ C5235 e-Manual
iR-ADV Security Kit-C1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
ACCESS MANAGEMENT SY STEM Individua Management Configuration Administrator
Guide

Copyright CanonlInc. 2012
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1.6.2 TOE DOiaHErY&iH

TOE O BRRYHLFHZ LL N D Figure 3 TR % (o—H— | o—H =G — /3 — A— /L — 3 —
PC. #A L% —"—%[R), TOE DX U7 BRI A S E TR0 ThD,

Figure 3 TOE

| LAN | ‘ LAN | ‘ LAN | | LAN

TOE

| LAN |

usB

| | | | FAX

: —
v ! v v
I
TOE |% 1.5 & TRt L7 RE I N2 LU F O— ik ae 2 3%,
- Ul BgBE
=P =SV 2 T TOE 2 ELT2D, TOE DM ESRVICERIRLIZD T2,
- HokkRE
TOE MHCEE M T2,
e IAFNERE
TOE /ML 8% A3 5,

TOE 1%, L F X 2T 1texH 55,
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- a— W —RIERERE
BN D NI THETIZ TOE SR HEN W IDD, EY o ——Z385ET 5,

:L‘—"j_ RN, TOE anu nﬁ‘@—émnﬁnu nLT:k&{‘J‘B@:L’—‘H_’—nun P N—=Z TR nmﬁ—éﬂ‘
nqu%‘H‘T }"TZD ﬂ‘nﬂnun ZRIT uquji_ti Kerberos #iEH L< % LDAP nunEZ%fFHI/\é

- VavFETT 7 v AR EE

PRRES NIz — W —DHERRAN DT X N EREOBERE R FAT T2 I, 22— —Dr— /L2
I U CHEFRESRE D FEAT AR A5,

- BAVaTT /AR

ALY a 7 I/ LT, TV b a 7 F vy BV OB EE a7 A LT — P —ITHI R
%o

- EVa AR RE
ZAZELT=2a7 D LAN ~DEREE T 5, 777 ATA L Z A USRI 572012, 777
A AE Va7 OEREEHIR T 5,

- HDD 7 —#524a{H Etne

Va7 FATRHAFRSNIeA A=V T = I B FRIASN A Z L2702, HDD OBEAFA A=V T
— ik LEXLTERINETD

- HDD K binE

HDD HL{RDOEFHED, HLLIE,. HDD & HDD 7 —#K5Ab/RT7—V 7R —R&2 g CTRHED
HDD 7 —Z~D7T 7B ATHEBIHIT D201, HDD T — #5527 =V 7R —Rit, &
[EIRE B ICT X NAE BRI ERBIL . ELWT VA NVE AR >T- 856074 HDD 77%
AEFF T D, IHIZ, HDD 7 — X O E M2 RF#E T 272012, HDD I[ZHMISIVD T R TOT —X
ol R [ )

- LAN 7 —Z{{#nE

LAN 7 —% D IP /X7y hADA=y 77V T5REL T, IP 237y M IPSec I THE 51k 375
- HETAMERE

FHEOEF VT ARERENEH ThHDHI L% | AF— T v T RHCRFET D
- EEAmHRe

2= —DEREE R TEAHI0IIn 2L, HDD NIRRT 2HEE THY | BITIRFIN
Rk s e o LR SCTEBINNTTH

BZISRLERS VD B R UL, TOE 2°BfefitEns, TOE O H EFiE i, & EEEEOFRIH, HLAX
HA LY — =B IEMER H H#%Hﬂ L CHREZIRI 922 L TRIES D,

- ré:ff!j%%ﬁb

A=W =R — LAk BRI 072D D — P — BB RE LA T 2 U T B RE DN U Eh
TDIDDT NAREHERETHY | LHITEBE O HIERRESHL TS

1.7 TOE ®=——

TOE ®=—¥%— (U.USER) IZ, ATFTDO 2FIHEDO 22—V —IZHFETE 5,

2 CCH#MImIZIITHT ANEREETIE, LDAPFFEE L T eDirectory 8.8 SP7 ZF| H L 7=,
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Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing

functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or al of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess specia privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
BPEIY. User Data, TSF Data, Functions @ 3fEXETdH 5,
1.8.1 User Data

User Datal, = — Y —IC L o> TEREND TOE Dt F = U T ( #FEICI T A2 B 2 7pnNTF
— X THhH . DLTO2FMEICHETX A,

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Datalx, TOED X = U7 4 HRBICHEL 5257 —4THY ., LATO 2 FEIZHHE
TE 5,

Table 5 — TSF Data

Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

K TOE THH TSFDatazLL T Table6 12777,
Table 6 — TSF Data ® B {&{t.
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547 | TSF7—X

N

RIEEE

D.PROT | 2 —#—4, 2— Y —BIERRER BE TR 4 % = — ¥ — DRkS | HDD
T
72—/l 7 7R AHIEEERE TR 4% = — ¥ — OHEFRTE HDD
Ry 77U R)Y | vy Ty MEEORERRTHY, vy T v | HDD
—iE DFFEEFEE vy 7 7 v R OBRGER
NAY—=RRY v— | 22— P —GBFEKE TR T 532U — FOBEN | HDD
BRAE HTHY, B/ ART— R, HHWRET, A
BB S iR ORE T
A= I VTHRE | BESIALOE YV a XA LT U NOREBERE | A ff 5
(GRS AEY
H AR AE AT & B oD R E 1 RTC
HDDZERWERE | HDD 7 —Z B BiHEEEREH R TH Y | gD | 1~ H# 5%
AN BE 9~ 2 RRE 1 AEY
|PSec &% /& LAN 7 — 2 (RERKREICBE§ 2B EM M TH v | HREE | A~ il 38
DA BT 2 R E 3 AEY
D.CONF | /{2 T — ] 2— Y — G BIERRERE BE TR 4 % = — ¥ — OFEEE | HDD
1
Bifin s Edio Ve CAERSh D e S HDD
Ry 7 AWGRER S | AT a7 772 ARl TR 5, = — % —K | HDD

TR VAT ARy T ANDT 7 AEIHE TR A
T LRy 7 AMGEORREE &

1.8.3 Functions

WDOE|ZH 5 Table 7 (273 HERE
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2 Conformance claims

2.1 CC Conformance claim

Z® ST 1%, LLF® Common Criteria (UL, CC &) 1T S35,

- Common Criteriaversion: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assuranceleve: EAL3 augmented by ALC FLR.2

2.2 PP claim, Package claim

ZOSTIE, LLFD PPICHEA T2,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Vesion : 1.0, dated June 2009

Zd ST X, LLF® SFR Packages i# &, 1BI1THD,
- 2600.1-PRT i &
- 2600.1-SCN &G
- 2600.1-CPY &G
- 2600.1-FAX i
- 2600.1-DSR &G
- 2600.1-NVSiE)
- 2600.1-SMI B0

o

o

o> o

i

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic

Copyright Canon Inc.
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Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.1-NV'S, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for products that provide storage of User Dataor TSF Datain a
nonvolatile storage device (NVS) that is part of the evaluated TOE but is designed to be removed from the
TOE by authorized personnel. This package applies for TOES that provide the ability to protect data stored
on Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such
protection is supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SM1, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Data
over acommunications medium which, in conventional practice, is or can be simultaneously accessed by
multiple users, such aswired network media and most radio frequency wireless media. This package
appliesfor TOEs that provide a trusted channel function allowing for secure and authenticated
communication with other IT systems. If such protection is supplied by only the TOE environment, then
this package cannot be claimed.
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Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection

Profile, arelisted in Table 7:

Table 7 —SFR Package functions

Designation

Definition

F.PRT

Printing: a function in which electronic document input is converted to physical document
output

F.SCN

Scanning: a function in which physica document input is converted to electronic
document output

F.CPY

Copying: a function in which physical document input is duplicated to physical document
output

F.FAX

Faxing: a function in which physical document input is converted to a telephone-based
document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR

Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs

F.NVS

Nonvolatile storage: afunction that stores User Data or TSF Data on a nonvolatile storage
device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI

Shared-medium interface: a function that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency

wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Regquirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection

Profile, arelisted in Table 8:
Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates datathat are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE 1%, TUANBEED FER S EE CTHDHa —, TV b, A%y T 777 ADOEREICIN A, SCER
1FFSRE. HDD W5 5{LASEE. LAN T — X DR BALMEREZ T 3220, PP ICER SN TV H T

T D SFR Packages [Zi# &322 &1 B ThH D,
PLFIZ, 789 _T? SFR Packages @l L7 PP & 2 ST #Lbfg LT <,
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%9, Security Problem Definition (2B L T, PP & ST % [tz 5L, LLFD OSP 21 & DBl T
WAHLAMIFRIC THS,

P.HDD.ACCESS.AUTHORIZATION
ZHUE EABREAHL CWDAOTIEARL TOE ZilIL T OSP T D,

HEoT, LLFDRAL T 5,
- STOEX 2T (REERATT-T T X TOTOEIL., PPOtX 2T iR EERL - LTS
- PPOEFX 2T AEE R AT T X COEHAREEIL, STOEX 27 FREERLZL TS
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IZ, Objective IZBIL T, PP & ST %l d5&, LLF D Objective z U & -2iBIIL TWDIEN XA
CTHD,

O.HDD.ACCESS.AUTHORISED
ZHUZ, TOE Z#ill#IL T\ % Objective Thd,

PE-T, LU RDIRRALT D,

- STOTOED X 2VT 45t K 7 #t 20i7- 39 X THOTOEIL, PPOTOED & F 2V 7 ¢ %f 5 5 #tb il 7=
LTW5

- PPOEMABREDO X 2T 5 5E F 8- X CoOEMEREIL. STOEMABRED X207 1%t
WGEBI-L 0D

S BT, BEREEEICEAL T, PP & ST Ztbikd 5L, Table 9 DJHIZ 7D SFR Packages & 84"
NTOBREEMHIHRIIEL T, &5IC ST TITMREEME MBS D,

Table 9 —PP. ST TOHSRRE X

PP_Package PP ST
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG.1 FAU_STG.1

Common FAU_STG.4 FAU_STG.4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP1 FDP_RIP1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(g)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
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PP_Package PP

PRT FDP_ACC.1 FDP_ACC.1(prt)
PRT FDP_ACF.1 FDP_ACF.1(prt)
SCN FDP_ACC.1 FDP_ACC.1(box)
SCN FDP_ACF.1 FDP_ACF.1(box)
CPY FDP_ACC.1 FDP_ACC.1(box)
CPY FDP_ACF.1 FDP_ACEF.1(box)
FAX FDP_ACC.1 FDP_ACC.1(box)
FAX FDP_ACF.1 FDP_ACF.1(box)
DSR FDP_ACC.1 FDP_ACC.1(box)
DSR FDP_ACF.1 FDP_ACF.1(box)
NVS FPT_CIP_EXP1 FPT_CIP_EXP1
SMI FAU_GEN.1 FAU_GEN.1
SMI FPT_FDI_EXP1 FPT_FDI_EXP1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common FIA_SOS.1
Common FIA_UAU.7
NVS FCS _COPR1(h)
NVS SMI FCS CKM.1
SMI FCS_COP1(n)
SMI FCS CKM.2
NVS FPT_PHP1

PP TlX, FDP_ACE1(@iZH\ T, +FAXIN @ D.DOC @ Delete, +FAXIN @ D.FUNC @ Delete (Z
%9 % Subject # UNORMAL & LT\ %73, ST Ti% FDP_ACF 1(delete-job)i 33\ T, Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule Z [Denied) & L T\W%, £7-. PP
%, FDP_ACC.1 25 T, +FAXIN @ D.DOC @ Read (253 % Subject Z UINORMAL & LT
%75, ST Tlix FDP_ACC.1(box)IZF\ T, Subject 2 U.ADMINISTRATOR & L. U.NORMAL @
Access Control rule 2 [Denied] & LT3,

ik U7z ST OBEREZ (D EN 0 £117 1% Delete > Read RIHE7% Subject DO #ilH % 5. UINORMAL O
7 7 A A[RET Object Z 72 < THIV 1T TH Y |, PP OBEBEE L 0 BRI 72T 7 & Al A4 1T
Ofll\é ké;{éo

PP TiX, FDP_ACF1(@iZ8 T, +FAXIN ® D.FUNC @ Modify (Zxt4" % Subject 2 U.NORMAL
L LTWAHH, ST Tl FDP_ACF1(deletejob)iZ 3T, Subject 2 U.User & L, Access Control rule
% [Denied] &L T35,

ST OFEREZ/FOEI Y AHH IR BEEEDOFIH & £ D Subject IZHFF S 2V E S IZT 2RV HTTH Y,
PP OREREZLIE L 0 HHIRRINZ2 T 7 £ ZHliHl 21T > T\ D & F R D,

PLEOFH XY, ST TRk SN TWAD SFRIZ, PP Tt SN TW5AD SFR LV Ta&EE 713XV
HIRH ] THDHEWZD,

PE-T, LA R AR5,
- STOSFR%i7-7 9~ THOTOEIL. PPOSFRL 7~ L TU\%

F7z. ST DIRFEEIT PP OIRFEE/FLIFC THD,
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PLEWZED, 20> ST 1% PP IZLE#ERL €, TOE (ZRIZELL O [REZFRL . TOE OiEHEREIZFZELLF O
HIFRZREL CTUD,

DT, 2D STIX PP A AL TV,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined termsin full form are set in title case (for example, “Document Storage and Retrieval”).
Defined termsin abbreviated form are set in al caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partialy
mitigated by the objective in that column.

In tables that describe completeness of security requirements, abold typeface letter “P’ placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In specifications of Security Functional
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the origind SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or refined
in this Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition, but which also must be completed by the ST Author in a
conforming Security Target.

The following prefixes are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
User

Data

Function

Threat

Policy

Assumption

Objective
Environmental objective
Security attribute

+|Q|o|»|m|4|m|o|c

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.
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The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11—Threats to User Data for the TOE

Threat Affected asset | Description
T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNCALT | D.FUNC User Function Data may be altered by unauthorized persons
Table 12—Threats to TSF Data for the TOE
Threat Affected asset | Description
T.PROT.ALT D.PROT TSF Protected Data may be atered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONFALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable codein the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS. AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14—Assumptions

Assumption Definition

A.ACCESSMANAGED | The TOE islocated in arestricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4  Security Objectives

4.1  Security Objectives for the TOE

ZOFETIX, TOE D7zt R&EEXx 2 U T 4 xR G L TRk 95,
Table 15— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
ateration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
ateration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
ateration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.
O.INTERFACE.MANAGED The TOE shall manage the operation of external interfacesin
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain alog of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or ateration.

O.HDD.ACCESS.AUTHORISED The TOE shall protect TOE assetsin the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

COFETIE, ITREOEX 2 U T 4 R EHIEA L TRl 2,
Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted I T
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to ancther trusted I T product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED TheIT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOFETIR, FITEEOEXR 22U 7 4 R GEHIE L TRiik T 5%,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHY SICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensurethat Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensurethat TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4  Security Objectives rationale

ZOETIE, X2 U T 4 &R (Security Objectives) ORHLIZEI L Creib 3%,

Table 18—Completeness of Security Objectives
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T.DOC.DIS v viv
T.DOC.ALT v ViV
T.FUNC.ALT v ViV
T.PROT.ALT v vV
T.CONF.DIS v v
T.CONFALT vIiv| v
P.USER.AUTHORIZATION |V
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING v Vivi|v
P.INTERFACE.MANAGEMENT v v
P.HDD.ACCESS.AUTHORIZATION v
A.ACCESS.MANAGED v
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Threats. Policies, and Assumptions |0 |o| o |o|lolololololololo|lo|lolo|lololololo
A.ADMIN.TRAINING v
A.ADMIN.TRUST v
A.USER.TRAINING 4

Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectivesand rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOCALT

User Document Data may be
atered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNCALT

User Function Data may be
altered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized ateration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
atered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure
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persons

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONFALT

TSF Confidential Data may be
atered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Userswill be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable codein the TSF

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains alog
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS.AUT
HORIZATION

To prevent access TOE assetsin
the HDD with connecting the
other HCDs, TOE will have
authorized access the HDD data.

O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN

Operation of external interfaces

O.INTERFACE.MANAGED manages the

AGEMENT will be controlled by the TOE operation of external interfacesin accordance
and itsIT environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESSMANAG | The TOE environment provides | OE.PHYSICAL.MANAGED establishesa
ED protection from unmanaged protected physical environment for the TOE

access to the physical
components and data interfaces
of the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsihility of
the TOE Owner to have atrusted relationship
with Administrators.
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A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.

29

Copyright Canonlinc. 2012



Canon

F77 H: 2015/06/04

5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especially when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality andintegrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functionsin FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the data].

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
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either is written to [assignment: media used to store the datal.
Rationale:

The Common Criteria defines the protection of user data in its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define anew family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse externa interfaces to violate the security of the TOE or devices that are
connected to the TOE's externa interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functionsin FMT:

a) Definition of therole(s) that are allowed to perform the management activities,

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but aso other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore a function that — if allowed at all — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can alow this. Since thisis a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: /ist of external interfaces] from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces.
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6 Security requirements

ZDETIE, TOEDE®F = U T ¢ E{ (security requirements) (2B L TRtk 3 5,

6.1  Security functional requirements

ZOETE, TOE D& X = U7 ¢ HAREEE (security functional requirements) (2B L Citik¥ 5,
M. TR —FR 2 FiBIEROMET L A FADE%AD () XL, 89 RLOEBELZ R T+
ZRLTWA,

6.1.1 =—H—FBIEMERR

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an
administrator configurable positive integer withinfassignment: range of acceptable
values]] unsuccessful authentication attempts occur related to [assignment: //ist of
authentication events).
[selection: [assignment: positive integer number], an administrator configurable

positive integer withinfassignment. range of acceptable values])
= anadministrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events]
s BERRAL LIV E— MUl ZfEolzu J A ST

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed)]
= met

[assignment: /ist of actions]
» ByZJ7vUh
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: /ist of security attributes]
. a—H—H m—
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FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2
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Timing of authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

w NN T TR a T N TR a T O

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedbackK]

n *

Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

w VN aT Ty IARYa T N T IR a7 DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

[assignment: /ist of user security attributes]
» a—P—H -

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes].

[assignment: rules for the initial association of attributes]
= oL

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes]
= L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivityj.

[assignment: time interval of user inactivity]
BRSOV ERE LRV IREEDS . BROE IR R

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: #/ime

interval of user inactivity].

[assignment: time interval of user inactivity]
= UE— b Ul Z8E LU REEDS . 15 43 [kt
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FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
gperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
= 2L

[selection: change default, query, modify, delete, [assignment: other operations]]
= query, modify, delete, insert

[assignment: /ist of security attributes]
= o—/

[assignment: the authorised identified roles]
= U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFP, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
= 2L

[selection, choose one of: restrictive, permissive, [assignment: other property]]
= Restrictive

[refinement]
= TOE Function Access Control Policy — TOE Function Access Control SFF

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
=  Nobody
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Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) = The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: /ist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP,.

[assignment: /ist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFF]
= objects controlled under the TOE Function Access Control SFP in Table 20, and for
each, the indicated security attributesin Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: /ist of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOE is autormatically authorized to
use the functions [assignment: /ist of functions], [assignment: other conditions]]

= [assignment: other conditions]

[assignment: other conditions]
= rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U.ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
= 2L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
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subjects to objects]

L

Table 20—TOE Function Access Control SFP
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Object Attribute Operation(s) | Subject | Attribute | Accesscontrol rule
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6.1.3 WATVaT TR

6.1.3.1

¥ a THIEREERE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations]] the security attributes [assignment: /ist of security attributes] to

[assignment: the authorised identified roles.
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[assignment: access control SFP(s), information flow control SFP(s)]
» PRT AccessControl SFP in Table 23
= BOX AccessControl SFPin Table24

[selection: change default, query, modify, delete, [assignment: other operations]]
= Table2l ® [#fE] DA

[assignment: /ist of security attributes]
= Table21 ® T[security attributes] MIA

[assignment: the authorised identified roles]
= Table2l ® Tm—)b] DIH

Table 21—Management of security attributes

security attributes BIE ki

a——4 modify, delete, create, query, insert | U ADMINISTRATOR
Ry 7 ARGIEE S modify, delete, create U.ADMINISTRATOR
B DRy 7 AWETEES | modify U.NORMAL

APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be
defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makesit

possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be
performed by any User.

FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFF, information flow control SFF| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
= Common Access Control SFP in Table 22
= PRT Access Control SFPin Table 23
= BOX AccessControl SFP in Table 24

[selection, choose one of: restrictive, permissive, [assignment: other property]]
»  redtrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles]

to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
=  Nobody
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Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects)
= U.ADMINISTRATOR i%, 7 XT® D.DOC + D.FUNC DHIIERAS AT HE
*  U.ADMINISTRATOR iZ, +FAXOUT @ D.FUNC @ Modify 23 ] 58

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjfects to objects)
= L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his’her own
+FAXOUT, documents
+DSR,+NVS,+SMI

D.DOC +FAXIN Delete U.NORMAL | Denied
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Object Attribute Operation(s) | Subject Access control rule

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for hissher own
+FAXOUT Delete function data
+DSR,+NVS,+SMI

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 7V hVa T —RRIERERE

FDP_ACC.1(prt) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 23 on the

list of subjects, objects, and operations among subjects and objects covered by the
PRT Access Control SFP in Table 23.

FDP_ACF.1(prt) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 23 to
objects based on the following: the list of subjects and objects controlled under the
PRT Access Control SFP in Table 23, and for each, the indicated security attributes
in Table 23.

FDP_ACF.1.2(prt) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
PRT Access Control SFP in Table 23 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(prt) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
= L

FDP_ACF.1.4(prt)The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
L
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Table 23—PRT Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule
D.DOC | +PRT Read U.NORMAL | Denied, except for his’her own documents

6.1.3.3 =—H¥—iR v 7 AR{FHERE
FDP_ACC.1(box) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 24 on the

list of subjects, objects, and operations among subjects and objects covered by the
BOX Access Control SFP in Table 24.

FDP_ACF.1(box) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 24 to
objects based on the following: the list of subjects and objects controlled under the
BOX Access Control SFP in Table 24, and for each, the indicated security
attributes in Table 24.

FDP_ACF.1.2(box) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
BOX Access Control SFP in Table 24 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(box) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects)
= L

FDP_ACF.1.4(box) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects]
= 2L
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Table 24—BOX Access Control SFP

Object Attribute(s) Operation | Subject Access control rule

D.DOC +SCN, +CPY, | Read U.NORMAL | Denied, except for his’her own documents
+DSR,
+FAXOUT

D.DOC +FAXIN Read U.NORMAL | Denied

D.DOC +SCN, +CPY, | Read U.ADMINIS | Denied, except (1) for his’her own
+DSR,+FAXI TRATOR documents, or (2) if authorized by
N, +FAXOUT mechanism if such functions are provided

by a conforming TOE
6.1.4 ZfFVarwrikkse

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD F—XZEiHEHE

FDP_RIP.1

FDP_RIP.1.1

6.1.6 HDD

6.1.6.1

Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from] the following objects: D.DOC, [assighment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from)
= dedllocation of the resource from

[assignment: /ist of objects]
= L

i 5B RE

i e S HkhE

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1
attributes, or

FDP_ITC.2 Import of user data with security attributes, or

Import of user data without security
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FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]
» HDD ~HXIAENDT —F O S{b#AE
» HDD 2ottt S5 T — & OESHAE
[assignment: cryptographic algorithm]
= AES

[assignment: cryptographic key sizes)
= 256 hit

[assignment: list of standards]
= FIPSPUB 197

FPT _CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: a Rermovable
Nonvolatile Storage device.

[assignment: a Removable Nonvolatile Storage device)
= HDD

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage devicel.

[assignment: /ist of actions]

* noaction
[assignment: a Removable Nonvolatile Storage device)
= HDD
APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting

disks to meet disk encryption requirements. Some of these drives will not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality can not be bypassed, detection of modifications is not a useful function
within the TOE and therefore it should be possible to instantiate "no action” in the assignment for the "list of actions" in
FPT_CIP_EXP.1.2, arguing that unauthorizedmodification is prevented by the design of the system.

Quate from [PP Guide]

6.1.6.2 ARG RERE
FPT_PHP.1 Passive detection of physical attack

Hierarchical to: No other components.
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Dependencies: No dependencies.

The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD &, U'HDD 7 —#KB4L/X 7 — VU » 7R
— DT VX

The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD X O*HDD 7 —#i54b/X 77—V > 7R
— RO VR

6.1.7 LAN T —X{R# e

FCS_COP.1(n) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment. /ist of cryptographic operations] in

accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: /ist of cryptographic operations]
= LAN ~E(ET 5 IP/S7 v b ORF B kifE
* LANDOZAET D IP/NT v OB SHYE
[assignment: cryptographic algorithmi)
= Table25 ® Tlcryptographic algorithm) DIH

[assignment: cryptographic key sizes|
= Table25 ® [lcryptographic key sizes| DIH

[assignment: /ist of standards]
» Table25 ® T[list of standards] DIH

Table 25— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 hit FIPS PUB 46-3
AES-CBC 128 hit, 192hit, 256 hit FIPSPUB 197
AES-GCM 128 hit, 192hit, 256 hit SP800-38D
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Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 BT AMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occur]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF|, the
TSA].

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occun]]

= during initia start-up

[selection: [assignment: parts of TSF], the TSF]
»  LAN 7 —Z {RiEHRE CTRIM T 51557 1= U X L (AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF|, TSF data).

[selection: [assignment: parts of TSF], TSF data]
- W

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)]
level of audit; and

- all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 26; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified)]
= not specified

[assignment: other specifically defined auditable events]
L
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 26: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information)].

[assignment: other audit relevant information)
= L

Table 26—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Typeof job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of usersthat are FMT_SMR.1 Minimum None required

part of arole

Changes to the time FPT_STM.1 Minimum None required

Termination of an interactive session by the FTA_SSL.3 Minimum None required

session |locking mechanism?®

Failure of the trusted channel functions FTP ITC.1 Minimum None required

3 PP Guide ¢ [14.1 IEEE Std 2600.1 Errata] # %M

IEEE Std 2600.1(Z%“Locking of an interactive session by the session locking mechanism” & & % 73, #git I &

T D 5 AL
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Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: /ist of audit informatiori] from the audit records.

[assignment: authorised users]
= U.ADMINISTRATOR

[assignment: list of audit information]
» Table26 ([T HEARZOY AL

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect]
= prevent

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “lgnore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records” and [assignment. other actions to

be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

= “overwrite the oldest stored audit records’

[assignment: other actions to be taken in case of audit storage failure]
= 2L
6.1.10 EHHERE
6.1.10.1 = —H —A FEkRE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_SOS.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
» AT ERILFUTONRRAT—RE
3 TP D TN A2 DR
» BERUFTA~2)%E L XFLEED D
» BNTF(a~2)E L LTFLULEED D
= HF0~9% 1 XFTUEEDD
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s TAT 7Ry FPSADOLFC-@[]:, M #3%8 ()=~ +*}_><)%& 1 LTFLE
EROYA)
= RTRE SR
o HEHSIFLANDETOILTF

FMT_MTD.1(user-mgt) Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other gperations]] the [assignment: /ist of TSF
data associated with a U.NORMAL or TSF Data associated with documents or jobs
owned by a U.NORMAL] to [selection, choose one of: Aobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations]|
= Table27 ®» [#fE] DA

[assignment: Jist of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL]
» Table27 @ [TSFdata] DIH

[selection, choose one of: Aobody, [selection: U.ADMINISTRATOR, the
U.NORMAL to whom such TSF data areassociated]]
= Tahle27® Tm—)L) DI

Table 27— —¥ —{EHREH

TSF data o —)L BE

APk m—L U.ADMINISTRATOR mggr'tfy delete,  create, - query,
IRAT— R U.ADMINISTRATOR | modify, delete, create, insert
HEDNRAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U.ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles]].

[selection: Nobody, [assignment: the authorised identified roles]]
=  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.

6.1.10.2 K582 FMHHE
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FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithm]
*  FIPSPUB 186-2 IZ D I FHEER T LT Y X A

[assignment: cryptographic key sizes|
= 128hit, 168bit, 192hit, 256 bit

[assignment: /ist of standards]
» FIPSPUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards).

[assignment: cryptographic key distribution method)]
= DH (DiffieHellman) 35X NECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
= SP800-56A

6.1.10.3 /34 REHEE

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change_default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
datd] to [selection, choose one of: Aobody, [selection: U.ADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment: other
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operations]

Table28 » [#i{FE] DI1E

[assignment: /ist of TSF data]

Table28 @ [TSFData] DI

F77 H: 2015/06/04

[selection, choose one of: NMobody, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]J]]
= Tahle28» Tm—/)|] DIHE

Table 28— /N A A EHHERE

TSF Data o —)v BE

H A/ R E U.ADMINISTRATOR | modify
HDD5E 2 1H B E U.ADMINISTRATOR | query, modify
[PSec &% iE U.ADMINISTRATOR | query, modify
A —~IVT R E U.ADMINISTRATOR | query, modify
ay 77 NRY S — R E U.ADMINISTRATOR | query, modify
XA — KRR —RTE U.ADMINISTRATOR | query, modify
e U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions

Hierarchical to:

Dependencies:

No other components.

No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: /ist of management functions to be provided by the TSF].

[assignment: /ist of management functions to be provided by the TSF]
= LUFO Table 29 (24 & HREBE

Table 29—The management of security requirements

B B

H A/ R E modify

HDD e 1H £ E query, modify
[PSec 7% & query, modify
F—R U7 R IE query, modify
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EILEERE BIE
a7 T NR) L — R E query, modify
INAT—RRY L —RTE query, modify
RE e 7 query, delete
modify,  delete,
a—HF—£ . g—/ create, query,
insert
. modify,  delete,
SSAT =R create, insert
K ARG modity,  telets
HHED/RAT—FR modify
. - modif
B 5 DR ) ARG Y

6.2  Security assurance requirements
This section defines the security assurance requirements for the TOE.

Table 30 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC_FLR.2.

Table 30— 2600.1 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC CMC.3 Authorisation controls

ALC CMS.3 Implementation representation CM coverage
ALC DEL.1 Déelivery procedures

ALC DVS.1 Identification of security measures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL 3)
ALC LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests ATE COV.2 Analysis of coverage

ATE DPT.1 Testing: basic design

ATE FUN.1 Functional testing

ATE IND.2 Independent testing - sample

AVA: Vulnerability assessment | AVA VAN.2 Vulnerability analysis
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6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 31 IX TOE t&XaUT %K et Ex 2T e 2~ 7 LT-b D THD, ZIZED,
E X2 UTAREREB N D72t 1 DD TOE X 2T 46K T EHIIS L TNAZEERL TN,
FEEXG R E Bold (A0 (P) THEL, AR —RL T ARG EIFRE (S) TRLTZ,

Table 31—The completeness of security requirements

Objectives

0.DOC.NO DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

SFRs
FIA_AFL.1
FIA_ATD.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S| S S| S| S| S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACF.1(exec-job)
FMT_MSA .1(delete-job)
FMT_MSA .3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACF.1(delete-job)
FDP_ACC.1(prt)
FDP_ACF.1(prt)
FDP_ACC.1(box)
FDP_ACF.1(box)
FPT_FDI_EXP1 P
FDP_RIP1
FPT_CIP_EXP1
FCS_COPR1(h) S| S S| S| S| S
FPT_PHP1 P
FCS_COP1(n)
FTP_ITC.1 PP
FCS_ CKM.1 S| S

WO NVW®WT T T OVT OO

(n|T|Wn|n
W o nw

o vTnw

T
T
T
-
T
T

wn
wn
wn
wn
wn
wn

0T
0T
(0]

n|T
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Objectives
3
@)
o L a T
w0 |E |5
w |- 5B |5 NS |z o2
— - a) X Z o o
Ol | S 1S3 S|o|lg|Y 0|5
olo|o|o|2|Q|Z|=2|2|0]|x%
z |z |2 |= E z |5 W u : %
5 | O | E L
8 8 Z |90 |8 |2 < | g %’: 5 | W
2 la|l2 |E|lo |8 % I E |20
C|06|c|c|0|oc |8 |E S| o <
) = [a)
o] = o [a)
o T
@]
SFRs
FCS CKM.2 S S S S S S
FPT_TST.1 P
FAU_GEN.1 P
FAU_GEN.2 P
FAU _SAR.1 P
FAU _SAR.2 P
FAU_STG.1 P
FAU_STG.4 P
FPT_STM.1 S
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P|P|P
FMT_SMR.1 S| S| S|S|S|S|S
FMT_MTD.1(device-mgt) PP | P
FMT_SMF.1 S| S|S|S|S|S

6.3.2 The sufficiency of security requirements

AFECIE, Tl 7 (AT TOE 27 (X HE 72T DI 15 ChHRIE LT
éo

O.DOC.NO_DIS &, user document data 232 & S 41720 K91,

FIA_UID.1 TOa—V—i#BEFHRIIST T FMT_SMR.1 TEHEN/-o— A0 0 Y Thh, Zon
—JVZFEEDX,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (= &
DEMEZARNDIIZT 7 BAHIRLIZD,

FDP_ACC.1(prt)/FDP_ACF.1(prt).

FDP_ACC.1(box)/FDP_ACF.1(box)

\ZEB5 a7 ORI, 7L E 2—E2RANOIHIIT 7 EAKIRLIZDTHZ LIV ETREND,

F7-. Va7 ERI A RS U user document data D FETEE HIE. FDP_RIP.1 Ik eyl EsSn5,
&5, HDD WD —H —F — X« TSF 7 —Z ~DUE A« T ITKI LT

FPT_CIP_EXP.1, FCS _COP.1(h), FCS CKM.1 2LV {f#SH,

LAN 2525452 —W—F =% TSF T —H~DEX A RFRIH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS CKM.2 iZXkhif#sn5,

TS ICEE T B PRESREIX FMT _SMF.LIC X » TRt ST 5,

Copyright CanonlInc. 2012
55



Canon

O.DOC.NO_ALT IZ. user document data 73t & A S 720 91T,

FIA_UID.1 COx—HF—BfEMIZIET T, FMT_SMR.1 CTEEIN/Zr— /L3 E0 Y Thil, £Du
—INZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(del ete-job)/FDP_ACF.1(delete-job) (= X
VEAEEARNDIMZT 7 BAFIR T HZ LIV EBRI D,

E5IZ, HDD WD 2—H—F —H «TSF 7 —H ~Dh X A - BFE IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 Iz kv fii#Esh,

LAN #3E%Z(E 352 =Y —F —H-TSF T — X ~DES A - ZFITx LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 [z kv {f#ESh 5,

TSI BEY S A BREAE 1 FMT _SMF.1IC X » TRt Eh T3,

F77 H: 2015/06/04

O.FUNC.NO_ALT IZ, user function data 23tk & ASI72 D12,

FIA_UID.1 TOa—V—i#BEFHRIJST T FMT_SMR.1 TEEESN/-o— A3 0 Y Thh, Zon
—IZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (2 K
VEMEZRNDINZT 7B AR R T 22 LK EHIND,

EHIZ, HDD N 2—H—F —H - TSF T —H ~DU X A« FRITHL T

FPT_CIP_EXP.1, FCS _COP.1(h), FCS CKM.1 [ZLV{f#ES,

LAN 252 5T 52— —F —Z - TSF T —H~DEX A TR 5 LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (kv s s,

I B ICEE T B PRSREIX FMT _SMF.1IC X » TRt & T 5,

O.PROT.NO_ALT i, TSF protected data 734X A SR LT,

FMT_MTD.1(user-mgt) C& FEE 72 FIA_UID.1 CO2—H —iBIIEHRICIG T T, FMT_SMR.1 TEH
ST — LN ED Y THiL, EDu— L IETE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 [ZL5 T /A R & B RE IC LW ZB SN D,
E5IZ, HDD WD 2—H—F —H - TSF 7 —F ~Dh X A - BFZ IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 [ZXhifs#Sh,

LAN #5254 —W—F —H - TSF T —Z ~DE I A BB LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZ kv {fi#EEs N5,

O.CONF.NO_DIS (%, TSF confidential data 73 #% S#7Z2 L1,

FMT_MTD.1(user-mgt) CEELE 7= FIA_UID.1 TOa—W—fBIEHIZIGS T T, FMT_SMR.1 TE B
Shiza— A nEIN G THiL, TOr—/UIESE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (25157 A AE HIEREIC L0 FEHEND,
IHIZ, HDD WD 2—H —F —X - TSF 7 — X ~Dh S A - BFR KL T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 |[ZXhite#ESi,

LAN #5552 —Y —F —H-TSF 7 —F ~DES A - ZFITx LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS CKM.2 iZXkhif#sn5,

O.CONF.NO_ALT i, TSF confidential data 73tk S A SR EHIZ,
FMT_MTD.1(user-mgt) CEHLX 72 FIA_UID.1 CTO2—H—#BIEFHRITIGC T, FMT_SMR.1 TEH
ENfza— B Y THi, £Or— LIS E,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1([ZX5 T /A A E B RE I LV FZE SN D,
E5IZ, HDD WD 2—H —F — X TSF 7 —H ~Dh X A - BFE IR T

FPT_CIP_EXP.1(h), FCS COP.1, FCS CKM.1 [ZLV{f#Sh,

LAN #3552 (E 352 —Y —F —H-TSF T — X ~DES A - ZFITx LT

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I[Zkv{fi#S N5,

O.USER.AUTHORIZED (%, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TOkRIFRFEAT =
AL IFERES NI — =23,
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FIA_ATD.1. FIA_USB.1, FTA_SSL.3(Iui)/FTA_SSL.3(ru) ik 2 —F—D v ar EFHIN,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (ZL57 7 AHIENC LY | #ERA 5= ae 2 Fil H
TEHILICIDFERESNS,

&HIT, FIA_SOS.1, FMT_MSA . 1(exec-job), FMT_MSA .3(exec-job), FMT_SMR.1 |ZJVIE Y 7p2—4
—ZE T D,

7T H: 2015/06/04

O.INTERFACE.MANAGED %, Al A% —7 = —ZZE 455 THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(ru)ic &b —H — (o ¥ —7 = —ZADE L FPT_FDI_EXP.1
(2&% LAN ~ORR R Z R D REIC Lo THELS D,

O.SOFTWARE.VERIFIED %, FPT_TST.1 ® H &7 AMEREIZ L > CTEHEIND,

O.AUDIT.LOGGED (% . FAU GEN.1. FAU GEN.2. FAU SAR.1, FAU SAR.2. FAU STG.1,
FAU_STG4 |[ZX5BA RV R > THEELEND, EDIC, AT +—~y M E /o —F — R e
R T R A R 9572912 FIA_UID.1 & FPT_STM.1 ([ZL-> CTHR—bEND,

O.HDD.ACCESS. AUTHORISED %, HDD 7 7% ARZ FPT_PHP.1 (ZXAAAKGR A FRAEHERE I k> T
FEBLIND,

6.3.3 The dependencies of security requirements

ARETIL, ST THEBR B DARAEIE A 7L UV EB B D2V BRI A 5Lk 375,

Table 32—The dependencies of security requirements

SEESR [ S 72 [

— cc f%:k‘;c HikfF | ST Tt 11:; 7 A R 7 LT Vo
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (IRIFHEA LT D)
FIA_ATD.1 No dependencies. No dependencies. N/A (AT 2 T-L T D)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (RIFHEAE L T D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (IRIFHEA LT D)
FIA_UID.1 No dependencies. No dependencies. N/A URAEEDBR7RL)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (RIFHEE LT D)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (A D ERRL)
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (IRAFPED R 72 L)

[FTDDPPTég%'l o FDP_ACC.1(exec-job)
FMT_MSA 1(exec-job) |t sviR.1 FMT_SMR.1 N/A JRTIF 2T 7L TD)
FMT SM F1 FMT_SMF.1
. FMT_MSA.1 FMT_MSA.1(exec-job) P
FMT_MSA.3(exec-job) FMT SR FMT SMR1 N/A (KT 72l TN D)
FDP_ACC.1(exec-job) || FDP_ACF.1 FDP_ACF.1(exec-job) N/A (IR A7 AR T2 L T B)
I FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA 3 FMT MSA 3(exec-job) N/A URAF AR T2l TUD)
E:TDDPPTég%'l or FDP_ACC.1(delete-job)
FMT_MSA.1(deletesjob) || ooy FMT_SMR.1 N/A (KA AR 72 L TN D)
—e FMT_SMF.1
FMT_SMF.1 =
. FMT_MSA.1 FMT_MSA.1 S
FMT_MSA.3(deletejob) | pyi gy FMT SMR1 N/A (AP 2L T D)
FDP_ACC.1(delete-job) || FDP_ACF.1 FDP_ACF.1(deletejob) | N/A (A7 1EE 72 L TV B)
. FDP_ACC.1 FDP_ACC.1(delete-job) P
FDP_ACF.1(delete-job) FMT_MSA.3 FMT_MSA 3(deletejob) N/A (IR AF AR 7ZL T D)
FDP_ACC.1(prt) FDP_ACF.1 FDP_ACF.1(prt) N/A (RIFHEE LT D)
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Mt COTTRELCNBEIE | ST CWL ot AR LTy Vi R

FDP_ACC.1 FDP_ACC.1(prt) it

FDP_ACF.1(prt) FMT MSA.3 FMT_MSA.3(deleteob) N/A (KT A 2L T B)

FDP_ACC.1(box) FDP_ACF.1 FDP_ACF.1(box) N/A (RAFPEZE 72 T D)
FDP_ACC.1 FDP_ACC.1(box) .

FDP_ACF.1(box) FMT_MSA.3 FMT MSA 3(deletejob) | VA KIFEEIGZLTNS)
FMT_SMF.1 FMT_SMF.1 i

FPT_FDI_EXP1 FMT SMR.1 FMT SMR1 N/A (KA 2L T 5)

FDP_RIP1 No dependencies. No dependencies. N/A (IR AFHEDEER 72 L)

FPT_CIP_EXP1 No dependencies. No dependencies. N/A (RAFPED ER A2 L)

FCS COP1(h)

[FDP_ITC.10r
FDP_ ITC.2 or
FCS CKM.1]
FCS CKM.4

FCS CKM.1

FCS CKM.4 % E3EL UMW B

W 54tE RAM _EICAERSIERZDEE 25, %
T S8 B 92 LR TR Ae i iE L 2o Ty
%o Pl THERBAYIZ I S-S FE R L7a< SH I 581
LREHIN TN,

FPT_PHP1

No dependencies.

No dependencies.

N/A (RAEMEDZER72L)

FTP_ITC.1

No dependencies.

No dependencies.

N/A (IKAFPEDEER72L)

FCS COP1(n)

[FDP_ITC.10r
FDP_ ITC.2 or
FCS CKM.1]
FCS CKM.4

FCS CKM.1

FCS CKM.4 & TiEL CU WL :

W E4tE RAM _EICAERSNEIRZHEH 25, %
T S8 B 92 SR TR Ae g iE L Ao Ty
%o Pl THERBAYIZ I S-S FE R L7a< SH I 581
LRVEHIN TN,

[FCS_CKM.2 or

FCS_COP1(n)

FCS CKM.4 & FHEL TR F Y :
W58 RAM _EICA RSN EREE5EH 25, £

FCS CKM.1 FCS COP1] FCS COPA(h) TG B A 0 9 2 LR AT R Al L Ao T
FCS CKM .4 - B, PE> THERERIIZ T B8l 2 L7a EH G B8 T
LRIEHINTND,
FCS CKM.4 ZEIRL T VB
[FTDDPPT'TTCC-;O? WE S BEIE RAM LI S A 1D L1 2 %, &
FCS_CKM.2 FCS_CKM 1 FCS CKM.1 TR A T 3 Z eI T R AT RgZe A& &7 o Ty
FCS OKM : 4 %o 6o THERERIIZIRE = SRk TE 2 L 722 LB I B8 T
- ' RRIVEHSNTND,
FPT_TST.1 No dependencies. No dependencies. N/A (RAEEDER7RL)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (M- LT 5)
FAU_GEN.1 FAU_GEN.1 y it
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A URFFMEZR 2L TUD)
FPT_STM.1 No dependencies. No dependencies. N/A (URAFED TR 72 L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (URAFEZ 72l TD)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (RAFIE 272 T D)
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 N/A URAFEZ 2L TD)
FAU_STG.4 FAU_STG.1 FAU_STG.1 N/A (fRAFE 2 T-L T D)
FIA_SOS.1 No dependencies. No dependencies. N/A UERFFMEZ R T TUD)
FMT_SMR.1 FMT_SMR1 .
FMT_MTD.1(user-mgt) FMT SMF.1 FMT SMF.1 N/A (KA HEZ 72 T D)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (V2L T 5)
FMT_MTD.1(devicemg || FMT_SMR.1 FMT_SMR.1 it
) FMT SMF.1 FMT SMF.L N/A URAF AR T2l T D)
FMT_SMF.1 No dependencies. No dependencies. N/A (IRAFHEDEER72L)
Copyright CanonlInc. 2012

58




Canon

6.4
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Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only alow level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3isaugmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

FECIL, TOE EARZ IR T2,

71 =a—Y R
- XIS ABEBEEM . FIA_UAU.L, FIA UID.1, FIA_UAU.7, FIA_ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1%, EHO 2 — WP —Z 3k BIEREE T 57- 012, 22— =2/ S LU E—R Ul I2BWTTF V4
NS EBET DRI _:L~47‘“—0>%Ja%'ﬂnwl%£2‘<?”é BL., SV oas Tr oA a7 | T I A
TaZ O AT AL TV, [FIA_UAU.1, FIA_UID.]]

:‘L‘_“'j-”_‘nuu j: JQL—F®2$E*EO) uﬁﬁﬁ%—y‘j— }‘j—ZD
SMERRAE T K

:L“—'H_’—nbnﬁ‘y_‘—/\“_ (OB RS TN D L —H— fEAE R H 32585 5 2 B2 X, =—H—
FRREY—/3—1Z1%, Kerberos iR . Active Directory —/3—=X° LDAPFEFE S > LDAP
P =3 Y T D,

- PERERRE S
T INA AN GRS NS — W —E R 355850 5 =,

TOE 32— —HAEEL T, 22— —& - RRU—RGRFEH CTHOHRT A D AN ERL T, 5E
7”:1374’3/5'6K'C:l*—"7“*% /\2]7 }‘75)/\%%]\/7:_ @y?k:l““"j- %ﬁ%ljumuﬂiﬁ_é f«ﬁk/\xy }‘
ANDOBED/SAT —=RFF AT, * THRART D, [FIA_UAU.T]

TOE 1%, = —H —OiBIFRREIC P T 5&, =—H—Z LI Access Control Token(PAt%: ACT)& %6174
60

ACT LiF, =2— =4 — Nz T, 22— —Du— LT LICRESNTZT T r—a
HERE~DT /¥ AN G ENT=AT V=7 N TH D, [FIA_ATD.1, FIA_USB.1]

TOE X, RIEZnZ AL BITE LT 72O T Oy 770 MEREA TR {35, [FIA_AFL.1]

- RELIEeYITUNOBFREBIGEL- G AT Y 2 — — I L Ty TS E S, By
IT IO RBEIEIL, 1~10 [ BRI TES, (FIHIET 3 =)

- RELEay TR TIL, Y a— Y —ou s AU RV, oy T MR 1-60
INHIRIRTED, (WIHEIX 3 4)

TOE 13, B{EXRXARUE—F Ul Z— ERFMBIELRZVIRENRB T o0/ TUsd 5,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- EME SRRV EEELZRUVREEN, A — U THEREIZ TR ESNIZH A LT T MR D%,
10 70-9 73R T& 5, (WIHMEIX 2 43)
- UE—h Ul ZEELZV REEAS . 15 43RG,
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7.2 T aTEFTT 7 & X EIEHBRE
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- AT AHAEE . FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_M SA.1(exec-job),
FMT_MSA.3(execjob), FMT_SMF.1

TOE 1%, #kBERGES NI — Y —ZRITENTZ ACT ONFIZEU T Ul Fizya7 ZTT7 7 B A
MEREZ 2t 35, =2 —HF —ITRRITEIND ACT du— L O \Wabe ., 2, §lkk. Bnix
U.ADMINISTRATOR DI IZIREESIND, 2D a7 FETT7 7B AHIENI k5., HlEx RO @ IrEIT 4
KEREZ DLOTHY , FIZHEE THD,
BAE RNV DEE DY a7 FTT 7w AHl#L, ACT Or—LZEES3 7 F V) r—a#iliR) o gt
IS TYa7 EF AT AL T, TNUSMIT 7 B A% 515,
VE—hUI DBEDOTa7 EITT7 7 AL, ACTOR— LD BB TYa7 DEITEHELEL T,
FNLSNIT 7B AE T[T 5,

F72. UADMINISTRATOR %, T XCOVa7 EITNATRETH D,

Table 33— 3 7EITOT 7 L R&IFHAR Y 2 —

Ul &3l Rl 5 ESGs BRI
e oL X277V b O | UUSER Ou— B3 [eXa 77U b &FF | Hil 8 x5 2 55k
Pointer ENF-a—/LThd THIETIATHRE
[=1e"— | Pointer U.USER Or—L3labt’— | ZFFrl & | il e 52 208 Mk
—/LCHbH TAHZETIATARE
(2% ¥ LTEF IO | UUSER Ou— Linl Zx v LTEE | 2 | il 6 8 2 3% vk
Pointer FRSIR— L ThD FHZETEITATHE
(777 Z]D Pointer UUSER Or— /L3 [ A% UCE(F 1 & | il 8 % 5215 M1k
TS a— L ThbH THZETIATARE
[Z{ERLA 1D Pointer | UUSER D — /Ll MRAET 7 AL OFIF | | 4 b 2 2 75 AL
PR SN Iza—LThD THIETEITHRE
MRIEZ 7AVOFIH ] | UUSER Ow— A3 RIET 7 AL ORI | | il 48 6 52 238 Mk
@ Pointer EEFRI SN a— L ThD + AL CHEITARE
(A% ¥ LTI IO | UUSER Ou— Lt Ay UCERAF | & | 86 8 2 3% ML
Pointer FFASHzr— L Th5 THIETHEATAHE
UE—h Ul 157 7 A OF| ] | UUSER O —/L7 Administrator o— | Ef74 0]

@ Pointer

VLIS

7.3 BAYa 7T REIfHKEE

- X AREREEM:FMT_MSA.1(deletejob), FMT_MSA.3(delete-job), FMT_SMF.1
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TOE %, 7V heabt’—« 2%y - FAX BEHEDOH AT a7 Ik L TUL FOBF 2T 4 REA 4445, =
ORI, 22— =D ALT=V a7\t 357 7 AHIEERE CH D, = —V—4 DO%ek, Mnab
., A, HIBR, BT UADMINISTRATOR DOAIZMRESILD, ZOHRAT a7 Oa—HF—4 13 H A
Cad BRI E DOV a7 BAEKR Lz — Y — 4 T b END, 22— Ry TR VAT LRI AD
i FFE % 51%. UADMINISTRATOR (C k> THIH{bEN S,

7T H: 2015/06/04

7.3.1 7Y v Y a TR
- %R B HE e ZE 4k : FDP_ACC.1(delete-job), FDP_ACF.1(deletejob) , FDP_ACC.1(prt),
FDP_ACF.1(prt)

TOE I, BFiEE a2t 5377V hoard N ASNLE, TOFET VI MMFIZ—R{R1FT 5, &
W2, TV aT i GEENTza2— =4 TEOT Va7 OFTAEZHIEL ., LLFO 7T 7 A H4
ZFEBLTND,

U.USER 1%, —FRIFLI=TZ VU ba7 ickt LT B DO 2—F =4 TV oad Da—H —4 73—
LU 5A12, LT OBRENATHE,

- VMBS,
- TUNOENEREET D,
- HIERT 5,

BL., 7V T80, TV M aZ It B ENTRE GRS 5L 3B SV C A SN i E 5
N—ETHNENGD,

U.ADMINISTRATOR 1L, T _XRTCO—HHRFELT=T Vb a7 Ik LT, L FOEEDN I HE,

- HIERT 5,
7.3.2 FAX %15 Y 3 7 —RHEFHRE

- X AHEREE 4 FDP_ACC.1(delete-job), FDP_ACF.1(deletejob)
TOE 1%, ZA~—EEDRENENTZ FAX BEEVa7 N RAESNDE, TOFEERETETICRESNT
% C—BHRAET 5,
U.NORMAL ., —BFR{ELTZ FAX BEVa7IZk LT, BHD2—HF -4 LGV a7 Da——4
D=L A2, LU O#EREN Al HE,

- AEETETD

U.ADMINISTRATOR L. T _XTO—HHRFELT- FAX M523 7% LT, LA FO#AEN ATFE.
- AEEFETD

7.3.3 Ry 7 AMRAFHEE

- X9 B H B E 4 . FDP_ACC.1(deletejob), FDP_ACF.1(delete-job) ., FDP_ACC.1(box),
FDP_ACF.1(box), FMT_MSA.1(delete-job), FMT_SMF.1

TOE 1, bt — A%y K EVa7 23 CSEF VU MREETHDOTIHRL, 22— —Ry 7 A |Z—H
EA LELL TRFET DR IREET 5, CNOOE A CEMEESNLBIZIE, BT a2—P =Ry X
WBRAFENDT20 , 22— =R I A~DT 7B AKIEHNE D EFE - LEOT 72 ATIEIZw# H I
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50

2— PRy 7 AD BT L EAM NS W I, 22— — R 7 TR TERNS 7 HTOREFE
BT hBRETDHIENTED,

Ry A BT LEERTETHBIIREEE 5O ANIFARETHY, TOE 1T IELWEEREE 52 A LT-
U.USER Z{R1FSNT=E - LEOFTAELAIWIL, 772 Afl#EFZBHL TW\D,

U.NORMAL (%, —H =Ry Z AZHERNIH ESNI KR 5 &, 22— —R o7 ABERFIZ A T1E N
TR RER BN — B LB E DI, 2—H —R o7 ANDE A LEITKTL TLL FO#EREN Al HE

- VNS,

- TVUMREEZEETD,
- Tl a—75,

- HFET D,

- HIBRT 2,

U.ADMINISTRATOR (%, BE/ RS T 7B AT 554 B aEE 52 A U< sy | B 3CEITk)
LCLL FO#EEN AT HE,

- TV TD,

- TVUNREEEET D,
- TlbEa—75%,

- HET D

- HIBRT %,

U.ADMINISTRATOR %, UE—h Ul 57 7B ATAEA B CEICH LT BN ESN -
Fe b, Ny ABERFIC AN SN REE 50— B L5 8 O A, LLT OEAED FIRE

- TUNTD,

- TVUNREEREET D,
- JlEa—7%5,

- FEET 5,

- HIBRT 2,

F7-. TOE 1%, ZELI2T 77 AN 770 2% (E30a7 %t DOEE SV MM, — B 7 7 A RIET DR RE
EHT D, ZNHOEF LEMREINDERICIE, BT VAT DRI ARAFEINDTZD VAT LRy
JIANDT 72 AHIINZF DO EEE A L EOT 72 ARIENCE A SN D, AT LRI AD B+ L EE
M NIZEAES RN I, VAT LIRS U CTHRRINC 7 HTORFREE B2 R ET HIENTED,
/XTATﬁz@ﬁﬁpE%'év@%ﬂﬂ;W gk, 25 HIERIZ U ADMINISTRATOR ICRESNDT-9

F XL EIZT 7B AR 22— — L UADMINISTRATOR O & ToHbH, L= - T, TOE ci
U.ADMINISTRATOR Z R FFSIVIZE FLEDOPTA B L HIWL . UNORMAL 23EF LED TV ROk
153, HIb% TERWINCT 7 A#li#A FZE L T D,

U.ADMINISTRATOR (&, #/E/ SRIVINSET 72 AT B A BFibE 52 A L7ty S SCEITkH
LCLL T O#AED FIHE,
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- TUUNTA,
- iié,fg‘é_éo
- HIBRT 5,

U.ADMINISTRATOR L, VE—hk Ul 5T 7 BAT DG VAT LRy 7 AR L THANIER E ST
B oL, VAT DRy ABERHZ A SN GER B8 —E L7358 DI, LL R DOEEN A HE,

- TUNTS,
- 5T,
- HIBRT S,

B ZAGLIZT 77 AN 77 I ARGV a7 1, ZAGROBRE TOH TV NTRETHS,
Lo TTOR [FF U EDEHZHED XN IITHHZETT> T D,

[ 7 ABFEE 5]

RO T ANZT 7B AT DI DRFRER 5 DB gk, 2258, BRI CXHHERRZ Administrator =— /L 23E[) 4
Thvz UADMINISTRATOR (ZDH5-2.5, 72120, HE BT 2Ry 7 AOGHEE 512 L T,
U.NORMAL THLAHE TXD,

7.4  ZEY 3 TEsEEERE

- xR TOHREEH: FPT_FDI_EXP.1

TOE 13RI ZELT-T — X &M D PC Y — R — TRk CE ARG /> TRLT . ZELZY
a7 @D LAN ~DEEEN TEZ2WNIITHIES LTS,

7.5 HDD F—#% Z2HE/KRE

- XS AREEEEM: FDP _RIP.1

TOE NE T LERLTLURIVAA—T 7 A0 % HDD D BEIRT AL, 0 HDD fEkZ HEZ /7
— AT EEXTAZLICINEA LERT VRIVA A= T 7 AV OERIFE RO 2N EZ E 5,

FEATHRITIILL T OFED S IVEEIRIR T& D,
- DoD AT LEx
- 3ETVF AT —HT L
- 1EGUHA LT —HT EX
- 1ENULL 7—#TL#EZ
F-ZOWREIE, LT OXAI T ICEIET D,

- VaZAEFIZ HDD W —FFIRESND T VIR TVA A= T 7 A )V Va7 AE R L
LT a7 W12 HDD 2b5e il £1 5,

- R I AARAEENTZE T LEOHIFRTEIC HDD 752l =T 5,

- ZEROEIEWTIC L 5E R E TERD TS 4 . TOE O EIFZ HDD 225541
x5,
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7.6 HDD HER{LiiEE

- XS TAHEEEH: FPT_CIP_EXP.1
TOE ®IHDD 7 — 5 tIR7—V 7 AR —R 1%, L FOEF U7 B REZ IR T2,

5 5 bIE S HERE & AR BIGRAEREEE I & - T HDD IS —HF—F7 —FBL N TSF 7 —#
DEEF M & e MR IR D,

7.6.1 K518 S RE

- xR TOHEEEM: FCS COP.1(h)

TOE %, HDD 2SS b —H —F —Z B LN TSF 7 — X DB M T 572012, IRDIG 5
YEZ4T\V HDD ICHAMIESN DT —F K% 515,

- HDD ~EXIAFZNLT — &K 5T 5,
- HDD o &N T — 2418535,
WS HEEICHWDRE 57 LT VR L S ELL T DL B0 ThD,
- FIPSPUB 197 |ZfE-72AES T/VAUR L)
- HERN256 B DR B

7.6.2 5o R

- XY OBEEEE A FCS CKM.1

TOE iE. IRDALERICE3%, HDD 7 — 25 5 {LAgRE Cffi 13- H 05 B84 £ i35,
- WA AT DT LAY X AL, TFIPS PUB 186-2 (24 S<IE S8tk 77 /LY X 4
- ERSNOK S HEOFER L1256 Bk

I SO B LA T O LTAT,
- EHEHFEZ, TOE 1% FlashROM (ZA& ST Seed 1 A& it HI L TG B84 ARk -2
- TOE i¥H5 58t Ak L-% ., RAM _EIZEHT2

705, Seed W B AR —RBEUGTAFBHIFEIELR W, £7-, B B8 3R M AE) —THDH RAM |
WZRFFENAT28, EIR OFF IZXViHET 5,

7.6.3 NN 7 1S

- XS OEREEM: FPT_PHP.1
HDD 7 —#i53AbIR 7=V 7 AR —RiL, fEHREIRHI T X NVE AR IRETRAIL . ELWT U2
AT ST 58 DI HDD 778 A%ZFF a5, ZOMKEEIZLY, HDD T —#85{bRT7—V>
JR—=RFEHDD 2By b CTHOT A NAESHEARIRI L Th, HDD 7 — X I 7 7 AT HIENTE
AN

[Z8EF ID D& SE]
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HDD 7 —#I5 5AtRT7—V > 7 AR —Rid, R—R BT, T XN BRI D ARRFEEE ID &
S HY . FlashROM (41535,

[R5 FRAED FIH]

HDD 7 —#M A bR 77—V 7R —RITEBIRHCH P EEE AL, FrL o PHOEBEL TTo#
NAGEBERBAIES, T OXNEEEARRIL, REREE ID EF YL PHOELEDBHEAEL, ZD
v afl (SHA-1) L AR AEL TSR —R~JE7, HDD 7 —& W 5{b/RT7—V 7R —RiX, [k
DFBEEITV, VAR ADRFEEATI,

HDD & —&55{/2F7—V o 7R —RNIELWTF P2 VA S HEARKRICED AT SN TOAZED R T
Xp WS HDD ~DO 7 7 AL 2K 145,

7.7 LAN T —Z {5#RE

LAN 7 — 2 {RFEHEREIL, 325000 T Bas L OWBIRITHI AT 2T~ TIP3y bl SR 5
50

7.7.1 IP /37 HES{LHkRE

- XS AREREE: FCS_COP.1(n), FTP_ITC.1

TOE L, EXAFHDITHEGLOWE T 52—V =7 —ZBLUTSF 7 =X OWEEE, e 2EOHERD
720IZ, FRTD 1P /3y I1PSec [ CHRE SR S5,

- LAN ~EET2 IP /Yy hoORs BALEAE
- LAN DBZI5 T2 IP X7y "o B4 lE

S B EICHWDIE 57 LTV AL B SHIT LT OLB THL,
- Table25IZ[AC

7.7.2 Iy B RE

- 3T AHEEEEM:: FCS CKM.1, FCS_CKM.2

TOE I, IROAARIC IS E | IP 37 N S L BE T 3205 582 A k375,
- WA AT DT LAY X AL, TFIPS PUB 186-2 (2 S<IE S8tk 77 /LY X 4
- ERENDRE S HOSERE 13128, 168, 192, 256 £k

F72 TOE IZ, LA FOHIEITT, IP Xy MG BAUERE DRSS 822 1525 e D I T B R ICHR S 35,

- SPB00-56A MDZE#E|ZH:-S\ 7= DH (Diffie Hellman) 33108 ECDH (Elliptic Curve Diffie
Hellman)

7.8 HCOT A MERE

- ®ISTAHEEEM:: FPT_TST.1
TOE |X. EEEFICLL TOH 7 AN FEi 35,
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- ST VI X A(AES, 3DES)DHEHET =
- EEgoTeEnTF =y
- WEET AT XA F T ROFERNET =

FE47a—RIZTHDD 7 —#i5 5 bRT7—V 7R —R | ThF5{tEi HDD (2RSS CVAT0 | 5
TNIVZXLOH T AN EfETHIET, —#HOEEZOL DN EFICEEL CWAI AR T
5o

79 E&Eo e
- X AHEEEM: FAU_GEN.1, FAU GEN.2, FPT_STM.1, FAU SAR.1, FAU SAR.2,
FAU_STG.1, FAU_STG.4
TOE i%, BL FOARUINAELTBEICe s 24K T 5,
- AR T
S 47
- VavsET
- a— P —FREEO IR
= ZVEyAN
- TS RE B RE ORI
- a— P EREERE ORI
- R OER
- IPSec DRI L FENT SRR

o/ OB ILLL T ThHD, HEFE#RIL TOE moffitansg, v/ Z5tdksis HEFE#HIL. TOE 7 Hie
HEED, TOE @ H B #RIL. EFUHEREDOFI A HLUTZA LY — =B 1E MR H B2 B L TR
R4+ 52 TRESND,

- B, =4 AU NEERI S (BB
fHL, L FOARUIOBSZIZLL O E HBI1T 5,

- VarvETousZE, vav

- RRER OB, RBRERAT L — 4

F VE—h Ul DOEERRY D= 2K — e J ML A ik a 17 T HEAE 2 4R 065, MR %R
FHT&5D1Z U ADMINISTRATOR D AT D,

U.ADMINISTRATOR PO —H —ZUE—h Ul 75 TOE IZrZ/ A L Th AR O AR — M
REEFIHTHZ LT TE N

UE—h Ul T TOE IZT77EAL, [BEAERT DIYT | A= a—nbEE A FUERA HIBR T DM RE A T35,
FEREZFIH TZ5?D1% UADMINISTRATOR DA Th b,

U.ADMINISTRATOR LIS —H —3UE—h Ul 75 TOE 12/ A L ThH B 07 D7) T REBE | &
FATAZEFTES, RERUEEHIEL TS
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7.10 EHEE
7.10.1 o — Y —E e

- A AREREE: FIA_SOS.1,FMT_MTD.1(user-mgt) , FMT_SMR.1, FMT_SMF.1

TOE i%. Administrator =—/ L 2350 X4 T5 7= U ADMINISTRATOR DA |l —H— m—)L T A
T R ARFRER 5 DGk, 28 | HIBRO TEH 2 — W —FHEREZHIR 5, (EL, B D
RAT—R | B ORAT DRy 7 ADOKEFER 5 I1ZBL TiX, UNORMAL THZAEE TX5,

[2—F— m—b | T B ARG RO, 255, HIER]

A=Y —OFFRBEIL, 2P — 4 AT =R EL T, =z F Y THIETRET D, L
fFra—P—Da—F =4 NAV =R n—LOEER, P2 —Y—2HlRT 228 TE5, 21—
—PRELT/AT —RISAT =R RV —IZE L TOWDNEINTF = 7 END,

o—/LZiE,. HoNUD T R—21m— )L | LIEFZ 5, "Administrator”, ”Power User”, ”General
User”, "Limited User”, "Guest User” @ 5 fi¥EOa— L MEEL TWD, [R—20— L | LIS OHTIH O
[ 24 sv—)b ) AR T D8 E 21T, "Guest User” o — L& RS 4 FiE D [ _N—2m— )L | 28 RRE L
T, BT HIENTED,

Administrator z—/L &%, [_—20— /L |23"Administrator” ChAa—/L T, WHEMERZ AT 5,
[R—2m—/L ) OFIHIEIL, "Guest User"zFr< 4 FED [ N —2o—)L |/ b HIfEZ A T 5,

%V a7 FEATOF AL 25T 57 7 ARIEE I, n— ST 7 7Y r—va iR O J&
PERBIC TS TS, [R—Am—/L | O[T 7Y — L a R OIS ECE /20, Th %
ZLR— DT TV o= a R ORI L ETED,

[=—/LFER]

72— LFERIIE, U.ADMINISTRATOR & U.NORMAL o 2 FERIZ K BISHL, MERFL TV,
- U.ADMINISTRATOR

Administrator 2— /L 2NE|D Y CHON - E MR TH2——,
- U.NORMAL

Guest User =—/L_ Administrator =2—/ /L U4t — L 2350 CTohHn - — i —H —,

7.10.2 TNA RETREERE

- XS AREREEM:: FMT_MTD.1(devicemgt), FMT_SMF.1, FMT_SMF.1

TOE 1%, BXaUT A% REZ A NS RES B DL Table 28 DIHR KT /A AE BIERE DR E %
U.ADMINISTRATOR D7 Z[RET 5,

B2, LT OB EMREZ 1R 2,

[/ SRAT—RARY > — D% E]

EX =270 SAT —R DR EZ L — P —ZRD D202, BLF D L7220 — RO B % #2325,
- AT LERILFLUTONRAT— MR
- 3 LR D TR G RN
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- ERUTA~)E L XTFTULEED D
- BT (e~ ' L XTUEED D
- BFO0~9% 1 XTFTULEED D
- TAT 7Ry NS OILTFTO-@[]:5, AT #3%E& ()=~ _><)E 1 XTFULEED D
- EHATRESC
R SC LIS D 4T XT

(27T IR — D% E]

2y 77 NS S ey 2T T MR OB E DN TE D,
- a7 UNFREK

1~10 [ HEIRCTED, (WIHIET 3 [[)
=D avaN 1|

1-60 3D HIRILTED, (WIHIfEIL 3 53)

Uk
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