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1 ST introduction

1.1 ST reference

AHiClE Security Target (LA T, ST &) OksIfE # & 7tk 975,

ST 4 F: Canon imageRUNNER ADVANCE C5200 Series 2600.1 model Security Target
N—=Tz 1.05

FATH Fv /oAt

FATH: 2012/10/31

F—U—R: IEEE 2600, Canon, ¥t />, imageRUNNER, iR, Advance, 7 V¥ /L5 &8, HE

*Aé\ I —, 7)/] /N 3é'f|:|\ /YR H&JDJIJ\ H‘LA'JLE 77‘&%%“&“ D7 IEIEI
Bl BT Y b, Ry 2R, LT 4% h, EF )T —F ]

1.2 TOE reference

AHi Tl TOE Ok A Fiak 35,

TOE 4 #5: Canon imageRUNNER ADVANCE C5200 Series 2600.1 model
N—Tgr: 1.0

[H, AR TOEILL FITRTY IR =T N—RU =T ROTA B AnbEIhD,
iR-ADV &% =2V7 ¢—3%»k-C1 for IEEE 2600.1 Ver 1.00
HDD 7 —# W5/ I 79—V v 7% v h C
(Canon MFP Security Chip 2.01)
Canon imageRUNNER ADVANCE C5200 Series

ML TR
iR-ADV Security Kit-C1 for IEEE 2600.1 Common Criteria Ver 1.00
HDD Data Encryption & Mirroring Kit-C
(Canon MFP Security Chip 2.01)
Canon imageRUNNER ADVANCE C5200 Series

1.3 TOE overview

TOE %, < Canon imageRUNNER ADVANCE C5200 Series 2600.1 model >&\ 57 U2 LG8 TH
%, 18T /L < Canon imageRUNNER ADVANCE C5200 Series >(ZLL F oD 2 SO HL %A A
— LR E L, FHEEEITHIZET TOE THH< Canon imageRUNNER ADVANCE C5200 Series
2600.1 model >352% 95,

- iR-ADV t¥=U7 ¢—%>-C1 for IEEE 2600.1

- HDD 7 =4I bR 7 —Vr 7 F vk

iR-ADV £¥%=U7 r—%>h-C1 for IEEE 2600.1 (Zi%, < Canon imageRUNNER ADVANCE C5200
Series >OlHY 7 7 =7 L OEF 2T 4 —F v T ANE D,

HDD 7 —#I5 57—V 7 AR —RiX, HDD (TSI DT — 2 2K (V7 =T &5 ie) 5 5
(b 272D DN—RT =7 ThbH, AKTOE O HDD TV L— T ILT 4 A7 LU THRHZEN A RETH D,
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< Canon imageRUNNER ADVANCE C5200 Series 2600.1 model >i%, LA F O 58 H O Protection
Profile (L I, PP &%)  BELOED PP TEHKRIANL TS 7 fHldD SFR Packages TERSNLTND
X VT HEEL . BRI T AL TED,

Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

1.4 B&EE - HEE

A ST TIXLL FOMSEE - FHEEZ 35,

Table 1 —I&3E - HFE

W75 - e |

T OB NAGERE o —HERE. 777 ARERE. U MERE. 2515 (Universal Send) B§RE72 & A
FF oA OZ L, ZNOHOMEREZ M H 327290, KAE RO HDD =5,

Y 7 =7 AR AN—=RT =7 EEHEL X 2T AEBED i % 55 7 7 =7 ThD,

B v TN EEERER T HN—RT =T OOEDTHY, BEF—EH T/ p L
NORERRESIL, T VNG EREBET DX SN A H—T =2 —ATH
60

UE—h Ul Web 7 Z 757055 LAN 2B L CT OV ESHEICT 7B AL, T V2 VE AR
DOENMER I DRV~ DEME, Ry 7 ATk HEE, KSR TR ENTE
HAER—T 2 — AT D,

HDD TUANGERITIEHIND NN R T A A7 DL, HilflY 7 =T BLO, Ri#
BPEDMRATS D,

| 777 A T 7Y AL BEDEZAZEATI2O DAL 7 7L LT, Bt ClEAed A2 —
N T DAL A= N T 7 I ADT L,

AA—=T T 7 AV FeIrA T, TV b, ZERE I L T A NVE S NI AR S - EiEg T —
570

FURTVARA—=D T | abt®™— TV NEOD a7 OBETICERSI, Va7 NE T THEREIT/RDHA A

7A IV —V 774,
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REDZ &,
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2R IR T I AR I A VAT DRy 7 AD 3 FRIEDFAE

Z—P =Ry A

TIUHNEERE TR — T —RHAIAATEEF LES, PC O7 VU MER
LB F LEREDMEEENDIR Y IATHY, BT LEDOT IV RREE R EN
TRETH D,

AT BRI A

TP I ARAEN =3 T 7 I AAE)—Z(E LT~
DY, B LEDOTVARLEEREDARETHD,

LEPRFSNDRY 7 AT

A—jLtp— N —

7/5?/1/%%\%% HARIANTE B L EE | T ARERCE L A—IVEETD
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EO uﬂiqj‘hﬁ/\
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Internet 2>5H N LAN ~D A LT DIEE OV AT A,

S Y —

FFZ) 2 IEREIC G TR0, Internet 241 L T, Network Time Protocol Zf&~7=
A OGO RICEZ DN TED Y —N—,

X277V N

X2 T TV (BEREE T B3N 7 V) i E T A RE A B T 5 4R
YE/ SV EDRH

[ —

2t — e B T OB S L EORS
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1.5 TOE description

TOE 1%, 2" —HrE - 7"V MEHRE - 1518 (Universal Send) #§8E -7 77 AfRE | 77 7 A ZH%EE - = —
—Ry 7 AEE, e LR RO S TH S, TOE 23495 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A TiXLL FO IO efHEEZBEL TS, (7
2600.1, Protection Profile for Hardcopy Devices, Operational Environment A” clause “1.1
Scope” B0 F| H)

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 1 1%, TOE TH5HT VXL &M< Canon imageRUNNER ADVANCE C5200 Series 2600.1
model >DOA 7 v almE e T 256 OMERBERE THY . FERALRWERENRHLGE
Wi, R ERR IR AR5,

Figure 1 FTRILE &< Canon imageRUNNER ADVANCE C5200 Series > 38 E R E (# FAIRE

§>
PC
—_—
HXE —= 3¢ 4
o o =71 = S
*Em%%?( A ERE Y —/\—
A 1 ymm———
e “Ritan
T7YRARAE:
—IT7ORRE R E(BFA—IL) >
— | 7TIR «— rHRE(E
R—F
BEARER \
< T7YRELE

AL LY I — Firewall
‘ ' WebJ 54

Figurel (/"4 KO MERR & FHBRBE ClE, 7 UV AREIINEL LAN (28> TA— L — 83— =
— P —FBEE—/3—_ PC, Firewall (Z8&Fi <41 TR, Firewall (25T Internet 2>HNEF LAN ~D I
BEBHNTWND, TUXNEAIT, B TtAAAT B+ XEE | 777 ARESCEFA—LVEEL
7201 777 A% G LT T BT A— N — R — T8 5, 72, PCZHWTE T LEET VR,
RAF N T 77 AERI T HZENTE, Web 7574 % PC LA AM—L 52 TTF VALY
T—MRETDHZEL ATRETH D, 72721, PC BTV NEATHOg AL, WY ) 2 —RTA/3—% PC

L CC FHlc B} D7 ARBREE Tl Web 7 774 1d Microsoft Internet Explorer 8 ZF|H L7z,
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(A A=V L TER T 20632395, USB T PC ZESEH:H 9528 T PC BB LEE TV,
RAFTHZELATRETH D, 72717 USB #2458 TF U X IVAE B NS PC 2 USB 7 3 A RITTF — Z HARAE
fézaif%&wio_u%ﬁa¢ﬁﬁfézﬁ;TOEu7772ﬁ~F%§ﬁﬁ%c&?\77axﬁ~
RES L TEMEAREREFIHL, 777 ADEZEE1T),

FZ, TOE (34 A LY — =B 1B M7 H W2 BUS L CHREZN R 21T o720 AN D o —H —FBEEY—
N— L HE S5 7 ORI OB R RE AR UL L7203 A2 LA FIREL L TND, ZDXH 7B E R E
EHBRERIZERWT, TUXNVEGHRITILL T OBEEZFIH T 523 TES,

- ot —RRE

MOCEAEAX v T THERIAI, TV HZEICEY | BCEEE T T HHEETHD,
- U MERE

TUBNEENOE T LES PCOLEESNOIE T CEELRLEICT VN DHETH D,
- N T AZAGHERE

A LB —=F NN LT N T 7V ALL TET LEEZETHERETHD, | 77V AZEINT 77 AV
WX, ZERICTV U RENTITBRIESIN D, BRIFENTZT 7 ANVIE, B EEIZT Vb, BENTE
éo

- T A{ERERE

Ty 7 AR EN LT, BFLELZETIEETHD, 777 AZEINTET7 74 VT
ZERFICTY U FENTICRGESIND, RESNTZ 7 7AWE, BBREXIICTI b, 5
fEMTE 5,

- Ty RKERERE
ML EEZ ARy L TAERSNTZE A LERL—P =R T AV AT DRy I A ARFESN TV E
T EEIRETDHEAETHD,

- 32 (Universal Send) #5E

ML EEZ ATy L TERESNZE A LESCL— =R T A AT LRI ARIESNTNDTE
FXE%Z TIFF R° PDF 77 ANV TEFA—INTRLARL PC OIHF T4 NE — 1777 A28
K5 T DHEETH D,

- Koo AkkE

ZOMEREIX, 22—V =R YT A VAT LRI ANA A=V T 7 AN AR T DR 2 — P —R 7
A AT DRI ADNRAER 7 AR T HREBEIC KRB TX S,

- =PRI IR VAT BRI ANA A=V T 7 A VA ARAFT DI RE

2 T NDEARIAATE B LEL, PC 1T TR AR AE R EL- B+ UELa—Y —Ry
DA, T IAZAGN 77 I AZE LB LEET 7oV ARy I AL LI AT LR 7 AR
177 HHERETH D,

- =PRI A VAT BRI ADRLER v A% F T D RE
=P =Ry ARAES NI A SCEITH L CUL T O#IENTED,
- BT UEOmSE
- B XEOTIL
- ETEORE
- EBFCEOHIBR
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VAT LRy IR ARAF ST B L CEA T ORI TE D,
- ETEOTIR
- TR

- ETXEOHIR
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1.6 TOE D#:iH

TOE 23i# &35 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A ™
ZORARAEI T D720 F D X972 TOE 2R 5,

TOE OYyFEAY & I S EaFRANELH X LL F O Th b,
1.6.1 TOE O¥E A&

TOE 1IN—RU =7 L7 =T b ST V2B G TH 5, WPLREIPHIZLL RO Figure 2
(R ThD,

Figure 2 TOE D/N\N—Kr9x7/JI+ 97

FlEY IO T

Canon imageRUNNER ADVANCE

C5200 Series HDD T—#4#ES1L/Z5—1> FR—
REKN—FHz7 (TOE:/\—K™x7)

(TOE:/\—Fx7)

Hillf Y 7 b7 = 7N iR-ADV ¥ = U7 —=F v b - Clfor IEEE 2600.1 TH 5,
Fio. RIEN—F7 =7 &£ IR-ADV &X =27 r—Fvh-Cl for IEEE 2600.1 Z &b TT VX ILHE
EAIKET D,

TOE T& %< Canon imageRUNNER ADVANCE C5200 Series 2600.1 model > (X7 ¥ ¥ /L4
/\i&%z{xﬁ: HDD T—AWEFR T — ) IR — REMARGDET- LD TH S, £z, FAX
REZFIH T H72DITIT T 77 AR —R (TOE %544 OEEE S ML ETH D,

TOE ZA& K T2 AR N—R7 =7 CThsH< Canon imageRUNNER ADVANCE C5200 Series >{Z1ZLL F D
TALT T %,

Table2 —8Am T A VT v 7/—&

HWRSATYvTS
iR-ADV C5255 / iR-ADV C5250 / iR-ADV C5240 / iR-ADV C5235

TOE IZEGENDHA X AT TFDHEY Th D,

(Fn3c44%r)

imageRUNNER ADVANCE C5255/ C5255F/ C5250/ C5250F/ C5240/ C5240F/ C5235/ C5235F
e-v==a7 )L

iR-ADV t¥ 27 r—%wh-C1 for IEEE 2600.1 7 RI=ARL—&—H AR

[ACCESS MANAGEMENT SYSTEM {Z3E= k- BLIE BIE HAE K 7T RI= AR — X —H AR
HDD 7 — 4§ 5t v b =X AR

iR-ADV t¥ =7 r—Fwh-Cl for IEEE 2600.1 # B\ MIARHRNIEB AT EWN

(95(% )
imageRUNNER ADVANCE C5255/ C5250/ C5240/ C5235 e-Manual
iR-ADV Security Kit-C1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
ACCESS MANAGEMENT SYSTEM Individual Management Configuration Administrator
Guide

Copyright© 2012 Canon Inc.  All rights reserved
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1.6.2 TOE DihHEA&iH

TOE OimBEAY#HIIH A LL T @ Figure 3 TR T % (2—H—, 22— —3RFEI—/3— A=/t —/8—
PC, #A Lt —/N—%[R<), TOE DX 2UT ABEREIZ A S>ETRIH ThD,

Figure 3 TOE DHésEtaRk

A—H 5B —/\— A=Y —R— PC BA LY —1N—
| 2—v—mmmee ||| ®r—nme | wewrsmy ||| mmae |
| Lans—smmmee ||| cane—smmmee ||| Lanr—smmmee || || cane—smmme
iE B7xE BFXE I
TOE
| LANT — 5 {REHE |
wrxe [
| saozaroemmpe || a—v—mmme || woor—smemzme |
[Ervao7rezmmme || sazarme || mmasme | Ve
[ EEi T LIRSS
Iy I I BEER
[Suovmee |[ ae—mee || wovxm '
| HDDEg S{E#EAE |
[ evomee || mEme || zEme | I
el [ manante || wome | “
! ‘ ' —> F—505h
R wxE HxE
v v A4

TOE (% 1.5 = CRlBI L7 #BRITM % LL T O— B iEZ A T 5,
- Ul B
A=W = E SRV 2 FIN T TOE 2 EL 72D, TOE 23 E/ SR VICERIRLTZN T 5,
- HOBERE
TOE 3CEAH 175,
Tt AIA B RE
TOE 2MCEZ AT 2,

TOE i, A FOBX =2V T 4HREAH T 5,
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- R A
BERIND NI LA THETIZ TOE MFJHESNZ2WEIIZ, IEY e — — %3859 5,

-j-“—‘ﬂ‘ nun i TOE anu nﬁjﬂémnﬁnu HL‘E&%J‘B@ﬂ“—#“—?EH ‘H-“—/{“—%_’H;Jb Tnu nEjaéﬂ‘
EREE AR — 35, SMEEREEIC IS HEREF 7 RUT Kerberos Z23EH <13 LDAP 283F 4 5,

- UavFETT /e AR R

BALSI 2 — P — BRSO 7 V5L O OB A (T TR I, 22— —Dr—LiC
LT R RE D FA T2 7F T 5,

- BATYaT T e H R

BALEYa iz LT, Vel ar v BV EOEEE a7 A L2 — Y — |ZHI R
50

- BEVaTEREGE

ZEUIVa7 D LAN ~OEESE ST 5, 772254 2 B USRI T 5010, 777
AV a7 OEEE IR S,

- HDD 7 —#5z il

Tar FATRHNERRSNIA A=V T = F B SN D2 E2B<T2DIT, HDD ORAFAA—T T
— XA FEELTERINETD

- HDD M {uiae

HDD H{RDFEHED, HLLIE, HDD & HDD 7 —#K 5{bRT7—V 7R —R & TR 5D

HDD 5 —#~D7 7B AT HE BN P T D701, HDD T — X5 51bR 77—V 7R —R i, &

[l B 2T DA NAE B AR Z R, ELWT VHNAE BRI 72885 D74 HDD 77%
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Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
& PEIX. User Data, TSF Data, Functions @ 3 ¥ TH 5.,
1.8.1 User Data

User Data 1%, ==—H—IC X > TIER SN S TOE Dt X2 U T 4 BEEEICITHE A H. 2 70T
— A THY, UTO2EICHETE S,

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Data X, TOE DEFx = U T 4 BICHEL 52X 5T —XTHY ., LT 2 FEEIZHHE
T& 5,

Table 5 — TSF Data

Designation | Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.

K TOE T#o TSF Data ZLL T Table 6 (277797,
Table 6 — TSF Data @ E{&{k,
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D.CONF | /S22 T — | o — YR BGREEHERE TR 3 5 = — % — ®FEGE | HDD
15
o=/ Betio SHSRECT/ER SN S m S HDD
Ry 7 ARGREE 5 B2 7T 7w AR EERE TR AT 5, =—%—7&K | HDD

A VAT AR YT ASNDT 7 AHIETH
T BHR 7 A GORFEE &

1.8.3 Functions

R DEIZ I 5 Table 7 1271 ke
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2 Conformance claims

2.1 CC Conformance claim

Z® ST X, LA F® Common Criteria (UL, CC EHEI) IS5,

- Common Criteria version: Version 3.1 Release 3
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL3 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZO ST X, LA T D PP IS G T 5,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

- Version : 1.0, dated June 2009

Z® ST 1Z. LL F® SFR Packages @&, IBIMTHD,
- 2600.1-PRT jiEi &
- 2600.1-SCN J#H A
- 2600.1-CPY J#HA
- 2600.1-FAX
- 2600.1-DSR
- 2600.1-NVS BN
- 2600.1-SMI BN

o

o

o

i
1

AN
=

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic

Copyright© 2012 Canon Inc.  All rights reserved
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Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for products that provide storage of User Data or TSF Data in a
nonvolatile storage device (NVS) that is part of the evaluated TOE but is designed to be removed from the
TOE by authorized personnel. This package applies for TOEs that provide the ability to protect data stored
on Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such
protection is supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Data
over a communications medium which, in conventional practice, is or can be simultaneously accessed by
multiple users, such as wired network media and most radio frequency wireless media. This package
applies for TOEs that provide a trusted channel function allowing for secure and authenticated
communication with other IT systems. If such protection is supplied by only the TOE environment, then
this package cannot be claimed.
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SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection

Profile, are listed in Table 7:

Table 7 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: a function in which physical document input is duplicated to physical document
output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based
document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs

F.NVS Nonvolatile storage: a function that stores User Data or TSF Data on a nonvolatile storage
device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over

a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is

associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection
Profile, are listed in Table 8:

2.4

Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

PP Conformance rationale

TOE X, T VXN ED T ERMRE THHa —, TV b, A%y T, 777 ZAOMEREITIN 2, SCEMR
17F%HE. HDD K5 5{bA%RE. LAN 7 —X Ol SAUHEEZ T 32260, PP IZER SN TN H T
T? SFR Packages |21 53 52 L3 B T 5,

LLFIC, 7 fE9-~=To SFR Packages Z & L7= PP & 2 ST ZH#k L T\ <,
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F 9", Security Problem Definition [ZBJ L C, PP & ST Z L3 25L, LLFD OSP # O & DiBML T
WHLSMIIRIT THS,

P.HDD.ACCESS.AUTHORIZATION
ZhuE, ERABREZHRL DO TIERL, TOE ZHIILTW\5 OSP Thod,

PE-T, LA RO RN 5,
- STOEX 2T (R EE R AT T T X TOTOEIX, PPOEF 2V T (iR ETERL - LTS
- PPOEF 2T i E AT T X COEMRSEIL. STOEX 2V T (R EERDH-LTW\D
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IZ, Objective IZBI LT, PP & ST #Ihikd5&, LT ® Objective U & DiBIIL TWBIEN XA
CThoD,

0.HDD.ACCESS.AUTHORISED

ZHUZ, TOE Zfil#IL T\ 5% Objective T o,

PE->T, LU RDIRRAL T D,

- STOTOED |27 4% 5K 7 #1479 X CTOTOEIL, PPOTOED Y27 ¢ *5H 5 #tbiMi7-
LTW5

- PPOERBREO X2 T xR TE 2l T+ X CoOEAREIL, STOEAREO X2 T %t
LML TS

(2, BEREERICBI LT, PP & ST ZLhikd 5L, Table 9 ®LHIC 7 D SFR Packages 13"
RTOMBEEMIZRIGL T, &5IT ST TIIMEREE 2B NS TS,

Table 9 —PP. ST TOHEREE X

PP_Package PP DHHEEH ST DHEEE
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG.1 FAU_STG.1

Common FAU_STG.4 FAU_STG4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP.1 FDP_RIP.1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(delete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA .3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(a)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMF.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1

Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
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PP_Package PP DREEEH ST DHAEEH
PRT FDP_ACC.1 FDP_ACC.1(prt)
PRT FDP_ACF.1 FDP_ACF.1(prt)
SCN FDP_ACC.1 FDP_ACC.1(box)
SCN FDP_ACF.1 FDP_ACF.1(box)
CPY FDP_ACC.1 FDP_ACC.1(box)
CPY FDP_ACF.1 FDP_ACF.1(box)
FAX FDP_ACC.1 FDP_ACC.1(box)
FAX FDP_ACF.1 FDP_ACF.1(box)
DSR FDP_ACC.1 FDP_ACC.1(box)
DSR FDP_ACF.1 FDP_ACF.1(box)
NVS FPT_CIP_EXP.1 FPT_CIP_EXP.1
SMI FAU_GEN.1 FAU_GEN.1
SMI FPT_FDI_EXP.1 FPT_FDI_EXP.1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common FIA_SOS.1
Common FIA_UAU.7

NVS FCS_COP.1(h)
NVS:-SMI FCS_CKM.1

SMI FCS_COP.1(n)
SMI FCS_CKM.2
NVS FPT_PHP.1

PP Tix. FDP_ACF.1(a)iZF T, +FAXIN ® D.DOC @ Delete, +FAXIN @ D.FUNC @ Delete (Z
%19 % Subject Z UINORMAL & L CU\ %723, ST TiX FDP_ACF.1(delete-job)IZ 3 T, Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule 2 [Denied)] & L T\5%, £7=. PP
T, FDP_ACC.1 (28T, +FAXIN @ D.DOC @ Read (Z*t9" % Subject 2 UINORMAL & LT\
575, ST Tid FDP_ACC.1(box)iZF\ T, Subject 2 U.ADMINISTRATOR & L. U.NORMAL ®

Access Control rule Z [Denied] & L CW\W5,

iR U7z ST OFREEA:DEI W £11F 1% Delete <° Read RIHE7: Subject O#iPHZ 52, UNORMAL O
7 7 & A W[EE7: Object Z 72 < $HIVAHF TH Y | PP OFEREZE: L 0 B HilfRAY 2T 7 & Al 21T

/)TU\ZD CE%ZZDO

PP Ti&. FDP_ACF.1(a)iZ¥\ T, +FAXIN @ D.FUNC ® Modify (Zx}7 % Subject 2 U.NORMAL
ELTWASH, ST Tld FDP_ACF.1(delete-job)iZ¥3\ T, Subject % U.User & L. Access Control rule
% [Denied)] & LTW5,

ST OEREEANFDOFI AT T 1L HBEDFIH % £ @ Subject (2%

PP OBEREZENF L 0 bHIIRAY e T 7 B AHIHZIT>TWD L F R D,

FFSRNE T DHEIVFTTHY

U EOBHHEY, ST TRBR SN TWD SFR 1T, PP TRIE SN TWD SFR X0 TRFE X238V

HIRRAY) THD EWVZ D,

s T LU RAL D,

- STOSFRZH /-3 X TOHOTOEIX, PPOSFRY{i7-L T\VV5

F7-. ST OFEFEEIL PP O EEEE L [FIL Th b,
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PLEIZEY, 2 ST 1% PP 2Lk LT, TOE (Z[RIZ UL EOHIRAFRL , TOE OEHERERIZFEZELL F O
HIFRZFRL TV,

E~T, 2D ST 1L PP &b & LTV D,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v"”) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partially
mitigated by the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In specifications of Security Functional
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria Part
2 or an Extended Component Definition, but which also must be completed by the ST Author in
a conforming Security Target.

The following prefixes are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity

u. User

D. Data
F. Function

T. Threat

P. Policy

A. | Assumption

0. Objective

OE. | Environmental objective
+ Security attribute

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.
3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS.AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14—Assumptions

Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and

procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4 Security Objectives

4.1  Security Objectives for the TOE

ZOFETIL, TOE Diiil=+ & ¥ 2V 7 ¢ TN L TEoR T %,
Table 15— Security Objectives for the TOE

Objective Definition

0.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
alteration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.

O.INTERFACE.MANAGED The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain a log of TOE use and

security-relevant events, and prevent its unauthorized disclosure
or alteration.

O.HDD.ACCESS.AUTHORISED The TOE shall protect TOE assets in the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

ZOETIE, ITREOEX 2V 7 4 %R GEHIZE L Tk 5,

Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOETIE, FEITEREOEX 2 U T xR FHIZBE L itk 5,
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Table 17— Security Objectives for the non-IT environment

Obijective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized
to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.

4.4  Security Objectives rationale

ZOETIE, B¥ 2 U T & I7# (Security Objectives) OARHLICZEI L TRtk 42,

Table 18—Completeness of Security Objectives
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Threats. Policies, and Assumptions |[o |0 | o |o|olololololololo|lo|ololololololo
T.DOC.DIS v Vv
T.DOC.ALT v V|V
T.FUNC.ALT v vV
T.PROT.ALT 4 vV
T.CONFE.DIS v Vv
T.CONF.ALT Vi ivi|v
PUSER.AUTHORIZATION ViV
P.SOFTWARE.VERIFICATION v
P AUDIT.LOGGING v Vi vi|v
PINTERFACE.MANAGEMENT v v
PHDD.ACCESS.AUTHORIZATION v
A.ACCESS.MANAGED v
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A ADMIN.TRAINING 4
A. ADMIN.TRUST 4
A.USER.TRAINING v

Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOC.ALT

User Document Data may be
altered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNC.ALT

User Function Data may be
altered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
altered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure
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persons

0O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.ALT

TSF Confidential Data may be
altered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains a log
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS.AUT
HORIZATION

To prevent access TOE assets in
the HDD with connecting the
other HCDs, TOE will have

authorized access the HDD data.

0O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN
AGEMENT

Operation of external interfaces
will be controlled by the TOE
and its IT environment .

O.INTERFACE.MANAGED manages the
operation of external interfaces in accordance
with security policies

OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces

A.ACCESS.MANAG
ED

The TOE environment provides
protection from unmanaged
access to the physical
components and data interfaces
of the TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the TOE

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsibility of
the TOE Owner to have a trusted relationship
with Administrators.
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A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.

29
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5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especially when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality andintegrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functions in FMT:
a) Management of the conditions under which the protection function is activated or used,;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the datal.

FPT CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: list of actions| when it detects alteration of user and TSF data when
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either is written to [assignment: media used to store the datal.
Rationale:

The Common Criteria defines the protection of user data in its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define a new family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse external interfaces to violate the security of the TOE or devices that are
connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

c) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore a function that — if allowed at all — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT _FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
lassignment: Iist of external interfaces| from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces).
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6 Security requirements

ZDETIZ, TOE DX = U T ¢ % (security requirements) (2B L Catukd 5,

6.1  Security functional requirements

ZDOFETIEL, TOE DX = U7 ¢ #EREZE{H: (security functional requirements) (ZB8 L Crtib 3%,
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6.1.1 =—Y —FRFEHERE
FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: /assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events).

[selection: /assignment: positive integer number/, an administrator configurable
positive integer within/assignment: range of acceptable values||
= an administrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events)
. BEARSZLL LIV E— MUl Z2flioTou 74 L RIT

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
- met

[assignment: Iist of actions]

. 2y 77T
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.

Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: list of security attributes).

[assignment: Iist of security attributes]
. a—F—F, m—
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FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2
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Timing of authentication
Hierarchical to: No other components.
Dependencies: No dependencies.
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE) on behalf of the user to be performed
before the user is authenticated.
lassignment: /list of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOFE)
. TV NTad | TrIAYaT 1 T A aT DA

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: ist of feedback]

™ *

Timing of identification
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE) on behalf of the user to be performed
before the user is identified.

lassignment: Iist of TSF-mediated actions that do not -conflict with
access-controlled Functions of the TOE}
] VAN E WA 2/ SVE AN WA 2/ SVE WADE PN

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: list of user security attributes).

[assignment: /ist of user security attributes|
. =4, m—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

[assignment: rules for the initial association of attributes]
. 7L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributesl.

[assignment: rules for the changing of attributes)
= L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(ui) The TSF shall terminate an interactive session after a [assignment: time

Interval of user Inactivityl.

[assignment: time interval of user inactivityl
. BAE SRV ZBE L 220 REB S . BRE R Rt

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivityl.

[assignment: time interval of user inactivityl]

. UE— b Ul ZEELZRVIREEN, 15 45 IRk
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FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)| to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
[assignment: the authorised identified roles.

[assignment: access control SFP(s), information flow control SFP(s)]
. 7L

[selection: change default, query, modify; delete, [assignment: other operationsl|
Ll query, modify, delete, insert

lassignment: list of security attributes]
] o —/L

[assignment: the authorised identified rolesl
. U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFE information flow control SFP to provide
[selection, choose one of: restrictive, permissive, [assignment: other property)l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP information flow control SFH
. L

[selection, choose one of: restrictive, permissive, [assignment: other propertyll
= Restrictive

[refinement]
L] TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(execjob) The TSF shall allow the [assignment: the authorized identified roles|
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
= Nobody
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Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFP.

lassignment: list of TOE functions and the security attribute(s) used to determine

the TOE Function Access Control SFP
= objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditionsl].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOE is automatically authorized to
use the functions lassignment: list of functions), [assignment: other conditionsl]

= [assignment: other conditions]

[assignment: other conditions]
] rules specified in the TOE Function Access Control SFP in Table 20
governing access among controlled users as subjects and controlled objects using
controlled operations on controlled objects

FDP_ACF.1.3(execjob)  The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise

access of subjects to objects)
. L

FDP_ACF.1.4(execjob)  The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
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Table 20—TOE Function Access Control SFP
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Object Attribute Operation(s) | Subject | Attribute | Access control rule
g(?ifgr - };? . Object ™ J&M:IZ%FL T Subject
X277V h) | +PRT U og— g | UUSER dr—/L7)3 Operation Z#F Al 4L
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6.1.3 BWATaT T exHHEERE

6.1.3.1 ¥ = 7HIMEGE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)l to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
[assignment: the authorised identified roles).
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lassignment: access control SFP(s), information flow control SFP(s)]
= PRT Access Control SFP in Table 23
. BOX Access Control SFP in Table 24

[selection: change default, query, modify; delete, [assignment: other operations/|
. Table 21 © [#afE] DIA

[assignment: list of security attributes]
. Table 21 @ T[security attributes] DIH

[assignment: the authorised identified roles)
. Table 21 » Tw—)b | DI

Table 21—Management of security attributes

security attributes BE a—/
Z—HF—4 modify, delete, create, query, insert | U ADMINISTRATOR
Ry 7 AWGIEE S modify, delete, create U.ADMINISTRATOR
HE DR > 7 ARGRER 5 modify U.NORMAL
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it
possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be
performed by any User.

FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFE information flow control SFPl to provide
[selection, choose one of: restrictive, permissive, [assignment: other property)l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP information flow control SFH

. Common Access Control SFP in Table 22
. PRT Access Control SFP in Table 23
. BOX Access Control SFP in Table 24

[selection, choose one of: restrictive, permissive, [assignment: other propertyl/l
= restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles|
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
L] Nobody
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Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

. U.ADMINISTRATOR /&, 9 XT® D.DOC - D.FUNC DHlFR23 Al
. U.ADMINISTRATOR i%, +FAXOUT ® D.FUNC ® Modify 73 7] #E

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
. 7L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR,+NVS,+SMI

D.DOC +FAXIN Delete U.NORMAL | Denied
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Object Attribute Operation(s) | Subject Access control rule

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for his/her own
+FAXOUT Delete function data
+DSR,+NVS,+SMI

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 SV a7 —HHEEHEE

FDP_ACC.1(prt) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 23 on the

list of subjects, objects, and operations among subjects and objects covered by the
PRT Access Control SFP in Table 23.

FDP_ACF.1(prt) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(prt) The TSF shall enforce the PRT Access Control SFP in Table 23 to
objects based on the following: the list of subjects and objects controlled under the
PRT Access Control SFP in Table 23, and for each, the indicated security attributes
in Table 23.

FDP_ACF.1.2(prt) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
PRT Access Control SFP in Table 23 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(prt) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
. L

FDP_ACF.1.4(prt)The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
. 7L
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Table 23—PRT Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule
D.DOC | +PRT Read U.NORMAL | Denied, except for his/her own documents

6.1.3.3 =—H—FR v 7 ARIFHERE
FDP_ACC.1(box) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 24 on the

list of subjects, objects, and operations among subjects and objects covered by the
BOX Access Control SFP in Table 24.

FDP_ACF.1(box) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(box) The TSF shall enforce the BOX Access Control SFP in Table 24 to
objects based on the following: the list of subjects and objects controlled under the
BOX Access Control SFP in Table 24, and for each, the indicated security
attributes in Table 24.

FDP_ACF.1.2(box) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
BOX Access Control SFP in Table 24 governing access among Users and controlled
objects using controlled operations on controlled objects.

FDP_ACF.1.3(box) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
. L

FDP_ACF.1.4(box) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects]
. L
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Table 24—BOX Access Control SFP

Object Attribute(s) Operation | Subject Access control rule

D.DOC +SCN, +CPY, | Read U.NORMAL | Denied, except for his/her own documents
+DSR,
+FAXOUT

D.DOC +FAXIN Read U.NORMAL | Denied

D.DOC +SCN, +CPY, | Read U.ADMINIS | Denied, except (1) for his/her own
+DSR,+FAXI TRATOR documents, or (2) if authorized by
N, +FAXOUT mechanism if such functions are provided

by a conforming TOE

6.1.4 ZIEVaTinbiiee

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

Restricted forwarding of data to external interfaces

Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 5 —XZEEiHEME

FDP_RIP.1

FDP_RIP.1.1

Subset residual information protection

Hierarchical to: No other components.

Dependencies: No dependencies

The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: /ist of objectsl.

[selection: allocation of the resource to, deallocation of the resource froml
L] deallocation of the resource from

[assignment: list of objects]
. L

6.1.6 HDD MzE{visE

6.1.6.1

i 5 S RE

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without
attributes, or

FDP_ITC.2 Import of user data with security attributes, or

security
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FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm] and cryptographic key sizes [assignment: cryptographic key sizes) that
meet the following: [assignment: /ist of standardsl.

[assignment: list of cryptographic operations]
. HDD ~FXIAEN DT — X Ol 5idfE
. HDD 7B Eerth S5 7 — & O S
[assignment: cryptographic algorithm]
. AES

[assignment: cryptographic key sizes]
. 256 bit

[assignment: list of standards]
. FIPS PUB 197

FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies

FPT CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: a Removable
Nonvolatile Storage devicel.

[assignment: a Removable Nonvolatile Storage devicel
= HDD

FPT CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: list of actions] when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage devicel.

[assignment: list of actions]
= no action

[assignment: a Removable Nonvolatile Storage devicel
. HDD

APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting
disks to meet disk encryption requirements. Some of these drives will not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality can not be bypassed, detection of modifications is not a useful function
within the TOE and therefore it should be possible to instantiate "no action" in the assignment for the "list of actions" in
FPT_CIP_EXP.1.2, arguing that unauthorizedmodification is prevented by the design of the system.

Quate from [PP Guide]

6.1.6.2 AIKGNIFEFEHAE
FPT_PHP.1 Passive detection of physical attack

Hierarchical to: No other components.
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Dependencies: No dependencies.

FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD & O HDD 7 — 4 554t/ 7 — VU 77K
—FOFTVEZX

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD & O HDD 7 — #5540/ 77—V 77K
—FOF VX

6.1.7 LAN 7 —X{R#HkRE
6.1.7.1 IP /37y MK bERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: list of cryptographic operations| in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standards].

lassignment: list of cryptographic operations|

. LAN ~EHET 2 IP X7 v~ ORE SAb#EAE

. LAN 22 BT 2 IP 37 v O SHE
lassignment: cryptographic algorithml

L] Table 25 @ Tcryptographic algorithm) ®DIH

lassignment: cryptographic key sizes]
= Table 25 @ T[cryptographic key sizes] DIH

[assignment: /ist of standardsl
. Table 25 @ Tlist of standards| >I&

Table 25— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 bit FIPS PUB 46-3
AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197
AES-GCM 128 bit, 192bit, 256 bit SP800-38D
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Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HIT7 AM#RE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurll to
demonstrate the correct operation of [selection: [assignment: parts of TSFl, the

TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

= during initial start-up

[selection: [assignment: parts of TSF\, the TSF]
. LAN 7 — % LR EE CRIH T 2557 L =2 Y X A (AES, 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSH, TSF datal.

[selection: [assignment: parts of TSF|, TSF datal
. IENEE <

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT _STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

Start-up and shutdown of the audit functions;

All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified]
level of audit; and

all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 26; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified]
. not specified

[assignment: other specifically defined auditable events]
. 7L

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 26: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information].

lassignment: other audit relevant information|

. L

Table 26—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP_ACF.1 Not specified Type of job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of users that are FMT_SMR.1 Minimum None required

part of a role

Changes to the time FPT STM.1 Minimum None required

Termination of an interactive session by the FTA SSL.3 Minimum None required

session locking mechanism®

Failure of the trusted channel functions FTP ITC.1 Minimum None required

3 PP Guide @ [14.1 IEEE Std 2600.1 Errata] % Z:H#

IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 73, #5450 I &

T BN
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Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
lassignment: list of audit information] from the audit records.

[assignment: authorised users]
. U.ADMINISTRATOR

[assignment: list of audit information]
. Table 26 |2 R TEEER Z DU X |k

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
] prevent

FAU_STG.4 Prevention of audit data loss

FAU_STG.4.1

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss

Dependencies: FAU_STG.1 Protected audit trail storage

The TSF shall [selection, choose one of “Ignore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records’l and [assignment: other actions to
be taken in case of audit storage failurel if the audit trail is full.

2 (s

[selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

. “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
. L

6.1.10 EHEERE

6.1.10.1 —=—V —FHERE

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metricl.

[assignment: a defined quality metric]
» ATFUERLTFUFTONRRAY — N
= 3 XFEU BERET S SUFA A E O I
» BRI FA~2)E L LFUEED D
 JUNF(a~2)E 1 XTUEED D
= HTO0~9% 1 XTUEED D
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FMT_MTD.1(user-mgt) Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify; delete, clear, [assignment: other operations/| the [assignment: list of TSF
data associated with a U NORMAL or TSF Data associated with documents or jobs
owned by a UNORMAL] to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data are associated]].

[selection: change default, query, modify;, delete, clear, [assignment: other
operationsl)
. Table 27 ® [#ifE] DA

lassignment: list of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)
. Table 27 ™ [TSF data] DIA

[selection, choose one of: Nobody, I[selection: UADMINISTRATOR, the
U.NORMAL to whom such TSF data areassociated|

. Table 27 ® Te—)] DIA
Table 27— — P —IFHEFH
TSF data o—/L BIE
A UADMINISTRATOR | MO0y delete, - create, - query,
IRAYT— R U.ADMINISTRATOR | modify, delete, create, insert
HED/NRZAT— K U.NORMAL modify
FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
= Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.

6.1.10.2 5 S8 PRI HE
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FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm| and specified cryptographic key sizes [assignment:
cryptographic key sizes| that meet the following: [assignment: /ist of standards].

lassignment: cryptographic key generation algorithml]

. FIPS PUB 186-2 |2 &S < BF B4R T L= U X A
[assignment: cryptographic key sizes]
u 128bit, 168bit, 192bit, 256 bit

[assignment: /ist of standards]
= FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards).

lassignment: cryptographic key distribution method)
. DH (Diffie Hellman) 35 X OYECDH (Elliptic Curve Diffie Hellman)

[assignment: Iist of standards]
Ll SP800-56A

6.1.10.3 5 /N4 &P RE

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify;, delete, clear, [assignment: other operations/l the lassignment: list of TSF

datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL)]].

[selection: change default, query, modify, delete, clear, [assignment: other
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operations)

. Table 28 ® TH#fE] DIA

[assignment: list of TSF datal

. Table 28 ™ [TSF Data] D&

[selection, choose one of: Nobody, [selection: U ADMINISTRATOR, [assignment:
the authorized identified roles except U NORMAIIII
= Table28 ® [ —/)1 | DIFE

Table 28— /3 A A EHEHLRE

77 H: 2012/10/31

TSF Data 72—/ HaE

H /LR E U.ADMINISTRATOR | modify
HDDSEA W EHRE U.ADMINISTRATOR | query, modify
IPSec B iE U.ADMINISTRATOR | query, modify
F—I VT ERE U.ADMINISTRATOR | query, modify
2y 7T NRU Y — R TE U.ADMINISTRATOR | query, modify
IRAT —RRY Y —&TE U.ADMINISTRATOR | query, modify
= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions

Hierarchical to:

Dependencies:

No other components.

No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: list of management functions to be provided by the TSF].

[assignment: /ist of management functions to be provided by the TSF]
. LLF @ Table 29 (2o~ B AE

Table 29—The management of security requirements

EEAERE BiE

H /LR E modify
HDDERIEERE query, modify
[PSec 7% & query, modify
F—hIVTERE query, modify
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EERHEAE e
2y 7T 7 NRY S —ERE query, modify
INAT — KRRV —RE query, modify
A= query, delete
modify,  delete,
a—Y—% a— create, query,
insert
_ modify,  delete,
SRAV =R create, insert
s s sE O modify,  delete,
Ay 7 ARGRERE create,  insert
HED/NNAT— R modify
. - - modi
B Y ORI ARG REE 5 fy

6.2  Security assurance requirements
This section defines the security assurance requirements for the TOE.

Table 30 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC_FLR.2.

Table 30— 2600.1 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC_CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage
ALC DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures
ALC_FLR.2 Flaw reporting procedures (augmentation of EAL3)
ALC_LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE: Tests ATE_COV.2 Analysis of coverage

ATE_DPT.1 Testing: basic design

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing - sample

AVA: Vulnerability assessment | AVA_VAN.2 Vulnerability analysis
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6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 31 |X TOE &X=UT %R G otE X2 T B2~ 7 LT2b DO THD, ZHUSED,
B X2 UTARREE RN DK 1 DD TOE X 2T AR T EHI IS L TWAZEEZRL TV,
FH 72kt B4%% Bold {Ad (P) THEL., iR —hL TWD%NEIRRE (S) TRLTZ,

Table 31—The completeness of security requirements

Objectives

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

SFRs
FIA_AFL.1
FIA_ATD.1
FIA_UAU.1
FIA_UAU.7
FIA_UID.1 S S S S S S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA .3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA .3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACF.1(delete-job)
FDP_ACC.1(prt)
FDP_ACF.1(prt)
FDP_ACC.1(box)
FDP_ACF.1(box)
FPT_FDI_EXP.1 P
FDP_RIP.1
FPT_CIP_EXP.1
FCS_COP.1(h)
FPT_PHP.1 P
FCS_COP.1(n)
FTP_ITC.1
FCS_CKM.1 S S S S S S

WO VW T|T|TD|TVT VWL
)

O onlwn
W onlwm

OV T|V T LW

o

o
o
o
o
o
o

w
(2]
w
wn
w
w

w
(2]
w
wn
w
w

o
o
e
o
o
o
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Objectives

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

SFRs
FCS_CKM.2 S S S S S S
FPT_TST.1 P
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1

FAU_STGA4

FPT_STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt)
FMT_SMR.1 S S S
FMT_MTD.1(device-mgt)
FMT_SMF.1 S S S

0| W|TV|T|T0|T|T

0| T|w»n|T
wW| T|n|T
"W T|n|T

6.3.2 The sufficiency of security requirements

ARETIE, BX 2T ABEREEAED TOE B U7 A& 5K 7 #H &N - DI+ ThHOHMRMAFLIE T
60

0.DOC.NO_DIS IZ, user document data 738z SAL72V LD 1T,

FIA UID.1 TOZ—H—iBfFMIZIET T, FMT_SMR.1 TEEHIN/Zr—/L 3 DY CTHil, £0u
—WZEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (T X
VEEZARND BT 7B AHIRLIZY,

FDP_ACC.1(prt)/FDP_ACF.1(prt).

FDP_ACC.1(box)/FDP_ACF.1(box)

(Z&2% a7 O], 7L E2—ZRANDIHIT 7B AGIRLIZD T 2Lk FEBLShD,

Fiz, Va7 HEIC AR ST user document data DFETFEIE L, FDP_RIP.1 2LVl ESND,
E5IZ, HDD WD —H—F — X - TSF 7 —H~D S A - BFEITRIL T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 Iz kv ffi#ESh,

LAN Z 552 5T H2— W —F —HTSF 7 —H~DUE A - ZFZIH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 [Z kv {fi#S 5,

TS ICBEE Y 2 W HEESAE I FMT_SMF.LIC X » Tt STV 5,
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0.DOC.NO_ALT I, user document data 732 = ASN72WEHIZ,

FIA UID.1 TOa—V—iBEHRIET T, FMT_SMR.1 CTEHEESN/-o—A0nE0 Y Thh, Zon
—JUNZFEDX,

FMT_MSA . 1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z L
VEEE AR NDIINZT 7B AHIR T HZ IR0 EBIND,

E51Z, HDD N —H—F —H «TSF T —Z ~DUW X A« ZHFE IR LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 2LV {f#ESH,

LAN 25525352 —W —F —H% - TSF T —H~DEX A+ T2 5 LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 ([ZXhix#sn 5,

IS A A ERERE X FMT_SMF.1 IC X » TRt s hTun 5,
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O.FUNC.NO_ALT /4, user function data 23L& A SHLaE9Iz,

FIA UID.1 TOa—V—iBIEFHIZSC T, FMT_SMR.1 CTEHIN/-o— A nE0 Y Thih, Zon
— DX,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z X
DEAFEARNDIAZT 7B AFIR T 22 IV EBS D,

X512, HDD WD 2—H—F —H - TSF 7 —Z ~Dh X A« BFZ IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 ([ Xvif#Sh .

LAN Z 52 5452 —W —F —Z - TSF T — X ~Dk S A TR LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 (kv iS5,

ZHSICEIE T A SRR 1T FMT_SMF.L I L » Tt E N TV 5,

O.PROT.NO_ALT (. TSF protected data 23t X A S8 912,

FMT_MTD.1(user-mgt) C& HX 72 FIA_UID.1 TO2—H—#BIIEFHRITIGT T, FMT_SMR.1 TEH
SNTom— LN EID Y THIL, ZDOR—LTHDE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (2157 /A A E HIEREIC L0 FEHEND,
EBIZ, HDD NDa—H—F —H +TSF T —H ~D X A - BB Tx LT

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 [ZXv s,

LAN #3552 5352 —P—F —HTSF T —F ~DES A - ZFITxH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 (kv {fi#ES D,

O.CONF.NO_DIS %, TSF confidential data 232582 Si1L72  E91Z,

FMT_MTD.1(user-mgt) /& FE&A 72 FIA_UID.1 CTO2—H —iBIIE#RITIGT T, FMT_SMR.1 TEH
SN — A PNEN Y THIL, EDOa— /W HDE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 |[ZL5 T /A A& R REIC LW EB SN D,
X512, HDD WD 2—H—F —H «TSF 7 —Z ~Dh X A - BFR IR T

FPT_CIP_EXP.1, FCS_COP.1(h), FCS_CKM.1 [ZXviEi#Sh,

LAN #5525 452 —P—F —HTSF T —Z ~DKS A« ZFITH LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 (kv {fi#Es N5,

O.CONF.NO_ALT /%, TSF confidential data 23t& & A S 72 EHIT,
FMT_MTD.1(user-mgt) i BEE M7z FIA_UID.1 TO2—H —ikBIIEHRIZIG T T, FMT_SMR.1 TEH
Shiza— 3B Y THi, TOr— /L IH-SX,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (25157 /A AE HIEREIC L0 B SN D,
EBIZ, HDD WD 2—H—F —H «TSF 7 —F ~DU X A - BFE IR T

FPT_CIP_EXP.1(h), FCS_COP.1, FCS_CKM.1 |2 kv {Ei#ESi,

LAN #3552 552 —W —F —H-TSF 7 —X ~DES A - ZFITx LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1, FCS_CKM.2 (ZXhix#sn 5,

O.USER.AUTHORIZED %, FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 TORBIFRFEAT =
A LIZIFERES N e — =23,
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FIA_ATD.1. FIA USB.1, FTA_SSL.3(Iui)/FTA SSL3(rui)ic kW2 —HF —nD v arFHI N,
FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&D7 72 AHIMIZ LY | MEIRZ fF 5 S 7= RE % FI|
TEHZEIZEVEBSIND,

&51Z, FIA_S0S.1, FMT_MSA.1(exec-job), FMT_MSA.3(exec-job), FMT_SMR.1 (ZXVIE Y4 /p2—
—HEHT D,

77 H: 2012/10/31

O.INTERFACE.MANAGED %, A A Z—7 2 — A& & 55K G #THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(rui)lic kb —H — A Z—7 = —ZADE L FPT_FDI_EXP.1
(28D LAN ~DRRik a2 R4 DRI > THES D,

O.SOFTWARE.VERIFIED (%, FPT_TST.1 ® H &7 AMEREIZ L > THEEEIND,

O.AUDIT.LOGGED (% . FAU GEN.1., FAU GEN.2 . FAU SAR.1. FAU SAR.2 . FAU STG.1,
FAU_STG.4 |[ZLDBEA R ERIC > THEBLEND, SO, AT 4 —~y M E a2 — P — R e
WG AR T 572012 FIA_UID.1 & FPT_STM.1 ICE»> THR—FEN5,
0.HDD.ACCESS.AUTHORISED %, HDD 77 ARiZ FPT_PHP.1 {Z XA ARAGRAIZRFEAEREIZ L~ T
FKHIND,

6.3.3 The dependencies of security requirements

AT, ST CHAEBIEO IAAE =L CL e L RO B 2 7Lk 55,

Table 32—The dependencies of security requirements

HeReE COTTRARLCBEAT | STOWL Cakies AR LTy Vi R
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A (RTFHEZ 2L T 5)
FIA_ATD.1 No dependencies. No dependencies. N/A (KAF AR T2 L TV D)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (RAFIE 272 LT D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (RTFPEZ T IZL T 5)
FIA_UID.1 No dependencies. No dependencies. N/A (IRAFED TR 72 L)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (EAFIEZ 72 L T D)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (RAFIEDERARL)
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (ERAFEDBLR 2L )

I[Z'EDPP_IQ(?%]- or FDP_ACC.1(exec-job)
FMT_MSA 1(exec-job) |l -\ cpie’y FMT_SMR.1 N/A (KT A2 LT B)
FMT SMF.1 FMT_SMF.1
y FMT_MSA 1 FMT_MSA.1(exec-job) e
FMT_MSA .3(exec-job) FMT SMR.1 FMT SMR.1 N/A RTIF 2T 7L T D)
FDP_ACC.1(exec-job) || FDP_ACF.1 FDP_ACF.1(exec-job) N/A (KA AR 72 L TV D)
. FDP_ACC.1 FDP_ACC.1(exec-job) e e 7
FDP_ACF.1(exec-job) FMT MSA.3 FMT MSA. 3(exec-job) N/A RIF 2T 7L T D)
I[Z'EDPP_IQ(?%]- or FDP_ACC.1(delete-job)
FMT_MSA 1(delete-job) || \»= oo’y FMT_SMR.1 N/A (KT Z T2 LT B)
FMT SMF.1 FMT_SMF.1
FMT_MSA 3(delete-job) || - T—taon's LS NIA (T2l 72 LTV %)
FDP_ACC.1(delete-job) || FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (& FMEA 2L T\ %)
. FDP_ACC.1 FDP_ACC.1(delete-job) e 7
FDP_ACF.1(delete-job) FMT MSA.3 FMT_ MSA. 3(delete-job) N/A (RIF 2T T D)
FDP_ACC.1(prt) FDP_ACF.1 FDP_ACF.1(prt) N/A (EAFIE 2 72 T D)
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s 5 |2 & = {7AY
B e AR IAT=LCL VR R

FDP_ACC.1 FDP_ACC.1(prt) .
FDP_ACF.1(prt) FMT_MSA.3 EMT MSA 3(delete-job) | VA IKIFEEIGZLTD)
FDP_ACC.1(box) FDP_ACF.1 FDP_ACF.1(box) N/A (A7 272 L TN D)

FDP_ACC.1 FDP_ACC.1(box) .
FDP_ACF.1(box) FMT_MSA.3 FMT_MSA 3(delete-job) | VA URTFIEETHTZLTND)

FMT_SMF.1 FMT_SMF.1 .
FPT_FDI_EXP.1 FMT SMR.L FMT SMR.1 N/A WA AR T2 TD)
FDP_RIP.1 No dependencies. No dependencies. N/A (KA D R 72 L)
FPT_CIP_EXP.1 No dependencies. No dependencies. N/A (RAFEDERRL)

FCS_COP.1(h)

[FDP_ITC.1 or
FDP_ITC.2 or
FCS_CKM.1]
FCS_CKM.4

FCS_CKM.1

FCS_CKM.4 Z 3L TV VR EE

M 58S RAM _BICAERSHERZ U DL A D £
ElERER i U e BN e N KA A
Do VE-o THERBATICIE 5 BT L7 S B 5801
KAEITEHIN TN,

FPT_PHP.1

No dependencies.

No dependencies.

N/A RAEIED TR 721L)

FTP_ITC.1

No dependencies.

No dependencies.

N/A (A EDBR AR L)

FCS_COP.1(n)

[FDP_ITC.1 or
FDP_ITC.2 or
FCS_CKM.1]
FCS_CKM.4

FCS_CKM.1

FCS_CKM.4 ZH3RL TRV BEE

M 5 #EEL RAM _EICAERSHERZ DI DLHA D £
oW B kA RO 3 Z L IIAR AR I L7 > T
%o VE-o THERBATICIE B BT L7 S B 580
KAETEHIN TN,

[FCS_CKM.2 or

FCS_COP.1(n)

FCS_CKM.4 Z 3L TV VR EE
B 5883 RAM _EICARRSHEIRZ YD LT X D,

FCS_CKM.1 FCS_COP.1] FCS_COP.1(h) To s 82 B0 3 2 &I R AR e & e o T
FCS_CKM.4 - Do HEo THERBAYIC I S S HE A L 7a< &H I B8
LERICEHIN TN D,
FCS_CKM.4 ZFEIEL TRV HLH ;
[FTD%PTITTCC';O? W BT RAM 10 S UBIRA Y L 2 %, &
FCS_CKM.2 FCS_CKM 1 FCS_CKM.1 Tl S EZ T 3 Z IR AT RR e i L 7r o T
FCS_CKM.4 %o P THERBIYIC I 5 S SE D L 7a< EHIE B8
- ) LREEIN TN,
FPT_TST.1 No dependencies. No dependencies. N/A (K AFHEDEER 72 L)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A URAFPEA A TZL TUD)
FAU_GEN.1 FAU_GEN.1 P
FAU_GEN.2 FIA UID.1 FIA UID.1 N/A (RAEEA 2L T D)
FPT_STM.1 No dependencies. No dependencies. N/A (KAFPED ER 72 L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (UEAF 72 CUD)
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 N/A (IRAF A 7L T D)
FAU _STG.1 FAU_GEN.1 FAU_GEN.1 N/A (UEAF 72 CND)
FAU_STG4 FAU_STG1 FAU_STG1 N/A (kA2 72 LT
FIA_SOS.1 No dependencies. No dependencies. N/A (RAFE 2 T-L T D)
FMT_SMR.1 FMT_SMR.1 P
FMT_MTD.1(user-mgt) FMT SMF.A FMT SMF.1 N/A RTF 2T 7L T D)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (EAF 2 72 LCD)
FMT_MTD.1(device-mg || FMT_SMR.1 FMT_SMR.1 v
) FMT SMF.1 FMT SMF.1 N/A RAEPEA 2L TD)
FMT_SMF.1 No dependencies. No dependencies. N/A (A7 PED B R 72 L)
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Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only a low level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

TlX, TOE AR AEFLil 375,

71 =——iRAEERE
- XIS+ AHEEEM . FIA UAU.L, FIA UID.1, FIA_UAU.7, FIA_ATD.1, FIA_USB.1,
FIA_AFL.1, FTA_ SSL.3(lui), FTA SSL.S(rui)

TOE 1%, EHO 2 — =2 BRI 572010, 22—V =0 /E L0 —h Ul ITBW T V¥
NWAEEREE B ET DR — Y — @%%'Jnmft%:gzkffé BL, Vo oard I7oAVa7 N\ T7 I A
Va7 OFNTEZF LTV, [FIA_UAU.L, FIA_UID.1]

:L““_‘j- utuu i L/LT@Z%i*E@M nﬂzjiﬁid_—"ﬁﬁj— ]“#%)
HMERRRE ST

:L_qf‘ RREY — S — DR S I T D 2 — P —F R AR 305855 2 Bl IE, 22— —
FRREH— 3 —(Zid, Kerberos 7k 52D Active Directory H—/3—=<> LDAP 5%k 5 0? LDAP
== T D,

- PEBRRREST
T AL AT GRS TN D 2 — P —1EWAaF 3 HR8RE T 2

TOE (T2 —W—#RiFeL T, 2—H —4 « AU —R GBI THHIR T AU FeD N BER LT, fEEL
72l Al T =4« RRAT =R R EE LG8 DO — W — 2GR ET 5, 72 B/ 3R —K
ATTDBED/RAT —RFF AT 7T, * TERT 5, [FIA_UAU.T]

TOE (%, 2 — Y —DiBIFRAEIC N3 5L, —%—Z L2 Access Control Token(LA#% ACT)ZF1T9
Do

ACT L%, 22—V -4 —LIMA T, 2—HF—0ua— VT LR ESINZT T r—ra v
BEE~DT 7 ¥ AN G ENT- ATV 27 FThb, [FIA ATD.1, FIA_USB.1]

TOE X, NERRZ AL BITEID T 72Dl Fomy 7 7 MEREZ R (I 9%, [FIA_AFL.1]

- RELT-eyITUROBFREBIGEL G AT Y 22— —IZH L Cay I T U RSE S, By
ITORDOTFRBEIEIL, 1~10 EINHEIR x5, (FIHE 3 [=])

- RELryZ7 UM T Y2 — —0ns (28070, vy 77U MERFIL 1-60
SIIPDIBIRTED, (fﬁﬂﬂ}@ﬁis 7)

TOE 1%, B{EXHZARVE—F Ul Z— ERFMBIELRWIRERNRIB T 50T NSHE 5,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BRIV EBRELZRVIREED, A — MU TEEBE I CRRIE S XA LT 7 MEF [ O %8,
10 -9 IR TE 5, (FIHIEIL 2 4))
- UE—h Ul ZEELZ2 U REEAS, 15 43
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72 Va7 ETT U v RHIEERE
- SIS TAEREEM . FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_MSA.1(exec-job),
FMT_MSA.3(exec-job), FMT_SMF.1

TOE 1%, #kBIFRGES NIz — Y —|ZRITENTZ ACT ONFITEU T, Ul icya” B 7 7 A Hil#
BERE AR T 5, 2 —F —ITHITEIND ACT or— L oMnWabt ., 2., §lk. Bk
U.ADMINISTRATOR DBIZMRESID, ZDOVar FELTT7 7 v ARIEII k5. Hl#Ex %R0 @M 1145
HEEZ DO THY | FICEE THD,

BB XV DA DOVa 7 FATT 72 AL, ACT Or— W37 7Y r—al AR o gk
EISRC TP a7 FATa8#FaLC, TR LINEIT 7 v A E4EG 45,

VE—hUIDGHEOYa7 77 78 AHl#IE, ACT Dr— /LD BREEIZIGL TPa7 OFATEAHERL T,

ENLISNIT 7B A% T 5,
%72, UADMINISTRATOR (%, TN THOV a7 FATR A RETH D,

Table 33— a3 7EITOT 7 B A FIHR Y > —

UI f&5 THIAE o 5 &8 BiE
BB 2L (X% o27 7V O | UUSER Or— 3 [T 7V N EFF | il i % 52 35 %1k
Pointer AENfzr— L ThD 5L TIATRE
[Z¥— | D Pointer U.USER Du— L3 [ae’— | ZFFafSiviz | il i 5k 5 % 36 1k
o— /L Chb THILETHEITHHRE
(2% LTI ID | UUSER Du— LW 2% UTEE % | I 5T 52 2 75 M4k
Pointer RSN — L ThD FHZETHEITTHE
[ 7527 2| ® Pointer U.USER Dr— LN 2% v U CkAE 1% | il 5 8 2 38 Pk
FFRENcr— N ThD THZETEITAHE
[Z{ZRLA D Pointer | U.USER ®a— LA RIETZ 7 A /L ORI | il 48 5kt 5 215 ML
EFFAISNTcn—ThD THIETIITAHE
MRGE 7 7AVOFI A | UUSER Ou— VB3 HRIFETZ 7 AVOFIF ] | il 460 5 2 2 15 M4k
@ Pointer PR SNIZr— L ThD THZETEITARE
(2% UTIRIEI D | UUSER Du— L3 2% UTIRIE) % | I8 % 52 2 75 Mk
Pointer P S on—LThh THILTIATHRE
JE—hUI MrRAF77AVOFIH ] | UUSER ®r—/ LA Administrator 27— | FE{TAHA]
@ Pointer IZYEIN
7.3 BAT aTT 7t RHEERE

- R AEEREE M FMT_MSA.1(delete-job), FMT_MSA .3(delete-job), FMT_SMF.1
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TOE IL, 7V heabt’— - 2%y -FAX EEOHR AT a7 125 L TUL FOBvX 2T i Re 242495, =
DOHEREIX, 2 — =B ALT=V a7 1T 57 7 B AHIEERE TH D, 21— —4 DB, Eb
H, A, HIBR, BN U.ADMINISTRATOR DAIZIRESND, ZOFAT a7 Da—HF —£4 XA
VaZ EREIZE D Va7 B AR LI —F A T kD, 2 — =Ry IR VAT LRI AD
I EEE 513, U ADMINISTRATOR (2 k- THIHHLEND,
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7.3.1 FY Y a TR RE
- %t b9 % B BE E 4 : FDP_ACC.1(delete-job), FDP_ACF.1(delete-job) . FDP_ACC.1(prt),
FDP_ACF.1(prt)

TOE 1. Kb 52 fr 53NV hoard NWEASNDE, ZOFEF VMR R F 35, B
W2, TV RaT it EEaNz 2 — =4 TEOT VU aT O E WL LLF 07 7 & A4
IR TS,

U.USER X, —FHRFLI=Z VU ba7 iz L ¢ BHEDO2—F =47V a7 Da—HF —4 7R3 —
EL75E12, LN OBRENATHE,

AN S R
- TUNOEREEET D,
- HIBRT D,

LU, 7V 25 E1E, TV a7 I B SN RER 5 & BE SRV TA N ST RES 5
N—B T DMHEED DD,

U.ADMINISTRATOR L. T _XCO—BHEIFELTZ TV b a7 Ik LT, LA FOEEDN AT HE,
- HIERT 5,

7.3.2 FAX 315 ¥ g 7 —RHEEHBE

- X AEEREEE: : FDP_ACC.1(delete-job), FDP_ACF.1(delete-job)
TOE X, ZA~—LEDRENDENTZ FAX BEVa7 D RASNDLE, TOFEREETITREINT-
FEA FC—FFRATT 5,
U.NORMAL X, —HHRIELTZ FAX BEVa7 kLT, B Oa2—YP—Z LR EVaT Da—P—4
D—E L5512, LT OBEREN ATHE,

- AEEEWETD

U.ADMINISTRATOR L, T _XTCHO—HHEFELT- FAX EEVa7 1L T, LA R O#EEMN ATRE.
- mHEEFETD

7.3.3 RN 7 ARTEREEE

- XS4 %82 E {4 . FDP_ACC.1(delete-job), FDP_ACF.1(delete-job) ., FDP_ACC.1(box),
FDP_ACF.1(box), FMT_MSA.1(delete-job), FMT_SMF.1

TOE [T, abt— AX 4L - B EZVa7 a3 CIFTNURREETHDOTIERL, 22— =Ry IR IZ—H.
B CEEL TR T ORI T2, ZNOOE - LEMRESNDBRIZIE, T 22— —FRv IR
IRTFENDT-D , 22— =Ry I A~DT 7 v AN E D EEE T LEOT 7B ATMENIZEH S
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ZDO

A=Y =R I ADEA CE NBES RN, 22— =Ry 7 AT U CTEHRIC 7 HTORFEE
B o RETDHIENTED,

R I ANE A L EERAGTHRIERREE 5O ANIAETHY, TOE [ ZTIELWKREE 5E2 A LT
U.USER ZfRIGFENTZE T LEOFTA A LWL, 772 AH#ZFZHL T)D,

U.NORMAL (%, —H —Ry 7 AZERNIR ESNRF R 5 e, 2 — P —R o7 ZEERFIZ A T1E N
TR REHR BN — L2 B DI, 22— =Ry 7 AN O E A SLEITRTL TLL T OEREMFTHE,

- VNS,

- TUCMRERZEETD,
- FLba—75,

- FET5,

- HIBRT 2,

U.ADMINISTRATOR (&, #AE/ SRVINET 7B AT DA Kk 52 A U7ty EESCEITkH
LCLL FOEREDATRE,

- TUURNTS,

- TVUMREEZEE D,
- TLEa—95,

- HETD,

- HIBRT 2,

U.ADMINISTRATOR X, VE—h Ul 7 78R T A A B CEICH L T, FRNIR TSN 3R
FTerl, Ry ABERFIZ A TSN REE 5 — B L7236 DA LU OEAEN AT EE,

- TUUNTD,

- TVUMREEZEE D,
- TLEa—7935,

- XETD,

- HIBRT 2,

F72. TOE 13, ZIELIZT 77 AN 770 25307 %t DOEE SV MM, — B 7 7 A R DR RE
ERTD, INOOEA LEMEEINDIBRCIE, BT VAT LRI ABREIFIND T2 VAT LRy
JANDT 7 AHNZEDEEE L EOT 7 ARIEICEHIND, VAT LRy I ADE L L EE
i NTERES RN I, VAT LRy 7 AZH L CHRIC 7 HTORRER B A% E T DI LN TED,
VAT LRI ADKGREE 5 OHII b, BEk, 2, HIFRIX U ADMINISTRATOR IZFRESNDT-8 ., &
FXEICT /AR RER 22— Y — % UADMINISTRATOR D4 Th b, L7223 -> T, TOE 1%
U.ADMINISTRATOR Z R A7V 1 L EOFTA FH LWL, UNORMAL 2381 3CED 7V ROk
15, HIBRZ TER2WIIT 7 AHHE FZH L T,

U.ADMINISTRATOR [, #AE/ SRVINET 7B AT DA Kak& 52 A U7ty S SCEITKH
LCLL FOERED ATRE,
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AN S R
- %1§j—éo
- HIBRT D,

U.ADMINISTRATOR L, UE—hk Ul IPOT 7 BATHEE . VAT LRy 7 AR U CTHANIR ESNT
Rl e, VAT DRI ABERFIC A ) SRR BN —F LI & D A LU F OFREDN AT BE .,

- UM,
- EETD,
- HIBRT 5,

BB, ZELET 7 VAN 770 AZAETV a7 1L, ZERORRE TOHAT YN[ RETH D,
Lo TTOE 1T LEDEH &L TEXRWIINITHIIETT> T\ 5,

(R 7 ARgHEE ]

RO T AT VAT DI DRFRER 5 DB gk, 28 5, BRI CXAHHERRZ Administrator =— /L 23E]) Y4
THhivz UADMINISTRATOR (IZDH 525, 127121, HEBHIHT 2Ry 7 AORFES 512 L T,
UNORMAL THZAEFE TXD,

7.4  ZEY 3 TEniEEe

- RS HBEREEME: FPT_FDI_EXP.1

TOE (I BRANCZAS LIZT — A H EIEMOD PC P — R —|CHRIE CTEAEIE LR > TEBL T, ZEL-Y
a7 @ LAN ~DEREN TEARWIIZHEE VA,

7.5 HDD 7F—# ZeiHEMRE

- XS oBEREE4: FDP_RIP.1

TOE NEF LERLTLURIVAA—T7A/V% HDD B HIERT HEZ . Z 0 HDD fElk A M 2 /27
— X T EEXTAHILIINE S LERT VRTVA A=V T 7 A VO BRIFE RO EEEET 5,

SERH BT FOFENOIFEERIR TE D,
- DoD AT L&
- 3[EITUH LT —HT EEX
- 1ETE LT —H T EEX
- 1[EINULL 7 —#T k#Ex
FI-ZOBREIL, BLFOX AL 7 IZEMET 5,

- Va7 I HDD WNIZ— BRI IEEND T VR IVA A= T 7 ANV Va7 AL L
ITPa7 A% 12 HDD 2652 2 £ 5,

- ARV A RAFESNIZE T LEOHIBRZIZ HDD 2b5ER2H £ 72,

- ZEROEIEWIC L 52 R E TERD TS 4. TOE OFEEIFZ HDD 22552414
%45,
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7.6 HDD mFE{bigRE

- RS HBEREEME: FPT_CIP_EXP.1
TOE OIHDD 7 —# 5 5AbRT7—V 7R =R 1L, LA FOvX U7 A REA TR 2,

55/ S HRE & ARIRTEIGRAEMERE IZ K - T HDD 1TSS —H—F —Z B LN TSF 7 —#
DEEF ML TE BV IR T D,

7.6.1 s BL/11E B HRE

- RS HEEREEE: FCS_COP.1(h)

TOE |Z. HDD 2SN A — Y —F —Z B LN TSF F —Z ORSEBEMEZflR D702 . IR DK =k
YEZ4TV ) HDD (KIS NS T — X 2R E K Bk 35,

- HDD ~EHXIAENDLT — 4 &M 5T 5,
- HDD Mmoot Hahd 7T — 421857 5,
B S B EICHWDIE 57 LT VXL IS8T T OB THL,
- FIPSPUB 197 25572 AES 7LV R L)
- BEENN256 B b DR B

7.6.2 5 AR

- NS OHEREEM: FCS_CKM.1

TOE (%, IROAEFRICHE-SE, HDD 7 — &5 5Lk HE T Fl 4 2ms S84 LR35,
- B EEAAERT AT LIV R AL, TFIPS PUB 186-2 (23S S8R T TR |
- BRSO SEOFRIE256 Bk

i 5D E BT LL F O LIIATI,
- EH)RFIC, TOE I% FlashROM (2 AN 172 Seed 1 el HH L TR 5882 £ K35
- TOE [¥Hf 58 Ak L7-% ., RAM BT 2

728, Seed ZHF SR —RMSES T A FBIAIFEELR, £2, B S8 TR AT) —THD RAM |
WZRFFESNAT2®, IR OFF IZXViHEAT 5,

7.6.3 AR FR AR RE

- *STAEEREEM: FPT_PHP.1
HDD 7 —#M5 5AtIRT7—V 7R —RIL, mERERICT DXV E AR RERRIL, ELWTF UL
AR T35 DI HDD 778 A%EFFa[§ 5, ZOKHEIZLY, HDD 7 —#iE 5{b/R7—V>
JR—REHDD By COT VXN EAIRIZHEEREL Th, HDD 7 —XIZ T 7B AT HI LN TE
VAN

[E23F ID D5k
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HDD 7 —#k5 5 bIRT7—V 7R —R %, R—R BT, T XNV B AR S ARIRGRGE ID %
1Y . FlashROM IZf%:1E 35,

(FAIFERED FNE]

HDD 7 —#H55A/RT7—Y o /R — R ITR BRI AL A AL, FY L PHOEEKELTT V4
NAEGHEARIRAJE S, 7O XN EEARRIL, RIEFBEE ID EF ¥ L D HOEEDBEH AL, £ D
v afli (SHA-1) ZL AR AL L TR B AR —R~JE9, HDD 7 —4# I 5 bR7—V 7R —Rix, [Fkk
DEVREATV, VAR ADRRGEEETT),

HDD T —#g 5 bRT7 =V VAR —RKBNIELWT P2 VEEHERRICROMT DN TWAZEDNHER T
X/20EE  HDD ~D 7 78 2% 25 (145,

7.7 LAN T — X {Ri#ERRE

LAN 7 — 2R FERSRE 1L, 52 5D 1T B2 L OB IR 359 _XTD IP Ny b a5k 59
60

7.7.1 IP Xy MG biRE

- T AHEEREEM:: FCS_COP.1(n), FTP_ITC.1

TOE I3, P52 15560 ITHESR L O(E T Ha— —F —F I L O TSF 5 — X OHSEE | 522D (0
7212, TRTD IP 234 M IPSec |2 CHE LI B35,

- LAN ~E{E 725 IP 2y hoRE BAL#RAE
- LANDBEZIET 5 IP R~y b S5

W S EAEIZ WD 5T VTV L SHIILL FDEBY THD,
- Table 25 (2[R

7.7.2 5SS PR R

- RS BHEEREEM:: FCS_CKM.1, FCS_CKM.2

TOE (L. IRDALERICES& | IP /34 M B LR RE Cf F 325 582 £ Rl 35,
- B EEA AR T AT VIV R AL, TFIPS PUB 186-2 (23S S8R T VTR
- RSN OKE S HOER 128, 168, 192, 256 £

F7- TOE 1%, A RO FIEIZT, IP 3y M LS RE DS S8 05525 S0 1T B Z TR 6 775,

- SP800-56A DFEHE|ZIL-S\ /= DH (Diffie Hellman) 3532 T" ECDH (Elliptic Curve Diffie
Hellman)

7.8 BT R MERE

- RS TAEEREEM: FPT_TST.1
TOE i, E#EFFIZLL T O R BT AN EEd 5,
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- MR T LY X A(AES, 3DES)DRHET =Y
- EEEEOEENET =y
- BEETAIYXLDFETI—ROEEMETF T

FATa—RIZTHDD T —#KF AR 7=V 7R —R | TR SLE HDD TSI CTNDT0 | I
TNAITVRLDH T AN FE T HIL T, —HOMAEZOLDONIEFIZEEL TWAZ LA R TX
%,

79 BExEuo e

- XIS TAMAEEEM: FAU_GEN.1, FAU_GEN.2, FPT_STM.1, FAU SAR.1, FAU SAR.2,
FAU_STG.1, FAU_STG.4

TOE X, LA FOARUVIBAELTBRICas AR T 5,
- ARE—R TS

Ty T

- YarvsET

- a— RO IR

R =VErAN

T A G BB RE O A ]

- o —EEEREOF]H

- R OER

- IPSec DRy a fENTL R

27 OB ILLL T ThD, HEFEF#RIL TOE offitansg, v/ IZ5tdksis HFFE#RIL. TOE 2 Hie
Xt b, TOE @ H IR HRIL, EFHREREDOF A HLUTZ A LY — =B IE 7R H B2 B L CREZ)
R4+ 52 TRESNS,

- HER, o——4 AURER G (DI
BL., L FOARCROBICITZLL FOEHbHIEMNT 5,

Vav s T oas ik, Ya sl
- REEREOnZ L, AR T LI — —4

F2, UE—h Ul oEAERS DTy AR— M LML B iz 3is I AT it 5, PRREZH
HT&%50DIE UADMINISTRATOR DA Thh%,

U.ADMINISTRATOR LISk D 2 —HF =V E—F Ul 775 TOE ICRZ A L TH B AR D7 AR — Mk
REZ R oL TERN

UVE—h Ul T TOE IZT7 7| AL., BT DIVT | A= a—0n bR FL A HIBR T AR RE A R4 2,
HREZ R TX5D1% U ADMINISTRATOR O HTh 5,

U.ADMINISTRATOR LA z—H — | ZUE—r Ul 255 TOE I2ul A L ThH TEE u/ O/ 7HERE | &
FIHTDHZEITTE T, RIEARSEELIEL TV D
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7.10 ‘ETEHERE
7.10.1 o ——F B RE

- XS AEEREEM: FIA SOS.1, FMT_MTD.1(user-mgt) , FMT_SMR.1, FMT_SMF.1

TOE Z. Administrator m—/ L7230 24 CTH 7~ U ADMINISTRATOR DA |Za—H— a—/L T IEA
TR A7 AR RER 5 DB &k, A H | HIROTEX 52— W —FHEREAHIR 5, (L, B D
AT —R B OHMAT DRy 7 ADOKEFEER 5 1ZBL TiL, UNORMAL THZEH T&5,

[—W— v— 77 ERAGIEE RO, 258, Hikk]

2—P—OFBGRIL, 22—V —4 SRR EZREL T, B— L E Y CTHIETERERT 5, T8
Fa—HY—Da—W—4 - AU —F - m— LOELEL, fFa— —%2HRTHIELTED, 2—W
— R ELT/SAT — R SAT —RRYS —IZEBL TWANEIINTF = 7S5,

2—/LiZiE, oI R —2m— /L | X L5, "Administrator”, ”"Power User”, “General
User”, "Limited User”, "Guest User’® 5 FAD T — L 3MFAEL CD, [R—2m— L | LSO FiHL D
[ 2% a— )L | ZAERL T DA I2IE, "Guest User o — /L& [5< 4 FEHD [N —20—/ L | 248 flRE L
T, BERTDHIENTED,

Administrator 7—/L &%, [_X—212—/L ] 2 Administrator’ CHoa—/ /L C, BHMHEREZ AT 5,
[R—2m—)L | OFIHIEIL, "Guest User’ &< 4 FFED [ _—20— L | MBI HIEE 2L H T&5,

Ka7 FATOFF IR ZRET D7 7 B AGIE ®IL, v — ST 7V —a R D&
MPEIC CRESN WD, [ R—=20— )L | DT 7V 7r—a AR | OFHMEIXZE B CERWV N, [ A
Hra—)L DT 7V r—a IR OWIEEZZE E TX5,

[=— L Ai5]]

r— LRI, UADMINISTRATOR & U.NORMAL 0 2 fESIC KBISH, HEFFL TV 5,
- U.ADMINISTRATOR

Administrator B—/L3E Y THNIZE BHEREZ A T 52— —,
- U.NORMAL

Guest User 7—/L, Administrator 2—/L A DOa— L B3E Y THN Tz — 2 —H —,

7.10.2 T4 R E KRR

- XS AHEEEM: FMT_MTD.1(device-mgt), FMT_SMF.1, FMT_SMF.1

TOE (. BX 2T HEREA B N THERES B 5L, Table 28 D XHR K FlT N A AEHEREDR T4
U.ADMINISTRATOR DA ZfRET 5,

B2, LT O EMREZ T2 2,

[RAU—RRV Y — D]

BRI SAT — R OFREH L —F—TRD D202, LLF DL 72 AT — RO S E 242495,
- AXTFULERLFUFTONRRAY — R
- 3 L b D AN A S 2R
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- WRKUTA~)E L XFUEED D
- BPNF(a~2) 'R D CFULEED D
- HTO0~9% 1 LT EED D
- TAT 7Ry NUSAOLTO-@[):5, M4 #3%& ()=~} 2><)% 1 XFUEED D
- fEARTRESCT
A SC LIS D 42T D S

(2277 IR — D% E]

2y 77 NIRRT MR OB E DN TE D,
S =D RrA i L

1~10 EINGEINTED, (FIHMEIE 3 [E])
= A7AN |

1-60 A HIEITED, (WML 3 57)

Uk
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