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ThHD, MDY Fo. A FIEZE IR EEL S EZINT0,

okk

By 2D LIZb o

W

Lx.1 ERLHOF 1.x.1-1 B 5RENE (T 74V ORGELFITRT,

® CipherSuite #RE e

'.IIIIIIIIIIIIIIIIIIIIIIII

JakajL SRR CipherSuite EiR{B5IE CipherSuite
LB B B B BB EBEBEEEEREEEREBRBILEBLEEREBREBBEREREBEEREBREDE.] LB B B B B BB BEBEBEEERBEBEND.] b
m —_—
tls1.2 = ON I2A4T 2k 7k
m ]
tls1.1  OFF _ 0 1
m —_— ]
tls1.0 = ON D95AT7 2k 5
]
m ]
sslv3 s OFF - 0 .
m =5 = ]
sslv2 B - —h
T rf SRR R R R AR ERRERRRRRRRRRRRRRRRRRRRIRERERRRRRRRRRRRRRRERL
< B A prr _
® XXXXXXX Tff HA[REZehE 5 A A — b
[ $:3. 7N
id IANA 52 = # L] tls1.2 tls1.1 tls1.0 ssiv3 sslv2
Si—%
L | LEL BB LB B BRI BB BB ERILEAREI LEL BB LB BB BB BB LEREE
0x00,0x0c TLS_DH_DSS_WITH_DES_CBC_SHA |; _ ON OFF ON OFF OFF
I
™
0x00,0x05 TLS_RSA_WITH_RC4_128_SHA : G _ ON OFF ON OFF OFF
0x00,0x09 TLS_RSA WITH.DES_CBC_SHA o _— OFF OFF OFF OFF OFF
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA : H _ ON OFF ON OFF OFF
0x00,0x2f TLS_RSA WITH_AES_128 CBC_SHA : B B —_ ON OFF ON OFF OFF
0x00,0x35 TLS_RSA WITH_AES_256_CBC_SHA : E E —_ ON OFF ON OFF OFF
I
0x00,0x3c TLS_RSA WITH_AES_128 CBC_SHA256 ] B B —_ ON OFF OFF OFF OFF
I
0x00,0x3d TLS_RSA WITH_AES_256_CBC_SHA256 |; E E —_ ON OFF OFF OFF OFF
O [,
XX XXXXX I LH R4 o N
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name id tls1.2 tls1.1 tls1.0 ssliv3 sslv2
WEEENNNN|
signature_algorithms 139 3EXRIG | — — — — " 3
heartbeat 159 JERS | JERiS | e | — —
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£ 1 BEREANR (T74)LEL) ORDODRA

BE EH B
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[—\1:Y—\8%,
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AN%TRY , HE 1 D CipherSuite BIRELEIEN Y —/\MEXT. EDIONITHo1-154 . TONIDB
[CEEBRA—FDBEIBRZETRS (Hl:-TON:11),

TEITHITHLR: T ENBEH MRS OTE X ) TR I THRE X2 TB T2¥Fa)
TARRE I OVT DT IL—TIZBT IHERT WTHICEBEIHVGEE LR,

Tagl BITAI~TH) R EH ARSIV DERBEDT IL—TERT,

FoBnil BENITA BINI~TFEMI:BREA ARSI DET IL—T~DEBMEIREETRT,

TERRARRSA—21F: B DIE S HY DH/DHE, ECDH/ECDHE B DTONITHo1=1HA L. 8
HOBREDOREEMOBIERORTSI—Lavc&>TRIREN - DH/DHE DRE. =13,
ECDH/ECDHE ® namedcurve DABIN 35, —DEFIRLTLVS, BELLEWMERIF—1,

- ZER 83T D FEEE(DH, DHE, ECDH, ECDHE, KRB5, NULL, PSK, RSA, SRP)DRYIYZETRY .

3 Extension

4 —/\0D Extension ({L3EHEE) DEHZETORILEIT RG] TIER IS IFIET-1TRT .
M-10HEF IOV THIREEE B AAENMEEERT .

lsignature_algorithms: 9547 bOEATELELTLTYXLERATE. [HIGIOBE
T IFAT7UMIREEDEVNEL 7 LT X LLAR T ANSNEMER (L, TLS/SSL BiET
ERThBBEAT I T L—F T HAREMD H 5.

lheartbeat]: % —/ Al TO Heartbeat (SEEER) WAEMN B DA E A, Heartbeat HAENH RS
55 . HeartBleed HEZZ(THAHEMEN BB,
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1.1. Cisco ASA ¥ 1J—X

ARETIE, ASAB512 IZOWTHHE LA A2 R~T,

fegs, F— NGEBEE, RSAGEWIE & ECDSA FEENHETRETH 5, RSA GFEZZE L2 HE
L ECDSAGEMAEZHE LIZBA THNE RDMEE A A — MR Y W5 OFEAEZ B E LI 5AIE.
W DR AA — EBFEIZ/R D, 111 T 74V P TORESRENFORAE. BLU, 1.1.3 BERE
NELRETA RTA LV TOREERE DEHORE « £4H113. RSAGFHAE L ECDSA GEHE DM )5 %
HRE LTSRSV TCERHT D,

1.1.1. T7#4# I FTCOESRERNBIDRAE
£ 1111 BSEHEENRE (TI741LEK)
® CipherSuite Z{RE L 1E

ZJakrajv Jora)LEER R CipherSuite i=IREBEIE CipherSuite %

tls1.2 ON H— 21

tls1.1 ON H— 5

tls1.0 ON H— 5

sslv3 REART - —

sslv2 REART - —

® CiscOASA5512 TERTIEELIES XA — k
| 53 VA
id IANA 52 = Ei 3 L7 tls1.2 tls1.1 tls1.0 sslv3 sslv2
Si—4

0x00,0x33 TLS_DHE_RSA WITH_AES_128_CBC_SHA A A 1024bit ON:19 ON:3 ON:3 OFF OFF
0x00,0x39 TLS_DHE_RSA WITH_AES_256_CBC_SHA D D 1024bit ON:17 ON:1 ON:1 OFF OFF
0x00,0x67 TLS_DHE_RSA WITH_AES_128_CBC_SHA256 A A 1024bit ON:15 OFF OFF OFF OFF
0x00,0x6b TLS_DHE_RSA WITH_AES_256_CBC_SHA256 D D 1024bit ON:7 OFF OFF OFF OFF
0x00,0x9%e TLS_DHE_RSA WITH_AES_128_GCM_SHA256 B A A 1024bit ON:11 OFF OFF OFF OFF
0x00,0x9f TLS_DHE_RSA WITH_AES_256_GCM_SHA384 a D D 1024bit ON:3 OFF OFF OFF OFF
0xc0,0x23 TLS_ECDHE_ECDSA _WITH_AES_128_CBC_SHA256 ABi ABin secp256ri ON:13 OFF OFF OFF OFF
0xc0,0x24 TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384 DRV D ;&hn secp256ri ON:5 OFF OFF OFF OFF
0xc0,0x27 TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256 ABi ABin secp256ri ON:14 OFF OFF OFF OFF
0xc0,0x28 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 DRV D ;&hn secp256ri ON:6 OFF OFF OFF OFF
0xc0,0x2b TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256 BEhn A B - pi=hi] secp256ri ON:9 OFF OFF OFF OFF
0xc0,0x2c TLS_ECDHE_ECDSA WITH_AES_256_GCM_SHA384 agBin D=Y) D& secp256ri ON:1 OFF OFF OFF OFF
0xc0,0x2f TLS_ECDHE_RSA WITH_AES_128_GCM_SHA256 BEhn A B - pi=hi] secp256ri ON:10 OFF OFF OFF OFF
0xc0,0x30 TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384 agBin D1=Y) D& secp256ri ON:2 OFF OFF OFF OFF
0x00,0x02 TLS_RSA_WITH_NULL_SHA - OFF OFF OFF OFF OFF
0x00,0x04 TLS_RSA_WITH_RC4_128 MD5 - OFF OFF OFF OFF OFF
0x00,0x05 TLS_RSA_WITH_RC4_128 SHA G - OFF OFF OFF OFF OFF




33 TN
id IANA it ] i3 ol tls1.2 tls1.1 tls1.0 ssiv3 ssiv2
FA—4
0x00,0x09 TLS_RSA WITH.DES_CBC_SHA - oFf | oFfF OFF OFF | OFf
0x00,0x0a TLS_RSA_WITH_3DES_EDE_CBC_SHA H -— ON:21 ON:5 ON:5 OFF OFF
0x00,0x2f TLS_RSA_WITH_AES_128_CBC_SHA B B -— ON:20 ON:4 ON:4 OFF OFF
0x00,0x35 TLS_RSA_WITH_AES_256_CBC_SHA E E - ON:18 ON:2 ON:2 OFF OFF
0x00,0x3c TLS_RSA_WITH_AES_128_CBC_SHA256 B B - ON:16 OFF OFF OFF OFF
0x00,0x3d TLS_RSA_WITH_AES_256_CBC_SHA256 E E - ON:8 OFF OFF OFF OFF
0x00,0x9¢c TLS_RSA_WITH_AES_128_GCM_SHA256 B B - ON:12 OFF OFF OFF OFF
0x00,0x9d TLS_RSA_WITH_AES_256_GCM_SHA384 E E -— ON:4 OFF OFF OFF OFF

#tls1.2~sslv2 il T OFF:7 7 4 /L b TIEEREAJREIZ /2 o TV WEF A A — |,

® Extension

name id tls1.2 tls1.1 tls1.0 ssliv3 ssliv2
signature_algorithms 13 | FERE | — — — —
heartbeat 15 | *bhs pSI BT - -

1.1.2. BEEREAEDRE

. ZFaranN—CarniEE

A) ASDM & WS HEGRAZEY—IILTHREBE@IZCA4Y 4 > L. (1) Configuration— (2) Device
Management— (3) Advanced— (4) SSLsettings % 'Jw % L T. (5) SSL settings B & &R
ERGY

— (1)
Horme [ monitoring | [ save (@ Retresh | () Back () Forwars | D help (5) cisco

&
w—
E| Device Management o 7 Gonfiguration > Device I Ad: d > SSL Settings [m
e -
& Gonfigure S5 parameters. These parameters affect both ASDM and 551 VPN access o
= =
9 " .
= “ “.
& Ermbedded Event Manager The minimum SSL vergion for the security appliance to negotiate as a " zerver .TLS gl v.
I:l TTP Redirect The minimum SSL version for the security appliance to negotiate as a "client™ | TLS V1 -
&) History Metrics 3
Diffie-Hell to b d with S5 Gi 2 = 1024-hit modul -
i TP Neighbor Discovery Gache iffie=Hellman group to be used wi Group: it modulus |
i‘ Master Pazsphraze ECGOH eroup to be used with SSL: |Group 18 - 256-bit EG -
- Priority Queue E
Encryption
(4) "
[ Gipher Vergion Gipher Security Level Gipher Aleorithms, Custom Strine Edit
A Detault All MULL-SHA DES-CBC-SHA RG4-MDE RC4-SH..
(- WOCP 2z
= (2) TLSW1 All MULL-5HA DES-GBC-SHA RG4-MDE RG4-5H
E] Dewioe Management 1| TLEVIA Al DES-GBCGI-SHA AES128-SHA DHE-RSA-AESI..
E TLEW12 All DES-CBCA-5HA AES128-5HA DHE-RSA-AES]
&) Device Setup DTLEV1 Al DES-GEBCGI-SHA AES128-SHA DHE-RSA-AESI..
% Firewall
g{x Bemote Access WPN
7 Server Name Indication (SNI} -
§) site-to-5ite VPN
5 o —

B 1.1.2-1 SSL Settings E&E-1

B) (6) The minimum SSL version for the security appliance to negotiate as a “server’] ® (7) FIL
BYoAZa—ms, BHIZLEWA—23 b0 70O baLEERT 5,
HIR L7710 b3 LREOAR— g AR S0,



¢SSLv2 & SSLv3 13f#E AR,

Configuration > Device Management > Advanced > S5L Settings O
Configure 551 parameters. These parameters affect both ASDM and S50 VPN access. (6) i
IThe minimum SSL verzion for the security appliance to neectiate az a "zerver” ?LS W P w I
The minimum S50 version for the security appliance to negotiate as a “client™ :TLS Wl - |
Diffie-Hellman group to be uzed with 551 :Group2 - 1024-bit modulus - | 1
EGDH eroup to be used with S5L: (Group13 - 256-bit EC v
Encryption
Cipher Verzion Cipher Security Level Cipher Algarithms Custom String Edit
Diefault All NULL-5HA DES-GBC-SHA RG4-MDE RC4-5H..
TLEW1 Al MULL-5HA DES-CBC-5HA RC4-MDE RC4-5H..
TLEW11 All DES-GBCI-SHA AES128-5HA DHE-RSA-AEST .
TLEW12 Al DES-GBCI-SHA AES128-5HA DHE-RSA-AES .
OTLSWA All DES-GBCI-SHA AES128-5HA DHE-RSA-AEST .
Server Mame Indication (SND =
1.1.2-2 SSL Settings BE@E (FRA Faj) -1
Confieure SSL parameters. These parameters affect bath ASDM and S5L VPN access. (7)
The minimum S50 version for the security appliance to negotiate as a “server™: JTLS W1 -
The minimum SSL version for the security appliance to negotiate az a “client™: Pl:g E: .
7

Diffie—Hellman eroup to be used with S5L:

Group18 - 256-bit EG =

EGDH eroup to be used with S5L:

1.1.2-3 SSL Settings EIH-2

C) HEMNETLES (8) TApplyl REVEWTLTEEZERT 5,
Configuration > Device Management > Advanced > 551 Settings

Configure SSL parameters. These parameters affect both ASDM and SSL VPN access.

The minimum S5L version for the security appliance to negotiate as a “server™ :ETLS M2

The minimum SSL version for the security appliance to neeotiate as a “client™ :TLS b

m

Ditfie-Hellman eroup to be uzed with S5L: :Group2 = 1024-bit modulus v:
ECDH eroup to be used with SSL Group19 - 256-bit EC =
Encryption

Cipher Yerzion Cipher Security Level Cipher Alzorithmss Custom String Edit

Default &l MWULL-5HA DES-CBC-SHA RG4-MDE RCA-SH..

TLEWV all MWULL-5HA DES-CBC-SHA RG4-MDE RC4-SH..

TL3W1A Al DES-CBCG3-3HA AES128-SHA DHE-RSA-AEST..

TLEW1.2 all DES-CBG3-5HA AES128-5HA DHE-RSA-AEST..

DTLSW Al DES-CBG3-5HA AES128-SHA DHE-RSA-AEST..

Server Name Indication (SNI)

(8| ety [ Resst |
1.1.2-4 SSL Settings BEE (FA FaJL) -2




:&I’Eb‘x? LizoEmELC ave] R VEWTLTHREZHREFT S,
@ Home D Mani (9) f Refresh o Back 'd Forward ? Help

E| Device Management o & Configuration > Device Management > Advanced > S5L Settings

1.1.2-5 SSL Settings E@E (ZFA kaj) -3

. BEAXMA—FDERTE

A) 6.1.2..A TH& L 7= ISSLSettings] EE® (1) MEncryption] T (2) &% L =L\ I'Cipher Version|

ZERL. 3) TEdit] K2V ZWTT 5,

@ Home 0%} Configuration @ Manitoring B Save @ Refresh o Back L) Forerard ? Help C'ISC'O

EL Device Management
&) Device Setup

gﬂ Firewall

BRemote Access WPN

Server Name Indication (SNI}
Site-to-SGite VPN

TLSVI 1

fw| | Device Management (=1 Configuration > Device I, > Advanced > 5L Settings (m)
s DNS -
i REST API Agent Configure SSL parameters. These parameters affect both ASDM and SSL PN acoess =l
- 7 Advanced
u;L: ta ARP The minimum SSL wersion for the security appliance to negotiate as a “server™ | TLS W1 ]
a Embedded Event Manager —
E == HTTP Redirect i | The minimum SSL version for the security appliance to negotiate as a “client”: | TLS W1 -
-5 History Metrics 1 g
Diffie-Hell o b d with 5L G 2 - 1024-bit madul -
2" [Put Neighbor Discavery Gache iffie-Hellman eroup to be used wi raup. it madulus .
Master Passphrase ECDH eroup to he veed with SSL Group19 - 266-bit EC -
= Priority Queue E - ( 3 )
-® Fule Engine Encryption (1 ) ]
= ASP e " Gipher Version Gipher Security Level Gipher Algorithms/ Gustom String I T |
- e Detault All NULL-5HA DES-CEC-SHA RC4-MDE RGE-5H
TLEW1 (2) Al MULL-SHA DES-CBC-SHA RC4-MD5 RC4-SH.

¥

Prply
1.1.2-6 SSL Settings EI# (BFEEX4S4—Fk) -1

B) (4) TConfigure Cipher Algorithms/Custom String] BIEMNRTEINSD T, (5) SSL cipher

security level] @ (6) FILA I AZa—M5 [Custom] #:&EIRT B,

|Cc-nﬁgure Cipher Algorithms/Custom Stringl (4) - F— - M

55L cipher version:  (5) TLEW1.2 (6)
ISSL cipher security level

Cipher alearithms/custom strine: § AES206-SHALZLE DHE-RSA-AES2H6-SHA2LE

[ 0] 4 ] [ Gancel ] [ Help ]

1.1.2-7 SSL Settings Bl (EERXSL—F) -2

C) (7) TCipheralgorithms/custom string] H&IZEAL-LMEER A — MEBEICAA LS
RUERTT B,

(8) TOKJ K



Configure Cipher Algarithms/Custom String — — |

S5L cipher verzion: TLEW1.2
S5L cipher zecurity level  (7) Oustum -
Cipher aleorithme/custom string: | AAAAAAAA-AAAAASA BEREBE-BEBRER CCOCCC-Co-COCC-CoG DDDDDD[I

(8)
? [ Cancel ] [ Help ]

1.1.2-8 SSL Settings Bl (E&XA4—F) -3

D) FHREMTET L= (9) MApplyl RE2 V&M TLTEEZERT 5.

Configuration > Device Management > Advanced > 551 Settings O
Configure SSL parameters. These parameters affect both ASDM and SSL VPN access. i
The minimum S5L version for the security appliance to negotiate as a “server™ :ETLS M2 R
The minimum SSL version for the security appliance to neeotiate as a “client™ :TLS W1 v:

Ditfie-Hellman eroup to be uzed with S5L: :Group2 = 1024-bit modulus v: 3
ECDH eroup to be used with SSL Group19 - 256-bit EC =
Encryption
Cipher Yerzion Cipher Security Level Cipher Alzorithmss Custom String Edit
Default &l MWULL-5HA DES-CBC-SHA RG4-MDE RCA-SH..
TLEWV all MWULL-5HA DES-CBC-SHA RG4-MDE RC4-SH..
TL3W1A Al DES-CBCG3-3HA AES128-SHA DHE-RSA-AEST..
TLEW1.2 all DES-CBG3-5HA AES128-5HA DHE-RSA-AEST..
DTLSW Al DES-CBG3-5HA AES128-SHA DHE-RSA-AEST..
Server Mame Indication (SNI) -

©)] T T
B 1.1.2-9 SSL Settings EE (B5XA—hK) 4

BEMNTETLE-oE@ELED (10) Savel] KA VERTLTHREEZRET S,

é’] Home M D Mc(10) Q Save @ Refresh e Back 'd Forward g; Help

a B Configuration > Device Management > Advanced > 551 Settings

f:| Device Management

1.1.2-10 SSL Settings Bl (ESX4M4—F) -5

lIl. DH/DHE. ECDH/ECDHE Q#RMDLTE
DH/DHE., ECDH/ECDHE D#RMDEREIL 6.1.2.1.A K 6.1.2-1 SSL Settings EIE-1 |Z TRE ATHE

THbo
(11) TDiffie-Hellman group to be used with SSL| TiZ DH/DHE O#ENEERETH Y . (12)
ECDH group to be used with SSL| Ti¥ ECDH/ECDHE O##E N ERRETH D GXEH AT

X 6.1.2-11 SSL Settings [ (K= A1 —F) -6 &),



BE P RERBERIZLUT O Y,
Diffie-Hellman group to be used with SSL :
[Groupl - 768-bit modules
[Group2 - 1024-bit modules] (77 # /L |)
[Group5 - 1536-bit modules |
[Groupl4 - 2048-bit modules, 224-bit prime order |
[Group24 - 2048-bit modules, 256-bit prime order |
ECDH group to be used with SSL :
[Groupl9 - 256-bit EC] (7 7 #+ /L k)
[Group20 - 384-bit EC ]
[Group21 - 521-bit EC|

Configuration > Device Management *> Advanced > 551 Settings O
Configure S5L parameters. These parameters affect both A5DM and 551 WPM access. it
The minimum S5L version for the security appliance to neeotiate az a “server™ ji'I'LS A iw
The minimum S5L version for the security appliance to negotiate as a "client™ :TLS W1 v:
(1 1 ) IDi'ffie—HeIIman group to be used with 551 Group2 - 1024-hit moduluz vl 1
(1 2) JECDH eroup to be used with S5L1: Group 19 - 256-bit EG ~|
Encryption
Cipher Yerzion Cipher Security Level Gipher Algorithms,” Custom String Edit
Default All NULL-SHA DES-GBGC-SHA RC4-MDE RG4-SH..
TLEW All NULL-5HA DES-GBG-SHA RC4-MDE RG4-SH..
TL3WV1A All DES-CBG3-3HA AES128-SHA DHE-RSA-SEST..
TLEW12 All DES-CBG3-5HA AES128-5SHA DHE-RSA-AEST..
DTLSWA All DES-CBG3-3HA AES128-SHA DHE-RSA-SEST..
Server Name Indication (SN =

Apply | [ Resat ]
B 1.1.2-11 SSL Settings B (FEEXAL—Fk) -6

V. Y=\ 547> FOEBEIERZDETE
BETH—/I\BETHY., TETEHL,

V. BERA— FDOEXIEMLDHRE
6.1.2.1.LB. C &E#k. TSSL cipher security level] @ FILA D A —a—hi5 [Custom) ZERL.

I'Cipher algorithms/custom string] HIZEBEIBLZDIEICESRA A — 2 ANT 5,

VI. Extension D3%5E

BREAEGT L,
AREAEIZ DWW T

FEWEIT RSA FEWI# & ECDSA GEENA VR — N TRETH 5.,



72, ECDSA iFHED L ZRET HHE1E. REL7- ECDSAGFHAEL H YT, e 7 A%
r—ENTW5 RSAGFHEL AR E 25,

1.1.3. EEERENBLBRENM FSAVTOREERLEDESDRAE - o
1131 X748

O 2 A — & BARIICHRE LRV HE, L0 O A A — & BRINICRET 5 HIEIC
RETA RIA v OEtx= )T A BUCHE (B T52 L8 TES,

® Fabtapns—ar, lERXA— bk, DH/DHE, ECDH/ECDHE DBEMNEH > L HB/EHA K54
VOBREBERICEML TS EBDLNLHRE (BESRXM— F2REMICEHRE LEVWERE)

. ZRkraN—D3Y0
1.1.2-3 SSL Settings EE-2 @ minimum SSL version for the security appliance to negotiate as
a‘“server’] TTLSV1.2 #:&iRJ %,

. BEEXAL4—Fk
1.1.2.1LA T TLSV1.2 %#:ER L T. 1.1.2.1.C @ [Cipher algorithms/custom string] ##(Z. L TFDOXF
SEBRET S,
AESGCM!kRSA

ll. DH/DHE. ECDH/ECDHE Q&
1.1.2.1l.o> TDiffie-Hellman group to be used with SSL| T. [Groupl4 - 2048-bit modules, 224-bit
prime order] #Z:#ER L. TECDH group to be used with SSL1 T. Groupl9 — 256bit EC] %:ER9
%,

V. $Y—N\ISA4 7> FOEBEIBEDETE
BMETH—/I\BETHY., TETEAHL,

V. BEBASM— FDEBEIBRDETE
IS AA — FTHRE LI RIC

VI. Extension D& 5E
BETELLY,

@ DDOB/EEHA FSAVDBRERRLEDESD
a hanpnR—Tg v
=7 L,

p—t

. BSXL—+t



=07,

BEXxa VT A BICEEFNOE AL — K 12 HO S B, £ 1.1.3.1-1 FHEHTA RT7A L DFES
(FExX=2VT748) O [REHAAIRSAODEEFL)TAR(—ER)ZHS 6 [HORF 5 A A — hOfE

MAMTAIRETH D, HHATREZ 6 HOKS A A — FOBEIANIL, RENA RIA v OEmExa T

A BIDNENL E R TH D,

% 11311 BEHAKFSA2VEDED (BEXaVT4H)

Th—7 RETA RT7A v Otx=a Y7 48 (—H) o W5 A A — B ERERE R
[vA

TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 () 1 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (« iB)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ( « i) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ( « i)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (« iB) 3 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 ()
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ( 3) 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 8 i&)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 3 i&) 6 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 ( 3)

I1I.

%7 — T N ONAZ ITNAAFE,
KEGIMNITRETA RTA DT N—T4,

DH/DHE. ECDH/ECDHE 0#tE
=07 L,

ZJarain—Say, BEEXA— b, DHDHE, ECDH/ECDHE D#EME - & ER/EH A K54
VOREBERICEML TS ERDISRE BEXSM— FEEFNIEEET 55E)
Jobrtann—ay

1.1.2-3 SSL Settings EE-2 @ minimum SSL version for the security appliance to negotiate as
a“server’] TTLSV1.2 #E{RT 5,

EERA—k

JOokran—o3 T eI, 1.1.2-8 SSL Settings EBE (BESX4— k) -3 @ [Cipher
algorithms/custom string] IZ. LTFTOXFINEHRTET 5, BERXA— FOBICIEFARR—RZHE
AT %,

DHE-RSA-AES256-GCM-SHA384 ECDHE-ECDSA-AES256-GCM-SHA384 ECDHE-RSA-AE
S256-GCM-SHA384 DHE-RSA-AES128-GCM-SHA256 ECDHE-RSA-AES128-GCM-SHA256

DH/DHE. ECDH/ECDHE Q&
1.1.2-11 SSL Settings EifE (BS X4 — k) -6 ® [Diffie-Hellman group to be used with SSL |
T. [Group14 - 2048-bit modules, 224-bit prime order] %;#1R L . TECDH group to be used with SSL |




T. lGroup19 — 256bit EC| %:&IRT 5,

V. Y=—nNI 54T FOEBEIBLRDRTE
BEETH—MBETHY, BETEXR,
V. BEXA—FDEEIBRIOEE
ILESAA— FTHRELEHBRIZE S,
VI. Extension MXE
BRETEHL,
@ QDHEEHS FSM1VDBRENRLEDES
. Zobrans—>3y
ENE L,
. BEXA—F
ENE L,
BEF1UVTABIZIEENIBERA—F 12 DS L, &k 61312 FBEAAMRKIAVEDER
(BEFaU T8, HIEE) O IZEAMISIOOFEF1)T1E(—E)IIZHD 6 BEORES X
A — FOFERAMNATRETH D, EATEEL 6 BB M — FOBEIELIE. REHAM FS10DF
X1V T BDOIEFEZERILCLTH D,
£ 11312 BEHAMFSAVEDER (BEXa) T4, BIEE)
B
TN—F WEHTA RTA L DOFEEX=Y T B (—) 555 A A — Mk ERS R
NEE
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 («) 1 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 ()

o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 ( « iE) 2 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (o i)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ( o j8) 3 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 ( o 18)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (53) 4 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (53 )

B TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 3 i&) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 ( 8 i&)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 8 i&)

TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 ( 5 i&)

X7 — TN DNAE I TNEARF,

KIFNMRIHEAA FS1 DT IV—T4,

DH/DHE. ECDH/ECDHE D E
=078 L,

1.1.32. BT B




Ol 5 A1 — b &2 BARIZERE L7V A, BELO, @RF 5 A A — b &2 BRI ET S HTEIC LD,

ey

AxX A&

®

VI.

HA RFA L O x 2 ) 7 A BICRE (EIY) 52 LA TE 5,

O kan—2ay, BSRXA— bk, DH/DHE, ECDH/ECDHE D&M L > & L/EH A F54
VOBREBERICEML TS EBDLNLRE (BERXM— F2REMICERE LEVWERE)
Jokaun—3y

1.1.2-3 SSL Settings E[@E-2 @ minimum SSL version for the security appliance to negotiate as
a‘“server’] T. TLSV1 Z&ET 5,

BEXA—b
1.1.2.1.C @ TCipher algorithms/custom string] #IZ. AT DXFI|EHET S,
TLS V1.2
DH+AES128 ECDH+AES128 RSA+AES128 DH+AES256 ECDH+AES256 RSA+AES256
TLS V1.1
ALL !3DES

TLS V1
ALL !3DES 'RC4 'DES INULL

DH/DHE . ECDH/ECDHE DOf#&

11201 & 1.1.2-11 SSL Settings E@E (BE&SX4— k) -6 @ [Diffie-Hellman group to be used with
SSL] T. 'Group2 - 1024-bit modulus| %3ER L. TECDH group to be used with SSL1 T. Group19
— 256bit EC| %:#IRT %,

=N 5472 FrOBEIBLDERTE
BMETH—/\EBETHY. EETEEL,

BB XA — FDELIBLLDERE
NEEBRA— FTERELERIZKLD,
Extension D& E

BETEAHL,

DDBREELEREHA FSA VDBRERBEDES
Jaoransn—o3ay
ENHL,

E2RA— b
£57% Lo



HREELX L) TARIZEFNIBERAM—F64EDS B, T 6.1.3.2-1 BEAAMKFAVEDER

(HEEELF21TAE) OREHAFSAVOERELX1)T 4R (—8) [2H5 20 EAOESR
A — rDERMNFIRETH S, FEHATREL 20 BOESRX A — FOBEIRLIL. BEHAS K4 2D
BLXa )T BOIEFEFRILCLTH D,



® 11321 BEHA KA EDED R T

TN—F REHA FTA O F2 ) 7 48 (—H8) o W5 AL — B ERIERE R
JIEAE
TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A) 3 TLS_DHE_RSA_WITH_AES_128_CBC_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 1 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

’ TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A i&i) 1 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A i&i)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&) 6 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A i&i) 5 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A i&i)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A i) 4 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A i)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 10 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBC_SHA256 (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 8 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D) 13 TLS_DHE_RSA_WITH_AES_256_CBC_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D) 12 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 1 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

D TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D i&/i) 17 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D i&/i)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&/i) 16 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&/i)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D i&/i) 15 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D i&/i)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/i) 14 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/i)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 20 TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 19 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 18 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

X7 N — TN ONERITNEA [,
KIFMRIHEAAS FS1 DT IV—T4,

Ill. DH/DHE . ECDH/ECDHE O E
EnELl,

@ Fabkains—av, BERAS— b, DHDHE, ECDH/ECDHE D&M L - & HB/EHA K54
VOBREBERICEML TS EBONEIHE (BERXM— F2RFWICEET 5HE)

. ZRkanN—C3Y
1.1.2-3 SSL Settings E[@E-2 @ minimum SSL version for the security appliance to negotiate as
a“server’] T, TLSV1 #E&ET 5,



VI.

EEAAM— b
7'a han—T a2 ki, [Cipher algorithms/custom string | fflZ, L ELOKE S A A —
FBIAICEEET D (¥ 1.1.2-8  SSL Settings i (575 A1 — k) -3 &), K5 A1 — hDH
(I ANR—AZTAT D,
TLS V1.2
DHE-RSA-AES128-SHA DHE-RSA-AES128-SHA256 DHE-RSA-AES128-GCM-SHA256 ECD
HE-ECDSA-AES128-SHA256 ECDHE-RSA-AES128-SHA256 ECDHE-ECDSA-AES128-GCM
-SHA256 ECDHE-RSA-AES128-GCM-SHA256 AES128-SHA AES128-SHA256 AES128-GC
M-SHA256 DHE-RSA-AES256-SHA DHE-RSA-AES256-SHA256 DHE-RSA-AES256-GCM-S
HA384 ECDHE-ECDSA-AES256-SHA384 ECDHE-RSA-AES256-SHA384 ECDHE-ECDSA-A
ES256-GCM-SHA384 ECDHE-RSA-AES256-GCM-SHA384 AES256-SHA AES256-SHA256
AES256-GCM-SHA384
TLS V1.2
DHE-RSA-AES128-SHA DHE-RSA-AES128-SHA256 DHE-RSA-AES128-GCM-SHA256 ECD
HE-ECDSA-AES128-SHA256 ECDHE-RSA-AES128-SHA256 ECDHE-ECDSA-AES128-GCM
-SHA256 ECDHE-RSA-AES128-GCM-SHA256 AES128-SHA AES128-SHA256 AES128-GC
M-SHA256 DHE-RSA-AES256-SHA DHE-RSA-AES256-SHA256 DHE-RSA-AES256-GCM-S
HA384 ECDHE-ECDSA-AES256-SHA384 ECDHE-RSA-AES256-SHA384 ECDHE-ECDSA-A
ES256-GCM-SHA384 ECDHE-RSA-AES256-GCM-SHA384 AES256-SHA AES256-SHA256
AES256-GCM-SHA384

TLS V1.1, TLSV1
DHE-RSA-AES128-SHA AES128-SHA DHE-RSA-AES256-SHA AES256-SHA

DH/DHE . ECDH/ECDHE DO#FK

1.1.2-11 SSL Settings B (S XA — k) -6 ® [Diffie-Hellman group to be used with SSL |
T. IGroup2 - 1024-bit modulus] %3:ER L. 'ECDH group to be used with SSLI T. Group19 —
256bit EC] Z:&IRY %,

Y=Y 5472 FOBEIRBCLDERTE
BETH—/\BETHY. EETERL,

E5RAM — FDEEIRGDHRTE
LS XA — FTHRE LIEHERIZK D,

Extension D% 5E
HETEHEL,

CDB/ELE/EHA FSA VDREABTLEDES



JaranN—o3y
ENL,

EERAA—k

=57 L,

HREELXL)TARICEFNIBERI—F 64 HDSH., K 11322 BEHA S/ EDE
o HEREXL)T B BHEE) OREHA RSAUOHREF2 T8 (—E) (2H5 20
BEDOESRA— rOERNFAIEETH D, FEAMEER 20 BOBER A — FOBEBEIELIE. HEHA F
FAVDHREELF L) TAEDIERZERILCTH D,



F 11322 BEHAFSAEDED (HEREXL)T4H, EREE)
5
Tn—7 REHTA RTA L OHSEEF 2 U7 o8 (—H) 5 A A — NERERGF
JIEAZ
TLS_DHE_RSA_WITH_AES_128_CBG_SHA (A) 1 TLS_DHE_RSA_WITH_AES_128_CBG_SHA (A)
TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A) 2 TLS_DHE_RSA_WITH_AES_128_CBC_SHA256 (A)
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A) 3 TLS_DHE_RSA_WITH_AES_128_GCM_SHA256 (A)

! TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&/) 4 TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256 (A 3&/)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&/i) 5 TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256 (A i&/i)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&/) 6 TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (A 3&/)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A 3&/im) 7 TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (A i&/m)
TLS_RSA_WITH_AES_128_CBC_SHA (B) 8 TLS_RSA_WITH_AES_128_CBC_SHA (B)

B TLS_RSA_WITH_AES_128_CBG_SHA256 (B) 9 TLS_RSA_WITH_AES_128_CBC_SHA256 (B)
TLS_RSA_WITH_AES_128_GCM_SHA256 (B) 10 TLS_RSA_WITH_AES_128_GCM_SHA256 (B)
TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D) 1 TLS_DHE_RSA_WITH_AES_256_CBG_SHA (D)
TLS_DHE_RSA_WITH_AES_256_CBG_SHA256 (D) 12 TLS_DHE_RSA_WITH_AES_256_CBC_SHA256 (D)
TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D) 13 TLS_DHE_RSA_WITH_AES_256_GCM_SHA384 (D)

D TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&) 14 TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384 (D ;&)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&/m) 15 TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384 (D i&/m)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&) 26 TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (D ;&)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/m) 17 TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (D i&/)
TLS_RSA_WITH_AES_256_CBC_SHA (E) 18 TLS_RSA_WITH_AES_256_CBC_SHA (E)

E TLS_RSA_WITH_AES_256_CBC_SHA256 (E) 19 TLS_RSA_WITH_AES_256_CBC_SHA256 (E)
TLS_RSA_WITH_AES_256_GCM_SHA384 (E) 20 TLS_RSA_WITH_AES_256_GCM_SHA384 (E)

X7 N — TN ONERITNEARF,
KIFMRIHEAA FS1 DT IV—T4,

Ill. DH/DHE. ECDH/ECDHE M E
=007 L,

1.1.3.3. %2 YT 1 HsHE
SSLv3 ZEWNC TEARWNED, Eda U T 4 FIAEITEETE 20,
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