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BAN—BBEICRZHRLOLONFEEL. REZOBNICE > TEZOFOCKEFEIL
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TAFICE BT VY LAY T 7IHE | (B4 Tld human-operated ransomware attacks'#%s
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%&b, lateral movement) FEVZMNMIHEDH D, £ L T FEBBRTICEDLZ AT LY,
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29570, NvIT7yTELRARFICEDNEZENH S 5

WEEHIF. X - ABO—BHWAEF1) T /R TObhTWEZ & %&RIIRE LT,
ITNSEBYRITDLIICHBEED DO, —BIIC. RBEOHETERMLICC L, H
AL 7B CIEBICKEZERHEENE L TWBIHEDLDH B,

ZOWEAEIE 2018 FELLERINTWE, AFICLD I VY LY T 7HEIF,
KD VLD T THEICHART, £F - HBOxRY N7 —IANDRAPEIHEILAE.
KEEZOFEIEHNZDDOD, % - BBOEERREHITELOBMBEEELSADI LN
AEEE R BHGENHY ., BREE LT, FHEICREG 2 XEE2EBONZTRMELH S, X
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KT &EBIC. NV I T v TaATI54AVTRET 2%, HEREEDTE L, HEH
iE. ZOBFERADERZHIMEKE LT, T—YOHEMEARICLZBEBE WD, #Feh
REFEEZMY AN DEEZI LN,



WHIN=T—2E, FAIE BEENSI VI—X Vv MY =00z TICHRELE. T
— 9 RADEHD I THA N (L&, YU—2oH4 M) ICTRRINhS, GRLAET—%
EF—EILE2TRETZOTIEERLS, T—9D0—%%=AMAL. BHOZBICHEWRLICAR
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2020 F 6 . 7IEVFUDRBERIKICR LTSI VYLV T 7HEN THOILERL S
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BIE S LT WL 19,
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REIN EKANS (I, BEIZh2 &, HEREDOHABRY NT—I TOHEMERAA Y
ZOEZRRREITV, BICARBRLTEONAIP7PRLREF vV L, BRA/LFE
WTHBGEDHT—YDESEETIEMEE R>TWE 21, $bb, KEEN 0
TERNDHERTOANETELIICHELLES VY LAYV TEERLEZTHE D Z &R
LTW2, BEAEZ 28H5BET DI E T FEZEAORALERITL D & L=DH,
HYRRy VRBEXa2) T4 #BOMRMERENL D & LEDOME, BHIETEATH 5D
EHHNRITEICH 2 - ITHNTEEE R B,

3-1-2. 18,000 AL EDImAR L HE S N i=Ef

2020 F 7 A. 7 EVFUDRABDA VI —3y M—EX7ONRSFICH LTIV
YLy THREN IO, #9111 BEXO (W 753 A RIL) OFREVERS NI EHRL
bhiz 2, XAEHTEBBENRNAA VIV NO—SOEEEEREZERNL. TIHhHH
BARD 18,000 BULEELEDIHERE S VT AT T PICREREIELEINTWS, @D, BEE
DI=HDA V¥ —3v MNERY—ERAPBEEEHE. 7— 7T L EAOREIILRI -
DD, ALOARTV T THA MNMIFOI VLD ETH B,

3-1-3. T— 9 EIBD - HHWERBOI B EE TN D BIRE L-EH

2019 F 12 B AS VA DRZICR LTSI VYLD T THEN TONI-EHRL Sz 23,
REFTIH, WEICH>H-ARFF 30 EY a1V (22 BRIL) 2BEEATIAS T,
BX (critical) Y RAFLEEBIHLZE WD, HEHF, HBA - EZERICAKRED X
yRhT—OABAL., BBEEEZERL TCEEEEREZERL. AXZEORY NT—JRIC
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2020 F 4 B . X ) HDRBEHEA VT F Y ARRICRH LTI VLD 7THEN THON
e o 24, AEBFITR, WEEFRFRAHORY ND—IAYE—FTRI by TH
—ERENLTEAL, Z0%. RAAVEBEDT7HYI VY MNERELT. /DR XA
YAy hO—FFIKT VA Lk, £/, BRHDO Y R T Al Maze EFFIENZ TV LD T
TICBRSEOLN, YATLARDT—9PESEI N,

IS, ZORETIH, WBEHEICK->T 1.5TB (WBEDIRICKE) OF—9HERE
n, XEED) -4 T, TO—EIRFEI N, 3-1 & V—2o4%4 N ETHE%
HEBTBEOIERSINIZD I TR=ITHD, R—YDLEERIC 1% published] &2
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DATY FICDITBIENTESE, KBTI, EATYy TTHULONS SRS ZINE
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> XAV TAICETEIBENFETHL I EAHFL. TREBICKREAZRKRT %,

_11_



o VPNEEDHHEMEAZBRLEZEA
> WEEHIF. ¥ - BESAFEALTWS, BEELIERET S VPN EEBOHE L%
BRHLTERAT S,
> me\mwxoﬁﬁﬁﬁ%u%i%téntvéo
< ERELEHmRATENY 5 Z &N HEER VPN HREDM M (CVE-2018-13379,
CVE-2019-11510 %), MEZIXTGWM L REBHREAVTRATE I &N
AlEEE 7%,
> BRTEEDPI—REZERTT I EATEL VPN ZEOH B
(CVE-2019-1579, CVE-2019-19781 %),
> MBEMEBHEEATHY., RBEZERTETCVWRC LS, MfEFETH > -HEICER
SEERA BRI N TWAETREENH S,

® FRIEBA—NZEZEYMTTEREZEVANAFICRRESE, MARZFE-ND I &I
LBEA
> WEBEER, £F - MEBANEREREEIVAIVZAFZRMG LI —ILP, EREFEVA
W2E%EFO—RIESD URL YV o aRB LAV EZEYMITE, 218
ENTRABICAN 7 7MIVEFEZR 2T, ZBRBEVAILAEARESE LN,
WARDEOIOND, REEL. ZDIRKRZBHEIY & LTHBRXY h7—7
~NMEAT B,

SUHLDITHREIIRLT. YA N—KEICHITZRE - @BBOXY hT7—0~ADE
ARBBELT, AV —xY IDOLT IV ERARERERAGRRY hT—OERPY, H—1E
DREBUEIPBRHINDIEFINZLARINTWVS, ThOHDESRICDODWTIE, IBMHEDHRE
HEICLIRNKRERBETITOVNENH D, £/ YE—F TRV by TH—EZ% VPN
BHEOTHIYMIDOWTIE, 74y IHEY) A MNIREICE>TEDNEZES
EZbN378, RIABHROBYIRER - REHEETH 5,

2019 FEICIE, IT YR T LERRTFEOY —ERERELTWVWS MSP (v x—Y R
—EXTONAY) #RAL, ©E - BEIS VLT TICREIE ORI E WD EH
DAL > TWS, RARBOAREEE LT, RELIRETEHAVWERDbN S,

D, tE - HBOXRY N7 —IADERAFOLHEMIKICDOWVWTIE, MITRE 2D
ATT&CK A TInitial Access®] £ HEIFIHE L TW=Z& 70,
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4-2. xy b7 —J ROBRESHHTKX

WEEE, X - HEBORY NT—I0ADERAICELIEE. T—9DHEWMPZ VT A
DITVICRESIEIEEEILITIENT, xy NT—JRDESE ﬁl%k% D, 1EREY
HAN—ERAK Ry NT—IBROBECEEEEROENLZTL. IhoDERE
EIZL T, BABBRENMRESINTWSRRPY—/, RXAvay  O—5FDEEY
—, ZL TRy I 7y THOY—NEEZEV, BEIZTIEEZALOND,

LX) FARVEIILEDE, INOOFREHELKDOFE T, REFIIEFENEF AN
—WEBLEKRDOY—ILPFOAEAWVDIEDI ETH D 4 BEHBILAOFOLEMEICD
WTI& MITRE #t® ATT&CK A [Privilege Escalation®'] % [Credential Access®2],
[Discovery®3], [Lateral Movement3*] & &SRB\ Z &L,

-3. T—4% DERE

ZEDEEEE>TVLWRIHA, WEEIL, ¥ - HBOBMBREOTNETI. =E
BUEVANAEFERT 20E, RBEBHOBREICE ST, 790K - NE. KEE
DY—NPIZIORAMNL=IADT7y TO—RENTThNZEDEH#HBINS, HEH
LD, T—9DEfEYHEEWVWFOLHEINETHS D,

—&@ﬁmwimt%ﬂ%tomrmhMmEﬁwzwmﬁKmItmmmm%J%

[Exfiltration®¢] FASRWLEV, FIZ. FRERRKED 7 7MLV T /R, EfE7
FAILDERSIND & Wo 78, BRI SHEBAICAND XY NT—O N T4 v D
DOFIRCELEMERMNTZE V2 E/HENEZISN S,

4-4. T—Y DEESIL - VAT LEL

WEEIL, BREBROBEDLD, VYL 7AFEALTLE - BB0T—9 %
ES{bd 5, BSILICE > T, YRT L (EBPHY—ER) DELICHEENS, BEICK
ST, HELE - HBOEERGICEDLEZ T —9 P Y AT LDHEICE D RS D
WEELE, FIITENEE--TWREEZILONSE, NV I T Y 7°?—9%L:;%¥§%?§IEI
AIRET 2720, WEEIF. xv NT7—IRATIETRETHNIE, ThoDdT7T—49 5
D AREMNED D B,

FRAINTLWIESAXVPRENOEAT, 79V RTLEERIAT 270DV —IL
CPESRELARBEENOAFTIDIUNDAETESZLIF, EBICEHL W EHAE RS T
WwWsEBbhbns,
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WEEHICETZHREPEF 1) TARVIEDLR—MEIL, ROL D BFODOER
nNHh 3,

o ¥ -MHBRNORKRE—FICT VYLD I TICREIETESILT S

> BEENRNAAAAVMO—FICTI7EALEEFALGHY. KXY hO—
SEDEEY—/\BHAT, RXAVIIBT 2Rz — %hv/ﬁbvz R
SELDDOEHAEING, WEHE, £F - Hlicx L’C%%@fﬁlﬂ:%m’é#ﬁb‘%ct
DBRKRERZ VY LI TREAZS|ZRIT & T, BE - @l FREEX
IHhEBEBRVRREEY EIFLS ELTVWEEEZIONS,

> HBROHRARN—FICS VY LTI TEDVAIINRAZRET Z2FOICDVWTIE,
MITRE #t® ATT&CK A [Software Deployment Tools®”] ICE RO H %,

0 18T OITUHAYTITICREIETHES(LT S
> KWEEEDN., Ry NI —VTEDL>LHEERE) E—MNCIEBEETDZIY—ILERWT,
18T O VHALADIFICRBRESEALEHRNEH-TmEDZT ETH D 38,

72 8. MITRE #t® ATT&CK /i Data Encrypted for Impact3®] T, ¥—4 DEES{L% 1T
D MEBDEMMIRIBNDDH 5,

4-5. BB LT —4% O
—EoBENMTONEBRE. GRLET—YDRREAEELT, V=014 N TORH
Y, F=0vavHA RhTORTEHEITLOND,

WEEN, BRLET—9%) =081 NTRETRICHE>T. REEHLGIWMLET
— 9 E5—EILRTRARTZ2DOTIFRL, BMLAET—9D0—BaE R HAL. BEOKRBICH
WRZICART 27— DEBEZAIT2 EFREE L TWSIEENH S, T LT, KEE
HNEE LB ETICEREF I DN AWEEIC, RBEEGMLLT—9E2IRTA
fdd&ELTWS,

F—=ovavyA Mlid, RBEDN T - 2HML0E - #ICEAT 2BHRE. B
LT:7_‘\\—’9LCE@T%‘%ﬁﬁﬁﬁﬁéTLTL\%)iEAb‘\?)é F—0avHA4 NTOREEN
BRLEZT—YDREIE. T—9 #FBIMLI-0E - @fH S BREI’TINDbNh AR WGEIC,

E£HEBIREFRELTHVTVEEDEEZALNS,
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WESRICEWT, YU—2HA MEeEIESERY, Y=o ST —9%BRLEY TS
EORFEINEELT., £, BREETHLELTH, SE VD) —IDRELA
W2 ENRIESNDDIFTERL, WERE - HBICSVTIR. BRI hieT—4 OFHE
DORFE. EVRRAEDA VNI N (BEANOHELET) F2RBH. REORREZEE
L7z, BEEBLNILOYIRTEWFIEHAREE RS,
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5 &

BRI LD T 7REIG. EHEYAN—KREBLRAKOFOTHEE - Oy b
D—O~NBAL, BEHEEZLAL. Y—NREFEES UYLV TICREIELY., BEHRE
BELEZYTSE, T, REDS VYLD T THEOWNERICMA, EMRIY A /N—1
B RAKOELBHLENRZTIDLELH B,

EERBEDOTFEIREEE (F—4 - YRATL) OBEE., YRIDH. ZhICRE
IARNEDNSTVRORBHEST. FHICHL WEETHIN, RELETHIEZT I
BOHZT—Y - VRATLE, BFTELZHINS. YR VERBDHDZ BRI
EELTWEREERW,

LIRg, WREZMRET T2 LT, HICEREEEZONDIRERT,

5-1. NERLM

CDERBICRLY, YA N—HRENSEELZFIBRATREFIDHIANEIRFICION
T, REFEXEADVHARZAVERRALTWS, EEOWREEDSICIF. BEEFED! —
=2y TERBODPBEERDH. KETHNIESRBUOALLEELL,

® HAN—BEFa1UTARENANS1Y (BHFEXS)

> https://www.meti.go.jp/policy/netsecurity/mng_guide.html

PRI, KEE S YLD T TICMAENEY A N—READTREBRTHZ EE
ABDWMENHY, YRATLERE, WR-Y—N- Ry NT7—DDEFa2)T1., EREE
(B5fH - B52), AMARHIZETEZEBONELB L TV I EPBEEL LB,

IPAX° JPCERT/CCHRBEAL TWAB KD Z VY LT T T7THEADTERERERICTT,
INLDOARABIF, BIEHMEEETH S,
& SUHYLDITHERFERR— (IPA)
> https://www.ipa.go.jp/security/anshin/ransom_tokusetsu.html
& SUHLAYITHERFEY M M (JPCERT/CC)

»  https://www.jpcert.or.jp/magazine/security/nomore-ransom.html

o, ENEY A N—NBADOHELM K& LT, IPAX JPCERT/CC AR L TWBR
DERESRVIZEW,
o [RESMBEKRE] WRICEITLYRATLEREHAA K (IPA)
» https://www.ipa.go.jp/security/vuln/newattack.html
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& FEYAN—KE (APT) "DiBA &ERIEHM1 R~BEPHEBICEDZ—ED O
£ 2IZDWT (JPCERT/CC)
» https://www.jpcert.or.jp/research/apt-guide.html
o FEYAN-—KEAORLICEITZOTDEREAHAE
» https://www.jpcert.or.jp/research/apt-loganalysis.html

5-2. ¥ - HBOXY 7= ~NDBAXE

ABTHENLEEY . AMOKREIE, WEEHNDE - HBRORY NT—IANEAT B
ENDIRED, Mo T, FICBTZETNIE ROLIBBAREKEEITI ZENEEEE
Z% 0 InsiE, BT LEFMAEBIREEZETZ2H5DEMNY TIERL, REZEPREL
TRETZZHAEEZV, VE—PMTFTRI MYy TH—EXOTAERBEHODEL, VPN &
BOHEHMEDEREE., BRSEHNDH ZEAANDONRIFEBENICERL TWLEELL,

o IWENRME (attack surface) Dw/ME: A V¥ —% Y DL T UV ERARER, H
ZWEEHMICART R Y —1\P Ry N — VMR ERERICTEEEHIC. 77
TR TO N INPH—ERLREBROEDIZT S, ThoREN/FE-INSHN
2AEMEERL. ZINOT IV ERAARELEEEZRET 5,

& TFULERFIEERI:BBANST I EANVELHRPERLFEL.RET 5,
MEREREIARAEFERT S, 7/ EAPRAOO/ERBL. BERT 5,

° %%ﬁﬁ%:osa&@ﬂﬁv7hvl)\XVFU—O%%®77—A717%
EBICRFOREICED, REE, EHEEIL2AEINTHL, ZOMREEEZERAT
ZFENHEOS F TOHEIEWNES, RRICHIETE 2 LD HEICETEZEET
%,

o WRERY b NI—7: SUHLYITRHREICRSLT. BHOWUR (FFITEARS)
Ry NT—0TEKELTVWSIEE, BEHOBVWENSBASIN, ARIMEES
NZEFMHREING, BEICHL, RREOT7 I/ ERFEHOREL %2175,

& WEEA—IRER: A—IVIIEDBAIKAL LTERTHD, WEA—ILADEF

AN TAREFICEDNEP, EEOEELIRZ1T,

o MWK : REEICL2BRBHHEILKERA - BT 5720, HEOJVEE. R
XY ND—VEHR, TVRRA Y MNEREVW A (BRE) EBWLEEER
5Nz 4, 0L, ABICEA - ERAOIR NS AZEARESELNHY . £,
INUACZET 2, S VERNLDWNEREZEICERL THLREFETRETH 5,
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53.7—4 + YRATFLDNY O TS

EEMBEDRD, T—IPVRTLADNY I Ty THEITIIEEFBIEHEEEERATEKT
Hd, FVHLIITOFEBIEIBEIHEROAHA R ST, BPIHERNS 7 U & A ARERBI D
KR IVZVREDT—HICERVIBZBED, T—9 %Ry 0Ty TITBEICIE. RORIC
BEITI2LENDH D,

BERT 7AIIEERENICNY I Ty TERRET %,
Ny Ty TIHERTZERB - #iKIE, Ny o7y TRHOATRER S ERT S,
Ny 9Ty THRICBRET ZAEEEAERL. Ny I 7y FILERT IRE - B
BHART 5,

o Ny ITyTDRYUYYE Ny o Ty THAEBICEETETWSH, BRONY I 7
v TEENKEICH L TEMD) & EHRNICHERT 2,

o T—HYDHELY, YRATLDBERAED, BEIHFBEARET %,

BB NIy TERBLTVWTE, BIHICBWTENEFHTERVEELRN AL,
Ny DTy THhEDT—9 VAT LDEIHERENDHERICITADLDIC, Wik7A—

DEfE, iR, BRTAMNEZERLTESIEHEEETH S,

5-4. EHRBIME ) — I~ DK

BERATRMSI N, BERETLARSINZBREICOVT, ROLDBRHEAEZ SN B,

® |IRM (Information Rights Management) FDIERFA LK (BRIFBRINT
RS % REM R EEE ICEE 6 5 315%K)

¢ FEFT—Y - -IATLOEITAVME (XY NT—VRBATORESHELAD/N—
RILEEIFZHh, REEILEETZRVWED., XY NT7—0% 58T 3 4?)

5-5. E=XHeHiETE (BCP) - XA Ht

ZOHER, —HOmRP—EHDOT—INEKbNDEWoT, BRINA IT EEDOREIC
INESRWARMELADH Y, BRMHGETE (BCP) OREFRICHEBENRERY 558 T
HdEEZLND, EEIC. 1 TEEZBASY Y UHIKRESIN, HTBHLOT— 9 HHRS
NEBHPRESNTWVWBIRRICH B,
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WEHICH LT, —BRPUIRDERAIMSBREATINOIRETEAVWEINTWS,
BTHESE DA T, X > TIARSBRVWEEMINITREINTVWEEBEELH S,

o BRENKWEBEDEXRR (INAR) &Ah>TLED,
o WEENABDIERAKIDEFR—avICRUBS,
o F—INPNEINAVRIEFEL., BICEBEBERSNITREEH B,

WEBEBR>TLESLBA. FEICHLWURTSI VO T Y MRGEED D Z &R
T ENBITONRL, O, RERMICBEBEZ YV ERT—IFRILY (BIZIE, B
&E, BB|%&. HE. BEEBAEATSE) WL, EOLIBKRRTT, EDLIREZATHRG
FEtEEDIZOL & HRATRERREE LTEL ZEDEFE LWV, RIFOD ITEML T TRL,
BREBYEBHMASEESDAHRENVETH D,

5-6. 1 TV Mty

HEOWEEZIITCLESIEZBOA VT Y MRISIET —ANAr—R 12D, 24
BICIE. BRHBEY A N—HBADOK G & Rk, HEGMEORKE. 5t (NIGEBEEDRE
HEET). HLiAD., ZLTRBEBIHEWD FIEEZBRICED TV ZEPREICLA D,
CSIRT ®ZhICE LB ROERY, BER - [RIERFT - EHHAF & N EHE LK
FITERUEEHIC. BREIIGCTABOEMRY Y OERERFTT 2, HENERREE
. BEHMARDOOND LD RIBEAN S HKLET 20, SRLARBREDLDHDER
DEBNRARTH %,

ATV MRIE ATV MY RYVT) O—REHIREDHHICDWT, JPCERT/CC
PYZaT7ILERRLTWSESH, RO URL ZSRBWEEZEREW, ¥4, 5-1 TEIFLTH
EHYAN—KE (APT) "DBEAER/BAMAR] O EIEZE AV FV MFIETOER]
. ARICSRWEEE LWL,

@ CSIRT*FTYU7IN BH7Z7I—X : AVYTYMNYRYY T ZaTI
(JPCERT/CC)

> https://www.jpcert.or.jp/csirt_material/operation_phase.html|

BICEIT3ET L, COHLERS VLY I THEADORIGICHIZ>TIE. ROLD
REICEELDDEDINENDH B,
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o BARRKORE BETEAVES. THRMOHIEMETEREL) &, KEA
HERELZRDBARE CEREZEEIAIA, AZEF Y —/NICaE Sy
U R75E) DR,
> BEHRENASENORETHNIE, BHREZFIM LUK TENIERSINhTWSZ
tkﬁé#\uwﬂﬁwﬁn\éﬁﬂﬁﬁbnéifwkﬁﬁU RI N3 AEEM
DHB, BELFOHEICE > TWAWRR, T—/\ Ry hT—IHBTH-
K%%#&l@%tbfw%bﬁwrw%jﬁﬁk ARd %,
o %ﬁ%iv\@é-maﬁwlﬁwﬁzmkjmt TZE5RY OFEHHEDKFE
. FNLICEADLBZRT—I RIS EOaAIa=r—Y 3,
> BHBRICEACEA YTy NTROLRVATEEELH 5, BODO—AE, Ext
RAED—EOH#E BUAERDIM IV Y, R2LERREROBREET,
> =04 MIBHINLIES 1 VYTYMNTICHBE WD BBIFERICEL,
FERCHEBICHBI > TLE D gL H 5, BMUWEHLEFITHEYICHIGTE S
LOICT B, RREFIDORRDAGEY B ETH S,

EITHOREZIEDH DD, XBICHENELD LD BRL, fiziE, EET—9 - &
BYRATLDRY M7= 60EM,. vy MUY, HBOA VY —F v MEROE
B (723 KIEAHIR) F2BITERET DI EIVEERDZIBENH D, TDEHICIE.
CSIRT ®ZNIZHE UMD, ZDHIETPRITATEER & 5. B AREKHICHERT 5 5878
INTVARIFNIER SV,
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6. 8D YIC

UYL I THEIG, REENSREBDIIEATRBNE LEYAN—KETH S,
ROV LTI THREIR. THESHALLKEEZTL., RIWIHL2HEENDS
BRE&EEBONNIELVEVWIHETH - T,

EZBD HERTI VYLD I THRETIE, WEEISHARICEE - B2 ENE LTE
O, tE - BBOXY NT—VILBAT S, ZD®K, REHEILKREZRT. BHIERSED
BEINTWBEY—NEZEQIFEREE T VLD T 7REREL, % - BEBADOHERDK
RELR—FESE. BROTGIN. ARICK2B8%. X - BBOFEREL2HITFELD
BIRREEY £IF 2, ZORMNARAIEIZ. BELRENEY A N—KRELEHBLTEY.,
REMBO I DD, WBENEFTY, EBIIEL. SBRETEITERM/MERL TV AR
MW DH 5,

IDEIRBRBEBICH L, EXROBREER. EXOMBZEDT &5 LARELHRENE
CE5HREMELNHD 288 L. FXEMKE (BCP) OREFICBWTERINRET
HBIEEAD, BR-HEBOEXF2) T4 2RI AR REKDFVH LD T THRENK
KNz, BB A N-—RELAFONENIVETH S EBHLALLT, WRERFLT
WRTEE LN,

BERE - BHO BB

ZDBREICDODWTIE, BFBIEEICFRBRLTWS, ¥/, XZEORBICDODWT, TER -
TIEEIE. BETABRORBMAVNAELITZEEVWTH D, T BHEICEDNLES
. AREAREHEICT, VAR - RET7IVERADBRICTHAE W& W,

o AZFICATSZIER - BFHRIRHEFOEME (PA EFa2VFTq1tVS—)
>  isec-info@ipa.go.jp

® IVEa1—4%IAIRICETBIREHICDOVT

>  https://www.ipa.go.jp/security/outline/todokede-j.html
& FREFIVERICETZIEEICOWVWT

> https://www.ipa.go.jp/security/ciadr/index.html
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7. 8288 : B/ IV —T 08

2020 £ 8 BIRE. TAFICLZ T VYLD I THE] LU ZEDEHE] 217> TV
DRETIN—TH., NEHBREYERTRELEETEEREET %5, AZTIE, ThHoD
FEDO—EBNT 5,

7-1. Maze

Maze EWD SV H LAV 7 AFERATI2REIIN—THH 5, Maze 13 2019 F 5 BIZH
HTERIS N, dbk, Bk, 3—0v/S, YT, =AU TORE - A ZEMNIC
LTWBEINTWS 28, RREIC Maze SV H LDz 75 FRLAEKEAZIT/-0% -
BWIIEk~ T, 7A) ADOEERRFE BT XY ADH 44 770 ADEHRRT YFOHE
NERL 5N,

COWEEIE, 2019F 11 B, BEILGTEMLAET—92R/HA L. ZEDEENTD
hiz, RPVOEBHIEZEINTWD, LU V=09 A MERBELTHEMLET—9 DA
HToTWBIED. BREE2ZHHT., BATEIBLLD & Lzt - HBOEZIFO LR
%, BEHICHA NOBEHETO> TV,

B, ZOHREEIF., FIRMOEMPHREORINZINDO 57-HIC, HOKEEEDOHL%E
A 32 & aHFEKRLE, ZL T, EEIC Maze & IEE7% % Ragnar Locker &IEIEN 3 S
VYLD I TEERTIHBEICE > TENINEEEDT—F% Maze D) —0H41 K
TR L7 %5,

o, WEEZIFAE - EBOPICIE, BEORELR— MRS NETr—IDH
WD B, ZDZEMND, REHE VYLV ITICRESIEALRELE - RO X
Y RD—=JISBRLT, T—9EBRMLTWVWB DI S,

BB, BRBICKL, VYLV ITICEZESLETLT. BROGMDOAEZT oL
FIRLTWREFAEHS 7 (£oT. BEBEICIE [ZEDBE] ¥ (UL T7THE)
EWSIIFVAEE, SENETRLR > TW ARENH ),

B7-11C) =794 hORBENSDFERAX (RBDFEFNRINTWVS), B7-2IC
WELEBHER—Y, R7-3IC7— 92N LEEERITOBER—YDH%ERT,
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Maze Team official press release. July 9th 2020

The whole world is in pandemic and deep economy crisis. We are also in the same reality with the whole world. In this
situation we have to announce news about the further communications with our current and new clients and data processing
of their info.

1. It would take now 3 days from the moment of attack till the publishing of the client’s information at our website. If you have failed to start
communication in 3 days you can blame only yourself for you reputation damage and financial lost.

2. Negotiations means the dialog and finding the best solution for the both parties. If the client is too shy, or scared or just can't negotiate, this is
exclusively the client's problem. We are not physiologists to understand the client and analyze its behavior patterns.

3. If you business analytics are not able to calculate the total loss and and trying to convince you that it won't cost you anything, please do to come
back telling that you were misinformed that the recovery of data without us would cost you over a ten million dollars.

4. After the client failed to start combination we will start to publish the information. After 10 days all the information will be published. There will be no
more delays for month or two.

5. With the start of publishing we will also notify all the client's partners, clients and regulators.

We are valuing our time and we are ask you to value it too. If something goes wrong, spend one minute to notify us.

If you don’t know how to enter the chat, contact us using the feedback form at out news website our download Maze Note
from the internet.

And once again. Maze Team is proud of its reputation so we will to respect scrupulously the agreement with the client
business is based on it. Our honesty is our revenue.

Soon we will publish all the information and data for those companies:

B 7-1 WEEHSDFAX (Maze)

_23_



W Cryptoransomware

- admin, @ 5683

¥ Cryptoransomware

& admin, @ 2771

7-2 HELE - HEBO—EBE~RR—Y (Maze)

7-3 BRI - EfRITEBER—Y (Maze)
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7-2. Sodinokibi

Sodinokibi (B4 REvil) EWHSUH LD 7 AFERLAZKED. 2019 F 4 BLE,
BALITTRCARTEEB INTWS 47, Sodinokibi 7 % LD = 7 ADRES(L, Oracle
D WeblLogic 4 —/\DEFEMDOERAY, 7T—LBEREICEZRRPILR, YE—FMTRZ b
YT —EREN L TRESEI2EOHENERINTLS %6, 2019F 128, 7XAUH
DOEBEEBIHEBICE S7-BHITIE. ZOEBREBIFIATZvx—Y RY—EZ27AN
A~ ~DxY NT—=VIZBAL. Z2IDB, FVHLIVITHEREBEORY NT—08
KUNRY Ty TH—NIZEN>2FEHELNTWVWS ¥, Zhid, BHEEOERY7—L4
BIAIVRICKDRELIFERY, Y T4 F -V HMBESNEERHEER S,

2019 & 12 AL, Sodinokibi SV H ALY T 7 A FERT2HEEIL. Maze DHESIL
—TOBEEILIICLT. ZEDBBEITI LD IR >z, XY ADIT AMiRELDL
STBMLZT—FICD2VWT, 20— AL, BRE/TIDNABWERIFISICEL
DTF—8%RNETBERALE O, 7X) hOFREEREETIMISTIMLAET—FIC
DWTIE, BREVZIDbhADNS7HEE. T—9 2L HT 2DHREMEANTD ERPAL
7= 571,

2020 &£ 6 BiCld, AMBEENDE - BB ST LT -9 ERFTT 27-DDA—0 >
avHA MEREALEZESBEONEZ 2, M7-4ICHZYM NOBEBERZ Y,

Happy BIOg Auction mew) Blog search Search

I s a group of companies engaged in crop production and agriculture in Canada.

Contains accounting documents, and accounts, plus a lot of important information that may be of value to competitors or
interested parties. All files of actual information. Also in the archive you will get several databases that are no less interesting.

Archive in zip format
1. Files pdf docx xlsx - 22328
2. Database - 3

When the auction is over, you will be provided with a download link from the cloud with the following deletion.
Minimum deposit: 55,000 Top bet: -

Start price: 550,000 Blitz price: 5100,000

Time left: 6 days, 20 hours, 56 minutes and 01 seconds

B7-4x—2>3avH4%4 k (Sodinokibi)

(tH#2) ZDNet IREvil ransomware gang launches auction site to sell stolen data] %
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7-3. DoppelPaymer
DoppelPaymer & WD SV H LD 7 A FER L/ZKED 2019 FHRIFENSEAINT
BY, PA)IOBBMBRZEELTVWIEEEINKRBEZZITLEHBEINTWVWS =5,
COWEEL) I/ b 2ERALTWS, flE LT, ZOREEFE—BEOBHER—
%[ 7-5 2R,

Home Mirror Tor search -

Below you can find private data of the companies which were hacked by DoppelPaymer. This companies
decided to keep the leakage secret. And now their time to pay is over.

I GmbH
URL: https:/fwww | com/

Views: 249 | Published: 2020-06-23 05:56:33 | Updated: 2020-06-25 06:08:46

I

URL: https/f com/

Views: 435 | Published: 2020-06-22 20-39-52 | Updated- 2020-06-23 15:33-30

URL: http://www . com/default htm!

Views: 482 | Published: 2020-06-22 15:27:41 | Updated: 2020-06-23 15:33:10

B’ 7-5)—2%4 b (DoppelPaymer)
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7-4. Nefilim

Nefilim EWD SV H LDz 7%= ERLAEKRED 2020 &£ 3 AEN SRS TSY 54
HARGEDBN I —TEUADIREBEAZIFTLEREINTWVS %, ZORIE 2020 F 1
BIZ. Mailto EMEEN S, Nefilim SV HAD T T EIFRDS VY LD T TICREEL TV,
Mailto SV H AV I 72 FEAT2REEDN, RERICABITELENAY IR (BREAT S
OIZY AT LICEMIERITONIRER) AKRoTHEY. Nefilim SV LAYz T7AFERAT S
WEHIF. ZONY I RT7ZBEAALTHEBZIT>EINTWS %6,

Nefilim SV H LD 7% EAT2HEEE. FANICHEBENRODE - BBORE IP 7 K
L ZAPEBEI—YEBLV/RRAT—K, Windows t—ER, 7OEZA%#IBEL THES
TofEInTW3 %

COREENMERALTWE Y —oH4 hoBEE (HRECE—BOEBHR—Y) 2K 7-6
IR,

LEAKS

HOME ACTIVE FINISHED ABOUT CONTACT

I Pic. Part1. [ catecomes
Posted on July 15, 2020 by site_admin

I )
This is a teaser for the leak on | NN ©'c B leak_part rar NN I
Plc was formed in 1988 from the amalgamation of several existing companies, the oldest I )
of which, _ has been trading since 1967. The founder of Jenrick )
I )
Continue Reading — _ "
= I L[]
Ul
D Ltd. Teaser. E s )
Posted on July 15, 2020 by site_admin I ;)
I )
This is a teaser for the leak on| NN Lid I 1_examples_rar I
I Limited is an India-based company, which is engaged in the manufacture of M)
pharmaceutical products. The Company primarily manufactures and markets Formulations
(Finished Dosage Forms) and Active Pharmaceutical... RECENT POSTS
Gonlinue Reading — I Part 1 July 15, 2020

I Teaser July 15, 2020
I Part 1. July 15, 2020

I Fart 6 July 11, 2020
- S.A. Pal't 1. n I ~art 5. July 9, 2020
Posted on July 15, 2020 by

slte_admin [ =t 7 Juy 5. 2020
This leak was possible after a subsidiary of [l SA was I Fart 3. July 4, 2020
breached I leak_part1 rar I Part 3. July 2, 2020
regis @ NI DN N I Fart 3. July 2, 2020
[l Business Solutions contained files of various companies here an example _ Part 2. June 30, 2020

B7-6 )—2Y4 ~ (Nefilim)
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7-5. CLOP
CLOP E WS S VH ALYz T7AMEALLKEN 2019 F 2 BENMSEHASNTEY |
TSV DRE BPT A HOEERM SHRBEZ T EREINTWVWS, HALED
BAIVN—TRHEEHBORRER>TWVWB,CLOP SV H LD T FICRELEZAZ VYD
RERFEBICREEZIND & T, BRIEShAET—9DESEITo>EVD,
CORBENMERALTWE Y —7H94 boEE (HEEEXE—EOEHR—Y) 2K 7-7

K=Y,

UPDATES

I COM FILES AND CUSTOMERS DATA PART4 PUBLISHED
I COM FILES AND CUSTOMERS DATA PART3 PUBLISHED

I COM FILES AND CUSTOMERS DATA PART2 PUBLISHED

I C OM FILES AND CUSTOMERS DATA PART1 PUBLISHED

I . COM FILES AND CUSTOMERS DATA PART6 PUBLISHED

I .COM FILES AND CUSTOMERS DATA PART3 PUBLISHED

I . COM FILES AND CUSTOMERS DATA PARTS - 98 GB PUBLISHED
I .COM FILES AND CUSTOMERS DATA PART2 (Mail correspondence) PUBLISHED
. COM FILES AND CUSTOMERS DATA PART1 PUBLISHED

. COM FILES AND CUSTOMERS DATA PART4 - 112 GB PUBLISHED
I .COM FILES AND CUSTOMERS DATA PARTS - 364GB PUBLISHED
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' FFRL BB SUY L7 DBE
https://www.ffrijp/blog/2020/06/2020-06-29-Targeted—ransomware—threat.htm

? Kaspersky: 0¥ L7 ERHEBIL. BAET 3% 1AM
https://blog.kaspersky.cojp/ransomware—data—disclosure/26862/

P ITmedia: SUH LAV 7 +HENERE="7 H-LCKRE HEFIHEAFL
https://www.itmedia.co jp/news/articles/1903/11/news101.html

* Secureworks: BAERNTIEMT S EHNESUH LY TAVITUR

https://www.secureworks, jp/resources/at—targeted-ransomware—spreading—in—japan

P DRTLBRAESU Y L https://twitter.com/58_158_177_102/status/1287582571690303488

S RYUZARYRNT—DR: RVZARVNT—OR RBEIUY L7 DFAERIGHZ2FH~AD
PEE#BOODT ORERG HELREXE . EXBRICAIT-BEEEkE~
https://www.macnica.net/pressrelease/mnc_20200624.html/

T —EIF 10 BAZBASFRENBEREINFEVLSIEFHLHEOSNTIVS,

8 CSIRT: Computer Security Incident Response Team(CSIRT., &—H—k) . BN D FHREX1UT
1FREEEMITRS . A TG F— L

% ISAC: Information Sharing and Analysis Center(ISAC. 74 Hv9) . AICER O RBEEER LT TY
AN—tF2) T/ T EEHREEEL. YAN—HRE~DHHNZEEOHDLEBIELTEETS
E R,

CIPA: SUYLIITDBEERR ~IU Y LIITICKIBEERRT H=HIZ~
https://www.ipa.go.jp/files/000057314.pdf

" JPCERT/CC: SH LI T “WannaCrypt” IZRE9 i EMLE

https://www jpcert.orjp/at/2017/at170020.html

? BRIRT BSEEURBES) LEXATIMN?

https://www.boj.or jp/announcements/education/oshiete/money/c27.htm/

'® JPCERT/CC: Gl AT Li-tHF )T DBRELRE ~ 0 1 FHERYER-ST ~
https://www jpcert.orjp/present/2018/1CS2018_02_JPCERTCCO1.pdf

4 Microsoft: Human—operated ransomware attacks: A preventable disaster
https://www.microsoft.com/security/blog/2020/03/05/human—operated—ransomware—attacks—a—pre
ventable—disaster/

® BLEEPINGCOMPUTER: DoppelPaymer Ransomware hits Los Angeles County city, leaks files
https://www.bleepingcomputer.com/news/security/doppelpaymer-ransomware—hits—los—angeles—cou
nty—city—leaks—files/

'8 KELA: The Secret Life of an Initial Access Broker
https://ke—la.com/the—secret-life—of—-an—initial-access—broker/

7 Check Point Software Technologies: Ransomware Evolved: Double Extortion

https://research.checkpoint.com/2020/ransomware—evolved—double—extortion/
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'® PROTECCION INFORMATICA: EDESUR, entre los afectados por EKANS/SNAKE
https://www.proteccioninformatica.com/2020/06/edesur—entre—los—afectados—por—ekans—snake/

% Malwarebytes: Honda and Enel impacted by cyber attack suspected to be ransomware
https://blog.malwarebytes.com/threat—analysis/2020/06/honda—and-enel-impacted-by—cyber—attack
—suspected—-to—be-ransomware/

P ZHYELF 2T T4L U230 SNAKEEKANS)S B A =7 DNEMEEZE BEC
https://www.mbsd.jp/blog/20200616.html

2IPA HAN—IERAR AL T T47 (U-CSIP) ERIKR[2020 & 4 A ~6 AI({FER) ~EKANS 52
YL ITT DEMEH~ https://www.ipa.go jp/files/000084401 pdf

22 7ZDNet: Ransomware gang demands $7.5 million from Argentinian ISP
https://www.zdnet.com/article/ransomware—gang—demands—7-5-million—from—argentinian—isp/#ftag=
RSSbaffb68

2 BLEEPINGCOMPUTER: TA505 Hackers Behind Maastricht University Ransomware Attack
https://www.bleepingcomputer.com/news/security/ta505—hackers—behind—maastricht—university—ran
somware—attack/

24 BLEEPINGCOMPUTER: US aerospace services provider breached by Maze Ransomware
https://www.bleepingcomputer.com/news/security/us—aerospace—services—provider—-breached-by—m
aze—ransomware/

% BLEEPINGCOMPUTER: Ransomware operators lurk on your network after their attack
https://www.bleepingcomputer.com/news/security/ransomware—operators—lurk—on—your—network-af
ter—their-attack/

% MITRE: ATT&CK https://attack.mitre.org/

21 ZDNet: Ransomware gang publishes tens of GBs of internal data from LG and Xerox
https://www.zdnet.com/article/ransomware—gang—publishes—tens—of-gbs—of-internal-data—from—Ig—a
nd-xerox/

%8 Palo Alto Networks: BB IZEE T 51E#R: Maze SH LI 7 DT ITA4ET4
https://unit42.paloaltonetworks jp/threat—brief-maze—-ransomware—activities/

% SentinelOne: Case Study: Catching a Human—Operated Maze Ransomware Attack In Action
https://labs.sentinelone.com/case—study—catching—a—human—operated—-maze—-ransomware—attack—in—
action/

% MITRE: ATT&CK https://attack.mitre.org/tactics/TA0001/

31 MITRE: ATT&CK https://attack.mitre.org/tactics/TA0004/

82 MITRE: ATT&CK https://attack.mitre.org/tactics/TA0006/

¥ MITRE: ATT&CK https://attack.mitre.org/tactics/TA0007/

¥ MITRE: ATT&CK https://attack.mitre.org/tactics/TA0008/

% MITRE: ATT&CK https://attack.mitre.org/tactics/TA0009/

% MITRE: ATT&CK https://attack.mitre.org/tactics/TA0010/

8 MITRE: ATT&CK https://attack.mitre.org/techniques/T1072/

% Secureworks: JUH LVITICEMBEREFEAZROLDIMES>TLNSZA5H

https://jsac jpcert.orjp/archive/2020/pdf/JSAC2020_1_tamada—-yamazaki—nakatsuru_jp.pdf
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¥ MITRE: ATT&CK https://attack.mitre.org/techniques/T1486/
CEABEENSIEZADRATHASEVIRFLH SN MEMBEL T KRR VET—IERIT
I DORELGHFEBRTHAEROND, Ff-. BETELEVIDIT TGS, REBILITREKIZDLNT
[FCCTIERRANLZL,

I INoDEEAEEEFEL, BE-BBRRYNT—IIZE T AFBERTEERMNT HET, BHAR
REAGICERITH I, FYRT—IDRF v FE, BERELLGVORIEGRIEDORITORLED
BT FELGA—YT7HhOUMERFEDRE. FELGTOT I LEE -EIT. AR -OT DHIBR., v
FoaE—DHIER. LB anZEifonsd,

2 RYRT =00 B BRAIRNORERICELVEELHS-O, EEMHOURIEHFEA-LT
DRFANBETHD,

4 BLEEPINGCOMPUTER: Maze Ransomware Not Getting Paid, Leaks Data Left and Right
https://www.bleepingcomputer.com/news/security/maze—ransomware—not—getting—paid-leaks—data-|
eft—and-right/

4 BLEEPINGCOMPUTER: Maze Ransomware Behind Pensacola Cyberattack, $1M Ransom Demand
https://www.bleepingcomputer.com/news/security/maze-ransomware—behind-pensacola—cyberattac
k—1m-ransom-demand/

4 BLEEPINGCOMPUTER: Bouygues Construction Shuts Down Network to Thwart Maze Ransomware
https://www.bleepingcomputer.com/news/security/bouygues—construction—shuts—down—network—to—
thwart-maze—ransomware/

46 BLEEPINGCOMPUTER: Maze Ransomware adds Ragnar Locker to its extortion cartel
https://www.bleepingcomputer.com/news/security/maze-ransomware—adds—ragnar—-locker—to—its—ex
tortion—cartel/

T RYIUR=IT TV T O UK R 2009F T A8 B ILIITLR—F
https://eset—info.canon—its jp/malware_info/malware_topics/detail/malware1908.html

*® McAfee: YH 74—, RaaS T#HS Sodinokibi, A4 REvil #5347 TEYV—K 1

https://blogs.mcafee. jp/mcafee—atr—analyzes—sodinokibi—aka—revil-ransomware—as—a—service—what—t
he—code—tells—us

* TRENDMICRO: SODINOKIBLIEEFIIZRHI0H L7 DREFE
https://blog.trendmicro.cojp/archives/23716

% BLEEPINGCOMPUTER: Sodinokibi Ransomware Publishes Stolen Data for the First Time
https://www.bleepingcomputer.com/news/security/sodinokibi-ransomware—publishes—stolen—data—fo
r—the—first-time/

! BLEEPINGCOMPUTER: Another Ransomware Will Now Publish Victims' Data If Not Paid
https://www.bleepingcomputer.com/news/security/another-ransomware—will-now—publish-victims—d
ata—if-not—paid/

%2 7ZDNet: REvil ransomware gang launches auction site to sell stolen data
https://www.zdnet.com/article/revil-ransomware—gang—launches—auction—site—to—sell-stolen—data/
% TechCrunch: Visser, a parts manufacturer for Tesla and SpaceX, confirms data breach
https://techcrunch.com/2020/03/01/visser—breach/

 TRENDMICRO: S L7 Nefilim | EHI DN ZENAEA L R A-FHIDHEHRLTAND AT AL
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i3
https://blog.trendmicro.cojp/archives/24767
% itnews: Toll Group suffers second ransomware attack this year
https://www.itnews.com.au/news/toll-group—suffers—second-ransomware—attack—this—year-547757
% itnews: Toll Group may have lost over 200GB of data in ransomware attack
https://www.itnews.com.au/news/toll-group—may—have-lost—over—200gb—of-data—in—-ransomware—att
ack—548362

% McAfee: Clop Ransomware
https://www.mcafee.com/blogs/other—blogs/mcafee-labs/clop—-ransomware/

% TechCrunch: Hackers publish ExecuPharm internal data after ransomware attack

https://techcrunch.com/2020/04/27/execupharm—clop—ransomware/

_32_



	1. はじめに
	2. ランサムウェア攻撃
	2-1. ランサムウェアとは
	2-2. 従来のランサムウェア攻撃
	2-3. 新たなランサムウェア攻撃
	2-3-1. 人手によるランサムウェア攻撃
	2-3-2. 二重の脅迫


	3. 被害事例
	3-1. 人手によるランサムウェア攻撃による被害事例
	3-1-1. 攻撃対象企業に特化したランサムウェアが使用された事例
	3-1-2. 18,000台以上の端末が攻撃された事例
	3-1-3. データ復旧のため被害組織が身代金を支払う選択をした事例

	3-2. 二重の脅迫による被害事例

	4. 攻撃手口
	4-1. ネットワークへの侵入
	4-2. ネットワーク内の侵害範囲拡大
	4-3. データの窃取
	4-4. データの暗号化・システム停止
	4-5. 窃取したデータの公開

	5. 対策
	5-1. 対策全般
	5-2. 企業・組織のネットワークへの侵入対策
	5-3. データ・システムのバックアップ
	5-4. 情報窃取とリークへの対策
	5-5. 事業継続計画（BCP）・対応方針
	5-6. インシデント対応

	6. おわりに
	7. 参考情報：攻撃グループの動向
	7-1. Maze
	7-2. Sodinokibi
	7-3. DoppelPaymer
	7-4. Nefilim
	7-5. CLOP



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



