FISMA

Ron Ross, Stuart Katzke and Patricia Toth
Computer Security Division
National Institute of Standards and Technology

2002
FISMA  Federal Information Security
Management Act FISMA

NIST National Institute of Standards and
Technology NIST
FISMA

NIST FISMA
http://csrc.nist.qov/sec-cert/index.html

NIST
FISMA
FISMA
NIST
FISMA
FISMA
2002

http://csrc.nist.gov/policies/FISMA-final.pdf

NIST National Institute of Standards and
Technology NIST
FISMA

NIST FISMA
http://csrc.nist.gov/sec-cert/index.html

NIST
FIPS 199

Standards for
Security Categorization of Federal Information and
Information Systems (FIPS Federal
Information Processing Standard
http://scrc.nist.gov/publications/fips/index.html#hips199)

FISMA

- FISMA IT
NIST
- FISMA

NIST  FISMA
- NIST FISMA
- FISMA

- FISMA

2002
1

2002 107-347
http://csrc.nist.gov/policies/HR2458-final.pdf




FISMA NIST

OMB Office of Management and

Budget OMB -
NIST FISMA
I FISMA
FISMA NIST FISMA
I* | 1
FISMA p.3
FISMA
FISMA  NIST 3
FISMA
- NIST 1983
FIPS102
- 1 I NIST Special Publication 800-37 800-53
800-53A
B 1]
FISMA



FIPS200/SP800-53 FIPS199/ P800-60 P800-37

*I | = | | | If

SP800-53/FIPS200/SP800-30

I SP800-37
[
SP800-18 SP800-70 SP800-53A/SP800-26/SP800-37
1 FISMA
1 NIST FISMA
FIPS199
2004
2 FIPS199 NIST
FISMA
FIPS199
FIPS199
20
A-130 1l
http//www.whitehouse.gov/omb/circulars/al30/a130trans
4.html



FIPS199

FISMA
1 FISMA
- FIPS199
NIST Special Publication 800-60
- FIPS199
NIST Special Publication
800-53
2
FIPS199 FISMA -
FIPS199
NIST Special Publication 800-30 IT
NIST Special Publication 800-18
FIPS199 -
DoS
NIST Special Publication
800-64
FIPS199
3 2 FIPS200
2005 12
FISMA NIST

Special Publication 800-53
4



3 - FIPS199
NIST Special
Publication 800-53A
NIST
Special Publication 800-37
NIST Special Publication 800-37 -
SP800-53
NIST
NIST Special Publication 800-37
SP800-53
4
1
FISMA
2
3
3

NIST Special Publication 800-53



- NIST Special Publication 800-53A

FISMA
FISMA
FISMA
FISMA
FISMA
5
FISMA
NIST
5 FISMA
FISMA

http://www.csrc.nist.gov/sec-cert

FISMA

FISMA
FIPS199
FIPS199 FISMA
- NIST FISMA
IEEE
http://issaa.org/ IEEE
ISSAA Information System Security
Assurance Architecture ISSAA
IEEE FISMA
NIST FISMA
IEEE ISSAA
IEEE
NIST
ISSAA
FISMA

NIST Special Publication 800-53

2 ISO IEC17799 COBIT GAO
FISCAM NIST Special Publication 800-26
CMS D
CID6-3 DoD 8500 BIT



- NIST

SCADA
HIPAA
NIST
IT IT
FISMA NIST
FISMA 1 NIST FIPS199 FISMA
Special FISMA

Publication 800-53

NIST

6

COBIT Control Objectives for Information and related
technology IT IT Governance Institute
http://www.itgi.org/

GAO Government
Accountability Office FISCAM Federal
Information System Controls Audit Manual

http://www.gao.gov/special.pubs/afm.html AIMD-12.19.6
2001 6 NIST Special Publication 800-53

Special Publication 800-26 (2005
4 )
http://csrc.nist.gov/publications/nistpubs/index.html
CMS Centers for Medicare & Medicaid Services
U.S. Department of

Health and Human Services
-http://www.cms.hhs.gov/ BITS
100

http://www.bitsinfo.org/

NIST

NIST



