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NIST SP800 IT-BCP 1PA

NIST : National Institute of Standards and Technology

SP800-34 Contingency Planning Guide for Information Technology Systems
T (June 2002)

SP800-61 Computer Security Incident Handling Guide (January 2004)

SP800-83 Guide to Malware Incident Prevention and Handling (November 2005)

SP800-53 Recommended Security Controls for Federal Information Systems (February 2005)

FIPS 199 Standards for Security Categorization of Federal Information and Information Systems (February 2004

Draft SP800-26 Rev1, Guide for Information Security Program Assessments and System Reporting Form (August 15, 2005)
(SP 800-26 Security Self-Assessment Guide for Information Technology Systems (November 2001))

IT
Draft SP 800-53A: Guide for Assessing the Security Controls in Federal Information Systems (July 15,2005)

SP800-30 Risk Management Guide for Information Technology Systems (July 2002)
IT
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NIST

http://www.ipa.go.jp/security/publications/nist/index.html

http://www.nri-secure.co.jp/news alert/report/nist/nist report.html
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FISMA FISMA Implementation Project I pA

FISMA

“Each federal agency shall develop, document, and implement an agency-wide information security program to provide
information security for the information and information systems that support the operations and assets of the agency,
including those provided or managed by another agency, contractor, or other source...”

--- Federal Information Security Management Act of 2002 (Title Ill of the E-Government Act)

NIST FISMA

FISMA
|  FISMA FIPS (SP
1-2
1 2006
1l

Flagship Standard FIPS199 (Fips: Federal Information Processing Standards )

FIPS/SP
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FIPS200/SP800-53 FIPS199/ P800-60 P800-37
SP800-53/
FIPS200/SP800-30 I I SP800-37
\ll

SP800-53A/SP800-26/

SP800-18 SP800-70 SPB00-37
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SP3800-53

Recommended Security Controls for Federal Information Systems (February 2005)

IPA

No.
Recommended Security Controls for Federal Information Systems
2 .
SP 800-53 2006 4
3
SP800-53 2006 4
Annex 1 Recommended Security Controls for Federal Information Systems
Minimum Security Controls/Low Baseline
SP800-53 _ _ 2006 4
Annex 2 Recommended Security Controls for Federal Information Systems
Minimum Security Controls/Moderate Baseline
SP800-53 2006 4
Annex 3 Recommended Security Controls for Federal Information Systems
Minimum Security Controls/High Baseline
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SP800-53

IPA

17 163
RA
PL
SA CP-1
CA
PS
PE CP-2
(Contingency Planning) CP CP-3
CM CP-4
MA CP-5
S| CP-6
MP CP-7
(Incident Response) IR CP-8
AT CP-9
1A CP-10
AC x
AU
SC
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ISO/IEC17799

ISO/IEC 17799:2005

Security policy

Organizing information security

ece ) |PA

11 133

Asset management

Human resources secu rity

Physical & environmental security

Communications & operations management

Access control

Information systems acquisition, development
and maintenance

Information security incident management

Business continuity management

Compliance

14.1 Information security aspects of business
continuity management
( )

14.1.1 Including information security in the
business continuity management process

( )
14.1.2 Business continuity and risk assessment

( )
14.1.3 Developing and implementing continuity
plans including information security

(
)
14.1.4 Business continuity planning framework

( )
14.1.5 Testing, maintaining and re-assessing
business continuity plans

( )
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SP800-53
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IPA

CP-9

D
(2)
®)

CP-9

CP-9 (1)

CP-9(1) (2) (3)
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SP800-53

D

) 1PA

FIPS199
SP800-60

- =

SP800-53

CP-1 CP-1 CP-1 CP-1
CcP-2 CP-2 CP-2 (1) CP-2 (1)
CP-3 CP-3 CP-3 (1)
CP-4 CP-4 (1) CP-4 (1) (2)
CP-5 CP-5 CP-5 CP-5

CP-6 CP-6 (1) CP-6 (1) (2) (3)
CcP-7 CP-7 (1)(2)(3) | CP-7 (1) (2) (3) (4)
CcP-8 CP-8 (1) (2) CP-8 (1) (2) (3) (4)
CcP-9 CP-9 CP-9 (1) CP-9 (1) (2) (3)
CP-10 CP-10 CP-10 CP-10 (1)
IR-1 IR-1 IR-1 IR-1

IR-2 IR-2 IR-2 (1) (2)
IR-3 IR-3 IR-3 (1)

IR-4 IR-4 IR-4 (1) IR-4 (1)

IR-5 IR-5 IR-5 (1)

IR-6 IR-6 IR-6 (1) IR-6 (1)

IR-7 IR-7 IR-7 (1) IR-7 (1)
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- SP800-53

SP800-53
G

(BCP

)

ISO NIST GAO DOD DCID 6/3
17799 800-26 FISCAM 8500.2
CP-1 5.1.1,10.4.1 9. COBR-1 2.B.4.6(5)
14.1.1,14.1.3 DCAR-1 6.B.1.a(1)
15.1.1
CP-2 10.3.2,10.4.1 414,911 sc-3.1 CODP-1 6.8.2.b(1)
10.8.5,14.1.3 9.2,9.2.1 sc-1.1 COEF-1
14.14 9.2.2,9.2.3
9.2.10,12.1.8
12.2.2
CP-3 14.1.314.1.4 9.3.2 SC-2.3 PRTN-1 8.B.1
CP-4 105.1,14.1.5 414,933 SC-3.1 COED-1 6.8.3.b(2)(b)
CP-5 14.1.3,14.15 9.3.1,9.3.3 sc-2.1 DCAR-1 6.8.3.0(2)
10.2.12 sc-3.1
CP-6 105.1 9.2.4,9.25 sc-2.1 CODB-2 6.8.2.a(2)
9.2.7,9.2.9 Sc-3.1 6.8.3.a(2)(d)
CP-7 14.14 9.1.3,9.2.4,9.2.5, sc-2.1 COAS-1,COEB-1 | 6.B.3.a(2)(d)
9.2.7,9.2.9, sc-3.1 COSP-1, COSP-2
CP-8 14.1.4 6.B.2.a(4)
CP-9 105.1,11.7.1 9.1.1,9.2.6,9.2.9, sc-2.1 CODB-1, CODB-2 6.8.1.(2)
9.3.1,12.1.9 COSW-1
CP-10 14.1.4 9.2.8 sc-2.1 COTR-1, ECND-1 4.B.1.a(4)
6.B.1.a(1)
6.8.2.a(3)(d)
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ISO/IEC17799 SP800-53 (BCP )

SP800-53 :

SP800-53 ISO/IEC FDIS 17799:2004/11/28
CP-1 5.1.1 Information security policy document
Contingency planning policy 10.4.1 Controls against malicious code
and procedures 14.1.1 Including information security in the business continuity management process
14.1.3 Developing and implementing continuity plans including information security
15.1.1 ldentification of applicable legislation
CP-2 10.3.2 System acceptance
Contingency plan 10.4.1 Controls against malicious code
10.8.5 Business information systems
14.1.3 Developing and implementing continuity plans including information security
14.1.4 Business continuity planning framework
CP-3 14.1.3 Developing and implementing continuity plans including information security
Contingency training 14.1.4 Business continuity planning framework
CP-4 10.5.1 Information back-up
Contingency plan testing 14.1.5 Testing, maintaining and re-assessing business continuity plans
CP-5 14.1.3 Developing and implementing continuity plans including information security
Contingency plan update 14.1.5 Testing, maintaining and re-assessing business continuity plans
CP-6 10.5.1 Information back-up
Alternate storage
CP-7 14.1.4 Business continuity planning framework
Alternate processing sites
CP-8 14.1.4 Business continuity planning framework
Telecommunications services
CP-9 10.5.1 Information back-up
Information system backup 11.7.1 Mobile computing and communications
CP-10 14.1.4 Business continuity planning framework

Information system recovery and reconstitution
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ISO/IEC17799:2005, NIST SP800-53

ISO/IEC17799:2005
http://www.bits.go.jp/active/general/pdf/rel2005_iso.pdf
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IT-BCP 1PA

SP800-53 CP( IR
ITBCP

BCM ITBCP
SDLC System Development Life Cycle

—
T

SP800-34 Contingency Planning Guide for Information Technology Systems
T (January 2004) 107 pages

SP800-61 Computer Security Incident Handling Guide (January 2004) 148 pages

SP800-83 Guide to Malware Incident Prevention and Handling (November 2005)
101 pages

SP800-12 An Introduction to Computer Security: The NIST Handbook (October 1995)
11 Preparing for Contingencies and Disasters
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SP800-34: IT

1.

2. 1T

3.

4.

5.
(1)
(3)
(6)

6.
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SP800-34 BCP
IT

BCP IT
BRP IT IT
COOP
30 IT
/ IT IT
IT
IT
DRP IT
OEP
IT
IT SP800-34
IT
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SP800-34 I p A

SP
SP800-30 Risk Management Guide for Information Technology Systems
IT
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SP800-34 IT 1PA

SP800-34 IT

SP
SP800-61 Computer Security Incident Handling Guide (January 2004)

SP800-83 Guide to Malware Incident Prevention and Handling (November 2005)
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SP800-34
sore) IPA

SDLC

SDLC System Development Life Cycle

] ] ’

SP
SP800-64 Security Considerations in the Information System Development Life Cycle

NIST CSD SDLC Web http://csrc.nist.gov/SDLCinfosec/  Information Security in the SDLC Brochure
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SP800-34

IPA

URL(

www.gsa.gov, www.fema.gov, www.americanredcross.org
. www.opm.gov/ehs/Eappage.htm
. www.americanredcross.org/services/disaster
: www.contingencyplanning.com
Disaster Recovery Institute International : www.dr.org
Disaster Recovery Journal : www.drj.com

© www.nemaweb.org
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IPA/ISEC

113-6591

Isec-info@ipa.go.jp
http://www.ipa.go.jp/security/
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