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Normal User
A User who has been identified and authenticated

and does not have an administrative role
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Administrator A User who has been identified and authenticated

and has an administrative role
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Data created by and for Users that do not affect the
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Data created by and for the TOE that might affect
the operation of the TSF
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User Document Information contained in a User’s Document, in
Data electronic or hardcopy form
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Protected TSF TSF Data for which alteration by a User who is
Data neither the data owner nor in an Administrator role
might affect the security of the TOE, but for which
disclosure is acceptable
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Confidential TSF
Data
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TSF Data for which either disclosure or alteration
by a User who is neither the data owner nor in an
Administrator role might affect the security of the
TOE
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An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s

interfaces.
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Wz T, TOEDA X7 =—2 %@L T, TOEHN
DTSFF —ZIIARET 7B AT 50 LIV,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE
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T, BF=2 V7 0 DBEREGISE TS LR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEEIT, TOEICARAERY 7 =T %A A F—
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An attacker may cause the
unauthorized software on the TOE.

installation of

T.NET_COMPROMISE
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V352 T, BEROT—FIIT 7EALRED,
TOEDtF = V7 4 b L7V 50 b L
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An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.
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P.AUTHORIZATION FIHB L, SCEALEL R OVE BRBERE 2 SE1 T 2 AN HE

Rz s s,

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT X VT ABET T o BT 4 BRI NI
6T, £k T v arou ZiiME#E
SH, ANBIT= T 4 7 4 ~EESNR TR S
AR

Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN LD TS A A L B & 2kl T& 7
FIUTZR 57220,

The TOE must be able to identify itself to other
devices on the LAN.
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HHAZHARTRE 70 RHEFEPE R I L—F 3 A TARAE
T 586, TOEXZNOLDT NA A EOY T —X
b d 52 L,

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable
Nonvolatile Storage Devices, it will encrypt such
data on those devices.

PKEY_MATERIAL FIHESGET — 2 £7213ME DOTSFT — % OB HIAS
HAPTRER RFERIME A b L — U D72 ORE 8D ARk
WCHG5T D97, EXO#E, YT~ Rx 7 ELE
FFEOMDH B P HIEIX, NERT 78 RAND
RS NRTNUTRERD, DOZEDAFL—UF
INA A BRI TR B 720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access
and must not be stored on that storage device.

PIMAGE_OVERWRITE SCEAVER Y g T O T 230z, TOEIXZ
DB AR AR REIEA L —T T A A ED
BAFWEGT — 2 % EEIWEE LTI 670,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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Physical security, commensurate with the value of

the TOE and the data it stores or processes, is
assumed to be provided by the environment.

ANNETWORK

HEHEREIL, LANA V& 7 2 — A~DOINEN S DA
VDT 72 ANSLTOEZR#ET HZ L2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEHF X, V14 bOEXx2 VT ¢ HEHTHEST
TOEZEHT L &, BHINTWVD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

FFA S IRIHEIL, A bovX2 U T 4 HEHC
it> TTOEAMEMT % L 5 #AFF S TV 5,

Authorized Users are trained to use the TOE
according to site security policies.
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+ OS : Windows 10
+ Web 77 7 ¥ : Microsoft Edge

(3) Mail #—

TOE /»SHRIHE DOLET — & k5T 2561 M+ %5, TLS 1.2 XS0
SMTP 7'v b3z hR—F T2V 7 MU =T PRETHDH, A TIILLTO
V7 by =T HH,

+OS:Cent OS 7.6
« Mail #—/3 : Postfix version 2.10.1

(4) B —
TOE O LI-EdRn 7 27T D5 —_ThH b, BEdo 72 B 5T
REL A7 VT NPMETH D, Rl TIFLLTFOY 7 by =7 2,
+ OS : Windows 10
- TOE o #1754 5 PowerShell 227 U 7~ (TOE O H A X A
\ZREH)
+ PowerShell Version 5.1 (OS /&)

B, AERIOREINTWS TOE LSO N— R =27 KON 7 bo =7 OfEH
MEIIAFHI O T2y (HIGETE2 5087 5),

11



4.3

JISEC-CC-CRP-C0788-01-2023

ERIREICE T HTOESH

K TOE D#EAI 2 HAE. KT, AFHE THREES 115 A TOE OFEREIZIZ. LT D
HFID D D,

(1) HFEYS— K7 F7A4 7+ PC

TOE & L CBIES 28— 2 74 7 > FPCHEF = TITEA S
HZliF, BHAEOEMETH D,

(2) BEY—DEH

BEAEY— NI AT — 06 TOE ICEMIICAR—Y 7 LT TOE ICEfES
NiEEAw 728+ 5, OB, TOE %, BEAr 773 E 2k Tuirth S iz
WZBfR72 < TOE ICEMB SN T X TCOBEEr V2 R#ET L, EELIET —F D
TG, HHRICRAELEAEr 7280 L2y . HEREEe V2t Lz 0+
5 LiE, BHAICEROND,

12



JISEC-CC-CRP-C0788-01-2023

5 T—F% TV F BT SH1ER
AKETIZ, A TOE OFiPH & FE MR 25T 5,
5.1 TOEER LA VR—F Y MEK
TOE (X, MERF T a r Zf# L7z MFD O&KTH 5,

TOE Offt 3 HHREIZ. MFD OFEAKRE L X 2 U 7 s BERE T S D,
MFD OMEABIETH H 2 B —HRE, A% ¥ e, 7'V v MERE. CEORF L
o H UEERBIZ W TE, 11 ®=A2ZH, LT, TOE OtFx =2 U7 A #EEIC DN T
AT %,

(1) #5IRERERE

ABEREIZ, TOE OFHFE %, FIHE D ID L/NA YU — R CTilthllFdaEd 2 FERE T
%, AREREIL, LITIRT TOE O ARFZEH S b,

- FIFHZED, MFD O#E 2V, 77472 s PCDWeb 77U, 754
T RPCOTY A RT A5 TOE #EHT 5 & &,

© BEYV— DN TOE O#&n 7 2G4 5 L&, (VAT LEHEDID &3
AU — FZ&fEH)

AHEREIX, ARBIFEREA MR 27201, LU T OBRBMEZ i 2 T b,

s /IR — RROFIR,
+ 18 U 72 RRRIE I BN ORI RERIE DA 11
- RORERIIE . —EREIRIER WA DT v voa U,

(2) 7 7 & A EkRE

AHEREIZ. MFD OREARGE TRITE T — 2 28Ed 5 L &2, FIHET—~
DT 7 AKIHEZIT O TH D, 7 7 v ZAHANX, FIRET —2 Opra& E#
& B OBBIE B OEENZ RSN TITb LS,

(3) 7 —Z 5L bkRE

AHEREIL. TOE W RTFT 27 —# KOG T — X 25 BT e TH 5,
RAFT — X O biX K 256 > R D AES CBC E— F& 35, @57 —
2 OiFF L T(4) BEFEERKE] OFF®E7 e har TIN5,

W gid, HERORE 2557 b o B —2Fos kS 2 WV TAR S
o,

(4) miEHEEEHKRE

13



5.2

JISEC-CC-CRP-C0788-01-2023
AHEREIL . TOE & & ITHSR L O OE T —# % W5 7 e =)L TLS
1.2 THRET HHERETH 5,
(5G) X =V T ¢ Bk

AHSREIE, ¥ 2 U7 BREORES A VAT MEEICHIRT S TH 5.
L, —BRHEE, AAORRAT — ROEFRAETH D,

6) Ex= U7 B AieE

AEEREIE., BF 2 U T A HRRICET o AR REEAn 7 & LTARL, BE
Y= KO AT DEHE N OFEAM LA RIS SHETH 2,

IERE S VI BA R 713 TOE WENCIRAES L, RIFE R A B2 5 51T b
HORER AT E L TH LV R 2 MR SN,

(7) el R RE

ABEREIL TOR RBIHIC T 7 — 50 = 7 DF = 7 4 AR OFEEROEHT)
IFaT7 A N FRIEL | 77— A0 = T EHHCHHIR T 7 — 5 =7 OBFE
a BRAET HHRE T B

8) N—FF 4 27D FEXYEKRE

AHEEIE, TOE OIAREREDHE T %72 ERUNH O IBRERESIC k- T, TOE
BRI OSCF — 2 & HIRT HBRIC, SCI7 — 2 246 # S LTV 7 TOE 1
D= KT 4 A7 BROWE LB X HET HRIETH D,

ITIRIS

TOE IZ.LAN 24 L TRV — L7 T4 7 | PC Li#E%1T 5, TOE Dl(4)
mfEEEERERE ) 13, b IT s Ll L TEBLSh, DITo7 m koL zfl
MY %,

7747 s PC (Web 77 7#) : HTTP over TLS
- V74T NPC (FV & KFA43) : IPP over TLS
- B —/ N . HTTP over TLS

+ Mail #—~3 : SMTP over TLS
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