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A User who has been identified and authenticated
and does not have an administrative role

Normal User

(=gt ARERE S TR ©, EEEAE 2 R oF A
=
Administrator

A User who has been identified and authenticated
and has an administrative role
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D.USER FRET—4 TSFO#AEICEE KT S 720, FIHEZE DD
FRAEIC L > TR SN T2 T7 — 4
Data created by and for Users that do not affect
the operation of the TSF
D.TSF TSF 75— % TSFOBIEICEEL 52500 Lty TOED
72ODTOEIZ L > TIER ENT=T —#
Data created by and for the TOE that might affect
the operation of the TSF
#3-3 REZEEFRARET—H)
Z2L1 E E&E
D.USER.DOC | fIIFEXE T — | ETHEIF—Fav—oEA 7T, FHEDL
v FIZEENDEH
User Document | Information contained in a User’s Document, in
Data electronic or hardcopy form
D.USER.JOB | #IfHEH Y a7 FIRZEOXCEEIICELRE Y 2 7\2BET 51
T—H pin
User Job Data Information related to a User’s Document or
Document Processing Job
x3-4 REEETSFT—4)
B ER EE
D.TSF.PROT | RS/~ TSF | T — X OFrFHE THEHEREITH R WFIHAEIC
T X 5%UE A TOE @Jzﬂm)74 TR RE
Th LRV, BFBITHFATEXS TSF 77—
i
Protected TSF
Data TSF Data for which alteration by a User who is
neither the data owner nor in an Administrator
role might affect the security of the TOE, but for
which disclosure is acceptable
D.TSF.CONF | fi#%®D TSF 57— | T — X OFrAEHE THEHEREITH 2 WFIHAEIC
v XHREFET iﬂﬁlé/mﬂj)TOE@'{ZﬂF:)74 z
WL RIETE LivZen TSF 57—
Confidential TSF | TSF Data for which either disclosure or alteration
Data by a User who is neither the data owner nor in an

Administrator role might affect the security of the
TOE
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T.UNAUTHORIZED_ACCESS

WEEFIX, TOEDA v 47 =—2 %@L T, TOEWN
ORAEGET =2 ~7T 782 (&, &E, £/20%
HIBR) ., FITRAE Y a 77— 2 2L (LEFE
IFHIBR) 7508 Lty

An attacker may access (read, modify, or delete) User

Document Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’s interfaces.

T.TSF_COMPROMISE

WEFHI1T TOEDA 27 = —A %@L T, TOEHN
DTSFF—ZICARET 7' 2T 50 LivZely,

An attacker may gain Unauthorized Access to TSF
Data in the TOE through one of the TOE’s interfaces.

T.TSF_FAILURE

TOEDOHANENTF A SN-H4 . TSFOBEEHEIC L -
T, BX 2V T 0 OBEZGI TG LILZR,

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_UPDATE

WEE 1T TOEICARERY 7 N =T %A VA h—
VT HE LIV,

An attacker may cause the installation of

unauthorized software on the TOE.

T.NET_COMPROMISE

WEHIT, Xy N —JBEZET=X LTV EEL
04T AZ LT, BEFOF—FIZT 7R LD,
TOEDt X = VT 4 ZfEbrfb L7203 2560 L7
AN

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

HEBDEX1) T4 58t
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# 36 HMBOtEFxaT1AE

E2 &
P.AUTHORIZATION R 1T, SCEALER N OVE B RE 22 ST 2 AN M

[BAa AT S iuze 57,

Users must be authorized before performing
Document Processing and administrative functions.

PAUDIT XU T BET T T ITIEBEEINR TR
X759, F0koRTrvaron ViR
S, ANHBIT= T 47 4 ~EFEINRTNER S
VAAN

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTION TOEIZ. LAN EODT /A 2 & B & &5 T & /e
FHUER B 70,

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPTION TOENFIHE LET — & FI2I3WEDOTSFT —4 %
B AZ A AT RE /R AN FEME A b L — U T A RITRAF
T 556, TORXZENHDT A A EDiEYST—H
il RS | A RS I

If the TOE stores User Document Data or
Confidential TSF Data on Field-Replaceable

Nonvolatile Storage Devices, it will encrypt such data
on those devices.

PKEY _MATERIAL FIHE SCET — 2 £ 7213 OTSFT — 4% OBLHIA
BAR[RE/R RNEREME R L=V D72 DR 58D AL
IZHGT DL 97, X0k, 7 ~R7 | EEk F
72IXZFoMOH 5] HHIT. RIERT 7' AL
XN, hOFDOARL—U TN
A A BIRGFEIN TR 5720,

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of
encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.

P.FAX_FLOW TOEAPSTN” 7 7 At = 2t 9 5454, PSTN
7 7 27 A[ElfR L LANO B O 5y (RFET 5

If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and the
LAN.
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PIMAGE_OVERWRITE

WEMH Y g 7OK T E1TFEORRIZ, TOEIXZ
DOBMAZHATTRE/ R R A L —UFT A A ED
BATEB T — % & FEXIMEE LTI 570,

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual
image data from its Field-Replaceable Nonvolatile
Storage Devices.
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AT % 72 ORI GAE K OHEIBRBEIC SV Rk T 5,
ERARVREICET SATREH

K TOE ZEH T HBROAHERM 2K 4-1 11T, TS DORHRRMENM - S
e KTOE Ot ¥ = U7 BERENANTEET 5 Z LIFRIES 7R,

AR
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A.PHYSICAL

TOEKL OTOENRAT £ 71T BE 3 % 7 — Z OAfifiEIZ
GOl X2 U T 4 H, BREICK o TRt

noZ e ElBET D,

Physical security, commensurate with the value of the

TOE and the data it stores or processes, is assumed
to be provided by the environment.

ANETWORK

EREREEIL., LANA V4 7 =2 — A~ S DE
BT 72 ANSLTOEZRET 5 Z L 2 ET D,

The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN
interface.

A.TRUSTED_ADMIN

TOEEFE 1. A FOvX= VT 4 HEHIHE- T
TOEZEHT 5L, BEHINLTWVWD,

TOE Administrators are trusted to administer the
TOE according to site security policies.

A.TRAINED_USERS

PR SHNIERHEE, A botF =2 U T 4 FFEHT
> TTOEZM M % & 9 HFAH S LT D,

Authorized Users are trained to use the TOE
according to site security policies.

B IR & MR

A TOE OET L EMBRE AKX 4-1 17T, K TOE [Z—MKHI72RA 7 ¢ AUTEK
E A, MEEOWNEIR v FU—2 Th 5 LAN K OVARERERIHE I Hefe L M
S5, FIHEIE. A TOE OF/E AR LAN (2 sz 747 > k PC
(—FIHE S ZA T VAT LEME S A7 8 2#ELTKTOE &

AT 2,
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4-1 TOEMDERIRIEE

A TOE O&ERBREE O 2 UL FICRT,
(1) —FHEZ AT b

—RFNHEPMEHTHULHD PC THDH, Web 77 ¥ & TOE HOT' Y 4
RIANRNBUETH D, KFHMETIILLFO Y 7 ho =7 &,

- OS : Windows 10
« Web~” 7 7% : Microsoft Edge
« 7YX KF 43 (Xerox Corporation #2fk)
Xerox PrimeLlink B9100 PS 5.718.0.0N 2020.01.14

(2) VAT LEREI FAT B
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AT LEBRENMERTANHD PC ThHb, Web 7T W FNRMETH A,
AR TIZLL T DO Y 7 N = 7 2,

+ OS : Windows 10
- Web 77 7 ¥ : Microsoft Edge

(3) Mail #—

TOE 7 bAHE D XET — & 2k ET 25HE 1T 5, TLS 1.2 6D
SMTP 7'm haa Y R—Fr35Y7 MU =T PRETHDL, AFHETIXLLT
0)77 ]\ ﬁl?%{ﬁﬁﬁo

- 0OS: Cent OS 7.6
« Mail #—/3 : Postfix version 2.10.1

(4) A Y —
TOE O LIzt n 7 27T 2V —1"Thsb, Eho /2 B 57
RELAZ VT INPMETHDLH, KGO TIZLLTOY 7 vy =7 26/,
- OS : Windows 10
- TOE 548 v 7 %2 Hf54 % PowerShell 27 V7~ (TOE O HA X A
(\ZRCK)
+ PowerShell Version 5.1 (OS f1J&)

BB, AERITRENTWD TOE SO N—FT =7 KOV 7 MU =7 OfFHE
PEIATHI O TIX 22V (H3ICEHTE2b0E D),
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ERIREICHE T HTOESH

A TOE Ot 9 SHaE, MO, AFHE TRt S 5 A TOE OREREIZIX, LIF
DHIFIN D B

(1) FFEH— K7 747 PC

TOE & L CTEMET 28/FY — "L T4 7 F PCO3EF 2 7ITHEM S
nNoZ ek, BHEORMETH D,

(2) &Y — " DEH

- i

By h— N3, B — 3025 TOE IS EHIICAR—Y > 7 LT TOE |2 &8
SR 72575, O, TOE X, BEirn /N EZ FTiiAtisi
72 BfR7R <, TOE ICE RSN X TCoERr /2 %ET 5, EELE
T—HZOHENG, FHRICEA LTEEEe 7 2@ L2, MERER e 728
L2452 L, BEEICERLNS,
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5 T—XTUFvIEY LIEH
AETIX, A TOE OFiPH & FE MR 25T %,
5.1 TOEER L aVR—F > MMEK
TOE (X, MERF TV a a8 L7z MFD Ok TH %,

TOE O#Eftd 5 HaIE. MFD OREARREL X2 U 7 s B TR SN 5,
MFD OREAEETH L a e, A% v e, 7V > MERE. 77 7 A
HE. SCEOMRTF LB M UEREIC OV TR, 11 22, LT, TOE DX
T 4 BEREIC O W TR 5,

(1) BRI AE

AHREIL., TOE OFIMFEZ, FMFHEDID & /32U — N TRAIFEGET D Hie
%, AREEEIL. LIRS TOE OfEARFZET SN 5,

- FIAFED, MFD O#fE 32V, 7547 NPCOWeb 77 0%, 77
AT RPCOTY 2 RTA4230 TOE T2 & &,

- BEEYV— DN TOE OEEe VZ2RGT 56L&, (VAT LAEHEDID &
INAT— R&FH)

AREREIE, FRBIRRREZ MRS 572012, LU T OMREME &M 2 TV D,

< /PN AT — RROHIR,
- e U 72 R RE R IRURE O R R RE D45 1k
- RRER N . —ERFRHRIEDS WG O v g U,

(2) 7 7 & Al ERE

AREREIX, MFD OJEAMGE TRHIME T — ¥ 2 #E+ 5 L&, FIRET—4
@77?Xﬁ%ﬂ1ﬁﬂ%ﬁ9%§ ETH D, 77 AN, FIMET —5 O EE#R
« R ORBIREHR L CRENZESNTITbN D,

(3) 7 — & Wb bhE

AHEREIE. TOE WENIIRAFT 27 —# HOWMET — 7 2l 5+ 5HEETH
Do WIFT —Z OREFEIE, #5256 £ D AES CBC £— F&fEHT 2,
WIET — 2 Ol ki 1) mEFEBERE) Ol SlETr FaLTERsh
50

W gid, HEROREE 2+ v b o B — &R ORLBUERGR 2 D TARKR S
no,

(4) @S EmEHRE
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ABEREIL, TOE & 47 IT #8s & OROERET — 4 %

TLS 1.2 TiRi&ET HHKETH D,

(6) ¥ = U7 ¢ EEHRE

AREREIZ, ¥ =2 U T 4 BEREDOREF

R EH & v AT NEBEITHIRT 2H8RE T dH
Do ToIZL. —BAIMAEIZ, KRAD/SAY — ROLENETH D,
6) &=V T 1 BEARERE

AEEREIT., X =2V T A RBICHET A FREEAEn 7L LTAERKL., BE
V=R O AT LDEHE DL ORI LA RIS HEETH D,
Ak E A r 713 TOE WERICIRF S, IRERBRZB X 5581013 b
TR ZHE L T LWER R 7D RFE SN D,
(7) &3 FEE B RE

AKgHe1X. TOE BN 7 7 — AW = 7 OF = v 7 W LG OELEAE RO 1E 5
FEET A NTHHEEL, 77— U =T HHRHCESRH Y 77— T =T DE
B AR DEERETH D,

(8) PSTN 7 7 7 %= | 7 —2 B> 5y Bkt
AT, AR (PSTN) » LAN 24T 51 Th 5, AKE
#iE2:5 TOE ik L C LAN IZ7 —# 252542 2 LT TE R,

9) "—FF 4 A7 O FEXHEKE

AHEREIE. TOE DOEARERE DO T £ 72 13RI HE OHIBREMEEIC L > T, TOE
PRIE OLET — 2 2HIRT DB, XET —F B M STz TOE WS
D= RT 4 A7 EEOIEZ LESHET OHETH S,

5.2 ITIREE

TOE %, LAN 2/ L CEEY— RV Z 47 b PC LBE%R1TH5, TOE @
[(4) BEFEEHKE X, 2o ITHER EEE L CEBSH, BTFTo7e k=
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