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1.

ST #5% (ST Introduction)

AETIE, ST SHE. TOE S8, TOE #i&. $LU TOE Lk ICOWVTEEHRT B,

1.1. ST 3= (ST Reference)
AREITIE ST D AITEHRERIR TS,

FUJIFILM Apeos

B4 )L - C3060 / C2560 / C2060 models with Copy, Print, Fax, Scan and
Overwrite Storage
TXA)TAA=Hy M ERK, RER, 7IUN @7 I 7R

INEVE V 1.09

#4178 2023411 B 148

UEE BLIMVLE IR ) R—avkR &4t

1.2. TOE B8 (TOE Reference)
AHEITIE TOE OFANFHRZEC BT D,

FUJIFILM Apeos

Overwrite Storage

TOE % C3060 / C2560 / C2060 models with Copy, Print, Fax, Scan and

TOE m)\—¥3Y: | Controller ROM Ver. 21.26.4, Fax ROM Ver. 2.2.1

A TOE [F. UTFOWINDDEGRTHD, Flo. K TOE [CIHEZBRDAMH Y ADMIHES B,

BRK. R, 7IUN. E7IPLREIT

7 i

N=Yay

FUJIFILM Apeos C3060 model with Copy, Print, Fax (1
line), Scan and Overwrite Storage

FUJIFILM Apeos C3060 model with Copy, Print, Fax (3
lines), Scan and Overwrite Storage

FUJIFILM Apeos C2560 model with Copy, Print, Fax (1
line), Scan and Overwrite Storage

FUJIFILM Apeos C2560 model with Copy, Print, Fax (3
lines), Scan and Overwrite Storage

FUJIFILM Apeos C2060 model with Copy, Print, Fax (1
line), Scan and Overwrite Storage

FUJIFILM Apeos C2060 model with Copy, Print, Fax (3
lines), Scan and Overwrite Storage

Controller ROM Ver. 21.26.4,
Fax ROM Ver. 2.2.1
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1.3. TOE#ZE (TOE Overview)
1.3.1. TOE m#&xl (TOE Type)

A TOE (&, HEO-DIIVP Ry FI—D (LAN) ABEfTSN , JE—H#RE. AT vUikae. T MiggE.
POAERE. XEDRFEIDL UHEE. YR— 9% MFD TH3,

1.3.2. TOE OEREEEELF1T114HE
(Usage and Major Security Features of TOE)

T nm
\Ruko-5
N
|
|
g — R FIREDSA P ) .
—_————
A 2ok : ;
-Web 7574 L P !
—RFIAE ) 1
g A LEEE ) 1 -
D347V JU ey - TOE
AN F594 T~ N TSNS
YT Ly J . > S "
w@Es
| ERRY
=E
;O AREE
 EHE Q S}
—BARAE 5L
wEE

1 TOE 0B FET 2 ERIRE
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MFD (&, 774707 —IUCED T, S 8RRy N =D o B SNIZE RO—DIL TP 2y D -0 (LAN)A
BHRCNERETHEAINS,
F.IPOAEERETHH A}, ARBERREICERINS,

—&FIAE L, MFD ORI P—KRFIREDISA 7Y b Web T50HPT)UA— 54 NERML
T, MFD OZFEEAREEEEFAT S, T, VATLEEEL MFD ORESRIVRIATLEEEDS
172 b0 Web 7595 LT, MFD OB E#EEZFIFA TS, MFD [, FIAZEOHRSIXECH L, IE
— AV VAR TIV M A, TPOATOERE . XEVRFERNH L, BEDHAEZRETS. CNoD
XENRS ., WAVERIET BT, MFD (&, FIRBZH AR T oM AR, HRICEI(XXET 5P
HRE(C T 7D AHIE ., MFD ROA L —JICRTF - BESNIRERROXET AN S 1.
LAN EDBET-A0RE. EEBICRELLEF1UT/EREREE. MFD OFAEEE MFD RERIC
REIS—A. tOF ABEEE MFD AOEEY — ) \NEETSF1UT(EE AL, TSF 70—
ke TSF F—ADEEMREE. TSF RIT1— FPyFTL— R OEITI—- FOEIEMREL. 77D AER
& LAN 5Bt aE 7\hl/—ﬁ(:éﬁéﬂ#ﬁ%ﬁﬁ@'ﬁiﬁwii% HEWAREER TS,
REEREROLESHEEREZFATIICE. T-ILEEEEFIINEEAL, AL -YDLEE
HERBREZADLTILENDHD,

ZFTOE TR T IR M, SMEBERREA T Vav B BMA VA M-IV BIECEND, FRREAREL T, KK
RS EREREEE Y IN— M9 3D, K TOE B E CIIARAKRENHEEFAT 2,

x)

SRYDAICIE SA, —RFIREMERT HEARVDAE, I EEEMMERTIEBRVIANHEH,
A TOE TRIMIVATHARYDADFIAZEIL LTS, LI, K ST ATHEASNBIRYIA1ELN
FRERMEARNYDAETET .

-FIAEHN. MFD ICEANBAR —ITIAAGR=TINITFYV1ARYT N A%) &R I 510571
—AlFEIIESND,

1.3.3. TOE LSADN—FI17HEREY T oI 7# K (Required Non-TOE Hardware
and Software)

1 ([SRTFIRIREICHT TOE (& MFD THD, TEED TOE LISADON—-FOI7ELUY T oI 7hH
FHETS

(1) —RFAZEDSATPUH
N—=FII7ERAD PC THB,
TIVRDFAP U RELTRIRT 35 A& MFD [CHULTXET ATV FERETIH, PCICET
UUR—FIANEA VAT RRENDHD,
MFD O Web #—)\#gEZFIFAT35HE . PCIZA VA M—ILENTIVS Web T35 EFERAT S,
(2) YATLEBEDIFMTUH
N—=FOI7ERAD PC THB.
TOE [CX LT TOE RET NS EPEE, J7— LAVIPDEFHZITIEHIC, Web IO NRBE
6%,
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Copyright®2023 by FUJIFILM Business Innovation Corp.



(3) Mail =%
AFrUXEEA— IV TEETB(CE. Mail Y —ABREELS, )\~ F917/0S [ZRAD PC F(d
—ITHN. TLS 1.2 TREENE SMTP FOFIULESHK— 3 Mail $—EAEA VA R—ILT ik
EhHd.

(4) BE&EY-—I
MFD THAUVLEBSRZNETILH. BEEY—)I\WEERS, \—FI17/0S ([FRAD PC £
739 —)\THD. MFD (& Syslog 70 ILVERLT, TLS 1.2 [CRBLTVNREEY—/NCBEEDY
DEEZITI,

A TOE OFF@E TIE. £FEON—RII7HLVYIMITI7ELT. UTEFERT S,

(1). QO—MEFAEZEIZFAT7V eI ATLEEBEDFM17 Y b0 OS (& Windows 10 3L\
Windows 11 %, Web 7574 LT Microsoft Edge. FireFox ##H 73,

(3)® Mail #—/J3lF Cent OS 7.9 &. Postfix version 2.10.1 ## RT3,

(4)DEEEY—)IE Cent OS 7.9 k. rsyslog 8.24.0 THEMINEEEY—N&FERATS,
(DIEBWT ERTEZTIVA—FIMNBELIMIVLE IR A ) R—2avst MR 725 LTER O
UTRSIN—&EHT3,

“PCL6 Print Driver Version 7.0.5"
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1.4. TOE &t (TOE Description)
AETIF. TOE OFIAERE, TOE OHRIBMFERE. bLUMEMFECOV TR T3,

1.4.1. TOEB:ENFIAZE®RE] (User Assumptions)
AR STT.TOEI(CRULTHEETSFIAERE|Z Table 1 (CEEh TS,
Table 1 FIAHE®ZE

B FMAET 575 &
U.NORMAL —RFIRE BAISN. RFEESNEFAET, EEERE
ERFLBVAIRE
U.ADMIN BEE BAISN. RSN F AETERE R

BOoFRE

(TOE MZEET(E, Key Operator & SA &
LWOBREINBD, A ST £ TIE U.ADMIN &L
THMIND, )

1.4.2. TOE Mi#EMEEE (Logical Boundary of the TOE)

2 [CTOE ORI EEC IR T B,
AmIEREEFC L ORSNIZHAED S, TIRELDKEEIE AR, TROVOHAEEGTF1UTHREE

&7,
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ARBEEHA

Mail =)\

BEEY-N

1.4.2.1.

S EE A S B
TOE
AAIERE Tk
75t A AFvY _gREE
VATLEESE
T—HIEE1t =
— T RAE
PSTNZ7ZHA-%y k TP > HS4TY k
s AN AVE SR A
D—HRD5 B A
XENRFE
=iEELER ERDH L
AbL—YDLEEE = EEH(E VATLEEE
S5 P DI4PU b
i -Web 7594
X1 T4EE
X1V ERE
A=Y
FAE | XE BE TOE
»XE | T [:C B
F—5 —4 75

2 TOE DFRIBAIME K

TOE W12t 95 E A HEE (Basic Functions)

(1) FUuk: —RRFBEIFAMPVIDTIVE— RANDOENTLBEFXEEZ(TIS, T, ##1F

RRIIDHDIERICHEN, ZHELEEFXENTILE1— BLUN-FIE-HAAEHRT D,

(2) AFvy: BIENRIDDOIERICHED, AFvF—LEON-RFIE-XEEHHAH . EFEAA

(3) 26—

-6 -

T, AFvIUEXERTVE1I-RTTHENTES,
A TOE TlE, AFv U REICINEHMENTEEFXECH L. Mail H—/INEDHaE. XEDR
FERDH URREICEDRYD AICIRTF T S RENFET D,
BAENRKID OO RIS, AFvF—EDN-FIE-XEEERT S,
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(4) PSTN 77D2E1E: BIESRIDDDIETRICHEL. AFv— LDRFEZFHHAH . BE PSTN
779270V ZAWNT PSTN ##2HT PSTN 770 ADSEENEET D, A ANEXE. E
ERICTILEI—RIRTBHENTED,

(5) PSTN J7DA%{5: PSTN fZH TEBEMHEFHNOEONLIFVVIIXET-HEZEL. XE
DRFERMDH UEEEICLD ., VAT LEBEICL O THEESNIZRYD ANEMNT %, 1&SNLX
ERTLE1-RITRTIIENTESD, RYDAIL SA BMERULIERYDAEEE T B.

(6) XEOMRFEMNHEL: EFXEERVIACKREFL., BENRIDODIER, FE—KFIAE
D347 b0 Web TS50 oDERICEIE, RESNEEFXECHLT, UTOLIBEE
ERREE T HILAETHS,

A TOE Tl NVIAICRFENDBFXE[L . AF v UHRECI TAF v VSNEEFXE.
PSTN J70 AR EWAECL TRIELETPDVIUXET - IDVTNITHS,

TUE1— B NRIDLDIETRICED . RVDACRFSNZEFXEETLEI-RTRT S,
ENR: 2B SR IUDBDIERICED, RYDACRFSNZBFXEETIV T3,

BOHL: —RFAEIS17Y bD Web T3509NL0HERICED, —BRFAEDS17> bAED
HY,

HIBR: BERIL —RRAAEDS172 0D Web T30FDo0ERICED RESNLEEFX
EEHIFRT 5.

1.4.2.2. TOE MR T3 EF1UT1#8E (Security Functions)
1.4.2.1 OEKMAEEZIET M. TOE (. L FTOEF1)THERERIRIET S,

(1) #AIEE

FRAEDHEAEE . RUERS 5(E. MFD O##eh’, BB E(CI>THHERM SSNEFIAEDHIC
POCATRETHIEERALT B FIAEBEDHAN IR, PO CAFIHEEEERIIDRMELTH
FIASN., X1 )T1BEERE MFD OFEREHFEOF RAE(CREEMN T3 L TOXIEICE TS,
REFREEE. MFD (CdHTEITENS,

TOE (33 AIEREE T30, B4E)1 RV, FIAEDSM7V b Web T304, FUUA—FES4 30D 3
FEFEN BN, ID &) AT — I~®J\b‘z‘1ﬂb NAT—RFAAFCNAD— FERTEHICBLXFERTRT
%74— FNNvODHreE | FREEEAITR . ER U (IR UGS . R TER (I I 51k
EHEA TS, Fk. aa/l\/b\'j— RRERETIHEE. OTM VR IC— EBBIREORMESICEE
BICOTAEDI7 T B EEZ IR A TLVD,

A TOE ZHER T2 H &%, S EREREEA T aVvEBMA VA M-IV T B ElCLD. BBEEARELT. K
(REREIEHMVEREREEE Y R— F T3, K TOE SR ETIARAKZRIEOH EEATS,

(2) 7Ot A

PO, XEPXENEICEETIER. CF1UT/BEET AN, BUIRB PO AERZH
DFRABEDHICPHLARBETHIEERIT D,

(3) TAEE1E

T—RAEEE(Z. TOE ABBICRETEITAPLEET AL WBERRELGAVITI—AND
TPOCATERNWCERRIET 3,

- RUD—CED, TS LN R - AR T IEREA N —IT NI ALOXERUBEDY
AT LIERERELED. COLOBT M AN MFD HhoRESNENTBIHEIC. COLOIBT %R E

-7 -
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FRIEHICEREND,
- TARBEEDA M. BRMICRRINEBE 7TV LOERICENRIESNS,
- AN —YOREERE. MEESFEZR TIHERFOREICRTIEREUVLIEICERSN. HRit
TPAARELRFER AN —JRNICHESIELTREINDG, TISHAEROREICRTIERETSC
EC.BREFEORSRIEEIN, FLEBSRIERIND, Fr. BEOESHEE. ERATUIR
FEh . TOE OFERKICENEESND,

(4) SEEEE
NERYMI—DEICHFEETIXET A, Ja7ER. BEEONTBLU TOE RET—AEVEBET—
3% TLS 1.2 7OPIUCE-TRET S,
— BB B BIETO FL(TLS/HTTPS, TLS)ICRIET 3,

(5) tFa)T(EE
VATLEBEBELVCGEABLURISN R RZOAD RENRIFLRI AT LEBEDS(T7V
D Web 73955, TOE OtF1)T1H#EEICRET 2R EDSBBLULEBEMREICT D,

(6) t¥1)T(EE
WD, BN, EDLOIBEEEITOENEIVDBRBIZIE, 1—F—12/E. EEPERETERLRY)E. EE
AJELTERY— ) INEESNFEEIND, BEENYEERT TLS 1.2 7JOM UL TESE1ESN
%o
F BEEOJE TOE AEICHEBETIENAIRET. YATLEBEELGERAIFRESNZFIAED
HNVATLEBEDIAT Y D Web T30 hod Ao N— RTBIENTESD, TOE REBICREFS
NEEBROTHNERCE B S, HILLERDT ISR HVERNY(C EEESN, BERENT DB LS
BrlL T 28R E R A TV,

(7) SEELER
MFD ADT7—LII7D7YIT— M, Py7T— bOBERARICY I MIITDEEHERIE T 3EHICHK
SEEN, F MFD (%, 20 AN R AT e S PEF(C LD TSN GV CER R T2, BT
ANEEITTS,

(8) PSTN 77DA-%wrI—DEID5 B
MFD (&, PSTN 770 A-%y FI—DREDO 5 B (CBAL. PSTN 779 AET LAY PSTN & LAN D7 —
BTy EERTIEDICERARBNCEERIET S,

(9) AbL—YDLEEEHE
JE—. TIV MBSV ARV EDBHEEDENMER . ABEBA ML —JICEESNEZFIAEHOXET 4
DLEEZFHEEET,

1.4.3. TOE O¥iErIEEE (Physical Boundary of the TOE)

TOE O¥EHMBIRFE. MFD ®HEEEXTHS, T1ZIvFENEF1UTA(CREBEFERDA T3y 27 Y
Vl&. TOE (&%), Table 2, Table 3 [C TOE Z#A T IV R—2R U b EEER TS,

Table 2 TOE Z#E 9 3 MEHMIVR—% Y F(MFD A{K)

TmEi KK AV ek Bt A&
FRk. | FUJIFILM Apeos C3060 | Controller ROM | N UK DT7—L | BithZ(FiEL
B.77Y | model with Copy, Print, | Ver. 21.26.4, DIV ERHANTEN—

-8 -
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H.@m7Y | Fax (1 line), Scan and Fax ROM Ver. RHT7
7 Overwrite Storage 2.2.1
FRk. | FUJIFILM Apeos C3060 | Controller ROM | N UK DT7—L | BithZ(FEL
®.77Y | model with Copy, Print, | Ver. 21.26.4, DIV EHBANTEN—
h.E7Y | Fax (3 lines), Scan and | Fax ROM Ver. kox7
7 Overwrite Storage 2.2.1
Frk. & | FUJIFILM Apeos C2560 | Controller ROM | N UK DT7—L | BithZ(FiEL
®.77Y | model with Copy, Print, | Ver. 21.26.4, DIV ERBANTEN—
h.®@7Y | Fax (1 line), Scan and Fax ROM Ver. k17
7 Overwrite Storage 2.2.1
FRK. & | FUJIFILM Apeos C2560 | Controller ROM | NMFTURERXDT7—L | BitZ(FEL
®.77Y | model with Copy, Print, | Ver. 21.26.4, DIV ERBANTEN—
A.m¥7Y | Fax (3 lines), Scan and | Fax ROM Ver. k¥
7 Overwrite Storage 2.2.1
Frk. & | FUJIFILM Apeos C2060 | Controller ROM | N UK DT7—L | BithZ(FiEL
®.77Y | model with Copy, Print, | Ver. 21.26.4, DIV I ANTEN—
h.®@7Y | Fax (1 line), Scan and Fax ROM Ver. k17
7 Overwrite Storage 2.2.1
Frk. # | FUJIFILM Apeos C2060 | Controller ROM | N UKD T7—L | R#b=Z(FEL
®.77Y | model with Copy, Print, | Ver. 21.26.4, DIV ERBANTEN—
H.@7Y | Fax (3 lines), Scan and | Fax ROM Ver. RHI7
7 Overwrite Storage 2.2.1

K TOE OH4H VA%, Table 3 [Z7RT,

Table 3 TOE Z#Ep I3 MBIV R—R Y M(HAHVA)

RERES = Beft A% A3V A% NyalE
GM1578E5- | PDF 771Jl | Web E2fF Reference Guide Main Unit 466fd4e0c85ee7f
3 Edition 1 Apeos C3060 3dcb0256ac8abe

Apeos C2560 32267f4edcf49a9
Apeos C2060 7690368371db0b
2673fc
GM1579E5- | PDF 774J)L | Web &4t Reference Guide Operations | 824e62ab00cfd94
4 Edition 1 Apeos C3060 5d4bf4becac8e37
Apeos C2560 d557b8d1883be3
Apeos C2060 c10abea57703d2
ba4227
FD1165E5-3 | #iE{K (L | Apeos C3060 -
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2.1.

2.2.

#A X3k (Conformance Claim)

CC#E& 5 (CC Conformance Claim)

A STHLU TOE M CCEBERIE. UTDESNTHS,
ST TOE W#E&EEIRTS CCON—-Yav:

Common Criteria for Information Technology Security Evaluation

Part 1: Introduction and general model (April 2017 Version 3.1 Revision 5)
Part 2: Security functional components (April 2017 Version 3.1 Revision 5)
Part 3: Security assurance components (April 2017 Version 3.1 Revision 5)

CC Part2 extended
CC Part3 conformant

PP X3k, /Sws—3JE3k (PP claim, Package Claim)

2.2.1. PP X3k (PP Claim)

AR ST [F. Ti2 HCD-PPAORLBEEZERT %,

"4 kL: Protection Profile for Hardcopy Devices
N—Y3v: 1.0 dated September 10, 2015
Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.2.2. )\wr—IZEsk (Package Claim)

A STHLUTOE [, Wwr—YBEEEERLEL.

2.2.3. #EEIRM (Conformance Rational)

ASTHLUTOE (X, PPHERTIEHEHELTIVD,
PP MERTILUTOEHEEFREL. PP DERKENIExact Conformancel THd., FDzsH. TOE &
Alld PPE—ELTLVS,

Required Uses

Printing, Scanning, Copying, Network communications, Administration
Conditionally Mandatory Uses

PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage.
Optional Uses

Internal Audit Log Storage, Image Overwrite
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http://www.ipa.go.jp/security/jisec/cc/documents/CCPART1V3.1R1.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART2V3.1R2.pdf
http://www.ipa.go.jp/security/jisec/cc/documents/CCPART3V3.1R2.pdf

3. tFaUF1EERETEZE (Security Problem Definition)
RETH, BE. MBOTFIT 4, AREHIONTRBTS,
3.1. Z&RB (Threats)
3.1.1. TOE &% (Assets Protected by TOE)
& TOE MRS 2 EE LU FOEBNTH.

Table 4 Assets for User Data

Designation User Data type Definition
D.USER.DOC User Document Data Information contained in a User's
Document, in electronic or hardcopy
form
D.USER.JOB User Job Data Information related to a User’s
Document or Document Processing
Job

Table 5 Assets for TSF Data

Designation TSF Data type Definition
D.TSF.PROT Protected TSF Data TSF Data for which alteration by a
User who is neither the data owner
nor in an Administrator role might
affect the security of the TOE, but
for which disclosure is acceptable
D.TSF.CONF Confidential TSF Data TSF Data for which either disclosure
or alteration by a User who is
neither the data owner nor in an
Administrator role might affect the
security of the TOE

3.1.2. &E (Threats)
A TOE [Cxt92&EBiZ. Table 6 [CERi T 3,

Table 6 Threats

Designation Definition
T.UNAUTHORIZED_AC | An attacker may access (read, modify, or delete) User
CESS Document Data or change (modify or delete) User Job

Data in the TOE through one of the TOE's interfaces.
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF
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Data in the TOE through one of the TOE's interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if
the TOE is permitted to operate.

T.UNAUTHORIZED_U
PDATE

An attacker may cause the installation of unauthorized
software on the TOE.

T.NET_COMPROMISE

An attacker may access data in transit or otherwise
compromise the security of the TOE by monitoring or
manipulating network communication.

3. 2.

HEnt+1U71A8t (Organizational Security Policies)

K TOE W ESF LB N E o RO EF1)T A Et% Table 7 (LR T 5,

Table 7 Organizational Security Policies

Designation

Definition

P.AUTHORIZATION

Users must be authorized before performing
Document Processing and administrative functions.

P.AUDIT

Security-relevant activities must be audited and the
log of such actions must be protected and transmitted
to an External IT Entity.

P.COMMS_PROTECTI
ON

The TOE must be able to identify itself to other
devices on the LAN.

P.STORAGE_ENCRYPT
ION

(conditionally
mandatory)

If the TOE stores User Document Data or Confidential
TSF Data on Field-Replaceable Nonvolatile Storage
Devices, it will encrypt such data on those devices.

P.KEY_MATERIAL
(conditionally

Cleartext keys, submasks, random numbers, or any
other values that contribute to the creation of

mandatory) encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF
Data must be protected from unauthorized access and
must not be stored on that storage device.
P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
(conditionally separation between the PSTN fax line and the LAN.
mandatory)

P.IMAGE_OVERWRIT
E
(optional)

Upon completion or cancellation of a Document
Processing job, the TOE shall overwrite residual image
data from its Field-Replaceable Nonvolatile Storage
Devices.
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3.3. HIREMH (Assumptions)
& TOE Ok, BA. bLURIAICET 381125 4%, Table 8 (RT3,

Table 8 Assumptions

Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the
TOE and the data it stores or processes, is assumed to

be provided by the environment.

A.NETWORK The Operational Environment is assumed to protect
the TOE from direct, public access to its LAN interface.
A. TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE
according to site security policies.
A.TRAINED_USERS Authorized Users are trained to use the TOE according
to site security policies.
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4. tFa)r1xEKAE (Security Objectives)

AETIE. ERAREV XTI EHEHITONTER TS,
ERARBEOEF1UT x4k A% Table 9 (CEET B,

Table 9 EABRBEOLX1UT1x KA

Designation Definition
OE.PHYSICAL_PROTE | The Operational Environment shall provide physical
CTION security, commensurate with the value of the TOE and

the data it stores or processes.
OE.NETWORK_PROTE | The Operational Environment shall provide network

CTION security to protect the TOE from direct, public access
to its LAN interface.
OE.ADMIN_TRUST The TOE Owner shall establish trust that

Administrators will not use their privileges for
malicious purposes.

OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of
site security policies and have the competence to
follow them.

OE.ADMIN_TRAINING | The TOE Owner shall ensure that Administrators are
aware of site security policies and have the

competence to use manufacturer’s guidance to
correctly configure the TOE and protect passwords and
keys accordingly.
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5. 1.

9. 1.

WRaRIVIR—2 Y FEZE (Extended Components Definition)
ZOBOIEIVK—#Y M, HCD-PP TEBEENLLDTHS.

HhaRREEH TR
1. Class FAU: Security Audit

FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of

audit data from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1 Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted
channel implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Protected Audit Trail Storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to
an External IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT
Entity which relies on a non-TOE audit server for storage and review of audit
records. The storage of these audit records and the ability to allow the
administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR
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for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in
the FAU class with a single component.

5.1.2. Class FCS: Cryptographic Support
FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially,

this extended component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4 Extended: Cryptographic Key Material 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys
but also key materials that are no longer needed are destroyed by using an
approved method.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security parameters when no longer
needed.

Rationale:
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Cryptographic Key Material Destruction is to ensure the keys and key materials
that are no longer needed are destroyed by using an approved method, and the
Common Criteria does not provide a suitable SFR for the Cryptographic Key
Material Destruction.

This extended component protects the cryptographic key and key materials
against exposure, and it is therefore placed in the FCS class with a single
component.

FCS_HTTPS_EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management
sessions between the TOE and a Security Administrator. This family describes

how HTTPS will be implemented. This is a new family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected 1

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented
according to RFC 2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of HTTPS session establishment

FCS_HTTPS_EXT.1 HTTPS selected
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies
with RFC 2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_HTTPS_EXT.1.

Rationale:
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HTTPS is one of the secure communication protocols, and the Common Criteria
does not provide a suitable SFR for the communication protocols using
cryptographic algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.
FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of

encryption keys to ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT.1 Extended: Key Chaining 1

FCS_KYC_EXT.1 Key Chaining, requires the TSF to maintain a key chain and
specifies the characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_KYC_EXT.1 Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key
Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(f) Cryptographic operation (Key
Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using
a submask as the BEVor DEK; intermediate keys originating from one or more
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submask(s) to the BEV or DEK using the following method(s): [selection: key
wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS_SMC_EXT.1, key encryption as specified in FCS_COP.1(f), key derivation as
specified in FCS_KDF_EXT.1, key transport as specified in FCS_COP.1(i)]] while
maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the
characteristics of that chain. However, the Common Criteria does not provide a
suitable SFR for the management of multiple layers of encryption key to protect
encrypted data.

This extended component protects the TSF data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)

Family Behavior:

This family defines requirements for random bit generation to ensure that it is
performed in accordance with selected standards and seeded by an entropy
source.

Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be
performed in accordance with selected standards and seeded by an entropy
source.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Random Bit Generation
Hierarchical to: No other components.
Dependencies: No dependencies.
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FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation
services in accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A]
using [selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source
that accumulates entropy from [selection: [assignment: number of software-
based sources] software-based noise source(s), [assignment: number of
hardware-based sources] hardware-based noise source(s)] with a minimum of
[selection: 128 bits, 256 bits] of entropy at least equal to the greatest security
strength, according to ISO/IEC 18031:2011 Table C.1 “Security strength table for
hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction,
and the Common Criteria does not provide a suitable SFR for the random bit
generation.

This extended component ensures the strength of encryption keys, and it is
therefore placed in the FCS class with a single component.

FCS_TLS_EXT Extended: TLS selected
Family Behavior:
This family addresses the ability for a server and/or a client to use TLS to protect

data between a client and the server using the TLS protocol.

Component leveling:

FCS_TLS_ EXT.1 Extended: TLS selected 1

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as
specified.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected
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Hierarchical to: No other components.

Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following
protocols [selection: TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC
5246)] supporting the following ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:

[selection:

None

TLS _RSA WITH_AES_256_CBC_SHA

TLS DHE RSA WITH_AES 128 CBC_SHA

TLS _DHE_RSA WITH_AES_256_CBC_SHA

TLS _RSA WITH_AES_128 CBC_SHA256

TLS _RSA WITH_AES_256 _CBC_ SHA256

TLS _DHE _RSA WITH_AES_128 CBC_ SHA256

TLS DHE RSA WITH_AES 256 _CBC_ SHA256

TLS ECDHE RSA_WITH_AES_128 CBC_SHA

TLS _ECDHE RSA WITH_AES 256 CBC _SHA

TLS _ECDHE ECDSA WITH_AES_ 128 CBC_SHA
TLS _ECDHE ECDSA WITH_AES_256_CBC_SHA
TLS _ECDHE RSA WITH_AES 128 CBC _SHA256
TLS_ECDHE RSA WITH_AES 256 _CBC _SHA384
TLS ECDHE RSA WITH_AES 128 GCM_SHA256
TLS _ECDHE RSA WITH_AES 256 GCM_SHA384
TLS _ECDHE ECDSA WITH_AES_128 GCM_SHA256
TLS ECDHE ECDSA WITH_AES 256_GCM_SHA384
TLS _ECDHE ECDSA WITH_AES 128 CBC_SHA256
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TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384
1.

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does
not provide a suitable SFR for the communication protocols using cryptographic
algorithms.

This extended component protects the communication data using cryptographic
algorithms, and it is therefore placed in the FCS class with a single component.

5.1.3. Class FDP: User Data Protection
FDP_DSK_EXT Extended: Protection of Data on Disk
Family Behavior:
This family is to mandate the encryption of all protected data written to the

storage.

Component leveling:

FDP_DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to
encrypt all the Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in plaintext on the
devices.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance
with FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile Storage
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Device that is separately CC certified to conform to the FDE EE cPP] such that any
Field- Replaceable Nonvolatile Storage Device contains no plaintext User
Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user
intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any
confidential data without user intervention, and the Common Criteria does not
provide a suitable SFR for the Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in
the FDP class with a single component.

FDP_FXS_EXT Extended: Fax Separation
Family Behavior:
This family addresses the requirements for separation between Fax PSTN line and

the LAN to which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to
create a network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Fax separation
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface,
except transmitting or receiving User Data using fax protocols.
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Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the
Common Criteria does not provide a suitable SFR for the Protection of TSF or User
Data.

This extended component protects the TSF Data or User Data, and it is therefore
placed in the FDP class with a single component.

5.1.4. Class FIA: Identification and Authentication
FIA_PMG_EXT Extended: Password Management
Family Behavior:
This family defines requirements for the attributes of passwords used by

administrative users to ensure that strong passwords and passphrases can be
chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Management 1

FIA_PMG _EXT.1 Password management requires the TSF to support passwords
with varying composition requirements, minimum lengths, maximum lifetime, and
similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Password management
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management
capabilities for User passwords:
Passwords shall be able to be composed of any combination of upper and lower

case letters, numbers, and the following special characters: [selection: "!”, "@”,
HONE” "%”, "AT N&”, TR NN, ") [assignment: other characters]];
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Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the
endpoints of communication, and the Common Criteria does not provide a suitable
SFR for the Password Management.

This extended component protects the TOE by means of password management,
and it is therefore placed in the FIA class with a single component.

5.1.5. Class FPT: Protection of the TSF

FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected

if and when written to nonvolatile storage.

Component leveling:

FPT_KYP_EXT.1 Extended: Protection of key and key material 1

FPT_KYP_EXT.1 Extended: Protection of key and key material, requires the TSF to
ensure that no plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP_EXT.1 Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage
Device, and not store any such plaintext key on a device that uses the key for its
encryption.
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Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key
material are written to nonvolatile storage, and the Common Criteria does not
provide a suitable SFR for the protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the
FPT class with a single component.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:
This family addresses the requirements for managing and protecting the TSF data,

such as cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT_SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys),
requires preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_SKP_EXT.1 Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and
private keys are protected securely, and the Common Criteria does not provide a
suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication
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using Pre- shared Key, and it is therefore placed in the FPT class with a single
component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct

operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial
start-up in order to demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up
(and power on) to demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common
Criteria does not provide a suitable SFR for the TSF testing. In particular, there is
no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators
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can update the TOE firmware/software, and that such firmware/software is
authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for
updates.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data
Generation is included in the PP/ST:

e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature

generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash
Algorithm)].

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to
query the current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to
initiate updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software
updates to the TOE using a digital signature mechanism and [selection: published
hash, no other functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not
provide a suitable SFR for the management of firmware/software. In particular,
there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT
class with a single component.
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6.1.

6. 2.
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i) T HEEEH (Security Functional Requirements)
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6.2.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the

following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of
audit; and

c) All auditable events specified in Table 11,
[assignment: no other auditable events].

FAU_GEN.1.2 The TSF shall record within each audit record at least
the following information:
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a) Date and time of the event, type of event, subject
identity (if applicable), and the outcome (success or
failure) of the event; and
b) For each audit event type, based on the auditable
event definitions of the functional components included
in the PP/ST, additional information specified in
Table 10, [assignment: no other relevant information].

Table 10 Auditable Events

Auditable Events Relevant SFR Additional
Information

Job completion FDP_ACF.1 Type of job

Unsuccessful User authentication | FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None

Modification to the group of Users | FMT_SMR.1 None

that are part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for
FTP_TRP.1(a), failure
FTP_TRP.1(b)

FAU_GEN.2

Hierarchical to:
Dependencies:

FAU_GEN.2.1

FAU_SAR.1

Hierarchical to:
Dependencies:

FAU_SAR.1.1

User identity association
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

For audit events resulting from actions of identified
users, the TSF shall be able to associate each auditable
event with the identity of the user that caused the
event.

Audit review
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: U.ADMIN] with the
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FAU_SAR.1.2

FAU_SAR.2

Hierarchical to:

Dependencies:

FAU_SAR.2.1

FAU_STG.1

Hierarchical to:

Dependencies:

FAU_STG.1.1

FAU_STG.1.2

FAU_STG.4

Hierarchical to:

Dependencies:

FAU_STG.4.1

FAU_STG_EXT.1

capability to read all records from the audit records.

The TSF shall provide the audit records in a manner
suitable for the user to interpret the information.

Restricted audit review
(for O.AUDIT)

No other components.
FAU_SAR.1 Audit review

The TSF shall prohibit all users read access to the audit
records, except those users that have been granted
explicit read-access.

Protected audit trail storage
(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation

The TSF shall protect the stored audit records in the
audit trail from unauthorised deletion.

The TSF shall be able to prevent unauthorised
modifications to the stored audit records in the audit
trail.

Prevention of audit data loss
(for O.AUDIT)

FAU_STG.3 Action in case of possible audit data loss
FAU_STG.1 Protected audit trail storage

Refinement: The TSF shall [selection, choose one of:

“overwrite the oldest stored audit

records"”] and [assignment: no other actions to be
taken] if the audit trail is full.

Extended: External Audit Trail Storage
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Hierarchical to:
Dependencies:

FAU_STG_EXT.1.1

(for O.AUDIT)

No other components.
FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

The TSF shall be able to transmit the generated audit
data to an External IT Entity using a trusted channel
according to FTP_ITC.1.

6.2.2. Class FCS: Cryptographic Support

FCS_CKM.1(a)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(a)

Cryptographic Key Generation (for asymmetric
keys)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall generate asymmetric
cryptographic keys used for key establishment in
accordance with [selection:

- NIST Special Publication 800-56A,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm
Cryptography” for elliptic curve-based key
establishment schemes and implementing "NIST
curves” P-256, P-384 and [selection: P-521

] (as defined in FIPS PUB 186-4,
"Digital Signature Standard”)
- NIST Special Publication 800-568B,
"Recommendation for Pair-Wise Key
Establishment Schemes Using Integer
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FCS_CKM.1(b)

Hierarchical to:
Dependencies:

FCS_CKM.1.1(b)

FCS_CKM.4

Hierarchical to:
Dependencies:

Factorization Cryptography” for RSA-based key
establishment schemes

] and specified cryptographic key sizes equivalent
to, or greater than, a symmetric key strength of
112 bits.

Cryptographic key generation (Symmetric Keys)
(for 0.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption), or

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption), or

FCS_COP.1(e) Cryptographic Operation (Key Wrapping),
or

FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication), or

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric
cryptographic keys using a Random Bit Generator
as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [selection: 128 bit, 256
bit] that meet the following: No Standard.

Cryptographic key destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.
[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
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FCS_CKM.4.1

FCS_CKM_EXT.4

Hierarchical to:
Dependencies:

FCS_CKM_EXT.4.1

FCS_COP.1(a)

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

Refinement: The TSF shall destroy cryptographic keys
in accordance with a specified cryptographic key
destruction method [selection:

For volatile memory, the destruction shall be
executed by [selection: powering off a device

11

For nonvolatile storage, the destruction shall be
executed by a [selection: single

] overwrite of key data storage location
consisting of [selection: a pseudo random pattern
using the TSF’s RBG (as specified in
FCS_RBG_EXT.1) ], followed by a
[selection: none]. If read-
verification of the overwritten data fails, the
process shall be repeated again;

] that meets the following: [selection:
no standard].

Cryptographic Key Material Destruction
(for O.COMMS_PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE_DATA)

No other components.

[FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)],

FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private
cryptographic keys and cryptographic critical security
parameters when no longer needed.

Cryptographic Operation (Symmetric
encryption/decryption)
(for O.COMMS_PROTECTION)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(a)

FCS_COP.1(b1)

Hierarchical to:
Dependencies:

FCS_COP.1.1(b1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform encryption and
decryption in accordance with a specified
cryptographic algorithm AES operating in
[assignment: CBC, GCM] and cryptographic key sizes
128-bits and 256-bits that meets the following:
FIPS PUB 197, “"Advanced Encryption Standard
(AES)”
[Selection: NIST SP 800-38A,

NIST SP 800-38D]

Cryptographic Operation (for signature
generation/verification)
(for O.UPDATE VERIFICATION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits

1

]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”
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FCS_COP.1(b2)

Hierarchical to:

Dependencies:

FCS_COP.1.1(b2)

FCS_COP.1(c1)

Cryptographic Operation (for signature
generation/verification)
(for O.COMMS_PROTECTION)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform cryptographic
signature services in accordance with a [selection:

s
RSA Digital Signature Algorithm (rDSA) with key
sizes (modulus) of [assignment: 2048 bits, 3072
bits], or

-Elliptic Curve Digital Signature Algorithm
(ECDSA) with key sizes of [assignment: 256 bits,
384bits, 521bits]]

that meets the following [selection:

Case: RSA Digital Signature Algorithm FIPS PUB
186-4, "Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm
FIPS PUB 186-4, "Digital Signature Standard”
The TSF shall implement “"NIST curves” P-256,
P384 and [selection: P521 ] (as
defined in FIPS PUB 186-4, "Digital Signature
Standard”).

1.

Cryptographic operation (Hash Algorithm)
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Hierarchical to:
Dependencies:

FCS_COP.1.1(c1)

FCS_COP.1(c2)

Hierarchical to:
Dependencies:

FCS_COP.1.1(c2)

FCS_COP.1(d)

Hierarchical to:

Dependencies:

FCS_COP.1.1(d)

(selected in FPT_TUD_EXT.1.3, or with
FCS_SNI_EXT.1.1)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:

SHA-256 ] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (Hash Algorithm)
(for O.COMMS_PROTECTION)

No other components.
No dependencies.

Refinement: The TSF shall perform cryptographic
hashing services in accordance with [selection:
SHA-1, SHA-256, SHA-384, SHA-512] that meet the
following: [ISO/IEC 10118-3:2004].

Cryptographic operation (AES Data
Encryption/Decryption)
(for O. STORAGE_ENCRYPTION)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and
decryption in accordance with a specified
cryptographic algorithm AES used in [selection: CBC,
] mode and cryptographic key sizes
[selection: 256 bits] that meet the
following: AES as specified in ISO/IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116,
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FCS_COP.1(f)

Hierarchical to:
Dependencies:

FCS_COP.1.1(f)

FCS_COP.1(g)

Hierarchical to:

Dependencies:

FCS_COP.1.1(g)

FCS_HTTPS_EXT.1

Cryptographic operation (Key Encryption)
(selected from FCS_KYC_EXT.1.1)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform key encryption
and decryption in accordance with a specified
cryptographic algorithm AES used in [[selection:
CBC ] mode] and cryptographic key sizes
[selection: 256 bits] that meet the
following: [AES as specified in ISO /IEC 18033-3,
[selection: CBC as specified in ISO/IEC 10116

1.

Cryptographic Operation (for keyed-hash
message authentication)
(selected with FCS_IPSEC_EXT.1.4)

No other components.

FCS_CKM.1(b) Cryptographic key generation
(Symmetric Keys)

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

Refinement: The TSF shall perform keyed-hash
message authentication in accordance with a
specified cryptographic algorithm HMAC-[selection:

SHA-1, SHA-256, SHA-384 1,
key size [assignment: 160, 256, 384], and message
digest sizes [selection: 160, 256, 384 ]

bits that meet the following: FIPS PUB 198-1, "The
Keyed-Hash Message Authentication Code, and
FIPS PUB 180-3, "Secure Hash Standard.”

HTTPS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)
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Hierarchical to:

Dependencies:

FCS_HTTPS_EXT.1.1

FCS_HTTPS_EXT.1.2

FCS_KYC_EXT.1

Hierarchical to:
Dependencies:

FCS_KYC_EXT.1.1

FCS_RBG_EXT.1

Hierarchical to:
Dependencies:

FCS_RBG_EXT.1.1

No other components.
FCS_TLS_ EXT.1 Extended: TLS selected

The TSF shall implement the HTTPS protocol that
complies with RFC 2818.

The TSF shall implement HTTPS using TLS as specified
in FCS_TLS_EXT.1.

Key Chaining
(for O.STORAGE_ENCRYPTION)

No other components.

[FCS_COP.1(e) Cryptographic operation (Key
Wrapping), or

FCS_SMC_EXT.1 Extended: Submask Combining, or
FCS_COP.1(f) Cryptographic operation (Key
Encryption), or

FCS_KDF_EXT.1 Cryptographic Operation (Key
Derivation), and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection:

intermediate keys
originating from one or more submask(s) to the BEV or
DEK using the following method(s): [selection:

key encryption as
specified in FCS_COP. 1(f),

1] while maintaining an effective strength
of [selection: 256 bits].

Cryptographic Operation (Random Bit Generation)
(for O.STORAGE_ENCRYPTION and
0.COMMS_PROTECTION)

No other components.
No dependencies.

The TSF shall perform all deterministic random bit
generation services in accordance with [selection:
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FCS_RBG_EXT.1.2

FCS_TLS_EXT.1

Hierarchical to:
Dependencies:

FCS_TLS_EXT.1.1

NIST SP 800-90A] using
[selection:
CTR_DRBG (AES)].

The deterministic RBG shall be seeded by at least one
entropy source that accumulates entropy from
[selection: [assignment:1] software-based noise
source(s)

1 with a
minimum of [selection: 256 bits] of entropy at
least equal to the greatest security strength, according
to ISO/IEC18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that
it will generate.

TLS selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(c) Cryptographic Operation (Hash
Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall implement one or more of the following
protocols [selection:

TLS 1.2 (RFC 5246)] supporting the following
Ciphersuites:

Mandatory Ciphersuites:
TLS_RSA_WITH_AES_128_CBC_SHA

Optional Ciphersuites:
[selection:
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TLS_RSA_WITH_AES_256_CBC_SHA

TLS_RSA_WITH_AES_128 CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256

TLS_ECDHE_RSA WITH_AES_128 CBC_SHA
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA
TLS_ECDHE _ECDSA _WITH_AES_128 CBC_SHA
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA

TLS _ECDHE RSA WITH_AES 128 CBC_SHAZ256
TLS_ECDHE_RSA WITH_AES_256_CBC_SHA384
TLS _ECDHE _RSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE _RSA WITH_AES 256 _GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128 GCM_SHA256
TLS _ECDHE_ECDSA_WITH_AES _256_GCM_SHA384
TLS_ECDHE_ECDSA _WITH_AES_128 CBC_SHA256
TLS_ECDHE_ECDSA _WITH_AES_256_CBC_SHA384

1.

6.2.3. Class FDP: User Data Protection

FDP_ACC.1

Hierarchical to:
Dependencies:

FDP_ACC.1.1

FDP_ACF.1

Hierarchical to:
Dependencies:

Subset access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACF.1 Security attribute based access control

Refinement: The TSF shall enforce the User Data
Access Control SFP on subjects, objects, and
operations among subjects and objects specified in
Table 12 and Table 13.

Security attribute based access control
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FDP_ACC.1 Subset access control
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FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

FDP_ACF.1.4

FMT_MSA.3 Static attribute initialization

Refinement: The TSF shall enforce the User Data
Access Control SFP to objects based on the following:
subjects, objects, and attributes specified in Table 12
and Table 13.

Refinement: The TSF shall enforce the following rules to

determine if an operation among controlled subjects
and controlled objects is allowed: rules governing
access among controlled subjects and controlled

objects using controlled operations on controlled
objects specified in Table 11 and Table 12.

Refinement: The TSF shall explicitly authorise access of
subjects to objects based on the following additional
rules: [assignment: none].

Refinement: The TSF shall explicitly deny access of

subjects to objects based on the following additional

rules: [assignment:_none].

Table 11 D.USER.DOC Access Control SFP

"Create" "Read" "Modify" "Delete"
. View image i Delete
Submit a Modify
. or Release stored
. Operation: document to . stored
Print . printed documen
be printed document
output t
Job owner (note 1) denied
U.ADMIN denied
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Scan Submit a View Modify Delete
Operation: document for | scanned stored stored
scanning image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
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Copy View
. scanned i
Submit a . Modify Delete
. image or
Operation: document for stored stored
i Release . .
copying . image image
printed copy
output
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax send Submit a View Modify Delete
Operation: document to | scanned stored stored
send as a fax | image image image
Job owner (note 2)
U.ADMIN
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied
ed
Fax View fax i
: . Modify Delete
receive . image or . .
. Receive a fax image of | image of
Operation: ) Release . _
and store it . received received
printed fax
fax fax
output
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied denied
Unauthenticat | (note 4) denied denied denied
ed
Storage/ . . Delete
. Retrieve Modify
Retrieval . Store stored
Operation: stored stored
document documen
document document ¢
Job owner (note 1) denied
U.ADMIN (note 5) denied (note 5)
U.NORMAL denied denied denied
Unauthenticat | denied denied denied denied

ed
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Table 12 D.USER.JOB Access Control SFP

"Create" * "Read" "Modify" "Delete"
. Create print View print | Modify Cancel
Operation: . .. ..
job queue/log | print job print job
Print Job owner (note 1)
U.ADMIN
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Scan . Create scan View scan | Modify Cancel
Operation: . . .
job status/log | scan job scan job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Copy . Create copy View copy | Modify Cancel
Operation: . . ,
job status/log | copy job copy job
Job owner (note 2)
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax send View fax . Cancel
. Create fax . Modify fax
Operation: . job i fax send
send job send job .
status/log job
Job owner (note 2) denied
U.ADMIN denied
U.NORMAL denied denied
Unauthenticat | denied denied denied denied
ed
Fax . . Cancel
. View fax Modify fax
receive . Create fax . . fax
Operation: L. receive receive .
receive job . receive
status/log | job .
job
Fax owner (note 3) denied
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticat | (note 4) denied denied denied

ed
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Storage/
Retrieval

View Modify Cancel
. Create storage | storage / storage / | storage /
Operation: . } . . .
/ retrieval job | retrieval retrieval retrieval

log job job

Job owner (note 1) denied

U.ADMIN denied

U.NORMAL denied denied

Unauthenticat | denied denied denied denied

ed

Note 1: Job Owner is identified by a credential or assigned to an authorized User
as part of the process of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of
initiating a scan, copy, fax send, or retrieval Job.

Note 3: Job Owner of receiving faxes is assigned to KO by default. Ownership of
received faxes is assigned to SA.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by
Users of the TOE.
Note 5: Key Operator can operate the Document/Job of all users, while SA can
operate the Document/Job of his/her own only.

FDP_DSK_EXT.1

Hierarchical to:
Dependencies:

FDP_DSK_EXT.1.1

FDP_DSK_EXT.1.2

FDP_FXS_EXT.1

Protection of Data on Disk
(for O.STORAGE_ENCRYPTION)

No other components.
FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in
accordance with FCS_COP.1(d)

1
such that any Field- Replaceable Nonvolatile Storage
Device contains no plaintext User Document Data and
no plaintext Confidential TSF Data.

The TSF shall encrypt all protected data without user
intervention.

Fax separation
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Hierarchical to:
Dependencies:

FDP_FXS_EXT.1.1

FDP_RIP.1(a)

Hierarchical to:
Dependencies:

FDP_RIP.1.1(a)

(for O.FAX_NET_SEPARATION)

No other components.
No dependencies.

The TSF shall prohibit communication via the fax
interface, except transmitting or receiving User Data
using fax protocols.

Subset residual information protection
(for O.IMAGE_OVERWRITE)

No other components.
No dependencies.

Refinement: The TSF shall ensure that any previous
information content of a resource is made unavailable
by overwriting data upon the deallocation of the
resource from the following objects: D.USER.DOC.

6.2.4. Class FIA: Identification and Authentication

FIA_AFL.1

Hierarchical to:

Dependencies:

FIA_AFL.1.1

FIA_AFL.1.2

Authentication failure handling
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall detect when [selection:

an administrator configurable
positive integer within [assignment: 1 - 10]]
unsuccessful authentication attempts occur related to
[assignment: User authentication (with local
authentication)].

When the defined number of unsuccessful
authentication attempts has been [selection: met

], the TSF shall [assignment: Identification
and authentication of relevant user is inhibited until
TOE is cycled.].
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FIA_ATD.1

Hierarchical to:

Dependencies:

FIA_ATD.1.1

FIA_PMG_EXT.1

Hierarchical to:

Dependencies:

FIA_PMG_EXT.1.1

FIA_UAU.1

Hierarchical to:

Dependencies:

FIA_UAU.1.1

FIA_UAU.1.2

User attribute definition
(for O.USER_AUTHORIZATION)

No other components.

No dependencies.

The TSF shall maintain the following list of security
attributes belonging to individual users: [assignment:
User Identifier, User Role].

Password Management

(for O.USER_I&A)

No other components.

No dependencies.

The TSF shall provide the following password

management capabilities for User passwords:
Passwords shall be able to be composed of any
combination of upper and lower case letters,
numbers, and the following special characters:

n I 7

[selection: "/”,

7 7N AR\ VARV A [\ 34
@ 7/ # / $ 4 /0 / 7/ & 4 /

“(“, “)I// [assignment: ” (SDace)lll “////, “///, |\+//, “,//, “_

n w 7 "/I/ nw,/7 w,mw7 wn < 77 o N_m7on > 7 ?// "/'“ “¥// n ]//
V4 LI 2 L LI 2 L 7 L —— V2 L 2 L V4 L

n /AR \ /4 “{“ n | 77 N } ” “N //7 .
L L L L L ’

Minimum password length shall be settable by an
Administrator, and have the capability to
require passwords of 15 characters or greater;

Timing of authentication

(for O.USER_I&A)

No other components.
FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on

behalf of the user to be performed before the user is

authenticated.

The TSF shall require each user to be successfully
authenticated before allowing any other TSF-mediated
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FIA_UAU.7

Hierarchical to:
Dependencies:

FIA_UAU.7.1

FIA_UID.1

Hierarchical to:
Dependencies:

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

Hierarchical to:
Dependencies:

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

No other components.
FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: @] to the user
while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

No other components.
No dependencies.

Refinement: The TSF shall allow [assignment: storing
the fax data received from public telephone line] on
behalf of the user to be performed before the user is
identified.

The TSF shall require each user to be successfully
identified before allowing any other TSF-mediated
actions on behalf of that user.

User-subject binding

(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security
attributes with subjects acting on the behalf of that
user: [assignment:

User Identifier, User Role].

The TSF shall enforce the following rules on the initial
association of user security attributes with subjects
acting on the behalf of users: [assignment:_none].

The TSF shall enforce the following rules governing
changes to the user security attributes associated with
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subjects acting on the behalf of users: [assignment:
none].

6.2.5. Class FMT: Security Management

FMT_MOF.1

Hierarchical to:
Dependencies:

Management of security functions behavior
(for O.ADMIN_ROLES)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 Refinement: The TSF shall restrict the ability to
[selection: disable, enable,
modify the behaviour of] the functions [assignment:
List of security functions in Table 13 ] to U.ADMIN.

Table 13 List of Security Functions

Function Operation

User Authentication enable, disable

Auditing enable, disable,
modify the behavior

Trusted communications enable, disable,
modify the behavior

Storage Data Encryption enable, disable

Overwrite Storage enable, disable,
modify the behavior

Firmware update enable, disable

Self Test enable, disable

FMT_MSA.1 Management of security attributes

Hierarchical to:
Dependencies:

FMT_MSA.1.1

(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.

FDP_ACC.1 Subset access control

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall enforce the User Data
Access Control SFP to restrict the ability to [selection:
guery, modify, delete, [assignment:
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creation]] the security attributes [assignment: the
security attributes listed in Table 14] to [assignment:
the roles listed in Table 14].

Table 14 Security Attributes and Authorized Roles

Security attributes Operation Role

User identifier (Key Operator modify Key Operator

case

User identifier (General case) modify, U.ADMIN
delete, creation

User Role (Key Operator case) query Key Operator

User Role (General case) query, modify U.ADMIN

Folder Selector for Fax receive query, modify U.ADMIN

FMT_MSA.3

Hierarchical to:
Dependencies:

FMT_MSA.3.1

FMT_MSA.3.2

FMT_MTD.1

Hierarchical to:
Dependencies:

FMT_MTD.1.1

Static attribute initialization
(for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

No other components.
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

Refinement: The TSF shall enforce the User Data
Access Control SFP to provide [selection, choose one
of: restrictive ] default
values for security attributes that are used to enforce
the SFP.

Refinement: The TSF shall allow the [selection:

no role] to specify alternative initial values
to override the default values when an object or
information is created.

Management of TSF data
(for O.ACCESS CONTROL)

No other components.
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

Refinement: The TSF shall restrict the ability to
perform the specified operations on the specified

- 51 -

Copyright® 2023 by FUJIFILM Business Innovation Corp.



TSF Data to the roles specified in Table 15.
Table 15 Management of TSF Data

Data Operation Authorised
Role(s)

TSF Data owned by U.NORMAL or associated with documents or
jobs owned by U.NORMAL.

U.NORMAL Password modify U.ADMIN, the
owning
U.NORMAL.

TSF Data not owned by a U.NORMAL

Key operator Password modify U.Admin (Key
Operator)

SA Password modify U.ADMIN

Data on use of password entered | query, modify U.ADMIN

from MFD control panel in user

authentication

Data on minimum user password | guery, modify U.ADMIN

length

Data on Private Charge Print qguery, modify U.ADMIN

Data on Access denial due to guery, modify U.ADMIN

authentication failure

Data on Customer Engineer guery, modify U.ADMIN

Operation Restriction

Data on date and time qguery, modify U.ADMIN

Data on Autoclear query, modify U.ADMIN

Data on Report Print qguery, modify U.ADMIN

Software, firmware, and related configuration data

Controller ROM, modify U.ADMIN

Fax ROM

FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.
FMT_SMF.1.1 The TSF shall be capable of performing the following

management functions: [assignment: Security
Management Functions listed in Table 16].
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Table 16 Security Management Functions

Management Functions Operation

Registration of U.NORMAL /SA guery, modify, delete
creation

Data on User Authentication query, modify

Key operator identifier modify

Key operator Password modify

Data on use of password entered from | query, modify
MFD control panel in user

authentication

Data on Private Charge Print query, modify

Data on Trusted communications qguery, modify

Data on date and time query, modify

Data on Auditing guery, modify

Data on Storage Data Encryption query, modify

Data on Overwrite Storage qguery, modify

Data on Customer Engineer Operation | query, modify

Restriction

Data on Self Test qguery, modify

Data on Access denial due to query, modify

authentication failure

Data on minimum user password query, modify

length

Data on Autoclear query, modify

Data on Firmware update guery, modify

Data on Report Print query, modify

Controller ROM, Fax ROM modify

Folder Selector for Fax receive qguery, modify
FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION,
and O.ADMIN_ROLES)

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles
U.ADMIN(U.ADMIN, SA, Key Operator),
U.NORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.
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FPT_KYP_EXT.1

Hierarchical to:

Dependencies:

FPT_KYP_EXT.1.1

FPT_SKP_EXT.1

Hierarchical to:

Dependencies:

FPT_SKP_EXT.1.1

FPT_STM.1

Hierarchical to:
Dependencies:
FPT_STM.1.1
FPT_TST_EXT.1
Hierarchical to:

Dependencies:

FPT_TST_EXT.1.1

FPT_TUD_EXT.1

6.2.6. Class FPT: Protection of the TSF

Protection of Key and Key Material
(for O.KEY_MATERIAL)

No other components.
No dependencies.

Refinement: The TSF shall not store plaintext keys that
are part of the keychain specified by FCS_KYC_EXT.1 in
any Field-Replaceable Nonvolatile Storage Device.

Protection of TSF Data
(for 0.COMMS PROTECTION)

No other components.
No dependencies.

The TSF shall prevent reading of all pre-shared keys,
symmetric keys, and private keys.

Reliable time stamps
(for.0.AUDIT)

No other components.
No dependencies.

The TSF shall be able to provide reliable time stamps.

TSF testing
(for O.TSF_SELF_TEST)

No other components.
No dependencies.

The TSF shall run a suite of self-tests during initial
start-up (and power on) to demonstrate the correct
operation of the TSF.

Trusted Update
(for O.UPDATE_VERIFICATION)
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Hierarchical to:
Dependencies:

FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

6.2.7. Class FTA:

FTA_SSL.3

Hierarchical to:
Dependencies:

FTA_SSL.3.1

No other components.

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),

FCS_COP.1(c) Cryptographic operation (Hash
Algorithm).

The TSF shall provide authorized administrators the
ability to query the current version of the TOE
firmware/software.

The TSF shall provide authorized administrators the
ability to initiate updates to TOE firmware/software.

The TSF shall provide a means to verify
firmware/software updates to the TOE using a digital
signature mechanism and [selection:

no other functions] prior to installing those updates.

TOE Access

TSF-initiated termination
(for O.USER_I&A)

No other components.
No dependencies.

The TSF shall terminate an interactive session after a
[assignment:
Auto clear time for the control panel: 10 ~ 900

seconds
Login timeout for the Web UI. 1 ~ 240minutes
There is no inactive time with printer driver

1.

6.2.8. Class FTP: Trusted Paths/Channels

FTP_ITC.1

Hierarchical to:
Dependencies:

Inter-TSF trusted channel
(for O.COMMS_PROTECTION, O.AUDIT)

No other components.
[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
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FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

FTP_TRP.1(a)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(a)

FTP_TRP.1.2(a)

FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection:

TLS ] to provide a trusted
communication channel between itself and authorized
IT entities supporting the following capabilities:
[selection: [assignment:
Audit Log Server, Mail Server]] that is logically distinct
from other communication channels and provides
assured identification of its end points and protection of
the channel data from disclosure and detection of
modification of the channel data.

Refinement: The TSF shall permit the TSF, or the
authorized IT entities, to initiate communication via
the trusted channel

Refinement: The TSF shall initiate communication via
the trusted channel for [assignment:_mail service, and

audit transmission service].

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement: The TSF shall use [selection, choose at
least one of: TLS/HTTPS] to
provide a trusted communication path between itself
and remote administrators that is logically distinct
from other communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit remote
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FTP_TRP.1.3(a)

FTP_TRP.1(b)

Hierarchical to:
Dependencies:

FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

administrators to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial administrator authentication
and all remote administration actions.

Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

No other components.

[FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [selection, choose at
least one of: TLS, TLS/HTTPS] to
provide a trusted communication path between itself
and remote users that is logically distinct from other
communication paths and provides assured
identification of its end points and protection of the
communicated data from disclosure and detection of
modification of the communicated data.

Refinement: The TSF shall permit [selection: the TSF,
remote users] to initiate communication via the
trusted path

Refinement: The TSF shall require the use of the
trusted path for initial user authentication and all
remote user actions.

6.3. tF1UT/RIIEH (Security Assurance Requirements)
Table 17 [CEF1)T1RAIEHZRIRT S,

Table 17 t¥a)T11REEEH

Assurance Class Assurance Assurance Components
Components Description
Security Target ASE_CCL.1 Conformance claims
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assessment

Assurance Class Assurance Assurance Components
Components Description
Evaluation ASE_ECD.1 Extended components
definition
ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for
the operational
environment
ASE_REQ.1 Stated security
requirements
ASE_SPD.1 Security Problem
Definition
ASE_TSS.1 TOE Summary
Specification
Development ADV_FSP.1 Basic functional
specification
Guidance Documents | AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests Independent testing -
ATE_IND.1
Conformance
Vulnerability AVA_VAN.1 Vulnerability survey

NoNEFIITARIIEHERIRT SR, R/NROTLF1LIFAR-AFM VIR BEORESING B
BLACEINTNSCE, TOE (CHITHERRENTF 1T ERESNTHD. HD TOE B & Offf
BICREITLVBEERSNTIBETHS,

6. 4.
6.4.1.

TRIVTIHRBREGMEREFLTCVIHEEYR . SIRFEFREB R LBV HREG L. RERRNE
IESNBTHREN G VMR#LE, Table 18 [CRET B,

Table 18 CHaUT BBEEHIVR—2 Y bOIRTEN

i) T EHRRL (Security Requirement Rationale)
IRTFEEDIREE (Dependencies of Security Functional Requirements)

BEEEHEIUR—XU b A OBREE IV E—R Vb
EHBLUEHAR | PP TRUESNTLSEMN | & ST NALTHRER F R
FAU_GEN.1 FPT_STM.1 FPT_STM.1 OK
BT
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BEEEHIVR—RIb

REEOMBER A R—2 b

BEUBIUEHAT PP THREINTL\SEH | K ST W@ ikEHE TR
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 OK
FIRAEHREROBEER T | FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 OK
Yok : 41 B0 BE AL B AR N FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b) Fkld |[FCS_COP.1(b2) OK

EERAEMGEXTEEA) FCS_COP.1(i)] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 OK
BEELEL-
FAU_SAR.2 FAU_SAR.1 FAU_SAR.1 OK
REEELE1-
FAU_STG.1 FAU_GEN.1 FAU_GEN.1 OK
RESNEEE TSN
FAU_STG.4 FAU_STG.1 FAU_STG.1 OK
EET-HEXOMHL
FCS_CKM.1(b) [FCS_COP.1(a) ¥k | FCS_COP.1(a) oK
2 R (R FRERA) FCS_COP.1(d) ki@ | FCS_COP.1(d)
FCS_COP.1(e) %l |FCS_COP.1(f)
FCS_COP.1(f) #%l | FCS_COP.1(g)
FCS_COP.1(g) F(& FCS_CKM_EXT.4
FCS_COP.1(h)] FCS_RBG_EXT.1
FCS_CKM_EXT.4
FCS_RBG_EXT.1
FCS_CKM.4 [FCS_CKM.1(a) FCS_CKM.1(a) OK
e SRR #7214 FCS_CKM.1(b)] |FCS_CKM.1(b)
FCS_CKM_EXT.4 [FCS_CKM.1(a) Fl& | FCS_CKM.1(a) OK
YLk BB RM A O ZE FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) OK
EERIECIASERES1t~ | FCS_CKM_EXT.4 FCS_CKM_EXT.4
=)
FCS_COP.1(b1) FCS_CKM.1(a) 1L RIS
ESIRIE(BRER#REE) | FCS_CKM_EXT.4 I7—LIIT7DE
LR CEASN
BFABERT (.
TOE 5} TRUH—
hERL. TOE A
(CHRZREFD
LVz8h.
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BEEEHIVR—RIb

REEOMBER A R—2 b

BEUHBLUEHLTF

PP THESNTI\SEH

& ST AT IRkEFHE

FERE

FCS_CKM.1(a)
FCS_CKM_EXT
A [IREFELILY,

FCS_COP.1(b2)
BB RE(BR%ERHEAL)

FCS_CKM.1(a)
FCS_CKM_EXT.4

FCS_CKM.1(a)
FCS_CKM_EXT.4

OK

FCS_COP.1(c1)
EERE(N\YaTITUX
L)

3L

FCS_COP.1(c2)
EERE(\YY17ITUX
L)

3L

FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) oK
EE124E(AES 7382 | FCS_CKM_EXT.4 FCS_CKM_EXT.4
it 1ES)
FCS_COP.1(f) FCS_CKM.1(b) FCS_CKM.1(b) oK
BBk (RIS L) FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) oK
s 2R VR (AT \y YAyt | FCS_CKM_EXT.4 FCS_CKM_EXT.4
—JRREL)
FCS_HTTPS_EXT.1 FCS_TLS_EXT.1 FCS_TLS_EXT.1 oK
PisR  FBIRSNZ HTTPS
FCS_KYC_EXT.1 [FCS_COP.1(e) #il# |FCS_COP.1(f) oK
YhER - RF IV FCS_SMC_EXT.1 %k
(&
FCS_COP.1(i) Ffid
FCS_KDF_EXT.1
RU/FE
FCS_COP.1(f)]
FCS_RBG_EXT.1 KL -
Yok BE SR (BLBEY &
FX)
FCS_TLS_EXT.1 FCS_CKM.1(a) FCS_CKM.1(a) oK
YREE BIRENE TLS FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b2)
FCS_COP.1(c) FCS_COP.1(c2)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 oK
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BEEEHIVR—RIb

REEOMBER A R—2 b

EHBIUEHRT PP THRESNTWSEH | K ST W7 kFH TR

HIty 7Ot A%

FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 oK

tF1UTABHICEZPHEA | FMT_MSA.3 FMT_MSA.3

gkl

FDP_DSK_EXT.1 FCS_COP.1(d) FCS_COP.1(d) oK

Yisk: TAAD DT —HRE

FDP_FXS_EXT.1 KL -

YRsR: J7D A5 Bt

FDP_RIP.1(a) KL -

Bty MNERFIEHRIRE

FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 oK

FRRE K BREFDER DR LY

FIA_ATD.1 KL -

FRERMER

FIA_PMG_EXT.1 L -

YAk )SAD—REHE

FIA UAU.1 FIA UID.1 FIA UID.1 oK

REEDRAZIVY

FIA UAU.7 FIA UAU.1 FIA_UAU.1 oK

RESNTZT1—FN\YD

FIA UID.1 KL -

HAIDRAZUH

FIA_USB.1 FIA_ATD.1 FIA_ATD.1 oK

FAZF-DIIIDMES

FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 oK

EF1UTAEEDSBEDE | FMT_SMR.1 FMT_SMR.1

FiE

FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 oK

X1 T EROEE FMT_SMF.1 FMT_SMF.1

FMT_SMR.1 FMT_SMR.1

FMT_MSA.3 FMT_MSA.1 kL XEF—-ADFHH

BRI FMT_SMR.1 E B ANIEROT 7
FIVMEZEETD
CEFTER M
. FMT_MSA.1
([CIRFLIEL F
. mAEHNE
DT IAIMER
EEARER &R E

- 61 -

Copyright® 2023 by FUJIFILM Business Innovation Corp.




WEEEHIVR—-RVE EEHOMEEHIVR—RVE
EHBIUEHRT PP THRESNTWSEH | K ST W7 kFH TR
HEELELVED.
FMT_SMR.1 [C
&EFLLLY,
FMT_MTD.1 FMT_SMF.1 FMT_SMF.1 oK
TSF F— AN & FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 KL -
EIRMEEDEFE
FMT_SMR.1 FIA UID.1 FIA_UID.1 oK
tF1UT1&E)
FPT_KYP_EXT.1 KL -
ViR R UBMHORE
FPT_SKP_EXT.1 KL -
YisR:TSF TR0 {RE
FPT_STM.1 KL -
SIEBEAM LARYS
FPT_TST_EXT.1 KL -
¥h3R:TSF FAN
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b1) oK
YhER: S IEEPYIT— b FCS_COP.1(c) FCS_COP.1(c1)
FTA_SSL.3 L -
TSF &ZEICLZKT
FTP_ITC.1 [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
TSF RIBE@EF vl Fr(d FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
Fr&
FCS_SSH_EXT.1.
FrE
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
SIEEA(EBEER) Fre(3 FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
FrE
FCS_SSH_EXT.1.
F=(&
FCS_HTTPS_EXT.1]
FTP_TRP.1(b) [FCS_IPSEC_EXT.1. |FCS_TLS_EXT.1 oK
BEESAGFEERER) | FCS_HTTPS_EXT.1
FCS_TLS_EXT.1.
F(E
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BEEEHIVR—RU b REEOMBER A R—2 b

BEUBIURHA PP THRESNTLSEH | & ST HELTREN Fe Rt

FCS_SSH_EXT.1.
Fld
FCS_HTTPS_EXT.1]

6.4.2. tF¥a)TIRIAEHIEM (Security Assurance Requirements Rationale)

NoNEFIITIRAZHERIRT R R/NROTLF1VFAR-AFM VIR BEORESINDGE
BLAIVCEINTNSCE, TOE (CHIIERRENEF 1T ERFBESNTHD, HD TOE B HOff
EICREITVBEERSNTBETHSD, PP DHoPBECAICHIRIETITAETA > EF21IT(REE
BEHEERTIHNAEGHFEICOVTOREON/H VA RETIEHICERSNTS,
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1.1.

TOE E#{t# (TOE Summary Specification)
AETIE, TOE MR T3 LF 1T (B BRIV TRAT B,
¥ )T7188E (Security Functions)

Table 19 (CTOE t¥aUTsHaect¥ 1T HEEEHDOHINETRT,
AETHETS TOE t1UT A3 6.1 HICRABINZ LF1UTHBEREELTLOTHS.,

Table 19 TOE a7 18set X 1T 8 BEE DXL B R

tFaUT 185

FEOER
=

B

=]

f
f

7Dt A

t¥a1ly 74 BEE

PSTNZ 7 D A-%v 0 =D EO 575
AML—=Y0DLEEHEE

=
=1
T

=
=1

SFRs

FAU_GEN.1

FAU_GEN.2

FAU_STG_EXT.1

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

B I 22
<l EFaY 7F4 EEE

FAU_STG.4

FCS_CKM.1(a)

FCS_CKM.1(b)

FCS_CKM.4

FCS_CKM_EXT.4

FCS_COP.1(a)

FCS_COP.1(b1)

FCS_COP.1(b2)

FCS_COP.1(c1)

FCS_COP.1(c2)

FCS_COP.1(d)

DN N N N N N N N I N BN N

FCS_COP.1(f)
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t¥al)Ti#8EE

SFRs

=¥y

8 Al

EERE DY -

t¥a1ly 74 BEE

e

=
PSTNZ 7 D ZA-%v 0 —D RE0 78
AML—=Y0DLEEHEE

7Dt A

FCS_COP.1(g)

FCS_HTTPS_EXT.1

\

FCS_KYC_EXT.1

FCS_RBG_EXT.1

FCS_TLS_EXT.1

FDP_ACC.1

FDP_ACF.1

FDP_DSK_EXT.1

FDP_FXS_EXT.1

FDP_RIP.1(a)

FIA_AFL.1

FIA_ATD.1

FIA_PMG_EXT.1

FIA_UAU.1

FIA_UAU.7

FIA_UID.1

FIA_USB.1

NENENENENENEN

FMT_MOF.1

FMT_MSA.1

FMT_MSA.3

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

AN N N N N BN

FPT_KYP_EXT.1

FPT_SKP_EXT.1

AN

FPT_STM.1
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tFaUT 185

B
R
S
o=
I\
|
S
- B2
= #u
ol iy T | o
E il < | 4
~ & ~ HE == o S
Ik ¥ N b iy o IO
T oD < D 1’;0[ .Eﬂ [’g, IRy |
i M &N M s 2R P 2
B | &+ | o | & | o | N I
SFRs i N A N JIE 11N e a ~
FPT_TST_EXT.1 v
FPT_TUD_EXT.1 v
FTA_SSL.3 v
FTP_ITC.1
FTP_TRP.1(a) v
FTP_TRP.1(b) v
1.1.1. FRIEEEE

HAIEREEA AR . EFRISNIZR E DRI AETZIFIC MFD OHREEE R T HERZH B HHIC, 121
N2V FABEDSAT7V D Web UI(*), TUVE— RS54 \h61—-%—ID £1—-%—)IA0—-FEA SIS
BCEHRIREE T AETHS.

MFD [CESFSNTLSFI AEFEREEAL T, B#AIRLEEIT,

(*):MAFEDFMTV PC D Web F50H5%N Uz MFD OH —/\#gE, "t TM15—2yMM—E
ALEVHB TR NS REICEWTEIARRE LR, Web UI EFES,

(1) FIA_AFL.1 Authentication failure handling (EREELEREFDEDIRLY)
TOE JFIAEN TOEAPDELATBHIIC, FIREBEDRIZITON, SRR THF D FREE 5k BURT G
BEZIRHELTLVS,
FIREDORIKRRIEICHTHRA L ERE L. VI AET R THRESN TS EE (1~10 [E])
DEFRBISETDE, BRAAFOHANZRIICREALTE. TOE OERYIE/BRAFTZHTIE
133,

(B8:E3 3 TSFI]
BAENSRIL D RIERE
Web UI 0 5IF2E
TUVIR—=FIAN
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(2) FIA_ATD.1 User attribute definition FIREEMTEE
FIA_USB.1 User-subject binding F|A&-H7 YD MES
TOE BFIAFICHULT, 1—H—ID L&ENERBHELTER L. TNOEHFIRIL LRI AE IR L
TEfH13,

[FIA_ATD.1 [CE8:&Y % TSFI]
BENRIIOEERKRE

Web UI OEE#HE
[FIA_USB.1 [CEd:&Y % TSFI]
BAENRIV DR ERE

Web UI Oz 5IEEE

(3) FIA_PMG_EXT.1 Password Management /i20—RFE&EHE
TOE [CEWT, MM EEZED/NAD— FERR, FLEARKRRAOF AEEFZ-EERFO/IAT—F
[E. LTOXFOMEAEDETHERT S ENTES,
NAT— RICHEE ATRER X F !
PIITPRY MDA X FENXF, HF . RURDEFFHXF
“17, “@”, “#7, “$7, “Y%7, A7, U&7, KT, (4, 1), " (space)”, VT, YT, N N,

A\Y \\ W /77 \\ i \\_ 17 \\, s \\<II A\} ” \\>II \\?II nwrw \\¥II A\%e /A nmo o\ o\ A\ \\|II A\Y ” \\ Il)
! —r I'III = rooc ’ [ —

Fe. VATLEBERRD/I ATV FRE 0~63 XFOHHE TR ;"f?'%n.th"(%éo
TOE [FCDERFEICLN 15 XF L LICRETH_ENTES,

(B8:&E T3 TSFI]
BENRIOEE#EE
Web UI @%IE*% HE

(4) FIA_UAU.1 Timing of authentication ZBIEDHSIVY.
FIA_UID.1 Timing of identification ANV

TOE BFIAZEDFEARIAARELT, KRR AREYR— T3,
BRI EERSINDBM VATI— AL NIV, FIREDFA47V D Web T304, FUUa—F
211\0 3 FEFEN' HD,
BIENRIV. FIREDSA47 Y MD Web T30 Tld. MFD #aeDREZEFRI I 5HIIC, ID &/TAD
—RFEADEEBT. AHASNE ID E)SAT—RH, TOE [CEFIN TV FIHEERE—HTIEE
I R
F  DFATU L PCHoDT)Y MTF—RICF 5ENS ID £/SAT— RICENT A K= )Y MDA
FRENITHNS,
FREE(FIA_UAU.1)&E# R (FIA_UID. 1) 3 EFFCE TSN, iR - ZREE DM A h R Y LI D 12
EWEFRISN B,
NREFEILD FAX DZ{EICDOLTIE, TOE (F. #AIFREIETIC. FAX T—3%2{ET 3,

(RHEY % TSFI]
BRAENSRILDHRIFRE
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Web UI @uﬁk?:lljuu A8
TIUBR—REAN
ANREBIELER

(5) FIA_UAU.7 Protected authentication feedback {RESNZERILT1—F/\vD
TOE (21 —Y—FRRERF(C. JSAD— RERTEHIC. SIAT— FELTANSNEXFHERFBOIELX
F"@ (bullet) "%, /IR Web J50HICRRTHEERIRIET S,

(BH:&E T2 TSFI]
BENRIVDOERIZEE
Web UI a)uﬁk?:l“nl.. AR

(6) FTA_SSL.3 TSF-initiated termination TSF #Z&(CL3#T
TOE (& Web 7394%hH Web UI [C—EBEE(1~240 2 TEHRERHE) D7 AN E NSO
D4V (FRitty ay) e )7 VBRI EERT D,
FIAREN R DO—ERFRE (10~900 P TR EFTRE) DR N E NG S (S, BEIRILDEEHLD
U7SNFEREEEARS,
TIVB—=RSANReDEYYavFRFET . TV MOBERDBEREELICEY IV ER T T3,

(B8:E ¥ % TSFI]
1:*1?/ ﬁ;? )W);:ﬁU'J'] B
Web UI 051335

1.1.2. tF1U745&

TXAIT/EEREER . YATLEEREICLSREICHKL . TATO TOE FAEICHLT, V2, #H &
DEIBAERETOINEVIBR (BIZIE, - —18/F. EEPEREERE) &, BHFLETHLHD
HREEIRIET D,

(1) FAU_GEN.1 Audit data generation (BE&EF—34%R)
FAU_GEN.2 User identity association (F|fH#&#31EROBEER(T)

TOE (&, Ya7D#E T v FIFAE DRI OKRE. A RSN AFCLIIEEREEDF AL
E.Table 20 [CRTEEMRDBRIOVNT, BEENJERRT D, FLREETHICE. FTRHE
OB, BROER ., ERESIFECLZFIAE (ATEETHNE) . BLUEROBERNEEHRN
B
TOE RERSNLEENEEREHEENTELTRERT I, ZORREEH1ZF| AE DB A &R
(CRAEfHFTREERLTLVD,

(R8:&¥ % TSFI]
BRI OB RIFRE
Web UI Oz 5IF8E
TIVVR—=FIAN
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BIENRIOEEEEE
Web UI @%Ii*ﬁéﬁb
BIRNIY

BAENRIIDOIE—HEE. TUV MERE, AXvURE. AT vURYDARFHEEE. J7DAMRE. XER

N Likae

BENRRINDOIITIREE - BEEDR RHEEE
Web UI QY37 iKEE - BEDR RHEEE

Web UI ORyIAN6DXET—SERDH U EE
Web UI 77— L1777 7— MkRE

AREFEER
Table 20 EEEOJDEEHA
HRER RBRINIBEEERA EEERFM
B A MBEDICENEIRT System Status/ Started
normally (cold boot),
System Status/ Started
normally (warm boot),
Shutdown requested
JaJ0#T Job Status/ Completed, Print
Job Status/ Canceled by Copy
User Scan
Fax

Mailbox [Storage and
Retrieval Job #%& 7]

*Ijm%le ITIIE% E&
FI A& 5 AN < BR
(1845152, Web UIH5)

Login/ Failed
(Invalid UserID),
Login/ Failed
(Invalid Password)

FIRETERE
| A B K BR
(FVUBES11\h5)

Job Status/ Print /Aborted

EE RO A

Device Settings/ View
Security Setting

Device Settings/ Change
Security Setting

Device Settings/ Switch
Authentication Mode

Device Settings/ Edit User

[EESNTZREMHEELTID,
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“Password”, “Name"h'i2$x&
na]

Device Settings/ Add User
Device Settings/ Delete
User

Device Config/ Software
Audit Policy/ Audit Log/

Enable,
Audit Policy/ Audit Log/
Disable
‘EIO—ETHIFAEY | Device Settings/ Edit User
W—TOHRE
[ZEESINEEMHELT Role"H
FLERSNB]
BZNER Device Settings/ Adjust
Time
tOaVHEL DK Communication/ Trusted Failed
(TLS) Communication [7ORDIL, BIESE. RO

HYR7F]

(2) FAU_SAR.1 Audit review (BE&ELE1-)
VAT LEEEL. Web UL TAOJM V. Web UL hoDIEMEICED. TOE AERICREFESNZTAT
DEEOVERMETENTED,
BEBEOJVEATRUINOTFAI7MILELTAIYO—-FENDd, EEOVEADYO-FT35E(E. TLS
BENMMICHEINTWVBILELRDHD,

(B8:&3 % TSFI]
Web UI OEE##E

(3) FAU_SAR.2 Restricted audit review ([REEZELE1-)
TOE RFICHRFSNLEEOTDHH H UREER ., RSNV ATLEEZEDHICRESIND,
F. BEEOTADOTPIEAZ. Web Ul OFFERAFTRET., BIERINDTIEATHIEFH KL,

[E8:# 93 TSFI]
Web UI O%&E RS

(4) FAU_STG.1 Protected audit trail storage (fR#E SN =B & SEIEHA)
TOE RERICRFSNEEEOTADTPOLAR, Fedr i UHEREDH THY. HIRE LME EH# AL TR
L0, CNIZED. BEENT DR ELHIBRERENHRESN TS,

(B8:#3 % TSFI]
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Web UI OEE#HE

(5) FAU_STG.4 Prevention of audit data loss (B5f&ET—HE%NEHIL)
TOE RERICRFESNEEENVIE. &KX 15,000 H2RETIENE KD, BEEOTHERICH-
EBE. RUEGRERSNEEER T A LEZLT HLLEEDTMER TEELEREREND.

(BH& 9% TSFI)

BAERIVDHRIERE

Web UI O 5IFEE

TV8—=FAN

BAENRIDOEEKEE

Web UI &R #E

BIRRAY

BAENRINOIE-HEE. TV MERE. 2T vURERE. AXvUIRVDARTEFHEEE. D7D AMEE. XE
N LikRe
BRI D Y TIRE - BEDR THAE

Web UI YR58 - BED R TH#E

Web UI DiRyIANbDXET—RERNH LiRE
Web UI ®77—LOI77v7T— MMk

DR EBIEER

(6) FAU_STG_EXT.1 Extended: External Audit Trail Storage #}&R85Z 5T BAHE #k
E&ENJIE. Syslog 7O UVERAWTEERY—)INEESND, ZEDOEENTDRER. 7.1.7
(3) FTP_ITC.1 [CFRikEN D, EXESNBEENTIE. TOE REICRFSINZEENT THB7H.
EENJOHHHULOBER(3) FAU_SAR.2. EENJ O ELHIBRERENDOREDEN L
(4) FAU_STG.1. EENI W @IFICI-125 5 DBEIL(5) FAU_STG.4 [CERdiend, BEENY
[F. BEEY—/INEESz&t . TOE NERICED,

EENRBUZISE . T 3FTEENBRITING FENKBULKREEDNERDTN
13,500 #ICET L. B IRIVCIS—%FRRL. MFD (3fFLL T3, CDHE. MFD & Syslog
Y—NEEEECEFKE TEZREICL. MFD #BEEEITHETIS—(3MEE TS,

(RH&9 % TSFI)
FAU_GEN.1, FAU_GEN.2 OFS:&E TSFI [C#3'3

(7) FPT_STM.1 Reliable time stamps SE#EAM LAY T
EEMNCEERNRBRZEEOTELCREZR IS8T, TOE M2 TWLVSIOVIMEEIC LD A1 LA
BT HITT DHERERIRIE T D,

FFETORELEEIF FMT_MTD.1 CENVATLEBEDH N AIHETH D,

(BH&9 % TSFI]
FAU_GEN.1, FAU_GEN.2 OF8:& TSFI [C#7°%
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1.1.3. 7POrAHIE

HAFREEDN R LIEFIAE OH N T sLDRe = AR RECT3 %, TSF ICPDEAT B/ VRT1—AZE(C,

FIRATTREICIBHEEN R D,

a) AKEESRILTHIEISN D HERE
JE—-HEEE. JPDABEE(EIR) . AT v MR, XEORAFEIMDE ULHEE. TV MERE(TUVA
— FSANTORFLEEDERE N KM THOENRIFFIRE) IRV TEREET %, FRELLBIMGEIIE
RISNBL ), EHRKEBORT, Va7 KE-BEOKRTHEE., £ TOE RET-HDSHR/HK
EHEE(VATLEEREDH)

b) Web UI THilfElch2aE
HWHAREORTR, Y3 K- BEORTHEE. RyIANLDOXET—FEH UEE. TOE 52
TADS R/ REMEE(VATLEEEDSH) . 77— LIIP7v7TT— MERE (VAT LEEED
)

c) FABIFMTUIDTVIE— A NeERT HHAE
FAENFREISA 7Y MOT)VA—-FIA N TR EBERE LIRETTIY METRET BL.
MFD (333N R LB & (COH RIET —REEY by T T—AICE#R(TIVR-X)L T
—4—ID CEONBERIRY PIICETET B,

(1) FDP_ACC.1 Subset access control #7tzyr7Ht Al

FDP_ACF.1 Security attribute based access control t¥aUr1BH&ICLD 7D AHEH
TOE (%, Table 11, Table 12 (Zftl), BRIEREKRBEEED VITEXET-ADT7HEAKIEHES R
Jo LT, XERND()WD note Ditikld Table 11, Table 12 M note #5 B LTIL\3,
BREERBETEONG VIaTEXET AL, BHRAEETRELFREES—F—LTEDHF T, &
—F—FRBVATLEBELINTOE AT RS, 220, T Yadid. —RAAEHIEETS
CENTED, e, J7UAREDROT ARG, VAT LEBELZINT7OE AR REER D,
TIVMEREICE VT, D317V F PC ot ASN3 TV M —3RICFIREEHE T $72HhD1—
Y¥—ID B'E&FENS., TV MEREICHITB VA ER. TV MF—RICEFNS 1Y —ID (LT
HESIND, (note 1)
AFvUREE. JE—BEEE. D7D AR EREEICHTD YT, BERIVCOT 1V Lz 21— —1D ¥,
FDNA—F—ELTEINDIFOND, (note 2)
TPHAZEFNIITE., I70 AR EERE VL AENMFETELLVEY., BREEEN T —F—&
LTEIND(FoN3, (note 3)
TPIAZIEVTREINBSI7IVAZET AR RETIRVIAICEMN A TON TSI —ID H'7
—F—&ULTEMMFFoNS, (note 3)
TPHAZETHERFETIRVIAR., SA MERKR T2 ENHS. (note 3)
TPHAZIENYITHT—4% TOE SihoiEondih, TOE DFIAETHILVITNhO1-H -, 77
DAZED I TELUT—HZERTHERFITERLY, (note 4)

XEORFEMOL UHKEER . 2FvUXE . I7VAREXEDRYDARIFEEZDEIH UHREZ AT
BEET Do AFVUBBECHVTIE, 2T BRNCATA VIRENDETHS RYIACAF v U X EEETE
TR, M EEEZEQTATORYIAN, —RFAEELE SA RBEENFAETHIRVIALTHE
ReATaeE3 %, FIRBIAF v O XEERTFITINVIAERRL ., AF v ARFERITT N ERLL
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RYIADFRBEEDNAF YO XEDREBICLD, T7DAZERKEECHWTR., J7IAREXENR T
AZERRVIACRESIND IT7DAZIERVDADRBEN. 77D AZIEXENFBEELLD,
(note 1)

NVDACRFSNET—AOEDE L, TLE1— FIV METR. EIBR. 7YY METRTIFROERE A
HOFBRE. FFEBFTCIHMEBEEZOINEITTES, SATIATLEEELN, i ADKRYIA
ADT—RIFEIETERL, (note 5)

TV AFvD I7DAEE . TPDAZENRBXET DT LEL-R. FABFEVATLE
HEZ(INEITTED,

TIVR, T7DARE . XEORFEINH L. WINOBEEICEWTH, XET-HZRETIHEE
REEEINGLY,

A¥vY ., IPDAEE. T7IARE. XEORFEMNE LORIE V3o E T Eed IR ENG
LYo

-3 EmMEBEEDHRETHENTES,

(R8:&9 3 TSFI)

TVIE=FIAN

BAESRIOIE-HEE. TUY MERE. AFvUEE. AXvURYD AR AR, J7DARRE. XE R
N Ligae

BAENRINOYITIRE - BEDR THEAE

Web UI O Ja7IKEE - BEDR RiAE

Web UI DikyDANbDXET—HENH LikaE

DR EBIEER

1.1.4. twF1U7(EHE

(1) FMT_MOF.1 Management of security functions behavior tF1UT/#EENDHZELD
=g
FMT_MTD.1 Management of TSF data TSF F—A20&EE
FMT_SMF.1 Specification of Management Functions EIR#EEDEE
FMT_MSA.1 Management of security attributes tFiUT1BHEDEE
FMT_MSA.3 Static attribute initialization B E#H1E
FMT_SMR.1 Security roles t*a1YF1D&EE|
TOE & AIFREISNTZ VAT LEBEEDHIC, TiE Table 21 (Z5RT TOE 1) T/H#EEICRE %
TREFL)TAEBBEEDSBERTEE R, BLURHEEDFMERZRE TSI —10471—
AzRHT S,
Fo BARREEEN—RFIAEIESDNRAT-FERDHAIHETHD,
CNODBEEEICED, BRENDCF1) T EEBEEZIRE TS,
HEEEERIOSEIL, #MREEENMRENRIBLY Web UL ho0dM U LEERICR TSNS
HHEBEORRELOCHIRTS,
TOE (3. Table 12 Table 13 [CHEL), BIEEKRBEBRET/RNONDG VaTEXET - ADFRAEHANE
H|OTIAIMBEELT., AT EB LRI REHIIERERTET . s5M#lE. [7.1.3. 7oEAH
{81 (1) FDP_ACC.1 Subset access control 47ty 7Ht A% FDP_ACF.1 Security
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attribute based access control t¥i1UT1BHCLZT7VEAHIH I ESROIE,

TOE (. W EEE . SA. VATLEEE  —RINAZOERINZELALRRAECEEMST. Thz
x93, ®ENT, 1—Y—ID LB TVTHN., TOE FOTA Y LERAECI—F—ID (It T 3%
%4113,

[FMT_SMR.1 (CF;E]E?%) TSFI)

Web UI O AIFEE

BENRIVOFERIFRE

[FMT_MOF.1, FMT_MSA.1, FMT_SMR.1, FMT_MTD.1, FMT_SMF.1 (CB§:&Y 3 TSFI]
BIENRINOE R EE

Web UI OEEH#EE

[FMT_MSA.3 [CE8:#9 % TSFI)

TIVE—RFA4N

BENRRIINOIE—HEBE. AFvUBERE. AF vV ARIFRERE. 7D A EE

ARBEEEIR

Table 21 tX1UT1EEHEEEIR/ERTEER Ul

t¥X1UT1EEIER #BIENRIL | Web UI
AML—UDEEEFHEREEDERTEEZSRL,. B/ES, LEEEH v v
DETEZEITD
APL—UREBLHBEDEREESHBL. B/ EBNDEREEITD 4 -
ARNRRIDDDORIEFD AT — MERDREES R L. B3/ EX v -
DEEZITY
FIRBERARRICLZVIEAEG R EZSRL, BN/ E. IEEE v v
HDEREZIT
BMERE ID ES\ATV-FOEFEET) HEHMEEEDH ATHE 4 4
FIRE ID O1ERL. £E. BIRREITY. NAT—ROEEZITI. T2 v 4
FAFECEINLTERENESEL, SA FLE—BAAEORINCE
B33,
A-HF—-NAD-FOR/NXFHHIRESRUEREEITD 4 4
BIETABSLEEOEREESRL. B3/ EMSLUERIFRD v v
BEEIT
TLS H—)\GEBAEDHREES R L. (ER/BHOFREET. - v
BRI R AEDREZSRL. KRR/ BNDEREEITD v v
TIHAR=FTIV MEREDERE TSR U, ER/HRIOFZEZITD 4
A1t H?r?ll’é*ﬁ@béﬁm’éﬁﬁ v -
BETAMEREOREZSRL. B/ EDOHEZIT 4 v
77 —L\'b177‘177— MEEEDEREZSRUL. AU/ EMOEREZITO v v
ZA—rDU7HEEE GRENRILBE LT Web UI) DS BRERTE v v
LR— M ADOZREESRU. VATLEBERE/FIREOHREEZT v -
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P

AARR—IVIZ 7R EHIBEAEDS BER EETI(HEEDF /& 4 4
h/RSFINAT—R)

TXI)TAEERENDSBERTEEIT WEEOFM/BEUH LU v -
Syslog #{ENERTE)

TP ABRICH T B RIERVIANSBEREEITI. (HEEDF %/ & v v
DBELUZIERVDADIETE) *1

*1): ZIERYDADIEEL . SA BMERULIZRYIATRIINEB SR,

(2) FPT_SKP_EXT.1 Protection of TSF Data TSF F—AM{R#
TOE (%, #5588 (KEK: Key Encryption Key)%#¥X T NVRAM2 [CR7ETBH, TATOF
RAECLT. COBBSREFRHIETZHDMIIATI-AERFELTVEL, £, NVRAM2 KlFAEED
(FESN TS EMRIE. AL— I BB BEUZERTIEGLY,
AML—YrEE 8 (DEK: Data Encryption Key)ld. E32M KEK T AES-CBC AR THES1EL
T.NVRAM1 RU HDD [Z#f7FET 5. HDD LR %FE T3 DEK ORZEIEI N7y I THB,
TOE OEEFHFF. NVRAML [CREFENLESESNEA N —JES 8. NVRAM2 (CHIHEIES
BTESIEEIN. BEDEFEXDIKEET DRAM [CREFIND.
L. SRTOFAEICK LT, TOE (. DRAM [CRFSNEEXDA N —IEEREHHTEZTS
RII-ATRBEL TG, Fo. DRAM [CRFESNTVIEXDA N —JEEHRIE. BRZEEET
CEICENHESNDS,
TLS BIEF(ICHERATIMERTEOIEAER. 7.1.6 (15)DHEIEICLNIESILSNZIRRET
NVRAML [CRFFSN., TATOFIRAF(CH L TMEHERERH B TA U371 —AFRELTLELY,
BIEICFIASNS TLS tyyav#ER U TLS EC Diffie-Hellman ##FEE X T DRAM (CIR7E
SNBH, TRTOFIABEICH LT, TOE (&, DRAM [CRBFESNEEXD LYYV BEHRHETI 4
JI—AZRMBLTIVELY, £z, DRAM [CRFSN TR EX DY YaVEE, BRZ%HEET CECLD
WEIND,

(B8:&E ¥ 3 TSFI]
L

1.1.5. SEELER

(1) FPT_TST_EXT.1 TSF testing TSF FAk
TSF (& Controller ROM & Fax ROM D220 77— LIIPICENEBRSNTHD. hn220T77—
LOI7DREMERIETEECED., TSF OIEEEMEEIRIET 5.
TOE (%, #®2E)RF(C Controller ROM (& 4byte OF1v0Y L, Fax ROM (& 2byte OF 1904 L%
HEUMENEE—HTINEMHREL. BERFIIRENRICIS- 2R RUEEZELTD, Fk.
DRBG [CBUT [1]11.3 [CEREDAIATAIEEITL, TAMKKR UG E R ERIVICIS—
ERTUEHEEILETS, 55 DRBG OfE#(L 7.1.6 TRY,

(R8:&¥ % TSFI]
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BIRNIY

(2) FPT_TUD_EXT.1 Trusted Update &S{E#E7v77—F

FMT_MTD.1 Management of TSF data TSF F—50EE

FMT_SMF.1 Specification of Management Functions EIE#EEDETE
VATLEBER ARENRIDODRECID, BENRIETHEEPOT7—LII7?N— V2V e
RIBHENTED, T, WRERTEYAMENIFH AT BEEICL TEIRE D TOE 28T 577~
LOI7DON—I3V R T HENTED,
Fz. BRI SNLEVATLEBEOA N, VATLEEE D17 D) Web UI hib, Controller
ROM, Fax ROM %85 —3J LN F+)774 )V % TOE [SEETIEICEN., 77— L0177 &T7vTT
—;FBIENTES,
TOE (. YATLEBEEDIZM7V D Web UL hoEESNET7—LI17 &8I\ M H)771 ) 2%
BI3E. MM FIIPANICHFSNIZEFERERIEL. AREEICKRBRLIZIHE R, PyT7— ek
LU BIENRIVCIS—@MUTELT D, N FITPMIU ESNTWSBEFESRIE. NMHYT71L
% SHA-256 T/\woallz/\woafEE# K 2048bit DFkZ# THES1E L7z RSASSA-PKCS1-
v1.5 AXD RSA FIANELTHD . SOTERIEDFIER . 1) MM FUTPMIUSHRATENEEFE
2E77— LII7ELIRFIA RSA 2ABRICTES. 2)\1FU774)L%& SHA-256 T/\woa. 3)
BERERL)\YIEELERL, —BINERIEED. F—BTHNIERIIRBEL D,

[FPT_TUD_EXT.1 (CBH&9 % TSFI]
BERRIVDOI7—LOI7 N—J3aVFER
Web UI 77— L9177y 77— MkRE
[FMT_MTD.1. FMT_SMF.1 [CREH:E9 3 TSFI)
Web UI ®77—LO177v77— MEE

1.1.6. 7—hEES1t

(1) FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) RES#4%
B GEXFREER)
TOE (3 TLS RS @ENHEHEL (EC Diffie-Hellman) TRV IEXFREELT. [2]ICiEEDIE
MR ER D, FEABEROERKAEE. [3]5.6.1.2.2 RU [2]Appendix B.4.2 [C¢
5, TLS EC Diffie-Hellman #ZZ{&(Z. Linux ®/dev/random hoigE%EY— KT 3(14)IC
SCE (D AES-256 CTR DRBG TA R UEELETHD . FEABM#RELT [2]Appendix.D (CEREL
M P-256. P-384. P-521 #HiRk—kUL., TLS 2TV I—Yav@ETHIATEZ—ONRFES,

TOE (3 TLS H—/)\GERAZ(CRIAT2IERMBEL T, [2]ICERERDFEMBERE. L LUF. [4]I
SCEH M) RSA BEAWS, CNHDIER TR Web UI hoD1—H—35RTEREIND, FEABRIR
BOERMAEG [3]5.6.1.2.2 RU [2]Appendix B.4.2 (CHE5, RSA #(3 [4]6.3.1.3 &id
ERAECHRD, Z0HhTEONZFRHIE [2]0 B.3.6 (CLDERENDS, FEABIRELT
[2]Appendix.D [C52#i® P-256. P-384. P-521 %. RSA 8 E£L T 2048bit. 3072bit &4
ih— kU, Web UL ho1—HF—H0INH—2FIEE LTERIERT %, Fo. REEHDELBE R
Z13(14)Ic5280 AES-256 CTR DRBG :2f\3,
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EEEOSERICH VT, TOE A MRPRBOREEBL.

(BE:&E9 3 TSFI]

Web UI 035585

TIVE—RFA4N

Web Ul O EEBHEE

BRSOy UHEE

Web UI O Ja74KEE - BFEEDR RHEEE

Web UI ORyDIANHDLET—2ENE UiEE

Web Ul ®77—LO177v77— MEE

¥ Eh(C, FAU_GEN.1, FAU_GEN.2 OE§E TSFI £ &%,
(BEEOUNERSINDE. TLS BIETERY—)\NEETIENH, )

(2) FCS_CKM.1(b) Cryptographic Key Generation (symmetric keys) BES# 4
(xTFREER)

TOE GAM—VURBEREUVEEERAENTYVaVEELT. FTEOEY MIDEL B ZRAVS, K
BICIE. ARL—YBEE5 8 (DEK: Data Encryption Key)® 256 E'w k., DEK #E551L 9 375H0D
#2558 (KEK: Key Encryption Key)® 256 Ewk, TLS tyvavinIA—eLTI VI~
DAV TREUVEBSARICEUT 128-256 EV M ENENERKT B, BLEIE(14)(CEEEHD AES-
256 CTR DRBG TXE T35, BH. D DRBG NIFUHINZDIE., (12)ICEREH LR FIM %
AR R, RV TLS BIEEYYaVERR R ThH.

(BE:&E9 % TSFI]

Web UI O 5525

TIVE— R4

Web UI OEBE#EHE

BIRRIY

BENRRIOAT v UHEE

Web UI O Ja74KEE - BEDR RHLEE

Web UI ORI AN X ET—A2ENE LiEE

Web Ul O77—LO177v77— MEE

% Eh(Z, FAU_GEN.1, FAU_GEN.2 OBS#E TSFI £ &%,
(BEEOTNERSINDE. TLS BIETEEY—)INEETIEDH,)

(3) FCS_CKM.4 Cryptographic key destruction ES#IEE
FCS_CKM_EXT.4 Cryptographic Key Material Destruction BSSE#EIDIKE
TOE B EXBRENIBEVBEBMBERE (B ATHRETS(*), TOE [CEXREESNIHE
BRUBMBEEDWRER £% Table 22 (T7RY, £z, oD R U BEM FHIHE S L EDEITHFIC
RAM LD7—IAEINENIE-ENTHIASINSH . RAM LOT—4(E TOE OEBRETEEHICAE
EBDAEIRREND,
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() ArL—URESE(E NVRAM1 R U HDD [CfRTFSNSH, (10)ICEEEDBEIEESILSNBH.
REHORRNET D, T, (1)ICEEHD TLS Y-/ GERAS(CFIATIIERFHEIE, (15)DANZ
ALICED NVRAML EICEESIELTREFSNSTLY . REHOMRINET S, T7—LIIT7ERIREL
([CARWS AR, ER. TIIX—MESHE. BSD)T(OLEF1UT4I5 00 TNICE S
LBLWVEhERZHDOR RN THD,

(&9 % TSFI)

BIENRIDEEKEE
BN

Table 22 FXRENIERUBMBOWESE

BEER REL WEH AL EERH

BERE S5 NVRAM2 | BIENRIOEBEAZ1-h o TIGHEROKE
(KEK:Key (CRTHERELEZRR. T—3%Z(14)ICEEHD DRBG T
Encryption Key) ERUEELBT1E EEETS,

TS HHBOREICRT CEETI A LORTOT
—BERETHCEERL., T ARER RIS
#%/ -V ER LS RTHESTIRENY
LV, DEK BRU KEK (IFREICR S,

TLS Ty avig RAM TOE DERMICHRET S,
TLS EC Diffie- | (%)
Hellman f¥%{E TOE [FERTOFF R THRG TLS tyYavzfU

37128, TLS tvYaviE R U TLS EC Diffie
Hellman MZE{ERFREICE D,

(4) FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
B RE(IBIES1EES)
TOE (& TLS Oxt#h g &/E=5E LT [5]ICEEEHD CBC E— FRU [6]ICEEHD GCM E—FD
AES(128bit. 256bit)ZHR— 3%, AES (& [7]EHMTHD,

(B:E9 % TSFI]

Web UI 051525

PANZ il WP A

Web UI OEE#AE

BIESRIDOAF v EE

Web UI O Va7 - BED R RH%6E

Web UI Ry aANHDXET—SEDH LiaE

Web UL O77—LII77v77— MkEE

XEn(Z, FAU_GEN.1, FAU_GEN.2 OF8:E TSFI 48T,

(BEEOTDERSNDE, TLS BIETEEY -/ INEIETILH, )
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(5) FCS_COP.1(b1) Cryptographic Operation (for signature
generation/verification) EESR{E(ER LR 1REL)
TOE [377—LD177y7T— FOEEMFRIECH T, [2]ICEEEHD RSA TIAILEZLEYR— T
%, (& 2048bit Thd, ERLI+—IvhE [2]5.5(F)ICE2EHD RSASSA-PKCS1-v1.5(C
3.

[RH:& 9% TSFI)
Web UI O77—LUI77v7T— MéEE

(6) FCS_COP.1(b2) Cryptographic Operation (for signature
generation/verification) FESR{E(ER LR HKREL)

TOE (X TLS OMEFFEE. KU EFERER/REEICH T, [2]ICEED RSA TIINEZ R
UHEFAHERT VB R ICHIGLEE R ER R UHRIEZ1T). BH. RSA B &(& 2048bit F7z(&
3072bit, NIST ¥ #h#&(& P256., P384, P521 #HiR—F93%, RSA TIRINEBERDEL T4 —
Iy M3 [2]5.5(F)ICEEED RSASSA-PKCS1-v1.5 [CHED, F=. tEAMRT UAIINE L NDESR
A R/RREEE [2]6.4 [C6E5. Cnold TLS BIERCIEFSHEFEOXTVI-Yay, EFELAE
REFICE I —DIEEICED. ENENFERATIER AN RED,

(R8:&E¥ % TSFI]

Web UI OEERRE

BAENRILDAF v UHERE

XEnlZ, FAU_GEN.1, FAU_GEN.2 OB8E TSFI £ &8,
(BEEATNERSNSE. TLS BIETEEY —)\NEETHN. )

(7) FCS_COP.1(c1) Cryptographic operation (Hash Algorithm) BESEE( W17
WAV L)
TOE E. 77— L1779y 77— FOE RN I7— LOIT7 7Y I T— M A=IT—=RDON\v Y15t
HICSHA256 #FIFHT %, CD SHA256 \wYa1{EEERED RSA EERERELRTHETE
BRIEETT S, BH. \woa7ITVZLIE [8]ICHEHT B,

[RH:& 9% TSFI)
Web UI O77—LOI77v7T— MéEE

(8) FCS_COP.1(c2) Cryptographic operation (Hash Algorithm) ES#&/E(\voa7
ITUZL)
TOE [F(11)ICEEHD TLS [CHFT2 T EAVE— IR A XD\ 1FHEIC
SHA1/SHA256/SHA384 &#Hih— 3, @IEICERTS/\va7)TVALEBHEFEEOXT VI
—VaAVILEPTRET D, 2. TOE FEFERER/RIED/\vYa1ETEIC
SHA256/SHA384/SHA512 EHiR— L. ERAERKEO1-F—DIEEICINERTZ/\v2”7
WIVZXLHRET B,
TLS [EHBF28FEAE—IRBEARD\Y V1 BEBFE R ER/IREIED) \W V15T EIFIRILL
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THNBEHICHAEDEIIENTES. BH. N\vYaPITIXLIR [8]ICEMT S,

(BE:&E9 % TSFI]

Web UI D@ FIEEE

TVUB—RAN

Web UI OEE#EE

BENRIOAT v UHEE

Web UI ®Ya7ikiE - BEOR ~&HE

Web UI ORI AN ET—AENE UHEE

Web Ul ®77—Lo177v77— MRE

¥ Eh(Z, FAU_GEN.1, FAU_GEN.2 OE§ZE TSFI £ &8,
(BEOUNEREINDE. TLS BIETEERY—)\NEETIENH, )
Hi:

=]

(9) FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)
=& (AES 73RS 1ES)
TOE [FAML—IUREBOEEARELT. [9]ICEEH SN AES, BT, JOVIRESE—FELT
[10]ICEEE SN CBC ZHiR— 193, BRI 256 EVRNTHS, IV BAM —JDEHIFFL
DEK ZxtlCEH T3,

(B8:&9 % TSFI)

TUVR—=RSM4N

BAENRIIOIE-BEBE. 7YY MERE. AFvUHSEE. AFvURYD ARERERE. J7D AMEE. XER
D Ui

BENRRINDOIITIRE - BEEDR RHEEE

Web UI QiRyD AN 6D ET—SERDH Ui

AREBIEELR

(10) FCS_COP.1(f) Cryptographic operation (Key Encryption) [ESi&/ (#IES
1)
TOE (Z(12)ICEE D@D, AL— YRS S1eHEED DEK(256bit)Z [9]ICEi&E SNz AES AKX
THEE1ET %, #RI(E 256bit THND. TAVIREEE—FIE [10]ICEE&EH SN’z CBC ZHR—+F 3,
BEL 256 BV THD, IV (F(14)ICEEED AES-256 CTR DRBG o & -ELETHS,
(12)ICEEEDED. AML— IS S{Li#%EED DEK(256bit)2E51LT2DId, AL —IBS#FI
AVh3 TOE OFEEEIRF CHD o

(R8:&¥ % TSFI]
BIRRAY

(11) FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication) BEBHRIE(B)\wIaAvE—JEREL)
TOE (3 TLS [CHFRBIFEAVE— IR ARELTU T EYR— T3,
& (bit):160. 256, 384
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\wY1:SHA-1, SHA-256, SHA-384
Avt—IN4YTA MR(bit): 160, 256, 384
Nyoa7VTUZLIE [11]. BEFENYD 10— IREEPITIXL(HMAC)Z [12]IC£ERT S,

(B8:E T3 TSFI]

Web UI 051525

TIVB— R4

Web UI OEE#HE

BENRRIDORE U HEEE

Web UI QY37 iKEE - BEDR RHLEE

Web UI ORI ANoDXET—SERDH UBEEE

Web UI O77—LO177v77— MkE

¥&hIZ, FAU_GEN.1, FAU_GEN.2 ORS:E TSFI £ &%,
(BEEOTNERINDE, TLS BIETEEY—)INEETIENH,)

(12) FCS_KYC_EXT.1 Key Chaining #F1/>
TOE (FAM—URE S8 (DEK) R U DEK ZHE S 1L I 5720 HErE S 8 (KEK) 2R F11 08T %,
BEAERMICIE TOE BA N —VIEERTIMA VNG VEBIRF(EAMIICE. THEEMRESIR.
. BENRIOEBEA 1o TISHAHORECRTIRFEUVLROEEIFF)(C(14)ICFEH
0 DRBG T DEK & KEK %4 L. DEK [# KEK [c&D(10)(CR-THE24EL NVRAML R U
HDD (2. KEK (3 30REET NVRAM2 (2, ZNENRTET S, 2 B B UKEOEERE. NVRAML
([CRES1ELTHREFLE DEK & NVRAM2 hoiid i Ue KEK T(10)IC-TES T35, K
DEK. KEK &%IC 256 EY T8, DRBG [CE(14)ICEE & L@ED+ 2B IV baE—hiEtiacn s
THIOMEL 256 B THD. BF 1M1 VDR T 256bit MENHIFEND,

(RH:&9 % TSFI)
BIRRAY

(13) FPT_KYP_EXT.1 Protection of Key and Key Material Xk UMK DRE
TOE (Z(12)ICEB&E LI=@ED. ANL—IEE#EF 1M U TOE O#)[E#2ENRF(C#% 8 D DRBG T
DEK & KEK Z4 kL. DEK (& KEK THEE{EEN T NVRAM1 KU HDD (Z. KEK [EFEXIKEET
NVRAM2 [CENENRTFT D, DDA ML —IIZ DEK, KEK BMREFENDElF LY, NVRAM2
(FRZEAATEEA N —ITHBRILH. (12)DRF 11V O— N R ATRELG A M —JICEX
TREFESNDERF L,

(R8:&¥ % TSFI]
BIRRAY

(14) FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) &
1B 1E (BLEEY MERD
TOE (FELERAERIC [1]10.2.1 [C#EHLTE AES-256 CTR DRBG %#%|FH9 %, c® DRBG (&
Derivation Function. Reseed ##t% 4 L. Prediction Resistance #ae&#F11\, .
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Linux A—xJL®/dev/random hoEEL#E Y — kTS, /dev/random DIRfETTHD
Linux Random Number Generator(LRNG) & U LRNG [SEATIHO9DHIVA0EFHH H L
FibE/ M XEEHiz2EmEIY MAE—RET S, CO/MA XV T MII7ICENERMICREREDESDESR
HET3LDTHD, DRBG ld/dev/random hoftEfaEni¥— k& entropy_input XU
nonce ELTHFIATEN, ELEOIY bAE—E(F 256 EVvbx1.5 ##B%. [1]8.6.7 DE#EHS+
NEEZS,

TOE [3C DRBG #FHVCAML—JREESHE. TLS vy avisEEH T3,

(12)ICE2HDED, AML— VYRS REHDOHIC DRBG hiZEcn2nid, AL — VS #FI/
Uh i TOE ORI EREENRF CTHD,

(R8:&¥ 3 TSFI)

Web UI O 5IFEE

TIUB—=FIAN

Web UI OEERERE

BIRRAY

BAENRILDAF v UHERE

Web UI OYa7KEE - BED R THRE

Web UI DiNyIANMbDXET—RERNH LiRE

Web UI O77—LOI77v7T— Mé#E

¥ &2, FAU_GEN.1, FAU_GEN.2 OB8:&E TSFI $ &%,
(BEEATNERSNSE. TLS BIETEEY —)\NEETHN. )

(15) FDP_DSK_EXT.1 Protection of Data on Disk T4AD LEDTF—5{%#
TOE ZAM—IF I MALDT—HATOVH BT E1L/ES LTS, EEMICE. AL—IF)\(
ALDREFAEHRN—T4 AVt T3 T71 IV RUAIT—A0D Read/Write 2N LTTF—2D1E
Eb/BEEEEREL. H5%)—T1avIC LTF—A7090% Read/Write 3%, EEEL AR
FCS_COP.1(d)Icf5, BEBIEMRIN—T10aVEECA N —IT NI AR R AT RET
NVRAM1 B U HDD THHD. NVRAM1 BT HDD LISMCIR MR AIRER A RL—I T )M AT
LYo
LFREDAN—-IUBEEER. EEEICLO>TAMN —IBSLHEENB R E SN, TOE 4@l
EBEHNSHNET D, BEE1L/ESEICRIATS DEK (F(12)ICE & L&D, BESRBFI( UK G0
EERFICERIND,
2TOEXDHFAET—H. FXOHZED TSF 7—4(& NVRAM1 XU HDD LOrES{ExtR/\—
FAVAVICEEFAFNZHEESEENS . NVRAM1 B U HDD L OIEREESL A RD)\—T4 3y
(ZIE. FOTS LA A=Y, Hl{E)I5A—2% KEK #8EL(10)ICEEHMENE S {LSN iz DEK OHH
Bieh. TXOFAEXET - ARVEXDIED TSF T—AZEFH 1\, iH. DEK OIFE 1L
(£(12)ICER&E LZED TOE OISR F 11 VNG LEEIFFCITHNS . F2. X KEK ORFXT
%% NVRAM2 [FERHITMATREL A ML —IF N ATIE LY,

(BS:& 9% TSFI]
TV =F31N
BRI
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BAENRIIOIE—HERE. 7YY MERE. AFvIUHSEE. AFvURYD AREFHERE. J7D AMEE. XER
N LBERE

BENRRINDOIITIRE - BEEDR RHEEE

Web UI ORyDI AN ET—2ENE UHEEE

NREBEFFER

1.1.7. SE8E&E

(1) FCS_HTTPS_EXT.1 HTTPS selected #iREh HTTPS
Web 750HENETOBEIE F57190% HTTPS TEF17FrRIUETBLIT5RHI T B 5L E VAT #E
ThHd. COFREE Web UI o EEEDHNITAS, HTTPS (& [13]ICHE1ZRETHS,
D347+ PC D Web 7309 h o E K 23239, TOE £D34 7V PCET TLS BIEDOx T
VI-avEELL, HTTPS BIEERIRT %, V347V PC hod TOE M Web UI ICH(T3E
AEREEH LUVITARTOVE— MEEICH LT, HTTPS @BEMNEHAINS, . YATLEESEN
TOE NEBICHE#MSNIZEEENTZ Web UL hoid I BR. HTTPS BIENEAINS,

[BH:&E9 % TSFI]

Web UI 051525

Web UI OEEH#AE

Web UI O J37 K8 - BEEEDR RHLEE

Web UI ORYIANHLDXET—2ENH UHE
Web UL O77— L1777 7— MkEE

(2) FCS_TLS_EXT.1 TLS selected #iRSNz TLS

TLS@{EELT [14]0 TLS1.2 ZHR—FT3,

TLS BIETERATREE A — D347V b —NE D TLS XD Vavh(CxTYI-benB,

TOE (3 TLS 2RI AI$RIEICH LTI, TOE (IHEBEICIEUTOFM 7Y MY —NICHENFS . 6l

ZIX, Web UL POEATIEIY -\, AF v XEA-IEERICEDI17Y beLTIRD D

TOE 395470 M oIRESNTEES A1 — bR N Y IR— b BB B E D% 1 2:EIRT S, TOE

DHR— b BEES A — MILL T CHS.
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHA256
TLS_RSA_WITH_AES_256_CBC_ SHA256
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
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TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

(BE:&E9 % TSFI]

Web UI O 55285

TIVB— R4

Web UI OEEH#AE

BENRRIDOAF v UHEE

Web UI O Ja74KEE - EEEDR RHLEE

Web UI ORyDI AN ET—AENE UHEE

Web UL ®77—Lo177v77— MkEE

¥&B(Z, FAU_GEN.1, FAU_GEN.2 OF8:&E TSFI £ &8,
(BEEOUNEREINDE. TLS BIETEERY—)INEIETIENH, )

(3) FTP_ITC.1 Inter-TSF trusted channel TSFEE{E@EFvRIL
TOE (& TOE £E&EY—/\, Mail Y—)\eDEIT, U TOSEEEE/Ar I ETR—F %, ThiC
&0, IV RRI Y POERNEBIET —HNREBER WD ODRENRIESND,
BE&EY—/)\: TLS
Mail #—/\: TLS

[(RH:& 9% TSFI)
(88&Y—/)\) FAU_GEN.1, FAU_GEN.2 MB8:E TSFI [C%£7'%
(Mail =) BENRIVDAFvUHRE

(4) FTP_TRP.1(a) Trusted path (for Administrators) &S/ \A(EEER)
TOE FEEEDUE— FPCHOEOETHEAMVRTI-AICK L, L TOEEEEETONILETR
— ;% ChICED. IV RRI Y FDEBIEBIE T —ADRBERS AN ODRENMRIISND,
Web UI: TLS/HTTPS

(BH:&E 3% TSFI]

Web UI 051525

Web UI OEEH#EEE

Web UI O Ja74KEE - BEDR RHEEE

Web UI ORI ANoDXET—SERDH UBEEE
Web UL ®77—Lo177v77— MEE

(5) FTP_TRP.1(b) Trusted path (for Non-administrators) ={E%E/\AGEEEER)
TOE ($EEEEDIE— FPCHODETHEAMVATI—-AICK L. U TOSEEEE IO EY
R—FFB, TNICED. TV FRIV OB RICBIET—IDRBERS D DDRENMRIIEND,

Web UI: TLS/HTTPS
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TIUB— R34 1\ oDEIRI: TLS

(R8:&¥ % TSFI)

Web UI Oz 5IFEE

TUVR—=FIAN

Web UI 0 Y374KEE - BEDR RHERE

Web UI OiRyDANMoDOXET—FERDH UigRE

1.1.8. PSTN 77DA-2yrI—DRED 5 Bt

(1) FDP_FXS_EXT.1 Fax separation 77925 B
TOE [F. 7702 T LREEHS . ARBERREN LT, I7DAT-IDEZEHEEZIRET S,
BiR—1r9%70RILIE ITU-T G3 E—ROH THD,
T7DAA VR ITI—ATEZENHFSINTNBDE. FIAEZEDI7IVIIXEDHTHD,
TRET LEEREEY . S B oOR BT —AEFE IV MI— 12 T, J7DAE R
D TOE [CARIEICTPDEATBRERTERGL, £, TOE X, AREEERBHEEANET Y FI—DREITT
—RERFETHETLLEVVEY), ARBERRZENZEVCAREHET —2IREBRYFI-D
EEITELBL,

(R8:&¥ % TSFI)

DR EBIEER

1.1.9. AFL—YDLEZHEE

(1) FDP_RIP.1(a) Subset residual information protection %7ty NEfFiERIEE
TOE (&, VATLEBEICLINVITRTROA N —ID LEZHERENESLSINTNSE, OE
—HRE. TV MEEE. AR v UMEEE. J7DAMBEDE U3 T RICREN— FTAADEBICETRES
NERREHNETAELESTHETD,

XENRFHEETHASNEXET AL, RYDAEN ORI ELERDE UIRE. HIBREIEICE
STHIBRESN, 2D#%. TOE (G L EEHEEEERT S,

AML—YDLEEFHERKREERG EEZFRM 1 B("0(FO)"(CLELEF)E. 3 EI(0-1-ELEICLD
EEEFEREL) OBIRNHKD, 2L, BB LBEENAENEENTNRIGE . MELAILTE. E
E£7-5(0, 1, ELE) BREBIESNIKEBTEERAEND, T, N\—RT1AVEELC, LEEH
EFEDHAEHNLET-AND—E5EFE. TOE EBERFIC—EEFIVILT HERT ORI AEH
NET-HINFETIHEEE. LESHENEERTT S,

(B:E9 % TSFI]
BERREY
B \RILOOE—HEEE. TV MERE. AFvUREE. T7DAMEE. SKEERDH Uikae
BAESRIOIITRE - BEDR THAE
Web UI O Ya74K % - BEDR R AE
Web UI ORyDANHDXET—SEDH LiaE
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8. STH&EE-HEE (Acronyms And Terminology)

8.1. HR&EE (Acronyms)
K ST [EHTRREEEELLTICEREAT B,

B EHEAR

CcC JEVD347U7(Common Criteria)

DRAM HA4F39D5058 L7HtAAEY(Dynamic Random Access Memory)

FIPS PUB K E OEFFRNIBIZAENDH ¥ (Federal Information Processing
Standard publication)

IIT BE& A A3—3F)(Image Input Terminal)

MFD FIR)#E A #(Multi Function Device)

NVRAM THERMSVH LT7DEAAE)(Non Volatile Random Access
Memory)

PDL R—YEeak §i&(Page Description Language)

PP 075370774 )L(Protection Profile)

SFP t¥al) 7188 #t(Security Function Policy)

SFR tXa1UT#EEE 4 (Security Functional Requirement)

SMTP EFA—I)LEETORIIL(Simple Mail Transfer Protocol)

ST t¥a)745—5"v M Security Target)

TOE 1M xt % (Target of Evaluation)

TSF TOE 1)) 71##E(TOE Security Function)
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8.2. HEE (Terminology)

A ST [CHITPRAFEELUTICEREAT S,

g EXEA

HETS T7AIVIAT L BREATIDNOR ROBEEZUNGVLIITHET I EEIET .

KEK Key Encryption Key OB, ZETlE. AL — IS REBSILTILHOESHED
CEERET,

DEK Data Encryption Key OB, ZETld. AL —IBEROCEZIET,

72V AEY SD F7=(3 eMMC %387,

Web UI FIEEZEDSA17Y D Web TS50 &N UT. TOE [CRTRIEENTERIVITI—ATH
%,

RO YD AERFEHANEAF YU X EPTIPIAZIENER TOE RICREFTIIEFDIE,

FERFETBILEITHINYIACKEMSN X EERY M-I EOIVE1-SNbENH S
CENETRETHS . IRVDAIL, HEFEREC ClAMFolder £V B FFCIR SN S,

TIAR=+T)U b
(Private Charge
Print)

UV MERECH T, EIRIT—3%7IVR— XL TR LEEY by T T—5% . MFD DA
fo—VREIC—BERL., BAESNZRABMRENRIVINETT S THRIERHE
EE POV b

FRFEHXET

EENICET—IBEBELTLSREOX BT,

XETH
(Document data)

— % F A& (U.NORMAL). SA h* MFD OOE—#8E. ) MEEE. AFvUBEEE. 77
DAkEE. XEDRFHEEEFI AT SMRIC. MFD RA & BB T2 TOERIEHRES
T 5%, BMLTXETHERIELT S,

AFVUNE AXVUHEECIO T, BFHAANEBINLEXET S, & TOE [FAFvUXE%E Mail
P—IINZEELED, XEDRFEIRNH UKEEICLDRYDAICIRTE S SRR D,
TPDAREXE TP AREREICLOTRIESN . KN TOE THRINBBEFHKXOXET—HTHS,

SZEEERARYIAL
LoB—

(Folder Selector
for Fax receive)

TPDARERICH T B ZIERVDAEIEE T S AE,

BEEOY

WD, FEDY EDLIBAEREITOIMELIER (FIZE, 1—Y— 1245 EEPERE
BRE)E, BHFEEHEINTLT 4,

FRAE®RE

BAIFREE LRI AEICED B TONS KA, A TOE T, I EEERE. SA %3E.

(User Role) —RFAFRINERINTVD,

M EEERE HWEEEN TOE 2R RAT3EICHELIERZRT, SFR N TIE Key Operator
(Key Operator role EREIND,

role)

SA #%&%E| SA N TOE 2RI 3RICHELBHERERT,

(SA role)

— R AERE
(U.NORMAL role)

—R&FIAE(U.NORMAL)N TOE 2FI AT BMRICHERIERERT,
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F A& HAIFHR
(User Identifier)

FIREEHANTIHDER 1—F 1D,

MM EEEHAE
#

(Key Operator
identifier)

HEEEERINEZNL TONEI—Y—ID, SFR N T(& Key Operator Identifier
ERBEND,

W EEE
(Key Operator)

MFD D#HEE® TOE tX1UT(HEEDREEZITIEEE,

SA

WREESE HDVIBRCER SN SADTPHVY MEER T HENTE, MFD Ot
EEP TOE tFa1 TR EETIEESE,

VAT LEEE Key Operator & SA D#F5,

(U.ADMIN)

1—t—zm: TOE & #ee=E AT 3a1C. FIRFEDEF R Z1ToC TOE OF A &EE (CHI R ZH
(137 DIEETH D,

(User

Authentication)

SNEBEREEA T Va3V EA VA=V T BEICED . RARIIEN SR EREED2 0D E— FEY R
_I"j-éb\ ZKTOE _C(izkﬁsuhnl—tf I“_C@jﬂzg-é

PN
(Local
Authentication)

TOE G)J_ﬂ- s nIEfé MFD (;%fibr 1— ﬁ_'lﬁiﬁﬁﬁ% LI_CDL. nIEMEE&{[?5:E I“

%ﬁl-‘ul.. Y-}
(Remote
Authentication)

TOE O)J—ﬂ' i uIEfé%tBnn.. uIE-Ij- l\(l—ﬁfibr 1— ﬂ_'lﬁiﬁﬁﬁm LJ_CmL.\g.EE%:EE&'?:J—
5:E_ Fo

ARL—YDLEEEH

= APL—I%E LICERINEXET-IZHIRTIRIC. EOT-AEHER/RET AT
(Overwrite FEEFTIHEEETRT,

Storage)

ARL—URESE REEED—HEREFIDIAN —JZBEBILTIHEEZRT,

TAVIR— At RE

N—YRCik S35 (PDL) THERSNIENRI T —R&fET L. Ev v T —R(CE T 4

)
AEo

TIVIR—=X

-rZIJT\ Z*ﬁ%’ﬁ“é(._ct') R—VEEEE

(PDL) TR ENTT —REMTL. EVIvTT

ZA— DT HRE
(Auto Clear)

3 1’Fl\?~)lz$;J:U‘ Web UL hofal b E LB VAT —EORENMEBLIEE. B
BIICEREEN DT 7 b ENBHBETH S,

NAMR—IVIZ7

(Customer MFD QR=F/1EEZTIIVIZY

Engineer)

WEE WEEHLE. TOE FERESNTVVBEECFRERBFEREELTTIEATEIETHD,
(attacker) WEEICE. RBESNZRHABETEIHSN ., EDEREZRELTIIERATEIELEFNS,
BERRI

(Control Panel)

MFD QBEICHERIREY, SVT  B9F IR TAAT VA ERE SN IR,
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—MWRFAEIIATY

—RFAENFATEIIIMT UL,

S
YATLEEE YATLEBENFATEIIMT U, YATLEEERR Web IS5 %L MFD (C
D47V *UT, TOE BRET DR P EESRZIZIT,

TIBR—=FESAN
(Printer driver)

—MRFAEDSA7 b LDT %, MFD WMEIRATEIGA— YECik S5 (PDL) TRk
SNTZENRIT—RICE#T BV I MIIP T, FIREDIA7V MNTERAT S,

MFD Hh'EZIRAIBEIR— YRR E 55 (PDL) THERSNET—4, EIRIT—3(. TOE @

FIRIT—4 FAVR—ZABEETEY MYV I T—AICEHEND,
JE—HEECENEHAENET 4, BLUTIY MERECIDFIREDFA 7Y M DEES
By rIyFT—4 NEERIF—5%F VK- I MEETERUET -5, By Iy TF—33 B AR TER
EHELTN— RFAADEBICKRMEND,
EE JE—HEEET 1T hBDFEH AF DR RERZXEPKE ., BEREERT,

TOE B 5—4

TNIE TSF F—50—ETHN., TOE (CLoTHER SN h TOE (CBIL THER SN T —
5TH. TOE OF1UTHEREICE EE 5 AP ARERDHIRET S,

Rcyd

BEAERMINS 256 EVPDT—H, AL—IRBEADXET - HAORFRIC. CORET
—REERALES1EZEIT,

*YRD—D

NEBRYED-DERERY MDA ETI—RMICHERTIHEORE,

LS ISR

TOE 2 EE I M CIEENHELGV., RERY DDLU DORY I -DEHET

RERRY FD—5

TOE WERE SN2 BMDOREICH. sSAERRY b —Dh oD F1T1 DE RIS L TR
ESN TR XY MI—DRD, MFD & MFD A7DE 2N ER)E—- FOSERBLGY—N
POI147V PCRIDFvRIVZHET,

AREBIELER T7DAELE . TPIAZEDT-ANRN B EIFREABER NS,

AR EFEE R

PSTN

(public telephone

line)

NRERT—H TPD AN N R BT RNSEZEDT—H,

(fax data)

SFERZE ITU-T #1&ED X.509 [CEZRSNTHD. KANER(FTEHEME. BA2 . 2E1%F). 2FH
8. BREAR. VITIF VN, VTR FYENREFNTLDIER,

Data on TOE HET—ATHN . RMRRIIRFICH(F2FIRABEDONAD— FEREFOR/INIFHOD

minimum user
password length

&R

Key operator
Password

TOE BRET—ATHN., WM EEEZBELDHND) AT — FiFR

SA Password

TOE BRET—ATHN. SA FREED/zhD)TAT— FIEHR

U.Normal
Password

TOE RET—ATHN. —fEFIAE (U.NORMAL)ZRIED=HD/\ A — FiFEHR

Data on access
denial due to

TOE BRET—HTHN., FIAHE ID BAERKICEIRT SHAEEDH 2/ ESDIFHMEK K
B 34 1H ¥R
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authentication
failures

Data on Auditing

TOE BRET—HTHN. L\, FEH, EDLIBERETNELVOERWBIZE, 1——
BIE.BEPEREELRY)E. BT 2HAEEDE S/ EHDIFH

Data on User
Authentication

TOE FRET—HTHD. MFD OIE—#HE. AFvUHaE. J7DARBES LUT)Y Mikae
ERATAIMRIC, 1Y —FRELEMICCEREL I SHERE DB 2/ B LURE DER

Data on use of
password
entered from
MFD

control panel in
user
authentication

TOE BEET—HTHD. RKNRI D bDFREERF D/ AT — R
FRHRED A2/ B DIFHR.

Data on Private
Charge Print

TOE BRET—HTHN. TUV FTF—IRERCTIMR— UV MIEBRSESI D EIRISE
SO DR EIEH.

Data on Trusted
communications

TOE BRET—ATH. AEBRYFI—D LICHEETIXET—H. VaJEH. EEOTS
LU TOE |RET —HELWILBIET —HERETILHICH LT 5 —RMGEESERIET
ArILOER/ EBNSLVREDIERSLUERE. R A/MES1E/IA0— K, @i
N2 — FIEER

Data on TOE BET—ATHN. DAMY—IVIZ7REHIRIEREDE &/ BEBDOER R VRS
Customer NAD— RFDIER,

Engineer

Operation

Restriction

Data on TOE BBET—ATHN. AbL—ID L EEHEWAEICBER T IMEEDE N/ ENDIE
Overwrite .

Storage

Data on Storage
Data Encryption

TOE RET—AHTHN, ArL— YRS IEHEEEIC
BRI 3 AEDH 2/ BHDFER.

Data on date and
time

TOE BRET—AHTHD. 3 LY —V/YI—31 LR EFMEBRERZIT-ATHS.

Data on Auto
Clear

TOE BRET—HTHD. BIENRIA— MUTHEEOE R/ BB LU 7R OEHR.
BLU Web UL 07— MUPHREDE 3/ BANDEBRH LU DT OIE R

Data on Self Test

TOE BRET—HTHD. BCTAMEREDE M/ EIDIFH.

Data on Report
Print

TOE BEF—5TH). Lifi— M A AEORE W,

Data on
Firmwareupdate

TOE BEF—4THN. 77— LIT7Py77— MEROREEH.
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