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An attacker may access (read, modify, or delete) User
Document Data or change (modify or delete) User
Job Data in the TOE through one of the TOE’s
interfaces.
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An attacker may gain Unauthorized Access to TSF
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A malfunction of the TSF may cause loss of security if
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Users must be authorized before performing
Document Processing and administrative functions.
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Security-relevant activities must be audited and the
log of such actions must be protected and
transmitted to an External IT Entity.
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The TOE must be able to identify itself to other
devices on the LAN.
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If the TOE provides a PSTN fax function, it will
ensure separation between the PSTN fax line and
the LAN.
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