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1.4, TOEZR
1.4.1. TOE Dy it & B

TOEIK,. "— R xzT7EXCY 7 77 olBREINETVEZLEERK ( e-STUDIO2515AC. e-
STUDIO3015AC. e-STUDIO3515AC. e-STUDIO4515AC. e-STUDIO5015AC ) TH 5, YHfl i
FHZ2LAFIZRT, 72, MFPAKOEA AiEid. BER— VIZHAE X REE T E 12 K - THRIFH 12l %

INd,
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IR a—H—
Y v
RAFEvF—ER BRIV
1 1
) L Y \i §
FAXZ=whk D RT LI E AR
AREEOR - » NCU soc DRAM NIC » > RypT—4
o]
CPU
FROM FROM FRAM
Syt 3
MFP | TOEHR |
v
HERI &
2 Wy

VA NWENE: 57

SYSTEM FIRMWARE :
SYSTEM SOFTWARE :
ENGINE FIRMWARE :
SCANNER FIRMWARE :
FAX1 FIRMWARE :

o HENN IV

BfE Rz a=y ME, 2—¥ =2 MFP 283572002 —Y A VX7t —ATHb, N"—FU=x
TRESE, BER XY, LED BE XY FNRRLV %A LCD TH 5D, YATLHHI= Y b &@E

Ver. TCO1SFOW1610
Ver. TCO1HDOW1610
Ver. TK110MWW13
Ver. TKIOOSLGWWO09
Ver. FAXH625TA13

FTBHZLIIZED, MFP 25 DEHRAHA LCD IZHRREI N, I —FIBEDORBIENIETINS,
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AF¥vyF—a=v ME, MEMZHAACZODANEETHY, TOWHBET—XE2ATFLav A
—a=y MIREET SR, AFvyF—2=v b VAT AIFEREOBEREEZITS 77 =LY T
(SCANNER FIRMWARE) %, HDD iZ#&fix v c\n3,

o AT LHil{HERR

VAT LEEEREZ. MFP 24K % HlfH U & EEhE2 EH T2 TH 5, Flf#Y 7 b7 = 7k, SYSTEM
FIRMWARE & SYSTEM SOFTWARE % 5k & 41, &4 ¥ A5 At _ £ FROM & HDD (12#&
MXhTna,

o TR

TV vA—azy MI. YATFLFIHa=y b SHIRIEREZSZEL, BKICTY Y T — X 2RI
52=y v ThHbB, TV —a2=y b VAT LARMBERMOEERHHEHEZITS 77 —L7 7
(ENGINE FIRMWARE) &, 7V v X —¥#d FROM X T W5,

e HDD (FIPSN—KF 1 AZF v b : GE-1230 MQ01ABU032BW)
HDD iZ. 7 AV ZE&%REOEFRIERUIFEAE (FIPS140-2) FHMICHEILL /-8 O SR 2 i 2 72N —

RF4 A2 K547 ThHb, £/ JCMVP it (JCMVP #il&E S : F0022) HFEL TWBBEDA
YayvazZy hTH5B, MFP 2HIfIT2Y 7 b = 7 D—# (SYSTEM SOFTWARE) 717 T4, 1
A=V T =RBIOXET—XABREI N, REEET — XIS INZA—FT 1+ ¥ a VIZRFESH
%, £72. FIPS "= R T 1 A7 % v s Ol AL, BER— VI S WREB TR L IC L > THIA
HIZhEEI N5,

e FROM (75 v aXAE)

FROM EAHIEUEA N L -V REYVTH S, MFP 2T 2Y 7+ =27 D—E% (SYSTEM
FIRMWARE) 2#&fixn 3,

e FRAM

FRAM ZAEFHEA ML =Y TH D, MFP DHIENIHE L SNDREMEREL-ZLIET N1 A TH
60

e SoC

SoC i, ¥~17u”utwy V2T N1 A3y ba—FEEhE2KES U7 LSI ©. MFP #ifE0 &
AR 72 G % 47 5 38R F » 7,

e DRAM
DRAM I, fEFRMEAEY THS, MFP 2T 570205 L%20— RN UETTHAEY THD,
e NIC (v N NT—Z A4 VR TzAAH—F)

NIC iZxy N7 =281 v X7 = —AHDEETH 5, 10Base-T/100Base-TX/Gigabit 1 —H % v
FEYHR—-bT 5,

e 7727 Aa2=vw bk (GD-1370NA-N/GD-1370EU)

PSTN & ##i L., G3 IZH¥EHNL 72D 7 7 7 REEBEM T 7 IV ANERXEZETHIHHEAOA T arva
=y FTH5, e BHE - HIhiZ & > T PSTN [RFHHKA R 5720, TOHIBIZEEL T 77 A
F T a v EREIRT AN, FOHHTIE Table 1 IZRTEED, BIROKEDTILT 7Ry b (NA-N,
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EU) 2k vi#lansg, 2B, 7727 AEEB LSOV AT LHIHEREEEOHEZIT> 7 7 —LT x
7 (FAX1 FIRMWARE) &, k723 2 - HIRKIZ Db S TR—D 7 7 =L = 7, ThFhofE
D757 27 A2=yv FND FROM IZ¥MHENTHH, 22—V —WHHTES 7 7 7 ABEIZFR L TH
b, £, 77 0AL TV a vOlcA IR, BAR— VA X 1VREE THIEEH 1T & o TR EICE
%I,

142, HAXVA

ARTOED H A X AXFEIX, Table 212737 &8 0 EFEROBEHAZELH O, PDFER 77112 LT
DVD-ROMIZINEk L 7-TERE L | FIRIYI DB TR X N, MFPEIZFAMM I N/ REBTHAZIZEAI NS,

Table 2 HEFERA 1 XV A

&4 P BT PDFR | EIRIY
Quick Start Guide OME170044D0 O O
Safety Information OME170056D0 O O
Copying Guide OME170060B0 O
Scanning Guide OME170066C0 O
MFP Management Guide OME170074D0 O
Software Installation Guide OME170072C0 O
Printing Guide OME170070C0 O
TopAccess Guide OME170076D0 O
Software Troubleshooting Guide OME170062B0 O
Hardware Troubleshooting Guide OME170048B0 O
High Security Mode Management Guide OME170078C0 O
Paper Preparation Guide OME170046B0 O
Specifications Guide OME170058C0 O
Fax Guide GD-1370 OME170080D0 O
Information to our customers OMM180063C0 O
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ASTIZEE T A EDHEON, 2B CTHATFEL TWACCB LUPPTEZHRINTWAHEIZOWTIE, #

DEBHED , THLMNDHEEZEZETable 3I2E€%ET 5,

Table 3 FHZE

ik EE
2—%—ID —fa—¥—, MFPEEE NG S0 EH T, TOEZXZ O FIz& b a—

Y—2HET 5,

A—HF—nR2T—F

BA—HF—NTOEIZ T Z' A > § BEUMHT 5327 — K,

varzus TV VY a T, EEEHER ZEEHERBLUCAFY Y TOLIR
v a 7IER

Ay—vBas MFPDBEEER D B W T2 —H —Ic X D EiF SN ffEicET 500

TopAccess WebR—Z2DY a TELVOTFNA ZAEHY -V THB, ZOY—IVEMHT S

Xy b7 —2%N UTMFPOISHZEETAI EMNTE S,

HEIE 2777 IR

074 L TWda—Y—PN—ERMMFPO#EL Ligh > 7285612 HEINIZ
0277w kI E TORIH,

0y 77w R

Oy 279 NINET TV DRI NS F TOWFH,

H /Rl 0 ZERD - ORI, £ H B/ W5/

el UNORMAL, U.ADMIN,
U.NORMALIZU.NORMAL(a) ¥ U FAXOPERATOR,
U.ADMINIZU.ADMIN(a), U ACCOUNTMANAGER,
U.ADDRESSBOOKOPERATORIZ#fil{fb * 5,

T7—LTUxT N—=FRKT =7 2HHT57-DIZHEEBIHARENZY 7 T T

Cipher Suite TLSEECHAT 257 LI XLDMERDZ &,

MR B RS b Ny ¥ 2B Ol k> TIN5,
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2. MEFER

2.1. CCHA IR
ARSTH L OTOEDCCHA ERIIUNDE S H TH 5,
Common Criteria version: Version 3.1 Release 5

Partl : Introduction and general model April 2017 Version 3.1 Revision 5
Part2 : Security functional components April 2017 Version 3.1 Revision 5
Part3 : Security assurance components April 2017 Version 3.1 Revision 5
CC part2/Zx§9 2STOi# & :  CC part 2 Extended

CC part3iZzxf9 2STDi# & :  CC part 3 Conformant

2.2. PPEEAER
ARSTE L UTOEAEHE U TWAPPIFLATDEE D TH S,
PP#F - Protection Profile for Hardcopy Devices
PP/N—Y a3 v ¢ 1.0 dated September 10, 2015
kel - JISEC-C0553
Errata : Protection Profile for Hardcopy Devices - v1.0

Errata #1, June 2017

2.3. Ny r—IVHEEER
ASTIE NNy T =V AND#EEGERIZ LR,

2.4. W& IR

PPOERTHLUTOLEMZTE L. PPOENRED [Exact Conformance] TH5, TD7-z, TOEF
PP —E L TW53,

+ Required Uses
Printing, Scanning, Copying. Networking communications, Addministration

- Conditionally Mandatory Uses
PSTN faxing, Fileld-Replaceable Nonvolatile Storage

- Optional Uses
A4
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3. X2V T4 REER

31 a—¥%—

ASTTIE, TEROLSIZTOEOZ—H — 2 BE2EHT S

Table 4 2 —¥—2 8

% A EE
UNORMAL | UNORMAL(a) —fta—H¥— | TOEDHE AR TH 25 3 ¥ — 1%
W, @A e - 7V v MERE - A% v U BERE -
AEX Nz R 777 ARERREEEITTE S
HT, BHA —Y—, V=%, AR
% R 7 TEIHEERE NS SN, 5
W& INBERESZ T 2T TE B,
U.FAXOPERATOR —fpa—Y— | 77 AEZIERREEETTES
I—H—,
U.ADMIN U.ADMIN(a) Geg e TOED X F 2 V) 7 1 BEREIZ (R0 5
i, & BE, A=Y —DTHhU v MER
AE X Nz R DA, BEHa S DiER Y, TOE
HCEHEER i DE PR & R DB,
#ZF>FH | UACCOUNTMANAGER L P A—HF—DT7AhY Y NEH(Z—Y
# — DA —PF—IDPKEEFE, FHA
BERE D ERIEMERR 75 &) DERE DT R
5,
U.ADDRESSBOOKOPERATOR | EH# TRV ARERETE 2 —Y
32 &

ASTTIZ2DDEHES I EERT D,

Table 5 BEDE

Designation | Asset category | Definition
D.USER User Data Data created by and for Users that do not affect the operation of
MHET—& the TSF
TSF O#HAFEITHEEZ RIF T v, FHEOZOIRHFIZE>T
E X -7 — &
D.TSF TSF Data Data created by and for the TOE that might affect the operation
TSFF — & of the TSF
TSF OEIFITHEE 52505 LNARWTOED 72 DTOEIZ & -
TR EINZT— X
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321. a—¥—F—X&
ARSTTIE2ODHMET — X2 EHET 5,
Table 6 2 —¥—F—XF&H|

& | HENH | E# | i
D.USER.DOC | User Document Data | Information contained in a| a¥—X&EF—ZX
MAHEET—X User’ s Document, in electronic | 7V v b X(#EF— &
or hardcopy form. AFxy oNETFT—XR
BTHELEN-FIE—DERX | 777 283 ET— 4
T, MHBEOXEHICEENIER | 757 v 2gE@2vE7—4
D.USER.JOB | User Job Data Information related to a User’ s | 7Y > ka7
MHEY a 75—%& Document or Document | A%y > Ya 7
Processing Job. av¥—va7
FHEOXEFZRILENEY 3 | 75 2 2%V 37
TR 5 1 Ty OARREY a7
3.22. TSF7r—%&

TSFF— &%, 220N SR I N5,

Table 7 TSF & — X f&HI

a | BmENE | T R
D.TSF.PROT | Protected TSF Data for which alteration by | ¥ & 2 7 F ¥ X )V DER) /&)
TSF Data a User who is neither the data | =—4%—ID
£ 7 X 117z | owner nor in an Administrator | 7%
TSFF— & role might affect the security of | 2’ 4 v 827 — KDY k5 1 6]
the TOE, but for which | gw 27w Nk
disclosure is acceptable. Oy 27 XNETHIY RATF—R A
%_&@ﬁﬁﬁ%"c%fﬂ:<\ if:ﬂi 7]»___]\\__-,&—}7r7 ]\H%F'Eﬁ
BHHEBE S R WA &I X ]
ST, HETAIN/ZTSFT — 51\753‘ BN AT— R
Km@&432%4%%%&&T > R L 2R
PO LB, REED TR ysL0GY — ok
BRTEBEXIRTSFT—4, : 2
FTPY —/N— D& E
VINIZTDT Y TT—h
D.TSF.CONF | Confidential | TSF Data for which either | Z—¥%—/ %A 7 —F
TSF Data disclosure or alteration by a
2 @ TSF | User who is neither the data
F—X owner nor in an Administrator
role might affect the security of
the TOE.
FoROFEETLRL, By | SR
BES R WRAZFIZ L - T
BEFERIASINTSFT —
A2, TOEOXF 2V F 11l
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ZRIFTHE LAWK S RTSE
F—2Z,

33. BR&

HE RGP STOEIIN S 2E@IE. ATDEBDTH S,

#ZE, TOEQtF 2V 7« it faifb I 2RO b 56 e o7 7Y a v 2373 588

IV Mo TEHEINS,

Table 8 BEDEH
22y i TE

T.UNAUTHORIZED_ACCESS An attacker may access (read, modify, or delete)
USER.DOCument Data or change (modify or delete) User Job
Data in the TOE through one of the TOE’ s interfaces.
WEEHF L, TOEDOA Y X7 2 — A% LT, TOENOFHHXET
—XAT A (B, W&, 7230 . $2E30MEAEY 37
T—REEHE (WEZIFHIR) 7505 LN,
T.TSF_COMPROMISE An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’ s interfaces.
W8I, TOEDA >R 7 2 —A%EL T, TOENDTSFT — X~
DARIERT 7 A %3505 LR,
T.TSF_FAILURE A malfunction of the TSF may cause loss of security if the TOE
is permitted to operate.
TOEDMEN Al S iz 856, TSFORBEHIZ L > T, ¥Fa )T
1 DEEZFIESEITHELNR,
T.UNAUTHORIZED_UPDATE An attacker may cause the installation of unauthorized software
on the TOE.
WBE X TOEIZARERY 7 Y 2T 21 VA M=LTEnELN
AN

T.NET_COMPROMISE An attacker may access data in transit or otherwise compromise
the security of the TOE by monitoring or manipulating network
communication.

WEHIEX, 2y VT —2BE2E=X—UEVEELEZDTEI L
T, REHOF—RIZT7 72 ALY, TOEO®F 2 ) 7 1 22E
L7203 506 LR,

34, ko ¥ ) 71 Sigt
AR, EET 28508 5o xa) 5+ 5igt (OSP) THh 3,

341 Mo Fa V)T 1 HHDES

MO X2 ) 571 FistHE, BEIINTAZBRBIIEODWTERTI2DIFFEABTITR W, E4EFEICHE
BOMRENSAEL D, ¥Fa ) T KA OB LT 27-DIfHHEI NS,
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Table 9 MO F 2 Y 71 H#tDOER
24y TEH
P.AUTHORIZATION Users must be authorized before performing Document
Processing and administrative functions.
FIUHAE X, SCEUP R OB FRERE 2 2179 DTSR 2 T 5
TR 5720,

P.AUDIT Security-relevant activities must be audited and the log of such
actions must be protected and transmitted to an External IT
Entity.

X2V TABET T VT s ZEEINRTINERST, F-
ZDES5RTrvavouZi3p#Es N, SMRITT Y T 1 T 1~k
FEINRITNIXR S0,

P.COMMS_PROTECTION The TOE must be able to identify itself to other devices on the
LAN.
TOEIX. LAN EDfthd 781 2 & HE % §# T & i hidis s
W,
P.STORAGE_ENCRYPTION If the TOE stores USER.DOCument Data or Confidential TSF
(ZAMA) & 0 2H) Data on Field-Replaceable Nonvolatile Storage Devices, it will

encrypt such data on those devices.
TOEWFMEXET — X £ 72 3MBEDTSFT — & % Bl 2 fr] g 72
AEFEMEA DL — DTN ZAFS 256, TOERZNS DTN
ATALEDIDES T —REW ST EZ L,

P.XEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values
(G & 2D that contribute to the creation of encryption keys for Field-

Replaceable Nonvolatile Storage of USER.DOCument Data or
Confidential TSF Data must be protected from unauthorized
access and must not be stored on that storage device.
FIHEET — X 72 I3MEBOTSFT — X O B2 P r] RE 7 A7
AL =TV DODEEHROERIZEFES TS LD, SEXOH,
PITYAT BB ERIETOMOB 5D BEIE. RERT 7E2A
DORHEINRITINIER SRV, POEDA ML =TT NS A LEIC
BRAEZI N TIER 5720,

P.FAX_FLOW If the TOE provides a PSTN fax function, it will ensure
€ NEPIY ) separation between the PSTN fax line and the LAN.

TOEMWPSTN 7 7 7 AMRE % Rk 2354, PSTNY 7 27 Anl#g &
LANDEIZ 5Bt % REET 5,
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3.5. HiHREM

BIRSRME, 2F 2 ) T o KA 2 ) 7 BBV AR TH 272012, iz S g il
SIBRWRMETH S,

Table 10 RifR%MH:

FFR TE 2
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data
it stores or processes, is assumed to be provided by the environment.
TOE. KRUTOENRAFE 7213 T 5 7 — X DMifEIZ R - 72 ¥ 2
VT 4B, TORBIZE->TREINE Z L2 /ET 5,
ANETWORK The Operational Environment is assumed to protect the TOE from
direct, public access to its LAN interface.
HAHBRBIX, LANA VR 7 2= AANDMNED S DEED 7 7 2 A9 5TOE
RET LR ET S,
A TRUSTED_ADMIN TOE Administrators are trusted to administer the TOE according to site
security policies.
TOEEHEIX, ¥4 beFal 71 8T > TTOEZEH T 5 &, 5
INTWB,
A TRAINED_USERS Authorized Users are trained to use the TOE according to site security
policies.
FH I NFAZIE A b eFa ) 7o G- CTOEZHAHT 2 &
IBHIMZZITT WD,
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4, X254 EGE
41, EHBEY X2 ) 7 1 WK G
EHEBEEL X2 71 SR GEHIZ O W T ORI %2 Table 11123083 5,

Table 11 ERBEDO L F 2V 7 1 MELHE

E24yii) TE 7%
OE.PHYSICAL_PROTECTION The Operational Environment shall provide physical
security, commensurate with the value of the TOE and the
data it stores or processes.
HAEENE, TOE, RUTOEDR(Z X 7213 MBS 5 7 — & DA
EIZRES 7YX a) 70 284 L RITHIE RS20,
OE.NETWORK_PROTECTION | The Operational Environment shall provide network
security to protect the TOE from direct, public access to its
LAN interface.
BRI, LANA V& 7 2 — ANDHEH» S DEHED T 2
YL AN STOEZBR#ETE-DIZxy v —2%Fa ) F7 1 2R
LU T nid7e 572200,
OE.ADMIN_TRUST The TOE Owner shall establish trust that Administrators will
not use their privileges for malicious purposes.
TOEFTA#1d, BEHENZ DR EEZH 2 HIIZHAL 2n
EWV S EHHZMEN L2 T IR 57220,
OE.USER_TRAINING The TOE Owner shall ensure that Users are aware of site
security policies and have the competence to follow them.
TOEREH X, FIHE YA beF¥a )71 A A2HMEL, *
NIZHRED NEERF>TWA Z L 2 LR ITER 540,
OE.ADMIN_TRAINING The TOE Owner shall ensure that Administrators are aware
of site security policies and have the competence to use

manufacturer’ s guidance to correctly configure the TOE
and protect passwords and keys accordingly.

TOEFTAEE X, BHENY A beXa )7« L2,
TOEZIELUKGEL, AT — R HZHIGIZHAET 572012
BLEE DA XV ARIEHT 2 EERF>TWD Z L2 {FGEL
RN 570,
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5. Extended Component Definitions
Extended component definitions are listed below.
5.1. FAU_STG_EXT Extended: External Audit Trail Storage
Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data
from TOE to an External IT Entity.

Component leveling:

FAU STG EXT.1: Extended: External Audit Trail Storage H 1 |

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel
implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which
relies on a non-TOE audit server for storage and review of audit records. The storage of these
audits records and the ability to allow the administrator to review these audit records is provided
by the Operational Environment in that case. The Common Criteria does not provide a suitable
SFR for the transmission of audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class
with a single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management
Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.J4: Extended: Cryptographic Key Material Destruction H 4 |

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key
materials that are no longer needed are destroyed by using an approved
method.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

Rationale:

Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide
a suitable SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure,
and it is therefore placed in the FCS class with a single component.

5.3. FCS_HTTPS_EXT Extended: HTTPS selected
Family Behavior:

Components in this family define requirements for protecting remote management sessions
between the TOE and a Security Administrator. This family describes how HTTPS will be
implemented. This is a new family defined for the FCS Class.
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Component leveling:

FCS_HTTPS_EXT.1 Extended: HTTPS selected — 1|

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC
2818 and supports TLS.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e TFailure of HTTPS session establishment

FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS wusing TLS as specified in
FCS_TLS_EXT.1.

Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide
a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and
it is therefore placed in the FCS class with a single component.

5.4. FCS_KDF_EXT Extended: Cryptographic Key Derivation
Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of
submasks.

Component leveling:

FCS KDF EXT: Cryptographic Key Derivation |—| 1 |
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FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys
from submasks using the specified hash functions.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_KDF_EXT.1 Extended: Cryptographic Key Derivation

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic = Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit
Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS _RBG EXT.1, a conditioned password submask, imported submask] to
derive an intermediate key, as defined in [selection: NIST SP 800-108
[selection: KDF in Counter Mode, KDF in Feedback Mode, KDF in Double-
Pipeline Iteration Mode], NIST SP 800-132), using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a specified
set of submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in
the maintained key chains, and it is therefore placed in the FCS class with a single component.

5.5. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)
Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to
ultimately secure the protected data encrypted on the storage.

Component leveling:

FCS KYC EXT Key Chaining H 1 |
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FCS_KYC_EXT Key Chaining requires the TSF to maintain a key chain and specifies the
characteristics of that chain.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:
e There are no auditable events foreseen.

FCS_KYC_EXT.1 Extended: Key Chaining

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as
the BEVor DEK; intermediate keys originating from one or more
submask(s) to the BEV or DEK using the following method(s). [selection:
key wrapping as specified in FCS_COP.1(e), key combining as specified in
FCS SMC EXT 1, key encryption as specified in FCS_COP.1(f), key
derivation as specified in FCS_KDF EXT. 1, key transport as specified in
FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 266 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics
of that chain. However, the Common Criteria does not provide a suitable SFR for the management
of multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.6. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in
accordance with selected standards and seeded by an entropy source.
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Component leveling:

FCS RBG_EXT.1 Extended: Random Bit Generation H 1 |

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in
accordance with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_RBG_EXT.1 Extended: Random Bit Generation

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-90A] using
[selection: Hash_DRBG (any), HMAC_DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that
accumulates entropy from [selection: [assignment: number of sofiware-
based sources| sofiware-based noise source(s), [assignment: number of
hardware-based sources| hardware-based noise source(s)] with a minimum
of [selection: 128 bits, 256 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions” , of the keys and hashes that it will
generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the
Common Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in

the FCS class with a single component.
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5.7. FCS_SMC_EXT Extended: Submask Combining
Family Behavior:

This family defines the means by which submasks are combined, if the TOE supports more than
one submask being used to derive or protect the BEV.

Component leveling:

FCS SMC EXT.1 Extended: Submask Combining 1|

FCS_SMC_EXT.1 Submask combining requires the TSF to combine the submasks in a

predictable fashion.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FCS_SMC_EXT.1 Extended: Submask Combining

Hierarchical to: No other components.
Dependencies: FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following method [selection:
exclusive OR (XOR), SHA-256, SHA-512] to generate an intermediary key
or BEV.

Rationale:

Submask Combining is to ensure the TSF combine the submasks in order to derive or protect
the BEV.

This extended component protects the TSF data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.8. FCS_TLS_EXT Extended: TLS selected
Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between
a client and the server using the TLS protocol.
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Component leveling:

FCS_TLS EXT.1 Extended: TLS selected H 1 |

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e Failure of TLS session establishment

FCS_TLS_EXT.1 Extended: TLS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [selection:
TLS 1.0 (RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting
the following ciphersuites:

Mandatory Ciphersuites:
e TLS_RSA_WITH_AES_128_CBC_SHA
Optional Ciphersuites:

[selection:
e None
e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS DHE_RSA_WITH_AES_128_CBC_SHA
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
e TLS _RSA_WITH_AES_256_CBC_SHA256
e TLS _DHE_RSA_WITH_AES_128_CBC_SHA256
e TLS_DHE_RSA_WITH_AES_256_CBC_SHA256
e TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA
e TLS ECDHE_RSA WITH_AES_256_CBC_SHA
e TLS ECDHE_ECDSA_WITH_AES_128_CBC_SHA
e TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA
e TLS _ECDHE_RSA_WITH_AES_128_CBC_SHA256
e TLS ECDHE_RSA WITH_AES_256_CBC_SHA384
e TLS_ECDHE_RSA_ WITH_AES_128_GCM_SHAZ256
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e TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384

e TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256
e TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
o TLS ECDHE_ECDSA WITH_AES_ 128 _CBC_SHA256
o TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide
a suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms,
and it is therefore placed in the FCS class with a single component.

5.9. FDP_DSK EXT Extended: Protection of Data on Disk
Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK EXT.1 Extended: Protection of Data on Disk H 1 |

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the
Confidential TSF and User Data stored on the Field-Replaceable
Nonvolatile Storage Devices in order to avoid storing these data in
plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with
FCS_COP.1(d), use a self-encrypting Field-Replaceable Nonvolatile
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Storage Device that is separately CC certified to conform to the FDE EF
cPH such that any Field-Replaceable Nonvolatile Storage Device contains
no plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data
without user intervention, and the Common Criteria does not provide a suitable SFR for the
Protection of Data on Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class
with a single component.
5.10. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to
which TOE is connected.

Component leveling:

FDP FXS EXT.1 Extended: Fax Separation H 1 |

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a
network bridge between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
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5.11.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria
does not provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the
FDP class with a single component.

FIA_PMG_EXT Extended: Password Management
Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to
ensure that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA PMG EXT.1 Extended: Password Managemen H 1 |

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and

similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “I” , “@” , “#”,
“$n ) u%n ) “Ln ) “&n ) xy , u( “’ “)n , [aSSignment: Other Characters]];

¢ Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of
communication, and the Common Criteria does not provide a suitable SFR for the Password
Management.

This extended component protects the TOE by means of password management, and it is
therefore placed in the FIA class with a single component.
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5.12. FPT_KYP_EXT Extended: Protection of Key and Key Material
Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when

written to nonvolatile storage.

Component leveling:

FPT KYP EXT.1 Protection of key and key material H 1 |

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure
that no plaintext key or key materials are written to nonvolatile
storage.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_KYP _EXT.1 Extended: Protection of Key and Key Material

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP _EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile
Storage Device, and not store any such plaintext key on a device that
uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written
to nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the
protection of key and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with
a single component.
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5.13.

5.14.

FPT_SKP_EXT Extended: Protection of TSF Data
Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as
cryptographic keys. This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data H 1 |

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires
preventing symmetric keys from being read by any user or subject. It is
the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

FPT_SKP_EXT.1 Extended: Protection of TSF Data

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are
protected securely, and the Common Criteria does not provide a suitable SFR for the protection
of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-
shared Key, and it is therefore placed in the FPT class with a single component.

FPT_TST_EXT Extended: TSF testing
Family Behavior:

This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT TST EXT.1 Extended: TSF testing 1|

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up
in order to demonstrate correct operation of the TSF.
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5.15.

Management:
The following actions could be considered for the management functions in FMT:

e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not
provide a suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.

FPT_TUD_EXT Extended: Trusted Update

Family Behavior:

This family defines requirements for the TSF to ensure that only administrators can update the
TOE firmware/software, and that such firmware/software is authentic.

Component leveling:

| FPT_TUD_EXT. Extended: Trusted Update — 1|
FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:

The following actions could be considered for the management functions in FMT:

o There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is
included in the PP/ST:

Copyright© 2021 TOSHIBA TEC. All rights reserved.

31/87



e There are no auditable events foreseen.

FPT_TUD_EXT.1 Trusted Update

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification), or
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)].

FPT_TUD_EXT.1.1  The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [selection: no other
functions] prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable
SFR for the management of firmware/software. In particular, there is no SFR defined for
importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a
single component.
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6. SECURITY REQUIREMENTS

6.1.

6.2.

6.2.1.

RE
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Class FAU: Security Audit
FAU_GEN.1 Audit data generation

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT_STM.1 Reliable time stamps

FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable

events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 12, [none].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following
information:

a) Date and time of the event, type of event, subject identity (if applicable), and
the outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified
in Table 12, [none].

Table 12 BEEXNRER

BEENRER B SFR EINEHR
VaToky FDP_ACF.1 Y a 7O/
Job completion
2 —H — R FIA_UAU.1 AV
Unsuccessful User authentication
2 — W — A 2 FIA_UID.1 QY
Unsuccessful User identification
E P RE D F1] FMT_SMF.1 AV
Use of management functions
BEO—HTHE LY -2V —TDKRE | FMT_SMR.1 U
Modification to the group of Users that
are part of a role
IR D2 5 FPT_STM.1 73U
Changes to the time

Copyright© 2021 TOSHIBA TEC. All rights reserved.

33/87



EENRER B AR

¥ a VLD KR FTP_ITC.1, F I D HEH
Failure to establish session FTP_TRP.1(a),
FTP_TRP.1(b)

6.2.2. FAU_GEN.2 User identity association
(for O.AUDIT)

Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able
to associate each auditable event with the identity of the user that caused the
event.

6.2.3. FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)

Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel.

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

6.3. Class FCS: Cryptographic Support
6.3.1. FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/
verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for
key establishment in accordance with [

e NIST Special Publication 800-566B, “Recommendation for Pair-Wise Key Establishment
Schemes Using Integer Factorization Cryptography” for RSA-based key establishment
schemes

] and specified cryptographic key sizes equivalent to, or greater than, a
symmetric key strength of 112 bits.

6.3.2. FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
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6.3.3.

6.3.4.

Dependencies: [FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a
Random Bit Generator as specified in FCS_RBG_EXT.1 and specified
cryptographic key sizes [ 128 bit, 2566 bif] that meet the following: No Standard.

FCS_CKM.4(a) Cryptographic key destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(a) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [powering off a
device).

For nonvolatile storage, the destruction shall be executed by a [single]
overwrite of key data storage location consisting of /a pseudo random pattern
using the TSF’ s RBG (as specified in FCS_RBG_EXT.1)], followed by a [none].
If read-verification of the overwritten data fails, the process shall be repeated
again;

] that meets the following: [no standard].

FCS_CKM.4(b) Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA))

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM.4.1(b) Refinement: The TSF shall destroy cryptographic keys in accordance with a
specified cryptographic key destruction method |

For volatile memory, the destruction shall be executed by [powering off a
devicel.

For nonvolatile storage, the destruction shall be executed by a [three]
overwrite of key data storage location consisting of /a static pattern], followed
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by a [nonel]. If read-verification of the overwritten data fails, the process shall
be repeated again;
] that meets the following: [no standard|.

6.3.5. FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

(for O.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to: No other components.

Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys
and cryptographic critical security parameters when no longer needed.

6.3.6. FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance
with a specified cryptographic algorithm AES operating in [ CBC modes] and
cryptographic key sizes 128-bits and 256-bits that meets the following:

e FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [NIST SP 800-38A, NIST SP 800-38D)

6.3.7. FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)

(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic key generation]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b)Refinement: The TSF shall perform cryptographic signature services in
accordance with a [ RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits]] that meets the following [FIPS PUB 186-4, “Digital
Signature Standard” |.

6.3.8. FCS_RBG_EXT.1(a) Extended: Cryptographic Operation (Random Bit Generation)

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(a) The TSF shall perform all deterministic random bit generation services
in accordance with [NIST SP 800-90A] using [Hash_DRBG (any)).
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6.3.9.

FCS_RBG_EXT.1.2(a) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single] hardware-based noise source(s)
with a minimum of [ 256 bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will
generate.

FCS_RBG_EXT.1(b) Extended: Cryptographic Operation (Random Bit Generation)

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_RBG_EXT.1.1(b) The TSF shall perform all deterministic random bit generation services
in accordance with [ NIST SP 800-90A] using [CTR_DRBG (AES)).

FCS_RBG_EXT.1.2(b) The deterministic RBG shall be seeded by at least one entropy source
that accumulates entropy from [/single/ hardware-based noise source(s)
with a minimum of [ 1 28bits] of entropy at least equal to the greatest
security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
Strength Table for Hash Functions” , of the keys and hashes that it will
generate.

6.3.10.FCS_COP.1(c) Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)
Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in
accordance with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the
following: [ISO/IEC 10118-3:2004].

6.3.11. FCS_COP.1(f) Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in
accordance with a specified cryptographic algorithm AES used in [[CBC]
mode] and cryptographic key sizes [ 266 bits] that meet the following: [AES as
specified in ISO /IEC 18033-3, [ CBC as specified in ISO/IEC 10116)].
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6.3.12. FCS_SMC_EXT.1 Extended: Submask Combining

(selected in FCS_KYC_EXT.1.1)

Hierarchical to:
Dependencies:

6.3.13.FCS_COP.1(g)

No other components.

FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FCS_SMC_EXT.1.1 The TSF shall combine submasks using the following
method [exclusive OR (XOR)] to generate an intermediary key or BEV.

Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to:
Dependencies:

No other components.
[FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in

6.3.14.FCS_COP.1(h)

accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-256],
key size [ 160, 256]bits, and message digest sizes [ 160, 256] bits that meet the
following: FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code,
and FIPS PUB 180-3, “Secure Hash Standard.”

Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to:
Dependencies:

No other components.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(h)Refinement: The TSF shall perform [keyed-hash message authentication] in

accordance with [ HMAC-SHA-512] and cryptographic key sizes [256] that
meet the following: [ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ;
ISO/IEC 10118].

6.3.15.FCS_TLS_EXT.1 Extended: TLS selected

(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to:
Dependencies:

No other components.

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric Keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message
authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols [7LS 1.2

(REC 5246)] supporting the following ciphersuites:
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Mandatory Ciphersuites:
o TLS RSA WITH AES 128 CBC SHA

Optional Ciphersuites:

[
e TLS_RSA_WITH_AES_256_CBC_SHA
e TLS_RSA_WITH_AES_128_CBC_SHA256
e TLS_RSA_WITH_AES_256_CBC_SHA256

6.3.16.FCS_HTTPS_EXT.1 Extended: HTTPS selected

Hierarchical to: No other components.
Dependencies: No dependencies.

FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC
2818.

FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in
FCS_TLS_EXT.1.

6.3.17.FCS_KDF_EXT Extended: Cryptographic Key Derivation

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(h) Cryptographic Operation (for keyed-hash message
authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit

Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [a RNG generated submask as specified in
FCS RBG _EXT. 1] to derive an intermediate key, as defined in [/VIST SP
800-108 [KDF in Counter Mode]), using the keyed-hash functions
specified in FCS_COP.1(h), such that the output is at least of equivalent
security strength (in number of bits) to the BEV.

6.3.18.FCS_KYC_EXT.1 Extended: Key Chaining

(for O.STORAGE_ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [intermediate keys originating from
one or more submask(s) to the BEV or DEK using the following method(s):
[key combining as specified in FCS_SMC _FEXT. 1, key encryption as
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specified in FCS_COP.1(1), key derivation as specified in
FCS_KDF _EXT.1]] while maintaining an effective strength of [ 256 bits].

6.4. Class FDP: User Data Protection
6.4.1. FDP_ACC.1 Subset access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on
subjects, objects, and operations among subjects and objects specified in Table
13 and Table 14.

Table 13 D.USERDOC 7 7 & At SFP

"Create" | "Read" | “Modify" | “Delete”
Submit a View Modify Delete
document to Image or stored stored
Operation: | be printed Release document document
printed
output
Job owner (note 1) denied
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER . . . .
ATOR denied denied denied denied
Unauthenticated (condition 1) denied denied denied
Submit a View Modify Delete
. document scanned stored Stored
Operation: ] ; ]
for Image Iimage Image
scanning
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U.ADDRESSBOOKOPER ) . . .
denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
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Fax send

Fax
receive

"Create" "Read" | “Modify" | “Delete”
Submit a View Modify Delete
document scanned stored stored
for Image or Image Image
Operation: copying Release
printed
copy
output
Job owner (note 2) denied
U.ADMIN(a) denied denied
UNORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied denied
U-ADDRESSBOOKOPER denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Submit a View Modify Delete
i document scanned stored stored
Operation: | . i
to send as Image Iimage Image
a fax
Job owner (note 2)
U.ADMIN(a) denied denied
U.NORMAL(a) denied denied denied
U.ACCOUNTMANAGER denied denied denied denied
U.FAXOPERATOR denied denied denied
U-ADDRESSBOOKOPER denied denied denied denied
ATOR
Unauthenticated denied denied denied denied
Receive a View fax Modify Delete
fax and Image or Iimage of Image of
i store it Release received received
Operation: ,
printed fax fax
fax
output
Job owner (note 3) denied
U.ADMIN(a) (note 4) denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied
U.ADDRESSBOOKOPER ) . )
ATOR (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
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Fax send

Table 14 D.USER.JOB 7 7 & A filtfl SFP

"Create" * "Read" "Modify" "Delete"
. Create print | View print | Modify print | Cancel print
Operation: . , ,
Jjob queue / log Jjob Jjob
Job owner (note 1) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER denied denied denied
ni
ATOR enie enie enie
Unauthenticated denied denied denied
. Create scan View scan | Modify scan | Cancel scan
Operation: . , ,
job status / log Jjob job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER denied denied denied
ATOR enie enie enie
Unauthenticated denied denied denied denied
. Create copy | View copy | Modify copy | Cancel copy
Operation: . , ,
job status / log Jjob job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied denied
U.ADDRESSBOOKOPER . . .
denied denied denied
ATOR
Unauthenticated denied denied denied denied
) Create fax | View faxjob | Modify fax Cancel fax
Operation: ) . .
send job queue / log send job send job
Job owner (note 2) denied
U.ADMIN(a) denied
U.NORMAL(a) denied denied
U.ACCOUNTMANAGER denied denied denied
U.FAXOPERATOR denied denied
U.ADDRESSBOOKOPER . . .
denied denied denied
ATOR
Unauthenticated denied denied denied denied
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"Create" * | "Read" | "Modify" | "Delete"
Fax receive Create fax View fax Modify fax Cancel fax
Operation: | receive job receive receive job | receive job
status / log
Fax owner (note 3) denied denied
U.ADMIN(a) (note 4) denied denied
U.NORMAL(a) (note 4) denied denied denied
U.ACCOUNTMANAGER (note 4) denied denied denied
U.FAXOPERATOR (note 4) denied denied
U.ADDRESSBOOKOPER . . .
(note 4) denied denied denied
ATOR
Unauthenticated (note 4) denied denied denied
Application note:
Condition 1: Jobs submitted by unauthenticated users must contain a credential that the TOF

6.4.2.

Note 1:

Note 2:

Note 3:

Note 4:

can use to identify the Job Owner.

Job Owner is identified by a credential or assigned to an authorized User as part

of the process of submitting a print or storage Job.

Job Owner is assigned to an authorized User as part of the process of initiating a

scan, copy, fax send, or retrieval Job.

Job Owner of received faxes is assigned by default or configuration. Ownership
of received faxes is assigned to U FAXOPERATOR and U ADMIN{(a) role.

PSTN faxes are received from outside of the TOE, they are not initiated by Users

of the TOE.

FDP_ACF.1 Security attribute based access control

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

Refinement: The TSF shall enforce the User Data Access Control SFP to
objects based on the following: subjects, objects, and attributes specified in

Table 13 and Table 14.

Refinement: The TSF shall enforce the following rules to determine if an

operation among controlled subjects and controlled objects is allowed: rules

governing access among controlled subjects and controlled objects using

controlled operations on controlled objects specified in Table 13 and Table 14.

Refinement: The TSF shall explicitly authorise access of subjects to objects

based on the following additional rules: [none].
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FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based
on the following additional rules: [none].

6.4.3. FDP_FXS_EXT.1 Extended: Fax separation

(for O.FAX_NET_SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.
6.4.4. FDP_DSK_EXT.1 Extended: Protection of Data on Disk

(for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK_EXT.1.1 The TSF shall [use a self-encrypting Field-Replaceable Nonvolatile Storage
Device that is separately CC certified to conform to the FDE EFE cPF], such
that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext Confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

6.5. Class FIA: Identification and Authentication
6.5.1. FIA_AFL.1 Authentication failure handling

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1  The TSF shall detect when [an administrator configurable positive integer
within [1 - 30]] unsuccessful authentication attempts occur related to [the
unsuccesstul user authentication attempts of following the last successful
authentication or clear of user account lock].

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[met], the TSF shall [lockout each account in lockout time, UADMIN(a) and
UACCOUNTMANAGER can release a lockout account.

6.5.2. FIA_ATD.1 User attribute definition

(for O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ATD.1.1  The TSF shall maintain the following list of security attributes belonging to
individual users: [-Z —#"—ID, #&#).
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6.5.3. FIA_PMG_EXT Extended:Password Management

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for
User passwords:

o Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “I” , “@” , “#”, “$”, “~”,
“rof(f, ), [refer to Table 15]];

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

Table 15 % OffiffFAIGEXXF
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6.5.4. FIA_UAU.1 Timing of authentication

6.5.5.

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 Refinement: The TSF shall allow [storing the document data from printer
driver, receive PSTN Fax data) on behalf of the user to be performed before the
user is authenticated.

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

FIA_UAU.7 Protected authentication feedback

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_UAU.7.1 The TSF shall provide only [display dummy characters] to the user while the
authentication is in progress.
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6.5.6.

6.5.7.

6.6.

6.6.1.

6.6.2.

FIA _UID.1 Timing of identification

(for O.USER_I&A and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UID.1.1 Refinement: The TSF shall allow [receive PSTN fax data] on behalf of the user
to be performed before the user is identified.

FIA_UID.1.2  The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

FIA_USB.1 User-subject binding

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_USB.1.1  The TSF shall associate the following user security attributes with subjects
acting on the behalf of that user: [ -2 —#—ID, #%).

FIA_USB.1.2 The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users: [none].

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user
security attributes associated with subjects acting on the behalf of users:
[nonel.

Class FMT: Security Management
FMT_MOF.1 Management of security functions behavior

(for O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MOF.1.1 The TSF shall restrict the ability to [disable, enable] the functions [Secure
Channell to UADMIN(a).

FMT_MSA.1 Management of security attributes

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control,
FPPHC 1 Subsetinformationflowcontrot]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT _MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [query, modify, delete, [create, export]] the security attributes [-Z —
#'—ID, %) to [ Table 162/4).
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Table 16 E¥ a2V T+ @HEY A b

xal) T 1 @k #ie L]
a—%¥—ID create, modity, query, U.ADMIN(a)
delete, export
query, export UACCOUNTMANAGER
query UNORMAIL,
UADDRESSBOOKOPERATOR
a—¥%—1ID create, modity, delete UACCOUNTMANAGER
(U.ADMIN(a) % & <)
& create, modity, query, delete, | UADMIN(a)
export
query, export UACCOUNTMANAGER
query UNORMAL
UADDRESSBOOKOPERATOR
15 create, modify, delete UACCOUNTMANAGER
(U.ADMIN(a) % k& <)

6.6.3. FMT_MSA.3 Static attribute initialization

6.6.4.

(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to
provide [restrictive] default values for security attributes that are used to
enforce the SFP.

FMT_MSA.3.2 Refinement: The TSF shall allow the [no role] to specify alternative initial
values to override the default values when an object or information is created.

FMT _MTD.1 Management of TSF data

(for O.ACCESS CONTROL)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 17.

Table 17 TSF ¥ — X D&

Data | Operation | Authorised role(s) ‘
UNORMAL D1 —%— XA 7 — | modity the owning U NORMAL
N modify, U.ADMIN(a),
export UACCOUNTMANAGER
UADMIN(a)D 23—+ —X 27— | modify, U.ADMIN{a)
N export
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Data | Operation | Authorised role(s) ‘
UACCOUNTMANAGERD 11— | modify, UADMIN(a),
=27 — R export UACCOUNTMANAGER
UADDRESSBOOKOPERATOR | modify the owning
DA—HF—=RAT—R U.ADDRESSBOOKOPERATOR
modify, U.ADMIN(a),
export UACCOUNTMANGER
074 vRAT7—=RDODANY bF | modify U.ADMIN(a)
1 [
oy 27w hRHE modify U.ADMIN({a)
Oy o770 NINEZT AV MA | clear UADMIN(a),
T—RA UACCOUNTMANGER
F—btua s 7y MHE modify U.ADMIN(a)
H IR H modify U.ADMIN{a)
BRINNAT — N E modify U.ADMIN({a)
7 KL Ak create, U.ADMIN(a),
modify, U.ADDRESSBOOKOPERATOR
delete
SYSLOG ¥ —/"N—D#HE modify U.ADMIN(a)
FTP % —/N— D& modify U.ADMIN({a)
V7 o7 query, U.ADMIN{(a)
modify

6.6.5. FMT_SMF.1 Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1: The TSF shall be capable of performing the following management functions:
[refer to Table 18).

Table 18 EH L

SFR | ] | i | =

FAU_GEN.1 FRINBZEMT 771 T 1 1F7%W | &L

FAU_GEN.2 FREINZEHT 7T 10T 113\ | &L -
FAU_STG_EXT.1 TSF (&, W5tz icd b8 042K | U Z DF&ReIRER

S TWRITNIER S0, frx o

FCS_CKM.1(b) FRANZEWT 771 T 1 k7m0 | &L

FCS_CKM.4(a) FRENZEHT 771 T 1 13m0 | 2L

FCS_CKM.4(b) FREINZEHT 7T 10T 1130 | &L

FCS_CKM_EXT.4 FREINZGEHMT 7710 T 113\ | &L

FCS_COP.1(b) FRENZEHT 774 VT 113530 | 2L

FCS_COP.1(c) FRENZEHT 774 VT 113530 | 2L

FCS_COP.1(f) FRENBEHT 751 EF 1 1ER | 2L
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SFR | T | R H
FCS_COP.1(g) TREINGEHT 7T T 11372\ | L
FCS_COP.1(h) FTRINGZEHT 7T 1T 11372\ | 2L
FCS_RBG_EXT.1(a) | PREINAEMT /T4 LT 113w | 2L
FCS_RBG_EXT.1(b) | PRINBZEHT 7T+ T 1 1dB\Ww | 2L
FCS_TLS_EXT.1 FRINBZEMT 771 T 11372\ | &L
FCS_HTTPS_EXT.1 | PRINZEMT 7T 1 T 113V | 2L
FCS_KDF_EXT.1(b) | PRENZEMT 7T 1 T 113V | 2L
FCS_KYC_EXT.1 TRENGEHLT 7T 4T 1132\ | &L
FDP_ACC.1 TREINGZEHT 774 T 11372\ | 2L -
FDP_ACF.1 a) HRNZRT 72 AL I3HEBIHD | 2L JE e D W) A fE
PEIZHbN D JEEDE VL EE X A
HIZTERN
FDP_FXS_EXT.1 TRENGEHLT 7T 4T 1132\ | &L
FDP_DSK_EXT.1 TREINGZEHT 7T 1T 11372\ | 2L
FIA_AFL.1 a) AR OFRFERATIZN T BRMEDE | 2 — U —FREE K UL
H DEH
b) FAERBMDERIZBE VT L oD U FrEDT 73 a
T oY a DB VI-OEHIN
TWEEA
FIA_ATD.1 a) b LEIffioREnhTWiuUE, i | 2L Z DFEREIZER
HETI—V—izdd 2 EMDEF 2 i A

VT BMEEERTHILNTED

FIA PMG_EXT.1

FRINGEHRT 771 T 11380

WINSAT — REDE
i

FIA_UAU.1

a) BWEHFIZ L BFGET — X DE

‘A== RNZT—F
DFEH
(UAACCOUNTMANA
GER/ U.ADMIN(a)
/UNORMAL/
U.ADDRESSBOOKO
PERATOR) by
U.ADMIN(a).
e A e
DEH
(U.ACCOUNTMAN
AGER/UNORMAL/
U.ADDRESSBOOKO
PERATOR) by
U.ACCOUNTMANA
GER
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SFR | B | e I
b) BfRT 21—V -z L BFFET— | -UNORMALIZ L% H
R DR Eo B AV SRS
[NOX=¢i
‘U.ADDRESSBOOKO
PERATORIZ & % H
BDa—H AT —
R D&
c) A=V —FREEINdHcE 6D | L FIEDT 73 =2
T avD)ANEERTAHI L VI-OEHI N
VAQA
FIA_UAU.7 TRENGEHT 774 VT 1132\ | L
FIA_UID.1 a) — P —nE RO E 2 —H—IDDIGE
b) FFAEHEE D, AT E N | U FIEDT 27 a
570YavEBEHRTELHE. 2D VI-DEHI N
T av)ArNEERTSLEIL AN
FIA_USB.1 a) FFAEHEFIE, TNV MDY TY | &L IR WA 3
7 bDEFa) T EEEERTE EIE AN
%
b) HFAHEHEIZ, TV DR | RL ArarE 1%
FalT 1 EEEEHETES IR
FMT_MOF.1 a) TSFOMBE X MHELIC B %2 RIFLE | &L FREDT 2 3
LHEN DTN —TREHT LI VI-DEHIN
VAQA
FMT_MSA.1 a) t¥a VT @M HEICHEE K | kL FREDT 27 =3
FEUBELRE DTN — T2 EHT 5T VI-HEHIN
bl AN
b) ¥ 2V 5« @ENREOMES | L FRIEDT 2 2
SO DB ZEHTHZ & VI-DEHI N
VAQA
FMT_MSA.3 a) MIAEEZRE LA KED I V—T | 2L FIAE % 5 5E
EEHT LI L TE 5%ENE
VAQA
b) FTEDT 2 & AHIHISFPIZXT 5T | &L AN [ e
7 )V MEDFF A B 2\ I HIBR ENhTHY,
EEEHT LI L LBHETE RN
c) kF¥aVF 1 BUENREDMESE | 2L BRI % 28565
MS7ZDDHAZEHT L & IFTERN
FMT_MTD.1 a) TSFF— X L fHEIZHEE% RIT LA | &L FrEDT 73 2
LHRE DTN —TREHTEI Vi-EHIN
VAQA
FMT_SMF.1 FRINBZEMRT 771 T 1 1F7%W | &L
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SFR EH HHRSRE HEH
FMT_SMR.1 a) KEDO—HERTI—Y—DINV— | 2L FEDT 73 a
TOEH VI-OEHIN
VAQA
FPT_SKP_EXT.1 FRINBGEBT 771 T 1013820 | RL
FPT_STM.1 a) W DEH RADAR Y TEED
EH,
FPT_TST_EXT.1 FRINGEHT 7714 €T 1135\ | 2L

FPT_TUD_EXT.1

FTREINGEM T 7T 14 VT 1130

VI U7 OB

FTA_SSL.3 a) i~ OFHH I UNGTELYavD | 2L 2= —fi %
MT2EUIERRAENET 7T+ ICRETER
7 Td DR DRE W
b) XfiityavORTEELIES yvarvikrgkoa
MAENET 2T 1 TTHETTIAN | —F—DFT 75747
N R DRy e DF 7 4 MR DS
&
FTP_ITC.1 a) BbLYKR—-brIhTwhX, &EF | 2FaT7F ¥ VL
Y RIVEERT BT 7V a v O
FTP_TRP.1(a) a) LY E—-bIhTwE, &EE| 2L FIEDT 2 a
NAZERT BT 7 a v O VI-DEHI N
VAQAY
FTP_TRP.1(b) a) b LY E—bInTHE, @G58 | 2L FIEDT 273 a
NAZBBRST BT I a >y OHK VI-DEHI N
VAQA

-7 R L AMROEH
-SYSLOGH# —"—D
RE

‘FTPY —N— D& E

6.6.6. FMT_SMR.1 Security roles

(for O.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles UADMIN{a), UACCOUNTMANAGER,

UADDRESSBOOKOPERATOR and UNORMAL.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.7. Class FPT: Protection of the TSF
6.7.1. FPT_SKP_EXT.1 Extended: Protection of TSF Data

(for O.COMMS_PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

Copyright© 2021 TOSHIBA TEC. All rights reserved.

51/87



6.7.2.

6.7.3.

6.7.4.

6.7.5.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and
private keys.

FPT_STM.1 Reliable time stamps

(for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST_EXT.1 Extended: TSF testing

(for O.TSF_SELF_TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on)
to demonstrate the correct operation of the TSF.

FPT_TUD_EXT.1 Extended: Trusted Update

(for O.UPDATE_VERIFICATION)

Hierarchical to: No other components.

Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).

FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the
current version of the TOE firmware/software.

FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate
updates to TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the
TOE using a digital signature mechanism and [no other functions] prior to
installing those updates.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

(for O.KEY_MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the
keychain specified by FCS_KYC_EXT.1 in any Field-Replaceable
Nonvolatile Storage Device.
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6.8.

Class FTA: TOE Access

6.8.1. FTA_SSI.3 TSF-initiated termination

6.9.

6.9.1.

6.9.2.

(for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FTA_SSL.3.1  The TSF shall terminate an interactive session after a [refer to Table 19|.
Table 19 FHZFOIT 7 T+ 7HsHHEE

R S R LA

V(A % 15-150 #
Web7 5 oH 5-999 4
TR —=RKFAN— EE w3 it n

Class FTP: Trusted Paths/Channels
FTP_ITC.1 Inter-TSF trusted channel

(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_ITC.1.1 Refinement: The TSF shall use [7LS] to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [/SYSLOG server, Ftp server, mail server]| that is logically distinct
from other communication channels and provides assured identification of its
end points and protection of the channel data from disclosure and detection of
modification of the channel data.

FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel

FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[SYSLOG service, FTP service, mail servicel.

FTP_TRP.1(a) Trusted path (for Administrators)

(for O.COMMS_PROTECTION)

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote administrators that is logically
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6.9.3.

6.10.

distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and
detection of modification of the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial
administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)

(for 0.COMMS_PROTECTION))

Hierarchical to: No other components.

Dependencies: [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use [7LS, TLS/HTTPS] to provide a trusted
communication path between itself and remote users that is logically distinct
from other communication paths and provides assured identification of its end
points and protection of the communicated data from disclosure and detection
of modification of the communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit [remote users] to initiate communication via
the trusted path

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

X2V T 1 REEEH

Table 2012 Protection Profile for Hardcopy Devices - v1.0D+t® ¥ 2 V) 5 1 (Raf B 2R 9, Z4id,
FEAMAREE L NV DOEALLICERZ I N/ KR—2 > by MZASE_ SPD.1ZEMULZEHEDTH S,

Table 20 TOE & ¥ a2 V 7 1 {RFEEH

L PR bR

¥al 7+ X—7v Ml | ASE_CCL.1 A TR
Security Target Evaluation Conformance claims
ASE_ECD.1 fRER 2 VR — % v M ESR
Extended components definition
ASE_INT.1 STHE
ST introduction
ASE_OBJ.1 HEABRREDO X 2V T« WK

Security objectives for the
operational environment
ASE_REQ.1 FiEENzexa ) 7 B

Stated security requirements
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| aEa > H—F b | BREE T~ R — % > bk

ASE_SPD.1 ¥ a7 REEE
Security Problem Definition
ASE_TSS.1 TOEZEHEAk
TOE Summary Specification
Fi ¥& ADV_FSP.1 BB REE %
Development Basic functional specification
HA R A E AGD_OPE.1 A=Y —EET XA
Guidance Documents Operational user guidance
AGD_PRE.1 U Fioe &
Preparative procedures
AT A I NP ER—1 ALC_CMC.1 TOED Z V1S
Assurance Class Labelling of the TOE
ALC_CMS.1 TOE D CM #ii]
TOE CM coverage
5 A b ATE_IND.1 WAL T A - A
Tests Independent testing - Conformance
i GEL e e AVA_VAN.1 I 5555 M A
Vulnerability assessment Vulnerability survey

6.11. ¥ 2 U 7 « BREEFIEHL

6.11.1. ¥ a2V 7 1 B EA4FOKFER

TOEX F 2V 7 1 BEEEHIZ DWW T, ARSTIZE T A D Skl 5 % Table 21127R 7,
Table 21 ¥ 2V 7 1 BEREEM DKRIFMEIIHRER

FAU_GEN.1 FPT_STM.1 FPT_STM.1 7L

FAU_GEN.2 FAU_GEN.1, FAU_GEN.1, 7L
FIA_UID.1 FIA_UID.1

FAU_STG_EXT.1 | FAU_GEN.1, FAU_GEN.1, 2L
FTP_ITC.1 FTP_ITC.1

FCS_CKM.1(a) [FCS_COP.1(b), or FCS_COP.1(b), 7L
FCS_COP.1(i)], FCS_CKM_EXT.4
FCS_CKM_EXT.4

FCS_CKM.1(b) [FCS_COP.1(a), or FCS_COP.1(a), 2L
FCS_COP.1(d), or FCS_COP.1(g),
FCS_COP.1(e), or FCS_CKM_EXT.4,
FCS_COP.1(f), or FCS_RBG_EXT.1(a),
FCS_COP.1(g), or FCS_RBG_EXT.1(b)
FCS_COP.1(h)],
FCS_CKM_EXT.4,
FCS_RBG_EXT.1
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FCS_CKM.4(a) [FCS_CKM.1(a), or FCS_CKM.1(a), AV
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4(b) [FCS_CKM.1(a), or FCS_CKM.1(a), AV
FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM_EXT.4 | [FCS_CKM.1(a) or FCS_CKM.1(a), L
FCS_CKM.1(b)], FCS_CKM.1(b),
FCS_CKM.4 FCS_CKM.4(a),
FCS_CKM.4(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), ANV
FCS_COP.1(a)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) [FCS_CKM.1(a)], FCS_CKM.1(a) AV
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(c) ANV ANV A9V
FCS_CKM.1(b), FCS_CKM.1(b), ANV
FCS_COP.1(f)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(g) [FCS_CKM.1(b)], FCS_CKM.1(b), AV
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_CKM.1(b), FCS_CKM.1(b), A9V
FCS_COP.1(h) FCS_COP.1(c), FCS_COP.1(c),
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SMC_EXT. 1 FCS_COP.1(c) FCS_COP.1(C) AV
FCS_RBG_EXT.1(a) | %L 7L 2L
FCS_RBG_EXT.1(b) | % L 7L 2L
FCS_CKM.1(a), FCS_CKM.1(a), ANV
FCS_COP.1(a), FCS_COP.1(a),
FCS_TLS EXT.1 FCS_COP.1(b), FCS_COP.1(b),
FCS_COP.1(c), FCS_COP.1(c),
FCS_COP.1(g), FCS_COP.1(g),
FCS_RBG_EXT.1 FCS_RBG_EXT.1(b)
FCS_HTTPS_EXT.1 | FCS_TLS_EXT.1 FCS_TLS_EXT.1 AV
FPT_KYP_EXT.1 %L AV AV
[FCS_COP.1(e), FCS_KDF_EXT.1,
FCS_SMC_EXT.1, FCS_SMC_EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(i), FCS_COP.1(f)
FCS_KDF_EXT.1,
and/or FCS_COP.1(f)]
FCS_KDF_EXT.1 FCS_COP.1(h) FCS_COP.1(h) ANV

FDP_DSK_EXT.1

FCS_COP.1(d)

U

FCS_COP.1(d)

FDE_EE_cPP

WA U 7zl
D CC RGEE 1
7= B it 22 w]
e HOKS
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b A< S8 M A
ML =Y FN

1 A%&fEHLU
TW5728
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 U
FDP_ACF.1 FDP_ACC.1, FDP_ACC.1, AV
FMT_MSA.3 FMT_MSA.3
FDP_FXS_EXT.1 AV %L AV
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 7L
FIA_ATD.1 U U ANV
FIA_PMG_EXT.1 U U ANV
FIA_UAU.1 FIA_UID.1 FIA_UID.1 A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 %L
FIA_UID.1 AV %L AV
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 7L
FMT_MOF.1 FMT_SMR.1, FMT_SMR.1, U
FMT_SMF.1 FMT_SMF.1
FMT_MSA.1 [FDP_ACC.1], FDP_ACC.1, AV
FMT_SMR.1, FMT_SMR.1,
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1, FMT_MSA.1, U
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1, FMT_SMR.1, AV
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 ANV U U
FMT_SMR.1 FIA_UID.1 FIA_UID.1 U
FPT_SKP_EXT.1 ®U AV AV
FPT_STM.1 AV AV AV
FPT_TST_EXT.1 AV AV AV
FPT_TUD_EXT.1 FCS_COP.1(b), FCS_COP.1(b), %L
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 ARV U AV
FTP_ITC.1 [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, HU
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, HU

FCS_TLS_EXT.1, or
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1]

FCS_HTTPS_EXT.1
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TOEtFa V74 CC# & UPPT STTi§/ L STTiig/= LT

PREE A BRI NS EENE T3 M W WMEEME

FTP_TRP.1(b) [FCS_IPSEC_EXT.1, or | FCS_TLS_EXT.1, A
FCS_TLS_EXT.1, or FCS_HTTPS_EXT.1
FCS_SSH_EXT.1, or
FCS_HTTPS_EXT.1

6.11.2. ¥ a2V 5 1 FIEEHBER

INSDEF )T« REFEMZERT 2MIIZ, BNROEF2) T4 R=ZAF A UDBBEHFOHEI N
BEBL NVZHEDIWT WS Z e, TOEZB T2 EAREO X2 ) T4 I N TE L, »DTOEHY
DIffEIZ A > TVWEHEEBRINT VDI L THE, STOHLWD L ZAIHIHEIAET 7T 1 ET 11+
) T o AR 2 R T D 72 D DR IAREIZ O W T DREDH A XV A2 T 27D X T
W3,
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7. TOEEH{L#% (TOE Summary Specification)

AETIE, TOERFa¥a VT e (TSF) OEIfRkZ RS 5,
7.1. EBE#E

LARIZZ 5 AFAUD ZHIZ B % ERIfE R 2 Rlid 3 5,

FAU_GEN.1

TOE X, BEEA RV IBFEL- SICEAR 7 2ERL, BEO S 7 74 VIZESHT 5, ZHUT&D
FAU GEN.1 2EHH L TW35,
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EENRER

Table 22

I NI RY MBI UVEER S

A RE D H) MFP O&EJFEA >~ U U
A tRE DR T MFP O&EJFHA 7 72U 72U
Va7 DORT TV RV aTORTY EE VSR BB, F IRk
AFxFYrVadniy Y a JhaE#H . F 7RO
AV —TaTDKT Y aJEH . F 7RO
77O AEEY a TOKT EWA VR B, 71k
77 I AZEY a TOKT A YEE B, £ 7 IHIR
2 — —GREE R =/ AL/ OrA Yy Ulza—%— | K, E2iE%k
a2 —HF— G R
2 —HF— A R a4 YRR (TY Y sYaTd) | TOEIZEHFS N T W | KK
Wa—H—
HHERE DR H I—H—DEN BEE o7z —Y— | kI, F72I3kK
a2—%—ID DL H BHEEFo7za—Y— | ik, £k
a—H—DHlkR EEE{Tola—¥— | K
a—Y—FREERME OER, & | BHEE{Toza—¥— | &)
INSZAT — REOBH, 2—%—
INZAT — ROEM
(U.ACCOUNTMANAGER/
U.ADMIN(a) /UNORMAL/
U.ADDRESSBOOKOPERATOR)
by UADMIN(a), Z—H—/%2
7 — RDEH
(U.ACCOUNTMANAGER/U.NO
RMAL/
U.ADDRESSBOOKOPERATOR)
by U ACCOUNTMANAGER,
UNORMAL iz L2 HED 21—
INAT — ROEH,
U.ADDRESSBOOKOPERATOR
WZEB2HEDI—Y AT =KD
B, YT b7 OBHE, kY
Vavik T BOI—-Y—DIT Y
T4 T DT T F I MEEDIERE,
XFaTFYAINFEE TRV
RDEH, SYSLOG H— /N —%
. FTP Y —N— D
BEDO—ThDa1— | HENEFHROLE BHEET-o>a—Y— | ki
Y — 7N — T DOHRE
A D2 D EIE BHEE{To7a—%— | il
Y a VHESL DS TLS v ¥ a VDR A BRID. F 7z ik
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TOE ., BiEINBE ARV MIUTOTF—X2EINT 5,
- BT/ T T —/A4 Ry NPFAE L 72 R
s Avk—Y AR NONEEZBNHT 2 E (Y a3 VEBROESIE. LROME S FR)
s I5—3—F: ARVMNIT-RELUTESHESIN, 4HiD 16 EHRTRINE T,
- 2A—%—ID: az4 v Uza—Y -0+
o RV ANE % 7

(BE3# 9 5 TSFI]
s BEAXV s v A= AR, I¥—, DATATIY— AFXF v, PATARFY Y, T
7ORERE, TV, VaTRRBIOu I RR, EHERE, EFRF—
« TopAccess: O A Y, VaTAT—RA, THI VM, - —EH, EHEZRC
s TV VR=RIAN=: TV MERIZHT 24V RX T2 —A
s FOM AL VALY F, PSINT 77 A VR Tz —A

FAU_GEN.2

TOE %, HEERNEDODA RV IRRETLIE, ZOARYMNDOHERE LI —YF—D2—Y—1D 28
HFo e 52 & T, FAU GEN.2 2EH L TW53,

(BH;# 3 % TSFI]

C EESRL cadMy R—AHE., A¥—, DATATIY—, AF VYU, DALZAARAFYY, T
T O AREE, TV, VaTREBIOn SRR, HHELRE., BFEY—

- TopAccess : BT AV, YaTATFT—RA, Bk, THhovh, -V &l HHEEHT
s TV R—=RITAN=: TY Y RNERIIHTEI VR Tz —A
s FOoM A VAL wF, PSINT 7 VAL VR T 2 — A

FAU_STG_EXT.1

U.ADMIN(a)l% TopAccess DEHHEZLED S, SYSLOG ¥ —N—2 kT2 —N"N—2 L THETE
5,

TOE l%. I NEEET— X2 FTHNEA ML —IF NS ZIZHAZ L, @E 70 b 2L TLS1.2 % ff
HAUTHAREET 7Y —NN—=TH B SYSLOG H—N—|ZXETBEILNTEE, NA ML =YD
Ho JORFHEEIZ. 0 ORKEERAEIZR 42 A vy —8a 2 10,000 ., FIRa 2 5,000 £, A
¥y a7y 5000, 7727 AOREEHH : 5,000 . 77 7 ADZEE M : 5,000 & L4
HT&E5, 84007 DERIEBDHERIZ > 548, 4007 0KkbHVERT — 2 3WMIRI N
HLOWEET - X2/ FT5ILTE5,

KA ML — VI FEE N2 TOERD 21k, UADMIN(a)ZIINRBET 2 2 e iTcE, Zofoa
—¥ =k, BEOYVa7u s USRI R0nT 7 Az 7o T\ 5,

(E8:# 9 5 TSFI)
s BEAR 0T v R—LAMHE, A¥—, DATZATIE— AF YU, DATZAAFY V., T
7O REE, TV VN, VaTRRBLOR IR, EHERE, BFRY—
- TopAccess: U7 A Y, YaTJAT—RA, &k, THAU VN, 22—V —EHll HHEDTE
- TYVVER—RIFTAN— TYVPERIIHTEAI VX Tz —R
ZOffi: AL VALY F PSINT 7 VAL VR T 2 —A
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7.2. WEYFR—b
PARIZ 2 5 AFCSOEMIZBE S 5 BRIk z ik 9 2,

FCS_CKM.1(a)

TOEIZ., TLSHED Y — N—GEHHEFIZ WS IEN G S8t & L T, NIST SP 800-56B,Revision 1M
6.3.1.3 fii 12 FL # D rsakpgl-crt X TRSABE R T 2 L K3 5, B E K I H T 5680
FCS_RBG_EXT.1(b)iZf\»., CTR_DRBG(AES-256) T/ T 5, LS Nz A% &L Y — N —it
HE L Y — N—FEHE, BAES{L N 71 TSI TRIEE N 5,

7%, TOEWX, ATSFIZE L. TOERA DILRPHCD-PPIZFE D W E LB, & 2 W dFFA I iz
HEEEE G LTV,

AEHIZBI T HTSFLIEZ, ANITRTED TH D,

(B8;H# 3" 2 TSFI]
- TopAccess : EHEHE

FCS_CKM.1(b)

TSFiE, TLSHEED XA TP T —Y a /ZEWT, WEHDO Y ¥ a VI EHMACO#Z EKT 5, v
Va v HMACO X, =N 7547V MNTHAETZEBE» S ER I NS, LT
FCS_RBG_EXT.1(b)iZft\», CTR_DRBG(AES-256) THEKT 5, KHDI/NT A — &%, ?Ré?af
Cipher SuitelZ &> T, AFIT/RTED TH S,

e Lvyvalit
BET— X225 2DICHHAI N, FEIRX N /-Cipher SuitelZ &> T, T 585703
AL EHDEINEL L, 570 3) XLIFAES-CBCZHEH L, v ¥ a VDR X 1X128bitk
256bitHEIRTE 5,

® HMACOH:
PHLEE D 72 0 D ELIELEEER (PRF) CWET — R Z2WEET 5720 D200 R THbN S, #HLIE
FOHIZ256E Yy M EDOMACHZ AR L., T — X MEEH DO TlXCipher SuitelZ ¢ - 7= §# K TH K
T 5,

Zho iy, HEMEATYNICREL, BRI THESL S,

(B9 5 TSFI)
- FTP_ITC_EXT.1. FTP_TRP.1(a)# & ' FTP_TRP.1(b)® TSFI iz #3°3

TSFI%, TOEDZHEIZY D X BB, FCS_RBG_EXT.1(a)iZf¢\"Hash_DRBG(SHA-512) T#t& 1
BHET S, £7-. TSFIZ Z OBz, #EH#% 012, FCS_KDF_EXT.1 ¥ FCS_SMC_EXT.11Zf¢ > T,
HOBE S/ K71 7HH8 A N OMFPZFRAET 5 72012f# 5 5 A b f256bitz2 E i35, md, FA
NRGEHE A RET A2 ENEF Y LY a— Nk, HEWE/AR I 7 (JCMVPRILHE S :
F0022) DELEAESBEREIC & D BRI NZFLBIC K D ER I NS,

(B83# 9 A TSFI]
- BEASRIL B X— (TOE RBHZOMEIEENIZES)
- FOM: AL VAL v F (TOE FBEHLOYIEEENIZIES)
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FCS_CKM_EXT.4/FCS_CKM.4(a)
TSFAL S BT O OBEVIZ, REE o 2MlEsn 5,

® HORELRNTA TDRA IRGEHE
MFPOFEHERHIZ, AELFEE U THbh, #PRESNTW S %EZ, FCS_RBG_EXT.1(a)iZ & %
TLEA: % CHash_DRBG (SHA-512) % W= ELEC 1A FEETHZ 2Ic X W i#ET 5,
AREMIZB ST ATSFIE, PAFICRT#ED TH 5,

(B85 3 5 TSFI)
- EEN ROV BIRF— (HDD #IH{bFET B O] ERER)
- FOfth: A1 VAL v F (HDD #IHILEE1T712 0 ) Bl B )

o HHEHE PBE(FCS_KDF_EXT.10DHJ1fE), A& MREEHEE, Fy L v Ya— R, VARV A
— R, BEHOLY Y a VR UHMACDH#
FEFMEA TV NI L, BEHTHESI NS,

(E85# 9 % TSFI)
- BERRIL B —
- FOM AL VALY F

FCS_CKM_EXT.4/FCS_CKM.4(b)
TSFAR S LR O#tlE, AEE Lo -RICHEEI NS,

o Y —N—DEH
Y—N—DOWERIZ, BHCKESLEF 74 7O EREER L —YNiciES I nTjiFran g, &
FAHICEBRE 2358 L WAEIHE 2 B 3 2 561, AERBEE UTikbh, #BPVREFE S T 5 I
Z, BEEOMTIE EEEXT S, £/, HEMEXE ) IZEFEINTWEHIZ, EFFTHEINS,
AREMIZE T BTSFIE, ANITRTIEY TH S,

(8383 5 TSFI]

- TopAccess : &HHHE
- BRIV B —

- ZOf: AL VAL W F

FCS_COP.1(a)

TSF . FTP_ITC.1. FTP_TRP.1(a) % ' FTP_TRP.1(b)IZ B I B2 @ETF — X H#E D 7= 1T,
FCS_CKM.1(b)iZ & b A5k U 72 128bit % 7213 256bitD I S ¥ FIPS PUB197IZ ¥l 9™ % AESHE 5 7 L
I XL %NIST SP 800-38AIZ#EHLT 2CBCE— RTCEIEXE L Z 212k b, BET—ZOBSK
CEB %2175,

AREMIZET A TSFIIE, PAFITRTED TH 5,

(F83# 9 5 TSFI)
- FTP_ITC.1. FTP_TRP.1(a). FTP_TRP.1(b)® TSFI iZ#:3" %

FCS_COP.1(b)

TSFiZ., BESREAEMERICB I 2 B4 4. FTP_ITC.1I1Z & 2% — N—iFiH#E K O'FPT_TUD_EXT.1(Z
577 =0 T7OT7 v 7T — MREEIZEWT, FIPS PUB 186-4I1Z Bl X 117z Digital Signature
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Standard|Z ¥l U 7= $#EA32048bitdRSAT ¥ Z VB4 7L I XL (rDSA) &2 il § %, TSFIZ., B
AERHEAERIZ B 1 2 B ER KO — N —GEHE OMEE TIZRSASSA-PKCS1-vl 5%, 77 =LV =T
7 v 7T — MRFETIZRSASSA-PSS & W5, F7z, AEBHEO/ERKIZFCS_CKM.1(a)iz & b & 7z
RSA#EZ AT 2,

AREMIZET ATSFIE, ATRITRTED TH D,

(3% 4 5 TSFI)
- FTP_ITC.1 8 X U'FPT_TUD _EXT.1 ® TSFI iZ#£3° %
- TopAccess : EHI#H & &

FCS_RBG_EXT.1(a)

TSFi&, TOEDQA kL —VIEHALD 72 DR A b ilGE# O E k2R o KITHEIZH/Z>T, TV hrE—
JiH L UODRBGZ HWTEE 24K T 5, ZDDRBGIX. NIST SP 800-90AIZ#¢ - THash_DRBG
(SHA-512) 2 FHWTCELE Z KT 5, TV hRE—JFIX. —DDN—RFRT7 27 RXR—RAIZL2 /A X%
& &, ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions” (Zf€ > T 256bit
DLy hu¥—%B/NEFDEntropy InputZ, T> B Y =2 5DRBGIZH 1T 5, / 1 XJHILTOE
DSoC (Intel Celeron® 7r v ¥ — N2807) BWET 2 N— RV = 7OESE[MHT 5, /1 ZEH
5D 1%, SOCHDDRBGD ¥ — RIZHW S 41, NIST SP 800-90AD CTR_DRBG(AES)IZ - 7= JLBH
%17-> CRDRANDMG& TH I NG, /1 XJEIE, 1bitdh 72 W 0.5bitbA EOR/NT Y hu¥—248 2
¥ 23[Rambus 2012]DFE 2 50> TH H,. RDRAND@SIE/ 1 RJFEA S5 D266y by ha ¥
—DY—RTHHbEN A Fa) 70 @ELI28 Y N DDRBGOH 1 TH %, RDRAND#A 4713 128bit
ZH1UMESH T B LESH LY Y= NI THAHDOT, T b ¥—JHEMHKT SmgdT —€ v
70+t A ZRDRAND 4 THIS U 72128*512=65,536bit=8,192byte # AES-CBC-MACHLH T 16byte
WCHEMES 5 Z & T, 16byteZ & 12— K238 722 2RDRANDMm 4 H 2N L, rngdd2,500byteD 3D
DNy 7 7IZIEE 7)Y baE—DF — X %~z Eﬁfa‘éo ZOTSEAMHHE NS & &, Linux
PRNG%32048bit2h O =Y b BV —%2{RFF T HREIINTA—XEREINTWSDT, TSFO
Hash_DRBG(SHA-512)%*Linux PRNG@/dev/urandomHjjj M5 HeA T 128byte D F — X IXIFIZ 7
NIy bR E—DRELHET S, ZD128byte® > 5 96byteD 4> % Entropy Input® Nonce & L,
Hash_DRBG(SHA-512)D ¥ — Kfii& UL CTHRT 5,

TSFDO RIS IZNIST SPS00-90BDO6HiDH/NT > b1 ¥ —REEE 0 12 J: D . TOEDEESADHiFH T,
/dev/urandom i S H38bitdH 7z » 7.0bit A EOB/NTZ Y b a ¥ —%2 502 L 2R Lz, 7V b
E— TR\ e EBIRIZAED > TH, NIST SP800-9OB®3.1.5Eﬁc:f;Eo 7T hu¥—2E0 R
X 0. /dev/urandomt{ JJD96byteD v hF[iZ15672.0(=96"8*7.0/8)bitD T b —nEFE N5 &
HEd 5, ZOEw hlZEntropy Input® Nonce¥ L, Hash_ DRBG(SHA-512)i2 ¥ — RN & fitf43
5HI2& D, FCS_RGB_EXT.1(a)ZEH L TW3,

(B8543 5 TSFI)
- BIE SRV EBIFEX— (TOE REZOYEIEENIZES)
- FOfh: AA VA4 wF (TOE HEHOFELENZES)

FCS_RBG_EXT.1(b)

TSFiZ, FTP_ITC.1, FTP_TRP.1(a) %X O'FTP_TRP.1(b)iZ B} 3 il{5 T — X {£#ED /=, TLSHEIED Y —
N—PA 72 5 IZTLSBED XA TV T—Y 3 VORIZ, TV bu Y —JiE X UDRBGE AW TILE %
45, ZODRBGIE, NIST SP 800-90AIZf¢ > TCTR_DRBG (AES)% W THLE R £k T 5, Z
D CTR_DRBG(AES) & derivation function% {ffi 9 5 7-&., > — K#fkl & U TEntropy Input & Nonce
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7.3.

EHHET S, T E—JHIE, —D2DON—F7 27 R=-IZLB /1 X %EEH, ISO/IEC
18031:2011 Table C.1 “Security Strength Table for Hash Functions” (24> T128bitOd > o ¥
— % I /NRFF D Entropy Input® 64bitd T > b1 ¥ — /MR DONoncez, TV haE—JE»15
DRBGIZH 1T 5, /A1 AJFIFTOEDSoC (Intel Celeron® 7wt v ¥ — N2807) NI 5/ — K
V7 DESEMHT 5, /A XE»rSDHIIE, SOCHWDDRBGD ¥ — FIZHWSH 1, NIST SP 800-
90ADCTR_DRBG(AES)IZH - 7z JLFE % 47 > TRDRANDm CTH A I N5, /4 XL, 1bitdh 72D
0.5bitlh FOE/NT Y b1 ¥ —% & 2 & hi[Rambus 2012]D kA 545> T H b . RDRANDA 4 I3
JAXFENSD256Ey by hub—oY— KTyt nzt*a) 7@E128¥ v s DDRBG
DHJITH %, RDRANDAnI£128bitZ b1 MEADHI 1T 2 LESHH Y ¥ — RINSHERRTH B DT,
Ty bhbBVY—FHEWRKT SBmgdTy —F Y 70+t ZIZRDRAND v & T A L %=
128*512=65,536bit=8,192byte % AES-CBC-MACHLEL T16byte(Z JEfi T 5 Z & T, 16byteZ & 1ZY —
R %72 RDRANDA A H 12 NE L, mgdD2,500byteD3 DDy 7 7 IZIZIE7 VT haE—0D
T — R % —WIZE T 5, rngd?* 5 Linux PRNGIZ B TV b a ¥—23- e X b o ¢, TSF
AiLinux PRNG® /dev/randomti 7122 5 Hi At 37 32byte D 7 — X ZIZIE 7 VTV b aE—DIRAE & #E
ET D,

TSFDOBIFZE IENIST SPS00-90BD6HidFH/NT Y b u ¥ —RIES D12k b, TOEDEESM: Dl T,
/dev/random 1A 8bitdh 72 0 6.6bith EOR/NT Y b —%2 5L 2 2 2MiE Lz, ZLTr huY
— TRV EEBINZHREE > TH, NISTSP800-90BD3.1.5HiIZft - 72T b B ¥ —&EOD R &
0. /dev/randomH /1D 32byted ¥y HFIZ1X211.2 (=32*86.6/8)bitd T b ¥ =& Eh b L #E
ET B, ZOE Y hZENIST SPS00-90B T\ 5 conditioning component® 4| % fH 5 OpenSSLELEL
IZAH L. OpenSSLELE D H 11D 320bit& 160bitD22D ¥y M2 ZNFNT Yy hu¥—E2roHh
3%, NIST SP800-90BM3.1.5.2/i ¥ 6fiiz & b, Z Dconditioning component® i DY v g%
NEN128bitk 64bitd T b ¥ —ZR/NRER D & #HiE T 5, TDE v Mil%Entropy Input& Nonce
¥ L. CTR_DRBG(AES)IZ ¥ — Rffi% #4292 X v, FCS_RGB_EXT.1(b)ZEEHL T3,

(B5#9 5 TSFI)
- FTP_TRP.1(a), FTP_TRP.1(b)# & FTP_ITC.1 ® TSFI IZ#:3° 3

AN V=YL G & BAEM)
BURIZ G & i HENEB.1LIZ B S 2 E Tk 2 5l 3 5,
FPT_KYP_EXT.1
A TOE T FCS_KYC_EXT.1 2B 58T =1 > 2K T 2BIIUTOE BV TH S,

o REHIHE

FCS_RBG_EXT.1 {Zf¢\>, Hash_DRBG(SHA-512)Z HHWTH K I 115 256bit DELETH D | IS
AL —=VIitRfEEI N5,

e ik (FCS_KDF EXT.10H J14#)

FCS_KDF_EXT.1 IZHE\ s g S X 5 256bit DEETH O, FHRUEA ML —JITREEI R
50
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. 71’; Z ]\ it uﬂff@

FCS_SMC_EXT.1 12\ 256bit ® fH[l§(FCS_KDF_EXT.1 @ H fifif) & 256bit Dfifi & Z XOR L 7=
%R A NRGHEE UTHEHT 5, ZOKRZ ML, HREEA ML -8B XU FROM IZBEFEE N
%, 728, FROM 3B R REZL A FEFEMEA ML —UThH B,

e FylLyvya—FR

HOABESM NI 1 71281 2R SBsEE 2 W TR I 15 256bit DELIITH D HEFMEA ML —
VILREFEEI NS,

® LARVAI—FR

FrlrYa—RaErS/#E LT, FCS_COP.1(H)IZft\, AES-CBC iZ & b & A iRl % 1554k
TEHRROEE S I NETH D, HEFEZ ML -V FEI NS,

FCS_KYC_EXT.1
[ J B A ]\n/uul‘E%@éE}ﬂz

3. FCS_KDF_EXT.1 (Zf\, SE A & rhfffz Eild 2, gL, FCS_RBG_EXT.1(a)
12\ Hash_DRBG(SHA-512) & FHWTA KI5 2566bit DEBTH 5, T OFEHFIIN L T,
FCS_KDF_EXT.1 THE X 117z KDF @Mfiﬁfﬁbm i EH X 5, FCS_COP.1(h)Tldt ¥
2V T 1 FED 256bit ML BRI D & 512, HMAC-SHA-512 % &R L TW5, Z DFELEIE. DRBG
ZHAmT Y b a ¥ — 5 (266bit BLE)AE X SN TERI NI TH S,

Iz, FCS_SMC_EXT.1 (Zfé\, diftiify 256bit Dfi & 2 XOR U7-fi% KA MililfEe U CHiHd
%,

® FyLUIYLARYARE

Frlrya— Rk BOBSER I 1 71281 2 ELEEREREZ W TAEK I 15 256bit DELET
HbH, ZOF YL rYa—RiE HEWSIERNTA 705 Y AT LHIHERICEES NS, VAT Ll
HEMRTIE, FrLrvya—RFES#HE LT, FCS_COP.1(H)IZf\, AES-CBC (2 & b KA MR
ARG ST 5, ZORSU2MEiE, 266bit DLV AR AT — K& LT, VAT AHIBEERED? S H

SR o1 TICkfEENn5, ATOE OEF =1 ViZBIF5 BEVIZ, ZOLARYATI—-FTH
%,

PLEIZ&D, 5 o1 Vv ORBMEIZT 266bit LEDOXF 2 ) F 1 REZEMEL TW5

(BH# 9~ 5 TSFI)
- BERZL  BIRY—
C FOfh AL VAL Y F

FDP_DSK_EXT.1

TSF i, HOE(E R Z 17 (JCMVP ZAEH S : F0022) ICHHHZHT — X B X OMED TSF 57— X %
ETEHILIZED, ZNO6DTF—XEHS{LT 5, TOEREL TEHIC MFP X HEBS/L KT 17
IR A MR A RIE T 5, TDERA Mwﬁﬁi BIFEE) Z 12, TOE OHCK SN T 1 THT A
T LI 2 FRRE S 2 72 DI I NS, FRREICEIIT 5 & EBH FRTA TADTF—RDEE
ABPENZRY, BEERAALZT - XFHETH SIS, b, TOE BFHT 2HAKES/L NI 1
T ORI IR, S I NRVEELN R, FIHE T - XIS TS LI BRI FEEI NS,
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(F83#9 A2 TSFI]
- FDP_ACC.1. FDP_ACF.1 8 XU FMT SMF.1 ® TSFI IZ#3°3,

74. AL —UREE/L GRREM:)
PAFRIZA N L=V B TER U 2B 4D AICET 2 BN 2R T 5,
FCS_COP.1(f)

TSFTI%, BIFREBOEIZHOK SR T 1 THNOELEBEREREIC X v ERk S n il (L, Fry L
vV a—RKREW#dT %) %, HA MRIEEZRESHE LT, AES-CBCTH ST 5, ZDAES-CBCH;
Z{kiZ. ISO/IEC 18033-3I2 48T 5 AESXISO/IEC 101162433 5CBCE — RDMAGHE %
W7-266 Y N DREESHIZ L ABEEITHE, ZOF ¥ LY a— KPS, IN/-MEIZ. TOEDH
G LR T4 T 6 Y AT LHIHBENRIGEES NS, VAT LHIHEENRTIE, FyrLrya— Rz
GEA bt e UCTHW, KA N EREE#Z AES-CBCIZ X W 54k d %, ZDAES-CBCH;51Li%, ISO/IEC
18033-312 58T 5 AES £ ISO/IEC 101161/ T A CBCE— FOMALLEEHW256E Y D
G X DS ETH B, OB A NRIHELE S Nzl TOED ¥ AT LHIHENR 5 H
EEE R T4 TITkfEE s,

(B3# 9" 5 TSFI]

s BES RV EBIEY —
C FOM AL VARAL Y F

FCS_KDF_EXT.1

TSF 1. FCS_RBG_EXT.1(a)lZ it ELEUE 82 Hash_ DRBG(SHA-512) CAEM L 72 8L5% ¥ 7= &
2 & L. NIST SP800-108 ® KDF in Counter Mode IZ#afil U 7= /55T, FCS_COP.1(h)iZ itV AT
v ¥ a R AWT, e EHT 5,

(B89 5 TSFI)
- BESRL  EBIFEX— (TOE REZOYEIEENIZES)
- FOM: AL VAL wF (TOE HBEHOYIEEENIZIRS)

FCS_SMC_EXT.1

TSFTIX, FCS_KDF_EXT.1i1Z & b i X 7= i & 256bitDfE & DXORU 7% 135, ZDfE
k. RA MR LTHEHI NS,

(B89 5 TSFI)
- EEN ROV BIFEF— (TOE ZE£OEREINES)
- FOfth s AA VA4 wF (TOE HEHOFEILENIZES)

FCS_COP.1(h)

TSF &, SEEH D S 2 B 3 2B, FCS_KDF_EXT.1 O#ff Ny v a X vt —VBEBOFHE
12, ISO/IEC 9797-2:2011, Section 7 “MAC Algorithm 2” ; ISO/IEC 10118 IZ#E#L L 7~ HMAC-
SHA-512 ZffifH3 %5, HMAC O#tE L 256bit, /v ¥ 2L SHA-512, 7o v 7 KElk 512bit, H
f1¥nb MAC £l 512bit TH 5,
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(BH5# 3 5 TSFI)
- BE SRV BIFX— (TOE REZOWEEENIZES)
- ZFTOM: A1V AA v F (TOE HEZDYEIEENIZIES)

7.5. BEOHE GEREM)
PURIGEREMGD. 21233 2 B2l 3%
FCS_TLS_EXT.1

TSF (%, FTP_ITC.1 (2R &Y — N— & Dilif5 X FTP_TRP.1(a)/FTP_TRP.1(b)IZRT 7 T4 T v~
N PC & DMEIFIZBEWT . TLS {5 % YK — b3 5, TSF 239 K — b9 5 TLS @5 1% TLS1.2(RFC 5246)

Thd,

TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
TLS_RSA_WITH_AES_128_CBC_SHAZ256
TLS_RSA_WITH_AES_256_CBC_SHAZ256

TSFA2 547~ hPCLBET 256 DEE

TSFi%. FCS_RBG_EXT.1(b) % ’'FCS_CKM.1(a)Z i\, TLSi#fZ THW A RSADH — /3 —
MRS X 0N E £ d %, FCS_COP.1(b) % U'FCS_COP.1(c)iZft\y, Z DFBEfty
Ny a7 )Id) ALEZHAWTYH —N—ZFHHEDEL 2 KT 5,

MEDEE T — 2 2 G T 2 [HIKELLTOMED TH 5,

< TSF &, ¥—N—0OMEHEEZHNT, 27147 PC 16k 5NTE 7 RSA NG
B LI N TV BIEDELI % E ST %, FCS_COP.1(c) & O FCS_COP.1(g)iZfE\,

Ay —VRA D7D DNy v Z(HMAC) % W T, BB OELED & BB EL IR
¥ (PRF) Z@UTry¥a P HMAC O#EE 4 KT 5,

TSF 25, J@ET — X DEE SR OWGEEZ T 2 HEIZA FO#@ D Th 5,

< TSF . FCS_COP.1(c) %" FCS_COP.1(g)iZft\, HMAC DO#t% H\\ T, @EF— X
DWBEMGEEZTT S,

<% TSF 1%, FCS_COP.1(a)izft\, AES-CBC €— K CEET — R DRGSR OME 5 %217
Do

(849 2 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)® TSFI I2#:¥° 3

TSFMWEFEY —NN— L DBEEITD

DEE

> %ty
TSEM, BFEY —N—= 5K oNTE Y —N—GEHED TV XIVEL & BGEET £ HIEEE
To®EHTH B,

<% TSF %, FCS_COP.1(c)IZfe\WVH — N —FEHEMRGED 72d DNy ¥ a2 57T 5,

<% TSF l&. FCS_COP.1(b)IZf5 RSA FHHAMEEIZ X O —N—GEHBOT VXNV EH %
5 U, ROV — N—GFHEREED 72D DNy ¥ afi & [igd % Z & TH — N —FF
HOWEMGEZAT S,
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o MEDOIKT—2%2ILETEHHIEIIUTDOED TH S,

< TSF %, v ¥ 3 VX HMAC O#EEEKT 5728, FCS_RBG_EXT.1(b)IZfE > THE
BORIEEKT 5,
% TSF 1%, BT —N"—m 55N T E /2 RSA Y — N—AFE FH\W T, B DELE
5 k3%, FCS_COP.1(c) &0 FCS_COP.1(g)iZft\W, A vt — ViRAED 7= D
oy ¥ v Z(HMAC)Z FHWT, BB DELED & B OELEEEIR 2 @ L T v > 3 Ve
HMAC O#% T 5,

o TSEM, BET—XDEEBALRUOKRIEZ T 5 HIEIIUTO@EY TH 5,

< TSF ¥, FCS_COP.1(c) X% FCS_COP.1(g)iZ#\», HMAC D#% H\WT, @fETF — &
DUWEIMGEEZ1T S,
< TSF X, FCS_COP.1(a)iZf¢\ ., AES-CBC £— N CHEET — R DB S{L R OEE %217
I
(B8 3 2 TSFI)
- FTP_ITC.1 ® TSFI IZ#¢ %

TSFA2 54 7~ hPCEIPPSZ W CHEIE T 2 56 DEIE

e TSF ¥, FCS_RBG_EXT.1(b) &% FCS_CKM.1(a)iZfé\>, TLS J@{ZTH\W5 RSA DY —
N—FBEHE L OABEEE AEK T 5, FCS_COP.1(b) & O FCS_COP.1(c)iZfit\W, Z DfpE
BNy a7 I) X LEHWTY —NN—3FBHEOEBL 2 4KT 5,

o TSFiX, ¥y—N—DOMEHFEEZHNT, 771472 FPCRroELNT EZZRSARFHB TR S
fEENTVWEMEORLEEHE ST S, FCS_COP.1(c) X U'FCS_COP.1(g)izfit\, A vt —
VIRFED 7= DFE Ny v 7 (HMAC) % FI\WT, BB OELED S UL ELE R % 8 U C
v a VEEPHMACO#Z AT 5,

e TSFiX, FCS_COP.1(c) % U'FCS_COP.1(g)iZfit\\, HMACOD A I\ T, BET — X D
EMEEZ1T S,
e TSFiX, FCS_COP.1(a)iZf\>, AES-CBCE— R TEIET — X DI SR TES 2175

(F83#9 5 TSFI)
TR —RKIGAN—: YV FERIZHT A VX Tz — A

FCS_HTTPS_EXT.1

TOE &V € — MIH#H & & mfERHAE N A 2L g 572012, RFC2818 IZi##& L7z HTTPS 71 h o
WEFEELTWDS, £/, FCS_TLS_EXT.1 THE I N7z TLS 71 b )V % 7= HTTPS @13 % Al &g
29 5HIZE D FCS_HTTPS_EXT.1 2FEEL TW5,

(B33 5 TSFI)
- TopAccess: B A Y, VaTATFT—RA, THDI VM, - —iEH EHEZRC

FCS_COP.1(g)

TSFIX, TLSEEIZEWTHEDOILE: S5y ¥ a VX HMACD#%Z A K S 2 72 O L ELE R £k
(PRF) iZflifiE 5, %7z, TSFIXTLSEFEICE W THEE T — X OWERGE 2 T 5 7-0HEh 5,
FIPS PUB 198-1. [The Keyed-Hash Message Authentication Code] . & O'FIPSPUB 180-3. [Secure
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7.6.

7.7.

Hash Standard] 2723 X v — Y EECEED160bitO HMAC-SHA-1, X v ¥ —YEKOCHEED
256bitO HMAC-SHA256IZHt > TNy Y a XA w v —VEFHIEFTINSE, ZOBRIZEHI NS N
v 2 B, FCS_COP.1(c)IZfit> T3, T4t kb, FCS_COP.1(g)kEBEh3,

(B85#9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)# & ' FTP_ITC. 1 ® TSFI I %4 %

BEET Y 75— GBIREMR)
DUNITEIREAD.3IC BT 2 BRI Z Flik 3 5,
FCS_COP.1(c)

TSFI%, FPT_TUD_EXT.1IZHBII 277 =LV T DT Y 7TF— b DBIZT7 7 —L 7 = 7 DEIEM 2R
LT A7, 77— LT =TI T YV RIVEBLBBIMNIT SND, TDOREE Ny ¥ 2 BIEIE, ISO/IEC
10118-3:20041Z B33 5 SHA-2561Z 1/t > T\ 5%, TSFIZ, FCS_TLS_EXT.1IZfHWTLS@{E D ¥ — /3 —
AEIAE DB ZL LR E 72 IFBGEC TS . TOBIZHb s K-S Ny & 2B, ISO/IEC 10118-3:2004
WZABE T 5SHA-1, SHA-256, SHA-384XIZSHA-51212ft>T\W5, TSFIZ, @ET— X DEaettz
MREET BB, FCS_COP.1(g)IZfE WA Ny Y a X v — Vi 2 LT T 5, TOBIZMHbN LS
Ny Y a BB, ISO/IEC 10118-3:200412 4303 5 SHA-1 K U'SSHA-2561ZfE > TW 5, TSFIX, F A
N ERREBE A AR B BRIZ. FCS_COP.1(h)IZfeWVWEff Ny Y a Ay v — VG2 F7T 5, ZDEITH
bishigE Ny ¥ aBBiE, ISO/IEC 10118-3:200412 &4E($ 5 SHA-H1212Ht > T\ 5,

PAE& b, FCS_COP.1(c)ixFEHEI NS,

(R85 9 5 TSFI)
- FTP_TRP.1(a). FTP_TRP.1(b)H &' FTP_ITC.1 IZ%#¢ %

FMAET—2R#E
UTRIZZ 7 AFDPOEMIZBE T 5 BTk 2 Gk 35,
FDP_ACC.1/FDP_ACF.1

TOEWZ, 2 =¥ —XE T =X DT 7 AL, 21—V —XET - XDOEIEANDT 7 2 2l %2175,
A—Y—XETFT—RADT 7 AT, TOXET— RGNz —Y—-ID&, vrv Tl
BRI Nz 2—=F =D A=Y —IDR B UGS DOAT 7 A% AT 5, £/, 2—¥—HED
BAEA~D T 272 AHil{HlIZ, Table 138 & U'Table 14 TRI NS AL B O, 2 —HF =D HFFOEENZHE,
BIENERI NS,

FCC_ACC.13 & U'FDPAFC.1IF FRD T 7 2 ZHIIZ L o TEHI LTV 5,

Table 23 D.USER.DOC ® 7V ¥ + 7 2 & A Hlf#l
a—¥— | 7 2t AR
EWA YR - UADMIN(a)¥ UNORMAL(a)% 7)) >~ b § 5 XEDHKAD
YVaTdmaEL UTERNIT S,
- HEOHEA L XEOHRES KON %2 T 5,
- HEOHBEA U XEOWEIZHEST 5,
- HEOHEA U7 XEOHIRIZH T 5,
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a—H—
U.ADMIN(a)

- TV VN TELEOERAEZTHAT S,

D= =AU T v S EOME RS T 5,
D= =R EAL T Y N XEOREERERT 5,
MDA =DBRIEL 2T v S EOYIRE AT S,

7 7 & AHIRR A

U.NORMAL(a)

- TV N T EXEDOERAERT T S,

D= =D ALT) VS EOME RS T S,
D= —=DREAL T Y N XEOREERIERT 5,
D= =DBRIEL 2T v hCEOHIRE ST 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- TV VN TELEOERARZELRT S,

- BTOHRALET) vV M EOHEZIESRT 5,
c BTOHRALET) YV N EORERIERT 5,
c BTOMRAZELET) v P XEOHIGEIES T 5,

RARAE T —H —

- @A X 7z UADMIN(a), UNORMAL(a)% 5 7V > b 3E

s BETOBALET) Y M XEOBE2IESRT 5,
c BTOBALETY Y N EORE RS T 5,
c BTOHRIZELETY Y N XEOHIGREIEL T 5,

DTANIIFTT 5,

(B9 % TSFI]
- BESIOV D TY v b
- TV VR —=FI A=

TV MNERIZET B A R T 2 —R

Table 24 D.USERDOC DA ¥ ¥ V7 27 ¥ A §IfH

a—H— 7 7 & A G A
Y a JiEE - UNORMAL(a)Z A¥ ¥ V32 XEDHKADY a TFiaH &
U TEIMT 5,
- HEDBAX Yy Y UEGOBE 2T 5,
C HEMRAX v U UREGHEORES L OHIRIEHFTT 5,
U.ADMIN(a) c AX Y U EXEOERAZT T S,
MDA =2 F Y U UEGOME RS T S,
BTV —DRAF ¥ VU EEGRORE RIS T 5,
- HEDOAF ¥ v U ZEGOHIRIZFT L, o —HF—D =2
X v v UEGOHIRIZIES T 5,
UNORMAL(a) c AFX vy T AEXNEDRAZT T B,
s MDA —=DAF ¥V UEEOMEERIES T 5,
D I—F =D F ¥ U UZEGORE B X OHIFRIZIES
%,
U.ACCOUNTMANAGER c AX v VT EXEOBRAZELRT S,
U.FAXOPERATOR - BTOAFX Y v U ZHEGOMEZERT 2,
U.ADDRESSBOOKOPERATOR | + £ TDa—¥ =M AF v v ULZEBEORESL X OHIRIZHES
T3,
RIBFEL— Y — c AFX Y UTEXEOBRAREST 5,

s BTDAF YV UEBROBEZHEST 5,
s BTDAF Y Y UEEBONRZES X OHIBRIES I 5,
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(F83#9 5 TSFI]

s BEANR  AF YU DATZAARFY Y

Table 25 D.USERDOC ® 2 ¥ —7 27+ Z i

d—H—

VAV EE S

- U.ADMIN(a)¥ UNORMAL(a)% I —7 3 XEHDHEADY

- HEPHIRIL 22— 27T 5,
- BHEWRE U2 BHBROBL 2GRS 5,
- HEDRAE L EROHIFRZFF ] 5,

T 2 & KRR

a JHAE#H L LTEIMNT 5,

U.ADMIN(a)

A9 ENEDORAZTAT L,

Do —YF = ar - UZEGROME L EST 5,

- MDY= — URFE L 2R OB L 2 HE T 5,
s D —H =T — URME L BB DHIBR 257 S 5,

U.NORMAL(a)

- AV HENEDRAEZTAT D,

Do —F = ar - UZEGROME L EST 5,

- MDY= — URMFE L 2R OB L 2 HE T 5,
s D =Y =T — ULIRME L BB OHIBRZ 1553 5,

U.ACCOUNTMANAGER
U.FAXOPERATOR
U.ADDRESSBOOKOPERATOR

- AV -9 5 NEOHAZERT 5,

- BTOIE—-UZEGOMEZEST 5,

- BTOIE—-LUREFELEHBOREZERT 5,
- BTDIAY— UIRAE L 2 EEDYIRZHESR T 5,

REGEL—H —

- AV -9 E5NEOHAZERT 5,

- BTOIE—-ULZEGOMEZHESET 5,

- BTOIE—-LUEEFELHBOREZIERT 5,
- BTOIE—-LUREFEL-EBOHIREZESRT 5,

(BH3# 9" % TSFI]

s JERXL D O —, DATZATIY—,

Va THRRB L E IRKR

Table 26 D.USERDOC D7 7 7 AZEET 27 & A F

a—¥— 7 7 & AR

Va e

- U.ADMIN(a) £ UNORMAL(a) & UFAXOPERATOR % 7 7

I AREXEDY a TIAH L LTEINIT 5,

- HEDPAF vy v L EGOMR 2T 5,
- HEDPRELZBHBDOWREZT T 5,
- AEDREL ZEBDHIRZFF TS 5,

U.ADMIN(a)

- 77V AREXEDRAERT T S,

- MDY —DAF ¥ VEHGOHEEEST 5,
- D=V —DRFEL BB OREEELT B,
- LD 2 =Y —DMRIE L 2R DO HIBRZ FF A9 5,

U.NORMAL(a)
U.FAXOPERATOR

© T 7 I REELEORAERTAT B,

s MDY —=DAF ¥ U UZEEOMEER ST 5,
s D =Y —DURE U EGEORE R IER T S,

c D2 —Y —DURAEL B OHIREES T 5,
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a—H—
U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

- 77V ARELEOBRARELRT S,

- BTOAF vy VHGOMEZIHET 5,
- BRTOREFELUZHBROREEZHET 5,
- BTORGFELEROHIREZ ST 5,

7 7 & AHIRR A

RARAE L —H —

- T 7V AREEOBRARELRT S,

- BTOAF vy VHEGOMEZIEST 5,
- RTOREFELUZHBROREEZHET 5,
- BTORGFELEROHIREZ ST 5,

(E5# 4% TSFI]

C BERRL Ty A, YVaTdRRBLO B IER

Table 27 D.USER.DOC 7 7 7 A%{Z7 7 & A Hlf

a—¥— 7 7 & AHIARR A

ENEIYEE - U.ADMIN(a)& U.FAXOPERATOR % 7 7 7 ASZfZXED Y
a JAiEH L U TEIMNIT 5,
c BTOT7 7 7 AZEXEOMES LRI 2T 5,
- BRTCDT 7V AZEXEORELZELT 5,
- BTCDT 77 AZEXEDHIREZT AT 5,
U.ADMIN(a) c BTDT7 7V AZFE - —DHIEIC L S TZEE2TFTT
U.FAXOPERATOR %,
c BTOT7 7 7 ARZEXEOMES X CHIRZ T 5,
- BRTCDT 7 AZEXEOWRELZELT 5,
- BTCDT 77 AZEXEDHIREZT AT 5,
U.NORMAL(a) cBTCDT 7 IV AZ BRI DI L S5 TREERFAT
U.ACCOUNTMANAGER %,
U.ADDRESSBOOKOPERATOR | « £TD7 7 7 AZZHEGEDHES L CHIRZ ST 5,
- BTDT7 7 7 ARFEHGEOREEZ LT 5,
+ BCDT 7 7 AZEEEDOHIFREZER S 5,
FRRE L — Y — c BTDT 7 IV AZEIE - —DEFEIC L ST %EE2HTT
%,
c BRTOT7 7 7 AZEEGEOMEDS X CHIRZ ST 5,
- BTDT 77 AZEHBEOWREEZHET 5,
« BCDT 7 7 AZEHEDOHIFRZESA T 5,
AV cBTD7 7V AZEXHFI—Y—-DHFFIZLS5T TOE O
AP oZESIND,
(Bd3# 9 5 TSFI)

BV =909 R ) BNV N

« ZTOM PSTN 77 VAL VR T2 — A

Copyright© 2021 TOSHIBA TEC. All rights reserved.

73/87



Table 28 D.USERJOB ®O 7Y v 7 27 ¥ A#f

a—H— 7 7 & AHIARR A

VaJaEH - UADMIN(a)¥ UNORMAL()IZHEN TV v v FEFF LY
a7oYvaTdaEHE LTENIT NS,
U.ADMIN(a) - TNV a TOEKEHTAT 5,

- 2TOT) MYV aTdolEEHTT S,

- BTOT) NV aTdTOREREST 5,

c BTOF) PV aTORMELEHTT S,

U.NORMAL(a) - TNV a TOEKEHTAT 5,

- 2TOT) MYV aTdoEEHTT 5,

- 2TOT) NV aTdTOREREST S,

- BEHEOTV UMY a TORGE UIEFHAT 55, o —H—
OF) vV a ORI UIREST 5,

U.ACCOUNTMANAGER s TV RNV aTOEREEST S,
U.FAXOPERATOR - ETOT) VN aTOMEER AT B,

U.ADDRESSBOOKOPERATOR | + £ TO 7V v Y a 7OREZHST 5,

c BTOT) Y aTORMNE L EZEST 5,

RARFEL— Y — - Wl X7z UADMIN(a), UNORMAL(a)IZ &5 7V v by
a TOERIZH T 5,

c TV NV a TOERETAT S,

cBTDT) Y aTOMEERERT S,

- RTOT) NV aTdTOREREST S,

- BTOT) YNV aT7ORHELE2EST 5,

(B8589 5 TSFI]
s BEAIOV T U, VaTRREBLPEIRR
- TopAccess: ¥V a 7 AT —& A
s TYVUR—=KNIAN=: TY Y NERIINTEA VR T —A

Table 29 D.USERJOB DA ¥ ¥ V7 27t A HfH

a—H— 7 7 & Al A

ENEIYEE - UADMIN(a) UNORMAL(a)IZHEMN A ¥ v VI L2y
a70Ya AL LTEHINIFoND,
U.ADMIN(a) - A¥ vV a TOEKEHTAT 5,

c ATOAF YUY a TOMEZHAT 5,

c BTDAF YUYV a TORERHLT 5,

s BTDAF YUYV a7OHMHLEHTT 5,

U.NORMAL(a) « A¥x vV a TOEKEHTAT 5,

c ATOAF Y Y a TOMEZHAT 5,

c BTDAF YUYV a TORERHLT 5,

- HEOAF ¥ > Va 7ORE UIKFFATT 508, fio—H—
DAFyrYa7OMNHELUIESET S,
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a—H— | 7 2 & ARl R

U.ACCOUNTMANAGER - A¥ vy UV a TOERERGT 5,
U.ADDRESSBOOKOPERATOR | + £ TDAF¥ ¥ ¥ a 7OME 2 5,
U.FAXOPERATOR s BTDAF YV a TOREREET S,
s BTOAF Y YVa7OHHLEZESET 2,
KRFRFEL— Y — c AFX Y rVa TOEREREST S,

cETOAZFY Y aTOMEREST 5,
cBTDAF YUY aTOREERELRT 5,
A TDOAF YUY a TORML2HEAT 5,

(B83# 3 5 TSFI]
C BERR ARV, DATZAATY Y, YVaTdRRBLORIER
- TopAccess : Y a TAT—XR A

Table 30 D.USER.JOB ® 2 ¥ —7 7t A #|fl

T | 7 2 2 AR A
EWAIVEE A - UADMIN(a) UNORMAL(a)Z HEMNET LAY —Y 3
TDYaTiAEEE UTEINIT S,
U.ADMIN(a) - A¥—Va TOEREHTTT S,

- BTOIVY—VaJOBE2FAT 5,

- BTOAVY—Ya TOREEIEHRT S,

- BTOAVY—Ya JOREL2HAT 5,

U.NORMAL/(a) - A¥—YVa TOEREHFTT S,

- BTCHDAE—-VaTOMEEHT 5,

- BTOAVY—Ya TOREEIELRT S,

- HEHOIY—Ya TOEE UIEFHFATT 505, fioa1—5—0
A=Y a TOHGE UIER T 5,

U.ACCOUNTMANAGER C AV —V s TOMEREHGT 3,
U.FAXOPERATOR CATOAV—Va TOMERHTT S,

U.ADDRESSBOOKOPERATOR | + £TDav¥—Y a 7ORE#EHRT 5,

- RTOIAY—Ya JTOHMHLEHEET S,
KR — Y — - A=V a JOERERET 5,

- ATOaAVr—YadTolERHAT 5,

- BTOAV—Ya TOREZERT S,

- RTOIA¥—Ya JTOHMHLEHEET 5,

(889 5 TSFI)
s BESRI D A=, DATATY—, VaTdRRBIUOTIERR
- TopAccess : Y a JAT—& A

Table 31 D.USER.JOB D 7 7 7 A¥E(ET 7 & A
7 2 A HIAE A

VENEIYEE - U.ADMIN(a) & UNORMAL(a) ¥ UFAXOPERATOR % H &
MEFLET 72 ARMEYaTDYa TiaE e LU TET
%,
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a—H— |
U.ADMIN(a)

7 7 & AHIRR A

s Ty O AREY a TOEREHAT B,

c BTCDI 7V AKEEY a TOMEEHT 5,
c BTDT 77 AREY a TOREEHRT 5,
c BTODT 7 7 AREY a TORGE L E#FFAT 5,

U.NORMAL(a)

s T AREY a TOEREDAT B,

c BTDI 7 I ARMEY a TOBE RT3,

- BTDT 77 AKREY a TOREEHELT 5,

- HEOT7 77 AKEY a TORE UIEFHFTT 505, o 1—

Y—D7 7 7 AREY a 7O UIFEST 5,

U.ACCOUNTMANAGER
U.ADDRESSBOOKOPERATOR

- Ty AREY a TOEREHEAT S,

c BTDI 77 AKEY a TOMEEHTT 5,
s BTDT 77 AREY a TOREEELT 5,
- BTCDT 77 AKEEY a TOHH L 2ERT 5,

U.FAXOPERATOR

- Ty O AREY a TOMEREFAT S,

c BTDT 77 AKEY 2 TOMEIXHTT 5,

s BTDT 77 AREY a TOREEERT 5,

- HEOT7 7 7 AXEY a TORGE UIKIFA$ 523, fioa—

F—DT7 7 7 AEEYa TORMHUIFESRT 5,

REBFEL— Y —

c Ty O RREY a TOEKRERET 5,

- BTDT 77 AREY a TOMEREAT 5,
s BTCDT 7 7 AREY a TORERERT 5,
c BTDIT 77 AKEYa 7ORE L EHEET 5,

(Bd3E 9 5 TSFI)

C BERIN D Ty O REE, VaTdREBIOE SRR

- TopAccess: ¥V a 7 AT —& A

Table 32 D.USERJOB ® 7 7 7 A%(E7 2 & A Flf

a—¥— | 7 2 % A AR
Y a TaE - U.ADMIN(a)¥ U.FAXOPERATOR % 7 7 2 A5 a 7D
vaTdpras e LTEIRMIT S,

U.ADMIN(a) AV DL S TETDT 7 7 AZEY 3 TOEMZ
U.FAXOPERATOR A5,

c BTDI 7 I AZEY a TOMERFT 5,

c BTCDIT 7 VARGV a TOREREET 5,

c BTCDT 7 7 AZEYa TORE L EESRT 5,
U.NORMAL(a) A —DEEIZESTRTDT 7 7 AZEY 3 TOMEMKZ
U.ACCOUNTMANAGER g 5,
U.ADDRESSBOOKOPERATOR | «+ £ TD 7 7 7 A%EY a 7TOMEEHEST 5,

c BTCDI 7V AZEY a TOREREET 5,

c BTDT 77 A%EY a TOHRGE L E2IERT 5,
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7.8.

7.9.

2—¥— | 7 2 & AR
KRFRFEL— Y — A —DEEIZESTRTDT 7 7 AZEY 3 TOMEKE
FAg 5,
c BTDT7 77 AREY a TOMEZERT 5,
c BTDT 7 I AREY a TOREEELT 5,
c BRTDT 77 AREY a TORGE L EERT 5,

(F8:# 9 5 TSFI)
s BEARROL YV a TRRB LSRR
- TopAccess : ¥ a 7 AT —& A
- ZOM :PSIN 77 7 A VR T 2 —2A

PSTN7 7 7 A-%w b7 — 7 D 4Bk
BURIZ & & B 28I B 2 (IR & 0k 4 5,
FDP_FXS_EXT.1

T7 0 AETLDKREX, 77 7 ARGBELXVOT7 7V AZEDATH 5,

TOEDT7 7 VAL VR T 2 —RlE, WMNBT7 7 VAL 7 7 V AXE T — R DEZEOAMHI N, £
DMMOHMTT 7 2 A1 VR T 2 —A%MEHT2H TN,

TOED 7 7 7 AAL VA Tz —AlF, FZETO ba)le UTITUTH#R G3 DAY R—1+T 5, TD7=
&, TOE & PSTN ¢ DEEIX. 7727270 b aVEHisEZEOARAZMNITEN, 72—X B D%
TV T—ya VAl URWEEIR. NGO 7  — X ETlET T — 1275728, TOE 1di#

fZ1al%% % k9 5,
Zhizk b, PSTN & LAN 07V v VS22 ELTW5,
(BE3# 3 5 TSFI)

s ZTOM :PSTN 77 2 AL VR T2 — A

o & FREE
AR I AFIAOBEMIZEE T 2 B2 50k § 5,
FIA_AFL.1

« TOE 1. #fEX2 8 KO TopAccess 226 2—H =230 71 V3§ BB, WBIZKI U -3REE £ 7=
7 AY v hay ZEREOR T AV S A TR IR AY, U ADMIN(a)il & - TE I Nz
F# (1~30) IZE L7720, #4021 —3—ID 2FrEDRfny 277 hT 5,

By I T MNRBIIADZ - -0V I T Y NEMBRRT SHEEE UADMIN(a) &
U.ACCOUNTMANAGER (2 {2t 3 %

(B8:# 3 5 TSFI]
V(YA | V= B A G
« TopAccess : B2 A v, EHHEHRE

FIA_ATD.1
- TOE I, ¥Fa VT @l LTa—¥—1D &14&% %2 2 — W — (2 BT &8 LR 4 5,
(E85# 9 % TSFI)
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- TopAccess : Z—H¥ —EH

FIA_PMG_EXT.1

TOE 1Z, 2 —H% =27 — RDEsk, ZHEOHIZI—HF— 12T — RE2HRET IERE2IRIET 5, 2
7—REUTHBRINDXFRA X, TAT 7Ry NOKRXF, INF, BFE, Wi (+,-./:;=2
{1} A=) R (1@#$ ~ 0t (). BERUBUNRR T (R YEEOT LT Y R
T I VAREDYT 4 7R FFOXT  §EMllL Table 15 21) TH 5, £7/z. UADMIN(a)iZ & > T/XAY
— RE/IMTELZ 15 SCEBL BICERET B2 HNTRETH 5,

(B89 5 TSFI]
- BEANIOV L R— AEE, voA v, BHERE
- TopAccess: B2 A >, THD Vb

FIA_UAU.7

TOEWR, #fESANDPSI—YF =R AT = FEANT D&, BIEET LD AT XFORDDIZXI —
XFELT “@" 2FRKRU, ANUEXFIIFRRLLRV, AR, Web7 7 79052 —H =38
AT —=R&2ANT B0, ANWUEXFORDVIZREXF2RKRT S, LU, REXFIMAT
%77 FIURGFEL X FEFRRT B,

(889 2 TSFI)
S YA VR B N
« TopAccess : A7 A

FIA_UAU.1/FIA_UID.1

TOEIX, —H—2%#H - ifT5Z 2RI L, 22—V =T H IV bDTF—RR=21ZLTa—
"f‘—ODﬁﬁﬂtwnﬁb EIFEIN, =P —IDE NN AT = RPN AFEINTWBE I LT Uy v LT —
E—HLARWgER A VIdES SN, -V —ItHEAL T Y S REREND,

77’(7/]\PC75W)7‘)/§7 RIAN=ZNUTEFTEINEZ TV IDEEIE. TV vV a iz
VaTdA—F =D —H—IDIFITEINTEY, TOEX T VvV a T &2ZE LRI ZED -3 —
IDEHFHIL TV FFE—IVRFa—izF) v v a 72 KNT 5,

72, TOEIX, 77 7 AZET BB, 77 7 AZEY a TOMM e Bit 270 TIZT 7 7 A%ZIET
— X ZTOEIZIRIET 5,

(B3# 9 5 TSFI]
S VAS I V= B G
- TopAccess : A7 A
TVYRMRIAN=: TV NERIZNT AR T2 —
- ZOf i PSIN 7 7 VAL VR T 2 — A

FIA_USB.1

- TOE IZ. @A & Rz Ui-a—Y — & a—¥—1D, %E %2 EEAIT 5

(BE5# 3 5 TSFI)
SNV (VA | VRN u /4 G2
- TopAccess : A7 A
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7.10. X2V 574 HH
UTRIZZ 7 A FMT OZEMFIZB T 6 BRIk 2Rk T 5,
FMT _MOF.1

TOElX, UADMIN(a)D#AIZ, ¥ 27 F ¥ 2V OERERE DA/ i E %2 U) 0 & 2 2 Bae % 2t 3
5,
(B8 3 2 TSFI)
- BRSNS FOV  REERE BT
- TopAccess : & HEHE

FMT_MSA.1

TOE 1%, U.ADMIN(a)iZ LA N DEERE % 243 5,

- 23 —Y—ID Ok, £HE, Wat, Hik, =7 2K-H
- eREIOEKR. £E, HEd, Hikk, =7 AF-h

TOE iZ. U ACCOUNTMANAGER (ZLA F DO#E 2 24t 4 5,

- £2a—¥—ID OfHEE., =7 AK—|
- UADMIN(a) 2R < 22— —ID OfEk. ZF, HlkR
- U.ADMIN(a) % bR < & EIDERK, 255, Ak

TOE IZ. UNORMAL, U.ADDRESSBOOKOPERATOR iZ2A NDOREREZ 24T 5,

- HHoa—¥—1ID Ofliigt
- HEOZE DM &Y

(Bd3# 9 5 TSFI)
- TopAccess : Z—H% —EH

FMT_MSA.3

TOEIX., D.USERDOCH & O'D.USERJOBDFHHUMERL I N EKE, ZD2F 2 7+« BIEOHIHAME &
LTENZRER LAY —Da—¥—-IDEHY TS,

TOE!%, D.USER.DOCH L U'D.USERJOBDAERK I NEEE, DO Fa ) T4 @ETHE 21— —ID
OWHEE LEE T HEERIXIREE L A,

(B389 2 TSFI)
C FEARRL A= DATZATY—, AF ¥V, DARAAFY V., T 70 REE
- TopAccess : 2 —H% —&H
s TNV UR=RITAN= YU MNERIZHT B VR T = A

FMT_MTD.1

TOE(x. U.ADMIN(a)iZ BA T OHfEkEsE & f2ft 4 3,

UADMIN(a) DL —#— S AT — ROZEHE & 7 2K — h
U.ACCOUNTMANAGER DL —— /S 27 — R DL ¥ T 7 ZAHK— b
U.ADDRESSBOOKOPERATOR ML —H— /827 — RDZHE L T2 ZHK— h
UNORMAL O L —H—,$2 7 — RDZLE L T2 2 HK— N
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0o VRAT—=ROANY b T A [EDEE

0y 277 MNEEOEE

Oy o279 NENEEBT ATV NDAT—RRAZ )T

F—tuaZ 7y MO E

H IR IE IR D25

B/INSRAT - REDEH

7 RV ARDIER. 25, HIbR

SYSLOG ¥ —/N—DFHEDEH

FTP ¥ —N— D% EDEH
s VIR TON—=Ya ViR Ty 75— b
TOEIX, AT O#EMEREE% U ACCOUNTMANAGERIZIRET 5,

U.ACCOUNTMANAGER O 2 —H# =27 — ROAHEL T 7 ZAK— b
U.ADDRESSBOOKOPERATOR D2 —H—/NAT — RDEFHL T AF— b
UNORMAL D2 —HF—NAT — ROLEHEL T 7 A K-k

UADMIN(a)PAMSA DB Y 7T NENZT I Y NDAT—RAT VT

TOEX, AT DO#fEREEZUNORMALIZfRAtd 5,

HEDI—F— AT — RDOLHE

TOEIZ. AT O#/EREEIZU ADDRESSBOOKOPERATOR Z #2445,
HEODZ—HY— 27— ROEHE

(BE3# 3 5 TSFI)
s BEARV s a S v, R—LAHE, YVaTRRBIORIER, BHERE
« TopAccess: @271 >, THhD v b, 2—V—EH, EHEKE

FMT_SMF.1

TOEX, ATDEFa) 71 EMEREZ2IRHETAZ I12L D, FMT_SMF.1%25E8(d 3,

RANDNAR Y THEDEM ¢

U.ADMIN(a)iZ & % HIRHE R D 28 B AE,

2I—Y—IDDOEH :
U.ADMIN(a) % 721 UACCOUNTMANAGER (2 & % 2 —#—ID D& H#(E,

I—HY— N2 — RDOEH :

UADMIN(a) i & % UACCOUNTMANAGER . UNORMAL . UADMIN(a) # & O
U.ADDRESSBOOKOPERATOR @ L —H# —/X2A7 — KDAEHEE LT 7 ZAR— b #EfE,
UACCOUNTMANAGER (2 & % UACCOUNTMANAGER . UNORMAL . & & O
U.ADDRESSBOOKOPERATOR D 2 —H—/8 A7 — KOEHEE LT 7 AR — MMM,
UNORMAL IZ X 2 HED A —H =X A7 — R OEFHEAE,
U.ADDRESSBOOKOPERATOR (2 & % 2 —%—/ S A7 — R OZ FH#AE,
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a2 — W —GREE R UL DR
UADMIN(a)iz & 310 21 28 2T — R D AN [ D ZE FHH-4E,
UADMIN(a)iZ & 51w 777 b O H R,
U.ADMIN(a) % 7213 UACCOUNTMANAGER IZ &30 v 2 7 FEINET AT Y FAF— X AD
ﬁ ]) 7_?5%{?0
RINSIZAT — REOEM .

U.ADMIN(a)lZ & 2 H/NSA T — R RO FH R,

Wiy v a v T L0 —Y—0IET 77 1+ TOBERORE :
UADMIN(a)iZ &5 HEjm 77 7 b O 2 B H#0E,

¥ aTF ¥ RIVEE
U.ADMIN(a)iZ & % TLS {5 DA%/ ) D 2 5 HAE,

7 R L AIRDEH
U.ADMIN(a)lz & 3 7 F L RIEDZ B #4E,

SYSLOGY —/\— :
U.ADMIN(a)iZ & % SYSLOG H — /N —3% € D& F #1E,

FTPH —/N— :
U.ADMIN(a)lZ & % FTP ¥ — /N —Z%E O 2 5 #HAE,
V7 o7
UADMIN(@IIZ & B Y 7 F T =T DONR—=V g ViR LT v 75— b,

(849 2 TSFI)
C BERXOV m T A v R AW, Va TRRE IR SRR, HEERE
« TopAccess: @27 A >, Thwv b, 2—Y—EH EHERE

FMT_SMR.1

TOE & . UADMIN(a) . UACCOUNTMANAGER . UNORMAL & X U
U.ADDRESSBOOKOPERATORIZ B# 3 2 % # & R U, 22— — %2 B8k T 205127 D& E| 2 Y] 722
I — Y —IZBEA T B,

(B3# 4" 5 TSFI]
- TopAccess : 2 —H¥ —&H

7.11. TSFDO{53#
PAFIZZ 5 A FPT OEARIZ B 2 B2 R 4 5,
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FPT_SKP_EXT.1

- TSFlZ. 4 —N—MZEHEE2EHCOKE SR 1 TICES{LRETHRET 2., 2 TCha—HF—I1t7 7+
AT BHHEBEIZIRAE L T,

- TSF I, fEHH, g, Fy LY a—RKRUOVARY AT — REHFEMERE VIEXTHRET
50, ®TCOA—Y—IIT7 7 AT 5EEZRMEL TV, T2, TINS5 DC SPIFEFRNTHE
éj/l/éo

- TSF %, RA bRt %2 FROM IZEXTHRETEM, @ TOI—Y =177 AT 2RI EMAL
TR,

- TSF &, TLS@fEHD v ¥ a Vs LU HMAC O#t & ERMEA £ VD ISEXTRIET 208, 2TD
=PI T 7 AT HMRER R L TR, 2. I o odmitid, BEETHEI NS,

ZHUZ K D FPT_SKP_EXT.1% B L TW5,

FPT_STM.1

TOEIZ, B&ED 7238k T 5 -OICTOREICHBENE Y 7 rzay ZICH ST S 4] . THI .
THY . TEE . T4 . TR 24 LARY T UTHEATAZ2I2L b, FPT_ STM.1% 58 L
TW5,

(EH5# 9 % TSFI)
+ FAU_GEN.1. FAU GEN. 2 O # TSFI |z #:4° %

FPT_TST EXT.1
TOE 1%, BIFRHEEFIZITORIL 7 F A N2 FETT 5,

s TT7—=ALTTTDNIVAT AR
MFP Zfilffi3 %Y 7 b =7 (SYSTEM FIRMWARE, SYSTEM SOFTWARE) %, Z2Ba#A iz
mm\ﬂvv:%ﬁcSHA%6%@mbf~%%%Eﬁrié@ﬁ%%%bfwé ., TV v
R—a=vw MNED 77—, 7 (ENGINEFIRMWARE) , 2¥ ¥ > —2=v MEDT7 7 —L TV x
7 (SCANNER FIRMWARE) . 7727 Axa2=vy D7 7—47Y =7 (FAX1 FIRMWARE) (&
Ba16bit DF =y 7V L%2FHA L, 77 =LV 7 HRIEYREOLEHOKIEZT>TW5,

c T PBYE—=HDONIVAT AR
MFP %2 Hilffid %Y 7 v =7 (SYSTEM SOFTWARE) (ZEFEEIRFIZ mgd ® 7'0v 2% Bk L
7-%%. Linux PRNG @ /dev/random #*% 4096 /N1 h ZHif5 L T NIST SP 800-90B iz 5 - 7-H
CHEEZITS, ZD& & Linux PRNG IZZY ba V¥ —24463 5728, mgd 13X 1 bL—7DY
b%fmeMNDfA%@ﬁ@@wm?o:@@@&bflOE@L%zi—mkm%@ﬂ?é
Y. BEREOEZE2HE L Trngd 7R AEKT IS, T AEEZ AT OFEREENE
HIZgd DT AL AR T EZRIANT DL, REALDAYvE—IVFRT) 72— AT ya—)L
NFRIN, TOE FEMZE1ET 5, 28, RDRAND aDEiansd &, T haE—iEHoD
HIZH D ) A RPEBHEEL TWRWZ L 2 RFET 5728012, SoC W ® Online Health Test (OHT)
2 & BN R NIV AT A N HEI Tl TN S, ZhiE/ A XFEOEDH S 256 ¥y ML TE
T1EY 254y PO GREEDOY Y hNRX—VOHEEEAT VML, TOED SN EH
N THhNIERES, HEHATHIEAERKEHRT 5, —HROMAOILEY ZOHETAERKRE I N

Copyright© 2021 TOSHIBA TEC. All rights reserved.

82/87



BHERIZBLZ 1% THY, —HT/AXPFDOHEIINZ =R 00X LICEEINZD, 0L 1A
HIZHBE U720 508 DA IREDO R E 2 AT 5 Z £ A, [Rambus 2012] D50k A 5 43 H>
2 TW5, OHT IXEED 256 [ DEREEFH, 129 [\ B4 THNIX RDRAND w4l CF=1
LEBHIMEEREL, O TRINECF=0 TTI—%2EY, £/, BFELEFICHBTEITIND
SoC M ® Buit in Self Test (BIST) T, OHT 2AIEL LK EBIWTWB Z & 2 MRAET 572, BEXI
12 & H SoC W™D OHT & CTR_DRBG M IELLKBIWT WA Z & 2R T 5, Z D BIST TR %
M1 % & RDRAND 431z CF=0 TZ 5 —%3K7,

EROANVAT AN TEREMREINZGE, 3 MO = AXVZT T —3— FHRERRI N, TOE
WEEEZHRIEL 22— —IX TOE Z2HTER< K5, 77—LV 7 RIIFEEINEZY 7 NI =T
TSF X, 77 =LV T DANVATANMIEY, TOFEFI—-RFORLEEBRIEL TS, N—FKD
=7 TSFiZ, TV POV —HHNTN—FI 27 R=2AD /) A XFEZFHLTWSE, Tv bV —iK
DANIVATAMIED SoC WD ANIVAT A MERENEITINDZ LT, TV hrE—JHOHD /
A ZJREDEDH S WIER TH 50 & MGEE UiEORE 217> TW\W5,

UEDZ D5, TSF DBIEFIZEELTWD Z & 2BREERICEIHETLITFA M LTI HoRD
DTHBHEEZ D,
(BE3E 9 5 TSFI)

- BEA ROV B —

C FOM o A AL Y F

FPT_TUD_EXT.1

TSFiZ, UADMIN(a)iZ, TOEDRIEDY 7 v 7 N— a VIEMEMHRT 572001 V2T £ — A
EUTHIERIN DR — LAHEHOEREFHECHE 2 5RMEL, VI 2727 v T T 54087
T — A& UTERENRIIVOEBEH R EME & TopAccessDEHE R EHH 2 #2435,
. T TTF—MBBENCT Y T TRV T MU 2 7T OBEIENERIET 5T Y X IVELREE D
REZRMT 5, ZOMEEHEIX, Ty 7T — b 92877 -7 7 (SYSTEM SOTWAER. SYSTEM
FIRMWARE., ENGINE FIRMWARE, SCNNER FIRMARE, FAX1 FIRMWARE) 7 7 A JVIZffRiL
TIRE‘EINDE TV RIVEL DS, FCS_COP.1(b)IZHE 5 72RSASSA-PSSIZE WS Ly v aflik,
Ty 7T—=b L&D TBET77—LT T HhHS5FCS_COP.1(c)iZfit > CTSHA-256 TEH L7zNy &
afEZ L, WHP—HT DI 2MHRTHIHETIELW T 7— AT =2 7P E D DEMGET 5,
(BE3E 9 5 TSFI]

< BESXOV L R — A, EEERE

- TopAccess : HHHHE

7.12. TOE7 7 & &
UFIZZ 9 A FTA OZMHIZB T 5 BRIk %2 Gk 3 5,

FTA_SSL.3

TOEIX, 2 —¥ =2 —ERFIRESFIVEZBREL RV E, @mHEce 777 LUET, FRER-EIX15
~150MDOETHRETE S, /2. Web7 I U ¥ %MHL CTOEIZT 72 AL, —ERFHRIEITE W &
tyva VEBRMIZKTLESZ T Y MT 5, BRERMIES~9997 DI THETE 5,

TOEIX, 7V YR —=RIAN=0o6DT) Y vV a 7OHEAZIENETEE Yy ¥ a v OERKIZfTHT., 7Y
v NDOBERWIHB bk a v ERT TS,
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(B93# 4" 5 TSFI]
SV IAS I R B N
TopAccess : B2 1

7.13. BEENR/F ¥ I
PARIZZ Z 2 FTP OEFIZBET 2 BRIk Z Glik 3 5,
FTP_ITC.1

TOEIX. BV —N—[DO@EFDT — X {FED-OTLS1.2%HH L ClEZHBT 5, TOENEETHT
Y 2N ENHNUTRA =LY —N— SYSLOGY —/N—, FTPH—N—~"D7T 7 AT BLEIZIE. TLSHE
DR %E KV —N—~"FRT 5,

(B33 2 TSFI)
- BERRIOV BT, B Y KA, I¥—, DAZATIY— AFv . BATZA
AFXyy, TV, 777 ARG, VaTRRBIOOIERR, EHERE,
- TopAccess: HZ A Y, YaTAT—RA, THAD VN I—Y—EH EEEHRE
TNV R=RIFAN=: )V MERIZHT S VX T —A
s ZOfL: AL VALY F PSIN 777 AL VR T 2 — A

FTP_TRP.1(a), FTP_TRP.1(b)

TSFiZ, TOEX VU E— MEHEB LY E— MIHEMOBERIKIZEWT, BET — X DRHE” 5D
(R L BET— ROWEDORIET 2 EEH A Z BT 272010, DUFOREER 24td 5,
WEBR— & DJ#1E :
+ 754V FPCHrSTOEDOWEBR — U ADEGFE AR ZMNLT 572012, HTTPSA Y vV —2 7
O N3NV TEST S,
VE— NEHEB IOV E— NHEBENZ 7142 FPCHOWEBT 7 U #%(fi-> T, TOEOWEB
R=VIZHRT 554813, HTTPS 71 b 2L & W86 2R 0 @ED BB S n s,
- ATV RPCHROLDEAIDOEMRERIFEL - —FAAB LTI RTOYE— MNHET 7 ¥
3 vk, HTTPS7 1 b 2 & W 86IZR 0 EIT X h 5,

25142 R PCHEDT) Vb
s IIA Y I\PC73>67°') VR —=RIAN=—"Fo5T ) bDGE. TOENDER CTEEF A %
MENL 3 5 7-121%, TLSH{E 71 b IV TERT 5,

(Bd3# 9 5 TSFI)

- TopAccess: UT AV, YVaTJAT—RA, Thovh, a—V—EFH EHEER
TV UR=RIAN=: TV FERIZFTEI VX Tz —R
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ARENZ

BiE# 9% TSFIIZDWT, LAN®D Table 33 (2R,

Table 33 TSFI D&%

TSFI% FE
BfE XV

BIHF — ALV AA FIZX O MFPIZEFE KL AL, MFPZEH LD, MFPZ¥ v v b
R LT B30V R T —2A,

asq BAERINNDST VAT 52—V — %GRS 572D V2T 2 — A,

A — A H I—HPF =AY — ROLEHE, BLUOTOEON—Y a3 Vv &2ERTH-HdDA
VERT Tz —2A,

av— XEEEET 5D VR T z—2,

MATZAIE— WEREETEEODA VR T 2 —A,

Axy v FRZEHRT -2 UTAF vy L, AF YV UEEET—2%2 LY a—,
R—VHR - ZLUEZ - FHALEZD, FTPY—N—D 7 A VXIZHEELZD, 8
EDe-mail7 RUANREKELZDTEODA1 VX T —2A,

MATZAAFY Y |FEREEEHET -2 U TAFy YL, AF YV UAEBEEBRT—2%2 L Ea—,
R=VHIBRLEZD, £/, AF ¥V UET—X2HRN7 71402 LTIREDe-
mail7 RVANREEFELZDT 572001 VX7 -2,

AN 7547 FPCHHXESNMFPHO AR —IL RF 2 — 12BN NERP. 77
I AZGET—REHRT 272001 X7 2 —2Z,

.S FREZEHRT -2 UTAF vy L, AF Yy Y UEREET—2%2 7L Ea—,

R=VHIE  ZUEX - fFABLYT7 7 2 AREETEEODA VR T 2 —A,

VaTdkRb i
S EZE TN

I, AF v Y OEFPRIP T RLRAIRO T — R 2 8ET 572001 VX7 <
__XO

BHEFE BHEDNRAT— ROEH, 7 NVAEDO T — X DBEFEOEREN X2
TAIZETBEBERITI DDA VR T 2=,
TopAccess
aJA Yy IIA4T Y IPCROET 7R AT B A—Y—2AlERET 720D 1 VX7 = —

Xo

VaTAT—RA

EHOF) v Yad, AXxvyrVa T EBETAEDDAL VR T 2 — A,

TV HEDNRAT = REFEPHREINTVWAREERE2RRT 57-0D1 VX7 x
._.7\0
a—H i I—P—HEROBFEFEDO L - — T 2EHEITS72DDA VR T — A,
HHH BT F— "7 TREHEDOMFPORTE, NAT—REVY—DHE, 7 RLAEDA
ViR— NEOMFPOEMEZITS72bDA VX T = — A,
TV R—=RIFAN—
TV Y NERIZH | T4 TV RPCRS T ) Y N T —REMFPIZA—IV N(R17) T 572D A V&
TAVRTz—A |72 —AThH5b,
T DAt
PSINZ 7 7 A A |MRT 7 2 AN S DT 7 VAT —R%2%2ET 51X T — A,
VRTr—A
AL VALY F MFPIZEJEZ AL T, B 7 OHEZ B L, TOEZ{#HTE 2 REIZT 5720

DA UVRXTz—2A,
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Apendix
Appendix TlE, BFEDEE L ZE LHkERT,

Table 34 KFEDER

wE | T
AES Advanced Encryption Standard
BEV Border Encryption Value
CBC Cipher Block Chaining
CC Common Criteria
cPP Collaborative Protection Profile
CPU Central Processing Unit
DRAM Dynamic Random Access Memory
DRBG Deterministic Random Bit Generator
EE Encryption Engine
FDE Full Drive Encryption
FIPS PUB Federal Information Processing Standards Publication
FRAM Ferroelectric Random Access Memory
FROM Flash ROM
FTP File Transfer Protocol
GCM Galois Counter Mode
HCD Hardcopy Device
HDD Hard Disk Drive
HMAC Hash Message Authentication Code
HTTPS Hypertext Transfer Protocol over SSL
IPP Internet Printing Protocol
IPPS IPP over SSL
IT Information Technology
1SO/IEC International Organization for Standardization / International
Electrotechnical Commission
LAN Local Area Network
LCD Liquid crystal display
LED light emitting diode
MFP Multifunction Peripheral
NCU Network control unit
NIC Network Interface Controller
NIST National Institute of Standards and Technology
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RFC Request for Comments
RNG Random Number Generator
RSA Rivest-Shamir-Adleman
SAR Security Assurance Requirement
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&5 TE £
SFP Security Function Policy
SFR Security Functional Requirement
SHA Secure Hash Algorithm
SMTP Simple Mail Transfer Protocol
Soc System-on-a-chip
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
2235 3CHk

>

[Rambus 2012]

< Analysis of Intel's Ivy Bridge Digital Random Number Generator, Cryptography
Research a division of Rambus, 2012.
< Available: https://www.rambus.com/intel-ivy-bridge-random-number-generator/.
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