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1. ST Introduction
KEF.STSHBE. TOESHE,. TOE#E. XU TOE &% :iE 9,

1.1. ST Reference

ST &% EPSON LX-10020M/WF-M21000 with FAX ¥ aF12—4 vk
ST N\—P3v: Rev.05

ERL A - 2021/07/30

ERE tAa—ITV A EH

1.2. TOE Reference
TOE M#EFNIEREUTIZRT

TOE & #5: EPSON LX-10020M/WF-M21000 with FAX
TOE /f—23>:  1.00
BEE: tAa—ITY oK%K Ett

TOE I&. MFP A&{&(B A :LX-10020M. 54} : WF-M21000 OULVFhh)E FAX(BA: Super G3/G3 Multi Fax B
oard / PR3FBO. &4} :Super G3/G3 Multi Fax Board / PR3FB1)ET77— LA™z 7(GR12L4) THEMEIN D, TO
E THAHZEIE MFP REDRE FAX OFATER. 77— L7 DHAIERTHERTHENTES,

1.3. TOE Overview
AE[L, TOE DFER, TOE DERAAE. KU TOE DEBH X T(H#EE%FE T,

1.3.1.TOE MR
ASTIZTEHRITAHTOE IE. LAN BETHERESNh ., T MMEEE. AX v e, O —#EE. FAX #EER UK a4
VBRI AMEEERETAT ORI EAH (LT MFP LT ) DI ETH S,

1.3.2.TOE OERA*
A TOE OFAREZR 1-1 2R,
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LAN
PC PC
MFP(TOE)
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T H—K54)0— = K54 )T— — L
I35 = :

— R EmE !

P ® NEREHS

® 1-1. TOE O F| AEE

TOE (& LAN EAREBIRICEKLTERT 5. MIAEIL TOE NMERDBRENARILES T LAN ZNLTRIET S
EIZKY, TOE ZEET 5 ENTED B 1-1 DFERICEL T, UTIZERAT 5,

(1) MFP
MFP (Multi Function Peripheral) &1&, 8D EL A6 (T 2— R¥xvF— aE— FAX HE)ZH#EH
DaAVEa1—A2REBHEED L,

(2) LAN
LAN(Local Area Network) &(&, 7 —TILOERLGEELZFERALT. ALEYMDFICHDIIVE1—F2OEEH
BTV A EEEGEL. T2 OUVRY TRV T—ODIE,

(3) ARER
AREREF, —BOMABFERBRD L, FAX DEZREICERT S,

(4) Z7ATI4—IL
T7AT 94— ILEF. HBAVE1—FORYET—VENBRINT—VDERICHRESN. AN DHEEES
#-BERL NSO ENSAEERETHODYIRIIT PR DATLIEEDIL,

(5) PC
PC (Personal Computer) &l&, BARITD/NE ARMEEDFAIVEL—2ERDIE,

(6) NTP H—/3—
NTP (Network Time Protocol) ICTIRERZIDT—2%EIETH Y —/I\—VYIrIzT7DIL,
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(7) LDAP H—/A— (5 &8 7KL RIE)
LDAP H—/\—& (&, LDAP (Light Directory Access Protocol) Z#|FAL T, /22— ybkgED TCP/IP 1y
FO—ICBWTERENICEREINSTAL VNI Y —ERICTIERT DY —N\—Y T+ IT7 DL F
f=. ZD &57% LDAP H—/I—Y I 7HEEL TWLS Y —/N\—#A%E 5T, LDAP H—/A—ICTF7FL X1k
ZEBL . FAX T—ADREEEICERT 5,

(8) DNS H—s\— |/ SMTP H—/\—
DNS #—/3—&I[&, DNS(Domain Name System)ZF|FALT. REBRYET—IRDEHY—/I—L% IP 7R
LRIZEBR ST BN —/IN—VY Tz T7DIE, £z, TDES5% DNS H—/N\—Y Tz 7HEMELTLVD
H—N\—#KEHE T, SMTP H—/\—&(d. SMTP(Simple Mail Transfer Protocol) #F|FAL T, 12 4—%y
FEED TCP/IP RybT—IIZEWNTHEREMICERAIN G A— L EIRET 21=ODY—/N\—YTbIzT7DIE,
Ff=. TD L% SMTP H—N\—VY Iz 7HABEL TV —/N\—BIAREIET . RAXvo T —2DA—)LEE
RIZEAT %, DNS H—/3—& SMTP H—/\—(X . BMIILTHELTERLY,

(9) SMB H—/\— |/ FTP H—/\—
SMB H—/\—&Id. SMB(Server Message Block) ZF| LT, &*y;T—% (LAN) ED#E$ D Windows O~
E1—2BICTI7AIHEBOT) U A—HELELTIODY—N\—YT T DIE, Tz ZTD &% SM
B H—/N—YIrIz7HEEL TS —/\—HRETET,
FTP H—/\—&I[&, FTP(File Transfer Protocol) ZFIFAL T, 77 ML DEZEZITI=HDHY—/N—YT+
IF7DIE Flz. TD &S FTP —N\—YIr o7 HEEL TV S Y —/N\—EAREIET,
oY —N—[E AFYoT ARV FAX ZIET—2DEERIZHERT 5,

(10) FYLA—RS 48—
TIVUB—RFAN=EE AVE 21— DT A—ITHBL TR =B BELRYIFITT7DIE, OS
[SA—F 7 HIEHDEEEE BT BT NAARSAN—D—FETHY . BEIFXT)23—OHET L RU OS
DEFCLICEAFDLONRBELLS,

(11) TS5y —
TS —LiE, T—20RBHRELLF LR THET H-HDVYILIZTTDILE,

(12) Web Config
EAA—TTVU B MFP [CAB SN EED &, TV A—FIFEERD IP FRLRICHLT, TF0H—
BHICTTIERTHILITKY, BREHRE (TVUREE., RvbT—VRE. FIAEFIRERE. EEE/\XT—
RFERESF)ZITITENTREELS,

1.3.3.TOE DEXELGtF 1) ToHRE
A TOE DEELGEF ) TAHAEELITIZEE T

(1) — 535 BERE

TOE [ 9 2 FIREZHAIREE T dHkAe
(2) FAET 7RG

FRET 2T HEEERET HHEE
(3) TOE #8e7 VA Hll{HH4AE
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TOE #&EZ Hil{H 9 S 1 8L
(4) EF21)TIEEREEE
X2 T R EET SRR
(5) BBET—HHEMEE
HIBRS M- XE RV —BMICEFSNT-XE% HDD KU Flash ROM WoE£ITHEL, BRIRATRAET S
HRE
(6) HZTAMH#HE
TSF O—ER Y TSF RTA—FHAEETHDLF MFP RAEENRFICIRET T 515
(7) BEEOSHEE
TOE OFERARUVEF1)T(EEZREHENY LLTREL. SBT Sk
(8) FybT—H{REMEE
LAN R, RybT—ODEBEIZEHERRAVRVOBRELIE T SHHHE

1.4. TOE Description
AEL, FIFAEEZ. TOE OYIEBEFH., 45X, TOE OFREBIEE . XU TOE [THEL TOE LSAD/N\—F
DITI)IEITTIIF— LI TERT

141 FAEES
A TOE OFAEEZR 1-1I12RT

® 1-1. FIREESR
22 &
U.USER Any authorized User.
FRAE
U.NORMAL A User who is authorized to perform User Document Data processi
— xR AE ng functions of the TOE.
U.ADMINISTRATOR A User who has been specifically granted the authority to manage
EHEE some portion or all of the TOE and whose actions may affect the T
OE security policy (TSP). Administrators may possess special privile
ges that provide capabilities to override portions of the TSP.

1.4.2.TOE DOYIEH &
A TOE O¥IBMERER 1-2 I2RT,
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L E HXE NRERR
| A A
RAExv—E8 )RR FAXER

! { !

AMER (T PUHIE, 3 A—3F)

F/W
SoC (Fa+tyH) RAM Flash ROM
2ykT—H o o
HDD A B—TTAR BIE ARV
‘1, |
LAN FIRE

E 1-2. TOE OYERIEER

TOE (FA/VEIR, TV Z—8 AFvF—&B, FAX 8. RYRT—D A B3—TxA X ##E/ AL RU HDD 5
BREND MFP THS. B 1-2 DR ERICEAL T, LULTIZEREAT %,

(1)

(2)

A UEIR

AMUEREE, EFEROEFEER(C), ThozER T AERRGLLELABEEICEELLBRDIL,
F/wW

F/W (Firmware) &l&, AV E1—4BEICRBINDY IR T D—BTHY . AMARIEOEBEOEELRED
ARG HIEE R DHEELZFDLDDIL,

SoC(Fatv¥)

SoC(FAtyH) LiE. BREBOHEOCT —2DHE -MIZTIBBDOIL, ABRVIZEREIN-TOISLE
EITL. ANEECERBEENST —HERITRY.EE - MIL-ET HARECEREEICHNT S,
RAM

RAM(Random Access Memory) &, T—ADEE - EZMANAIBELGARVEBED L, EENDECICR
BENTI=T—ATHOTHLELVBRTHRAZEZT (SUFLTIER)TEHIENTELMN, BERNUINDEAEY
EOT—EMEZ S,

Flash ROM

Flash ROM(Read Only Memory) &l&, T—2DEE - EFMAMNAEELGAET)VEED L, BRERAUINTHA
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TV EDOT—EAEHZIELY,
(6) FTUa2—E
T A—EEF. TV MEBED FIHZEREL-EBRD L,
(7) REvF—8B
AxvF—8ElE AX v U BEEDHIHEZEZEL-HAD L,
(8) FAX &7
FAX ER&ld. FAX BBEDFIEIZRELI-MRAD L, & 1-2 [TERBD FAX R—FEEBETHETHEET .
(9) RYRT—HAE—T(R
FIRT—=D A B3—TTAREIE. MFP % LAN [ZHE8i 9§ A= DEBED L,

(10) #4E/ AR
BAE/NARILEX, MFP 22T 5001 —H A 8—DJz(REBED L,
(11) HDD

HDD (Hard Disk Drive) &l&, T—42%EETHIREBED L,

TOE MR AEDEMAEER 1-2(2FT,
£ 1-2. TOE OERRADEMHix

TOE &R fn i Bt HAEEHR
MFP A&{& MFP %&%i& 9—1) TEE * HA---LX-10020M
-Esh---WF-M21000
FAX FAX /R—F 9—1) TEE - BA---Super G3/G3 Multi Fax Board /
PR3FBO
-84} ---Super G3/G3 Multi Fax Board /
PR3FB1
HAZF VR RA1-BITRIE | R1-BITRIEMNAE R 1-BITRTBHRU/N—Day
J77—Lx7 | EFI7AIL H—ERTUNLRITEL | /A\—P3> GR12L4

A TOE #H#EHTHHAFVAREHR 1-3I12FF,
= 1-3. TOEZ8ERTHHMFRA—E

2% Ver. i Bft A& TR
A—H—XHAFK NPD6659-02 JA PDF 2774/ )L | Web E&{F BA
txa T —HEEEHEA AR NPD6692-01 JA PDF i 774/ | Web E2ft =P
C{ER DRI / Before Use 4140894-00 MBI MFP X{KIZREHME | BARMES
User’s Guide NPD6658-02 EN PDF X774/ JL | Web E&{+ pv)
Supplemental Security Guide | NPD6692-01 EN PDF X774/ | Web B2+ AN

1.4.3.TOE D swErIEEE
A TOE OREMEREZEZR 1-3 IZ7RY,
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EHlES U DRI
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TOE ) 2l HAE
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TBOREE
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FIFEPC
HDD

® 1-3. TOE DRI

1-3 DEERICAL T, LLTFIZERBAT %,

¢ TOE hMR#t9 DERHEE
(1) U bigEE

94T MG LAN #RBBHLTRIELET ORI XEZHIRIT 51%EE
(2) R¥voHge

FIREBICEDBE RO ODEEICEY . MXEEZAIRY . TOFIINXEETERT DAL

(3) aE—#&HE

FIREFICEHBENARILDODETREICEY . MXEEZRAIRY . TDEREES RS SHHEE

(4) FAX HgE

SMER FAX ST ORIV XEEEIET DR (FAX X EHER) RUSMEE FAX o T DRIV XEERIET HHEE(F

AX Z{5tkHe)
- FAX%{EHsE
AREBENLTT ORIILXEENERD FAX REITEIET HHAE
- FAX Z{EHsE
AREBENLTT ORIILXEENERD FAX REMNGRIET HHAE
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XEDREFERYH LA
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- BEARYIRIZTOINXEERET DA
AFXF—IDHRHARAALETORILXER® PC TRYVARFEERELT VRILXEEZBARY I AR
79 ke

- BEARVIRIZREEN-TOAIILXEZRYHLAAT HHEE
BARVIRIZRFSNFTOANXEZRYHL. BRI, TLEaA— DR T LAXEDEE. Al
I HHERE

HEATAT A B—T 1A AHRE

TOE OFIABEMNIZAT U PC i TOE &' E—MEIET 51 DHRE

#BAE/ SR ILHERE

BAE/ AL ZEHI BT SRR

TOE MR B ¥ T1HEE
A—H A - FRELARE
FRAEICERENRRIVELZERINT—IENLTA—FREAT T IRRT—FEA NS EHIETHA - REEE
TOHEE, AMEEDODICIE, BEENOT AU /NRART—RIZHLB/MIBEDL BN FEERTET 4. O
THAURRT—FEANTBBRITHI—XFTRRT DRI T —F VI DRERENEEND, F-. B3
KRB C—EBMLRTHVUNEOVIT O Bk RUDT U % — EREERERENRGELI-EE.
BEIMICOTA T HEENEEN D,
FAET—27 7 AH EHEE
A—H R - REMEE TR SN RMARICHL. ZORBCEZ MR, FLEMAFEEIZEAONT:
HERIZIEC T, TOE AOMAZET—4. RUDITT—EA~DIREE LD &S IZHIHT 2188,
TOE #4877t R H 1 AE
A—HHA - SREI R TR SRR FE S L, 7R FIERAICREDZ HFASI=FIAEBEDHIZ TOE
DEREEEZFATEEET DELSTHIHT D188, TOE DEAREEEICIELLTAH S,

- T M RE

- 2% R RE

-OE—H#EEE

-FAX (5. X {EHHE

- XEDRFLIMY H LHEEE
X2 TEEEE
X2 TAEEBEEL L. BRIV FLIERVNT—0ENL, REICEZ SN ERICEDE, LTOER
ZEETOHEDLTH D,

-EXaUT/EMN

-TSF F—4

- AR

=5

- &% E
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®)

(6)

)

8)

BET—HEMEE

T RFr  aE—, FAX 0 TOE OEARHEEEH AR, HDD R U Flash ROM EICREFSN-4IC
FERAFREL T4, RUFIABICKVEIBRSN =T 2L BEDEE LESTHILTHREERE
BEATELT HHE,

HETAMERE

TOE DI77—LVI7DFRERTAERET S1-0HIZ, TOE EEIRFIC TSF O— A EEBETHLE. TSF
T—AN—EH RV TSF RITA—KNTL THHIEERIT T HHHAE,

BB O/ ke

TOE [ZHRL. LD 5D, EQKSHBEZToRODOERABRE. RUEF 1) T/EESREOJ ELTERT
ik, OV IEBEBRELIANEETELLSICHEARLEI7MILEATOHRAHLLHIBRMNTESH, BE
BTHOTH TOE IR HFESNEEDY BARERET DI LT TELRLY,

RybT—HREREE

TOE MEIEH—/N\—0U 54Tk PC EHHR LAN ZHLVBRIET HFE. IPsec S LRBRIEZAVTRYNT—
VDOEFEICEDERFAL RURELTHIET D88, Ff-. Bk LAN CEEOREOBEOEREEE. TS
FIZ&BBMD N LICE Rk LR MERE LIRS 5,

1.4.4TOE IZWHEL TOE USNDIN—KIT7 /I Iz T I77—LDIT
TOE ZFIAT B=OICIF. UTDVIrI 7 RUVENLHABET 5/N\—F I T7HARBETH S,

£ 1-4. TOE |2 B TOE LIS DY I H7

VI T FHfEICTERALIz/A—23Yy

NTP H—/\— Microsoft Windows Server 2016 Standard

LDAP H—/\— Microsoft Windows Server 2016 Standard

DNS H#—/\— Microsoft Windows Server 2016 Standard

SMTP H—/\— hMailServer 5.6.7-B2425

SMB H#—/\— Microsoft Windows Server 2016 Standard

FTP H—/— Microsoft Windows Server 2016 Standard

TV B—RZ4/8— Microsoft Windows F
HA:EhR :Epson Printing System(J) Version 3.01.00
FEEMR:Epson Printing System(A) Version 3.01.00

IS4 — Microsoft Edge

KEEBRTIBA—RSA1—D, ( ADXFIIRSAN—F A2V RA—ILLI= PC DBA LY —2%FRT,
35 PC DALY =D ILKBERUNDIEE. ( )RIZIX"W HARTEINED ., R—DT ) E3—KS5( /83—
THb5,

1.5. AE-BR:E
R ASICBVT. ASTIZEBTAEEDABERUVKREDEKREEET b,

= 1-5. HiE-I’EE

Mz EE
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—f%FIAFE User ID

U.NORMAL, D.DOC R U D.FUNC [Zft5Eh b &M%
U.NORMAL [Z—ED#AIFMF5EEND

FRAAERE

U.USER [Zff5EhBEH
—RFAERVEEENHD
U.NORMAL [Z—#&F|F%& . U.ADMINISTRATOR [ZEBEEMN T HEIND

F ArEEe) A+

U.NORMAL [zt 5&h2EH

U.NORMAL [ZxtL T, FIAZ#HFAISNI-EREDYRMT EEN D

T UM ERE (PRT) . RFv U #8E (SCAN) . JE—#EE (CPY) . FAX 2{E#4E (FAXI
N) . FAX £ {E#8E (FAXOUT) . RUXEDRFLEYH LR (DSR) AH S

MFP #gE TOE ARHET BT MlEe. R¥ v #RE, OE—#EE, FAX #EE. RUNXEZEDRE
EHRY LB RE D FRFE
HEREFE A MFP #EEIZfT 5 ShbEM

TV RX vV BH. aE—BH. FAX B, RUXZEOREFLRYELEMED
Hd

XEFRBEN

D.DOC BV D.FUNC [t 5EEh BB
T AF v, aE— FAX ZE. FAX FE. RUXZNREERYVELAHS

DEW)

D.DOC [Z*19 % MFP #EEIC L DN EDFIAMNLTE TETONEEMLD L

IR —RFEERIDaT

—f&FA#E User ID RU—BRFIRAEF/ KXT—FHB IS zERICaTnI L
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2.

Conformance Claims

AEF. BEERELT

2.1. CC Conformance Claim
AST®DCCHEEEEREZLUTIZEET .

Common Criteria version: Version 3.1 Release 5

Common Criteria conformance: Part 2 extended and Part 3 conformant

2.2. PP Conformance Claim
A ST®DPP#EEFRELUTIZEET,

PP identification: U.S. Government Approved Protection Profile — U.S. Government

Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2 TM-2009)

PP version: 1.0

A PP [& Common Criteria Portal [Z3#§& S CTULV\ATEEE Standard Protection Profile for Hardcopy D
evices in IEEE Std 2600-2008, Operational Environment BlIZ@&L. M DICCEVS Policy Letter #2
01bimt=L T3,

2.3. Package Conformance Claim
A ST M Package #& FRZFLUTIZEET S
This ST conforms to Common Criteria Evaluation Assurance Level (EAL) 2 augmented by ALC_FLR.2.

SFR Packages conform to PP are as follows.

2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B (Pack
age Version 1.0, dated March 2009)

2600.2-FAX, SFR Package for Hardcopy Device FAX Functions, Operational Environment B (Packa
ge Version 1.0, dated March 2009)

2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B (Package Version 1.0, dated March 2009)

2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational E
nvironment B (Package Version 1.0, dated March 2009)

2.4. SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.

The functions that are allowed, but not required in any particular conforming Security Target or Protec
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tion Profile, are listed in & 2-1.

# 2-1. SFR Package functions

BF EE

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document o
utput

F.FAX Faxing: a function in which physical document input is converted to a telephone-based do
cument facsimile (fax) transmission, and a function in which a telephone-based document
facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data ov
er a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency wirele
ss media

2.5. SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function

is associated with that particular data as a security attribute. This attribute in the TOE model makes it

possible to distinguish differences in Security Functional Requirements that depend on the function bei

ng performed. The attributes that are allowed, but not required in any particular conforming Security Ta

rget or Protection Profile, are listed in & 2-2.

% 2-2. SFR Package attributes

BF5 &
+PRT Indicates data that are associated with a print job.
+SCN Indicates data that are associated with a scan job.
+CPY Indicates data that are associated with a copy job.
+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.
+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a shared-medium interface.

2.6. PP Conformance Rationale
AE(X. PP DO TOE #ERlIEND—EMEIR.PP OtXa1 )T RBE LX) TAKRAEHEND—EMER, KU PP
DtEXa)T4EHREO—BEETRESRLT .
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2.6.1.PP @ TOE fERlED—E M F R

ATOE (&, T MEEE. RFvUHEEE. OE —HEEE. FAX #8E. XEDREFLMY B LEEE. RUKBFATATAU42
— A RA¥EEEHF TS MFP THAHZEMN B, [2600.2, Protection Profile for Hardcopy Devices, Operational
Environment BIEEE D/ \—FIE—%EE&E (LLF, HCD &B8Y) EFERIIF—EBL TV A, F1=. K TOE &, BRYSL AT
BEZX HDD D ERMRIES AT LEFT-GLV 8. 12600.2, Protection Profile for Hardcopy Devices, O
perational Environment BJIZEZESNT= 7 DD SFR /\vsr—I M55, 12600.2-NVS, SFR Package for Hard
copy Device Nonvolatile Storage Functions, Operational Environment B]%&&< 6 DM SFR /S —2 (i
LTS,

262PP DX T REELF L) TARRAEHED—EMER
TF2UTAREITEL T, K ST T PP [CTTERSNDETDEF 1T RELEFE—THY. —ELTWLS,
T, XV TARAHICEALT T BEOEFX 1) T4 K A # A OE.AUDIT_STORAGE.PROTECTED &
OE.AUDIT_ACCESS.AUTHORIZED ZHIBRL . TOE OtFal)ToxtkKAEELT O.AUDIT_STORAGE.PROT
ECTED & O.AUDIT_ACCESS.AUTHORIZED #iEMLTLY4, O.AUDIT_STORAGE.PROTECTED & O.AUDIT
_ACCESS.AUTHORIZED #3179 2R &bt #E(X . OE.AUDIT_STORAGE.PROTECTED & OE.AUDIT_ACCES
S.AUTHORIZED IZTERSN TS EERF TH D,

263 PPODtEXa)T4EHLD—EMEE
PP [CTEREINS SFR EAR STICTHRET S SFREER 2-3 (2R T,
% 2-3. SFR OBEE{%

PP IZTER&N 3 SFR A STIZTHRES S SFR
FAU_GEN.1 FAU_GEN.1
FAU_GEN.2 FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG.1
FAU_STG.4
FDP_ACC.1(a) FDP_ACC.1(a)
FDP_ACC.1(b) FDP_ACC.1(b)
FDP_ACF.1(a) FDP_ACF.1(a)
FDP_ACF.1(b) FDP_ACF.1(b)
FDP_RIP.1 FDP_RIP.1
FIA_AFL.1
FIA_ATD.1 FIA_ATD.1
FIA_SOS.1
FIA_UAU.1 FIA_UAU.1
FIA_UAU.7
16

©SEIKO EPSON CORPORATION 2020. All rights reserved.



EPSON LX-10020M/WF-M21000 with FAX %2714 —% vk Rev.05

FIA_UID.1 FIA_UID.1
FIA_USB.1 FIA_USB.1
FMT_MSA.1(a) FMT_MSA.1(a)
FMT_MSA.1(b) FMT_MSA.1(b)
FMT_MSA.3(a) FMT_MSA.3(a)
FMT_MSA.3(b) FMT_MSA.3(b)
FMT_MTD.1 FMT_MTD.1
FMT_SMF.1 FMT_SMF.1
FMT_SMR.1 FMT_SMR.1
FPT_FDI_EXP.1 FPT_FDI_EXP.1
FPT_STM.1 FPT_STM.1
FPT_TST.1 FPT_TST.1

FTA SSL.3 FTA SSL.3
FTP_ITC.1 FTP_ITC.1

A ST TlE. PP [ZTEREN DL TO SFREFALI-LT, LMD SFR FBML TS, Ff=. PP 12515 S
FR ®5%. FDP_ACF.1.3(b)%<. £T®M SFR &4 ST IZTHET S SFR (F2<A—TH5., PP [Z#(+5 FDP_
ACF.1.3(b)l&. EEEERICTIRIET 51 —HIZ TOE #EEDIEFE LT THILLELH>TLADITHL T, K
ST TIET > MEED — 58 (ENRI) ZHIBL TS, #£->T. & ST T?O FDP_ACF.1.3(b)lZ. PP (235115 FDP_AC
F.1.3(b)&Y L AR THS,

F7=. PP Tld. Common Access Control SFP [ZFLVT. D.FUNC 2%t L T#EIModify 1 &3 4E Delete 1% & &
LTWL%, LM L. A TOE Tld. D.FUNC IZx 9 HIEEModify IZEF AT L7ELY, ChIE PP KUB KRR T V& X
HTHD,

WOT. A ST [E PP ITHLTRESF. £, JYFHIBRMTHAHZEM G, PP ITHLTERIBES L TLY S,

17
©SEIKO EPSON CORPORATION 2020. All rights reserved.



EPSON LX-10020M/WF-M21000 with FAX %2714 —% vk Rev.05

3. Security

Problem Definition

AEL REEE. BB BBOEF1) T4 A8 RUFHREHERET .

31. RELE
{RE&EELIL. User Data. TSF Data. U Functions DZ&ETH B,

(1) User Data
User Data &

Ik THERENS TOE DEF1U TSRS EHBE S A RNTF—EDTETHY, LT 2

RIS ESND,

#* 3-1. User Data

BF PP TOEZ
D.DOC User Document Data consist of the information contained in a user’'s document. This inclu
des the original document itself in either hardcopy or electronic form, image data, or resid
ually stored data created by the hardcopy device while processing an original document a
nd printed hardcopy output.
D.FUNC User Function Data are the information about a user’s document or job to be processed
by the TOE.

(2) TSF Data

TSF Data &[%.

TOE Ot ¥ ) TAHEEICHEL 52 5T 2N ETHY., LI 2 iBEEICHESND,
3 3-2. TSF Data

2™ PP TOEE
D.PROT TSF Protected Data are assets for which alteration by a User who is neither an Administr
ator nor the owner of the data would have an effect on the operational security of the T
OE, but for which disclosure is acceptable.
D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who i
s neither an Administrator nor the owner of the data would have an effect on the operati
onal security of the TOE.

K TOE B ET S TSF T—4% %K 3-312R T,

% 3-3. A TOE ’x% LTS TSF 7—4

& A ST TD TSF 7—4%& AR
D.PROT —h&FI & User ID U.NORMAL )it RIlE %R
&I #E User ID U.ADMINISTRATOR i RIl&E 4R

R F“Administrator AT 5 &h 5

AX VU FAXIEFA—ILDZE | TRLRBE
EERVRAMEIETRLRTYY

DadRT—HAOY D3R
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INRTT—RRI)S—

IRRAT—FDXFE. RUHEIZE T R EF®

BEEIMT—RE

BUENRZUNGDOOT Ay avEBEMICKRT I HRFRHEIFER

EEEFRRERE (BIE/SRIL)

BN DEBEERMZANL/EN LT HREFR

FIREHIPRERE

Web Config MoE%E AIRER B IR EIF R (FIA#EEY A EET)

IPsec MEEE

IPsec |ZB89 5% E1EER

IR %I 5% 7

% ) 5% TE 1H ¥R

TYRI—DRTE

FUbD—H ORISR

IJ7—Loz7 D MRL
DI=HD /Ny 2l

T7—LI9TT7DI7A IS ESN=/ w1l
TOE AIZH#END

D.CONF | —fgfIFAZE/NRT—F U.NORMAL M s25HESR

EEE/INRAT—K U.ADMINISTRATOR O :2iE1E#R
A=Y —=IN—=0T7M )Y — | A= LY —IN—ATIERTDHzHD/INZAT—F
N—BEDNBEEICT I | T7ANT—IN—A~ATHOERTHHD/INRT—F
RFD=HDINAT—K
EEny BEEOJ#EEICKVERSINDOYER
IPsec DERTH B IPsec [ITH WV THRRMRICHELIF S

(3) Functions

Functions &l&. &R 2-1 ITRIHEEEDZETH S,

3.2. Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE.

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which th

ey are not authorized.

c) Persons who are authorized to use the TOE who may attempt to access data in ways for which t

hey are not authorized.

d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipat

ed threats.

The threats and policies defined in this Security Target address the threats posed by these threat age

nts.

3.3. Threats to TOE Assets
This section describes threats to assets described in 3.1.
#& 3-4. Threats to User Data for the TOE

Threat Affected asset Description
T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
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T.FUNC.ALT D.FUNC User Function Data may be altered by unauthorized persons
% 3-5. Threats to TSF Data for the TOE
Threat Affected asset Description
T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4. Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are us

ed to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operat

ional environment but for which it is not practical to universally define the assets being protected or th

e threats to those assets.

# 3-6. Organizational Security Policies for the TOE

Name

Definition

P.USER.AUTHORIZATION

To preserve operational accountability and security, Users will be aut

horized to use the TOE only as permitted by the TOE Owner.

P.SOFTWARE.VERIFICATION

To detect corruption of the executable code in the TSF, procedures

will exist to self-verify executable code in the TSF.

P.AUDT.LOGGING

To preserve operational accountability and security, records that provi
de an audit trail of TOE use and security-relevant events will be cre
ated, maintained, and protected from unauthorized disclosure or alter

ation, and will be reviewed by authorized personnel.

P.INTERFACE.MANAGEMENT

To prevent unauthorized use of the external interfaces of the TOE, o
peration of those interfaces will be controlled by the TOE and its IT

environment.

3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this S

ecurity Target are based on the condition that all of the assumptions described in this section are sati

sfied.

# 3-7. Assumptions for the TOE

Assumption

Definition

A.ACCESS.MANAGED

The TOE is located in a restricted or monitored environment that provides p
rotection from unmanaged access to the physical components and data inter
faces of the TOE.

A.USER.TRAINING

TOE Users are aware of the security policies and procedures of their organi

zation and are trained and competent to follow those policies and procedure
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S.

A.ADMIN.TRAINING

Administrators are aware of the security policies and procedures of their org
anization, are trained and competent to follow the manufacturer’s guidance a
nd documentation, and correctly configure and operate the TOE in accordan

ce with those policies and procedures.

A ADMIN.TRUST

Administrators do not use their privileged access rights for malicious purpos

es.
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4. Security Objectives

AEF, TOE X TR AE, ERE

4.1. Security Objectives for the TOE

REQOEF 1 TAREAH, RUEF 1) TR A ERIERE T

This section describes the Security Objectives that the TOE shall fulfill.
#F 4-1. Security Objectives for the TOE

Objective Definition
O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized d
isclosure.
O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized a

Iteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized alt

eration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized alt

eration.

O.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized

disclosure.

O.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized

alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users
and shall ensure that Users are authorized in accordance with s

ecurity policies before allowing them to use the TOE.

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in ac

cordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and secur
ity-relevant events and prevent its unauthorized disclosure or alt

eration.

O.AUDIT_STORAGE.PROTECTED

The TOE shall ensure that audit records are protected from una

uthorized access, deletion and modifications.

O.AUDIT_ACCESS.AUTHORIZED

The TOE shall ensure that audit records can be accessed in or
der to detect potential security violations, and only by authorized

persons.

4.2. Security Objectives for the IT environment

This section describes the Security Objectives that must be fulfilled by IT methods in the IT environme

nt of the TOE.

22
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%+ 4-2. Security Objectives for the IT environment

Objective Definition

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged acc

ess to TOE external interfaces.

4.3. Security Objectives for the non-IT environment
This section describes the Security Objectives that must be fulfilled by non-IT methods in the non-IT e
nvironment of the TOE.

#& 4-3. Security Objectives for the non-IT environment

Objective Definition

OE.PHISICAL.MANAGED The TOE shall be placed in a secure or monitored area that provides pr

otection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized to use
the TOE according to the security policies and procedures of their organi

zation.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security policie
s and procedures of their organization and have the training and compete

nce to follow those policies and procedures.

OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware of the s
ecurity policies and procedures of their organization; have the training, co
mpetence, and time to follow the manufacturer’s guidance and documenta
tion; and correctly configure and operate the TOE in accordance with tho

se policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators will not use
their privileged access rights for malicious purposes.
OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at appropriate

intervals for security violations or unusual patterns of activity.

4.4. Security Objectives rationale
This section demonstrates that each threat, organizational security policy, and assumption are mitigated
by at least one security objective for the TOE, and that those Security Objectives counter the threats,

enforce the policies, and uphold the assumptions.
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# 4-4. Completeness of Security Objectives

O.DOC.NO DIS
O.DOCNO AILT
O.FUNCNO AILT
O.PROTNO AILT
O.CONENO DIS
O.CONENO ALT
O.USER. AUTHORIZED
O.INTERFACE .MANAGED
O.SOFTWARE VERIFIED
O.AUDIT1OGGED

O. AUDIT STORAGE PROTECTED
O. AUDIT ACCESS. AUTHORIZED

OE INTERFACE MANAGED
OE PHYSICAL.MANAGED
OE.USER.AUTHORIZED
OE.USER.TRAINED

OF ADMIN TRAINED

OFE ADMIN. TRUSTED

OE AUDITREVIEWED

T.DOC.DIS

\

T.DOC.ALT

T.FUNC.ALT

T.PROT.ALT

T.CONF.DIS

T.CONF.ALT

P.USER.AUTHORIZATION

\
SIS IS IN N NS

NEASEIEYESAYAS

P.SOFTWARE.VERIFICATION

P.AUDIT.LOGGING

P.INTERFACE.MANAGEMENT

A.ACCESS.MANAGED

A.USER.TRAINING

A.ADMIN.TRAINING

A.ADMIN.TRUST

% 4-5. Sufficiency of Security Objectives

Threats. policies, and assum

ptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be

disclosed to unauthorized p

O.DOC.NO_DIS protects D.DOC from u

nauthorized disclosure.

ersons.

O.USER.AUTHORIZED establishes user

identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res

ponsibility of the TOE Owner to approp

riately grant authorization.
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T.DOC.ALT

User Document Data may be
altered by unauthorized per

sons.

O.DOC.NO_ALT protects D.DOC from u

nauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.FUNC.ALT

User Function Data may be
altered by unauthorized pers

ons.

O.FUNC.NO_ALT protects D.FUNC from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.PROT.ALT

TSF Protected Data may be
altered by unauthorized pers

ons.

O.PROT.NO_ALT protects D.PROT from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.CONF.DIS

TSF Confidential Data may b
e disclosed to unauthorized

persons.

O.CONF.NO_DIS protects D.CONF from

unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

T.CONF.ALT

TSF Confidential Data may b
e altered by unauthorized pe

rsons.

O.CONF.NO_ALT protects D.CONF from

unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization.

OE.USER.AUTHORIZED establishes res

25
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ponsibility of the TOE Owner to approp

riately grant authorization.

P.USER.AUTHORIZATION

Users will be authorized to u
se the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the

basis for authorization to use the TOE.

OE.USER.AUTHORIZED establishes res
ponsibility of the TOE Owner to approp

riately grant authorization.

P.SOFTWARE.VERIFICATION

Procedures will exist to selfv
erify executable code in the
TSF.

O.SOFTWARE.VERIFIED provides proc
edures to self-verify executable code in
the TSF.

P.AUDIT.LOGGING

An audit trail of TOE use an
d security-relevant events will
be created, maintained, prot

ected, and reviewed.

O.AUDIT.LOGGED creates and maintain
s a log of TOE use and security-releva
nt events and prevents unauthorized di

sclosure or alteration.

O.AUDIT_STORAGE.PROTECTED prote
cts audit records from unauthorized acc

ess, deletion and modifications.

O.AUDIT_ACCESS.AUTHORIZED provid
es appropriate access to audit records

only by authorized persons.

OE.AUDIT.REVIEWED establishes respo
nsibility of the TOE Owner to ensure th
at audit logs are appropriately reviewe
d.

P.INTERFACE.MANAGEMEN
T

Operation of external interfac
es will be controlled by the

TOE and its IT environment.

O.INTERFACE.MANAGED manages the
operation of external interfaces in acc

ordance with security policies.

OE.INTERFACE.MANAGED establishes
a protected environment for TOE extern

al interfaces.

A.ACCESS.MANAGED

The TOE environment provid
es protection from unmanage
d access to the physical co
mponents and data interface
s of the TOE.

OE.PHYSICAL.MANAGED establishes a
protected physical environment for the
TOE.

A.USER.TRAINING

Administrators are aware of

and trained to follow security

OE.USER.TRAINED establishes respons
ibility of the TOE Owner to provide app
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policies and procedures.

ropriate User training.

A.ADMIN.TRAINING

TOE Users are aware of an
d trained to follow security p

olicies and procedures.

OE.ADMIN.TRAINED establishes respon
sibility of the TOE Owner to provide ap

propriate Administrator training.

A.ADMIN.TRUST

Administrators do not use th

eir privileged access rights fo

r malicious purposes.

OE.ADMIN.TRUSTED establishes respo
nsibility of the TOE Owner to have a tr

usted relationship with Administrators.
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5. Extended components definition
This Security Target defines components that are extensions to Common Criteria 3.1 Revision 2, Part
2. These extended components are defined in the Security Target but are used in SFR Packages and,

therefore, are employed only in TOEs whose STs conform to those SFR Packages.

5.1. FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behavior:
This family defines requirements for the TSF to restrict direct forwarding of information from one extern

al interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and pr
ocess this information before it is transmitted on another external interface. However, some products m
ay provide the capability for attackers to misuse external interfaces to violate the security of the TOE
or devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unproce
ssed data between different external interfaces is forbidden unless explicitly allowed by an authorized a

dministrative role. The family FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to req
uire TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another

one requires explicit allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1

The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative r
ole

c) Revocation of such an allowance

Audit: FPT_FDI_EXP-1
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in th
e PP/ST:

There are no auditable events foreseen.

Rationale:
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Quite often, a TOE is supposed to perform specific checks and process data received on one external
interface before such (processed) data are allowed to be transferred to another external interface. Ex
amples are firewall systems but also other systems that require a specific work flow for the incoming
data before it can be transferred. Direct forwarding of such data (i.e., without processing the data first)
between different external interfaces is therefore a function that—if allowed at all—can only be allowe

d by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying th
e property to disallow direct forwarding and require that only an authorized role can allow this. Since t
his is a function that is quite common for a number of products, it has been viewed as useful to defin

e an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in thi
s Security Target, the authors needed to express the control of both user data and TSF data flow usi
ng administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_
IFC for this purpose resulted in SFRs that were either too implementation-specific for a Security Target
or too unwieldy for refinement in a Security Target. Therefore, the authors decided to define an exten

ded component to address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in e
ither the FDP or the FPT class. Since its purpose is to protect the TOE from misuse, the authors beli
eved that it was most appropriate to place it in the FPT class. It did not fit well in any of the existing

families in either class, and this led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: list of
external interfaces] from being forwarded without further processing by the TSF to

[assignment: list of external interfaces].
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6. Security Requirements

AER, EF1 )T HEER. X1 T REEHR . RUOEF1) T ERRRE

6.1. Security Functional Requirements

REE BF2ITRREHOBRERRERT,

6.1.1.Class FAU: Security audit

FAU_GEN.1

Hierarchical to:

Dependencies:

FAU_GEN.1.1

—  Start-up and shutdown of the audit functions;

Audit data generation

No other components

FPT_STM.1 Reliable time stamps

E

The TSF shall be able to generate an audit record of the following auditable events:

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified]

level of audit; and

— all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in 3& 6-1; [assignment: other specifically defined auditable events]

[selection, choose one of: minimum, basic, detailed, not specified]

- not specified

[assignment: other specifically defined auditable events]

- %L
% 6-1. EEXNFRER
EENRER & SFR BEELANL BANER E2 0
RELAN=XLOFEAIZKE | FIA_UAUA X L AT A RED KR
REAN=XLDOFERIZEY AT A AREDRTH
BRIAN=XLOFERIZER | FIA_UID.1 AR FAFHANORT | OJFUBREDO KR (FIA
BRANZ X LOFERIZEY (BT 558) EHANEHREED)
AT A AREDRTH
EEMEEDER FMT_SMF.1 =/ L EHEMEE(R 6-113B)D
083
‘EDO—EELIHAEYS | FMT_SMR.1 =/ A8 WE R EEEREL
=T DRE
BREOZEE FPT_STM.1 SN 7L BZINER
SIEEFYRILEEEDRER | FTP_ITC.1 =/ BIEK IP FELR | IPsec BIEDRHK

FAU_GEN.1.2

The TSF shall record within each audit record at least the following information:

— Date and time of the event, type of event, subject identity (if applicable), and the outcome
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FAU_GEN.2

FAU_GEN.2.1

FAU_SAR.1

FAU_SAR.1.1

FAU_SAR.1.2

FAU_SAR.2

FAU_SAR.2.1

FAU_STG.1

(success or failure) of the event; and

—  For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in & 6-1: (1) the information as
defined by its Audit Level (if one is specified), and (2) all Additional Information (if any is

required); [assignment: other audit relevant information]

[assignment: other audit relevant information]
- gL

User identity association
Hierarchical to:  No other components
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
For audit events resulting from actions of identified users, the TSF shall be able to associate each

auditable event with the identity of the user that caused the event.

Audit review

Hierarchical to:  No other components

Dependencies: FAU_GEN.1 Audit data generation

The TSF shall provide [assignment: authorised users] with the capability to read [assignment: list of

audit information] from the audit records.

[assignment: authorised users]
- EHEE
[assignment: list of audit information]

- R EBITRTEENRER

The TSF shall provide the audit records in a manner suitable for the user to interpret the information.

Restricted audit review
Hierarchical to: No other components
Dependencies: FAU_SAR.1 Audit review
The TSF shall prohibit all users read access to the audit records, except those users that have been

granted explicit read-access.

Protected audit trail storage

Hierarchical to: No other components
Dependencies: FAU_GEN.1 Audit data generation
31
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FAU _STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorized deletion.

FAU _STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorized modifications to the

stored audit records in the audit trail.

[selection, choose one of: prevent, detect]

- prevent

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage
FAU STG.4.1 The TSF shall [selection, choose one of: “ignore audited events’, “ prevent audited events, except
those taken by the authorised user with special rights’, “ overwrite the oldest stored audit records” ]

and [assignment: other actions to be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ ignore audited events” , “ prevent audited events, except those taken by the
authorised user with special rights”, “ overwrite the oldest stored audit records’ |

- overwrite the oldest stored audit records

[assignment: other actions to be taken in case of audit storage failure]

- gL

6.1.2.Class FDP: User data protection
FDP_ACC.1(a) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(a) The TSF shall enforce the Common Access Control SFPin 3 6-2 on the list of users as subjects,

objects, and operations among subjects and objects covered by the Common Access Control SFP

in & 6-2.

FDP_ACC.1(b) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACEF.1 Security attribute based access control
FDP_ACC.1.1(b) The TSF shall enforce the TOE Function Access Control SFPin & 6-3 on users as subjects, TOE

functions as objects, and the right to use the functions as operations.

FDP_ACF.1(a) Security attribute based access control

Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control
32
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FDP_ACF.1.1(a)

FDP_ACF.1.2(a)

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the Common Access Control SFP in & 6-2 to objects based on the

following: the list of users as subjects and objects controlled under the Common Access Control

SFPin % 6-2, and for each, the indicated security attributes in & 6-2.

The TSF shall enforce the following rules to determine if an operation among controlled subjects and

controlled objects is allowed: rules specified in the Common Access Control SFP in & 6-2

governing access among controlled users as subjects and controlled objects using controlled

operations on controlled objects.

& 6-2. GlfHShI=HTOzIMEAT I MEIDBRFERIET HRR A

FITzok XEFBESE 1215 H$IDzok 1BRAEE R SR A
D.DOC +PRT Delete U.NORMAL Denied, except for his/her own
+SCN Read documents
+CPY XEE. XEZERMLT- UNORMAL
+FAXOUT MEARETS
+DSR
+FAXIN Delete U.NORMAL Denied, except for his/her own
Read documents
RIELEI7VAXE(E. FIA#EE)
ARZTFAX Z{EHHE (FAXIN) 153
B5an 5 UNORMAL AFrET S
D.FUNC +PRT Delete U.NORMAL Denied, except for his/her own
+SCN documents
+CPY XE(F, XEEEMLT= UNORMAL
+FAXOUT NEARETS
+DSR Modify U.NORMAL Denied
+FAXIN Delete U.NORMAL Denied, except for his/her own
documents
RIELLI7IVAXEIL. FIA#REY
AMZIFAX Z{EHE8E (FAXIN) 1AM
B35 UNORMAL AFrET S
Modify U.NORMAL Denied

FDP_ACF.1.3(a)

The TSF shall explicitly authorise access of subjects to objects based on the following additional rules:

[assignment: rules, based on security attributes, that explicitly authorize access of subjectsto objects].

[assignment: rules, based on security attributes, that explicitly authorize access of subjectsto objects]
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FDP_ACF.1.4(a)

FDP_ACF.1(b)

FDP_ACF.1.1(b)

FDP_ACF.1.2(b)

~  U.ADMINISTRATOR [SHL T, XEFHEIEMT+PRTIOD D.DOC [Sx4F HiEfEDelete |
EHAT %,

- U.ADMINISTRATOR (2% L T. X EFHMWEMAT+SCN I, [+CPY I, T+FAXIN I,
[+FAXOUT]. F'+DSR1®M D.DOC IZxt¥ % ¥ERead 1 R U Delete 1% 4RI %

-~ U.ADMINISTRATOR =R TC. XEEHEMAT+PRT ). [+SCN . [+CPY . T+FAXIN].
[+FAXOUT ], M+DSR1® D.FUNC IZ%t9 %124k Delete JZ a1 95

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on

security attributes, that explicitly deny access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]
- U.ADMINISTRATOR 2L T, X EFMEMEMT+PRTL, T+SCN ], [+CPY ], [+FAXIN],
[+FAXOUT]. I+DSR10 D.FUNC IZ%9 % 24EModify 1ZEF A L7z

Security attribute based access control
Hierarchical to:  No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation
The TSF shall enforce the TOE Function Access Control SFP to objects based on the following:
users and [assignment: list of TOE functions and the security attribute(s) used to determine the
TOE Function Access Control SFP].

[assignment: list of TOE functions and the security attribute(s) used to determine the TOE
Function Access Control SFP]
- % 6-3ZH

The TSF shall enforce the following rules to determine if an operation among controlled subjects and
controlled objects is allowed: [selection: the user is explicitly authorized by U ADMINISTATOR to
use a function, a user that is authorized to use the TOE is automatically authorized to use the

functions [assignment: list of functiong], [assignment: other conditions]].

[selection: the user is explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions [assignment: list of
functiong], [assignment: other conditions]]

- [assignment: other conditions]

[assignment: other conditions]

- %X 6-3ZH
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& 6-3. GlfHShI=H Tz IMEAT I MEIDBREERIET BRI

FITHk B1E HITIHk t¥XaUT1BH BAEEHIE 23R8
F.PRT 2aJDET U.NORMAL FIFAREEURS | FIRA#EYRMITT YD Mg
237 OHIk (PRT) (PRT) It EENBH TSI
LT, gEEHFAIT 5
F.SCN 2aJDET U.NORMAL FIFAREEURS | FIFABEEY A MICT R v # 8
237 OHIk (SCN) (SCN) 1D\t 5EENnBH T IR
LT, gEEFRIT 5
F.CPY 2aJ DET U.NORMAL FIFAREEEU XL | FIFAEE) RMCTIE—#EE(CPY) )
DEWALI]3 (CPY) A E5EENEHTOTIMILT, 12
i )
F.FAX 2aJDERT U.NORMAL FIFAHEEURL | FIFAHEEEY RMICTFAX Z{EH A
237 DHlk (FAXIN) (FAXIN) | & T FAX 3% 15 #% &
T AREE R+ (FAXOUT) 1Mt 5 S b5 T2y
(FAXOUT) MIXLT, BIEZEHAT S
F.DSR 2adDET U.NORMAL FIFAREY R+ FAKEEURMNIIXZEDORELRY
237 OHlk (DSR) HL#AEE (DSR) InMt ESh b4 TS
TOMIHLT, REEHTT S

FDP_ACF.1.3(b)

FDP_ACF.1.4(b)

FDP_RIP.1

FDP_RIP.1.1

The TSF shall explicitly authorise access of subjects to objects based on the following additional rules:

[assignment: rules, based on security attributes, that explicitly authorize access of subjectsto objects].

[assignment: rules, based on security attributes, that explicitly authorise access of subjectsto objects]
- U.ADMINISTRATOR (2L T, TF.PRTIIZX T BRI O3 T DEIRRIZHF T 5
- U.ADMINISTRATOR [ZxtLT. TF.SCN1. TF.CPY]. TF.FAX], £=IXTF.DSRIIZx T %

BTS20 DRTIRUIS2T OHIRIEHTY S

The TSF shall explicitly deny access of subjects to objects based on the [assignment: rules, based on

security attributes, that explicitly deny access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]

- gL

Subset residual information protection

Hierarchical to:  No other components

Dependencies: No dependencies
The TSF shall ensure that any previous information content of a resource is made unavailable upon
the [selection: allocation of the resource to, deallocation of the resource from] the following objects:
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D.DOC, [assignment: list of objects].

[selection: allocation of the resource to, deallocation of the resource from]
- deallocation of the resource from

[assignment: list of objects]

- gL

6.1.3.Class FIA: Identification and authentication

FIA_AFL.1 Authentication failure handling
Hierarchical to:  No other components
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an administrator
configurable positive integer within [assignment: range of acceptable values|] unsuccessful

authentication attempts occur related to [assignment: list of authentication events].

[selection: [assignment: positive integer number], an administrator configurable positive integer
within [assignment: range of acceptable values] ]

- [assignment: positive integer number]

[assignment: positive integer number]

-1

[assignment: list of authentication events]

- BEFICLIEEAARLLHLOOTLY

- —RAAFBCKIDREARLNSOOTAY

-  EWEHE(ZEKD Web Config MohOd#+>

- NRRD—RHEERICaTZ RO REE

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [selection: met, surpassed],
the TSF shall [assignment: list of actions].

[selection: met, surpassed]
- met

[assignment: list of actions]
- X 64ZH

£ 6-4. 7Har DR+

Oy 48—y AARBEDT I Iy
BEE(ICLDBENRILMOAT A 0.6 ¥, YZEEEFOVITIN D

—RFIRBICRHERE RO DAT Y 0.6 ¥, HEZ—MAAEZOVITINT S
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EEEIZLD Web Config hodRTH> 18 AREBEZAVITIN D
ISR —RFEEIRIDOa T 2R DERE 18, - RIAEZOVITINT D
FIA_ATD A User attribute definition
Hierarchical to:  No other components
Dependencies: No dependencies
FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual users:
[assignment: list of security attributes].
[assignment: list of security attributes]
- R O6538F
& 6-5. X TARIEDYRL
FAE tTXaUTAEME
U.NORMAL —R&FIFA#& User ID
FAE®RE
F AREE) X+
U.ADMINISTRATOR FIRE®RE
FIA_SOS.1 Verification of secrets
Hierarchical to:  No other components
Dependencies: No dependencies
FIA_SOS.1.1 The TSF shall provide a mechanism to verify that secrets (—fi&FI|FAE/NRT—F | EEHF /R T—
F) meet [assignment: a defined quality metric].
[assignment: a defined quality metric]
- MBS HMTULE(RK 20 HTET) TS L
- XFEWMT.UTOXFE1XFULELIE
ERXF
INKF
Hur
25 ("#$%&' () +,-./5;<=>?@M]* _"{|}~ )
FIA_UAU A Timing of authentication
Hierarchical to:  No other components
Dependencies: FIA_UID.1 Timing of identification
FIA_UAU.1.1 The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with access-

controlled Functions of the TOE] on behalf of the user to be performed before the user is
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authenticated.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled Functions of
the TOE]

- BERRLTOT) U A—ERORT

- BEARULILOTI2—IEROEIR

- BEARILTORYNI—VEROEKRT

- BEARILHSORYET—VIEROER

- BEARLTOIIT-EBEOXRT

- BESARLTONLTORTER

- Web Config TO T 2—IEHRD KT

- Web Config TORYLIT—VIEHRD KT

- BENRFILTO FAX BEBRORT

- BEARLLHISD FAX EHRDENR

- BERRUADOLDTI A=A TF U REBEDEST
- TYIRA—RSAN—TDT)VI—RAT—RAD KT

FIA_UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any other TSF-
mediated actions on behalf of that user.
FIA_UAU.7 Protected authentication feedback
Hierarchical to:  No other components
Dependencies: FIA_UAU.1 Timing of authentication
FIA _UAU.7.1 The TSF shall provide only [assignment: list of feedback] to the user while the authentication is in
progress.
[assignment: list of feedback]
- X 66ZE
& 6-6. 71—F/\vIDYRE
Foray Ta—R\vy
EEEICEDBENARILNDOOTFY ANEHST D * XF
—RFIAEICKHIEE AR DOOTHY ANEHES D * XF
EIEHEIZ&D Web Config oD 045 7> AAEHSTDIRIXF
KYRVTHXFREIETI0T—ITKkET D
FIA_UIDA Timing of identification

Hierarchical to:  No other components
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FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with access-

controlled Functions of the TOE] on behalf of the user to be performed before the user is identified.

[assignment: list of TSF-mediated actions that do not conflict with access-controlled Functions of
the TOE]

- BERRLTOT) U A—EROKT

- BEARULILOTI2—IEROEIR

- BEARILTORYNTI—VEROERT

- BEARILHSORYET—VIEROER

- BEARLTOIIT-EBEOXRT

- BEARARLTONLITOERTER

- Web Config TO T 2—IEHRD KT

- Web Config TORYLIT—VIEHRD KT

- BENRFILTO FAX BEBRORT

- BEARLHNSD FAX BEHRDENR

- BERRULDOLDTI A=A TFURAEREDEST
- TYIRA—RSAN—TDT)VB—RAT—RAD KT

The TSF shall require each user to be successfully identified before allowing any other TSF-mediated

actions on behalf of that user.

User-subject binding

Hierarchical to:  No other components

Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the behalf of that

user: [assignment: list of user security attributes).

[assignment: list of user security attributes]
- X 6558

The TSF shall enforce the following rules on the initial association of user security attributes with the

subjects acting on behalf of users: [assignment: rules for theinitial association of attributes].

[assignment: rules for the initial association of attributes]
- L
The TSF shall enforce the following rules governing changes to the user security attributes with the
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subjects acting on behalf of users: [assignment: rules for the changing of attributes].

[assignment: rules for the changing of attributes]

7L

6.1.4.Class FMT: Security management

FMT_MSA.1(a) Management of security attributes

Hierarchical to:  No other components

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(a) The TSF shall enforce the Common Access Control SFP in & 6-2, [assignment: access control

SFP(s), information flow control SFP(S)] to restrict the ability to [selection: change default, query,

modify, delete, [assignment: other operations]] the security attributes [assignment: list of security

attributes] to [assignment: the authorized identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]

Tl

[selection: change_default, query, modify, delete, [assignment: other operationg] ]

x 6-7E58R

[assignment: other operations]

[assignment: other operations]

x 6-758R

[assignment: list of security attributes]

x 6-758R

[assignment: the authorized identified roles]

x 6-7E58R

R 6-7. EXa)T/RIE. B RUBEEHT ISR AERE

tXxaUT1EMH

&1F

BRIFESFRI 9 ORI AERE

— % FI A& User ID

[EIRLT-#21E]ldelete

U.ADMINISTRATOR

(EMUT-RVEIFTRRERL
FABEEE [ZIRL = 4E Imodify Nobody
FIABEEE) X [ERL =424 Imodify U.ADMINISTRATOR

XERBEN

[#IRL 7= 4E Imodify

Nobody

FMT_MSA.1(b) Management of security attributes
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Hierarchical to:  No other components

Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(b) The TSF shall enforce the TOE Function Access Control SFP in & 6-3, [assignment: access

control SFP(s), information flow control SFP(S)] to restrict the ability to [selection: change_default,

query, modify, delete, [assignment: other operations]] the security attributes [assignment: list of

security attributes] to [assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]

7L

[selection: change_default, query, modify, delete, [assignment: other operationg] ]

x 6-8 M

[assignment: list of security attributes]

* 6-8 M

[assignment: the authorised identified roles]

x 6-8 M

R 6-8. EXaUT/EIE. B RUBEEHT I IR AERE

tXaUT1EH 1R BIEEHAIT AR AERE
FABEEE [Z#IRL =4 Imodify Nobody

FIFA%EEU R [ZERL =12 4E Imodify U.ADMINISTRATOR
HEREFE R [Z#IRL =4 Imodify Nobody

FMT_MSA.3(a) Static attribute initialisation

Hierarchical to:  No other components

Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT MSA.3.1(a) The TSF shall enforce the Common Access Control SFP in & 6-2, [assignment: access control

SFP, information flow control SFP] to provide [selection, choose one of: restrictive, permissive,

[assignment: other property] ] default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP]

gL

[selection, choose one of: restrictive, permissive, [assignment: other property] ]

restrictive
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FMT_MSA.3.2(a)

FMT_MSA.3(b)

FMT_MSA.3.1(b)

FMT_MSA.3.2(b)

FMT_MTD.1

FMT_MTD.1.1(a)

The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial

values to override the default values when an object or information is created.

[assignment: the authorized identified roles]

- nobody

Static attribute initialisation
Hierarchical to:  No other components
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
The TSF shall enforce the TOE Function Access Control Policy in & 6-3, [assignment: access
control SFP, information flow control S-P] to provide [selection, choose one of: restrictive, per missive,

[assignment: other property] ] default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP]
- gL
[selection, choose one of: restrictive, permissive, [assignment: other property] ]

- restrictive

The TSF shall allow the [assignment: the authorized identified roles] to specify alternative initial

values to override the default values when an object or information is created.

[assignment: the authorized identified roles]

- nobody

Management of TSF Data
Hierarchical to:  No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: change default, query, modify, delete, clear,
[assignment: other operations]] the [assignment: list of TSF Data] to [selection, choose one of:
Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized identified roles except
U.NORMALT]I.

[selection: change_default, query, modify, delete, clear, [assignment: other operations] ]
- X 69ZH
- [assignment: other operations]

[assignment: other operations]
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[assignment: list of TSF Data]

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment: the authorized

& 6-951R

x 6-951R

identified roles except U.NORMAL]]]

- X 6-95E
% 6-9. TSF T—42DEE
58 TSF ¥—4% B BRUELHAI T AFIAERE
D.PROT E1E#E User ID (ZIRL =24 Imodify Nobody
SRR —RRYS— [ZRL =18 4E Imodify U.ADMINISTRATOR
BIRIERAT—RE [EIRL = 4E Imodify U.ADMINISTRATOR
EHERIRT (B 1E | RRL=EE]Imodify U.ADMINISTRATOR
INFRIL)
FIAEFIREETE [#IRL 1= 4E Imodify U.ADMINISTRATOR
IPsec DE%E (ZIRL 7= Imodify U.ADMINISTRATOR
FrZlIERE [E#IRL =12 4E Imodify U.ADMINISTRATOR
FYRT—DHRTE [E#IRL =1 4E Imodify U.ADMINISTRATOR
IJ7—Loz7OEE2M | GERLIEE]Imodify Nobody
BRIADIE=HD /Ny
]
D.CONF EE/INRT—K (#IR L =12 4E Imodify U.ADMINISTRATOR
[#IRL =181 lquery Nobody
A=Y —n"—0T74 | EIRL=E4EImodify U.ADMINISTRATOR
IWH—N—EDHE | EMUIREIFRER
FEICTIERT B0 | RIRLI=124E]query Nobody
DINAIT—F
IPsec DERITHHHE (ZIRL =24 Imodify U.ADMINISTRATOR
[FERL =38 4Equery Nobody

FMT_MTD.1.1(b) The TSF shall restrict the ability to [selection: change default, query, modify, delete, clear,

[assignment: other operations]] the [assignment: list of TSF Data associated with a U.NORMAL or
TSF Data associated with documents or jobs owned by a U.NORMAL ] to [selection, choose one of:
Nobody, [selection: U.ADMINISTRATOR, the UNORMAL to whom such TSF Data are

associated]].

[selection: change_default, query, modify, delete, clear, [assignment: other operations] |
- X 61088
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[assignment: other operations]

[assignment: other operations]

* 6-10 58

[assignment: list of TSF Data associated with a U.NORMAL or TSF Data associated with documents
or jobs owned by a U.NORMAL ]

* 6-10 58

[selection, choose one of: Nobody, [selection: U. ADMINISTRATOR, the U.NORMAL to whom

such TSF Data are associated]]

*® 6-10 58

# 6-10. TSF T—42NDEH

nHE TSF 7—% (3 BIEErAII AFIAERE
D.PROT — % F A% User ID (ERLT-#EE]delete U.ADMINISTRATOR
GEMUT-#RE 1R ERL
AEXUIFAXIEF A— | ERLI-124E ]]delete U.ADMINISTRATOR
IWDEEFR)ANEIF | EMUIREIFRIER
FELRT Y
PaTRT—RAAY (ZIRL 7= Imodify Nobody
D.CONF —MRFIRE/ART—F | [ERLI=#EE]delete U.ADMINISTRATOR
GEMU =R 4E 13T R A
[ERL =324 lquery Nobody
FMT_SMF.1 Specification of Management Functions
Hierarchical to:  No other components
Dependencies: No dependencies
FMT _SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: list of

management functions to be provided by the TSF].

[assignment: list of management functions to be provided by the TSF]

* 6-11 &8

= 6-11. EE#EED) X+

EIERERE

U.ADMINISTRATOR (2 &5 — & FI & User ID1MD & 5% - HIFR

U.ADMINISTRATOR [2& B RF v U /FAXIBFA—ILDEEF L) ANEFIETRL AT VI 10D & % - HlbR

U.ADMINISTRATOR [Z&k B /XA —FR)— 1DEE

U.ADMINISTRATOR [Z & B ERIEZAT—REIDEE

U.ADMINISTRATOR (2 & 5T BB RIERTE (BIE/ARIL) IDEE
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U.ADMINISTRATOR IZ& 5T #IAEFIRFZEINERE

U.ADMINISTRATOR [2& 5[ 1Psec MERE IDEE

U.ADMINISTRATOR IZ& B BFZIFREIDER

U.ADMINISTRATOR [Z& BT Ry T—URE IDER

U.ADMINISTRATOR (2 &5 — & FIRE /SR T —K 1D & 8% - AR

U.ADMINISTRATOR (2 &5 EEHE/NRT—FIDEE

U.ADMINISTRATOR [Z& B A— LY — /=0T 7 ALY —N—1GEDNEBEEIZT V2R T 5= D/INRAT—FK]
DEH-KE

U.ADMINISTRATOR [Z& 5l Psec DERIEEHRINDE R

FMT_SMR1 Security roles
Hierarchical to:  No other components
Dependencies: FIA_UID.1 Timing of identification

FMT _SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection: Nobody,
[assignment: the authorised identified roles]].

[selection: Nobody, [assignment: the authorised identified roles]]
- Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which no user

shall be associated.

6.1.5.Class FPT: Protection of the TSF
FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to:  No other components
Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles
FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any external Interface from being
forwarded without further processing by the TSF to the TSF to any Shared-medium Interface.

FPT_STM.1 Reliable time stamps
Hierarchical to:  No other components
Dependencies: No dependencies

FPT _STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT_TST1 TSF testing
Hierarchical to:  No other components
Dependencies: No dependencies
45
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FPT_TST.1.1 The TSF shall run a suite of self tests [selection: during initial start-up, periodically during normal
operation, at the request of the authorised user, at the conditions [assignment: conditions under which
self test should occur]] to demonstrate the correct operation of [selection: [assignment: parts of TSF],
the TSF].

[selection: during initial start-up, periodically during normal operation, at the request of the
authorised user, at the conditions [assignment: conditions under which self test should occur] ]

- during initial start-up

[selection: [assignment: parts of TSF], the TSF]

- [assignment: parts of TSF]

[assignment: parts of TSF]

-  BCTAMERE

FPT_TST.1.2 The TSF shall provide authorised users with the capability to verify the integrity of [selection:
[assignment: parts of TSF], TSF Data).

[selection: [assignment: parts of TSF], TSF Data]

- [assignment: parts of TSF]

[assignment: parts of TSF]

- I7—LUITOTEMREDI=HD/NYAE

FPT_TST.1.3 The TSF shall provide authorised users with the capability to verify the integrity of stored TSF

executable code.

6.1.6.Class FTA: TOE access

FTA_SSL.3 TSF-initiated termination
Hierarchical to:  No other components
Dependencies: No dependencies

FTA_SSL.3.1 The TSF shall terminate an interactive session after a [assignment: time interval of user inactivity].

[assignment: time interval of user inactivity]
- % 6-1238

x 6-12. FIAENFET 7717 THAHRRHRRE

Toay FIREBNET VT4 THHRREMIR

EEEICKDEREEAARILHMOOTFY MR ES A< —ERE IR E R HE
(BEAITEY. 10 BH5 240 D DEHE THEE R EE)

—RFIAEICKHIEE AR DOOTHY MEIRE 24— E IR E R
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(BEAFITEY, 10 BH5 240 FDEE THEERIEE)

EHEEIZED Web Config oD a5 74> 20 %

6.1.7.Class FTP: Trusted paths/channels
FTP_ITCA Inter-TSF trusted channel

Hierarchical to:

Dependencies:

No other components

No dependencies

FTP_ITC.1.1 The TSF shall provide a communication channel between itself and another trusted IT product that is

logically distinct from other communication channels and provides assured identification of its end

points and protection of the channel data from modification or disclosure.

FTP_ITC.1.2 The TSF shall permit the TSF, another trusted IT product to initiate communication via the trusted
channel.
FTP_ITC.1.3 The TSF shall initiate communication via the trusted channel for communication of D.DOC,

D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.2. Security Assurance Requirements

% 6-13 lists the security assurance requirements for 2600.2-PP, Protection Profile for Hardcopy Device

s, Operational Environment B, and related SFR packages, EAL 2 augmented by ALC_FLR.2.
%+ 6-13. IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC: Life-cycle support

ALC _CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC_DEL.1 Delivery procedures

ALC_FLR.2 Flaw reporting procedures (augmentation of EAL 2)

ASE: Security Target evaluatio

n

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification
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ATE: Tests

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing — sample

AVA: Vulnerability assessment

AVA _VAN.2 Vulnerability analysis

6.3. Security Requirements Rationale

RE(E, £F1UTALBEBHRI, £F )T RIEEHRIL. RGKEESFERT,

6.3.1.Security Functional Requirements rationale

#F 6-14 demonstrate the completeness of SFRs that fulfill the objectives of the TOE. Bold typeface ite

ms provide principal (P) fulfilment of the objectives, and normal typeface items provide supporting (S)

fulfillment.

%+ 6-14. Completeness of security requirements

0O.DOC.NO_DIS

O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED

O.SOFTWARE.VERIFIED

O. AUDIT_STORAGE.PROTECTED

O. AUDIT_ACCESS.AUTHORIZED

FAU_GEN.1

FAU_GEN.2

U | 9| O.AUDIT.LOGGED

FAU_SAR.1

FAU_SAR.2

FAU_STG.1

FAU_STG.4

FDP_ACC.1(a)

FDP_ACC.1(b)

FDP_ACF.1(a)

FDP_ACF.1(b)

FDP_RIP.1

FIA_AFLA

FIA_ATD.1

FIA_SOS.1

FIA_UAU.1

V| O | | »
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FIA_UAU.7

FIA_UID.1

FIA_USB.1

FMT_MSA.1(a

FMT_MSA.3(a

)
FMT_MSA.1(b)
)
)

FMT_MSA.3(b

FMT_MTD.1

FMT_SMF.1

FMT_SMR.1

FPT_FDI_EXP.1

FPT_STM.1

FPT_TST.A

FTA_SSL.3

FTP_ITCA

TOE O3 KA E#HEEHT 5 SFR D+EEER 6-1512FR7,

% 6-15. Sufficiency of security requirements

xt 3k A &t SFR B#
0.DOC.NO _DIS FDP_ACC.1(a) TOEXHEAHERILTRELZERT S
(REHRTMSD D.DOC DIRE) FDP_ACF.1(a) TOAHHEEEFIRELTT VR HEHAEHE
XETH
FDP_RIP1 BETZMRATERICLTREEZERETS
FIA_UID.1 FIRAEHMNEBERLTT 7 ERFI#HEET 2T
DEEEXZIETD
FMT_MSA.1(a) X2 T BHEEEERL TT 7 X Hl
BEEXIET D
FMT_MSA.3(a) T2+ DX T BHEEEEERBLTTY
R T XIET D
FMT_SMF.1 BHZzEEIIBETZERLTEXLT/BH
EEEXIETD
FMT_SMR.1 XAV T DBREEZERLTCTEFLITAEHE
BEXIETH
FTP_ITC.1 HEFATFATAE—DIA AL TCRIETIE. &

EEFYRIVOEREZERLTREERET D

O.DOC.NO_ALT FDP_ACC.1(a) FTOERAHEA#HEHEILILTHREELZERT S
(RELHZETHMSD D.DOC DIR:E) FDP_ACF.1(a) TR HHEREZIRELTT IR A%
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XiETH

FIA_UID.1 FABEHANEERLTCTIERGEHEEF )T
DEENEXIETD

FMT_MSA.1(a) X2 )T BHEEEZERL TT7 V& X Hl{HH
BEEXIET D

FMT_MSA.3(a) T4 D EFX1)TABEEEERELTTY
T RHIEEEE RIS D

FMT_SMF.1 BHZEEYTIMETERLTEFAT(EM
EEEXIETD

FMT_SMR.1 XAV T DREEZERLTEFLTAEHE
BEXIETD

FTP_ITCA HEATATAVE—ITI(ALTEETIE. &

BEEFYRILOEREERLTREERETS

O.FUNC.NO_ALT

FDP_ACC.1(a)

TR THAHEREILLTREZRET S

(REHHZEHMSD D.FUNC DIF#) FDP_ACF.1(b) TR EEEEEIRELTT VRIS %
XiETH
FIA_UID.1 FIRAHMNEBERLTCT 7 ERFI#HEET 2T
DEEEXZIETS
FMT_MSA.1(a) XAV TABUEEEZERL TY VX Hl#EH#
BEEXIET D
FMT_MSA.3(a) T2+ DX )T BHEEEEEBLTTY
R HHEEEEXIET D
FMT_SMF.1 BHZzEEIIMETERLTEXLT/BH
EEEXIETD
FMT_SMR.1 X1 TADFRBEERLTEF L) TABHEE
BEXIETS
FTP_ITC.1 HEFATFATAE—DIA AL TCRIETIE. &
BEFrRIVOEREZERLTREEZRET S
O.PROT.NO_ALT FIA_UID.1 FABEHANEZERLTCT/ERGHEEEF )T
(FELHREMNSD D.PROT DRE) DREZEXIET S
FMT_MTD.1 TOEXEHRBLTREEZERET D
FMT_SMF.1 BHZEEYIMETERLTEFAUT(EM
EBEXIETD
FMT_SMR.1 XAV T/ DEREEZERLTEFLT(EHE
BEXIETD
FTP_ITC.1 HBEATATAE3—ITI(RALTEETIE. &
BEFrRILOEAEZERLTREELERETS
O.CONF.NO_DIS FAU_SAR.1 X )T EERRERBLTEESHEERE
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(RELZETRMDM D.CONF DIRE)

EK)

FAU_SAR.2 XTI EERBRORAHLEFRLTES
FitEEET S

FIA_UID.1 FABEHANEZERLTCTI/ERGHEHEEF )T
DEENEZIETD

FMT_MTD.1 TOXEHBRLTREEZERET S

FMT_SMF.1 BHZEEYTIMETERLTEFAUT(BM
EEEXIETD

FMT_SMR.1 XA TADFREEERLTEXA)TEBHE
BEXIETD

FTP_ITCA HEATATAVE—ITI(ALTEETIE. &
BEFrRILOERAZERLTREEZERETS

O.CONF.NO_ALT FAU_STG.1 BRAESATOEDEIBROHRENSREBLT
(RIEHHZEHMSD D.CONF DR:H#) EEAHERETD

FAU_STG.4 EET—ANEREHLLTEEAHERET
%

FIA_UID.1 FAEENEERLTTZ IV ERGEHEEF2YTo
DEEEXZIETS

FMT_MTD.1 TIEXEHBLTREEZEET D

FMT_SMF.1 BHZzEEIIMETERLTEXLT/BH
EEEXIETD

FMT_SMR.1 XAV T DFREEZERLTEFLITAEHE
BEXIETH

FTP_ITC.1 HEFATFATAE—DIA AL TCRIETIE. &

EEFYRIVOEREZERLTREERET D

O.USER.AUTHORIZED
(—HEFAELEEEITNY S TOE 2

FDP_ACC.1(b)

FOERAMHAEEREILILTERMGEERET
%)

AT 3RO 5) FDP_ACF.1(b) TOE AL IRELTT IR FHA %

XETH

FIA AFL.1 THOERGHHEERLTHERG 5 EEKT S

FIA_ATD.1 X)) T/ BRHERREICREM T TERMGE
EXIETD

FIA_SOS.1 BEOLHKEERLTERMN5EEXETS

FIA_UAU.1 FRERAEERLTERMSEEET S

FIA_UAU.7 FRERMEERLTERM 5EERT S

FIA_UID.1 FREHNEERLTERT5ZERT S

FIA_USB.1 FREORBCEER TONE-Y T IO+
FaUT/BHEER AL THERF 5EEET S
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FMT_MSA.1(b) X1 T BHEEBEEERLTT VR HI %
BEEXIET D
FMT_MSA.3(b) T4 DX )T BEEEERELTTY
T RHI B EEE IR T S,
FMT_SMR.1 X )T DREEERLTCERMNEEXIET
%
FTA_SSL.3 RIEFDEYaVERTLTERMG SEEKET
%)
O.INTERFACE.MANAGED FIA_UAU.1 FRERAZERLTHARBIVI—T(REE
(SMBAB—TIAADEE) EEETD
FIA_UID.1 FRERNZERLTHARBIVI—T(REE
EEETD
FPT_FDI_EXP.1 (BEICHLT.) B 2—TA AL HEFA
TATAVE—TILAA~NDT—REGEEEBE
NEBTLHLEERLT.ABAUE—TI(R
DEBEEETD
FTA_SSL.3 HRIEBD Y aVERTLTHEBA2—DA
ADEEEERET S
O.SOFTWARE.VERIFIED FPT_TST.1 HE2TAMERLTYINI 2 7RIIZEET S
(Vb7 EL M DREE)
O.AUDIT.LOGGED FAU_GEN.1 EEREROAXUVJEERLTEEAHEER
(BEENRERDEHR) 5
FAU_GEN.2 EEMNFERICEAEMRTOA-FEROOX S
FERLTCEEAHERET S
FIA_UID.1 FREHNZERICEEF T TEEAHEZXIE
5
FPT_STM.1 BRICEHEMTONIZAA LRIV TEERLT
EEAHERIETS
O. AUDIT_STORAGE.PROTECTED | FAU_STG.1 ERAEESNTOEVAIBROHREIRELT
(RERT IR, B, RUHRENSD BEEAHERETS
BEET2DRE) FAU_STG.4 EET DB REHLELTEEAHERHET
%)
O. AUDIT_ACCESS.AUTHORIZED FAU_SAR.1 tHaT EERRERULTCEEAHEER
(EF21TAEETROER) 5
FAU_SAR.2 XTI EERBZOFAHLEHBLTESR
FtEEmT S
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6.3.2.Security Assurance Requirements rationale

This Security Target has been developed for Hardcopy Devices used in restrictive commercial informati
on processing environments that require a relatively high level of document security, operational accoun
tability, and information assurance. The TOE environment will be exposed to only a low level of risk b
ecause it is assumed that the TOE will be located in a restricted or monitored environment that provid
es almost constant protection from unauthorized and unmanaged access to the TOE and its data interf
aces. Agents cannot physically access any nonvolatile storage without disassembling the TOE except f
or removable nonvolatile storage devices, where protection of User and TSF Data are provided when
such devices are removed from the TOE environment. Agents have limited or no means of infiltrating t
he TOE with code to effect a change, and the TOE self-verifies its executable code to detect unintenti
onal malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their incl

usion is expected by the consumers of this TOE.

6.3.3AKTFEE LT
TOE %) T4 #EEEHICRAL T, A ST IZB ITAREEODHERER 6-16 IZRT .
% 6-16. TOE X 1) T HBEEEHDEREES TR

PR CC ICTEREINDIKEFHE K ST [2H T 5K FRE %
FAU_GEN.1 - FPT_STM.1 - FPT_STM.1
FAU_GEN.2 - FAU_GEN.1 - FAU_GEN.1

- FIA_UID.1 - FIA_UID.1
FAU_SAR.1 - FAU_GEN.1 - FAU_GEN.1
FAU_SAR.2 - FAU_SAR.1 - FAU_SAR.1
FAU_STG.1 - FAU_GEN.1 - FAU_GEN.1
FAU_STG.4 - FAU_STG.1 - FAU_STG.1
FDP_ACC.1(a) - FDP_ACF.1 - FDP_ACF.1(a)
FDP_ACC.1(b) - FDP_ACF.1 - FDP_ACF.1(b)
FDP_ACF.1(a) - FDP_ACC.1 - FDP_ACC.1(a)

- FMT_MSA.3 - FMT_MSA.3(a)
FDP_ACF.1(b) - FDP_ACC.1 - FDP_ACC.1(b)

- FMT_MSA.3 - FMT_MSA.3(b)
FDP_RIP.1 - HL - HL
FIA_AFL.1 - FIA_UAU.1 - FIA_UAU.1
FIA_ATD.1 L L
FIA_SOS.1 L L
FIA_UAU.1 - FIA_UID.1 - FIA_UID.1
FIA_UAU.7 - FIA_UAU.1 - FIA_UAU.1
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FIA_UID.1 - HL - HL
FIA_USB.1 - FIA_ATD.1 - FIA_ATD.1
FMT_MSA.1(a) |- [FDP_ACC.1 or FDP_IFC.1] |- FDP_ACC.1(a)

- FMT_SMR.1 - FMT_SMR.1

- FMT_SMF.1 - FMT_SMF.1
FMT_MSA.1(b) |- [FDP_ACC.1 or FDP_IFC.1] |- FDP_ACC.1(b)

- FMT_SMR.1 - FMT_SMR.1

- FMT_SMF.1 - FMT_SMF.1
FMT_MSA.3(a) |- FMT_MSA.1 - FMT_MSA.1(a)

- FMT_SMR.1 - FMT_SMR.1
FMT_MSA.3(b) |- FMT_MSA.1 - FMT_MSA.1(b)

- FMT_SMR.1 - FMT_SMR.1
FMT_MTD.1 - FMT_SMR.1 - FMT_SMR.1

- FMT_SMF.1 - FMT_SMF.1
FMT_SMF.1 - HL - HL
FMT_SMR.1 - FIA_UID.1 - FIA_UID.1
FPT_FDI_EXP1 |- FMT_SMF.1 - FMT_SMF.1

- FMT_SMR.1 - FMT_SMR.1
FPT_STM.1 - HL - HL
FPT_TST.1 - HL - HL
FTA SSL.3 - HL - HL
FTP_ITC.1 L L

UEXY, ETOEREFEE®E LTINS,
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7. TOE Summary Specification
AE(F, TOE EfEHRZERLT

71 :L—‘U‘Eﬁﬁf:';l] nl..\n *&

IA—HHEA - FREEEES (X, TOE (St 2FAEFHBAGRIL T AHEED ETH 5D, 1—F 5 HI - EREEEE 3T IE
FTE5EFUTHEEERITLTDEY,
~  FIA_AFL.1. FIA_ATD.1. FIA_SOS.1. FIA_UAU.1. FIA_UAU.7. FIA_UID.1. FIA_USB.1. FTA_SSL.3

(1) FIA_AFL.1

FORER B D ELHRLY

TOE (&, A AV FIEREEICKRBLIZGE . & 7-1 [TRTEBY. BETHVUNEOVREICT S, F-. &
AYI7IME A—HEETIHGELA U A—T( REMICEITEND,

=& 7-1. FBIAELMBETILaVDYRE

AT A EIERIED /N 2—> AL DT Vay
EEEICKDREARLNLOOTFY 0.6 7M. BXEBELXAVITINT D
—EFIAEICKDRERILDLOOTFY 0.6 7M. BX—MRAAEEOVITIN D
EIEHE(IZLSD Web Config hoDOS 7 170/, AREBEEOVITIN D
ISR —RREMRICaT 24 0RE 170, B BAAEEOVIT IS

(2) FIA_ATD.1 FMAERMER

TOE [&. & 721279 @Y. FIRERMEEERL. #EFT 5,

® 72. EXVTAREDYRE

FRE

tXalT<EHE

U.NORMAL

—f&FI & User ID
FEERE
FIFABEEE) Rk

U.ADMINISTRATOR

FRAERE

(3) FIA_SOS.1
TOE (&, /SRT—F (— M AZE/SRT—FFELIFXEBRE RV —R)NEESNREREIZERT NS
MERREET 5, MERELE, LTOEY,
IS8 #TAE (BRK 20 #1ET) & BT

- XFRMT . UTOXFE1XFULEDIE
- BAXF
- BINXF

¥
B (MHS%E!()" - /<=2 @M {1~ )

(4) FIA_UAU.1

R DR
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FIA_UID.1

BADRAZIUT

TOE (. —MFAENOTAURICANTH—MFIAE User ID RU—EFIAZE/XRT—FIZBL T, TOE
NEBICEFIN-—EFIAFE User ID RU—BFIAZE/NRT—FIZT—HT HLEKRFT 5, TOE (&, —i%
FABENFITUI/SRD—RAHEENRICIT 248, TOE RERIZEFIN-—MFIAE User ID RU—A%F
RB/INRAT—RIZ—ET 5 LERET 5, TOE (X, EEENOTAUHICANTHEEE User ID RUEE
FZ/INAT—RIZEL T, TOE AERIZE RSN - EEE User ID RUEBE /AT —RIC—HTHEERET
%, TOE (¥, —MFIAERUVEEE(CLHHARANERSINDANZ, UTOT7 Va3 & HT 5,

- BAEARILTOT ) A—EROERTR

- BEARARLHEDOT)EA—IEHROENR

- BEARILTORYNI—IFEROEKT

- BEARILHEORYET—HIEHROENR]

- BAEARILTOOCIT—EBEORTFR

- BERRILTONLITIDERT

- Web Config TOF)2—IEHRD KT

- Web Config TORYrIT—IEHRDEKT

- BE/RRILTO FAX EBRO KRR

- BAERRILHLD FAX FHROENRI

- BERRLDLED T A=A TF U ABERED EIT
- FTUB—RFAN—TDT )V B—RT—RAD KR

(5) FIA_UAU.7

RESNTERET—R/\vY

TOE (&, &4E/SJLFET=[X Web Config D™MoDOTAUIZEL, /ISAT—RKA A, & 7-3 ITTRIFI—XF
=054 VEmEICRTT S,

£ 7-3. NAT—FAIEOFZ—X=F

7O avER HI—XF
EBEFICLDBREARILALOOTFY ANEHS D * XF
—RAMAFICLDBRIEAARILOOOATEY ANEES D * XF
EWEIZKD Web Config hoDaT A AAB#HSDIRIXFE

KYRVTEXFREIET SV —IKEFT S

(6) FIA_USB.1

TOE [&. FIRE BRI INLf=

FMAE-HIOIMER

A RO AEREE Y T O IMEER TS,

R 7-4. BEORAOEEM(TRA

SE.R 7-4 ITRYEY, —MRFIAFE User ID. FIAERE. RUF
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—fRFAE U.NORMAL — 2% AHE User ID
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EEE U.ADMINISTRATOR FRAERS

(7) FTA_SSL.3 TSF 2B LB T
TOE [&. K 7-5 [TRT@EY. #4E/SRILFET=[X Web Config MDDIRIEIZFRL . — R REIER/EIRRE ARG
L=1&5&. BBMICAT A 09 5,
=& 7-5. JIREHLET7IT1T THHEMMER

Tovay FAELETIT1T THAERRER

EEEICKDEREEARILHMOOTFY MEIRES A< —ERE IR E R HE
(BEAITEY, 10 BH5 240 D EHE THEE A &E

—RFAEICRHBEAARILDOOOT Y MERIE R4 < —ERE I H6 E F ]
(BEHITEY. 10 #H5 240 D OEHETHEE AT EE)

EHEIZED Web Config hd>nOs 74> 20 %

7.2. IREBT—87 VA FIl{EHEEE
FABET A7V RATEEEEL L. FIABET -2 T 2 BEEFIHT DHEED L THD FIRET—2T70€
RENEHHEREIZR IS T X ) TAHBEE LI T D&Y,
- FDP_ACC.1(a). FDP_ACF.1(a). FMT_MSA.3(a)

(1) FDP_ACC.1(a) YTy b7 o X
FDP_ACF.1(a) X2 TABIEIZE DT IR &
TOE [&. & 7-6 ISRI EAMAEEICKYAEREINS D.DOC BV D.FUNC IZxL. EFIAEIZHT BT R4
EHRANZENY, FFRI SN E=FIRBDOAHZT —EANDT I EREHFAT 5,
& 7-6. FIAET 7R FEBEDOT 7R FERA

T—4 X1 TaEMH R FAE 772 A {EFR A
D.DOC — & FI A& User | ENRI — R RE —RRFAEIIHLT. XERFREM
(+PRT) ID HIlBR MI+PRTIM D — i FI A& D — i F
XEFEHREMS A% User ID&E—BT 5T —2IZxL
[+PRT] TOHEELHAT S

- ERlEE, TUA—RSA /18—
BASh—BRESNTHRIT—
BEN—RaAE—HHT5BETH

%
HIl B EHEE BEEEICHLT, XEREBEMEN+
PRTIOT—RIZHL TOAHEEEEF
35
D.DOC —M&FIAE User | A—LIRTEE | —RFIAE —RRFAECHLT. XEBHREL
(+SCN) ID BEIH T E M +SCNIAD— R FI A HE O — A% 7
XERMREME = FA% User ID &—H9 5T —%IxL
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F+SCNJ AR TOHEEZEHRIT D
- A—)LiRfti%{ELIL. D.DOC & A—
IVISHRTL TR ET HIR1ETHY.
RAExr U ED—EDREICTET
35
- EBEIAILF#EEFELIF.D.DOC %
FYRT—OLEDHRBIAILFIZEE
ETHREETHY . RF v en—
EDBEICTETTS
A—ILRAHEE | EEE EBREICHLT. XERBEMENT+
BEIHILST SCNIDT—RIZLTHAHIREEEF
5 Gl e )
HIlBR
D.DOC — A& FI & User | 2E—ENRI —EFIRAE —RFAEICHLT. XEFREM
(+CPY) ID HllBR MI+CPY 1D — A& FI A& D — i F
XERBEMS A% User ID&E—ET 57 —2ITxtL
r+CPY | TOHEEZEHFRIT D
- JE—HIRIEIE. REPEN—FT
E—HAED—EDIEEICTET
EX)
aE—ERI EEE EREICHLT. XERBRBEMENT+
HIlBR CPYIDT—ARIZRLTHOAHREEEF
Gl e )
D.DOC XERFRBREME FAX 3245 ElR| —REFRE FIFAHEAE) AMZTFAX Z2{SH#AE (FA
(+FAXIN) [+FAXIN | A—ILRAHEE XIN) 153t a3 25— FI A& (<%
BEIAILS E LT, XEFEMBEMEST+FAXINIOT
5 — R L TOHREEEHTT S
FAX 5% - A—)LHfHEE EI&. D.DOC % A—
BUENRILTD VISHRIFLTEET HBETHY.
JLEa1—%FR FAX Z{ELN—EDEREIZTET
HIlBR £
- HEIAILFEELL. D.DOC &
FYRT—OLDHBIAILFIZIE
ETH1RETHY.FAX ZfELD—
EDREIZTRETITS
- FAX 85 & 1%, D.DOC %5 FAX
TRLRICERET HIRETHY . FA
X ZIELO—EDREITTETT
58
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%
- BERRILTOILEL—KRTE
(Z.D.DOC #EE/ARIVIZRAT
BETHY.FAX ZIELD—ED
BIEICTETTS
FAX S2{ZENRI EEE EEFICHLT, XEFRBEENT+
A—LRATEE FAXIN]DT—RIZH L THHEEZE
BEIAILY E H I )
5
FAX &ni%
BENRRILTO
JLEa—FRT
HIlBR
D.DOC — A& FIFA#E User | FAX 1518 —EFIRE —RFAEICHLT. XEFREM
(+FAXOUT) | ID BEARILTO AT+FAXOUT I D — R FI & D —
XERHBEE JLEa—%KR fEFIFA%E User ID &—HY 5T —4%
F+FAXOUT | HIBR (XL TDAHREEEAIT S
- BERARILTOTLEaA—FRTRE
[&.D.DOC ZHEE/ARILIZRTT
ZBETHY. FAX ZIELED—ED
BREICTETTS
FAX 318 EEE EEEICRLT. XEFBBEHEH+
BAENRRILTD FAXOUT1DT—RIZH L TH AR
JLEa1—%K® ZEHAIT S
HIlBR
D.DOC —fEFIAE User | RyVRREXE | —RAIAE —RAAFCHLT. XEEREMH
(+DSR) ID D N il MI+DSRIMD— A& FIFHE D — % F
XEFRELE BERRILTO FA%& User ID&E—HT 5T —2ITxL
r+DSR] JLEa1—%FR TOHEEZEHRIT D
A—ILRAHEE - IRV ORBREXEORNRIEIE. BEA
BEIAILS E RyVRIRFENT- D.DOC %/\
g —FaE—HNTRIEETHD
AIlRR CBENRRILTOTLEL—RTRE
[¥.D.DOC ZRE/ARILIZRTT
5ETHDS
- A—)Li % ELIL. D.DOC & A—
VISHRFLTEET HBETHY.
NEORFLEMYBLED—EDIE
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EICTET IS

- HEIAHIVFHEELF.D.DOC %
FYRT—OLEDHRBIAILFIZIE
ETHRETHY . XEDRTFLE
YHLED—EDEEICTTET IS

HIlBR EEE EEEICRLT. XEFRBEHEH+
DSRIDT—ARITHRLTOHEEEF
Gl e )
D.FUNC — A& FIFA#E User | HIBR —EFIRE —RRFAEICHLT. XEFREM
(+PRT) ID MT+PRT MDD — A& FI A E O — i F
XERBEM A% User ID&E—ET 57 —2ITxiL
[+PRT] TOHREEHAT S
HIlBR EEE EBEICRLT. XEFBBEHEH+
PRTIDT—AIZx L TOHBIEEFF
Gl e )
N3 — R AE BAEEFAILAL
EEE
D.FUNC — A& FIAE User | HIBR — R AE —RAAFCHLT. XEEREMH
(+SCN) ID MI+SCNIMD— A& FIFAE DO — % F
XEEHREMSE A% User ID&E—H T 57 —2IZxiL
r+SCNJ TOHEEZEHFAIT S
HIlBR EEE EREICHLT. XERBRBRBEMENT+
SCNIDT—ARIZH L THHIREEEF
G )
EE — R FI A& BEZEFRILALY
EIEE
D.FUNC —REFIFA#E User | HIBR —RFAE —EFAECHLT. XERHREM
(+CPY) ID MI+CPY 1m D> — i FI A& D — i F
XEFEHREMS A% User ID&E—HT 5T —2ITxL
r+CPY TOHEEEHAIT D
HIBR EEE EREICHLT. XERFRBBEMENT+
CPYIDT—ARIZLTHHRIEEES
Gl )
EE —REFIFRE BREZEFRILALY
EEE
D.FUNC XEFERESE HIlBR — R AE FIRAH#AE) ARCTFAX Z{S#8E(FA
(+FAXIN) [+FAXIN] XIN) IDNfF 55— &R AE I
LT. XEHEBBEEST+FAXINIDO T
60
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— BRI L TOHEEEHTT S
Al EEE EBEICRLT. XEFRBBEHEH+
FAXIN]D T—RIZH L THHEEZE
E )
N3 — e FIRE BREZEFAILALY
EEE
D.FUNC — A& FIFA#E User | HIBR —EFIRAE —RFAEICHLT. XEFREM
(+FAXOUT) | ID AT+FAXOUT I D — R FI & D —
XERHBEME fEFIFA%E User ID &—HY 5T —4%
r+FAXOUT | [ZXtLTDOAHREEEFRIT S
HIlBR EEE EREICHLT, XERBRBRBEMENT+
FAXOUT1DT—RIZ L TH AR
AT B
N3 — R AE BAEEFRILAL
EEE
D.FUNC — R FF#E User | Hllf& — R AE —RAAFCHLT. XEEREMH
(+DSR) ID MI+DSRIMD— A& FIFHE DO — % F
XEEHREMS FA%# User ID&E—H T 57 —2IZxtL
r+DSR]J TOHEEZEHFAIT S
All B EEE EEFICHLT, XERBEEHLT+
DSRIDT—ARIZRLTHAH L
Gl
BE — R FI A& BEZEFRILALY
EIEE

)

FMT_MSA.3(a)

FHEEHAEE

TOE [, £17&8hN % MFP #8EIZIGC THRIZER SN S D.DOC R D.FUNC IZxtL. &R 7-7 IZRIBILEE

MEELLTERET 5.
xR 7-7. X T1BREOMHIE
HaE T—4 X1 TBHEOHIE
MFP #48E D.DOC (+PRT) T—REERL-—RFIAEDO—HEFIAZE User IDJ
(FYUR) D.FUNC (+PRT) XEEREM (+PRT)
MFP #8E D.DOC(+SCN) T—HEERLI-— BRI AEDO—AEFIAZE User ID
(RFEFrY) D.FUNC (+SCN) XAEL ., EEEDG S (XEFIF Administrator |
XEIFHREME(+SCN)
MFP #8E D.DOC (+CPY) T—HEERLI-— BT AEDO—AEFIAZE User ID
(aE—) D.FUNC (+CPY) XAEL ., EEEDIG S (XHEFIFI Administrator |

XERFHENE(+CPY)
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MFP #48E D.DOC (+FAXIN) XEHIMEME (+FAXIN)

(FAX 218) D.FUNC (+FAXIN)

MFP ##8E D.DOC(+FAXOUT) | T—A2Z&ERLI=—EFIRFE DO —EFIFAZE User ID

(FAX 3%18) D.FUNC (+FAXOUT) | X{BL. EEE D5 E (LH A F Administrator]
XEEHEME (+FAXOUT)

MFP #8E D.DOC(+DSR) T—HEERLI-— BRI FAEDO—AFIAZE User ID

(XEDRFLEY | D.FUNC(+DSR) XAEL ., EEEDG S (XHEFIF Administrator ]

L AE) XEFHREM(+DSR)

(1)

e, FAX Z{EICBE 9 H5XE D owner (&, BEEEFICKYFIAHAE XMFAX Z{EH#EE (FAXIN) 12t 5ESht=
—MRFAETHY. FAX ZEICBET HXED owner (&, EEEFICKYFIARAEE AMFAX {518 (FAXOU
DIEFEEN-—BIAETHD, T K 7-7 [TRTEX L) TABEOMHBIIT I METHHY. C
DX 1) TABEICEYTIEADNFRENGZENSHIRTHY ., TIHIMELERGDIWHELZEERT D

HREIXFELGLY,

7.3. TOE #8E7 V= R il Re

FDP_ACC.1(b). FDP_ACF.1(b). FMT_MSA.3(b)

FDP_ACC.1(b)
FDP_ACF.1(b)

YTy 7 IRl

XA TARIEICKDT VR

TOE #EE7 Ut A Ktk AEL (L. TOE #EEZHIE I DMAED & TH S, TOE WEET Vt AHIEH ARSI 51
Fa)TAHRREMGTUTORY,

TOE (X, X 7-8 IR EAMEEITHL. FFIABICRTH7 /A EFRANZEY , FFaIsn=FIAZEDHI

CaTETEEHAT D,
F 7-8. TOE #eE7 VX HI#E#EED 7 /X IR A
HERE e FAE TR IER A
MFP #8E 2adDET —EFAE FIFAMEEY RRZTT YU MR (PRT) |
(FUh) 237 OHlkk NMIGEEINE—EFIRABICRHLT, 8%
A9 B
237 OHIk EEE EEFICHLT, EefER AT TN
HIDEEEICHL THOAHEEZEHFRIT S
MFP H&E CadDEFT —hEFIFAE FIRAHAE AT 23w #EE (SCN) J
(REvY) 237 OHIk NMIEEINE—EFIRABITHLT, 8%
A9 B
CadDEFT BB EEEICHLT, AR R XU B
237 OHIk M IDBEEICH L TOAEELEF TS
MFP ##g CadDEFT —REFIFAE FI A R MTaE—H#EE (CPY) 1A
GE-) 237 ORI HEESNH—RAAEICHLT, BIEE
62
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GRS
DaTDET BEE EEEICHLT, HEEEANATIE—R
PEPAOL=S T I DBEEEICXF L CHHRIELFEFTTT S
MFP #8E DaTDET — R HEE FIFA#EE) ARZTFAX S2{EH4EE (FAXI
(FAX) SaJ OHIk N) IR UTFAX 3%{EHEE (FAXOUT) 1A
FTESNDZ—HRFIAZEICHLT, 81E%
Gl IR
P3aTDET BEE EEFEICHLT, BEETERI D TFAX BT
PEPAOL=S DHEREICH L TOAHEEEEFAIT S
MFP #&E TaTDET — R AE FIAMEE) AT XEDRELRYHL
(XEDREFLERY | a7 DHIk HHE (DSR) INMF EESNH—RFIAAEIC
HL) LT, BIEZHRT S
TaTDET EEWE EEEFICHLT, HEEFEAMNTXEDR
a7 DIk FERUHLEM IOBEEICRLTOD A
BEEHAT5
(2) FMT_MSA.3(b) BB

TOE (&, ##RI<ZEfFEIh 5 UNORMAL (3L, TFIAHEE A ZEF 1) TABIEELTRES M. #FIHAfE
T LWEELFERARAIET D, LX) TABEOMNHBIEI T IHILMETESHY . COEF)TABEIZEYT Y
AL FIRENDZENSHIRHTHY ., TIAHIMEE R LM EMEL TR T HEEEILFELLLY,

7.4. £Xa )T EEKEE

XL TAEBMERREE, BT EET DA

TARBEEHIILUTORY,

CETHD, X )T EERBEICH TS S EF2Y

- FMT_MSA.1(a). FMT_MSA.1(b). FMT_MTD.1. FMT_SMF.1. FMT_SMR.1

(1) FMT_MSA.1(a) XTI BN EE
TOE (&, BEEICHL T, LTI TIREEFAIT 5,
- —#%FIFAE User ID OHIBR. FifEmR
- FIA#EE)ADOHRE
FAERIRUOXEFREEERETELHRENTEL,

(2) FMT_MSA.1(b) X YT/ BHDOEE
TOE (&, EEEICRL T, LITFICEETIREEHFAT T 5,
- FIAKEEVRLDOHRE
FAERIIRUBEEERNZHE TEHZENTA,

(3) FMT_MTD.1 TSF F—4DEE
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TOE [X. TSF T—AIT/L. K 7-9 [CRYBEEHFAISNI-REIDHIZHREZFRIT 5,

£ 79. TISFT7—4NDEHE

TSF 7—% 1BR1E BAEZEFRI I AFIAERE
—fi&FI A& User ID HIBR . BTARER EEE

EIEHE User ID wE L
RAX Y UIFAXIBFA—ILDEEE | BB, FRER EEE
JRARERIFTRLRT VY
DIaTRF—4HROY BE L
INRT—RRYS— wE EBE
BIBESIAT—ERTE BE EEE
EEERILRTE (BIE/ARIL) BE EEE
FIAEHIREEE BE EEE
IPsec MEXTE WE EEE
B %I 5% 5 BE EEE
FYRT—DHTE BE EEE
IJ7—LIITOREHRIEDT: | HE L
HD/NYAE
—REFIRAE/XT—F HIBR . FTRRERK EEE
S[AY=¥ok:s L
EEE/NNRT—FK BE EEE
5[AY=¥okcs L
A=W —N—OT7A )L —/— | FRIER. RE EEE
BREDNBEBIZTVERT S | FLEabhe L
HDINAT—FK
IPsec DERIH A WE EEE
S[AY=¥okcs L
(4) FMT_SMF.1 EEMEEDRE

TOE [E. UTFICER T XU T EEBEELIRILT 5,

= 7-10. SHEEBEED) R

EIEMRE

U.ADMINISTRATOR [Z& 5T —#FI & User ID1MDE 5% HIBk

U.ADMINISTRATOR [2& 5 RF v U /FAXIBEFA—ILDEEF L) ANEFIETRL AT VI 1D & % - HlbR

U.ADMINISTRATOR [Z&K B /XA —FAR)— 1DEE

U.ADMINISTRATOR [Z & B ERIEZAT—REIDEE

U.ADMINISTRATOR (2 & 5T BB RIERTE (BIE/ARIL) IDEE

U.ADMINISTRATOR [Z& AT FIAERIREREINEE
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U.ADMINISTRATOR IZ&5(1Psec DEREINDERE

U.ADMINISTRATOR IZ& B BFZIFREIDER

U.ADMINISTRATOR [Z& BT Ry T —URE IDERE

U.ADMINISTRATOR IZ&4TU.NORMAL O —#&FIFAE /AR T —F 1D & - HIFR

U.ADMINISTRATOR [Z&4TU.ADMINISTRATOR D EEE/NNZXT—F | DEE

U.ADMINISTRATOR [Z& B A— LY — /=0T 7 ALY —N—1GEDNEBEEIZT V2R T 5= D/INRAT—FK]
DEH-KE

U.ADMINISTRATOR [Z&5(IPsec DERIHBERINDER

(5) FMT_SMR.1 tXa) T DEE
TOE (. UTFICER T &EIZ#HFL. AEZRINEEF TS,
- —KIAE
- EBHEHE

7.5. BRET—HHEHEE
BRET—HEHEEELX, HIBRESN-XERV—BNIZEFEINT-XE% HDD R U Flash ROM MWo5EL£(TEE
L. BRIARAIETIHEEDNCLETHD, BHET —AEEHEEICHIET 22X TAH#EEZEH XU TOEY,
-  FDP_RIP1

(1) FDP_RIP.1 HIyMERRE
TOE I, #AHEEIZEHETIT5E T #%. HDD 4 Flash ROM [Z{f7F&h = D.DOC %#E%E$ %, D.DOC [
ERSN TV EEIE. $5E DIE(0x00) ICKYIER EEEHET S, HDD O LEEHEICBL T, TOE #EEh
B RUBERTOCRICKY, BHET—2E2HKRLIGE, LEEHET D, -, TOE (&, BE/IRILHED
FENREICEY, EEEHELAREET D,

7.6. BT AMERE
B TAMEREL(E. TSF O—EAEEEETSHE. TSF T—2D— R Y TSF ETI—FATLTHLI L%,
MFP KK TIREE T AWEEDCETH D, BETAMEREITHIGT 5 EFa) TAHEEEH T T DAY,
-  FPT_TSTA

(1) FPT_TSTA TSF 7Rk
TOE (&, MFP R{KEENRFIZ, LTIZEE T BETANERETT 5,
- T7—LIITDIFAILIB/NYLEEFEL, TOE RNIZHEMSNIZE(TO7—LITT7 DTEMRIID
DNy E) E— BT HILERERTHIEITKY.TSF T—2D—E(T7—LIzT7D/\vPalE) R
U TSF 2Ta—RFDTLMUERIET HEHIC, TSF O— SO EFEEERII T HIEEEIRIT S
AECDTANMITEEAZHONI-HE . TOE (. MFP OEE/SRILIZTS—AvtE—C%RRL. FORD
WAVEDIRIELEFAILAELY,
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7.7. EEOT R

BEEOJHEELIT. TOE DERAR VLX) T BESEREEENJ ELTREL. SRIHMEDLTHD BHE
AT HEEITHIE T HEF 1) TAHEERHIXLUTDEY,

FAU_GEN.1. FAU_GEN.2. FAU_SAR.1. FAU_SAR.2. FAU_STG.1. FAU_STG.4. FPT_STM.1

(1) FAU_GEN.1 BEET LR

TOE [F. R 7- M ICRIEENREZAREL-. BEBET—4Z4EML. BEEOS ELTRERT S,
& 7-1. BEEXNRER

EEXNEER BEET—4 BINTER
BSE O HEE DRSS (A D) - BEBANEERORLERAR - L
EEOJEEDR T (D) - BEENEEROER - L
B AN= X LOER (FI/EK) - BEERRBROYISIINER |- HL
BRI AN =X LD (/%K) &R - HL
IR RED 8 (R DI/ KRB - EENRBROMBER - HL
B DZE T (RLDI/R ) - HL
IPsec @18 D KX - BEXIPTRLR

B AN X LERANZXLE— AR THAEMN D FRIREEICKBLIBE . THADAD KK IZIEET
BB, o T EERREBERIBRAAN=XLOMERA (TR 10EMERELT, TRIAFEHAIO
FATIEZELELY,

(2) FAU_GEN.2 FI A& B A EHR O BEES I+

BEEMREZNFABDT I aVICEoTH 0N D THAHEE. TOE [, EDRELLS-FIAED
HAFEREEENRERICEEM TS,

(3) FAU_SAR.1 EELE1—

TOE . BEEOS DA LEEEEIZHAT 5, /-, TOE . EEENEBZOS MR TS5
LTIRIMT 5, EEHEIL Web Config [COS AL, BEEODS (CSV A IT7AIL)EAFT S,

(4) FAU_SAR.2 REBEELEL—

TOE . BEEONT DHAHLEZEEEDHIZHAIT S,

(5) FAU_STG.1 RESN-EEEHEM

TOE . £ THOHAZEIZHLTEEOT DHREZFAILEL, £/-. TOE (IEEDY DHIBREEEE DA
CER

(6) FAU_STG.4 BEET—HEXDMHLE

TOE (&, BEEAYWEWITLE--5E . ZRULEVERICEMHESNEERJICRHLTLEEZT S,
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(7) FPT_STM.1 BIEHEAM LAREVT
TOE (. TOE REBIC AT LB EET5, EBERNRERZINRELIIGES. COVATLBHNOREBRFE
EEANOS T8 T 5, VAT LEHIZ NTP H—N—A SRS ABEZIEL. FfAS A5 &E T 4E,

7.8. Ry T—UREEMEE
FYRT—REMEEL (L. LAN R, RYbD—ODREIZLSERBAVRUVREEH LT DHEDLTH
%o RYRT—HREREEICHIET DX 2 TAHEEEH I T OEY.,
- FPT_FDI_EXP.1. FTP_ITC.1

(1) FPT_FDI_EXP.1 NERA L A—T A AN DFIR SN EHRERE
TOE (. U T D&Y, AR LAN LEFERIROERITEEEEMICHIRT 5.
- TOE (&, AR LAN Mo A WS- 1EREBEEE R TSF ICLDEBMD NG LICEEERELLL
- TOE I&. BEREM DA NSNTZIFHREF# LAN ~ TSF [CKDHEMD L LICE FERELAL

(2) FTP_ITCA TSF & EEFvIL
TOE [&. MFP RAKLEFEY—/\—0U5/4F7 2k PC LEET . SEEFYrRILENLTEIET S, TOE
&, SEEFrRILELT, IPsec BEEBLBIEZFIRIEET 5, IPsec lEELBIEICAT HiEHER 7-12 1TRT,
= 7-12. IPsec {1#%

IHHE B3

EST7ILIVX L AES(128bits,192bits,256bits)
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