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8 | NVRAM TOE OEWEZIRET DR ET —#X° TSF 7 —FBMRAESND Al

PEAEY,

9 | QSPI Flash
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T LR L CRIBZ W HEEE(CS Remote Care) |2 TEA28,
TOE 2B W T3 A2 L X b,
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Table 1-3 TOE O 77— AT = THERR

et \VEVE ¢ "] ROM %5 | Definition N—Ta 4 (GM2-20 # Rk FW)
B Il 72/ 1 I1 TERT 45 A AL e OV S A 4 AC570Y0-00I1-GM2-20
B )4 72/ 2 12 A AC570Y0-00I2-G00-20
T4 T 1 /3 13 Il | AC570Y0-00I3-G00-20
4 I SR /4 14 Il | AC570Y0-00I4-GM2-20
H 42 I 41 2 /5 15 Il | AC570Y0-00I5-GM2-20
ADF & F JEURR F B 225 0 2 1 ) AAMPO0Y0-00F1-G00-03
EREA T BAER T T —4 AC570Y0-00T1-G00-10
TIH— AW AR U5 AC570Y0-00W1-G00-20
AFp ) — L A ) — AR AL AC570Y0-00L1-G00-10
TV —F C 7V NI AC570Y0-00C1-G00-20
Fo T —Z7 il i P9 Fo N — 2 il AL AC570Y0-00P9-GM2-20
7VH—%7 CPU D TN N EEAR A AC570Y0-00D1-G00-1000
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1413. HA XV R
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Table 1-4 H A% Z—%&

PN Ver. iR
KONICA MINOLTA AccurioPress C4080/C4070 = —% —XH AR 02.10.00 A AGE
KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 =—#"—X%4 1 | 1.0 -
R %27 —HERERR (B E) (2021-04-02)

KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 =—#—X4 1 | 1.0 -
B a7 o — AR — 3 —) (2021-04-02) "
KONICA MINOLTA AccurioPress C4080/C4070 / AccurioPrint C4065 User's e
Guide 02.10.00 FERERR
KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 / AccurioPrint | 1.0 s
C4065 User's Guide Security Functions (Administrator) (2021-04-02)

KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 / AccurioPrint | 1.0 sanp
C4065 User's Guide Security Functions (User) (2021-04-02)

k. BARFEMAT AL AL BAREWNO BAEAR, FEFERT AL > A3 (B RES) O DA LD, Fiz
KONICA MINOLTA AccurioPrint C4065 1% H AEMN TIEM5EL7R W (KONICA MINOLTA AccurioPress
C4080 / AccurioPress C4070 % H AEWN & OVES CHEA TX D),

1.4.1.4. TOE DR ER DH5!

TOE O ERZLL TR T,

TOE % Hip3% MFP A {K E O HDD == hod@iBIEE B T 030 T,

MFP kit TOE AHiHT 5 — 27 R U7 7 — B =7 SABAENIEIAT, BER A DAIMRE 21T
ST Z o Ca— Y — TR 1T, F7-. HDD =y MNIA 7L ar B o THA SN,

Table 1-5 TOE OB
B ER E: 3l FW N—Yav
KONICA MINOLTA FW "—T 3 GM2-20
AccurioPress C4080, KONICA
MFP A& (F DWW i) MINOLTA AccurioPress
C4070, KONICA MINOLTA
AccurioPrint C4065
HDD ==y} UK-112

1.4.2. TOE O imIERIERH
PUFIZ TOE X =T A #RE L A RE 2Rk 55,
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1.4.2.1. EAMee
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Figure 1-3 TOE DO#aEAHH

Table 1-6 TOE D EAKEEE

No. Function Definition

1 | A& HRe FIRF LD BAE SIS DEAEI ST, L ELF AR TE - &S
ARLUANES 1T #4858 (WebDAV H—/ 35— SMB #—/3—_ FTP #—/3—)|Zi%
(ERRAY L5

2 | A —HEkE FIAE I BB FADEDEAEIC L > T ML ELZFH AL TEF L EE
AR USRI, 25V % HDD (217 DHRE,

3 | CEORFEBOHLERE | FIUHEICLDBRIE I D LOEIEICE > T, CEER T AR - TE (EE
AL HDD (THRAF, HDVTEFELT-E T SCEE B0 H UEIRI4 DR RE,
HRU T A U TS HIBRD FTRE TH .,
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1.422. €% 2V 7 1 ¥he
LIFIZ, TOE Ot =l 7 (HREZ RLik 3%,

Table 1-7 TOE O&X=V 7 1#HE

No. Function

Definition

1 | #esRRRERRE

TOE ZFIFILEIET B AR E THHI LA AE D HIE LA
RIS WA o TRAEL . #F TR SHI SN 25720 TOE ooF & 7F 7
THHERE, RIS AUCIE TOE B & 2SR AL A THOA R AR 30D 08
37 TRE, AHEREICIZLL FORRED & E5,

FRAERIR LT85 AT — T R SR A 2 o Lk 5 B Mg

SRS A, AN LTz SAT — R a5 3 — U TR T B e

RSAT— RO BT DI DI EBE N TORE LTSRN SAT—F RO
SR EA 12 LT S AT — 723 % 24 2 Hg e

HRE ST T, BRBIFRAES AL o — D HEN — E R R A
FDRyvar BT T O

9 | TrEeREIEERE

TOE NORFEGFEICKL, FF AISIVERIAZ DOBBT 7B AL DI,
TRAEE PE~DT 7B A% IR T D HERE,

3 | AR — s kiRe HDD-SSD (TR TN T —Z LRI DIRE T D720, TNbEE 5

fedSH%8E,

4 | miFEEEEE

LAN FIHEFZR Y bT —7 EOBIC LG IR WA LT 2888, 75147
>N PC & TOE O DBET —#, R OEERT Y — —0805 IT s (F
FLEOEELLLTHATEL Y —/3—, WebDAV H#—3— SMB #—
—. FTP % —/3—® 3 ff) &£ TOE O Di#1E 7 — 4% [Psec {5 (2L S1b

ERAN
5 | BRaUT B KR W FR A RE CRBAES L2 TOE OFF AT FIH ISR LT, £ ORI HE ORENC

KU TEH 2 BIVMEMR TR B B 5 2 DT RICEESWT TSF 7 —#
W 2B T oM, RO R 2T AHRED S5FVOEBAIB I
PERE, BF 2T AHRILRRE DR E R L — P — DR/ AT —NEH | Bifns
Y= N—OFE, ARFDEERENEE T D,

6 | EArkRE

TOE OEMFBLUEF2UT S 25% (LLT, BEEFERL)) Onsz
H RS L LB ITAM B A 7 — S — 015 DI E,

B
HE

7 | 7T F— F =& | TOE 77— A0 =7 D7 v 77 — e EfiT A0, 77—L7 =T DEIFMEE

RRES D7 7 2 2 VB4 ik A FEht 3 Dk AE

8 | HOTAMERE

TSF ET77— LU xT BIEF ThHZE% TOE OEEIRFIMRGET DHHE,

1.5. FHEE

A ST TIHLL T OMSHE - k245,

Table 1-8 FEE

Designation Definition
T E B CETEG, TR EDIEHREE 7L LT —2Th o,
MCE HOCET, Wi, PRI E DEHREFF OO TETHD,
e (e VI B v ix, KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 /
AccurioPrint C4065 U —XDOEKIIMNE T D50 F xRN AT A AT VA K OERIE
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Designation

Definition
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BHE AT —RE DRI, & EE e AR E RSN D BRI RE R Eh I
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Admin ID BHE D25 TODB T, TOE (32 OB Z0F % /e 35,
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Designation Definition
EE ARG R LAN ZH L TOVE T 567 — 2 &t ShL T3 2868,
Tr—LTxT TOE Kk OZDJENEEE (7 4=y v—) DIARN i % T DM e A Fiofzy 7 ko =

7 THY, TOE FEE DT 7 — 20 =7 THEEIIL TS, TSF HEEED FEEHLZIIA M
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2. Conformance claims

2.1. CC Conformance claims

A ST 1%, LLF® Common Criteria (LLE, CC L384) I AT 5,

CC version : Version 3.1 Release 5
CC conformance : Part2 (CCMB-2017-04-002) Extended,
and Part3 (CCMB-2017-04-003) Conformant

2.2. PP claim

A ST 1, LR PPIZEA T2,

PP identification

PP Title : Protection Profile for Hardcopy Devices

PP registration

PP version : 1.0 dated September 10, 2015

Date ! September 10, 2015

Errata :  Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance rationale

PP NERTHLLTFOS5ME R L, PP O RiED [Exact Conformance | THho, = D=, TOE fE5]iL PP &
—HL T2,
® Required Uses
Printing, Scanning, Copying, Network communications, Administration
® (Conditionally Mandatory Uses
Storage and retrieval, Field-Replaceable Nonvolatile Storage
® Optional Uses
7L

3. Security Problem Definition

ARETIE, FIHE LRGN R PEDERR, ARSI, BB MO X274 ROV TRER T,

3.1. Users

TOE OFIHE X, LLFOIIFHES NS,

Table 3-1 User Categories

Designation Asset category Definition
U.NORMAL Normal User A User who has been identified and authenticated and does not
have an administrative role
U.ADMIN Administrator A User who has been identified and authenticated and has an
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administrative role

3.2. Assets

38 & PEIT . User Data, TSF Data Thd, FEEITLL FTOIIICERIND,

Table 3-2 Asset categories

Designation Asset category Definition
D.USER User Data Data created by and for Users that do not affect the operation of
the TSF
D.TSF TSF Data Data created by and for the TOE that might affect the operation
of the TSF

3.2.1. User Data

User Data 1% FiC 2 DOFEBINORERSILD,

Table 3-3 User Data Type

Designation User Data Type Definition
D.USER.DOC | User Document Information contained in a User’s Document, in electronic or
Data hardcopy form
D.USER.JOB | User Job Data Information related to a User’s Document or Document
Processing Job

3.2.2. TSF Data

TSF Data (% F52 2 DOFRINLERIILD,

Table 3-4 TSF Data

Designation TSF Data type Definition
D.TSF.PROT | Protected TSF TSF Data for which alteration by a User who is neither the data
Data owner nor in an Administrator role might affect the security of
the TOE, but for which disclosure is acceptable
D.TSF.CONF [ Confidential TSF TSF Data for which either disclosure or alteration by a User who
Data is neither the data owner nor in an Administrator role might
affect the security of the TOE
3.3. Threats

This section describes threats to assets described in clause in 3.2.

Table 3-5 Threats for the TOE

Designation

Definition
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T.UNAUTHORIZED_
ACCESS

An attacker may access (read, modify, or delete) User Document Data or change
(modify or delete) User Job Data in the TOE through one of the TOE’s

interfaces.

T.TSF_COMPROMIS
E

An attacker may gain Unauthorized Access to TSF Data in the TOE through

one of the TOE’s interfaces.

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is permitted to

operate while in a degraded state.

T.UNAUTHORIZED_
UPDATE

An attacker may cause the installation of unauthorized software on the TOE.

T.NET_COMPROMIS
E

An attacker may access data in transit or otherwise compromise the security of

the TOE by monitoring or manipulating network communication.

3.4. Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the
threats to those assets.

Table 3-6 Organizational Security Policies for the TOE

Designation Definition

PAUTHORIZATION Users must be authorized before performing Document Processing and
administrative functions.

P.AUDIT Security-relevant activities must be audited and the log of such actions must be

protected and transmitted to an External IT Entity.
The TOE must be able to identify itself to other devices on the LAN.

P.COMMS_PROTECT

ION
PSTORAGE_ENCRY | If the TOE stores User Document Data or Confidential TSF Data on Field-
PTION Replaceable Nonvolatile Storage Devices, it will encrypt such data on those

devices.

PKEY_MATERIAL Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable Nonvolatile
Storage of User Document Data or Confidential TSF Data must be protected

from unauthorized access and must not be stored on that storage device.

3.5. Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this

Protection Profile are based on the condition that all of the assumptions described in this section are

satisfied.
Table 3-7 Assumptions for the TOE
Designation Definition
A.PHYSICAL Physical security, commensurate with the value of the TOE and the data it stores

or processes, 1s assumed to be provided by the environment.
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ANETWORK The Operational Environment is assumed to protect the TOE from direct, public

access to its LAN interface.

A.TRUSTED_ADMIN | TOE Administrators are trusted to administer the TOE according to site security

policies.

A.TRAINED_USERS Authorized Users are trained to use the TOE according to site security policies.
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4. Security Objectives

4.1. Security Objectives for the Operational environment

This section describes the Security Objectives that must be fulfilled in the operational environment of
the TOE.

Table 4-1 Security Objectives for the Operational environment

Designation Definition

OE.PHYSICAL_PROT | The Operational Environment shall provide physical security, commensurate

ECTION with the value of the TOE and the data it stores or processes.
OE.NETWORK_PRO The Operational Environment shall provide network security to protect the
TECTION TOE from direct, public access to its LAN interface.

OE.ADMIN _TRUST The TOE Owner shall establish trust that Administrators will not use their
privileges for malicious purposes.

OE.USER_TRAININ The TOE Owner shall ensure that Users are aware of site security policies and

G have the competence to follow them.
OE.ADMIN_TRAINI The TOE Owner shall ensure that Administrators are aware of site security
NG policies and have the competence to use manufacturer’s guidance to correctly

configure the TOE and protect passwords and keys accordingly.
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5. Extended components definition

ARETIT, JREL v 2V T A RE B2 B T 5, 7B, JEEE 134 C HCD-PP TERINTWDHLDEZD
FEEHL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the T'SF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:

=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

®  There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1  The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FCS_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended
component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is

therefore placed in the FCS class with a single component.

h.3. FCS_IPSEC_EXT Extended: IPsec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= Failure to establish an IPsec SA

FCS_IPSEC_EXT.1 Extended: IPsec selected

Hierarchical to : No other components

Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit

FCS_IPSEC_EXT.1.1 The TSF shall implement the IPsec architecture as specified in RFC 4301.

FCS_IPSEC_EXT.1.2 The TSF shall implement [selection: tunnel mode, transport mode).

FCS_IPSEC_EXT.1.3  The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.

FCS_IPSEC_EXT.1.4  The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).

FCS_IPSEC_EXT.1.5  The TSF shall implement the protocol: [selection: IKEvI, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers], and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory
support for NAT traversal as specified in section 2.23), and [selection: no other RFCs for
hash functions, RFC 4868 for hash functionsl].
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FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: IKEvI, IKEv2 protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithml).

FCS_IPSEC_EXT.1.7 The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on
[selection: number of packets/number of bytes; length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be Iimited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs]].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECE 5 (1536-bit MODP)), |assignment: other DH groups that are
implemented by the TOE], no other DH groups).

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:
IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable

SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4. FCS_KDF_EXT Extended: Cryptographic Key Derivation

Family Behavior:

This family specifies the means by which an intermediate key is derived from a specified set of submasks.

Component leveling:

FCS_KDF_EXT:Cryptographic Key Derivation 1

FCS_KDF_EXT.1 Cryptographic Key Derivation requires the TSF to derive intermediate keys from
submasks using the specified hash functions.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

- There are no auditable events foreseen.
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FCS KDF EXT Extended: Cryptographic Key Derivation
Hierarchical to : No other components
Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash

message authentication),
[if selected: FCS_RBG_EXT.1 Extended: Cryptographic
Operation (Random Bit Generation)]

FCS_KDF_EXT.1.1 The TSF shall accept [selection: a RNG generated submask as specified in
FCS RBG_EXT1, a conditioned password submask, imported submaskl to derive an
intermediate key, as defined in [selection: NIST SP 800-108 [selection: KDF in Counter
Mode, KDF in Feedback Mode, KDF in Double-Pipeline Iteration Mode], NIST SP 800-
134, using the keyed-hash functions specified in FCS_COP.1(h), such that the output is at
least of equivalent security strength (in number of bits) to the BEV.

Rationale:

The TSF is required to specify the means by which an intermediate key is derived from a specified set of
submasks using the specified hash functions.

This extended component protects the Data Encryption Keys using cryptographic algorithms in the

maintained key chains, and it is therefore placed in the FCS class with a single component.

5.5. FCS_KYC_EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:
This family provides the specification to be used for using multiple layers of encryption keys to ultimately

secure the protected data encrypted on the storage.

Component leveling:

FCS_KYC_EXT Key Chaining 1

FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FCS KYC EXT1 Extended: Key Chaining
Hierarchical to : No other components.

Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
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FCS_SMC_EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),

FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),

and/or
FCS_COP.1() Cryptographic operation (Key Transport)]
FCS_KYC_EXT.1.1  The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS COPI1(e), key
combining as specified in FOS_SMC_EXT 1, key encryption as specified in FCS_COPR1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in
FCS_COP1@G)] while maintaining an effective strength of [selection: 128 bits, 256 bits].

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of
that chain.However, the Common Criteria does not provide a suitable SFR for the management of
multiple layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore

placed in the FCS class with a single component.

5.6. FCS_PCC_EXT Extended: Cryptographic Password Construction and Conditioning

Family Behavior:
This family ensures that passwords used to produce the BEV are robust (in terms of their composition)

and are conditioned to provide an appropriate-length bit string.

Component leveling:

FCS_PCC_EXT Extended: Cryptographic Password

Construction and Conditioning

FCS_PCC_EXT.1 Cryptographic Password Construction and Conditioning, requires the TSF to accept

passwords of a certain composition and condition them appropriately.

Management:
No specific management functions are identified

Audit:
There are no auditable events foreseen.

FCS PCC EXT'1 Extended: Cryptographic Password Construct and Conditioning
Hierarchical to : No other components
Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)
FCS_PCC_EXT.1.1 A password used to generate a password authorization factor shall enable up to
[assignment: positive integer of 64 or morel characters in the set of {upper case characters,

lower case characters, numbers, and [assignment: other supported special characters]} and
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shall perform Password-based Key Derivation Functions in accordance with a specified
cryptographic algorithm [HMAC-[selection: SHA-256, SHA-384, SHA-5141, with
[assignment: positive integer of 1000 or morel iterations, and output cryptographic key
sizes [selection: 128, 256] that meet the following: [assignment: PBKDF recommendation

or specification).

Rationale:

The TSF is required to ensure that passwords used to produce the BEV are robust (in terms of their
composition) and are conditioned to provide an appropriate-length bit string.

This extended component protects the Data Encryption Keys using cryptographic algorithms and Robust

BEV in the maintained key chains, and it is therefore placed in the FCS class with a single component.

5.7. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FCS RBG _EXT1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISOAEC 18031:2011, NIST SP 800-90A] using [selection: Hash DRBG (any),
HMAC DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.
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Rationale:
Random bits/number will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS

class with a single component.

5.8. FCS_SNI_EXT Extended: Cryptographic Operation (Salt, Nonce, and Initialization
Vector Generation

Family Behavior:
This family ensures that salts, nonces, and IVs are well formed.

Component leveling:

FCS_SNI_EXT Extended: Cryptographic Operation

(Salt, Nonce, and Initialization Vector Generation)

FCS_SNI_EXT.1 Cryptographic Operation (Salt, Nonce, and Initialization Vector Generation), requires
the generation of salts, nonces, and IVs to be used by the cryptographic components of the TOE to be

performed in the specified manner.

Management:
No specific management functions are identified

Audit:

There are no auditable events foreseen.

FCS SNI_EXT1 Extended: Cryptographic Operation (Salt, Nonce, and Initialization Vector

Generation)
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random

Bit Generation)

FCS_SNI_EXT.1.1 The TSF shall only use salts that are generated by a RNG as specified in FCS_RBG_EXT.1.
FCS_SNI_EXT.1.2 The TSF shall only use unique nonces with a minimum size of [64] bits.
FCS_SNI_EXT.1.3 The TSF shall create IVs in the following manner: [

+ CBC: IVs shall be non-repeating,

+ CCM: Nonce shall be non-repeating.

+ XTS: No IV. Tweak values shall be non-negative integers, assigned consecutively, and

starting at an arbitrary non-negative integer,

+ GCM: IV shall be non-repeating. The number of invocations of GCM shall not exceed

2732 for a given secret key.

1.

Rationale:
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The TSF is required to ensure that the generation of salts, nonces, and I'Vs to be used by the cryptographic
components of the TOE to be performed in the specified manner.

This extended component protects the communication data and storage data using cryptographic
algorithms with specified Salt, Nonce and Initialization Vector Generation, and it is therefore placed in

the FCS class with a single component.

5.9. FDP_DSK_EXT Extended: Protection of Data on Disk

Family Behavior:

This family is to mandate the encryption of all protected data written to the storage.

Component leveling:

FDP DSK_EXT.1 Extended: Protection of Data on Disk 1

FDP_DSK_EXT.1 Extended:Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing

these data in plaintext on the devices.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FDP_DSK_EXT.1 Extended: Protection of Data on Disk

Hierarchical to : No other components
Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

FDP_DSK_EXT.1.1  The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a
self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC
certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile
Storage Device contains no plaintext User Document Data and no plaintext Confidential
TSF Data.

FDP_DSK_EXT.1.2  The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on
Disk.

This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a

single component.
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5.10. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components

Dependencies : No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User

passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, 7 «« ) [assignment: other charactersll;

* Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.11. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:
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This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition
Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random

Bit Generation)

FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.

FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
-22 characters in length and [selection: [assignment: other supported lengths|, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(, and “)").

FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keyss accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].

Rationale:
Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.

5.12. FPT_KYP_EXT Extended: Protection of Key and Key Material

Family Behavior:
This family addresses the requirements for keys and key materials to be protected if and when written

to nonvolatile storage.
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Component leveling:

FPT_KYP _EXT.1 Protection of key and key material 1

FPT_ KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no

plaintext key or key materials are written to nonvolatile storage.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT_KYP_EXT.1 Extended: Protection of Key and Key Material

Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _KYP_EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

Rationale:
Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key

and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single

component.

5.13. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic

keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric

keys from being read by any user or subject.It is the only component of this family.

Management:
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The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FPT SKP _EXT.1 Extended: Protection of TSF Data

Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.14. FPT_TST_EXT Extended: TSF testing

Family Behavior:
This family addresses the requirements for self-testing the T'SF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FPT_TST_EXT.1  Extended: TSF testing

Hierarchical to : No other components

Dependencies : No dependencies
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FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.15. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

. There are no auditable events foreseen.

FPT TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT _TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to

installing those updates.

Rationale:
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Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.
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6. Security Requirements
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6.1.1. Class FAU: Security audit

FAU_GEN.1 Audit data generation
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the not specified level of audit; and

¢) All auditable events specified in

Table 6-1, [assignment: other specifically defined auditable events].
[assignment: other specifically defined auditable events)

" none

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:

a) Date and time of the event, type of event, subject identity Gf applicable), and the
outcome (success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in

Table 6-1, [assignment: other audit relevant information).

[assignment: other audit relevant information]

" none

Table 6-1 Audit data requirements

Auditable event Relevant SFR Additional Details

Copyright ©2021 KONICA MINOLTA, INC., All Rights Reserved
35/ 174



KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 / AccurioPrint C4065 with UK-112 Security Target

information
Job completion FDP_ACF.1 Type of job aB—D5ET
AFXDET
O —Va T DIRTE
ARV aT OFHL
ARTET 27 OEIRI
RIFVaT OT AN
ARV a7 OHIER
ARV a7 O
ARTFEa T OEE
Unsuccessful User authentication | FIA_UAU.1 None BT A DR
a7 A DI
Unsuccessful User identification FIA_UID.1 None ‘BT A DR
BT A DRI
Use of management functions FMT_SMF.1 None B X2 VT PR RE D1 T
Modification to the group of Users | FMT_SMR.1 None 2— P —DRBOLEEERBBTFIEL
that are part of a role TRNAFLEITAT O
Changes to the time FPT_STM.1 None - HEEDA T
Failure to establish session FTP_ITC.1, Reason for | «iBfEHEST DI K ORI DB H
FTP_TRP.1(a) failure

User identity association

No other components
FAU_GEN.1 Audit data generation
FTIA_UID.1 Timing of identification

FAU_GEN.2
(for 0.AUDIT)
Hierarchical to
Dependencies
FAU_GEN.2.1

FAU_STG_EXT.1

FAU_STG_EXT.1.1

For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to No other components

FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel

The TSF shall be able to transmit the generated audit data to an External IT Entity using

a trusted channel according to FTP_ITC.1.

Dependencies

6.1.2. Class FCS: Cryptographic support

FCS_CKM.1(a)

Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to No other components.

[ECS_CKM-2 Cryptographiekey-distribution,or
FCS_COP.1(b) Cryptographic Operation (for signature

Dependencies
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FCS_CKM.1.1(a)

Refinement:

FCS_CKM.1(b)

FCS CKM.1.1()

generation/ verification),

FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall generate asymmetric cryptographic keys used for key establishment in

accordance with [selection:

] NIST Special Publication 800-564, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes;

L] NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for elliptic curve-
based key establishment schemes and implementing “NIST curves” P-256, P-384 and
[selection: P-521, no other curves] (as defined in FIPS PUB 186-4, “Digital Signature
Standard”)

] NIST Special Publication 800-56B, ‘“Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based
key establishment schemes

] and specified cryptographic key sizes equivalent to, or greater than, a symmetric key

strength of 112 bits.

[selection: NIST Special ..]

] NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite field-
based key establishment schemes

] NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-based

key establishment schemes

Cryptographic key generation (Symmetric Keys)

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-2 Cryptographie key-distribution,or
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)

The TSF shall generate symmetric cryptographic keys using a Random Bit Generator as
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Refinement

FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

FCS_CKM.4.1

Refinement:

specified in FCS_RBG_EXT.1 and specified cryptographic key sizes [selection: 128 bit, 256
bif] that meet the following: No Standard.

[selection: 128 bit, 256 bif

= 128bit

] 256 bit

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)

Hierarchical to : No other components.
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

The TSF shall destroy cryptographic keys in accordance with a specified cryptographic key

destruction method [selection:

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, lassignment: other mechanism that ensures keys are destroyed]).

] For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times| overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSFs RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify; nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

] that meets the following: [selection: NIST SP800-88, no standard).

[selection: For volatile memory; ...]

] For volatile memory, the destruction shall be executed by [selection: powering off a
device, [assignment: other mechanism that ensures keys are destroyed]].

= For nonvolatile storage, the destruction shall be executed by a [selection: single, three
or more times] overwrite of key data storage location consisting of [selection: a pseudo
random pattern using the TSF’s RBG (as specified in FCS_RBG_EXT.1), a static
pattern], followed by a [selection: read-verify, nonel. If read-verification of the
overwritten data fails, the process shall be repeated again;

[selection: powering off a device, [assignment: other mechanism that ensures keys are

destroyedi]

] powering off a device

[selection: single, three or more times]

= single
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FCS_COP.1(a)

FCS_COP.1.1(a)

Refinement

FCS_COP.1(b)

FCS_COP.1.1()

Refinement

[selection: a pseudo random pattern using the TSFs RBG (as specified in
FCS RBG _EXT 1), a static pattern]

. a static pattern

[selection: read-verify, nonel

*  none

[selection: NIST SP800-88, no standardl

] no standard

Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-of user- datawithout-seeurity-attributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform encryption and decryption in accordance with a specified

cryptographic algorithm AES operating in [assignment: ome or more modes] and

cryptographic key sizes 128-bits and 256-bits that meets the following:

=  FIPS PUB 197, “Advanced Encryption Standard (AES)”

- [Selection: NIST SP 800-384, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-

38D
[assignment: one or more modes]
. CBC

[Selection: NIST SP 800-38A, NIST SP 800-38B, NIST SP 800-38C, NIST SP 800-38D)
= NIST SP800-38A

Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [EDPITC 1 Import-ofuser-data-without-seeurity-attributes,or
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform cryptographic signature services in accordance with a [selection:
»  Digital Signature Algorithm (DSA) with key sizes (modulus) of [assignment: 2048 bits
or greater],
*  RSA Digital Signature Algorithm (xDSA) with key sizes (modulus) of [assignment:
2048 bits or greater], or
] Elliptic Curve Digital Signature Algorithm (ECDSA) with key sizes of [assignment:
256 bits or greaterl]
that meets the following [selection:
Case: Digital Signature Algorithm
L] FIPS PUB 186-4, “Digital Signature Standard”
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FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Case: RSA Digital Signature Algorithm

] FIPS PUB 186-4, “Digital Signature Standard”

Case: Elliptic Curve Digital Signature Algorithm

L] FIPS PUB 186-4, “Digital Signature Standard”

= The TSF shall implement “NIST curves” P-256, P384 and [selection: P521, no other
curves] (as defined in FIPS PUB 186-4, “Digital Signature Standard”).

]

[selection: Digital Signature ...]

L] RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of [assignment:
2048 bits or greater]

[assignment: 2048 bits or greater]

= 2048bits

[selection: Case: Digital ...]

L] FIPS PUB 186-4, “Digital Signature Standard”

Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 18031:2011, NIST SP 800-90A] using [selection: Hash DEBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)I.

[selection: ISO/IEC 18031:2011, NIST SP 800-90A]

. NIST SP 800-90A

[selection: Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)|

= CTR_DRBG (AES)

The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources] hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits] of entropy at least equal to the
greatest security strength, according to ISO/TEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

[selection: [assignment: number of software-based sources] software-based noise source(s),
[assignment: number of hardware-based sources| hardware-based noise source(s)]

= [assignment: number of software-based sources) software-based noise source(s)

[assignment: number of software-based sources]

*  one
[selection: 728 bits, 256 bits]
. 256 bits

6.1.3. Class FDP: User data protection

FDP_ACC.1

Subset access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components

Dependencies : FDP_ACEF.1 Security attribute based access control
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FDP_ACC.1.1 The TSF shall enforce the User Data Access Control SFP on subjects, objects, and
Refinement operations among subjects and objects specified in Table 6-2 and Table 6-3.
FDP_ACF.1 Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to No other components
Dependencies FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation
FDP_ACF.1.1 The TSF shall enforce the User Data Access Control SFP to objects based on the following:
Refinement subjects, objects, and attributes specified in Table 6-2 and Table 6-3.
FDP_ACF.1.2 The TSF shall enforce the following rules to determine if an operation among controlled
Refinement subjects and controlled objects is allowed: rules governing access among controlled
subjects and controlled objects using controlled operations on controlled objects specified
In Table 6-2 and Table 6-3.
FDP_ACF.1.3 The TSF shall explicitly authorise access of subjects to objects based on the following
Refinement additional rules: [assignment: rules that do not conflict with the User Data Access Control
SFP based on security attributes, that explicitly authorise access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFB based on
security attributes, that explicitly authorise access of subjects to objects]
= 2L
FDP_ACF.1.4 The TSF shall explicitly deny access of subjects to objects based on the following additional
Refinement rules: [assignment: rules that do not conflict with the User Data Access Control SFE based
on security attributes, that explicitly deny access of subjects to objects].
[assignment: rules that do not conflict with the User Data Access Control SFE based on
security attributes, that explicitly deny access of subjects to objects]
= 2L
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
Scan Operation : Submit a | View scanned | Modify stored Delete stored
document  for | image Image Image
scanning
Job owner (note 2) denied denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Copy Operation : Submit a | View scanned | Modify stored Delete stored
document  for | image or | image Image
copying Release printed
copy output
Job owner (note 2) denied denied
U.ADMIN denied denied denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied
Storage / | Operation : Store document | Retrieve stored | Modify stored Delete stored
retrieval document document document
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Job owner (note 1)

U.ADMIN denied denied

U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied

[#2] Table6-2 1%, FiLdIRPLTO SFP ZFiikL T\ 5,

= Scan: FIAEDAXFYUINTZEBGET —F %A% v E{RIEE JRITEE T HEAERIT o722, HCD NIZ—REAgIC R
BanamEg T —22k3 % SFP,

= Copy: RMABDSAXYLENEGT —52% 7V N H8EERTTi o722, HCD WIZ—RFICRRRS Al g T —
2195 SFP,

] Storage / retrieval :
FIREBAF v SNl T —4% HDD AT D8(EAFT 2o/, HDD IZRIFSNIZ BT —H %]
3% SFP,

%K TOE 13 FAX B2 8HL T 722 = TFax send | [ Fax receive ] FEOHRNE K N7 7 ARIBNIAEAE LRV, £- R

— I BOEIRIERE AL TOZRW =0 TPrint | BEOFE K N7 7% AHIENIEE LR,

Table 6-3 D.USER.JOB Access Control SFP

"Create" "Read" "Modify" "Delete"
Scan Operation : Create scan job | View scan | Modify scan job | Cancel scan job
status / log
Job owner (note 2) denied denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Copy Operation : Create copy job | View copy | Modify copy job | Cancel copy job
status / log
Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied
Unauthenticated | denied denied denied
Storage / | Operation : Create storage /| View storage /| Modify storage/ | Cancel storage /
retrieval retrieval job retrieval log retrieval job retrieval job
Job owner (note 1)
U.ADMIN denied denied
U.NORMAL denied denied denied
Unauthenticated | denied denied denied denied

[#/2] Table6-3 X, FRLORIHLTH SFP A7k T2,

*  Scan: FIHEBENAR Y SHICEG T —F A% v BRI SEICEE T DIEEAT 72 FIC, HCD PWIC—IFRYIC AR
FEInNbvar7ovar 7 —HZx45 SFP,

*  Copy: FIHBENARYSNZEBT —25 7V T HEWEETTRo7 R, HCD NI — IR FEND Va7 DY
a7 7 —HZxtd % SFP,

] Storage / retrieval :
FIREBAF v SNl T — 4% HDD IR T D8EA2 1T /2072 Rel2, HDD ICRAES NI FIRIT — & $72
WX, Va7 T —2Zxd 5 SFP,

%K TOE 13 FAX #REZ45# L T e = [Fax send] [ Fax receive ] R D#AE K N7 7 AHIEHITAEIEL 72\, /2R v hT

—7BDHIRIEREZ#EH L TR =8 [ Print | B O BE K OV 72 ZHIENTAFEE L2,
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Note 1° Job Owner is identified by a credential or assigned to an authorized User as part of the process
of submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy or
retrieval Job.

6.1.4. Class FIA: Identification and authentication

FIA_AFL.1 Authentication failure handling
(for O.USER_I&A)
Hierarchical to : No other components
Dependencies : FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer numberl, an

administrator configurable positive integer within [assignment: range of acceptable
values|] unsuccessful authentication attempts occur related to [assignment: list of
authentication events).
[selection: [assignment: positive integer number], an administrator configurable positive
integer within[assignment: range of acceptable values|]
[assignment: positive integer numberl,
. 1
[assignment: list of authentication events|
L] Refer to Table 6-4
FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been [selection:
met, surpassed], the TSF shall [assignment: list of actions].
[selection: met, surpassed]
] Refer to Table 6-4
[assignment: list of actions]
] Refer to Table 6-4

Table 6-4 Authentication failure handling

authentication events met, surpassed list of actions]
BRIV B I DEEE /2— Y —F8GE met 5 P OFERE 1k
Web Connection (2331} 5% BLE FRGE met 5 B DTG L
FIA_ATD. User attribute definition
(for 0.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : No dependencies
FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual

users: [assignment: list of security attributes].
[assignment: list of security attributesl.

. % 27 @M (User ID, Admin ID)

. #%%E|(UNORMAL, U.ADMIN)

FIA_PMG_EXT.1 Extended: Password Management
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FIA_PMG_EXT.1.1

FIA_UAU.1

FIA_UAU.1.1

Refinement

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ “(“ “) [assignment: other charactersll;

+ Minimum password length shall be settable by an Administrator, and have the capability
to require passwords of 15 characters or greater;

[selection: “I”, “@”, “#”, “$”, “%”, “A”, “&”, “*” “(*, “)’, [assignment: other characters]]

. W@, W, P, U, N “&D, 7 (¢ ) and [assignment: other characters)

[assignment: other characters]

T Y I T T T R T R T L T R L I R T T R A T C R U TR T B TS T T
. - [, I, « =7, 4
’ ¥ ’ ) ’ L ] / ) ’ > > ’ > ’ ’ ’ + s < > > P and
©r (FEE)
TR T N 1] LT T R R T PR T R 10 (TR TAE LR T L R T R TS LR T I PR T3 LI 7S R T L T R TS L TN TR 11y T2
. - [?. «], « = {7 ?
’ ¥ ’ ’ ’ L ’ ’ ’ ’ ’ ’ ) s ’ + , <, >, and
“ » uvel
3

Timing of authentication
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UID.1 Timing of identification

The TSF shall allow [assignment: list of TSF mediated actions that do not conflict with

the User Data Access Control SFE and do not provide access to D.TSF.CONEF, and do not

change any TSF data) on behalf of the user to be performed before the user is

authenticated.

[assignment: list of TSF mediated actions that do not conflict with the User Data Access

Control SFP and do not provide access to D.TSE,CONE, and do not change any TSF datal

= TOE DOIREEMERR L OFREDOBIE

" AFX Y UBMEC R D AR X T — X ORERE, a —RIEIC LD WMAERE, Wik
YR SNIZY a TORETH L RHAEE, HABTETLTW WY a 7OMNT
IO E

The TSF shall require each user to be successfully authenticated before allowing any other

TSF-mediated actions on behalf of that user.

Protected authentication feedback

(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: Zist of feedback]
" ATTENTZLFT — 2 1 CFERE SR OFRR

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)
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FIA_UID.1.1

Refinement

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

FIA_USB.1.3

Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict with

the User Data Access Control SFE and do not provide access to D.TSF. CONFE, and do not

change any TSF datal on behalf of the user to be performed before the user is identified.

lassignment: list of TSF-mediated actions that do not conflict with the User Data Access

Control SFP, and do not provide access to D.TSF. CONE, and do not change any TSF datal

»  TOE OGRS L OERTREDOHRE

. A% Y VHEIEIC L D AR ¥ T = OREFIRIE, 2 € —EEIC LD MINEE, A F
YreASNEY a TORIETH DRMDBERE, HABRETLTW RN a 70T
Ko

The TSF shall require each user to be successfully identified before allowing any other

TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

Hierarchical to : No other components

Dependencies : FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [assignment: Iist of user security attributes].

[assignment: list of user security attributes).

= & 2 7 J&tE(User ID, Admin ID)

- #%E (UNORMAL, U.ADMIN)

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the initial
association of attributes.

[assignment: rules for the initial association of attributes)

*  Admin ID(1 >D [ E) CRIES iz Ha, %E UADMIN % BT %

) Z Ofo> ID TREGE S 11723565 H UNORMAL % B#fHT 5,

The TSF shall enforce the following rules governing changes to the user security attributes
with the subjects acting on behalf of users: [assignment: rules for the changing of
attributes).

[assignment: rules for the changing of attributes]
= L

6.1.5. Class FMT: Security management

FMT_MOF.1

FMT_MOF.1.1

Refinement

Management of security functions behaviour
(for 0.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to [selection: determine the behaviour of disable,

enable, modify the behaviour ofl the functions [assignment: Zist of functions] to

U.ADMIN.
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[selection: determine the behaviour of disable, enable, modify the behaviour of
= Refer to Table 6-5

[assignment: Jist of functions]

= Refer to Table 6-5

Table 6-5 Management of Security Functions behavior

Security Functions Operations
¥ a2 VT o i bk ERRE disable, enable
P—ERu T A AR ERRE disable, enable
27— LEEHIBRERE determine the behaviour of
A v kR SRR ERERE modify the behavior of
ST E e modify the behavior of
FMT_MSA.1 Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : [FDP_ACC.1 Subset access control, ex
EDP_IEC 1 Subsetinformationflowecontrol]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MSA.1.1 The TSF shall enforce the User Data Access Control SFP to restrict the ability to
Refinement [selection: change_default, query, modify; delete, [assignment: other operations]] the
security attributes [assignment: list of security attributes] to [assignment: the authorised
identified roles).
[selection: change default, query, modify; delete, [assignment: other operations]
" Refer to Table 6-6
[assignment: list of security attributes)
. Refer to Table 6-6
[assignment: the authorized identified roles]
. Refer to Table 6-6
Table 6-6 Management of Object Security Attribute
Security Attribute Authorized Identified Roles Operations
User ID U.ADMIN 4%, modify. delete
FMT MSA.3 Static attribute 1nitialisation
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchical to : No other components
Dependencies : FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 The TSF shall enforce the User Data Access Control SFP to provide [selection, choose one
Refinement of: restrictive, permissive, [assignment: other property/l default values for security

attributes that are used to enforce the SFP.
[selection, choose one of: restrictive, permissive, [assignment: other propertyll

= restrictive
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FMT_MSA.3.2

Refinement

FMT_MTD.1

FMT_MTD.1.1

Refinement

The TSF shall allow the [selection: U.ADMIN, no rolel to specify alternative initial
values to override the default values when an object or information is created.
[selection: U.ADMIN, no rolel

. no role

Management of TSF data
(for 0.ACCESS_CONTROL)

Hierarchical to : No other components
Dependencies : FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
The TSF shall restrict the ability to perform the specified operations on the specified TSF
Data to the roles specified in Table 6-7, Table 6-8 and Table 6-9.

Table 6-7 Operation of TSF Data (1)

TSF Data owned by a UNORMAL or associated with Documents or jobs owned by a U NORMAL

TSF Data Operations Authorized Roles
UNORMAL ®uZ A2 /82T —R Modify the owning UNORMAL.
UNORMAL ®uZ A2 /NAT—R Xk, Modify U.ADMIN,

Table 6-8 Operation of TSF Data (2)
TSF Data not owned by a U NORMAL

TSF Data Operations Authorized Roles
H Rp modify U.ADMIN
BB/ AT —R modify U.ADMIN
PRAT—RHI# query, modify U.ADMIN
U. ADMIN OuZ AL 73SAT —R Modify U.ADMIN

Table 6-9 Operation of TSF Data (3)

TSF Data: software, firmware, and related configuration data

TSF Data Operations Authorized Roles

TOE ©77—2 0 =7 EHICHT 57 —# (& | modify U.ADMIN
HRARDT 77— =)

FMT_SMF.1

FMT_SMF.1.1
Refinement

Specification of Management Functions

(for O.USER_AUTHORIZATION, O.ACCESS_CONTROL, and O.ADMIN_ROLES)
Hierarchical to : No other components

Dependencies : No dependencies

The TSF shall be capable of performing the following management functions: [assignment:
list of management functions provided by the TSH.

[assignment: list of management functions provided by the TSF]

] refer to Table 6-10

Table 6-10 list of management functions

management functions

UADMIN (Z L2 &%= U T ¢ ssfER ERERE
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U.ADMIN |(Z & % B n 7 215 ik Eiee

U.ADMIN (Z & % = —F —F B HE

UNORMAL ([C LB HE DB ZA /R AT — RDZE FHHE

UADMIN IZ X B HED R 7 A /3 A T — RO TFERE

U.ADMIN {2 & % H B oo 28 T HE

U.ADMIN (T & % /82 U — FEKIZ F kb

UADMIN IZ L %%y b U — 7 BE DB - SRR

U.ADMIN 2 & i 51k S A U — R DS FHERE

UADMINIZ L 27 7 —A 0 =TT v 77— hMife

U.ADMIN 2 & % &7 — & b # & [kt

U.ADMIN (Z L B2 ¥—v 21 VoA Al iR EHERE

S — Y —EHEEEIZ 1L, U.ADMIN (2L % UNORMAL ®u A L /320 — RO, 7927 ot x
2 VT 4 BIEOEENE TN D,

FMT _SMR.1 Security roles
(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and O.ADMIN_ROLES)
Hierarchical to : No other components
Dependencies : FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMIN, U NORMAL.

Refinement

FMT _SMR.1.2 The TSF shall be able to associate users with roles.

6.1.6. Class FPT: Protection of the TSF

FPT SKP EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)
Hierarchical to : No other components.
Dependencies : No dependencies.
FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.

FPT_STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components
Dependencies : No dependencies
FPT_STM.1.1 TSF shall be able to provide reliable time stamps.

FPT _TST EXT.1 Extended: TSF testing
(for O.TSF_SELF TEST)

Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

FPT TUD_EXT.1 Extended: Trusted Update
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FPT_TUD_EXT.1.1

FPT_TUD_EXT.1.2

FPT_TUD_EXT.1.3

(for O.UPDATE_VERIFICATION)
Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions] prior to
installing those updates.
[selection: published hash, no other functions]

L] no other functions

6.1.7. Class FTA: TOE access

FTA_SSL.3

FTA_SSL.3.1

TSF-initiated termination
(for O.USER_I&A)
Hierarchical to No other components
Dependencies No dependencies
The TSF shall terminate an interactive session after a [assignment: #time interval of user
Inactivityl.
lassignment: time interval of user inactivityl
- BMERRADEA,
> —RFIHE IR EERIERS EOESEBEIC R DR ET L ThrbA— Ry b
REFIZ Ko TRE SN DR (A — MU & v MERRS R ORRE 1 75 [)
> EREIIEMEEREC X DB TET LTH S 30 43
= Web Connection DIGE ., *fihitz v a Ui n

6.1.8. Class FTP: Trusted path/channels

FTP_ITC.1

FTP_ITC.1.1

Refinement

Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection: IPsec, SSH, TLS, TLS/HTTPS| to provide a trusted
communication channel between itself and authorized IT entities supporting the following
capabilities: [selection: authentication server, [assignment: other capabilities/l that is
logically distinct from other communication channels and provides assured identification

of its end points and protection of the channel data from disclosure and detection of
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FTP_ITC.1.2
Refinement
FTP_ITC.1.3

Refinement

FTP_TRP.1(a)

FTP_TRP.1.1(a)

Refinement

FTP_TRP.1.2(a)
Refinement
FTP_TRP.1.3(a)

Refinement

modification of the channel data.

[selection: IPsec, SSH, TLS, TLS/HTTPS]

] IPsec

[selection: authentication server, [assignment: other capabilities/]

. [assignment: other capabilities]

lassignment: other capabilities]

. 7 7 A /P —,3—(WebDAV, FTP, SMB)

= B0 /Y — 3—(syslog)

The TSF shall permit the TSF, or the authorized IT entities, to initiate communication via
the trusted channel.

The TSF shall initiate communication via the trusted channel for [assignment: list of
services for which the TSF is able to initiate communications).

[assignment: ist of services for which the TSF is able to initiate communications]

BT CEE R

. EEfin 7 oW — S — kR

Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components
Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
The TSF shall use [selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS] to
provide a trusted communication path between itself and remote administrators that is
logically distinct from other communication paths and provides assured identification of
its end points and protection of the communicated data from disclosure and detection of
modification of the communicated data.
[selection, choose at least one of: IPsec, SSH, TLS, TLS/HTTPS]
] IPsec
The TSF shall permit remote administrators to initiate communication via the trusted
path.
The TSF shall require the use of the trusted path for initial administrator authentication

and all remote administration actions.

< Appendix B: Conditionally Mandatory Requirements (Confidential Data on Field-Replaceable

Nonvolatile Storage Devices) >

6.1.9. Class FPT: Protection of the TSF

FPT_KYP_EXT.1

FPT_KYP_EXT.1.1

Refinement

Extended: Protection of Key and Key Material

(for 0.KEY_MATERIAL)

Hierarchical to : No other components.

Dependencies : No dependencies.

The TSF shall not store plaintext keys that are part of the keychain specified by
FCS_KYC_EXT.1 in any Field-Replaceable Nonvolatile Storage Device.
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6.1.10. Class FCS: Cryptographic support

FCS_KYC_EXT.1

FCS_KYC_EXT.1.1

Extended: Key Chaining

(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies : [FCS_COP.1(e) Cryptographic operation (Key Wrapping),

FCS_SMC_EXT.1 Extended: Submask Combining,

FCS_COP.1(f) Cryptographic operation (Key Encryption),

FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),
and/or

FCS_COP.1(i) Cryptographic operation (Key Transport)]

The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV or

DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK using

the following method(s): [selection: key wrapping as specified in FCS_COP1(e), key

combining as specified in FOS_SMC_EXT 1, key encryption as specified in FCS_COPR1(®),
key derivation as specified in FCS KDF EXT1, key transport as specified in

FCS_COP1@G)] while maintaining an effective strength of [selection: 128 bits, 256 bits).

[selection: one, using a submask as the BEV or DEK; intermediate ...]

] intermediate keys originating from one or more submask(s) to the BEV or DEK using
the following method(s): [selection: key wrapping as specified in FCS_COP.1(e), key
combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(f), key derivation as specified in FCS_KDF_EXT.1, key transport as
specified in FCS_COP.1G)]

[selection: key wrapping as specified in FCS COR1(e), key combining as specified in

FCS SMC _EXT. 1, key encryption as specified in FCS_COP 1(), key derivation as specified

in FOS_KDF EXT. 1, key transport as specified in FCS_COP1()]

=  key encryption as specified in FCS_COP.1(f)

] key derivation as specified in FCS_KDF_EXT.1

[selection: 728 bits, 256 bits]

- 256bit

6.1.11. Class FDP: User data protection

FDP_DSK_EXT.1

FDP_DSK _EXT.1.1

Extended: Protection of Data on Disk
(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(d) Cryptographic operation (AES Data
Encryption/Decryption).

The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d), use a

self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC

certified to conform to the FDE EE cPP, such that any Field-Replaceable Nonvolatile

Storage Device contains no plaintext User Document Data and no plaintext Confidential

TSF Data.
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FDP_DSK_EXT.1.2

[selection: perform encryption in accordance with FCS_COP.1(d), use a self-encrypting
Field-Replaceable Nonvolatile Storage Device that is separately CC certified to conform
to the FDE EE cPP

] perform encryption in accordance with FCS_COP.1(d)

The TSF shall encrypt all protected data without user intervention.

< Appendix D: Selection-based Requirements (Confidential Data on Field-Replaceable Nonvolatile

Storage Devices) >

6.1.12. Class FCS: Cryptographic support

FCS_COP.1(d)

FCS_COP.1.1(d)

FCS_COP.1(®

FCS_COP.1.1(®)

Refinement

Cryptographic operation (AES Data Encryption/Decryption)

(for 0.STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-ofuser-datawithout-seeurityattributes;or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform data encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [selection: CBC, GCM, XTSl mode and cryptographic

key sizes [selection: 128 bits, 256 bitsl that meet the following: AES as specified in ISO/IEC

18033-3, [selection: CBC as specified in ISO/AEC 10116, GCM as specified in ISO/IEC

19772, and XTS as specified in IEEE 1619I.

[selection: CBC, GCM, XTS]

= (CBC
[selection: 128 bits, 256 bits]
*  256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772, and
XTS as specified in IEEE 1619
] CBC as specified in ISO/IEC 10116

Cryptographic operation (Key Encryption)

(selected from FCS_KYC_EXT.1.1)

Hierarchical to : No other components

Dependencies : [EDPITC 1 Import-ofuser-data-without-seeurity-attributes,or
EDP_ITC.21 ¢ | " . i ,
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform key encryption and decryption in accordance with a specified

cryptographic algorithm AES used in [[selection: CBC, GCM] mode] and cryptographic key

sizes [selection: 128 bits, 256 bits] that meet the following: [AES as specified in ISO /IEC

18033-3, [selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC

19774.

[selection: CBC, GCMI
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=  CBC
[selection: 128 bits, 256 bits]
*  256bits

[selection: CBC as specified in ISO/IEC 10116, GCM as specified in ISO/IEC 19772
] CBC as specified in ISO/IEC 10116

< Appendix D: Selection-based Requirements (Protected Communications) >

6.1.13. Class FCS: Cryptographic support

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2

FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
[selection: tunnel mode, transport model
] transport mode
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106
L] the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC
=  AES-CBC-256 (as specified by RFC 3602) together with a Secure Hash Algorithm
(SHA)-based HMAC
The TSF shall implement the protocol: [selection: IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
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FCS_IPSEC_EXT.1.6

FCS_IPSEC_EXT.1.7
FCS_IPSEC_EXT.1.8

FCS_IPSEC_EXT.1.9

for extended sequence numbers, RFC 4304 for extended sequence numbersl, and

[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEvZ2 as

defined in RFCs 5996 {with-mandatory-support-torNAT traversal as-speciiedin seetion

2.23) 4307 [selection: with no support for NAT traversal, with mandatory support for

NAT traversal as specified in section 2.23], and [selection: no other RFCs for hash

functions, RFC 4868 for hash functionsl].

[selection: IKEVI as defined ...; IKEVZ as defined]

] IKEv1 as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

[selection: no other RFCs for extended sequence numbers, RFC 4504 for extended

sequence numbers]

L] RFC 4304 for extended sequence numbers

[selection: no other RFCs for hash functions, RFC 4868 for hash functions]

] RFC 4868 for hash functions

The TSF shall ensure the encrypted payload in the [selection: IKEv1, IKEvZ] protocol

uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC

3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other

algorithm).

[selection: IKEv1, IKEvZ)

. IKEv1

[selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other algorithm)

] no other algorithm

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [selection: IKEv2 SA lifetimes can be established based on

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes

can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be Iimited to: 24 hours for Phase 1 SAs and 8 hours for

Phase 2 SAs]].

[selection: IKEv2 SA lifetimes can be established based on [selection: number of

packets/number of bytess length of time, where the time values can be limited to: 24

hours for Phase 1 SAs and 8 hours for Phase 2 SAsl; IKEvl SA lifetimes can be

established based on [selection: number of packets/number of bytes ; length of time,
where the time values can be limited to- 24 hours for Phase 1 SAs and 8 hours for Phase

2 SAsl]

] IKEv1 SA lifetimes can be ...

[selection: number of packets/number of bytes; length of time, where the time values can

be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]

= length of time, where the time values can be limited to: 24 hours for Phase 1 SAs
and 8 hours for Phase 2 SAs

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),

and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (3584-

bit Random ECE 5 (15636-bit MODP)), |assignment: other DH groups that are

implemented by the TOE), no other DH groups).

[selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-bit

Random ECP), 5 (1536-bit MODP), [assignment: other DH groups that are implemented
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FCS_IPSEC_EXT.1.10

by the TOE), no other DH groups|

] no other DH groups

[assignment: other DH groups that are implemented by the TOE]

= none

The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

[selection: BSA, ECDSA]

] RSA

6.1.14. Class FCS: Cryptographic support

FCS_COP.1(g)

FCS_COP.1.1(g)

Refinement

Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components

Dependencies : [EDPITC 1 Import-of user-datawithout-seeurity-attributesor
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

The TSF shall perform keyed-hash message authentication in accordance with a specified

cryptographic algorithm HMAC-[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-

5121, key size [assignment: key size (in bits) used in HMAC], and message digest sizes

[selection: 160, 224, 256, 384, 512] bits that meet the following: FIPS PUB 198-1, “The

Keyed-Hash Message Authentication Code, and FIPS PUB 180-3, “Secure Hash

Standard.”

[selection: SHA-1, SHA-224, SHA-256, SHA-384, SHA-512]

. SHA-1

) SHA-256
) SHA-384
) SHA-512

[assignment: key size (in bits) used in HMAC!
= 160~512bits
[selection: 160, 224, 256, 384, 512

. 160
. 256
. 384
. 512

6.1.15. Class FIA: Identification and authentication

FIA_PSK EXT.1

Extended: Pre-Shared Key Composition
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components

Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
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FIA_PSK _EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

Bit Generation)
The TSF shall be able to use pre-shared keys for IPsec.
The TSF shall be able to accept text-based pre-shared keys that are:
. 22 characters in length and [selection: [assignment: other supported lengthsl, no
other lengthsl;
] composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(*, and “)).
[selection: [assignment: other supported lengthsl, no other lengths)
L] no other lengths
The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl] and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG_EXT 1].
[selection: SHA-1, SHA-256, SHA-512, [assignment: method of conditioning text stringl]
] SHA-1
] SHA-256
] SHA-512
- [assignment: method of conditioning text string]
[assignment: method of conditioning text string]
" SHA-384
[selection: use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-
based pre-shared keys using the random bit generator specified in FCS_RBG_EXT 1|

= use no other pre-shared keys

< Appendix D: Selection-based Requirements (Trusted Update) >

6.1.16. Class FCS: Cryptographic support

FCS_COP.1(c)

FCS_COP.1.1(¢)

Refinement

Cryptographic operation (Hash Algorithm)

(selected in FPT_TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components

Dependencies : No dependencies.

The TSF shall perform cryptographic hashing services in accordance with [selection: SHA-
1, SHA-256, SHA-384, SHA-512 that meet the following: [ISO/IEC 10118-3:2004].
[selection: SHA-1, SHA-256, SHA-584, SHA-512]

. SHA-1, SHA-256, SHA-384, SHA-512

< Appendix D: Selection-based Requirements (Passphrase-based Key Entry) >

6.1.17. Class FCS: Cryptographic support

FCS_PCC_EXT.1

Extended: Cryptographic Password Construct and Conditioning

(for 0. STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash

message authentication)
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FCS_PCC_EXT.1.1

FCS_KDF_EXT.1

FCS_KDF_EXT.1.1

FCS_COP.1(h)

A password used to generate a password authorization factor shall enable up to

[assignment: positive integer of 64 or more] characters in the set of {upper case

characters, lower case characters, numbers, and [assignment: other supported special

charactersl} and shall perform Password-based Key Derivation Functions in accordance

with a specified cryptographic algorithm [HMAC-[selection: SHA-256, SHA384, SHA-

512, with [assignment: positive integer of 1000 or morel iterations, and output

cryptographic key sizes [selection: 128, 256] that meet the following: [NIST SP 800-132].

[assignment: positive integer of 64 or more)

. 64

[assignment: other supported special characters]

I G e T i ) S S ] K e A LR
2 D e g g e s h € and €7

[selection: SHA-256, SHA384, SHA-512

] SHA-256

[assignment: positive integer of 1000 or morel

] 1000

[selection: 128, 256]

. 256

Extended: Cryptographic Key Derivation

(for O. STORAGE_ENCRYPTION)

Hierarchical to : No other components

Dependencies : FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication), [if selected: FCS_RBG_EXT.1
Extended: Cryptographic Operation (Random Bit Generation)]

The TSF shall accept [selection: a ENG generated submask as specified in

FCS RBG_EXT 1, a conditioned password submask, imported submaskl to derive an

intermediate key, as defined in [selection: NIST SP 800-108 [selection: KDF in Counter

Mode, KDF in Feedback Mode, KDF in Double-Pipeline Iteration Mode/, NIST SP 800-

134, using the keyed-hash functions specified in FCS_COP.1(h), such that the output is

at least of equivalent security strength (in number of bits) to the BEV.

[selection: a RNG generated submask as specified in FOS_RBG_EXT.1, a conditioned

password submask, imported submask]

. a RNG generated submask as specified in FCS_RBG_EXT.1

= a conditioned password submask

[selection: NIST SP 800-108 [selection: KDF in Counter Mode, KDF in Feedback Mode,

KDF in Double-Pipeline Iteration Mode/, NIST SP 800-152]

. NIST SP 800-132

Cryptographic Operation (for keyed-hash message authentication)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to : No other components

Dependencies : [EDP_ITC 1 Import-ofuser datawithout-seeurityattributes,or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_COP.1(c) Cryptographic operation (Hash Algorithm),
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FCS _COP.1.1(h)

Refinement

FCS_SNI_EXT.1

FCS_SNI_EXT.1.1
FCS_SNI_EXT.1.2
FCS_SNI_EXT.1.3

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
The TSF shall perform [keyed-hash message authentication| in accordance with [selection:
HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-512] and cryptographic key sizes
[assignment: key size (in bits) used in HMAC) that meet the following: [ISO/IEC 9797-
2:2011, Section 7 “MAC Algorithm 2”; ISO/IEC 10118].
[selection: HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-512]
" HMAC-SHA-256
[assignment: key size (in bits) used in HMAC]
" 512bit

Extended: Cryptographic Operation (Salt, Nonce, and Initialization Vector

Generation)

(selected with FCS_PCC_EXT.1, FCS_KDF_EXT.1.1)

Hierarchical to : No other components

Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random

Bit Generation)

The TSF shall only use salts that are generated by a RNG as specified in FCS_RBG_EXT.1.
The TSF shall only use unique nonces with a minimum size of [64] bits.
The TSF shall create IVs in the following manner: [

+ CBC: IVs shall be non-repeating,

+ CCM: Nonce shall be non-repeating.

+ XTS: No IV. Tweak values shall be non-negative integers, assigned consecutively, and
starting at an arbitrary non-negative integer,

+ GCM: IV shall be non-repeating. The number of invocations of GCM shall not exceed

2732 for a given secret key.

1.

6.2. Security assurance requirements

This section describes Security Assurance Requirements (SARs) for the TOE.

Table 6-11 TOE Security Assurance Requirements

Assurance Class Assurance Assurance Components Description
Components
Security ASE_CCL.1 Conformance claims
Target ASE_ECD.1 Extended components definition
Evaluation ASE_INT.1 ST introduction
ASE_OBJ.1 Security objectives for the operational environment
ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification
Development ADV_FSP.1 Basic functional specification
Guidance AGD_OPE.1 Operational user guidance
Documents AGD_PRE.1 Preparative procedures
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Life-cycle support ALC_CMC.1 Labelling of the TOE
ALC_CMS.1 TOE CM coverage
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability AVA_VAN.1 Vulnerability survey
assessment

6.3. Security requirements rationale

6.3.1. The dependencies of security requirements

TOE &=V 7 (&R 2 OIRAFBIfR 2 T RITR T,

Table 6-12 The dependencies of security requirements

FCS_CKM_EXT.4

FCS_CKM_EXT.4

R E I IRAEBILR ST Tz IKTRERILR | IRIFBIFRATH 2L Cu e gy
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FPT_STM.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1
FAU_STG_EXT.1 | FPT_STM.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1
FCS_CKM.1(a) [FCS_COP.1(b), FCS_COP.1(b) N/A
or FCS_COP.1(3)] FCS_CKM_EXT.4
FCS_CKM_EXT.4
FCS_CKM.1(b) [FCS_COP.1(a), FCS_COP.1(a) N/A
or FCS_COP.1(d), FCS_COP.1(d)
or FCS_COP.1(e), FCS_COP.1(e)
or FCS_COP.1(9), FCS_COP.1(f)
or FCS_COP.1(g), FCS_COP.1(g)
or FCS_COP.1(h)] FCS_COP.1(h)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_CKM_EXT.4 | [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4
FCS_CKM.4 [FCS_CKM.1(a), FCS_CKM.1(a) N/A
or FCS_CKM.1(b)] FCS_CKM.1(b)
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsec i&{Z (FCS_IPSEC_EXT.1) »

&, Ty 7T — ke
(FPT_TUD_EXT.1) DAL,
FCS_CKM.1(a), FCS_CKM_EXT.4 %
722200 AT Tz

EifS AN
FCS_RBG_EXT.1 No dependencies. No dependencies. N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A

Copyright ©2021 KONICA MINOLTA, INC., All Rights Reserved

59 / 74




KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 / AccurioPrint C4065 with UK-112 Security Target

PEREZE (HEESLER ST Tili7=IIKAFRIR | IAFRIRZRG - L TRV E
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT _MSA.3 FMT_MSA.3
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies. No dependencies. N/A
FIA_PMG_EXT.1 No dependencies. No dependencies. N/A
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies. No dependencies. N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_SMF.1 FMT_SMF.1
FMT_MSA.3 FMT_MSA.1 FMT_MSA.1 N/A
FMT_SMR.1 FMT_SMR.1
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A
FMT_SMF.1 FMT_SMF.1
FMT_SMF.1 No dependencies. No dependencies. N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies. No dependencies. N/A
FPT_STM.1 No dependencies. No dependencies. N/A
FPT_TST_EXT.1 No dependencies. No dependencies. N/A
FPT_TUD_EXT.1 | FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FTA_SSL.3 No dependencies. No dependencies. N/A
FTP_ITC.1 [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FTP_TRP.1(a) [FCS_IPSEC_EXT.1, | FCS_IPSEC_EXT.1 | N/A
or FCS_TLS_EXT.1,
or FCS_SSH_EXT.1,
or
FCS_HTTPS_EXT.1]
FPT KYP EXT.1 No dependencies. No dependencies. N/A
FCS_KYC_EXT.1 | [FCS_COP.1(e), FCS_COP.1(f) N/A
FCS_SMC_EXT.1,
FCS_COP.1(f),
FCS_KDF_EXT.1,
and/or
FCS_COP.1(G)]
FDP_DSK_EXT.1 | FCS_COP.1(d) FCS_COP.1(d) N/A
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FERE IEALILE ST Tl IHEAFRAMR | IKAFRIRA TR L T B
FCS_COP.1(d) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_COP.1(f) FCS_CKM.1() FCS_CKM.1() N/A
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_IPSEC_EXT. | FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
1 FCS_CKM.1(a) FCS_CKM.1(a)
FCS_COP.1(a) FCS_COP.1(a)
FCS_COP.1(b) FCS_COP.1(b)
FCS_COP.1(c) FCS_COP.1(c)
FCS_COP.1(g) FCS_COP.1(g)
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A

FCS_CKM_EXT4

FCS_CKM_EXT.4

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gl MER SR E AW E Yy b= 2D
HATH A E R RN T,

FCS_COP.1(c)

No dependencies.

No dependencies.

N/A

FCS_PCC_EXT.1 | FCS_COP.1(h) FCS_COP.1(h) N/A
FCS_KDF_EXT.1 | FCS_COP.1(h) FCS_COP.1(h) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1
FCS_COP.1(h) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c)
FCS_CKM_EXT.4 FCS_CKM_EXT.4
FCS_SNI_EXT.1 | FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
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7. TOE Summary specification

TOE O V7 #EEZE LV E) D TOE OtvF 2T e D—& % Table 7-1 (2R d, s BB OIHEIZ
T35,

Table 7-1 X =) T 1 HE—&
X2 U T 4 BB

4
©

kB FR AR e
77 A E RE

AR — W L

a5 {5 PR RE
TR T B PR RE

BE AR RE
7977 T — R
H O 7 AMERE

(| | U || W ||+

T.l nﬁ/DJU at I:I‘IE%%

FIA_UAU.1, FIA_UID.1

< R OFRRAIFERE >

TOE 1%, FIH#E DD 2— —4 L XA =R 2 RS U CRRGERE S XU LD BIFEREZ TV, BREED 45 FL5F 7 )

RFE LMW S =720 TOE ORI AZF vl 35, FIRE IT8RE S22 o —F—4 L/ S2U—K% TOE 12

AJ79% (Web Connection TEE TEXLHDITEHMEED L THAT-OAREHITZZ Y L2V, TOE 1I&GES -

=2 RRT— R T DL AR T D, ik BIRRAEE FATRINC T HEMEIL TRLICRSD

RO BEORERR (TSI Va7 Ok EE FIERL A N DR A ZAR0FE 70 L)

X2 UT RIS BIR LRV ER E DR - 28 5 (ARG E - B IIE - 7 = o — (L& FHE 72 & O HIINIZ BE
DDHFRIE)

v AFR R UBEICED AT v T — A OREREE, v —HEICID MBI, kv kSN a7 O
EChHRE B, HANETLTHRNWaZ DA FHRIOME

2B FIAEN—BEFAHAZELL T TOE OFAZZHF TSN TODIRIE CEHELE OB EE 1T T2 85 A 12T,

— R AFZHLELTO TOE OFHNRATRE (27 TR RIEL/2D | BIOF| A LU TR EIAE ﬁTéi@é%&k@

EHRESREOR K TRIC T ORI FE LU T TOE 23R CTEA IR DZ Lidinn,

<'EHLE ORI FEAE >

B O BIFEFE DAL IR X — % 3 DR BIFEREE 72D,

BAE SRR web 777 (Web Connection f# HIF) (2350 VT, Rl 23 BB RE ORI H CE LM ICER 5
B TOE (3RIAFIEBE RRAT—RD AN %R D, FHE SR — R MAFHE N T 7o b EHE LS
A THY, EEAERE MM ER T 08 E A R SR A D720 Z2TIEa—F—H O AT RD 2 (— i
FIRE T EHEEBEHDEEHOZLITEAR), TOE 1%, FIHENDEHE /SAT —R 2 B L CARRGERE
KUK DFEBIFEREZATV N, MEEORE BB LHIB S 7=4 7210 TOE OB BESRE DT HZFF Al 95, FIHE 134
E v, DT web 777 (Web Connection i FHRE) & W CTEELE /SAY —R% TOE IZA /)7 %, TOE
B ERSNICEHE SR —RE—F T DT EAMERT D, iNIFEAEE FATRIC — UVE B RE 21 TO 2 LILTER L,
7285, Rl DNVEEEBEOR 27 TS COBIREE Tld— %R & L U CGRBIGRIE R EZ T T CTE AW (F
BERSFTELZR Y,
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FIA_AFL.1
TOE (&, BE SR BITHEIE K R —H —38GE. & X Web Connection (2351758 FLE R BIFRGEICK
T, RBFER KL (L BEDL72354 . TOE 13RI A& 1T L CRORRERITE 5 BPRIFEITLARW,

FIA_PMG_EXT.1
TOE X, FReOFIHH /AT —RIZT VT 7 Xy hORICF-E/NLTF, B O T ORERSCT A A hE T
SCFHNE R TE TED,

Table 7-2 /SAT —R|ZfE i CE DR T

B SAT— R (i CEDEEERSCT(32 L)
! @ # $ % A & * ( ) - ¥
[ ] : ; , ) / « ‘ - - |

— W 3 S AT — R ] CE D4 (32 LT
! @ # $ % A & * ( ) - ¥
[ ] : ; , . / AN—Z ‘ = ~ |

%72 TOE 1ZFIAE D TRLOFIHE SRV —RERE, HDHWNIEFEZITHIGE . FIIIRESND/ AT —R 3[R
ZU“‘F‘%A@C?@J&“Efﬁui@i%@ﬁ%ﬁn %??5(/\17 N/ N SCFHEUL, HERE 1L - T 8 LFE~64 X
FOFP THRIESND), FIUEMI-SI2WIGE TR EL KA T BRELZERTHA -V EFRT D,

«  EFEEANRT—R

S AT

FIA_USB.1

TOE I ZFIAH OFBIFRGRER . FIHE 2T X A2 12 —H —i#l5 7 (User ID) & O%% UNORMAL 733
HOTOID, Fo, BFHE OBAFRIEZ X, FIHEZRIT T 222712 Admin ID K U%E U ADMIN 7B
DFOND, BRI AEERITTDHATIA L H—T = — AR BHE T 552, Web Connection TOEELE

FRBIFERE S S D — R FH OB HE OB FRREE I 352 LH Al HETHH (72 k5, Web Connection (2

BT, 77— A0z T R —=Va  OEBO RN ATRETH D),

FTA_UAU.7
TOE 1%, FIHBE D EE R cweb 7 I NEDERIAED T2 /AT —RE A S1T58. AFILTZ L FoRbhic
ANFTLFHSy DFI— LT () TERTD,

FTA_SSL.3

TOE 1X#/E </, Web Connection TiBlIFRFESAVIZFIHE DL T OEMAH - LIZG6 . £ Dty iaraik

T9%,

= BEXLVDOGE, *ﬁ&“ﬂﬂﬂ%&i%%ﬁéfﬁ ZEDABNTE T L TOB 1531 (F— Rty MERED TEZNEE) | &
HWNERES A — Ny MEFQ 53~9 OB CHGE TR L7256 rs 7o NS, S8
ITAERIEIC LD BRI 5E T LT 30 4 ?& InZ TSI, BREGENEREND,

=  Web Connection D4 iBIFRREDN K EIL, 7TV WL T 7— L0 =T R —Var e RoR Lt BERICeZ TR
2179

Copyright ©2021 KONICA MINOLTA, INC., All Rights Reserved
63/ 74



KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 / AccurioPrint C4065 with UK-112 Security Target

2. 7 U XA

FDP_ACC.1, FDP_ACF.1

TOE i% Table 6-2, Table 6-3 (ZFi#liSh/-FIHHE T —&7 7 EAKIENCIE 3% FIFHE ICRL CRHIAEFECET

—HERE Va7 T = ~OBEE IR T D, 5T —Z DT 7B ATEAE SR N E T O R FE i TED,

(1) BAESFAFNHEEOR HE CET —%, KOFRIHE a7 7 —2 ~O#EHI R

" BEARAVTAR Y abt— /AT UERER T O EEIER T OERIZIE TOE ~OfIFERFEN
BUREI, RBFECHEMREEZFIH T 58T TERY, if__O)&é“”ést%/\XU NG s N F
RN (BB R T2 &I k72,

» BV T X R OFIHE LET —ZOERIZBW T, &7 — XA & E#ELT User ID 23RS
b,

»  CEHEITERIGEREL  EEEBOEE IRV, R ICES HDD (R{FTVaT O—E (VaT 1 =Y
HOW LARANVER, 77 AN A& EHT Bl 2SR TED) OFRR, MO Ta7 OHIREZEITTED,
Fo RV a7 BEHIBRIR AR E T 52 81Ckh, —EMMZ B E T RF a7 ZHIBRTHZENTED, 72
B, HDD (TR fFESNT-RIRE L EF =2 R ORI E a7 5 — 2126 L, Modify 13 UF BMEEEFEITT
EXYAR

»  HDD IR fFENTFHZE LET —Z R ORI HE Va7 T —2 2L, Job owner (% Read, Modify, Delete
N CT&%, HDD A7V a7 O—ERRBEHICEW T, Yay ORIE/ B HUEE., KO AIRE TL TN
WaZ O N PRIORRNTEDM, ZOEE CTldn s AR AZENBAEAGER Y a7 O BB E RSO
FIRFEFTA Va7 3FREN20, 81D I/F BEELRWEDMOFRAEFTA Va7 ORTE /B0 HUEE X
FATTERW, N E T LT RN a7 O ) PR TiX, Read, Modify, Delete 3572 I/F 317
ELRWZD FEITTER,

= Job owner [, I —E{EICIVIERRES NI FIAE CET = R OFRIHE Va7 7 — 2% ANy T RE 24
T9252L128Y Delete T&5, 7272L. Job owner Th-o> That —EAEICIIERSNI-RIHE CET —4
® Read, Modify, FIfi# a7 5 —4%? Modify 1% IUF NFEAELRWN 20 FEITTEAR,

= Job owner THo> THAF Y U HEAEIZIVERSII-FIHE SLET — % Read, Modify, Delete, FJHE =
77 —X4® Modify, Delete IZ I/F 23 TEELIRWZ0OFEITTEZRD,

= AR UAMEICID AT v T —HOREREIE, 2 — BRI DB, kv kS aT O
JECHLRIM DB, HANETL T2\ ar O PRIEREIEL— — 250 CHLE TX5,

FIA_ATD.1

TOE 13F|AE I L., FIAEZEENATT XA DZ A7 JEE(User ID, Admin ID) & OV%E|(U.NORMAL,

U.ADMIN) ZJgtEl L CEFRT D, XAV BIELEIDE Y XA 71T T it

R EEE DB E SR — Y — DOBEREAT o TR FIHE RS L T=—272 UserID &
[ E D& EEL T UNORMAL NEID Y THNLD

. BHE: FHFIT AdminID 23 1 D720 NTEEL . BIILHIBRIZ TE AW, BEDO&E EL T U.ADMIN 23
FYBTHRTND

7.3. A b L —VHES{LtaE

AR =TV T A AR AL REIE TOE E#h#2 . AKHIEHT 7— 20 =7 ISR IA ENT R ST A7 TV E> T
AMESH, BMEDZAIL T TIIET NAZADBE SAL RFEI T 7 B AT D LT TER, T RZEZIA
DN T =22 W 5 kL, T A AL R ML T — 2 %10 5T 5, ZORBIL, T AR EZAT G
HL TR TORFb ST — XKL T T b, 22 TIERE SRR 1T H 3 D5 S 8 OB ERRE & OF
BT FREICTEMEZR A2,
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FCS_COP.1(d), FCS_KYC_EXT.1, FCS_COP.1(f), FCS_CKM.1(b), FPT_SKP_EXT.1, FCS_PCC_EXT.1,
FCS_KDF _EXT.1, FCS_COP.1(h), FPT KYP_EXT.1,FCS_SNI_EXT.1,FCS_COP.1(c)

TOE I ZLL F ORI -T2 BAL T VY X b ZFHEL TWD, 728 CTR_DRBG % W =LA AR LB 524 T
OB, Y7 =7 = hat —ENL AL E 1024bit OB Y RIIZAR L, 77— 02T NOTAT )7k
7 =7 (GUARD FIPS Security Toolkit) D ELEAE RS A )52 & CRLEUE R T2,

Table 7-3 KBTI UX A

Algorithm Standard SFR Reference
CTR_DRBG NIST SP 800-90A FCS_RBG_EXT.1
PBKDF2 NIST SP 800-132 FCS_KDF_EXT.1
FCS_PCC_EXT.1
HMAC-SHA-256 ISO/IEC 9797-2:2011, Section 7 | FCS_COP.1(h)
“MAC Algorithm 2”
ISO/TEC 10118
AES-CBC 256bits ISO/TEC 10116 FCS_COP.1(d)
FCS_COP.1(f)

TOE IZAN —L O Bt A EHL 4 57-5 Table 7-4 [ZERE SN S84 4k L TWV5,

Table 7-4 AN —T R BALICHE 3R 588

Gfe IS

DEK(256bit) AR =V T NRAREDOT — 2S5 {LIZfEH, TOE ofE TR0 T
CTR_DRBG(AES-256)(Z it~ 7= FLEK AL i & FATL CAERK,

KEK(256bit) DEK {RIFRF DR Bl fii .,

EHEIL TOE OF| AR, (K BAL/ AU —REERSEE | # FITTHZEI2L0 43 KEK O &k ERairodo. 4
AL L AZTENESIND, ZOEETIZ KEK OFARBITIZENTES, ZOMRRIZBW TE AN 5L/ AT
—REHERETHIEICID TR OB N ETIND,

(1) QSPI Flash (Z{R{FS A7 SR BH#EE H RIS L0 KEK Z1ER T 2,

(2) QSPI Flash b5t 47z DEK ##tiAZ, EREO#IZTE 51k, RAM IZER 35,

(B) =Y —RRELI/SAT—RZICIZ, RIEHIE T 7 — 27 =TI AIAENT MG 5T AT ZU R FED /3R
—R_—20 8 H B3 (PBKDF2) 12 L » T 256bit ® KEK #7212 5, 2B E O£ /T A—2 %
TR,

= PRF:HMAC-SHA-256 FCS_COP.1(c)iZf9 SHA-256(ISO/TEC 10118-3:2004 |ZHEHL) - fif
H
» SRR RFADL =P = RERE LR 5 AT —R (64 307
¥ TAT 7Ry RO RICTENICT, BT R ORRERSUT (Table 7-5 2 HR) (LA G bW 72305
BN E TED, B K 64 LT, 64 LTIV E 132559 L null padding &%
»  Salt: FCS_RBG_EXT.1 @ TSS fi# o ELELE sless TA R L7 ELE(384bit)
% V7N T7 et —ENL B LA (1024bit)% Entropy Input(1024bit) &L CHIHL .,
BB A H L TWD,
»  ijterationCount: 1000 [7]
» IV:PDKDF2 (T34 T 5/ 3T A—=H T2\,
(4) #Fr-lcEpkEn- KEK ©. DEK #5175,
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(5) QSPI Flash | KEK 3 HEDO A EH S 2T —R - Salt) &, KBk L7- DEK #1177 %,

Table 7-5 /XAU —RIZff i CEDRFBRCF (32 3XF)
Bl AT — Rl F TE AR SCF(32 3UF)
! @ # $ % A & * ( ) - ¥
[ ] : ; , ) / « ‘ - - |

FREOFBIZL > TAERIN R 58X TOE E#) R ICZ O HHIEAIRO HFTLL T OISR S LD,

(1) TOE OFEIEJ ON (X7 —rr—Z 3 EIL, SSD D7 7 — A0 = 7 HANFEI NS4 7 7— D0 = 7 A H0A B
FATT %,

(2) TOE 7 7—27=71% QSPI Flash 7S84 B (/SAT —R J ) Salt) Z 7t A Fx, 2 SAT — R ~_— 20D it
H B 2(PBKDF2)IZ LA 8kE H 2179,

(3) QSPI Flash 7»bI55{t=417 DEK A 5¢iA A4, FHEEHL7- KEK ([CTE 51k, RAM I[ZEH T 5,

(4) TOE 77— =7 1%, #H5{bEn7= DEK Z W T SSD KT NVRAM (ICIRfESNI- R E T la1E 51k
L. TOE OEXx a7 4BREA & T2 COMRED LA FM, 56 Tt #E S VI AR R AR R L, FIH
FH M TOE OFREZFIF ATRE/IRAEE -5,

FRERITRLIZBRIC

» KEK #/X NVRAM <> QSPI Flash, Al#liEefBEARIZEE Y T2 EARIZIZRES LT RAM O ARITRAES I
%o SEMEHI I > QSPI Flash FICIRFESNDAS, AIHRFLIESEAICHE Y D BRI IR FESNAR D,

*  DEK #% TOE @M D QSPI Flash (ZHF SALSAU7IREE TS ND DY, Al ELIE BRI 5% Y 9D it
RIZITRTFE N2, AT EHTE Y T AL DIIFFAELR Y,

= A {bSiz DEK #8813 RAM O AR AFEIND, AIHRGLIEBBAIZEE Y 3D BRI RS 20,

»  KEK/DEK O#t, 8BRS T 7B AT B A0 X —T 2— A TIFHELRD,

PLEDOZ LB ST RESN TNDEE X LD,

FDP_DSK_EXT.1

TOE %, Table 7-4 L DM S-#ZAE AL 7 —F DK 5L &1,

TOE (2B W, B Skt R LR DFIHE CET —2LRED TSF 7 — 2% RFFRIRER T /A AL TG R A
{A&72% SSD/HDD F Ol L MR IZ3% 4 L2y NVRAM/QSPI Flash TéhH(RAM o> TSF 7 — #3167
Ji OFF L3RI EEND), Z2ICZE T 12T SAALSME TSF a7z, HLITEIEIR OFF KEC TSF 7
— B ERFET BRE N EHE > TRV BRE BALDORRLEL TV, KT A RO SO R EIRDHT —HIToO0N
T Table 7-6, Table 7-7 |2/~ 7,

Table 7-6 %7 /A X (FTHRFCIRENE) DRE TN LD T —F

Storage A - I =R (P SRS 554 TV A | KRS
SSD SSD VAT AfHIE (NN—TF 1a | KE{bxgst - - -
VT =T NVEE)
77— AU =T DA (RS2 - — —
TOE BETE MMk (B #HE | i 5 k77 AL 2 | DEK AES(CBC) R
R E DRRE IR A
SWAP gk (5 1L) e - - -
2 he—FHR(TOE OF v U | BE5{t7 711 % | DEK AES(CBC) TR
—JE ., BRI —ATRL | T4

Copyright ©2021 KONICA MINOLTA, INC., All Rights Reserved
66 / 74



KONICA MINOLTA AccurioPress C4080 / AccurioPress C4070 / AccurioPrint C4065 with UK-112 Security Target

A IRAT—R)
AR GRRET — %) Kb 7 742 | DEK AES(CBC) W
7T
B/ 1 K= {k7 742 | DEK AES(CBC) TR
7T I
HDD VaZ RIFEIR (a7 E T — | A 2k DEK AES(CBC) TR
(RAID 0) | #/va7nl)
Va7 RAFEB (g T — & -5 | e F2E DEK AES(CBC) HRE
LFAN)
Table 7-7 &7 /A A (RIRFCIRELAR LIS DR Bt B L7257 —&
Device PN - BRI WAL kES IR I g THAAYRL | KSR
NVRAM | TOE &% EH#ksMERk(—F | N2AT —R 1§ #H % | DEK AES(CBC) HRE
—RBIFE IR ANAT —RIE R, A | B TRAF
v MREs St AT BE | (RIS LW
JeiRE) TYTILFS0)
QSPI DEK RS (AP I e KEK AES(CBC) e
Flash
KEK ##4 %} X DEE - — -

Table 7-6. Table 7-7 (ZFEEHINT-F T HIZ DWW TR A,

v BEEET AN AT AL B SRS T EINC TR AT 7 AV AT L LRSIV TN D R —T 1 a (T
) & TDOT774/L0 Read/Write ZE L, £ DEENE 51t - SALLEE 2T T 57 7 AV AT LY TR
T T THY, W5 SV A B CE DAL H—T = — ATFELEL 2D, B BT 7 ANV AT AZLD
B AL ALER I, 2= 2D THIZEWT TOE ol TROLRNTHMESIS (DEK $#O/ERkR LK =
{E7 7 AN AT LA TORMABREBITOID) o £ 0 %8 D SALHRE L A b T 2B FI LB 2 (]
T DFEBAETELRVY)

»  HDD DI Pa7 g FZlk(Ca 7 &My — & a7 ul) 1 3Va 7 EMT — 2 AN hERHAF—T 2 — R Tk
HF AL B N EIND, Vad BT —2 3 LA X —T =2—ATETD Read/Write Z17V>, D
BErE Sk -18 BB A 3 FE T 2720 | B Bk 18 AL R A (A CE DAL H— T = —RIFFFTELIRL N,
Cad EHT — X AN NA L —T 2 — A LD BB T, 2= HI A Z O THIZEBWT TOE OfliE T
RO THMEEND (DEK #EOMERE a7 BHT —2 AW S 2 —T 2—ATOR AR ELITHOND),
T D2 EHE NG SR RE 2 A AT D BRI L B (B T D F BB AL RV

*  HDD Ol Va7 (RAFMHEIE(E{G T — 5 - Y L3 AN) ITEE T — 2 A 1% 5] DA 5 —7 = — AL D51k
HEAL N EESIND, BT —2 3 EERALH—T2—ATETD Read/Write Z47\ ., T DK AL - 15 &
(LA Z T FE e T D728 Bt - 18 S LALBRZ (A58 CE DAL Z— 7 = — AIMFIELR W, Wi T —H A
HAA L2 —T 2= R KD AL, 2= V2D THHIZEBWT TOE ofliE TROLNTHEIMES
N5 (DEK #EDOER LY a7 BT — 2 A A0 2 —7 =— A TOFIHREDITHOND) , D 5EHE I
FALREREE B ML T DB BT L e (b2 FEEBAFEL Y,

*  SSD O 77 —A0 =T OMNFEIR ) IZRF BAL A2 ThRWEIE TH D, 7%4 T H5IkIT OS fEHET 7 AL AT
LlZk > T Read/Write 217928, FIAFICH LU CEBE T 7 AN T 78 AEFTHIA L H—T =— A XS0,

FCS_RBG_EXT.1

TOE I, NIST SP 800-90A (Z#E#iL 9% CTR DRBG(AES-256)L, 1 DDV 7k =7 /A RPEHDAER S LD
RBG #3454 2, 3 CTR DRBG !1. Derivation Function & Reseed #4273, Prediction Resistance
FERBIZEMEL 22V, Y7 R =T /A XL, CPU OWNERIRRRIZ B A 52 D56 ika—RNEDFEEL I ay 7 1Y
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A — B 2L — T ALEE NI FEEE L TR L — T B E TR DX & BT ay s iy A — i CTHUS
L. raw 7 —#%15%, v 7MNEFE L XOR # W\ C raw 7 — X & FNbH T hat’ —2 v MR, EfET5
T avamr T EFERL, By MR hae— Ry BTk, = hre—fEEL THITI TS,

TOE X, 2 RBG ZFIH L CHLEEERLL . K 58 KEK OB O 58 DEK@#EE 256bit) 2E a2
35, TOE 2 ELEA R T 585, CTR DRBG T —R~7 U7 /L (Entropy Input & Nonce) N % (272~ 7- 456,
JARFEL TR AY 7 = T 2B, LB A XD ot —(lEE2 AL TR T %, 2o e —fElT,
NIST SP800-90A ? 10.2.1 (Z/rE5 Instantiate & Reseed (24 E /2 fix/ e bt —&(TOE 04, %=
VT AR LFIC 256bit) AL CHsh, +7e = b’ =23 E Fi T,

FCS_CKM.4, FCS_CKM_EXT.4

TOE |28\ T, AR —V I 5L BRI S DG 58 KEK O#EA BHIBLHI A #2 A Al 72 QSPI Flash (2%
S, BX 2T LR EIRREIZBI DD T TOE OREARHIGENCREDLLHEFME G AT — X OR#EITF S
5, KEK & O DEK DO ERIF I LG FHEX A7 % Table7-8 2R T,

EHEFIIHAL AT TOE OFEFERC 2T —F L EXHIRIEIEL FKiE T2 L2 RBNSN TS,

Table 7-8 D RIFI L L

#t PRAESE WEEXAIL T WIEDFH 1

KEK HERTEL QSPI Flash | TOE fili iy 0x00 T 1 [A] FEXHIER
HEE H BA RO K EETEE | RAM BN E L2 BHH(TOE OFl | TOE g BRI XY
AR LT S FEYFHE T IE) RAM 7511 BR

DEK #t (R 5=k EE) QSPI Flash | TOE #3EMy 0x00 T 1 [A] FEXHIER
T RAM PENAREL72HFETOE OF| | TOE ORIEIFGER 2L

R ) RAM 7541 B

7.4 SIEEEEHE

FPT_SKP_EXT.1

TOE @G HIEEMHMIE CHEASND T X COFAHLAHE, SR, &K O 74 _X—MET RAM & O SSD @
a2 e —F R FSND, SSD O b —F R8I 5L 7 7 AV VAT MK RESI T D GERIIZ AR
— VR AERED TSS 2% M), F7-. RAM & SSD ITIRES NI 47 Ve 24 DA 2 —T = — R TAF
FELZR,

UL EDZ LB S8 RESN TN D EB R HND,

FCS_CKM.1(a)

TOE %, Web Connection @ PKI 3% EI2LD IPsec @15 DML THUD IPsec fEBIEDARIZIVNT,
NIST SP800-56B, Revision 2 ® 6.3.1.3 HilCit#i D rsakpgl-crt J U HE D LT, #K 2048bit ® RSA
IR FRGEA LT 5, FT-. IPsec 1B (FTP_ITC.1 S ) O #EE I3\ T, NIST SP800-56A, Revision 3 @
5.6.1.1.1 HilZ5# D Using the Approved Safe-Prime Groups (ZFC# D 5715 C, Diffie-Hellman 7 /1 —7 14
\ZRDIEXI g A R AT D,

FCS_CKM.1(b)

TOE (%, IPsec 15 D@ HAAFF(FTP_ITC.1 /), HLUE SA FA 7 XA LR % OISV T,
FCS_RBG_EXT.1 |2 #® RBG TELEAAERLL . 128bit $,L<IE 256bit O % FilkE B84 £ %3 %, TOE 1%,
DRBG Bi%#%(CTR DRBG(AES-256))ZFF-OM -2 C 152 RBG &2 &L | fLEAE £k 35,

FCS_RBG_EXT.1
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TOE . NIST SP 800-90A (Z#:#il¢%5 CTR DRBG(AES-256)L. 1 DDV 7 I =7 /A XFEBAER SIS
RBG % 34%E4%, it CTR DRBG /. Derivation Function & Reseed %%/ /9 %73, Prediction Resistance
FERBIFZEMEL 2V, Y 7RI =7 /A XL, CPU OWNERIRRRIZFE B A 52 D&M ma— RN D FEEL ay 7 1Y
VA — RS AVER % L — T VBN SEEE L TRY | — T BT DX S o X & ray s L 24— TS
L. raw 7 —#%15%, v 7MNEFELE XOR # W\ C raw 7 — X & FNH T bat’ —2 v 2RI, EfET5
arFava=r I EERL By MREROT b —R e BiFe%, o hee—EEL T TS,

TOE 2 EL# AT 58%Z, CTR DRBG TV —K~7 VU7 /L (Entropy Input & Nonce) NI /2 7284, /
ARXPFEL TR DY 7 =T AEEIL LWEY A XD hae — 2 REL THIAT %, 20z hae —fElx
NIST SP800-90A ? 10.2.1 {Z/RE15 Instantiate & Reseed (24 F 2 i/t bt —&E(TOE D4 125?:
U7 4BREELIFIL 256bit) AL TRV, +7e = hrbE =R E EhT5,

FCS_COP.1(a)

TOE (%, IPsec {5 D ESP 57 L=V X AL T, FIPS PUB 197 & NIST SP 800-38A (2 & L7t R
128bit & 256bit ® AES-CBC ZFIH 3%, £/, IKEv1 57 /LU X L0 T FIPS PUB 197 & NIST SP
800-38A (T & L7- 8 & 128bit & 256bit » AES-CBC #FIH 3%,

FTP_TRP.1(a)
TOE (ZfthoE 5 4E IT HEZR L OB 128 W TR S LEBE 2179, B BALIBIE DRI R LR DEREIILL T DEBY TH
%,

Table 7-9 FHE BFIH T 5B EHE SA(FTP_TRP.1(a))

BfE 5 B SIS L7 DiE s A - FERE A= =92
7747~ PC 7791255 Web Connection OF|H IPsec
FTP_ITC.1

TOE 1T IT #28L DBE I BN T BLiBE 2175, TOE M2+ A L@ EIZLL TO®Y Ths, (EFaUTF
4R LER ENH 725 H)
Table 7-10 TOE 232t 325 B{L.1&(E

WEE TabhaL | ST ATYRL BT 5 AL B —T = —A

77 AN —N—(FTP) IPsec AES(128bits, 256bits) | 1/ SRADNDAF ¥ HERED FEAT
T 7 AN —3—(WebDAV) | IPsec AES(128bits, 256bits) | 1/ SFADNDAF ¥ HERED FAT
77 AN —3—(SMB) IPsec AES(128bits, 256bits) | #AE/ SHANBAF v U HERED FEAT
Ao/ — S—(syslog) | IPsec AES(128bits, 256bits) | Table 7-14 £

FCS_IPSEC_EXT.1, FCS_COP.1(g), FCS_COP.1(b), FCS_COP.1(c)
TOE 73 4% IPsec 7'mh=/L Tl FREOa%EDFIH FTRE THV MO EIIFIH TEewn, HEGLHE 1 HDHH
DITEBEINEIRTEHHEE THY, ZOBRITEHE DLV E - L ETEXD,
= IPsec H 7 B/ALERIE : FTF L AR —ME—F
= X747 ubaLESP
-  ESPW;5{t7L=U X2 AES_CBC-128, AES_CBC-256
- ESP#RiE7 L=V A : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512
X EFLOBIICE ST, AvB—UF AV ANED 160 BV R THEEE 160 v HMAC-SHA-1, AvE&
— VB AV = ANED 256 B R CHERE 256 B b HMAC-SHA-256, Ay —UF AV ANEN 384 &
v CHEE 384 v hd HMAC-SHA-384, Ayt —U X AV AMEN 512 BN CHEE 512 Evho
HMAC-SHA-512 DWW HDNIHE, ST E s o 712 kB Ay — U3 2 (HMAC) % FiV - 3813
179,
¥y v a7 3 ) XA FCS_COP.1()IZHED SHA-1, SHA-256, SHA-384, SHA-512 (ISO/IEC
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10118-3:2004 (ZHEHL) 21k
ESP Cldyiiky — 7 A& 5 (ESN) &R —RL T2,
= B IKEVL
<IKEv1 f# fIRF D% E>
- IKEvl 54k 72224 AES_CBC-128. AES_CBC-256
- IKEv1iBiE7 /L =TV AL ISO/IEC 10118-3:2004 (2 #EHL4% SHA-1, SHA-256, SHA-348, SHA-512
- Ry x—3I3%F—R:Main Mode
- Tx—X 1A —R)EEA 2R : 600~86,400 b
- T7x—X 20Uy 7E—R)EAZIRFF:600~28,800 £
- Diffie-Hellman Group: 27 /v —7 14
» ETRREESR T UV ELRSA TUXNVEL T LT XL DSA) 2048bit, FIPS PUB 186-4, “Digital
Signature Standard”|ZHEHL), /N 2712 X 4 SHA-256(ISO/IEC 10118-3:2004 (ZHEHL), FRTILA
#E

F72, TOE 1% IPsec £X2UT 4R —F —H~_X—Z (SPD) R L TEY, HHE IV FOBRENTED,

= IPsec R —:IP Iy hDORBERTEL T, TENENORMITEE LTz IP /37y MR UL - 131l - il e
DHIHEDEEEFTINRIR TED, IP /7y hOfFEELTIE Any O7 abab @55 IP 7RLUAfER], £
7213V 7 Ry MEE) 3% E TED, IPsec RV — (L IP RV —27/—7 1~10 D 10 /)L —F £ TR E TE,
EE. ZEOW GOy M END, 1 DOBEMFIC, BED IPsec R —NRESNTHA .
IPsec KU —7 —7" 1~10 OEFIARF 2L T, FRiOESLIEN CEIENE H S5,

B PR > AREE > mil @B K

T IFNNTIvar: IPsec BRI —IZABT DR EDRDoT25H DEIER Tl HIRIRTED, (ZOHRT
[COWTEFLE KL AR T DET AL L ATRNL TN, )
- EEE:IPsec RV —DREICHE B LW IP X7y MIFET S
- Wil :IPsec RUT—DREICHE LW IP Xy NI@iBS w5

FIA_PSK_EXT.1
TOE i, IPsec HOHFFIHLAHLL T, Tt 7 I AN 2O FHFLAEIFIHTED, TFAMI—20 FH ik
BT, Fig o a7 VX L& AN TE Y MI~ZE#ES5,
" TR AN— RO R
- EX:22 T
- FIAFREESCT:: ASCIL SCFBN(T VT 7y bR ILTFE/NSCF, BT O ERSCT- (7, “@, ‘%, “$”,
“opr, war g @k (<) AR B AT S0 £213 HEX fE
- T J7E:SHA-1, SHA-256, SHA-384, SHA-512

FCS_CKM.4, FCS_CKM_EXT.4

TOE 128\ T, @EHIEE KR T H SO 58 & O 08 EHT SSD o= he—Z6Eikd L<IX RAM
PRSI, PRAEBRIGFENLIRF DA, FREE, HDOWITHE OB SR &5, IPsec 115 CTHIH 328k, 4t
MBIOLRAF e L FED J515% Table 7-11 (27, BEE ICL> TRESN T FRIHA . [Psec sEEDOT T4
AN—hT, SSD (ZRIFSI, RELRDH A 71T TOE ZPRIET DRI R ESND, TOE OFEFERC I E
\C2T —H FEEHIBRSIEZ T DL TAF LV ATENSN WD, &7 —4 FEESHIBREEE T, KF 58 &
O BHR AT R A B E M (0) T 1 | EEX BT, IPSec 728 T HENA Y a FE(—RE) 722 KT 75 88) 1T
RAM EIZfRfEENLD, 246 TOE OFIEJR OFF IZX AT 57D HIBRS 11D,
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Table 7-11 EDOIRTES & AHZE

#t TRAFE LA WD
IPsec FEFAEO#E~T SSD TOE T hF 0x00 T L& X HIx
IPsec Sali3tH # SSD TOE H3ENF 0x00 T_k3E X Hilkk
IPsec cookie/nonce RAM BENRELL2H(TOE DF| | TOE DFEIEF MK IZXY
BRI TIE) RAM 7> Hl B
IKE 76 fis g RAM BENAFELLIE(TOE Of | TOE @ gl IR LY
(IKEvl 7 = —X 1 TR SN D) FEIFIUE TR RAM H5HIBR
IPsec F3LH Fibiss g RAM BENAFEL/LIE(TOE OfN | TOE @ gl IR LY
(IKEvl 7 = —X 2 ThK SN D) FEIFIE TR RAM H5HIBR
IPsec @ Diffie-Hellman 347 & RAM BENRELI2HRHTOE OFl | TOE O g BRIz LY
BRI TIE) RAM 7> Hl B

75, %27 4 EEERE

FMT_MOF.1, FMT _SMF.1, FIA_UID.1, FMT SMR.1, FMT_MSA.1, FMT MSA.3, FMT MTD.1

TOE FFIAFICKL T ILOE L TRMT 2, TN ENOE KIS NT A —T =—ANbD
HBAEFRE CTh D, BE /L C TR B HREL 1T T DM I ERS T HFEIZIE TOE ~OfRIFRAEN ZRE
AU, RFERECEHEBREL T H 922 81T TEAR, ik BIFRAER IR I IR # 12 % I (U.ADMIN, U.NORMAL)
ZREAMA T ENENOEENIRMISNOMREOFI A ZFF Al 975, £, BT o &EiTe s 7o N EClERr
SNb, FIHE OEENZERALS LT WVE BB REZ R 322 813 TX72\, TOE (X, Table 6-2, Table 6-3 &
TR, FIHE SCET —% ., FIHEY a2 77 — % 2Bk L7=FIH#F ® User ID % Job owner &
LCEIVYTD, TOE 1TEIV ¥ THID User ID # LEXTHHEEZ R 72\,

Table 7-12 U.ADMIN (2 #t S 58 EEE AR

B PR P FrAl STz | BAERTREZR AL X
e =T =R
XU T R LR EW | B2 )T kB E DAL Tk EATD, v BE L
e
Eifm s #E Rk ER | BArSEEHREGERELET——0 IP TR 2% | £F BE L
HE DFy NT— I3 E) 1T,
o —— A EEE U.ADMIN /% User ID #Ffox—H—D%Gk 4 | £ HIBR, |
W HIERATE A (U ADMIN (245 UNORMAL 0 | 1ERL
07 AL SAT — RO EREDZIUCE END), =
— P —DEEIZIBT Table 6-2, Table 6-3 1270
HENERRE T =27 72BN ST, JE
PEICE IR WIE AR ES D,
U.ADMIN ®wuz' A2 7% | U.ADMIN 7% UADMIN O/ 82U —R%2EH 5, | ZF YA V2
AU — RN R
H R D28 T RE A REE A 7R E T 2. YA BE L
PRAT =N OZEHRE | AT —REK OSRT — R/ NUT R E) O e | B8 BE L
e EHEELT,
FYyNT— IR EDRKGE- | X hT—27FE (TOE @ IP 7KL A, DNS #—/\ | &% BE L
75 Rk HE —®D IP TRVA, " —hEFZE, NetBIOS 4, IPsec
A OB E L EEAT,
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(EgEl s P FrR S 7o | BEFRER A&
(= —7xz—A

B 5 AL S AT — ROk | AR —THF S LEERE T 3 2HF S #E(KER 0t | BH BE RV
i - 2SR RE LERDT —H ThOMG FLNAT—REHRE- AR

75,
T7—b =TT v T | TOE D7 7—b0=T7 T v 7T — b Efid 5, FA47 (A %
—MRE
T — 4 EEXHIRM | RS OSSR 2 B EE0) T 1 [l R | AT (s V%
e TIFAETTD
= AR AR | P RE—RFIH O EEIL DR EET vAEd BE RV
TEERE

Table 7-13 UNORMAL [Z# S 5 E BEHERE

EHRERE N TP E T | BERRETe A Z
s =T ge=2
U.NORMAL ®uZ'1> | UNORMAL RAHEE&HDOu/ A2 20 —RDO&REE | BE BER L
/RAY—R OF% EHEEE 19,

7.6. EREAE

TOE (IR ARG FRITHL TR 2, fLdkL , n7 I — " —~k 5 T2,

FAU_GEN.1, FAU_GEN.2
TOE I, L FTOFEREZER MR ESEL, FHRARL (] HESR), FROMA, 7 Vs MNRBITEHR, 58
OfERATET D,

Table 7-14 EENREH—E

ID (7 V=7 i BE B4 A A X —T = —
A G ' i
H*1) =
L FIA_UAU.1,
BHLETRRED E it Admin ID OK/NG
FIA_UID.1 &1
BHLE AT — R OIS B % Admin ID OK Table 7-12 &R
o FIA UAU.1,
a— P —FRRED FENE User ID / #%4% ID OK/NG
FIA_UID.1 &1
EHH LD — Y —DER Admin ID OK Table 7-12 R
EHEIC LD — P — RAT—RDEF /% Table 7-12 R
Admin ID OK
BHEICLD 22— —DHIR Admin ID OK Table 7-12 &R
BHEILID Y —D AT Admin ID OK Table 7-12 &R
a—W— LB — P —DBMEEE (22— Table 7-13
B . User ID OK
—/RRAT—REF )
X2V T LR EDEH Admin ID OK/NG Table 7-12 =&
ISR — R EDEHE Admin ID OK Table 7-12 2R
TN — IR EDIEE Admin ID OK Table 7-12 &R
Y= AnS A AR E D Admin ID OK Table 7-12 &8
ARG REDOER Admin ID OK Table 7-12 &1
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ID (W7 V=2 N1 B A F—Tx—
B R e L
H® *1) =2
HDD F§52{b S 20 — RO ZS 6 Admin ID OK Table 7-12 %
Tr—b =TT v 7T —MEREASW) D FET Admin ID OK/NG Table 7-12 &
Tr— N =T B D E R Admin ID / #%4% ID OK/NG | FPT_TST EXT.1 &
H % Admin ID OK Table 7-12 %
REB RS RE DL Bl Fegk ID OK [l
A HRE DR T FReBEE ID OK BIIEEJR
. FDP_ACC.1,
RAET a7 OYIE User ID / Admin ID OK
FDP_ACF.1 &%
v —a 7 OFIRI User ID OK/NG FDP_ACC.,
Ig—vg9 (il
ser FDP_ACF.1 B
v— a7 ORAF User ID OK/NG FDP_ACC.L,
i { — £
- ser FDP_ACF.1
N FDP_ACC.1,
ARy ar DFELT User ID OK/NG
FDP_ACF.1 &
. FDP_ACC.1,
RIE a7 OHI User ID OK/NG
FDP_ACF.1 &%
o 5 FDP_ACC.1,
PRAFV a7 DR /iR (- ) User ID OK/NG
FDP_ACF.1 &
N FDP_ACC.1,
BAFTa7 DB User ID OK/NG
FDP_ACF.1 &
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