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5 | XEOHRAFLEEOHUEE | MARYIA, ﬂﬁﬁﬁﬂ)‘%Uﬁﬁ‘J‘yﬁx NAT—RigE 54t PDF Ry A&
EFERA D ULIIRAF LI E 1 SCEZ I H 3K EE,
AR Y7 AR T, #OCEEAF v TRt H) B SUEICE U TRAT,
IFAT N PC DTV HRTAN—HELLIL WC INDHE T L EEIRTT, 777 A
HEICE S TRAELIZ F a—R &7 7 7 ALE R RFTED, M ATVZIER Y2
AIZF LT, 77 7 AREIC K > CRAB LT 7 7V ASCERAR T CE D, /XA —K
51t PDF R 27 ZIZKL T, 2947 b PC O WC 58 T3 EARETE
Do
B AR 7 A ARAF ST B A SCEFIE, B E SRV BRIM, SMTP H— /3 —
[WebDAV #— 3—/SMB #— R—~DT77A)VEE, 777 A EE . WC 7D
SMTP #—/3—/WebDAV H#— —/SMB H— _R—~DT77A)LHE, H T
B—RBATED, BFIATYZER Y7 ARIES N BT SCET, BB 5 n
SEHIR, WC 2354 0 a—RR XS, 7SAT—REEEAL PDF Ry 7 RTIRIES
T T3CEI, BB SR DBE ARy I ASDRAF N TES,
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D\TGZ\ TOE O)-{Zaf‘j_y?‘/rg{%ﬁlé gaﬁ_g_éo
AR =TT A OGS o8 RE1T, TOE 23235 8F 207 R IcE ey,

Table 1-5 TOE O35 1#ke

No. Function Definition
1 | #AIERGERRE TOE ZFIHLEIETDENHF AIFIHE THHI 2R HE LIS L7553

AR WA > TIRFEL . 37 TR A& LIS E 72118 TOE OFI A%l
JDOHERE, R ATV ZER I ANT 7B AT HIEE (T 7/ A% 525 . FI A
FOBBIFFETINZ, B ATV ZER v AT — I L DGR E 15,
A7 UL TOE B & A5k AT TH AR ML BRI OFRFEY —
N—Z i 9 BN — N —FBAE T 3D, AEREITITLL T ORREN & =
o,

<3HEE L7 R AIE A R BB AN R MBI E L 72 35 B LR RIE 2 45 1R 9~ B F%RE

BT AT, ATIUT SR — R &4 I — 07 TR T DI RE

XA —RD VB R T DI DI BHE N TORE LI/ N IR — R ED
M- LT SAT — R 72 B8 8k 3 DRk RE

ARSI — W — DR EN — BRI 72 CEBRE 0338 E LT IREf 7221))
LA TORya BT T ARERE

2 | 7oA TOE WORMEIEICK L, FF ISR OHRAT 7 AT LR DI,
(R PE~DT 2 22 IR DHERE,

3 | W LikhE LAN ETOBE I, 7—FEE~T /LA TERV LN BT Dkt 7
— 20 BAL DL, BRI ARSI 57 LY R A I LD IRFE
sha,

4 | BB LAN FIFARFC o T —2 10 USRI L2515 IR 2 VB 1B R, TPsec 1

FoTREREIRET D, 7747~ PC, SMTP $— 3— SERFRFEY— N
—. DNS #—— m/ ¥ —,—_ WebDAV #—/3— SMB #—/3—L TOE
DEOWET — 2 &5 T2, S.EFERICL > TRy N —7 L&D
B FELRE BT DL TRET D,
HEDBEMOKIRE DM TITONDZEERTET HIEHE,

5 | BX=UT o EERE PR DIFRAEMSBE CTRRGES N7 BEE (UL ADMIN), — % # (U.NORMAL)
N, ENENOFENRMLENT. TOE OEX2U T HREICBT25%E. &R
MAHECTH DI LA RIET DIKEE,

6 | EiArREHE TOE OfFEABIOEX 2T ICB#ET2FL (LT, BEHFRL YD) Ons%
HEHEREL L ICE A DY T — 2 LU CRisk T HHRE, 7 uha/Lid WebDAV
AT 5, v 7y AViE, BEEBREEEEHNTEZ Y — N —TEES
a7 —N—bE T AN TED, N/ HAEERIE R —R~L
20,

7 | EAEERE R TOE 77 —LU =T 75— NelthT AR, Ty 7T — R0 77—
=T DEIEMERIEL, ZINERDLD THHZLE R T IMEET v 7T
—hgkAE), TOE OREIRFIC R 2/ H UBREEZ 3 e R BB I BT 575
ZETT7— AT O EMEERTET DESHE(H 27 AMERE),

8 | FAX 5y Hittne TOE ®»77ZAUF 73, PSTN & LAN BT —% - 7 Vo P %A+ 57012 ff
RIRNZEHARFET DR RE,
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1.4.3. A
A ST THEMTOHEEDOEKREZERT Do

Table 1-6 FFE

Designation Definition

BT E BALFHIT, LTFRHIERE DN MEE LT L EHT —2ThD,

HOCE HEOCEIE, SOOI E DR AR MU D B Th D,

HRGE RIFEI L O35 L7205 (Storage and retrieval IZEAHEDOXT & L725) &1 3C

777 AGE T 7 AREREIC KV A RIEER A S L COMI T 7 7 AL 65 95 30E

Yar N RFa b —EEBICEHIN D CEHUBEZ X7, B—D0B Y 273 1 KL L
DLEZUHTE D,

WC Web Connection, 7 7 A 7> b PC ® Web 77 U %3 L T TOE Z#/ET %
BRe, 77— A,

(A% TOE #BfET 270 DHH AL hr— TN R, Z oy FRRGET 4 2T
LA THERL SN D,

A¥yFa=y k TOE THXENOHE, BEAHASIMY | BFT — X ICEBT D0 DT A
Ao

Ty =y b TOE CHIRI B ICEH I N2 BmBT — % ZFIRIL 1§27 31 X,

filffl2 be—F=2=v b | TOE Z#l#H7 53EE,

Ty —AT T TOE ZH|#HT 27 vo =7,

CPU H T R AL PR AR 1

RAM E¥EmEE S L TR SN DHHFEAE Y,

SPI Flash TOE OEIEERET 2 TSF 7 — X DMETFE S 5 BUHIARHA [ e AR A E Y

SSD 256GB OHMAMBA PR BEE, 77 — Ly =T BIE SRRy U —

TINEDT I RAIKTDVAR AECTRKRTLEOOKEZTET — ¥
TOE OB EMT — X, B LEN 7 7 A VE LTHRIEESND,

Ethernet I/F TOE & LAN ##5:3 57200 A X 7 =—A, 10BASE-T, 100BASE-TX,
Gigabit Ethernet Z ¥ 4HK— ~ 35,

USB I/F TOE & USB 7 A RAEHHHT D72 00DA BT = — A,

RS-232C I/F D-sub9 L& LT, TOE ~Y U T NI HZEMTEDLA VH T =2 — A,
TOE #fEH Y —E X< U BN A T F o ZMERE T %,

SMB %15 Ax ¥ LT —2% TOE WIRFSN TV LEFLHRLEE, arPa—
B—=THWADT7AMIERBRL T, 2 Ca—F =V —R—DFT 314
—RME T D RE,

WebDAV %15 A¥ ¥ L7eT—4#%° TOE NIRTFESN TWDIEBEFXEREE, 22—

H—TRA DT 7ANITEH L T, WebDAV Y — —|Z7T v 7'm— NI BEEHE,
07— _—~u ZFEETHGEICHHERT 5,

Ry o A TV MERE. T 7 7 ARERE, SCEORF LD H LIEREIZRB W T, FIHEX
BF— 2L 5 75— % % TOE \ZEHT LR, BRI, FBir& 7Y
YRRy A NRAT— REB{L PDF ARy 7 A2, Ml AT Y ZERY 7 2, {H
ARy 7 ARFIHTE D,
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Designation

Definition

BAE& T Y FARy 7 A

—MFIVHER, 24T FPCOTY o Z RITAN— b LUZWC b7
U MRERER FAT L7che, B EN—RRFSN D, —RFIHE L, BEA
ANVING —IHRAFSNTCBTF LEFEOFM A FITT 22 LN TE D,

/SR T — RS54t PDF &

> 7 A

—MEFIMER. 7 47 F PCOWC nH/RRAY — R TSk 37z PDF ©
EIRl S U <IMRIFAFAT Lcle, B UEN—RRFIND, —HRFAMED
BAEASRND D —RHRFESNCE T LEOHRB S L3R FEZFATTDH LR
TE 2,

SR A€ Y ZAER v 7 A

77 ABREICL DV ZEFELLEF a— RN RESRTWARWT 7 7 ALEERLT
T 5, FEHENMEAE Y ZERECTHEI AT ZELADMIRE LILGBAIC

FIATX 2CEMTIIANCRESILTVD), F72, BELEIRE A F VU ZER
ETHRELZMH ATV ZERy 7 A2 — RTR#EIND, BHATY 2
BARY 7 ANRAT — REM>THH—EAAEIL, Bffxrve s 747 b
PCOWC D, 777 AXEZRY T ENTE S,

AR 7 A

—EFIRED, BEBIAETIBEAR Y 7 2K L, BBV, 7T74T
NPCOTIV L HERTAN— H LTI WCPOLEFLEERGFTED, 77
7 AKEREIC KV ZE LY a 7TICF a— FBREESh TWABE, EEsh:
AR > 7 AT 7 7 AXLELRGET D, —BFAAER., BIPFTHET LMA
Ry 7 2T L, BER%N, 25472 b PCOWC»HETFLEELZRY H
5,

i
el
K
o

T ABBICIVZELIEZF a— KRB BESNT -7 7 7 ALELBAR Y 7
AMRIET D88, ARy 7 AOHAEHETH 2 —RAIHE & EFEER, EA
Ry 7 ABICHEE EBRZERSAT— RERETE D,

Fa—Fk

SUB 7RLALE(E ID THEMREIND, BIRZENAENCTRE I N TOAEAR
VI ANT 7 7 AEETHEICIE, U EAR Y 7 ADOBREES L HEZEH
Ax?—P%F:—F@SUB?M&Q%EIDELfﬂﬁT5

Pl

"7 A CETR FMECEEMNT NS X2 U T BEOK
—fiFI 4 (UNORMAL), & ¥ (UADMIN)D&EEI R H 5,

- TOE IZI3,

— A
(U.NORMAL)

— %A % (UNORMAL) & L CTOEDR| A ##Fa] Sn/-FIf#&, FIHAEN =
—Y =4, 22— —XRT— N FHEHRZZL TR S A RS LR, —
MR HE(UNORMAL) EL GBI &5, o— — i Tt atne 2RI <
&5,

(essE
(U.ADMIN)

EPE(U.ADMIN) & LT TOE OF|fZFFal Si=FIfA#, TOE OFBHIC
iE, A CHEOEWNCE Y, 22— —EHF(U.USER_ADMIN) & E /LA
VP (UBUILTIN_ADMIN) 3%, & RIEEE CiRitsh ¥ = U 7«
EIERSRE A R T X D,

o
(U.USER_ADMIN)

FRAFEN =Y —4, 22— = RT—F FHEHERHY TR AR IILT
o — Y — @ (U USER_ADMIN) L L CERRIES L5,

EL N A UEEE
(U.BUILTIN_ADMIN)

BHENAY — FEmb R HE, FIHENEHEE AT —RTrs A AR LT
B, BV B RS (U.BUILTIN_ADMIN) & L GRS 5,

il i SV =B RARRT— REMBFHE, FAIHERY—ERARRATU—RTr A
D L7, h— v RAE R TRt S oML FIH TE 5, TOE ORER 7
TNHRNEE S R— T2,

User ID TOENXFIAHE 27819 2385801, FIHFER v 7 A ARk LiHa. FIHFER

e LCHEEMT NS, —BFIRE, 2——EFHEOEA, 22— —FH
KEBE DGR BNEI D M TEHND, BN UEEEIT. SHOEEESNE
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Designation Definition
DETHND,
=R FIREBNSILT v VE AR CRRBIRRAEZ ZATL , MAEREEIC P LTZ 354G
TOEZF M AIse7 R IBIC 228, #E/ 3L, WC, TV HRTAN—=DBHELTT
x5,
a—H—4 —fEFIRE, 2= —FHER, v A VR LT vy L E LTANT D

A, ARIEERIEDOS S, TOEX2—¥ =42 & - TRIHE P Bk —F
=L D DEBHIT D, — Y —EHERRE T —RAIE 2 BT DERICERE L,
VIBRIZZEE TE R0,

0y A NAT — R FIREZEN, a VA V7 LTy e LTANT AR T — R, RIKERE
FIEDBE. TORIZ v 7 A AT — RIZ L » CRIHE 2E+ %, 22— —
NRAT— R, BHERAT—RK, $—ERARXRT— R KR3H 5D,

=P =X — R —RFHEFEO B T A L RAT — R, AEEEBREO Y6, HHF T2 —— %
HEERE T A AE R —F— R T — FERETE 5, —BAHEE, 8
FDa—F—RAT—NEEHTED,

BEE AT — | BN UEBRE DR A AT — R, TOEHMEL, FTEDEHEE 2D
— FARESNTEY  TOERBERIZE /L b VEFENPIENS LTS5,
Dk, BHENEETE D,

P—EZARRAT— R P—t A0l AL RAT— R,

— B 4% IR EFHEN—BFAEOTOEOH A 212 (L9 o6, EHE L, =—F—EH%
BEIZ R W TRk S 72 User IDFHC —FFR S 1L OF%E & fRBEAN T& 5, —Hifl
FEIEDNZRE SN User IDEFFO>—HFIHAE N2 7 A v 2 EIT LS,
TOEIXBI#AHT =R HF B2 T 5 720 SR HF I 7 1 TR L,
TOEZFIHTE 220,

B R HERR B R B E RS RE TOTOED R 2 3 S HRE, B HFLE I,
2— YRR I B W TRER S L7z User IDAHICEHLE HERR ORR T & fRER S
TE D, BHEMERNHRE SN User IDEE S — KA A ENEHEHERDH D T
07 AR L2 E, EHERE CTOEZ R T 5, EHEMHERN T
IhTWiWUser IDZFFO—EFIAE N EHEHERS Y T s A U EFATL
72354, TOEIXBEM T R AE REZWKIET D720, S FHAE I 71 v
I L. TOEZFIH TE 220,

F AR IR EHHEN— A AE ORI TRE R AE 2 HIBR T~ D H8AE, BHFIL, = —V—%
HIESHEIZ W TR Sk S 7e User IDEHITHERERIFR O R%E & fRIRAS T & 5, BEREHI
FRANERE S L7z User IDZ FeO—FIHE N 7 7 A V2T L1286, TOEIX
FIAZBIR SN IBEEOUTZ FEL RS L ITRERTHREE TR R T 5720,
RS OBRE 2 I T X 220,
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2. Conformance Claims

2.1. CC Conformance Claims

A ST 1%, LLF® Common Criteria (L&, CC L589) ICE ST 5,

CC version : Version 3.1 Release 5
CC Part 2 (CCMB-2017-04-002) extended, CC Part 3 (CCMB-2017-04-

CC conformance
003) conformant

2.2. PP Claim

A& ST 1Z. LLF® PP, Errata (2 &7 %,

PP Name ¢ Protection Profile for Hardcopy Devices
PP Version : 1.0 dated September 10, 2015
Errata ¢ Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

2.3. PP Conformance Rationale

PP NERTHLL FOSMZ L, PP ©#K@Y) [Exact Conformance] Thb, £ D7, TOE Fj1L PP &
—HBL T\,
+ Required Uses
Printing, Scanning, Copying, Network communications, Administration
+ Conditionally Mandatory Uses
PSTN faxing, Storage and retrieval

+ Optional Uses
7L
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3. Security Problem Definition

3.1. Users

TOE OFHE X, LTI SN D,

Table 3-1 User Categories

B2y SE4 EH
— A RE —FI AP 2 AT — R TR R AR S AL )
(U.NORMAL) (U.NORMAL) %, — A E (U NORAML) D& £ 25—,

. gtk s FHE Lo CEFBF MR ES N, 2—F—4, =2—
2P EE s e . ot (2 =
(U.USER_ADMIN) (U.ADMIN) P2 —F | EEE RS CTHBIRFES LR H

B ¥, BEE U ADMIN) D& E Z >,
EVN B (e BHE AT — N2 L > CGRBIFRRES V=R A&, & BE
(U.BUILTIN_ADMIN) (U.ADMIN) (U.ADMIN) D&%+,

3.2. Assets

TOE (2B LR E EILLL T Dl ThHD,

Table 3-2 Asset categories

Designation Asset category Definition
Data created by and for Users that do not affect the operation of the
D.USER User Data
TSF
Data created by and for the TOE that might affect the operation of
D.TSF TSF Data the TSF
e

3.2.1. User Data
User Data 1%, L TD 2 >OFERDDEERLS D,

Table 3-3 User Data types

Designation User Data type Definition
User Document Information contained in a User’s Document, in electronic or
D.USER.DOC
Data hardcopy form
Information related to a User’s Document or Document Processing
D.USER.JOB | User Job Data Job
0

3.2.2. TSF Data
TSF Data (%, LLFD 2 ORI AER S LD,

Table 3-4 TSF Data types
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Designation User Data type Definition
TSF Data for which alteration by a User who is neither the data
Protected TSF ) o ) )
D.TSF.PROT Dat owner nor in an Administrator role might affect the security of the
ata
TOE, but for which disclosure is acceptable
) . TSF Data for which either disclosure or alteration by a User who is
Confidential TSF . . o .
D.TSF.CONF Dat neither the data owner nor in an Administrator role might affect
ata
the security of the TOE

3.3. Threat Definitions

Threats are defined by a threat agent that performs an action resulting in an outcome that has the
potential to violate TOE security policies.

Table 3-5 Threats

Designation Definition

An attacker may access (read, modify, or delete) User Document
T.UNAUTHORIZED_ACCESS Data or change (modify or delete) User Job Data in the TOE
through one of the TOE’s interfaces.

An attacker may gain Unauthorized Access to TSF Data in the
TOE through one of the TOE’s interfaces.
A malfunction of the TSF may cause loss of security if the TOE

T.TSF_COMPROMISE

T.TSF_FAILURE . .
is permitted to operate.

An attacker may cause the installation of unauthorized software
on the TOE.

An attacker may access data in transit or otherwise compromise
T.NET_COMPROMISE the security of the TOE by monitoring or manipulating network

communication.

T.UNAUTHORIZED_UPDATE

3.4. Organizational Security Policy Definitions

TOE 7332819 ~<& OSP LA TR,

Table 3-6 Organizational Security Policies

Designation Definition

Users must be authorized before performing Document
P.AUTHORIZATION

Processing and administrative functions.

Security-relevant activities must be audited and the log of such
P.AUDIT actions must be protected and transmitted to an External IT
Entity.

The TOE must be able to identify itself to other devices on the
LAN.

If the TOE provides a PSTN fax function, it will ensure
separation between the PSTN fax line and the LAN.

P.COMMS_PROTECTION

P.FAX FLOW
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3.5. Assumption Definitions

Assumptions are conditions that must be satisfied in order for the Security Objectives and functional

requirements to be effective.

Table 3-7 Assumptions

Designation Definition

Physical security, commensurate with the value of the TOE and
A.PHYSICAL the data it stores or processes, is assumed to be provided by the

environment.

The Operational Environment is assumed to protect the TOE
A.NETWORK
from direct, public access to its LAN interface.

TOE Administrators are trusted to administer the TOE

A.TRUSTED_ADMIN ) ] ] o
according to site security policies.

Authorized Users are trained to use the TOE according to site
A TRAINED_USERS ) o
security policies.
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4. Security Objectives

4.1. Definitions of Security Objectives for the Operational Environment

Table 4-1 Security Objectives for the Operational Environment

Designation Definition

The Operational Environment shall provide physical security,
OE.PHYSICAL_PROTECTION commensurate with the value of the TOE and the data it stores

Or processes.

The Operational Environment shall provide network security to
OE.NETWORK_PROTECTION ) ) ] )
protect the TOE from direct, public access to its LAN interface.

The TOE Owner shall establish trust that Administrators will

OE.ADMIN_TRUST . .. ..
not use their privileges for malicious purposes.

The TOE Owner shall ensure that Users are aware of site
OE.USER_TRAINING ) o
security policies and have the competence to follow them.

The TOE Owner shall ensure that Administrators are aware of
site security policies and have the competence to use

OE.ADMIN_TRAINING . )
manufacturer’s guidance to correctly configure the TOE and

protect passwords and keys accordingly.
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5. Extended components definition

ARECTIE, IR X 2V T A RE B2 T D, 728, JEREM 134T HCD-PP TERSNTWDEHLDEZED
FEFEHL TS,

5.1. FAU_STG_EXT Extended: External Audit Trail Storage

Family Behavior:
This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE
to an External IT Entity.

Component leveling:

FAU_STG_EXT.1: Extended: External Audit Trail Storage 1

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel

implementing a secure protocol.

Management:
The following actions could be considered for the management functions in FMT:
=  The TSF shall have the ability to configure the cryptographic functionality.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

= There are no auditable events foreseen.

FAU_STG_EXT.1 Extended: Protected Audit Trail Storage

Hierarchical to : No other components
Dependencies : FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using
a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies
on a non-TOE audit server for storage and review of audit records. The storage of these audit records and
the ability to allow the administrator to review these audit records is provided by the Operational
Environment in that case. The Common Criteria does not provide a suitable SFR for the transmission of
audit data to an External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a

single component.
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5.2. FAU_CKM_EXT Extended: Cryptographic Key Management

Family Behavior:
This family addresses the management aspects of cryptographic keys. Especially, this extended

component is intended for cryptographic key destruction.

Component leveling:

FCS_CKM_EXT.4: Extended: Cryptographic Key Material Destruction 4

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials

that are no longer needed are destroyed by using an approved method.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

" There are no auditable events foreseen.

FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

Hierarchical to : No other components
Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys), or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer
needed are destroyed by using an approved method, and the Common Criteria does not provide a suitable

SFR for the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3. FGS_IPSEC_EXT Extended: [Psec selected

Family Behavior:

This family addresses requirements for protecting communications using IPsec.
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Component leveling:

FCS_IPSEC_EXT.1 Extended: IPsec selected 1

FCS_IPSEC_EXT.1 IPsec requires that IPsec be implemented as specified.

Management:

The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in

the PP/ST:

=  Failure to establish an IPsec SA

FCS_IPSEC_EXT.1

FCS_IPSEC_EXT.1.1
FCS_IPSEC_EXT.1.2
FCS_IPSEC_EXT.1.3

FCS_IPSEC_EXT.1.4

FCS_IPSEC_EXT.1.5

Extended: IPsec selected

Hierarchical to : No other components
Dependencies : FIA_PSK_EXT.1 Extended:Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric
keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit
The TSF shall implement the IPsec architecture as specified in RFC 4301.
The TSF shall implement [selection: tunnel mode, transport model.
The TSF shall have a nominal, final entry in the SPD that matches anything that is
otherwise unmatched, and discards it.
The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[selection: the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602)
together with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified
by RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC, AES-GCM-
128 as specified in RFC 4106, AES-GCM-256 as specified in RFC 4106).
The TSF shall implement the protocol: [selection: IKEV1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, [selection: no other RFCs
for extended sequence numbers, RFC 4304 for extended sequence numbers|, and
[selection: no other RFCs for hash functions, RFC 4868 for hash functionsl; IKEv2 as
defined in RFCs 5996, [selection: with no support for NAT traversal, with mandatory

support for NAT traversal as specified in section 2.23], and [selection: no other RFCs for
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hash functions, RFC 4868 for hash functionsl].

FCS_IPSEC_EXT.1.6  The TSF shall ensure the encrypted payload in the [selection: /KEv1, IKEvZl protocol
uses the cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC
3602 and [selection: AES-GCM-128, AES-GCM-256 as specified in RFC 5282, no other
algorithm).

FCS_IPSEC_EXT.1.7  The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

FCS_IPSEC_EXT.1.8  The TSF shall ensure that [selection: IKEv2 SA Iifetimes can be established based on
[selection: number of packets/number of bytes: length of time, where the time values can
be limited to: 24 hours for Phase 1 SAs and 8 hours for Phase 2 SAs]; IKEv1 SA lifetimes
can be established based on [selection: number of packets/number of bytes ; length of
time, where the time values can be limited to: 24 hours for Phase 1 SAs and 8 hours for
Phase 2 SAs].

FCS_IPSEC_EXT.1.9  The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit MODP),
and [selection: 24 (2048-bit MODP with 256-bit POS), 19 (256-bit Random ECP), 20 (384-
bit Random ECPE 5 (1536-bit MODP)), lassignment: other DH groups that are
Implemented by the TOE), no other DH groupsl.

FCS_IPSEC_EXT.1.10 The TSF shall ensure that all IKE protocols perform Peer Authentication using the
[selection: RSA, ECDSA] algorithm and Pre-shared Keys.

Rationale:

IPsec is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is

therefore placed in the FCS class with a single component.

5.4. FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit Generation)

Family Behavior:
This family defines requirements for random bit generation to ensure that it is performed in accordance

with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1 Extended: Random Bit Generation 1

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance

with selected standards and seeded by an entropy source.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FCS_RBG EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

Hierarchical to : No other components.
Dependencies : No dependencies.

FCS_RBG_EXT.1.1  The TSF shall perform all deterministic random bit generation services in accordance with
[selection: ISO/IEC 180312011, NIST SP 800-90A] using [selection: Hash_ DRBG (any),
HMAC _DRBG (any), CTR_DRBG (AES)\.

FCS_RBG_EXT.1.2  The deterministic RBG shall be seeded by at least one entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based
noise source(s), [assignment: number of hardware-based sources| hardware-based noise
source(s)] with a minimum of [selection: 128 bits, 256 bits| of entropy at least equal to the
greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security Strength
Table for Hash Functions”, of the keys and hashes that it will generate.

Rationale:
Random bits/mumber will be used by the SFRs for key generation and destruction, and the Common

Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.5. FDP_FXS_EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE is connected.

Component leveling:

FDP_FXS_EXT.1 Extended: Fax Separation 1

FDP_FXS_EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the PP/ST:

] There are no auditable events foreseen.

FDP_FXS_EXT.1 Extended: Fax separation
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Hierarchical to : No other components
Dependencies : No dependencies
FDP_FXS_EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting

or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not provide a suitable
SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class with a single

component.

5.6. FIA_PMG_EXT Extended: Password Management

Family Behavior:
This family defines requirements for the attributes of passwords used by administrative users to ensure

that strong passwords and passphrases can be chosen and maintained.

Component leveling:

FIA_PMG_EXT.1 Extended: Password Management 1

FIA_PMG_EXT.1 Password management requires the TSF to support passwords with varying

composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FIA_PMG_EXT.1 Extended: Password Management

Hierarchical to : No other components
Dependencies : No dependencies

FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

+ Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [selection: “!I”, “@”, “#”, “$”, “%”, “*”,
“&”, ¥ «(« “y [assignment: other charactersll;

* Minimum password length shall be settable by an Administrator, and have the capability

to require passwords of 15 characters or greater;
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Rationale:
Password Management is to ensure the strong authentication between the endpoints of communication,

and the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed

in the FIA class with a single component.

5.7. FIA_PSK_EXT Extended: Pre-Shared Key Composition

Family Behavior:

This family defines requirements for the TSF to ensure the ability to use pre-shared keys for IPsec.

Component leveling:

FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition 1

FIA_PSK_EXT.1 Pre-Shared Key Composition, ensures authenticity and access control for updates.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

»  There are no auditable events foreseen.

FIA PSK EXT 1 Extended: Pre-Shared Key Composition

Hierarchical to : No other components
Dependencies : FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random
Bit Generation)
FIA_PSK_EXT.1.1 The TSF shall be able to use pre-shared keys for IPsec.
FIA_PSK_EXT.1.2 The TSF shall be able to accept text-based pre-shared keys that are:
+22 characters in length and [selection: [assignment: other supported lengthsl, no other
lengthsl;
-composed of any combination of upper and lower case letters, numbers, and special
characters (that include: “I”, “@”, “#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)").
FIA_PSK_EXT.1.3 The TSF shall condition the text-based pre-shared keys by using [selection: SHA-1, SHA-
256, SHA-512, [assignment: method of conditioning text stringl]l and be able to [selection:
use no other pre-shared keys; accept bit-based pre-shared keys; generate bit-based pre-
shared keys using the random bit generator specified in FCS_RBG EXT. 1.

Rationale:
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Pre-shared Key Composition is to ensure the strong authentication between the endpoints of
communications, and the Common Criteria does not provide a suitable SFR for the Pre-shared Key

Composition.

This extended component protects the TOE by means of strong authentication, and it is therefore placed

in the FIA class with a single component.

5.8. FPT_SKP_EXT Extended: Protection of TSF Data

Family Behavior:
This family addresses the requirements for managing and protecting the TSF data, such as cryptographic

keys.This is a new family modelled as the FPT Class.

Component leveling:

FPT SKP_EXT.1 Extended: Protection of TSF Data 1

FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing symmetric
keys from being read by any user or subject.It is the only component of this family.

Management:
The following actions could be considered for the management functions in FMT:

= There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT SKP _EXT.1 Extended: Protection of TSF Data
Hierarchical to : No other components.
Dependencies : No dependencies.

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private keys.
Rationale:
Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected

securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Preshared Key, and

it is therefore placed in the FPT class with a single component.

5.9. FPT_TST_EXT Extended: TSF testing

Family Behavior:
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This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:

FPT_TST_EXT.1 Extended: TSF testing 1

FPT _TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to

demonstrate correct operation of the TSF.

Management:
The following actions could be considered for the management functions in FMT:

*  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

] There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to : No other components
Dependencies : No dependencies

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to demonstrate
the correct operation of the TSF.

Rationale:
TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a

suitable SFR for the TSF testing.In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single

component.

5.10. FPT_TUD_EXT Extended: Trusted Update

Family Behavior:
This family defines requirements for the TSF to ensure that only administrators can update the TOE

firmware/software, and that such firmware/software is authentic.

Component leveling:

FPT_TUD_EXT.1 Extended: Trusted Update 1

FPT _TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
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Management:
The following actions could be considered for the management functions in FMT:

=  There are no management actions foreseen.

Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in
the PP/ST:

=  There are no auditable events foreseen.

FPT_TUD_EXT.1 Extended: Trusted Update

Hierarchical to : No other components
Dependencies : FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm).
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current version
of the TOE firmware/software.
FPT TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.
FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using a
digital signature mechanism and [selection: published hash, no other functions| prior to

installing those updates.

Rationale:
Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for

the management of firmware/software.In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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6. Security Requirements

6.1. Security Functional Requirements
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6.1.1. Mandatory Requirements
6.1.1.1. Class FAU: Security Audit

FAU_GEN.1 Audit data generation
(for O.AUDIT)
Hierarchical to @ No other components.
Dependencies ¢ FPT_STM.1 Reliable time stamps
FAU_GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c¢) All auditable events specified in Table 6-1,[ 7 L].

FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity Gf applicable), and
the outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the
functional components included in the PP/ST, additional information specified in
Table 6-1, [ 2 L].

Table 6-1 Auditable Events

Auditable event Relevant SFR Additional information
Job completion FDP_ACF.1 Type of job
Unsuccessful User authentication FIA_UAU.1 None

Unsuccessful User identification FIA_UID.1 None

Use of management functions FMT_SMF.1 None
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Auditable event Relevant SFR Additional information
Modification to the group of Users that are | FMT_SMR.1 None

part of a role

Changes to the time FPT_STM.1 None

Failure to establish session FTP_ITC.1, Reason for failure

FTP_TRP.1(a),
FTP_TRP.1(b)

FAU_GEN.2 User identity association
(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification
FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to

associate each auditable event with the identity of the user that caused the event.

FAU_STG_EXT.1 Extended: External Audit Trail Storage

(for O.AUDIT)
Hierarchical to : No other components.
Dependencies ¢ FAU_GEN.1 Audit data generation,

FTP_ITC.1 Inter-TSF trusted channel.
FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity using a
trusted channel according to FTP_ITC.1.

6.1.1.2. Class FCS: Cryptographic Support

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [ECS_CKM-.2 Cryptographic key-distributionor
FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification) }

FCS_COP.1(G) Cryptographic operation (Key Transport)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [
+ NIST Special Publication 800-56A, “Recommendation for Pair-Wise Key
Establishment Schemes Using Discrete Logarithm Cryptography” for finite
field-based key establishment schemes;
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FCS_CKM.1(b)

FCS_CKM.1.1(b)

FCS_CKM_EXT.4

FCS_CKM_EXT.4.1

FCS_CKM.4

+ NIST Special Publication 800-56B, “Recommendation for Pair-Wise Key
Establishment Schemes Using Integer Factorization Cryptography” for RSA-
based key establishment schemes

1 and specified cryptographic key sizes equivalent to, or greater than, a symmetric
key strength of 112 bits.

Cryptographic Key Generation (Symmetric Keys)
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION)

Hierarchical to : No other components.

Dependencies 1 [ECS_CKM-2 Cryptographie key-distributionor
FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(d) Cryptographic Operation (AES Data
Encryption/Decryption)

FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption) }
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_COP.1(h) Cryptographic Operation (for keyed-hash
message authentication)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction

FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

Refinement: The TSF shall generate symmetric cryptographic keys using a

Random Bit Generator as specified in FCS_RBG_EXT.1 and specified

cryptographic key sizes [128 bit, 256 bifl that meet the following: No Standard.

Extended: Cryptographic Key Material Destruction
(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
Hierarchical to : No other components.

Dependencies ¢ [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)],
FCS_CKM.4 Cryptographic key destruction

The TSF shall destroy all plaintext secret and private cryptographic keys and

cryptographic critical security parameters when no longer needed.

Cryptographic key destruction

(for 0.COMMS_PROTECTION, O.STORAGE_ENCRYPTION, O.PURGE_DATA)
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Hierarchical to ¢ No other components.

Dependencies : [FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)l,

FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in

accordance with a specified cryptographic key destruction method [

For volatile memory, the destruction shall be executed by [powering off a devicel.

For nonvolatile storage, the destruction shall be executed by a |singlel overwrite of

key data storage location consisting of a static pattern), followed by a [nonel. If

read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [0 standaradl.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
Dependencies : [EDPITC I Import-of user-datawithout-securityattributes-
or-

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with
a specified cryptographic algorithm AES operating in [CBC mode] and
cryptographic key sizes 128-bits and 256-bits that meets the following:
« FIPS PUB 197, “Advanced Encryption Standard (AES)”
- [NIST SP 800-38A]

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
(for O.UPDATE_VERIFICATION, O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies : [EDPITC A Import-ofuser-datawithout-seeurity-attributes,—
or
EDPITC.21 ¢ . » . . 7
ECS_CKM.1C hiel .
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric
keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material

Destruction
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FCS_COP.1.1(b)

FCS_RBG_EXT.1

FCS_RBG_EXT.1.1

FCS_RBG_EXT.1.2

Refinement: The TSF shall perform cryptographic signature services in
accordance with a [RSA Digital Signature Algorithm (rDSA) with key sizes
(modulus) of [2048 bits, 3072 bits]/that meets the following [FIPS PUB 186-4,
“Digital Signature Standard’.

Extended: Cryptographic Operation (Random Bit Generation)
(for 0.STORAGE_ENCRYPTION and O.COMMS_PROTECTION)

Hierarchical to : No other components.

Dependencies :  No dependencies.

The TSF shall perform all deterministic random bit generation services in
accordance with [NIST SP 800-90A] using | CTR_DRBG (AES).

The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [[onel software-based noise source] with a minimum of
[256 bits] of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of
the keys and hashes that it will generate.

6.1.1.3. Class FDP: User Data Protection

FDP_ACC.1

FDP_ACC.1.1

FDP_ACF.1

FDP_ACF.1.1

FDP_ACF.1.2

FDP_ACF.1.3

Subset access control
(for O.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.

Dependencies ¢ FDP_ACF.1 Security attribute based access control
Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,
objects, and operations among subjects and objects specified in Table 6-2 and
Table 6-3.

Security attribute based access control
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialization
Refinement: The TSF shall enforce the User Data Access Control SFP to objects
based on the following: subjects, objects, and attributes specified in Table 6-2 and
Table 6-3.
Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6-2 and Table 6-3.
Refinement: The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [ L].
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FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on
the following additional rules: [#EFEF/RICHE VT, K REEGE~DFHE DT 2 & X
A,
Table 6-2 D.USER.DOC Access Control SFP
"Create" "Read" "Modify" "Delete"
. View image or
. Submit a Release Modify stored | Delete stored
Operation . document to .
. printed document document
be printed
Print output
Job owner (note 1)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation : | document for imace image imae
scanning 81 8 8t
Scan Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View scanned
Submit a Image or .
Operation : | document for Release Moﬁlﬂ‘j;siored De]isasteored
copying printed copy & &
Copy output
Job owner (note 2)
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
. Submit a View scanned | Modify stored | Delete stored
Operation . document to image imace imace
send as a fax & 8 &
Fax send | Job owner (note 2) denied
U.ADMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied
View fax
. Image or Modify image | Delete image
Operation: Receive a f‘?x Release of received of received
and store it .
F printed fax fax fax
a.x output
TECEIVe I max owner (note 3)
U.ADMIN (note 4) denied denied
U.NORMAL (note 4) denied denied denied
Unauthenticated (note 4) denied denied denied
S Store s Modify stored | Delete stored
Operation . stored
document document document
document
Sto?age/ Job owner (note 5)
retrieval | (7 ApMIN denied denied denied
U.NORMAL denied denied denied
Unauthenticated denied denied denied denied

Table 6-3 D.USER.JOB Access Control SFP
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"Create" "Read" "Modify" "Delete"
) Create print View print Modify print Cancel print
Operation : . . .
Jjob queue / log Jjob Jjob
i Job owner (note 1) denied
Print ; :
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create scan View scan Modify scan Cancel scan
Operation : . . .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
Scan : .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
; Create copy View copy Modify copy Cancel copy
Operation : ) . .
Jjob status / log Jjob Jjob
Job owner (note 2) denied
Copy . .
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
) Create fax View fax job Modify fax Cancel fax
Operation: ) . .
send job queue / log send job send job
Job owner (note 2) denied
Fax send - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied
View £z
. Create fax I,eW ax Modify fax Cancel fax
Operation: .. receive status . ..
receive job 1 receive job receive job
og
F
a‘x Fax owner (note 3) denied
receive -
U.ADMIN (note 4) denied
U.NORMAL (note 4) denied denied
Unauthenticated (note 4) denied denied
Creat Modif
) reate View storage / o Cancel storage
Operation : Storage / . storage / ) .
. . retrieval log . . / retrieval job
= / retrieval job retrieval job
or‘age Job owner (note 6) denied
retrieval - -
U.ADMIN denied denied
U.NORMAL denied denied
Unauthenticated denied denied denied

+ Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the

process of submitting a print or storage Job.

+ Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan,

copy, fax send, or retrieval Job.

+ Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership
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of received faxes is assigned to a specific user or U.ADMIN role.

+ Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the

TOE.

+ Note 5: Fax receive |Z £ ¥ create Z#1723XFE D Job owner iZ Note 3. 7 7147 F PC ) HE[EE

7-3XFE D Job owner 1% Note 1. A% v &2 WTAERINZ3ED Job owner 13 Note 2, /XA T —
RIKE 51t PDF iR > 7 ZA0 5 OLRIFIZ LV create S 317-3CFED Job owner i Notel &35,

+ Note 6: Create storage job |23\ T, Fax receive {Z& ¥ create S 41723 3 7 @ Job owner |3 Note

6.1.

3. 7747 FPCIBEEENTZY 3 7D Jobowner 1 Note 1. AF¥ v FEHNTAEKEN=ZY 3
7' ® Job owner % Note 2, /X2 U — RIS/t PDF R v 7 25 OIRTFEIZ L D create SNz 3 7D
Job owner |4 Notel &3 %, Create retrieval job ® Job owner % Note 2 & 75,

1.4. Class FIA: Identification and Authentication

FIA_AFL.1 Authentication failure handling
(for 0.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ FIA_UAU.1 Timing of authentication
FIA_AFL.1.1 The TSF shall detect when [an administrator configurable positive integer

within [ 1~3]] unsuccessful authentication attempts occur related to [ =z 2"
A CNR DT — NIZJ BERAE A Y ZFA 7 XN T — N2 B

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has
been [met, surpassed), the TSF shall [#Z5r#/E7 % Hi £ 5 F T2 FIHE D =
DA NR D = NIZ L SaRAF &1L, AEERHEED FEN X415 F THAIAE Y 5 >
2 RNR T — NS BEEAEE EIE.

FIA_ATD.1 User attribute definition
(for O.USER_AUTHORIZATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [User ID, ZHEZHR, HEEEGIR, HlX T Y Z G0 > 2 X~DT 2
T XA

FIA_PMG_EXT.1 Extended: Password Management
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FIA_PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:
- Passwords shall be able to be composed of any combination of upper and

lower case letters, numbers, and the following special characters: [, ‘@’
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FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

FIA_USB.1.2

g g e (7 [ g [ ] e e s e s
“:”y “~"1 “|"| “"’y “{”v “}"v “+”, “<", “>“| “?"‘ “_”Y » "‘ (ffﬁy/’fﬂé‘/gd\‘y
D L Y !

+ Minimum password length shall be settable by an Administrator, and have

the capability to require passwords of 15 characters or greater;

Timing of authentication
(for O.USER_I&A)

No other components.

Dependencies FIA_UID.1 Timing of identification

Refinement: The TSF shall allow [ 7 7 2 X 5215, TOED K BEHGR IS S N7 DR
/Z] on behalf of the user to be performed before the user is authenticated.

Hierarchical to

The TSF shall require each user to be successfully authenticated before allowing

any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
(for O.USER_I&A)

Hierarchical to No other components.
Dependencies FIA_UAU.1 Timing of authentication
The TSF shall provide only (A X472 XF7—4 1 XFHIZ “%7 EE|1"@ DF

77l to the user while the authentication is in progress.

Timing of identification
(for O.USER_I&A and O.ADMIN_ROLES)

Hierarchical to No other components.

Dependencies No dependencies

Refinement: The TSF shall allow [ 7 7 2 X5215, TOED K EEFHR I L VKRN EEDFH
/Z] on behalf of the user to be performed before the user is identified.
The TSF shall require each user to be successfully identified before allowing any

other TSF-mediated actions on behalf of that user.

User-subject binding
(for O.USER_I&A)

No other components.

FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [User ID, & FIZHIR HEREHIR, kI X T U 2G> 2
RANDT 2 R

The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ User ID/Z —H#EFH 1 1 735

Hierarchical to

Dependencies
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FIA_USB.1.3

EINTNEEE, ZFHZIZBE 1T/ F =2 V7 o [BIEERET S, EPEZHER
DG EIHTOROFIHE D EHEEZHERD 0 T 2 & FET L6 X FHE
ICBEST 1T /et F 2 V7 1 RS T S,

The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ ##/ % T J {54
W I RNR D — FOFRFHIC L) L 7E L6 BRI DBH A E Y RG> 2 X~D
T2 CREEHIINT D, AT VG 2 2 AN T — FOGEGAFIZ R L 7255

B L FYHE DHF X T VRGN > 2 ANDT 2 & R fEZ T B].

6.1.1.5. Class FMT: Security Management

FMT_MOF.1

FMT_MOF.1.1

Management of security functions behavior
(for O.ADMIN_ROLES)

Hierarchical to : No other components.
Dependencies ' FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall restrict the ability to [disable, enable, modify the
behavior off the functions [refer to 7able 6-4] to U.ADMIN.

Table 6-4 Management of Security Functions behavior

Security Functions Operations

By

Td =2 U T 0 BIERE

disable, enable

A — P —FERE

modify the behavior

B AT AE

modify the behavior

e 5 R E (R B RE

modify the behavior

sl A U ZAE

modify the behavior

FMT_MSA.1

FMT_MSA.1.1

Management of security attributes
(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)
Hierarchicalto : No other components.

Dependencies :  [FDP_ACC.1 Subset access control, ex

FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions
Refinement: The TSF shall enforce the User Data Access Control SFP to restrict
the ability to [modify, delete, [create, —/IFFIHIF 1L~ —HEF/HIZ 1 DAEEE, 1145, Z#
/1] the security attributes [Table 6-5DSecurity Attributes| to [ Table 6-50
Authorised Identified Roles).

Table 6-5 Management of Subject Security Attribute
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. . Authorized Identified .
Security Attributes Operations
Roles
Create
U.ADMIN Delete
—RERI A5 1L — IRe ] F A Lk D fi B
U.ADMIN . _ R
User ID TNR 7 ZDFTAHE DR E
U.NORMAL
U.ADMIN

WESER w7 AD owner T ARy 7 ADOFFEEDOER
5 U.NORMAL

Delete
B PR HERR U.ADMIN
: {5
Delete
F BE ) IR U.ADMIN s
Ax e
FMT_MSA.3 Static attribute initialization

(for 0.ACCESS_CONTROL and O.USER_AUTHORIZATION)

Hierarchical t ¢ No other components.
Dependencies ' FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[restrictive] default values for security attributes that are used to enforce the SFP.
FMT_MSA.3.2 Refinement: The TSF shall allow the [no rolel to specify alternative initial values

to override the default values when an object or information is created.

FMT _MTD.1 Management of TSF data
(for O.ACCESS CONTROL)

Hierarchicalto @ No other components.
Dependencies ¢ FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT_MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations
on the specified TSF Data to the roles specified in Table 6-6.

Table 6-6 Management of TSF Data

Data Operation Authorised role(s)
lassignment: list of TSF Data [selection: change default, query,
owned by a U NORMAL or modify, delete, clear, U.ADMIN, the owning
associated with Documents or [assignment: U.NORMAL.
Jjobs owned by a U NORMAL) other operationsl]
X T [assignment: other operations] U.ADMIN
Bhj
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Data Operation Authorised role(s)
. U.ADMIN, the owning
modify
U.NORMAL
FEHI A F Y ZFA 2 ZNX 7 — | [assignment: other operations]
F B U.ADMIN
modify
[selection: change default, query,
[assignment: list of TSF Data modify, delete, clear,
) U.ADMIN
not owned by a U NORMAL] [assignment:
other operationsl]
BHZ N T — N modify
H IR modify
SR TFAG— Ut FEFE] modify
HE)jz 27 MFR] modify
R AP ] F B e modify
clear
(U.BUILTIN_ADMIN L(5f)
INR T — NI modify U.ADMIN
modify
Al Y — N —FE [assignment: other operations)
B
B R AF D FR 22 I AFFRIF T modify
modify
Ry U= RE [assignment: other operations
. . [selection: change default, query,
[assignment: list of software, )
modify, delete, clear,
firmware, and related . U.ADMIN
. [assignment:
configuration data) .
other operationsl]
TOE D> 7 p Dz 7/7 7 —AL
= TR T B 7 —5 (A
RDS T NI T/ T — AT modify U.ADMIN
T TBRCBFE T S 2T 7
—

Specification of Management Functions

(for 0.USER_AUTHORIZATION, O.ACCESS_CONTROL, and

No other components.

No dependencies

FMT_SMF.1
O.ADMIN_ROLES)
Hierarchical to
Dependencies:
FMT_SMF.1.1

to Table 6-7].

The TSF shall be capable of performing the following management functions: [refer

Table 6-7 list of management functions
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management functions
WL DT U T o i bk ERERE
aiéz—%—ﬁﬁw
2 & D2 —F — R TR hE
Iz & émrsnhaft%wwa&ﬁ&&éﬁﬁ

U.ADMIN |2 & % @5 il 5 & Bk ae

UADMIN (2 L%y b T — 7 3 EDRE - 2 THERE

U.ADMIN |Z X % HWiE# o 22 e
e
Iz
Iz
iz
iz
e
e
e

U.ADMIN
U.ADMIN
U.ADMIN
U.ADMIN

U.ADMIN |2 & 24 v 7 & B RE

UADMIN (2 X5 AT b4 — kUt > MR O 2 FRE
UADMIN (2 LD HE 2 77 7 MR O FHEHE
U.ADMIN (T k2 &8 FREE O ER/EES 1F iR BRI 5 0D 25 T R
U.ADMIN IC k& % /82 U — N2 T HE

% B RIE R[] 5 R i oD 25 S A e

U.ADMIN IZ & % #BEfm ¥ (U.BUILTIN_ADMIN Lish) o7 U 7 Hke
U.ADMIN |2 & 57K v 7 A BREERE

U.ADMIN |2 K %58l 2 € U A5 3% EHERE

U.BUILTIN_ADMIN (Z & 2 EBEE /S AU — Rk EHERE

U.NORMAL (2 & 578 v 7 A& HRERE

UNORMAL IZ L3 BH D2 —H— 27— N EHERE

U.ADMIN

FMT_SMR.1 Security roles

(for 0.ACCESS_CONTROL, O.USER_AUTHORIZATION, and
0.ADMIN_ROLES)

Hierarchical to : No other components.

Dependencies ¢ FIA_UID.1 Timing of identification
FMT_SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.1.1.6. Class FPT: Protection of the TSF

FPT SKP_EXT.1 Extended: Protection of TSF Data
(for 0.COMMS_PROTECTION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies

FPT _SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private

keys.
FPT_STM.1 Reliable time stamps
(for 0.AUDIT)
Hierarchical to : No other components.
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Dependencies ¢ No dependencies
FPT _STM.1.1 TSF shall be able to provide reliable time stamps.

FPT_TST EXT.1  Extended: TSF testing
(for O.TSF_SELF_TEST)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FPT_TST _EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to

demonstrate the correct operation of the TSF.

FPT _TUD_EXT.1 Extended: Trusted Update
(for O.UPDATE_VERIFICATION)

Hierarchical to : No other components.
Dependencies :  FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2  The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.
FPT_TUD_EXT.1.3  The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [no other functions) prior to installing

those updates.

6.1.1.7. Class FTA: TOE Access

FTA_SSL.3 TSF-initiated termination
(for O.USER_I&A)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
FTA_SSL.3.1 The TSF shall terminate an interactive session after a [/ NZ /AL DEA, > X T4

= F Yy MFRIIC L o THE X BHFH], WC DB5, HEir 27 o MEIZ L >
THRESHSHFE, 7V 250 N Z 7 N—DEE, Maht > oa 43720 ).
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6.1.1.8. Class FTP: Trusted Path/Cannels

FTP_ITC.1 Inter-TSF trusted channel
(for 0.COMMS_PROTECTION, O.AUDIT)

Hierarchical to : No other components.
Dependencies ¢ [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1 Refinement: The TSF shall use [ZPsed to provide a trusted communication
channel between itself and authorized IT entities supporting the following
capabilities: [authentication server, [SMTP# — ¥—, DNS#—/N—, 1 2"#— v—,
WebDAVH—-N—, SMB¥—Y—]] that is logically distinct from other
communication channels and provides assured identification of its end points and
protection of the channel data from disclosure and detection of modification of the
channel data.
FTP_ITC.1.2 Refinement: The TSF shall permit the TSF, or the authorized IT entities, to
initiate communication via the trusted channel
FTP_ITC.1.3 Refinement: The TSF shall initiate communication via the trusted channel for
[authentication service, mail service, DNS service, log transmission service,
WebDAV service, SMB servicel.

FTP_TRP.1(a) Trusted path (for Administrators)
(for 0.COMMS_PROTECTION)

Hierarchicalto : No other components.
Dependencies . [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_TRP.1.1(a) Refinement: The TSF shall use [IPsec] to provide a trusted communication path
between itself and remote administrators that is logically distinct from other
communication paths and provides assured identification of its end points and
protection of the communicated data from disclosure and detection of modification
of the communicated data.
FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate
communication via the trusted path
FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial

administrator authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators)
(for 0.COMMS_PROTECTION)

Hierarchical to @ No other components.
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FTP_TRP.1.1(b)

FTP_TRP.1.2(b)

FTP_TRP.1.3(b)

Dependencies : [FCS_IPSEC_EXT.1 Extended: IPsec selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

Refinement : The TSF shall use [IPsec] to provide a trusted communication path

between itself and remote users that is logically distinct from other

communication paths and provides assured identification of its end points and

protection of the communicated data from disclosure and detection of modification

of the communicated data.

Refinement: The TSF shall permit [remote users] to initiate communication via

the trusted path

Refinement: The TSF shall require the use of the trusted path for initial user

authentication and all remote user actions.

6.1.2. Conditional ly Mandatory Requirements

6.1.2.1. PSTN Fax-Network Separation

FDP_FXS EXT.1

FDP_FXS_EXT.1.1

Extended: Fax separation
(for O.FAX_NET_SEPARATION)

Hierarchical to : No other components.
Dependencies ¢ No dependencies
The TSF shall prohibit communication via the fax interface, except transmitting or

receiving User Data using fax protocols.

6.1.3. Selection-based Requirements

6.1.3.1. Protected Communications

FCS_IPSEC_EXT.1

Extended: IPsec selected
(selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to : No other components.

Dependencies : FIA_PSK_EXT.1 Extended: Pre-Shared Key Composition
FCS_CKM.1(a) Cryptographic Key Generation (for
asymmetric keys)

FCS_COP.1(a) Cryptographic Operation (Symmetric
encryption/decryption)

FCS_COP.1(b) Cryptographic Operation (for signature
generation/verification)

FCS_COP.1(¢c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash
message authentication)

FCS_RBG_EXT.1 Extended: Cryptographic Operation

(Random Bit Generation)
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FCS_IPSEC_EXT.1
.1
FCS_IPSEC_EXT.1
2
FCS_IPSEC_EXT.1
.3
FCS_TPSEC_EXT.1
4

FCS_IPSEC_EXT.1
.5

FCS_IPSEC_EXT.1
.6

FCS_IPSEC_EXT.1
7
FCS_IPSEC_EXT.1
.8
FCS_IPSEC_EXT.1
.9
FCS_TPSEC_EXT.1
.10

FCS_COP.1(g)

FCS_COP.1.1(g)

FIA_PSK_EXT.1

The TSF shall implement the IPsec architecture as specified in RFC 4301.

The TSF shall implement [transport mode).

The TSF shall have a nominal, final entry in the SPD that matches anything that
is otherwise unmatched, and discards it.

The TSF shall implement the IPsec protocol ESP as defined by RFC 4303 using
[the cryptographic algorithms AES-CBC-128 (as specified by RFC 3602) together
with a Secure Hash Algorithm (SHA)-based HMAC, AES-CBC-256 (as specified by
RFC 3602) together with a Secure Hash Algorithm (SHA)-based HMAC!.

The TSF shall implement the protocol: [IKEv1, using Main Mode for Phase 1
exchanges, as defined in RFCs 2407, 2408, 2409, RFC 4109, |RFC 4304 for
extended sequence numbersl, and |[RFC 4868 for hash functionsl].

The TSF shall ensure the encrypted payload in the [ZKEvI] protocol uses the
cryptographic algorithms AES-CBC-128, AES-CBC-256 as specified in RFC 3602
and [no other algorithml.

The TSF shall ensure that IKEv1 Phase 1 exchanges use only main mode.

The TSF shall ensure that [IKEv1 SA lifetimes can be established based on [length
of time, where the time values can be Iimited to’ 24 hours for Phase 1 SAs and 8
hours for Phase 2 SAsl].

The TSF shall ensure that all IKE protocols implement DH Groups 14 (2048-bit
MODP), and [no other DH groups).

The TSF shall ensure that all IKE protocols perform Peer Authentication using
the [2SA] algorithm and Pre-shared Keys.

Cryptographic Operation (for keyed-hash message authentication)
(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.
Dependencies : [EDPITC I Import-ofuser-data-without-securityattributes—
or

FCS_CKM.1(b) Cryptographic key generation (Symmetric
Keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material
Destruction
Refinement: The TSF shall perform keyed-hash message authentication in
accordance with a specified cryptographic algorithm HMAC-[SHA-1, SHA-2586,
SHA-384, SHA-512, key size [160, 256, 384, 512 bits], and message digest sizes
[160, 256, 384, 514 bits that meet the following:
"FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”

Extended: Pre-Shared Key Composition
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T )T H— S

FIA_PSK_EXT.1.1
FIA_PSK_EXT.1.2

FIA_PSK_EXT.1.3

(selected with FCS_IPSEC_EXT.1.4)

Hierarchical to : No other components.

Dependencies ¢ FCS_RBG_EXT.1 Extended: Cryptographic Operation
(Random Bit Generation)

The TSF shall be able to use pre-shared keys for IPsec.

The TSF shall be able to accept text-based pre-shared keys that are:

22 characters in length and [no other lengths);

composed of any combination of upper and lower case letters, numbers, and special

characters (that include: “”, “@”, ‘#”, “$”, “%”, “*”, “&”, “*”, “(“, and “)”).

The TSF shall condition the text-based pre-shared keys by using [SHA-1, SHA-

256, SHA-512, [SHA-384]] and be able to [use no other pre-shared keys).

6.1.3.2. Trusted Update

FCS_COP.1(c)

FCS_COP.1.1(¢)

Cryptographic operation (Hash Algorithm)
(selected in FPT _TUD_EXT.1.3, or with FCS_SNI_EXT.1.1)

Hierarchical to : No other components.

Dependencies ¢ No dependencies.

Refinement: The TSF shall perform cryptographic hashing services in accordance
with [SHA-1, SHA-256, SHA-384, SHA-512) that meet the following: [ISO/IEC
10118-3:2004].

6.2. Security Assurance Requirements

The TOE security assurance requirements specified in Table 6-8 provides evaluative activities
required to address the threats identified in 3.3 of this ST.

Table 6-8 TOE Security Assurance Requirements

Assurance Class

Assurance o
Assurance Components Description
Components

Security Target Evaluation | ASE_OBJ.1 Security objectives for the operational environment

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ASE_SPD.1 Security Problem Definition
ASE_TSS.1 TOE Summary Specification

Development

ADV_FSP.1 Basic functional specification

Guidance Documents

AGD_OPE.1 | Operational user guidance
AGD_PRE.1 Preparative procedures

Life-cycle support

ALC_CMC.1 | Labelling of the TOE
ALC_CMS.1 | TOE CM coverage
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Assurance o
Assurance Class Assurance Components Description
Components
Tests ATE_IND.1 Independent testing — Conformance
Vulnerability assessment AVA_VAN.1 [ Vulnerability survey

6. 3. Security Requirements Rationale

6.3.1. The dependencies of security requirements

TOE &3 2V 7 (H e AR O FRRE TRITRT,

Table 6-9 The dependencies of security requirements

P REZL(: 1R 17 BAR ST T 7= TIRAFBIMR | IRFEFBIRA 72 L TR B
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A
FAU_GEN.2 FAU_GEN.1 FAU_GEN.1 N/A
FIA_UID.1 FIA_UID.1 N/A
FAU_STG_EXT.1 FAU_GEN.1 FAU_GEN.1 N/A
FTP_ITC.1 FTP_ITC.1 N/A
FCS_CKM.1(a) FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1()
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_CKM.1(b) FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(d) FCS_COP.1(g)
FCS_COP.1(e)
FCS_COP.1(f)
FCS_COP.1(g)
FCS_COP.1(h)
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_CKM.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM_EXT.4 FCS_CKM.1(a) FCS_CKM.1(a) N/A
or FCS_CKM.1(b)
FCS_CKM.1(b)
FCS_CKM.4 FCS_CKM.4 N/A
FCS_COP.1(a) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT.4 | FCS_CKM_EXT.4 N/A
FCS_COP.1(b) FCS_CKM.1(a) FCS_CKM.1(a) IPsecii{g (FCS_IPSEC_EXT.1)
OB, T v 7T — MERE
(FPT_TUD_EXT.1) o34
%, FCS_CKM.1(a).
FCS_CKM_EXT4 | FCS_CKM_EXT.4 FCS CKM._EXT 4137 & 720
2, BAERITE Z bR
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PEREZE I RAFBELR ST T 7= T AFBIR | IRFBIFR &AW 72 L Tk
7R,
FCS_COP.1(c) No dependencies No dependencies N/A
FCS_COP.1(g) FCS_CKM.1(b) FCS_CKM.1(b) N/A
FCS_CKM_EXT4 FCS_CKM_EXT4 N/A
FCS_IPSEC_EXT.1 FIA_PSK_EXT.1 FIA_PSK_EXT.1 N/A
FCS_CKM.1(a) FCS_CKM.1(a) N/A
FCS_COP.1(a) FCS_COP.1(a) N/A
FCS_COP.1(b) FCS_COP.1(b) N/A
FCS_COP.1(c) FCS_COP.1(c) N/A
FCS_COP.1(g) FCS_COP.1(g) N/A
FCS_RBG_EXT.1 FCS_RBG_EXT.1 N/A
FCS_RBG_EXT.1 No dependencies No dependencies N/A
FDP_ACC.1 FDP_ACF.1 FDP_ACF.1 N/A
FDP_ACF.1 FDP_ACC.1 FDP_ACC.1 N/A
FMT_MSA.3 FMT_MSA.3 N/A
FDP_FXS_EXT.1 No dependencies No dependencies N/A
FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A
FIA_ATD.1 No dependencies No dependencies N/A
FIA_PMG_EXT.1 No dependencies No dependencies N/A

FIA_PSK_EXT.1

FCS_RBG_EXT.1

Gl ey MM EHWZE Y B
R— 2 DHEATLAGEERK Z BRI L
TWRW= 8,

FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A
FIA_UID.1 No dependencies No dependencies N/A
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A
FMT_MOF.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.1 FDP_ACC.1 FDP_ACC.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_MSA.3 FMT_MSA.1 FMT _MSA.1 N/A

FMT_SMR.1 FMT_SMR.1 N/A
FMT_MTD.1 FMT_SMR.1 FMT_SMR.1 N/A

FMT_SMF.1 FMT_SMF.1 N/A
FMT_SMF.1 No dependencies No dependencies N/A
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A
FPT_SKP_EXT.1 No dependencies No dependencies N/A
FPT_STM.1 No dependencies No dependencies N/A
FPT _TST_EXT.1 No dependencies No dependencies N/A
FPT_TUD_EXT.1 FCS_COP.1(b) FCS_COP.1(b) N/A

FCS_COP.1(c) FCS_COP.1(c) N/A
FTA_SSL.3 No dependencies No dependencies N/A
FTP_ITC.1 FCS_IPSEC_EXT.1 | FCS_IPSEC_EXT.1 | N/A
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PRE I

K17 BAR

ST Tl 7= TR /FBAFR

W AFRASR 2o i 72 LU e B

or
FCS_TLS_EXT.1
or
FCS_SSH_EXT.1
or

FCS_HTTPS_EXT.1

FTP_TRP.1(a)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or
FCS_SSH_EXT.1
or

FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A

FTP_TRP.1(b)

FCS_IPSEC_EXT.1
or

FCS_TLS_EXT.1

or
FCS_SSH_EXT.1
or

FCS_HTTPS_EXT.1

FCS_IPSEC_EXT.1

N/A
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7. TOE Summary specification

TOE H2fk 95 2 U7 A RED 2R AR T,

Table 7-1 EXx=2UT (Hhe—&
Nt EW P L

7
o

T BRI RE

77 AHIEIE AR

K5 5L RE

E e A pERE
X2V R EE
B AR RE

{5 HE 7 2 A RE
FAX 75 Bfer e

RN TS T I N IS S I NG e

7.1, A SRRE#AE

TOE (&, FIME NIV T2 2 V2 BUG L CGRBIGBREZT TV MREEDRE R, 7F I & SIS 7201
TOE ORIz ol Ll iRk RE 2 TR 475,

FIA_UAU.1, FIA_UID.1

TOE L, Table7-2 |2/~ 3 3D DFRFES XAV — m EHF N2 — Y —GRRERE EMRE TR E TE D,

BEARFZNAB LT WC 25 TOE 2R3 28546, 2—W—4 ., 22— — AU —R  FHEHERE AT 5,
EVN E LU TERIE SR AB LT WC 225 TOE %ﬂﬁﬁ?‘éi}%} VN VE B Hou s A i
BHENSAT—RE AT, TVHRTANN—=5 TOE 2R T34, 2——4 22— — AU —F% A
71795,

TOE 1%, A1SNe/L T ooV a el R E F2 L . sEILT= 56 D% TOE OFIHEZFF 3%, SN
B R —FRGE T SR ﬁzénﬂ\é%é} FAEF T =Y =4 Lo —P— AT —RITMZ T, SRR —
ID #AJ19%, TOE 13, =— =45 ESNIAMNBRGEY — N —2k) | IRE S ERICRL T, =—W
— RAT—RKMBAR L 2——§Ic A E T D foﬁofﬁﬁi)‘ﬁkiﬁbt BCRREERCE), ] RT3
ATERRER I & W92, BV B ELE O BIFRAEIL. mmjit@pxﬁzczfﬁbm“\ W ICAR RIS E RRE T T
Ehisib,

TOE 1%, Wil AEVZE3H EMARICIW T, BEEEDRIRFI ATV ZER v 7 A/ SR — R &% E T D% EE
HEL #E P IIBRE ATV ZER v 7 AR —RRGRESH TS, B E SR Vb LT WC 2358185 _EJZIJJL
t%ﬁlﬁﬁ%‘# SR AEVZER Y VAT 7R AT Dl Bl ARV ZAZHR Yy I A/SAT — R L HRBGEN B R S
M, BERCRPI LT A DR T 7B AT I &ND, Lo T BRI AT ZER 7 A SAT — R &S0 — %]
E AN %ﬁ%ﬂf%) BRI ANMRAFENTT 7 VAL EERET DL TER, BRI ATV ZER Y A SAT —R
DORBFEL, FREF RO EICEDOLT | HICARLEE RGE S N CHEILD,

FRBIFRGEIL _EREA VAT o — A fE %ﬁmffét&b FEEN WC 2DUE—MEHSRE R 1o, — MR HE
INFNPOEBIGRRAEAE FHEL . KB LT-85 6 TOE 24 (ET 52N TED, 72120, BHEE N AP, o
BE O BIFERED 2 IE SN AT, 2 )\ui@ﬁﬁ%‘bﬂﬁ# TOE ZFHT2&13TEZ0,

TVBERTAR =0 TOE R+ 554, xfitityiaidi/ed, TOE 753‘%'-5%3(%%‘5?@1/7”:5% A CEIZ
EENDILT U (=Y 22— — AT — ) Z X0 BIERREE E it 9D, R LT-5E . Rl & 0%
EELT— ﬂxﬂﬂ%%‘(U NORMAL)ZHIV YT, %4 — BRI HFE LA E T 58 7 3LELLTTOE Jﬁéf T5, K
LT8G, B LIE 7 30E % TOE IRFE TITHEHE T 5, TV ZRTAN—T, BEE N TOE #FHT5F
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Be AR L7euy,
WRBFRREA EAT T DR ATRER BREIL, FRRooi@y

< 777 A%AE,

* TOE ORIEMETRI L OERREFEDOHRTE & LT FroBfENATHE,
> BB ARSI D OB RER(T 77— LT =T ONR—T 3 VEIRRY)
> BEERIANS DY a THRR
> BRSNS DYERFRRE
> WC ORREFEOUI D %

Table 7-2 == —¥ —FRFER EHERE

FRAE S kIR
TOE ﬁ)ﬂ&%[JDhﬂE%?ﬁ‘jo e %&:L’*"j_’“/\x U—R, @fi%/\xyﬁ
NN A L RE ATV ZER Y 7 AR T — R, TOE ICEGFESN TS HEHRE—

ﬁfé L BMERT D,

TOE 23858 3E Y — 3 —(Active Directory) Z F|H L TEBIERIEZ 1T 9,

TOE %, == —¥%—4, % Kerberos version 5 7' 1 k =L 2% L CFIHE R

TE LTEAMIRRREY — /S — (5 L. WA SN EERICR L T —P—3x
— FMOAER LT —Y—fIC L 5E 5 21TV, SOREE £ T 5,

AREIEERGE, SN — S —FEEO W THlBIFRREZ 1T 2, FIHE N =

T A ETRHCERRE T N BT 2,

AR H— N — 3

ARARLEE + S Y — S —FERE

FIA_ATD.1

TOE 1%, = — W —FHRE TR — A HE EIC, FIHEBIEEL T User ID, EHEEHERR , #EREHIR
DT I AEERTEFRT Do o, FIHEZ BIELL T, BH ATV ZER I ASNDOT 72 AHESL EFT D, Hiil ATV
BRI ANDT 72 AMEX, T AT (5 32 EMRBEIC L DI ATV ZER Y 7 A SAT — RO EIZL > THREX
N5, T2 EAMUEEEORAE BMELL T, User ID Z#EFK T 5,

FIA_USB.1

—IFIRAE 22— — B DR AFRRE SR LT84 TOE (3% B (User 1D, ﬁfi%‘%ﬁﬁ% G
R, BRI AEVZAZR Y I A~DT 7 AME) Z BT 5, t/vM/ﬁfi%‘ﬁﬁ%um R HILIZ54A . TOE 134
A% @M (User ID) & BT 5,

ZOWs, User ID \Z—WFIHEIEARESINTODGA ., TOE 1332 4R A # ZBEEAHT7F & B M A1l 3
T5, Flo, 22— —FEELL Ty A2 FT LR RAF B BEHEIRD T 53N TR WS S FIHE IS
BT 7= A I IR A A T,

Ry IS Qﬁ%bt% ﬁﬁu%J BRI ANT 7B AT HFE, B ATV ZAER Y 7 A/ SAT —
NICEDRRRENE RS, 785 EJZIjJut TOE iaié*lﬁﬁ%‘wﬂﬁﬁ‘%ﬁ MECHDIRE AT ZFR Y7 A~
DT I e AR NS D, #0i %E&Lt . TOE F3% 4 FIHE ORI BIETHLME AT ZER Y7 A
DT I AMEE TN T D,

FIA_AFL.1

TOE 1%, FIHFZ O#BIERFEICB W T, EHERHSHUOREL-F v 7B (1~3 [B) LIk el
FILT-WE, B4 R OFRREA S (R T DR REEREAR LB RE 2 4R 32, FIH B IO B MR DM 58T 583
A — R %&Lf@m@%%@@2&—%—4@%tbf®mﬁ%%@ﬁiﬁ“émé

BV R EE DFRGEAME IS5 1@E®$ﬁ%OHMDH,t%#B@WﬁEMHﬁWuE %ﬁ
éﬂfwéﬁﬁ%ﬁﬁﬁiﬁﬁkm%%@#%‘*kﬂﬁﬁwxii%#%ﬁﬁ%®mﬁﬁ%Eémt A 5B
FEE (IR BE TV FRE DS FRAE S B RIS DT A RE 2 F2AT 9 D Z & CRBAEE L 2R 5,
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TOE (%, ANV — N —F8GE S AU L D7 BIFRRAE CH RIERIC, LFLOGRREREE O ENEE it 95,

TR ABVZER I ARAT — R OFBEREEICB W T, BHERHON LD R ELT-F =7 E%E(1~3 [E)LLE
DG A AU TR, B ATYZER I A AT — R OGRS 1L 9%, BRI ATYZER I A AT —RD
FRREMEIES NG A FRAEE IR IE TR WV E B DN FRGE BRI B DT B AE 2 F2 T D2 L CRRaEE Ik 2 B
T 5,

FIA_UAU.7
TOE 1%, &5y ar OFREEAEE (BRE/ R R B L WC b0 ul L) 2B N TaZ AL /R AT —R | j4H] A
FVZAER I ARAT =R & ASJ B8 ATENT-XFT —H 1 LFEHIZ X "E @ % ERT 5D,

FIA_PMG_EXT.1

TOR CR# /AKX TR SIERSTFIE, 707 7 O RSCF LS, HF RFCY, @, 4,
T T A W G R
P SO EOAN ) B CEOT )T, WBATR 3 ) A AT — KOS, LRINZ G
N —F = VORIFCED, HIE L I SAT— R A 8~64 LTOMICRIETHILATES, ko,

e/ NSAT =R RELT 15 WP EORIERETED,

FTA_SSL.3
TOE 1%, #E %L, WC CikBIRRFESN =R HBE N L FORMEMIZLIZGA. T 0wy ar 2 T35,
TVERTAN—DIGE | kit yraidiad FVHARTA/3—=D> E%ﬁjﬁéhtmiﬁ'&#i PENIPIEY A =
YU, EOWEOSE T EZIZRY TUMMATI,
c BEERI L DOEA, FIHE I SREBIEIC L DR ZE T L TrE, Y AT 54— &y FEEB0~9
SO CTHREE)NPFE LIZSES,. v/ T U &b,
- WC O5E ., FIHE IREBIEICEDABNET LT, AEin 77 v MEE(1~60 43 O TR E
AR Lea, v 7y hEhb,

1.2. 7 & R §l{EEE

FDP_ACC.1. FDP_ACF.1

TOE (%, Table 6-2, Table 6-3 OFIHZET —# 7 7 & AHlfcH-3&, Table 7-3~Table 7-14 (ZiL# D
WY, FIREXET X EFIRE Y a 77 — 2 ~OBIEEHIRT 5, FFaf SR WVEEICOWTIE, A v
B 72— A RIS L ATBERFIRRETERIR, £7203, BAEERICH L CHEREN W2 OBEETE 7
WED A v =V FR UBEEZHES T 5,

R BFRGEIC K FF AT S — %A (UNORAML) %3, Table 7-3~Table 7-14 ¢ Create #{E% I T L 7=
S 7Fﬁ7ﬁ%(Job owner) & 72, TOE X XEL LIV a 7OFrEERERSE LT User ID % itk d
%, TOE 1%, &P#H(U.ADMIN)A Create #{F & EITT 24 ¥ 7 = — A&t L\, 77 7 AZ(5H
fie(Fax receive)lZ. TOE OEMER LI, AMET 7 7 AMBD T 7 7 ZAZ(EIZ L U Create HAENFEITE N
DI, Ty 7 ARG Ti“(@ﬁi%b< Y aTvovaTEaE. BEECED LY THENE(*1), F
I— FPREINTWRWT 7 7 AZEORE, 77 7 ALFETEBH ATV ZER Yy 7 AMEIND T
W, T I AZIERTHROY a TAAEFHEIL, MEIATVZER Yy 7 ARAT—R2md —RFHAHE LD
(*2)y Fa— RPEESNTWD 7 7 7 AZEOE, 77 7 ALFEITIEE SNIEAR v 7 A~MRES
L7280, 777 AZE#ROY a THAEIL. ARy 7 AOFEE T —FRAENY a TiTHE#H L 72
%(*3), /NAU— R 5/t PDF 7R > 7 Zi» 6 OfRA(E (Storagelretrival) X, # A L7 M7 U FEITH
2. REPREESNT-LELE /AT — RIS PDF AR v 7 ANnBE0 H L, BIEEDFEAR v 7 ZA~MEAE
T 5 Z LIZL Y Create BAENFEITESND, RFFEITHOGEL LZTa 7ova 7iaHEIL, BAR Y
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7 ADPAETH L BRME L 2D,

TOE i, = — " —FBEHEREIZ IV T, B BT D — M F 2 13 (SR H AT BR 72 B RE A 1l FR 9~ 2 B RE il PR 3% & 4 fif
2 TC%, TOE i, FIHE BIEORERERIFRIZ I T, HIRIIRBERED AL ¥ 7 = — A% IR RS LB EAR "Dk
RECHRRT D, Lo T, MEERIR2SER E S — M FI & 1L, Table 7-3~Table 7-14 @ 5 G| [R*%I 5% 6E % H
WIBEZ R 52813 TERY,

TOE 1L, Hf| ATV 2[5 5% ERERE IRV C, FHEE D — R HH OB ATV ZER I A~DT 7 2% IR
T IR AT ZIE R E LA TRY EM TIIIREIATYZER Y7 AT —RIC k> T 7B ANHIRE ATV
%, TOE 1%, FIHEZBIEDRE| ATV ZIZR I AND T 72 AMEZ TN T, Bh72856 . 3% 50 & s A2
ZAER Y I ANDT 7R ALFFAIL, Bh25 6 | s 4RI F OBHI ATV ZE Ry I ASDT 7 AEHEE T 5, &
ST, RFIATVZAER Y I AT — R & b0 — R 13, Table 7-3~Table 7-14 @ 9 Ll A € VU {5
Ny I ANDT 78 APGERBIEZ R T 2283 TERY,

TOE (%, Ry 7 ZAEEREREIC BT, FHEE D LT A E D AR Y7 2O & (User ID) 7% ET 5
BERE. BEEE O LUIMEAR YV ADFTAH ThH LA HE D, AR 7 ZADF A (User ID) %28 3 54 6E
PR TRY, AAR I AL AR 7 ARSI CEA~DT 72 A%HIR T 5, TOE i3, 8 AR I7 ADFT
£ User IDITHNT, —RFIHAZEHEL User ID 2R OBAITIE, 34 B AR Y I ADA 2T 2— A% AEL
T E S ENR Y I ANDT 7B AL A5, —F —RIHE D3R5 User ID 2R 5561213, TOE 13344
TENAR YT ADA L BT 22— A% FEFIRITTH7280, Table 7-3~Table 7-14 TiZ 4 AR v 7 A~DT 7 AN
VB EEA IR T 22813 TER,

<Table 7-3~Table 7-14 D &>
TOE N4 2,40 %7 = — AL FEEDEY,
PN:#/E %/, WC:Web Connection, PD: 7V ZRT A/ —

P OFRAT FREOHD,
O:TOE ¥ R—FF 256D, -: TOE Y HR—FL72WED

R T RLOEY,

*1:U.ADMIN

*2: R ATV ZAGE R 7 A AT — R %1% U.NORMAL

*3:F a—R CTHRESNIEANR Y7 ADT A # Tihs UNORMAL

Table 7-3 D.USER.DOC(Print) D7 2 ‘& A il
e | BERREARFIEE | A ¥ T7=2—X
PN | WC | PD
Create Job owner - - O | FIl% 347,
U.NORMAL - O - | FAVT RTY R EFELT,
O - | XU — RSBk PDF 123 LT, FIRIZ$EE L CTH A
V7 N v N EELT,
Read Job owner O - - | WEE& TV U MRy I ANLIEERINL T, XE T
[ER S T
O - - | RERE& T Y MRy I ANSCEEEIR L, FIE 5
17,
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T )T H— S

O RAYT— Rt PDF AR v 7 26 0EZER L, A
il & 51T
(ETRNIZ ANA T — RA T EE, HIRISE TIZ LD 3L
FlTHIFREND,)
Modify Job owner O RRE& T Y v MRy 7 A b OHIBNZ BT, IR
i & FAT,
Delete Job owner O BAE&E 7Y v bR 7 A0 6 LA HIR,
O IRAT — RIE5AL PDF R v 7 256 CEEHIBR,
Job owner O O ¥ a THIBRICHE S SCEEIRR,
U.ADMIN
Table 7-4 D.USER.DOC(Scan)® 7 7 & R Hll{#l
5 o 20 ; -
HfE BAERTREZ2 A & PL v 5’\;(;: :D B
Create Job owner O Ak yFa=y MIFfREEYy FLT . AF Y /777
U.NORMAL AA =2 —EE DI (77 v 7 A5k ER) &4
LT, 62 ET,
Read 7L,
Modify Job owner @) Create #/E T HEE % F1T,
Delete Job owner O O 2 a THIBRIZME 5 SCEAIBR,
U.ADMIN
Table 7-5 D.USER.DOC(Copy)®» 7 7 & R Hllf#l
5 BTG \ —
RE BAEFREZR A P4N NS 5\;(:: ;(D Py
Create Job owner O AXyFfa=y MIEfMEEY PLT, aB—R=a—
U.NORMAL B D 3 B — % FAT,
Read Job owner O Create #:/F % 317,
Modify | Job owner O Create BfFE CISHERE & FEAT,
Delete Job owner O O ¥ a THIBRIZ M O SCEAIER,
U.ADMIN
Table 7-6 D.USER.DOC(Fax send) D7 2 & A ]
5 o 26 ; -
HIE BAERTRE 22 A & P4I'\I v 5’\;(3:: :D .
Create Job owner O AFyFa=y MIFfEE Yy LT AFY /777
U.NORMAL AAZa—BEND T 7 7 AR a2 BN L CiEfE 2 %
17,
Read 2L,
Modify Job owner @) Create #/E T HEE % F1T,
Delete Job owner O O ¥ a THIBRITHE S SCEHIER,
U.ADMIN

Table 7-7 D.USER.DOC(Fax receive) D7 7 & Z i
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e | BETRERFIRE | A FT7=—2R

PN | WC | PD e
Create Job owner(*1) - - - | TOE O#fE72 L, SMBT7 7 7 A6 F a— REEEL
TWenWr 7 7 Z&%1z,
TOE O¥efEZR L, #MHB7 7 7 A F a— REEEL
727 7 7 AR,
Read Job owner O O - REI ATV ZERY 7 AND T 7 7 AEZERIRL, X
BT L2 —% KR,
O | O - ARy RinG T 7 7 ANEEERL, XHET L E =
— &R,
O - - | REIAEYZER Yy I ANE T 7 7 ALEEFIRL,
Il 34T & AT,
(FIRISETIZ XL 0 7 7 7 ASCEFHIRERD,)
O - - ARy 7 ZANSE T 7 7 ALEERIR L, FIRIETE2%E
(e
(FIRSETIC XD 7 7 7 2ACFEFHIBRS N D,)
Modify Job owner @) - - BAR Y 7 ZANnE 77 7 ALELZFRT 2882, ISHE%
i & FAT,
O | O - | AR Y 7 ANST 7 7 ATEEERL ., Rk,
Delete Job owner O O - | REIABYZERY I ANG T 7 7 ALEEHIBR,
U.ADMIN
Job owner O O - ARy 7 ZANnb T 7 7 ZALEEZHIER,
Job owner O O - 77 7 AXEOHMY 2 THIBRIZHES 7 7 7 ALED
U.ADMIN HIBR,
O O - | ARy 7 ZADHIBRIZHE D 7 7 7 ASCEOHIBR,

Table 7-8 D.USER.DOC(Storage/retrieval) D 7 7 & & 4

HiE PAERRERFIHE | 1 F7=—2
PN | WC | PD

BAETIE

Create Job owner - - O | Ry 7 2MiAfra FET,

U.NORMAL - O - Ry 7 ARAFERELTHEA LT VTV o M &EFAT,

O - - | AF¥y =y MIFRAEEY LT Ry 7 A A=a
— RN SEAR Y 7 ZEEEL T, Ry 7 AMpffra %
17,

O - | 7RART =R 5L PDF IZKL T, Ay 7 ARFERREL TF
AV INT VN FAT,

O 7SAT =R 54 PDF Ry 7 2035 SCHEA IR | fRA74E %
1To (RINSNICENRAEE O ARy 7 A 85))

Job owner(*2) - - - | TOE O#fEa L, SMHBT7 7 7 26 F a— F&fiEL
TWen7 7 7 ZA%EH%, il A€ ) ZERy 7 2~7
7 7 AL FEERIT,

Job owner(*3) - - - TOE O#fER L, SMNBT7 7 7 Zb F a— FEEL
7277 7 AZAGH, MESNIBAR Y 7 AT 7 7 2
SCE A R

Read Job owner O O - ARy 7 AL XEEZRNL, XES L Ea—%FK
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7Ro

(77 7 AXEERLS, 777 ANLEOLES L Ea—
i%, Table 7-7 ® Read BAEIC L W HlIf SN 5, )

O - - AR > 7 A EEZFTIR L, HIB, #EF, 777 &
Ik 2E, BE, ar—0WThing T,

(77 7 ZAEOHRZRLS . 77 7 AXLEOHIRIL,
Table 7-7 @ Read #AEIC LV HlfI s 5,)

O - ARy 7 ANLXEERINL, #F, FUro— R,
BE), ar—oWVPFnrrk FET,

O - i ATV ZERY 7 ANLLELZRINL, Fvro—
N % FEAT,

@) - - INAT — RIFEL PDF R > 7 A6 CEEAZ IR L, 7
15 % F47,
(RIFITIISA T — FAD BB EE, RIFETIZE DX
ZITHIBRE D)

Modify Job owner O O - AR Y 7 A0 CEERIRL, Wk,

(77 7 AXFEHERL, 77 7 AXEOmEL, Table
7-T O Modify #EIC LV SN D, )

O O - | Read #IEGE(E. FIRDICBWTC, ISHRRE & E1T,

(7 7 7 AXEOHI AR . 7 7 7 AXEOHIBNZ 31T
LIS EIL,. Table 7-7 @ Modify #:/E(C L 0 HlH &

nas, )
@) - - TR ATV ZER Y 7 AND T 7 7 ACEEZRIRL, F
HEGHREH),
Delete Job owner O O - AR v 7 A6 3CE % HIBER,

(77 7 ZALEOHIERZIRS . 7 7 7 ALEOHIBRIZ,
Table 7-7 @ Delete #{EiC LV HlfH S 5.)

O - - NRAYT— RigE{k PDF &R v 7 206 TEE I,
Job owner O O - AR v 7 ZADBIFRIZEE S SCEOHIBER,
U.ADMIN (77 7 AXZEDOHIGRERLS, 777 AXEOHIERIZ,

Table 7-7 ® Delete #{EIZ L v HlfEI =5, )

Table 7-9 D.USER.JOB(Print) ® 7 7 & R i

HE BERTRERFIAE | A1 F7x2—R

BETTIE
PN | WC | PD
Create Job owner - - O | 77AT v FPCOHLILELEBIRL, 7V ¥ R AN
U.NORMAL — CEIM % FE4T# . BB SRV TRAE& 7Y bR v 7

RN — R AT ST SCEE BN L, HIll & 517,
(FIRISE TIZ & 0 SCEITHIBR S D,)

O - 7747 FPCOWCHLILEEZRRL, X1 L7 b

7V v M EIATHR, BERSRX AL TRIAEE T v bRy o

AN —RHRATE ST SCEZ BRI L, HIRZ =T,
(FIRISE TIC L 0 SCEITHIBR SN D)

O - 74T PCDWC DB AT— RiFE4k PDF XL

FEABRIRL, FIRZIEELTEA LY b7V MEFELT

Copyright ©2020-2021 KONICA MINOLTA, INC., All Rights Reserved
58 /1 71



KONICA MINOLTA bizhub C2871/bizhub C2571/bizhub C2271 with FK-513, DEVELOP ineo+ 287i/ineo+ 2571/ineo+ 2271 with FK-513

e, BE SRV T/HNRAY — RIS/ PDF R 7 205
—IFRAF ST CE AR L. HI % AT,
(FNRNZIZ S AT — KA S EL, FIRIZE T2 & 0 SCE
ITHIBRE D)
Read Job Owner O @)
U.ADMIN Va TR ERTR,
U.NORMAL (XA T— Fi55{E PDF O EH Y 2 7 %FR<,)
Unauthenticated O
Modify | - : : - aL.
Delete Job owner O O - | VaTRELDLY a T EHIRR,
U.ADMIN FRE& TV v bRy 7 AL OHIRY a 704, ¥
3 THIRRIZ L W XELHIBRENDS,)

Table 7-10 D.USER.JOB(Scan)® 7 7 & & #ilf#

#fE BAERTRE 72 A A UBT z—A p—
# PN | WC | PD
Create Job owner O - - ZF¥ vy Ffa=y MIEREZEY LT, AF Y /777
U.NORAML AR = a—HENBHE (77 v 7 A5kER<) &
LT, #HEEFET,
Read Job owner @) @)
U.ADMIN S
U NORMAL Va TERTRE R,
Unauthenticated | O
Modify | - : : - | 2L,
Delete Job owner O - - A%y Fa=y ML FEREHAID P, R0
O HREE CEIEEFETE LAUEA by 7R —%2# T L,
Bk Y 3 7 ORIk % FE1T,
(Va 7HIBRIZ L SCEBHIBREN D)
Job owner O O - | VaTRENDLY a T EHIRR,
U.ADMIN (Va 7THIRIC L 0 CEBHIBRSND,)

Table 7-11 D.USER.JOB(Copy) D 7 7 & A #l#)

AR BUER[RERFIAE | A FT7=2—2R P,
PN | WC | PD
Create Job owner O - - AFy o=y MIEfEZEY FLT, ab—A=a—
U.NORAML A5 2 B — % AT,
Read Job owner O O
U.ADMIN . L .
U.NORMAL AT RRERR.
Unauthenticated O
Modify - - - - 2L,
Delete Job owner O - - | AF¥ xS a=y MLV EREHAEY RIS, R
O HEETELREEFETHLIEA My TS —%2 L,
Bk Y 2 7 OHIERE FE1T,
(Va 7HIBRIZE O SCELHIBRENS,)
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T )T H— S

Job owner O O Va TR ENLY a 7 EHIER,
U.ADMIN (¥ = ZHIBRIC L Y CEBHIBRSND,)
Table 7-12 D.USER.JOB(Fax send)® 7 7 & A
R{E BAERTRERFINE | A2 T7=—2A e
PN | WC | PD

Create Job owner O A¥yFa=y MIEMEEY PLT, AX ¥ /77

U.NORMAL JARAZa—MEND T 77 ASEEZBRINL TERE
F17,

Read Job owner O O
U.ADMIN o e .
U NORMAL ¥ a T RIRE EIR,
Unauthenticated O

Modify L,

Delete Job owner O AFx ¥ Fa=y MTEYFEREHAIY I, G
O HERETELEEFETOLIIXA Py I —% T L,
1B a 7 OHIBRE F1T,

(Y a 7HIBRIC LY CEBHIBRS N D,)
Job owner O O Va7 RENLY a 7 EHIkR,
U.ADMIN (Ya 7HIBRIZL v XELHIBREND,)
Table 7-13 D.USER.JOB(Fax receive) D 7 7 & X il f#
BAE | BAEFREARFAE | AT 2—2R I
PN | WC | PD

Create | Job owner(*1) TOE O#fERR L, M7 7 7 Anb Fa— RafREL

TWRWT 7 7 A %55,
TOE O#fER L, M7 7 7 AMB F a— FE2fEEL
7277 7 Ak,
Job owner(*2) O ATV ZERY 7 AND T 7 7 AXEEZTRL, H
Fill 4T % AT,
HIRISETIZ LV 7 7 7 ALETHIBREND,)
Job owner(*3) O BAR Y 7 2067 7 7 AEEZBRRL, HIRFATEZE
17,
(FIRIZETIZE Y 7 7 7 A3CEITHIBREND,)
Read Job owner O @)
U.ADMIN o e — .
U NORMAL ¥ a T RIRE EIR,
Unauthenticated O
Modify 72 L,
Job owner O O Va TR ERNLY a 7 EHIER,
U.ADMIN (FIR> = 7056, ¥a THIRICE D 77 7 A30ED

HIBR S D,)

Table 7-14 D.USER.JOB(Storage/retrieval) D 7 7 & & #il|
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(= RAERTRE 22 51 H] A UHTz—R ey
& PN | WC | PD
Create Job owner - - O | Ry 7 AMA5% FAT,
U.NORAML - O - | Ry AMEFEEEEEL T ALY b Y v M EFEAT,
O - - | AF¥xFamy MIEREEY FLT, Ay A A==
—HENOEAR Y 7 ZAZEELT, RNy 7 ARkfFE2FE
17,
O - | By 7 AMEFEEE L TSR Y — RiF 5k PDF 04 A
V7 MY v N ERELT,
Job owner(*2) - - - | TOE O#fERL, SMBT 7720 F 2 —REEEL TV
W 7 VARG, T VAL E LRI AEVZAZR Y 7 A~
RAES
Job owner(*3) - - - TOE OEERL, N7 77 A6 F a—R&fgELI= 777
A, T 7 VAL EE TR E SN B AR Y 7 ARAT
Job owner @) - - | ARy 7 AN ICEEREIRL, AR, *#E, 7727 R
U.NORMAL CEDERE. BE)L, 2 —0WnFhuge FET,
(77 7 2AXEOHRZRLS, 77 7 AXEDHIRIZ
Table 7-13 @ Create #/EIC LV HilfH &N 5,)
O - | AR 7 ZANLLEEEIRL, #E, ¥Uyre—F,
BE)., 2 —0nFnk T,
Job owner - O - K ATV ZERY 7 AN T 7 7 ALELRINL, &
U.NORMAL 7 u— REFET,
Job owner O - - NAT— RiEHk PDF AR > 7 A0 H3CE A BRI L ARAF
U.NORMAL % FAT,
(BRIFITIE SRR T — RAD DR, RFETICE Y 0E
ITHIBR SN D)
Read Job owner @) @)
U.ADMIN Va T RN ERR,
U.NORMAL (RAT— FEEE{k PDF OZEH Y a 752k<),
Unauthenticated | O
Modify | - B Y
Delete Job owner O - - AF®pFa=y ML FEREHAID P, REHE I
DR CEIEEZFETE LUEA by 7R —%2# T L,
By 3 7 OHIER%E FE1T,
(Va 7HIBRIZ LV SCEBHIBREN D)
O - - | AR 7 ZANLOHMEIATLIEE, Ay T ¥ —%
FFL, EIhY g 7oHIRZ ET,
(¥ 2 7HIBR % b SCEITHIBR S e n,)
Job owner O O TN A Iy
U.ADMIN

1.3. lESbikae

FCS_CKM.1(a)
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TOE (. IPsec ilifg D8 7 TH S IPsec fiEBAED A KI8T, NIST SP800-56B, Revision 1 @ 6.3.1.3
B2 FE# D rsakpgl-crt J7RUTEEHK D 71T, #5E 2048bit O RSA FEuIFr#EE A k45, £7=. IPsec {8 DO#E
Fe~TIZ B\ T, NIST SP800-56A, Revision 3 @ 5.6.1.1.1 HilZit#® Using the Approved Safe-Prime
Groups (ZF# D 15T, Diffie-Hellman 7 /L —7" 14 (285 FExIFR#EA A B% T D,

FCS_CKM.1(b)

TOE i3, IPsec i#{5 Di@(3 BAAEE:, HLLIE SA T4 7 XA LRt O #7238V T, FCS_RBG_EXT.1 (252
#H > RBG THELEA AL, 128bit HLLIL 256bit D% Frls =84 4 k45, TOE 1%, DRBG PE%2(CTR
DRBG(AES-256)) A FF-ONM 42 LT 152 RBG Zi2#hL ., Sl & LT 5,

FCS_RBG_EXT.1

TOE (%, NIST SP 800-90A IZ##L3% CTR DRBG(AES-256)&, 1 DY 7k =7 T habt — A DAL S
N5 RBG #%E¥#94 5, Eid CTR DRBG (%, Derivation Function & Reseed %% 9 573, Prediction
Resistance #EEITENEL 72\, Y7y =7 = bt —JRIL, CPU OWNERIRRBIZR B4 52 D56 o= —RED
FHEL Iy 7 Ty o B — E G EL L— RN FEEE L TR L — BT D IX S S & B my s Y
VA — R TTEIGL, raw T — 2 %155, V7 NEFE XOR W raw T —XICEENHT bR —HE v e
RIHHR, BT 2 Tava=r 7 aE il By bk ot —Re BIFcg, oo e — e LT
ERAR

TOE %, 20 RBG #FIHL TEEZARKLL . @5 EEEHEOR SR 256bit & 128bit) AERIZHIH 7
%o TOE LA T 585, CTR DRBG ¢ —R~7 U7 /L (Entropy Input & Nonce) 3B (272 ~7=5A, =
et —JREL TR T2 7 =7 2 RBI L LA XD bt — a2 RS L TR 35, 2oz hae’—{fE
1, NIST SP800-90A ™ 10.2.1 {Z-r&EN 5 Instantiate & Reseed (M E /=2 hae—&(TOE 4.
F 2T (8RELFIC 256bit) &=L TR0, /e mr b — 3 E EI T,

FIA_PSK_EXT.1
TOE 1%, IPsec HHOFFILAHRLEL T, Fi7 FAN—AOFHFLHENF|H TED, TF AN —2OFH[IT
FHET, FRi a7 VIR LE AN TE v NI ~EfXn5,
c T XA RR— 2O FERHA
>RE 22
> FIFH ATRESC T« ASCII X074, F7-13 HEX f&
> SEAHT D5 - SHA-1, SHA-256, SHA-384, SHA-512

FCS_COP.1(a)

TOE i, IPsec i@{Z® ESP i =2k 7 /=) X LE LT, FIPS PUB 197 & NIST SP 800-38A |[ZH & L7-#k
128bit & 256bit » AES-CBC ##F|fH$ %, £/, TOE I, IPsec ifi{g ® IKEv1 K 5L 7 /LY X LEL T, FIPS
PUB 197 & NIST SP 800-38A T & L7- 8 128bit & 256bit > AES-CBC #FI/H 3%,

FCS_COP.1(b)

TOE (%, 7757 —MERED T 7— L7 = 7 HFEICH T, FIPS PUB 186-4 (2 & L7285 2048bit ® RSA
FIUINBLT NIV LERAT 5, 72, IPsec il{E DT BFEICIH VT, FIPS PUB 186-4 (2 A& L7-#FR
2048bit D RSA T VHNEXLT NIAVAL(BELLERK) & 7 VXNV EBELRRGEZB W T, FIPS PUB 186-4 1Zi# &
L7-8t % 2048bit & 3048bit O RSA 7 VX /IVEAL T NAVR L (B4 MGE) 2R 35,

FCS_COP.1(c)
TOE 1%, 7.7.1 FE(IEEHOT 7T —MEREIZBWT, L FTDOINCL TT oAV BAGEE AW -7 77— =
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7T —ZDOREEETH, DO H T, ISO/MEC 10118-3:2004 |2 #eHL 4% SHA-256 (2L5 /Ny 2 DB A 5473
Do

(1) TOE 73#:> RSA AR #EE 2048bit) TF VXNV EL F — 251G 5k 35,

(2) SHA-256 T77— AU xT T —ZD i iz B 15,

B) VEQDEELET D, —BTHIET7— 20T T —ENEH ThHEHET 5,

F7z, TOE I, IPsec {5 D IKEv1 §8EET /L TYXLEL T, ISO/TEC 10118-3:2004 |ZHEH#L 9% SHA-1, SHA-
256, SHA-348, SHA-512 (&5 a0 EHEFEITT 5,

FCS_COP.1(g)

TOE (. IPsec i#i{g 1238\ C, FIPS PUB 198-1 TE#3115 The Keyed-Hash Message Authentication
Code. FIPS PUB 180-3 TE&F3415 Secure Hash Standard (ZHEHLI 2 Nt/ v oAy —UFRGEIC L
% ESP #5E%45,

cAvE—UHF ATV A MNE 160, 256, 384, 512
- 2K - 160, 256, 384, 512
ST I Y XA HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-512

FCS_CKM.4. FCS_CKM_EXT.4

TOE (%, IPsec #{5 CTHIH 328, $EM B O LRIF I LALIED F7 1% Table 7-15 1T 7, HEEICL o TRRIES
Ao FRTILA#E, [Psec REHEDO T T AN —NMi#T | BIHIA B R A 72 SSD IRIFEND, BERE RO DOHDH]
bRz FATUIZRE, 0x00 C EEXHIBRT 2, IPsec TSN D v a f(—RE7Z2HE 401X, RAM EIZfR7FES
N5, ZHiE TOE OEJR OFF ICXW RE e b -0 HIBRS D,

Table 7-15 SEDIRIEL & REE

i PRAFSE WS A I T WEED Sk
FaiAa g BHEIC X - CRE SN FAT | SSD BHEEIC X 2 Faidt A SEIER - | 0x00 T LEE
Ao B (RIFEEEE g /| HIBR
EHEIZL > TRESNZER | RAM | EIR OFF —
I HEA A L CAERR L 7o
paprin IKE A 367 Ao RAM | &R OFF —
(IKEvl 7 =—X 1 TR E
%)
Psec F A Rk g RAM | &R OFF —
(IKEvl 7 =— X2 THERSHh
%)
7T A=k IPsec FEIEED 75 4 < |Gk SSD %?%‘:"t LAEEFEHIER (RfE | 0x00 TLEFEX
i HEEIE A BRAERE) By LSS
IPsec @ Diffie-Hellman 75 A RAM | &R OFF —
N—
(IKEvl 7 =—X 1 THER S
%)
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1.4 BEFEEIEHAE

FTP_ITC.1
TOE %, Table 7-16 (Z;~3 IT #8a & i@,
LTEEENDZ LT,

pally

IZIBWT, IPsec R LRI 5780 F v 0T —Z R

Table 7-16 IT H2: & D@

TSF 233FF[ 3 5 IT #35 Zu ko
SMTP #—r3— IPsec
SBFRRE Y — /N — IPsec
DNS #—/3— IPsec
BN IPsec
WebDAV H—/3 — IPsec
SMB #—/ 3 — IPsec

FTP_TRP.1(a)

TOE i%, EF#HE M TOE 2VE—NEH T 5 HELL T, 7947 PC O7 U CEifET S WC 2295,
TOE 27747k PC MOEEIX. @E HEHIEBE/ SATHD IPsec 7' ubha/LE2RHT B, VE—NEEDOT-DIZIT
A7 >k PC 236 TOE ~7 27 v ALK, TOE 1% IPsec 7 a bV COIHIBEEZFRIEL . WS DOikRIE . WIET —X
RN HDOEL | 85T — W E DR Z RS 5,

FTP_TRP.1(b)

TOE (%, &EE THRWFIHEN TOE ~JE—h77E2A$551EELT, 79147 PC D757 TEIET %
WC LTV HRTAN—%42459 %, TOE L2547~ PC HID@EE L. BEHRIE A Ths IPsec 7 Eha/L %
FIHT 2, VE—rT 7 8ADTE=DIZZTA4T 2~ PC 738 TOE ~7 78 AL, TOE (% IPsec 7' 1h=/LThD I
EZBAMRL ., WS OFAIE, ET —HIRIENODOREL WBIE T — X W E DR ERIET D,

FCS_IPSEC_EXT.1
TOE 1%, RFC4301 [ZH#EHLT D IPsec 7—F T 7/ F v &2 FIET L, FEHE DD, IPsec b/l LT Fita®
EMEZRE, BETELN, Pt OB EEERIHAT 28T TEA0,

« IPsec B 7B NMERE : h TV AR—FE—FK
kX2 UF 07 m hajn: ESP(RFC 4303 |2 #EHL)
> ESP i 54k 7 /L= U X4 : AES-CBC-128, AES-CBC-256(RFC 3602 |Z #EHlL)
> ESP #aE7 /LY X4 : HMAC-SHA-1, HMAC-SHA-256, HMAC-SHA-384, HMAC-SHA-
512
- e R IKEv1(RFC 2407,2408,2409,4109 (T #E4L)
> IKEv1 i =2k 7 /L 2 U X4« AES-CBC-128, AES-CBC-256(RFC 3602 | E#lL)
» XL —3 g F— KN : Main Mode
»SATATHA L
® 7-—X1® SA : 600~86400 >
® 7 =—X 20 SA : 600~28800 F»
> Diffie-Hellman Group : 7 /v —7 14
> ESN : #5), H2h(RFC 4304 |2 L)
< IKE B H K 0 TV ZVBL4RSA), T F A b _X— RO HERTHA
> T U HIVEL
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® RSA-2048 (B4 ERL, B4 MGE)
® RSA-3072 (B4 M)
@ HFAFT /LY X4 . SHA-256, SHA-384, SHA-512(RFC 4868 |2 #EHlL)
» 7 ¥ A FR_— 2 DO HFIIAG R
® HELH N ET D FALAH - 22 SUTFOLTHIASCI LTS, 7213 HEX i)
® WIET /LY X4 SHA-1, SHA-256, SHA-384, SHA-512(RFC 4868 | %filL)
> 7o ka3 iEE
® 7 il fRER L (Any)
> IPsec fif HF% &
® DefalutAction : A3
® SEHERGEIRIEEE - AR : R 5
PEEERE - MR L7\
Frx—r  GEAEFEONRZZHERT D
KINeRS - FERB L7220

%72, TOE 1% IPsec ¥ =7 4RV —F —&_X—2(SPD) 2 EIEL TRV, FHEHFIZIVLL FORENTED,
«IPsec N > — IP NT7y FOFMEEZIREL T, ENENORMEITER LT IP N7 > MR LIR
FE - EIE - BEFED D L EDOENERIT O RINTE 5, IPsec N v —DBLENDA R\ T Y KTy
NeT T RN RNy NI, RICLV— VTR IS, IP Xy FOFEME LTIE Any D72
v, @EHLEIP 7 FLAx (R, £ 73y MEE) BEETE D,
IPsec KU = IPRY =7 —F1~10 D 10 V)L —TE THETE 5, 1 >OWBEMEFIC. B
D IPsec RV U —DNREINT=HA. IPsec R U —7 ) —7 1~10 DEGIEFIZED ST, Tid
DOESENEA TENVE B S5,
SRR R > AkEE > W B K
T I FNERT I ar s IPsec AR U—IZBBT AREN RN T2GE0OEEL TR LR TS
%o (ZOBEIZOWTEHFICH L, WHEERBIRT LI A XU ATHERLTNS,)
> 3 IPsec ARV O — DR TEICAEZLRWIP 7 o MIMIET 5
> i IPsec RN Y V— DR EIZAEE L72WIP Xy MIEE S5

1.5. %2 ) 7« EEHEE

FMT_MOF.1, FMT_MSA.1, FMT _MSA.3, FMT _MTD.1, FMT_SMF.1, FMT_SMR.1

TOE 1%, FIHF IR L C R B A2 032, B F AR, SLlSN A ¥ 7 = — A0 DD BRI HE
Tho, TVAARTAN—IT, BEBREZTRAL2V, BE XL LAT WC T TR0 BEEERES 2173 2 i h
\ZEB T HERIZIE, TOE ~ORBIFRAEN ERSAL, RBFECEHERELZFIH T LIXTERW, nT A F)
H#F12%FI(U.ADMIN, UNORMAL) A BT, BT /&N T 77 7 N ETHER 75, FIHE O E
IR HES QR W BRESRE 2 A F A2 & 13 T& 72V, TOE 1Z, Table 6-2, Table 6-3 D7 7 AHI#INZ BT,
X2 VT — RO E L CRIHE SCET — % FIR#E Y a3 77 — 2 ek LT —BFIH#H © User ID %
FOY TS, 77 7 AZEHEBICE Y AERSNDFAFECE T —% ., FIHF Y a 77— %1%, TOE 4L OF|H
FIZEoTEREN DT, X2V T 4 —BEOYIHIEE L TEHED User ID #FIV T, 777 A%
BEHROT 72 Af#EET 5, 7 7 7 AZERETHIZFa— FRBMEEINTWRWT 7 7 AZEDOLEA .,
77 7 ASLEIIEH ATV ZER Y 7 ARG EIND D, Wil ATV ZER Y 7 AT 7 & AT O
Ll BXa U T o —BEIEBRR G, PIEMEITE RS O UserID NEID ¥ ToHiLd, Fa— RREES
NTNWDT7 7 7 AZEOLGE, EX =27 4 —RBEOYHESL L THRESINZEAR Y 7 X® User ID 3%
DVYTHND, L, (7.2 7 72l 2o L, TOE L, FI#fEE LTEIV Y4 T o7 User ID
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 LEITOMRET R0,

Table 7-17 EHE RSN EHEE

(=Rl NP PRl ST | BT RE R A ¥
1E Tge=2%
a— W — PR TOE OF| A @M User ID #Ff o —V — D% g%k | Bk, £ H . | B0, WC

THIBR, = —/SAT — R OB G/ —REFI R | HIBR
D% EMRR, BRI RO MRk, & EEHEIR
Dt GIEIBREITY, = — — B ERS TR HE 3L
E LIV a7 B ER LR, X2V T — @k
OHIEEL T User ID 2353% E &4, Table 6-2.,
Table 6-3 OFHZT —&7T 7B AHKIFH N EhiSh
5, 2B, a—F—%HIRT 5L, Bk —V —2F

HHETHHLLELHIRSNSD,
BHHE SAT—RRER | FHE AUV —RERET D, LG HWRE, BHEE | £F (A %
[iE RAT—=RIZIET 7 AV MERR ESI TN, i#HH
BRIAIF OR% B TRt X I8V T, BV U EHEE N
REETT D,
a—W—FFERR T | 2 — PR ROBREEIT), AREERE, 7 | BF B2 WC

Y — N —FRRE, AR E SN — N —FREED
WP ERIRT B, E/L b UEHEHIT, FIT
AREE B FRAE CREBIRERE S N D,

SN RGES — N —FE | SN — S —GRRE TR TN RGE Y — N | Bk A E | BiE R, WC

HERE — DR EEIT, IS
FRAE R BRI D2 | AR B OB AR E T 5, FHEOERLE | BE BiE x, WC
H AR FRREARBRE S, 2o EMEICE#E L2, TOE 1334
V)= s T A I R
BRE RO BB 1L | T L7 AR SRR B S B i Té’}: Wckve | £F BIE 3 WC

ﬁg%ﬂﬁﬁﬁﬁODgﬁﬁ%éﬁb }\4'/%'.35%%@% nEﬁ %dliéﬂ’bt O thE{’?‘JJ:ﬁ)
fERESNDETORERET D,

ARGE R BB B (Vb | RRERI RIS 2 7 )T o RE, ZOBEICLY, v | ET e, WC
VEBRELINOIVT | VI EBRE DS ORI A E ORGEE LA RER TS

P& HE ZENTED,

PNAT =R BRI DR | SAT =K (SR =N/ N CFERREL S T) | AR B L WC
HE DRI L ZAT,

TR VTR EM | B2V T RIEBED AR R E T D, vy B L WC
fE HAINCRE LR, £F% 2 T A BEDSDEW

WCBMR T AR EE X 2 7 ARMEICEREL, *
DOFREZMFFT D, XY NUV—2 %4 L7 TOE ®
HHRERE, A 7 AHERE (RS-232C U/F % ff
)y U — 7 REE BRI ERE e & ORI
DEEEEND, FIHE DR R ST HRE FA T8
EEF LT LA, BhEmmassnR L, FH
HANBEO AR R LIZSEAE, X2 VT 498
bR EIEENICE T IS,

A REE RO 2 S ARFERARE T D, BENGFEENRB ALY | £E BB L WC
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B PR RE F FFRl ST | BAERREAR AV X
1E T z—A
A 20O AREE RN AR 7 GRS LD,
AT LA =Ry M | BEASIARIER D AT LA — Uy MR | £E rE L WC
D Z: Rk B DFREEAT D,
BEms 7 U RE#OZ | WC BIEho A#ns 7 U MR OREEZTT, Ll WC
T RERE

S HEE(E PRk GE FEEBEHRIETHD IPsec BMIEDOREEITI, | Bk, BH ., | #1E 01, WC
IPsec {5 5% . FRIILAHEE, IPsec sEMIERY | HIBR
TE DGR, R HIBR,
Fo T —2FE (TOE @ IP 7KL A, DNS ¥—3 | %k, ZEH e WC
—® IP 7RLA A—bEE%, NetBIOS 4%) D
Xk, BEEITI,

Ly

Koy N — 3 E R

BT B B AR DA NS BE Ay DR SR, 0 | Bk ETE | BB SR, WC
A ABREE R OREL, GRS DXL
HIR%TD,

Ko AT BRE AR 2 AD B TRy 7 AL OET Koy | gk, KH, | BlF 5L, WC

ANAT =R OBRERIE T PraE 22— —DEEZR | Hikk
O, HIBREATY,
SR AEVZ R EMRE | WA AEVZEOHZ/ES), WRHATVZERy 7R | Bk, EH BB 2L WC
INAT—RDBERIZE TR Z1T,

Table 7-18 —&FIAE ICREESNDHEMAE

i PREERE WA TP ST | BRAERTRER AV &
= Tz —A
2P — AT —FRE | 22—V — R —FOREEZIT, FIAF L, #BEE | 2% BfE R WC
HhE SE%. BEOA—Y — SR —RELEHETLIELNT
x5,
R 7 ARG P BE AR I ADERRGFEAT, il FIHERTA T | B8k, ZE ., | #Er, WC

AR 7 AZH L TCEER Y7 AL OEF, Ry 7 | HilkR
AIRAT —R OB GRIEE i E 22— —DEFR
L) LHIRETT,

FPT_SKP_EXT.1

TOE 1, IPsec {5 CHIH T 20 58D D | HHEE IZX-> TR ESN-FATL A #L IPsec AEAED T T A~
— MEA B SR AT REZR R R AR — P TH D SSD ITIRTET D, T LA O S81T. RAM IZIRFET 5D
(Table 7-15 M), TOE (XRIFSNI=FRILAHE, 7T — Nk, B S8 A Fl B T 2R 2 1R L7222 F
% 7 TOE OfFEIC L E NS A A9 2813 TEZV, TOE 13, MFP A2 RS-232C IF 2235 T4,
TS LS QAT D  FIRZE RO Z 72— 2% FI AL T, SSD OWEF —#52WY 3 LT cx
720N, £7-. RS-232C IF LIAMZ, TOE DA ER7HNS SSD ONE T —#Z B ¢ A X7 2 — A% FEEL TR,
SSD [T AT A R[22 AL — U TH DT80, FIHHE D SSD B4 L TN T — 2 &2 B 42 LT Ty, U
FozZEnE, B IR SNIZFRI A8, 7T — RN, I S A st AT 28T TERN,
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7.6. BEEHAE

TOE |, AR FRITH L AR 24, kL., n7 P — N—~EEF T2,
FAU_GEN.1, FAU_GEN.2

TOE (I, YL FOFRREEAMZFRLL, FRRBEAERZED HDR), FLROMR, Y72 =7 Mg .
HBORRE T D,

Table 7-19 EEXNRER &

BN RFR ID (F7 V= kBIfEH *1) il

S Admin ID/User ID/R% % OK/NG
ID

S ATV ZAZ R 7 A SAY — R FFED FE i User ID OK/NG
a—Y—EEREEIC LD B ek, A, HIBR Admin ID OK/NG
=P RRAT—ROEE User ID OK/NG
EEH AT —ROLEH Admin ID OK
Y —REERR E DA Admin ID OK
SMNERRGE S — N — R E DBk, AT Admin ID OK
R PE RE DA B Admin ID OK
G PLHE BAEDO AR L fRBRIF [ D28 1 Admin ID OK
FRFFSRE A% (U.BUILTIN_ADMIN LISk o2V 7 Admin ID OK
PRAT— R TR RE Admin ID OK/NG
XTI E—RREDEH Admin ID OK
ERSAL RPN d Admin ID OK
AT BA— Ny MO Admin ID OK
H &y 7 MO Admin ID OK
BTG A BRRRE DR gk, A5 HIBR Admin ID OK/NG
Ay T —URRE DR, EE Admin ID OK/NG
A 7 ISR RE O B 4k Admin ID OK
Bt/ SRR T Admin ID OK
B m i PR RE DB Gk, 5T Admin ID OK
Ry A PRIEHRIC L DM ARy 7 ARGk, 25| HIlBR Admin ID/User ID OK/NG
AT ZE R EMRE DRI, ZH Admin ID OK/NG
TV v a TORLE User ID OK/NG
Y vV a T OHIKI User ID OK/NG
AX Y Vg TOEE User ID OK/NG
o — g 7 OHIR User ID OK/NG
77 I AREY a T O%E User ID OK/NG
Ty I AZIEY a T ORE AT A ID OK/NG
777 A%AEY a 7 OHIRI User ID OK/NG
BRAFY a 7 DORAFE User ID OK/NG
T 7 AZAEY a T ORFF VAT L ID OK/NG
RAEY a 7 OHIR User ID OK/NG
AT a 7 DEE User ID OK/NG
BREFEYa TD7 7 7 AEE User ID OK/NG
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BRI GG ID (7Y =7 NlBlIE SR *1) (RS
BRIFYa7oxyra—R User ID OK/NG
R1EY a 7 OBE) User ID OK/NG
BRIFY a 7 OHEH User ID OK/NG
RIFY a3 7 OHIBR User ID OK/NG
IPsec & v 3 a U HESL ORI VAT A ID errNo(*2)

CDFRBIZRFERTIC R A LA R FELRO IDV 7 Vo7 MRS, AE ID LV EH 27tk 5,
T 77 A G BFREE AR THO 72\ b T AT AID (E Bl : v AT 5 (MFP)) Z5tdk 1%,
IPsec i a ML ORI TH Y AT AID (EEE : > A7 A (MFP)) Ziték 15,

(*2)"1414"(EF =7 1815 (IPSec) DKM E DFTE DT —INFLFkSiD,

FAU_STG_EXT.1

TOE 1%, &R /IR, A0 OBUS Hik, vurh— " — AEREERBORESL, BEART OEEFE
CHIBRZ S B N FE M DR A Vi B RE AR D, /Y — X — (X, WebDAV H— —ZFIH 75, Ehn
7 OB IET B ENEEEHEL, IPsec G2 ML Crsh—"—~Exn /%2 %5T %, TOE tuZH—
—[#D IPsec #1E 13, M5 BUHE & EHERRICLVER ET D,

TOE (. Hﬁ‘ﬁ%%&%ﬂ7774llxtbf TOE NOw—J /VERAFEFIIC— R R AL, HENAE SR TRELZH
L LR ELT B EICELEGAS . b ILXEHEDRE A0 B EEZFATLEE AT, XML 7 — X248 #
Lfnﬁﬁ—vvwﬁ%ﬁﬁé

TOE NIZ—IRTFSNT-ar 77 A id, XML 7 — X B %S LT E BB N n 7 HIbRE SZITUZRE, H
brd %, XML 7 —XE, o7/ —_"—~DEEZE T %, kO 77400 XML 7 —2Z#OBRICHIERT 5,
TOE WIZ—FHRIFENTZ07 7740 XML 7 — 4 ~T 7B AT HA X7 2— AT, EEEHE IR O%E
EHIBRD A THY , —EFNHE RSB EEH DA LT 7 EATHI LT TERY,

KNI —JEERETa s — = In S ERE LG TES, TOE NOBr— IV REEIR N w2~ 7255,
FAT CXHMERRIZLL T OBREIZHIBRE LD,

- IR OFF I L 2B v / USHERE DK T

- IR ON 12 L DA v 7 BUSsae O BRtA

s 2—P—FBEE (BERFANSLOEEE T 7 A L DOIFFAT)

EHFICLDEEe VEE, b L ITHIBR
B NER T/ REL LUTEEn /YIRE EZITL . v— D AR TR IR O TR BE SIS S A LT IR AR
FRENS,

Table 7-20 & v T —XDikk

Ehu 7T —2 O Hn W
B 75 O R AE SER SSD 1273 %
0 RIS 7 s AL E LT—RREFE L, XML 5 —Z (248 LT
0 7Y —N—ZHEET D,
077 7 A ViR 40MB RIFFTEE T, Tt s A I 7
T, BT Y= R DFEDT-O XML 7 — X [ TEHBT 5, Bk,
WHn 77 7 A VTHIRT 5,
CEHENRE LZARD LS IIEERICELESS
« 36MB IZE L7256
CEHENER 0 S REEET LA
XML 7 —#In 77— _"—IZEE#%, RO XML 7 —# BAERSILD
BRICHIBR T 2, EERBOEGE. &K 76MB (1277 71 /L 40MB,

a2 7 EHROEFE A X
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Bl w75 — 2 OB HFn s
XML 7 —# 36MB) 7 TOE HNIC —H{EfEEN D,

FPT_STM.1
TOE 137y iz AL, BHA DA TOE ORZ2 A B D rEa R 45, BiAn /1 Ziiikd DI 1E
Ty 7BEREN DR S ND,

1.1. BEFETERHE

7.71. 7y TT— FHEE

FPT_TUD_EXT.1
BEFIL, BE SR NBLLIL WC THBIFERER  BEEEE C7 7 — LU= T N\ —Var O a 34T T& 5,
T BEEIL, 77— LT T AT ORIV EL T — 2 AL T2 USB AT U4 TOE (AL, #fE L
TRkBIFRGERL R WE C7 7 — LU= T OT v 77 —MERREZEITTED, 77— LU= T T —HIZiE, VAT A
arvhr—I77 U harta—J 0o KT 7 — 22T E SHA-256 ([CX-oTRHLEZE 77— L0 =T D/ Ny
TR (7.7. 25 O B 7 AMERE THIA T 2) W& N Tn\D, T UXVEL T —H1L, SHA-256 CTHH
L7 7 =20 =75 —Z DNy 2fBIC % LT, FIPS PUB 186-4, “Digital Signature Standard”(Z52#,> RSA
FONVEBL T LAY X LHERE 2048bit, B4 A% —24 PKCS #1 Ver 1.5) CEA LI=7 — X Th b,
BEEINT ST — MEREZR FEITLI=HE, TOE 131> Ah— /L& BRMAT 51 RSA AR (JEE 2048bit. i
KFlZ TOE ICAVAR—= LS TCD) LT, 77— A0 xT T —2 DT VXV ELRGEE T 5, B RGE
DRIEL TG AR, BB RV E SR KR L, 77— AT =7 OEEHZ I T\, B4 MRS LT
BB, 77—y T KT 7 — AU =T Oy afBfE R EA AN VT 5, T UXVELRGEO TR, TR
DiEv,
(1) TOE 738> RSA ABH#EHER 2048bit) TF VXNV EX T — 2% 1E 515,
(2) SHA-256 T77—LU=7 57 —ZD i aflfizEiti+5,
3) DEQDEAET D, —B T T 7 — L =T F — 2R IEH ThoH LW 5,

7.7.2. BC T X M#gE

FPT_TST_EXT.1

TOE (I, i ON FfIZ, LLFORITRUICT AMZIARIZFE L  REDRHSNIZG G BB S ic& 5%z
FoRL, BEZiF 1L BRI 2R IRBBICBAT 3%, ZHUCEY, TSF 23§57 7 — L =7 D5E etz
R TE D,

Table 7-21 BE&.7 A b
No. PIE 7 A bk
SHA-256 THH LK 7 7 —L T =T Oy vafil, 7y 75—
VAT AU bR —TED% NERET TOE ~A VA h—L & Ty v 2 EIFRICFEIN T

! 77 —b0=T WOHIEN—ET 5 Z & 2, TOE THIHT 257477V %
Ny V2 ERRFED R L 72D,
KI5 T VT U ALk HBEEfiET A N KAT test for SHA-1,

) ek A477 KAT test for SHA-512, KAT test for HMAC SHA-256, KAT test

7Y X SHA,HMAC 4 | for AES encryption (CBC, 128-bit key). KAT test for AES
decryption (CBC, 128-bit key). KAT for RSA 2048-bit (PKCS #1
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No. PIES T A b

v1.5), KAT for DSA (signing P=2048/N=256; verification
P=1024/N=160). KAT for Diffie-Hellman % 3jii,

Tz hrb—lE LTRIHTE Y7 by =T 23 E L, DRBG Bk
W b71477Y D~V AT A K (NIST SP800-90A @ [11.3 Health Testing] (2%
7A=Y X2 DRBG 3%, Instantiate, Generate, Reseed DMEHEIZ D\ CTREAfiFT A
N &%,

7.8. FAX > Btsak

FDP_FXS_EXT.1

TOE MR L7 7 VAL AT =—AOF| A iEEL T, AREIRRE I UM FAX #8830 D07 77 A% (5 &
FIHE DB SRV INSFATT DT 7V AEE D DD, 77 VAL BT = — AR TIEZENFF RIS TS T —4
1. ESRRIH T IEIOR LI 7 7 ALEL T THD,

TOE 1. 777 A7 LMEREZR T4 TEY, Super G3 7uh/L B LN G3 T b2V R—h5, 777 AFE
T AL, TV AEZAG DI EFITL, ARERREN LT O~ Rigx—8)Z i 5720, 72, TOE (%, PSTN &
LAN D3y NI =27 Vo Pk T DR e 2 FR =720,

PLEDZENE, FIHE N TOE OT7 77 AL BT 2 — A% FWTHIATEADIL, 77V AEZZEDIHTHD,

DN =
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