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e D.USER.JOB (Rl a7 7 —4)
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e D.TSF.PROT ({R#Z417- TSF 7 —%)

T—HDOFTAE THL, T E A RED R ORI HE LS T, & ASNT TSF 77— 403

TOE ObF 2T (128 2% KIETHHLIVRWD, BBEICOWTUIR R TEXDHLEH7: TSF 7 —4,

ZN TOE THRHT —HIILLUF Di@h,
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1.4.5 TOE OF| %

A TOE OFIH#E (U.USER) (X, LA FOHEIRZ /L—7" (authority groups) (Z533HIID,

e UNORMAL (—#%F|H# /anormal user)
AR EAL, FRAESIVE RIS C, W ERE R R AR WRI A,

e UFAX (7771$|JH%% / a fax user)
FRBIS AL, FRAESIVICR A T, 77V ARG T —F~D T 7B ZMERRZ AT H-&40, & A B2+
7272 W,

e U.ADMIN (ﬁ:ﬁ% / an administrator)
g&%”éh [ nﬂzéﬂf_*[ )EH%‘T rﬁfi%‘ ?DJ:U\ T®4I*l %%7‘“—5’\@77‘EX*§BE%:E‘FO4I‘IJ
M T AT AR Lﬁﬂﬁi\iﬂfgﬁfﬁﬁ(uh\ FOASE PR LIS T AT N

©2019-2020, >+—7 #0241 (Sharp Corp.), all rights reserved. 14



2 WA TR
AR ST XL F &=L 5,

2.1 CC A Tk
K ST BLOTOE 2MEAEEZEETHCCONR—Vay  BIOARST D CC =2 BLOVI—13
AP, L TFIORTEBUTHS,

CC Conformance: Common Criteria version: Version 3.1, Release 5,
Part 2 (CCMB-2017-04-002) Extended, and
Part 3 (CCMB-2017-04-003) Conformant.

2.2 PP EiE
AR ST BLU TOE M@ E$ 5 PPIZLL FITR T LB THS,
® PP 4 #5: Protection Profile for Hardcopy Devices

e PP /N—’z2: 1.0 dated September 10, 2015
e Errata: Protection Profile for Hardcopy Devices — v1.0 Errata #1, June 2017

A ST NIZEBWT, FRIZWTO DR RY LA HLZ PP SRS,

2.3 Nolr—T R
A ST BEIOTOE 1L, o —ViiE &2 FEELR,

2.4 AR
A ST BELOTOE 1L, PP NERTDHLL T DOFMA L. PP OERKi#Y [Exact Conformance] Th
b, D78, TOE FERIZ PP E—EL TV,

e Required Uses
* Printing, Scanning, Copying, Network communications, Administration

e Conditionally Mandatory Uses
+ PSTN faxing, Storage and retrieval, Field-Replaceable Nonvolatile Storage

e Optional Uses
+ Image Overwrite, Purge Data
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3 X2 VT AREE

==
FR

AKE |, TOE DXl T ifbElrE:mT 5,

3.1 &

TOE (X135 i % Table 3.1 (2R,

Table 3.1: Z&

G2k

[==g==%
JEF%

An attacker may access (read, modify, or delete) User Document Data
or change (modify or delete) User Job Data in the TOE through one of
the TOE’s interfaces.

T.UNAUTHORIZED_ACCESS |y 13 TOED A2 57 =— 2301 C, TOENOFI I L EF

— T oA (I B, E TR | R Ve 7 —
B B (O IR T B LA,

T.TSF_COMPROMISE

An attacker may gain Unauthorized Access to TSF Data in the TOE
through one of the TOE’s interfaces.

WEEF L, TOEDA L 27 =— 2% @ T, TOENDTSF7 —Z~D
RIEZRT 7R AEAGLH LIV,

T.TSF_FAILURE

A malfunction of the TSF may cause loss of security if the TOE is
permitted to operate.

TOED#IENTF A ST 45A . TSFORENZ LT, Xl T ¢
DK ZFZEZT B LR,

T.UNAUTHORIZED UPDATE

An attacker may cause the installation of unauthorized software on the
TOE.

WEEH 1L, TORIZAIERY TNy =T " A A=)V T D LIV
VY,

T.NET _COMPROMISE

An attacker may access data in transit or otherwise compromise the
security of the TOE by monitoring or manipulating network
communication.

WEE L, AN —JBEEZ T =X — L= EELTZ0 4 5L T,
EEFOTFT =T 7BALIZY, TOEO X2 )T 422 E L1
DB LR,

3.2 Mk DOEX VT4
MR DX VT 4 F$t% Table 3.2 (TR,

Table 3.2: #EEDOExF2UT 1 8l

H R

===
FEF%

P.AUTHORIZATION

Users must be authorized before performing Document Processing and
administrative functions.

FIRE IR, SCEALEE K OVE B RE 2 AT 4D RNTAEIR 2 G- Sh/e
AUTIRBIRN,

P.AUDIT

Security-relevant activities must be audited and the log of such actions
must be protected and transmitted to an External IT Entity.

X VT ABET VT AT TR SN IERGT, 220D
T U arOud IS, INRIT= T4 T 4 ~IEES 2T R
AN SY VAN
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A FF

===
FEF%

P.COMMS PROTECTION

The TOE must be able to identify itself to other devices on the LAN.
TOEE, LAN DD T S ARLZ B F 20 TERTT7ene
VY,

P.STORAGE _ENCRYPTION

If the TOE stores User Document Data or Confidential TSF Data on
Field-Replaceable Nonvolatile Storage Devices, it will encrypt such data
on those devices.

TOENFI I ET — X £ 13 DOTSFT — 2 2 Bl A #a 7] fEZ2 R
FRVEAR — DT NARRAFT D6 TOEIZZNHLDT /SAA E
DZDIH7eT —HAEG b 3528,

P.KEY MATERIAL

Cleartext keys, submasks, random numbers, or any other values that
contribute to the creation of encryption keys for Field-Replaceable
Nonvolatile Storage of User Document Data or Confidential TSF Data
must be protected from unauthorized access and must not be stored on
that storage device.

FIRHE CET — 2 EI3E OTSFT — 2 O BUHIA i A REZR R 5
PEARNL =V DD DR GO A I T 5T 5897, EXOHE, 7
N A ELE FIZOMDH DML, NIERT 7B ADLIRES
NIRTIIRIRBIRN 3D E DA — VT S Z BIRAFSILTUIRD
AAN

P.FAX FLOW

If the TOE provides a PSTN fax function, it will ensure separation
between the PSTN fax line and the LAN.

TOE/NRPSTNY 727 AMEREAAR ML 5856 . PSTNY 77 A[AI#ELAND
Moy BEAARAET D,

P.IMAGE_OVERWRITE

Upon completion or cancellation of a Document Processing job, the TOE
shall overwrite residual image data from its Field-Replaceable
Nonvolatile Storage Devices.

BRI a7 DO T E- 139 IEOBSIC . TOEIZF DO HBLHI A ] fE72
FRHEREMEARN — DT A A EOFRAFEG T — 2% EEZHELRITHR
X757,

P.PURGE_DATA

The TOE shall provide a function that an authorized administrator can
invoke to make all customer-supplied User Data and TSF Data
permanently irretrievable from Nonvolatile Storage Devices.

TOE(Z, HERRAT B-S =B 0, RERMEREBEAN —T T A2 LD
T _RCOBE NG T DR HE T —4% e O TSFT —# % K AN H
L CERWIDNTTAZENTEAHRE AR L 2T TR B2,

3.3 RS,

TOE Offi Fi . iEF I, Table 3.3 TR T ABRENNE LD,
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Table 3.3: Rt

A T

Physical security, commensurate with the value of the TOE and the data it stores
or processes, is assumed to be provided by the environment.

APHYSICAL 1 10R| B OTORZMRA7 71T 57 — ¥ O 7 A~ T4 E £ 3 =)
TAD, EOBREIZE > TREESNDZEZBET D,
The Operational Environment is assumed to protect the TOE from direct, public
access to its LAN interface.

ANETWORK

EHBREEIT. LANA L Z T = — ZA~DIERINSDEFED T 7 A0 HTOEZ R
HETHZLEET D,

A TRUSTED ADMIN

TOE Administrators are trusted to administer the TOE according to site security
policies.

TOEFHE X, YAk 2 T4 TEHINE> CTOEZ F BT 5 &, RS T
W5,

A. TRAINED_USERS

Authorized Users are trained to use the TOE according to site security policies.
PR SIVARIHE L, A X 2T HEHIE> CTOEZE 3258 F
AT TND,
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4 X 2VT 4% G E
AEX, BX 2T xR EHIB T DR IOV Tk 5,
HEHBREO X 27 %K 57 #% Table 4.1 12”7,

Table 4.1: EHBREO VX2V T 5% 78+

AP

[==g==%
JEF%

OE.PHYSICAL_PROTECTION

The Operational Environment shall provide physical security,
commensurate with the value of the TOE and the data it stores or
processes.

HHEBREEIX, TOE, X OTOEDMRAF 72 1T 57 — X DAMfEIZ L
Bl X 2T 4 2R AL 2 TR B0,

OE.NETWORK PROTECTION

The Operational Environment shall provide network security to protect
the TOE from direct, public access to its LAN interface.

HEFHBREET. LANAY A7 2= ADIE IO ERED T 72 AN
TOEZ AR T DI DICAR Y NI — 72X 2 VT ZARME L 221 R e 572
W,

OE.ADMIN_TRUST

The TOE Owner shall establish trust that Administrators will not use
their privileges for malicious purposes.

TOEFTH H 1L, BEENZOMHEREZEESHD B B LN EN)
ET v AVADA SR AN E AN YA AN

OE.USER_TRAINING

The TOE Owner shall ensure that Users are aware of site security
policies and have the competence to follow them.

TOEFTEZ 1%, FIHZE N A X 2T 4 F#HEERL . FHUTHED
VAR i e N ARV N | A AN D AW AN S YA A

OE.ADMIN_TRAINING

The TOE Owner shall ensure that Administrators are aware of site
security policies and have the competence to use manufacturer’s
guidance to correctly configure the TOE and protect passwords and keys
accordingly.

TOEFTA &L, EHHE YA MeF 2T 78t 2 BAEL . TOEZ 1ELL
RIEL, /AT —R LRSI RGE T D7D SEE DA X 2%
IG5 BaF> TWAZ EARAELART T2 b7,
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5 PLIEa AR — R NEF
A ST IZLL FOYRIEa R— R M EF T Do ZILBIX PP TEFRSNTZHLDOD—H TH D,

5.1 FAU STG_EXT Extended: External Audit Trail Storage

Family Behavior:

This family defines requirements for the TSF to ensure that secure transmission of audit data from TOE to
an External IT Entity.

Component leveling:

FAU STG_EXT.1: External Audit Trail Storage H 1 ‘

FAU_STG_EXT.1 External Audit Trail Storage requires the TSF to use a trusted channel implementing a
secure protocol.

Management:

The following actions could be considered for the management functions in FMT:
e The TSF shall have the ability to configure the cryptographic functionality.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FAU_STG_EXT.1 Extended: Protected Audit Trail Storage
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation,
FTP_ITC.1 Inter-TSF trusted channel

FAU_STG_EXT.1.1 The TSF shall be able to transmit the generated audit data to an External
IT Entity using a trusted channel according to FTP_ITC.1.

Rationale:

The TSF is required that the transmission of generated audit data to an External IT Entity which relies on a
non-TOE audit server for storage and review of audit records. The storage of these audit records and the
ability to allow the administrator to review these audit records is provided by the Operational Environment
in that case. The Common Criteria does not provide a suitable SFR for the transmission of audit data to an
External IT Entity.

This extended component protects the audit records, and it is therefore placed in the FAU class with a
single component.

5.2 FCS CKM_EXT Extended: Cryptographic Key Management

Family Behavior:

This family addresses the management aspects of cryptographic keys. Especially, this extended component
is intended for cryptographic key destruction.

Component leveling:
FCS CKM EXT.4: Cryptographic Key Material Destruction H 4 ‘

FCS_CKM_EXT.4 Cryptographic Key Material Destruction ensures not only keys but also key materials
that are no longer needed are destroyed by using an approved method.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
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e There are no auditable events foreseen.
FCS_CKM _EXT.4 Extended: Cryptographic Key Material Destruction
Hierarchical to: No other components.
Dependencies: [FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction
FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.
Rationale:
Cryptographic Key Material Destruction is to ensure the keys and key materials that are no longer needed

are destroyed by using an approved method, and the Common Criteria does not provide a suitable SFR for
the Cryptographic Key Material Destruction.

This extended component protects the cryptographic key and key materials against exposure, and it is
therefore placed in the FCS class with a single component.

5.3 FCS_HTTPS EXT Extended: HTTPS selected

Family Behavior:

Components in this family define requirements for protecting remote management sessions between the
TOE and a Security Administrator. This family describes how HTTPS will be implemented. This is a new
family defined for the FCS Class.

Component leveling:

FCS_HTTPS_EXT.1: HTTPS selected 1]

FCS_HTTPS_EXT.1 HTTPS selected, requires that HTTPS be implemented according to RFC 2818 and
supports TLS.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e Failure of HTTPS session establishment
FCS_HTTPS_EXT.1 Extended: HTTPS selected
Hierarchical to: No other components.
Dependencies: FCS_TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS_HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.
Rationale:

HTTPS is one of the secure communication protocols, and the Common Criteria does not provide a
suitable SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.4 FCS KYC EXT Extended: Cryptographic Operation (Key Chaining)

Family Behavior:

This family provides the specification to be used for using multiple layers of encryption keys to ultimately
secure the protected data encrypted on the storage.

Component leveling:
FCS_KYC_EXT.1: Key Chaining 1|
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FCS_KYC_EXT Key Chaining, requires the TSF to maintain a key chain and specifies the characteristics
of that chain.
Management:
The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
o There are no auditable events foreseen.
FCS_KYC_EXT.1 Extended: Key Chaining
Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(i) Cryptographic operation (Key Transport),
FCS_KDF_EXT.1 Cryptographic Operation (Key Derivation),

and/or
FCS_COP.1(f) Cryptographic operation (Key Encryption)].

FCS_KYC_EXT.1.1 The TSF shall maintain a key chain of: [selection: one, using a submask as the BEV
or DEK; intermediate keys originating from one or more submask(s) to the BEV or DEK
using the following method(s): [selection: key wrapping as specified in FCS_COP.1(e),
key combining as specified in FCS_SMC_EXT.1, key encryption as specified in
FCS_COP.1(), key derivation as specified in FCS_KDF EXT.1, key transport as
specified in FCS_COP.1(i)]] while maintaining an effective strength of [selection: 128
bits, 256 bits] .

Rationale:

Key Chaining ensures that the TSF maintains the key chain, and also specifies the characteristics of that
chain. However, the Common Criteria does not provide a suitable SFR for the management of multiple
layers of encryption key to protect encrypted data.

This extended component protects the TSF data using cryptographic algorithms, and it is therefore placed
in the FCS class with a single component.

5.5 FCS_RBG_EXT Extended: Cryptographic Operation (Random Bit
Generation)
Family Behavior:

This family defines requirements for random bit generation to ensure that it is performed in accordance
with selected standards and seeded by an entropy source.

Component leveling:

FCS_RBG_EXT.1: Random Bit Generation 1|

FCS_RBG_EXT.1 Random Bit Generation requires random bit generation to be performed in accordance
with selected standards and seeded by an entropy source.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FCS_RBG_EXT.1 Extended: Random Bit Generation
Hierarchical to: No other components.
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Dependencies: No dependencies.

FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in
accordance with [selection: ISO/IEC 18031:2011, NIST SP 800-904] using [selection:
Hash_DRBG (any), HMAC DRBG (any), CTR_DRBG (AES)].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by an entropy source that accumulates
entropy from [selection: [assignment: number of software-based sources| software-based

noise source(s), [assignment: number of hardware-based sources| hardware-based noise

source(s)] with a minimum of [selection: /28 bits, 256 bits] of entropy at least equal to
the greatest security strength, according to ISO/IEC 18031:2011 Table C.1 “Security
strength table for hash functions”, of the keys and hashes that it will generate.

Rationale:

Random bits/number will be used by the SFRs for key generation and destruction, and the Common
Criteria does not provide a suitable SFR for the random bit generation.

This extended component ensures the strength of encryption keys, and it is therefore placed in the FCS
class with a single component.

5.6 FCS_TLS EXT Extended: TLS selected

Family Behavior:

This family addresses the ability for a server and/or a client to use TLS to protect data between a client and
the server using the TLS protocol.

Component leveling:
FCS_TLS_EXT.1: TLS selected 1]

FCS_TLS_EXT.1 TLS selected, requires the TLS protocol implemented as specified.
Management:
The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.
Audit:
The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:
e Failure of TLS session establishment
FCS_TLS_EXT.1 Extended: TLS selected
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_TLS _EXT.1.1 The TSF shall implement one or more of the following protocols [selection: TLS 1.0
(RFC 2246), TLS 1.1 (RFC 4346), TLS 1.2 (RFC 5246)] supporting the following
ciphersuites:

Mandatory Ciphersuites:

TLS RSA WITH AES 128 CBC_SHA
Optional Ciphersuites:
[selection:

None

TLS RSA WITH AES 256 CBC SHA

TLS DHE RSA_WITH AES 128 CBC SHA
TLS DHE RSA_WITH AES 256 _CBC SHA
TLS RSA WITH AES 128 CBC SHA256
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TLS RSA_WITH AES 256_CBC_SHA256

TLS DHE RSA_WITH AES 128 CBC _SHA256

TLS DHE RSA_WITH AES _256_CBC_SHA256

TLS ECDHE _RSA_WITH AES 128 CBC_SHA

TLS ECDHE_RSA_WITH AES 256_CBC_SHA

TLS ECDHE_ECDSA_WITH AES 128 CBC _SHA
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA
TLS ECDHE _RSA_WITH _AES 128 CBC SHA256
TLS ECDHE_RSA_WITH AES 256_CBC_SHA384
TLS_ECDHE_RSA_WITH _AES_128_GCM_SHA256
TLS ECDHE _RSA_WITH AES 256_GCM _SHA384
TLS ECDHE_ECDSA_WITH AES 128 GCM_SHA256
TLS ECDHE_ECDSA_WITH AES 256_GCM_SHA384
TLS ECDHE_ECDSA_WITH AES 128 CBC_SHA256
TLS ECDHE_ECDSA_WITH AES 256_CBC_SHA384

Rationale:

TLS is one of the secure communication protocols, and the Common Criteria does not provide a suitable
SFR for the communication protocols using cryptographic algorithms.

This extended component protects the communication data using cryptographic algorithms, and it is
therefore placed in the FCS class with a single component.

5.7 FDP_DSK EXT Extended: Protection of Data on Disk

Family Behavior:
This family is to mandate the encryption of all protected data written to the storage.

Component leveling:
FDP_DSK_EXT.1: Protection of Data on Disk 1]

FDP_DSK_EXT.1 Extended: Protection of Data on Disk, requires the TSF to encrypt all the Confidential
TSF and User Data stored on the Field-Replaceable Nonvolatile Storage Devices in order to avoid storing
these data in plaintext on the devices.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_DSK_EXT.1 Extended: Protection of Data on Disk
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption)

FDP_DSK_EXT.1.1 The TSF shall [selection: perform encryption in accordance with FCS_COP.1(d),
use a self-encrypting Field-Replaceable Nonvolatile Storage Device that is separately CC certified to
conform to the FDE EE cPP | such that any Field-Replaceable Nonvolatile Storage Device contains no
plaintext User Document Data and no plaintext confidential TSF Data.

FDP_DSK_EXT.1.2 The TSF shall encrypt all protected data without user intervention.

Rationale:

Extended: Protection of Data on Disk is to specify that encryption of any confidential data without user
intervention, and the Common Criteria does not provide a suitable SFR for the Protection of Data on Disk.

©2019-2020, >+—7 #0241 (Sharp Corp.), all rights reserved. 24



This extended component protects the Data on Disk, and it is therefore placed in the FDP class with a
single component.

5.8 FDP_FXS EXT Extended: Fax Separation

Family Behavior:

This family addresses the requirements for separation between Fax PSTN line and the LAN to which TOE
is connected.

Component leveling:
FDP_FXS_EXT.1: Fax Separation 1]

FDP_FXS EXT.1 Fax Separation, requires the fax interface cannot be used to create a network bridge
between a PSTN and a LAN to which TOE is connected.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FDP_FXS EXT.1 Extended: Fax separation
Hierarchical to: No other components.

Dependencies: No dependencies.

FDP_FXS _EXT.1.1 The TSF shall prohibit communication via the fax interface, except
transmitting or receiving User Data using fax protocols.

Rationale:

Fax Separation is to protect a LAN against attack from PSTN line, and the Common Criteria does not
provide a suitable SFR for the Protection of TSF or User Data.

This extended component protects the TSF Data or User Data, and it is therefore placed in the FDP class
with a single component.

5.9 FIA PMG _EXT Extended: Password Management

Family Behavior:

This family defines requirements for the attributes of passwords used by administrative users to ensure that
strong passwords and passphrases can be chosen and maintained.

Component leveling:
FIA PMG EXT.1: Password Management H 1 ‘

FIA_PMG _EXT.1 Password management requires the TSF to support passwords with varying
composition requirements, minimum lengths, maximum lifetime, and similarity constraints.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FIA_PMG _EXT.1 Extended: Password management
Hierarchical to: No other components.
Dependencies: No dependencies.
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FIA_PMG _EXT.1.1 The TSF shall provide the following password management capabilities
for User passwords:

e Passwords shall be able to be composed of any combination of upper and lower case letters, numbers,
and the following special characters: [selection: “/”, “@”, “#”, “8”, “%"”, “" “&”, “*” “(" )",
[assignment: other characters |];

e Minimum password length shall be settable by an Administrator, and have the capability to require
passwords of 15 characters or greater.

Rationale:

Password Management is to ensure the strong authentication between the endpoints of communication, and
the Common Criteria does not provide a suitable SFR for the Password Management.

This extended component protects the TOE by means of password management, and it is therefore placed
in the FIA class with a single component.

5.10FPT KYP EXT Extended: Protection of Key and Key Material

Family Behavior:

This family addresses the requirements for keys and key materials to be protected if and when written to
nonvolatile storage.

Component leveling:
FPT KYP EXT.1: Protection of key and key material H 1 ‘

FPT_KYP _EXT.1 Extended: Protection of key and key material, requires the TSF to ensure that no
plaintext key or key materials are written to nonvolatile storage.

Management:

The following actions could be considered for the management functions in FMT:
® There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_KYP _EXT.1 Extended: Protection of Key and Key Material
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_KYP EXT.1.1 The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device, and not store any
such plaintext key on a device that uses the key for its encryption.

Rationale:

Protection of Key and Key Material is to ensure that no plaintext key or key material are written to
nonvolatile storage, and the Common Criteria does not provide a suitable SFR for the protection of key
and key material.

This extended component protects the TSF data, and it is therefore placed in the FPT class with a single
component.

5.11 FPT _SKP EXT Extended: Protection of TSF Data

Family Behavior:

This family addresses the requirements for managing and protecting the TSF data, such as cryptographic
keys. This is a new family modelled as the FPT Class.

Component leveling:
FPT_SKP_EXT.1: Protection of TSF Data 1]
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FPT_SKP_EXT.1 Protection of TSF Data (for reading all symmetric keys), requires preventing
symmetric keys from being read by any user or subject. It is the only component of this family.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.
FPT_SKP_EXT.1 Extended: Protection of TSF Data
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_SKP_EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys,
and private keys.

Rationale:

Protection of TSF Data is to ensure the pre-shared keys, symmetric keys and private keys are protected
securely, and the Common Criteria does not provide a suitable SFR for the protection of such TSF data.

This extended component protects the TOE by means of strong authentication using Pre-shared Key, and it
is therefore placed in the FPT class with a single component.

5.12FPT TST EXT Extended: TSF Testing

Family Behavior:
This family addresses the requirements for self-testing the TSF for selected correct operation.

Component leveling:
FPT_TST EXT.1: TSF testing 1]

FPT_TST_EXT.1 TSF testing requires a suite of self-testing to be run during initial start-up in order to
demonstrate correct operation of the TSF.

Management:

The following actions could be considered for the management functions in FMT:
e There are no management actions foreseen.

Audit:

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

e There are no auditable events foreseen.

FPT_TST_EXT.1 Extended: TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TST_EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

Rationale:

TSF testing is to ensure the TSF can be operated correctly, and the Common Criteria does not provide a
suitable SFR for the TSF testing. In particular, there is no SFR defined for TSF testing.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.

5.13FPT TUD EXT Extended: Trusted Update

Family Behavior:
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This family defines requirements for the TSF to ensure that only administrators can update the TOE
firmware/software, and that such firmware/software is authentic.

Component leveling:
FPT _TUD EXT.!I: Trusted Update 1]

FPT_TUD_EXT.1 Trusted Update, ensures authenticity and access control for updates.
Management:
The following actions could be considered for the management functions in FMT:
o There are no management actions foreseen.
Audit:

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:
e There are no auditable events foreseen.
FPT_TUD_EXT.1 Trusted Update
Hierarchical to: No other components.
Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation/verification),
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT_TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT_TUD_EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to
TOE firmware/software.

FPT_TUD_EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE
using a digital signature mechanism and [selection: published hash, no other functions |
prior to installing those updates.

Rationale:

Firmware/software is a form of TSF Data, and the Common Criteria does not provide a suitable SFR for
the management of firmware/software. In particular, there is no SFR defined for importing TSF Data.

This extended component protects the TOE, and it is therefore placed in the FPT class with a single
component.
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FAU GEN.1 Audit data generation (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: FPT _STM.1 Reliable time stamps
FAU GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:
a) Start-up and shutdown of the audit functions;
b) All auditable events for the not specified level of audit; and
c) All auditable events specified in Table 6.1, [and Table 6.2].
FAU GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the
outcome (success or failure) of the event; and
b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, additional information specified in Table 6.1, [and

Table 6.2].
Table 6.1: Auditable Events the PP Requires
Auditable event Relevant SFR | Additional information
Job completion / a7 DT FDP_ACF.1 Type of job / > =7 F&
Unsuccessful User authentication / F|FiZRBIERE | FIA UAU.1 None
Unsuccessful User identification / %) F & 5% 51 2= f& FIA_UID.1 None
Use of management functions / ‘& ZH#REDOF) H FMT SMF.1 None

Modification to the group of Users that are part of a

role /| BB|D—ECTHAFFEZ S N—TDHKE FMT_SMR.1 None

Changes to the time / FFZIDE R FPT STM.1 None
FTP ITC.1 ‘
Failure to establish session / &3 /2> HEL DB FTP_TRP.1(a), | oooniorial ure / KR

FTP_TRP.1(b) | 7EH

Note: A& FRIIMMAEREFR LSS A RRLL TIODOFERLELRT,
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Table 6.2: Auditable Events this ST Provides

Auditable event Relevant SFR Additional information

Software update / 7 P T T 77— FPT TUD EXT.l1 |#lH/N—Tay

FAU GEN.2 User identity association
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FAU STG_EXT.1 External Audit Trail Storage (for O.AUDIT)
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FTP_ITC.1 Inter-TSF trusted channel.

FAU STG EXT.1.1 The TSF shall be able to transmit the generated audit data to an External IT Entity
using a trusted channel according to FTP_ITC.1.

6.2.2 WZH FCS Z{f:

ARHITIE, PP BEDDHHMZEHERIZEIHS FCS (Cryptographic Support / B 5578 —hk) 7T ADHEE
fFARLIR T %, i 6.2.9,6.2.13, 6.2.14 BLV* 6.2.15 DAHITH —HD FCS B2 HD,

FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EES— - 5
FCS_COP.1(b) Cryptographic Operation (for signature generation/ verification)
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS_CKM_EXT 4 Extended: Cryptographic Key Material Destruction
FCS_CKM.1.1(a) Refinement: The TSF shall generate asymmetric cryptographic keys used for key
establishment in accordance with [NIST Special Publication 800-56B,
“Recommendation for Pair-Wise Key Establishment Schemes Using Integer
Factorization Cryptography” for RSA-based key establishment schemes] and specified
cryptographic key sizes equivalent to, or greater than, a symmetric key strength of
112 bits.

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys) (for
O0.COMMS PROTECTION, O.STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies: [ECS—CKM2-Cryptosraphickey-distribution;-er
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(d) Cryptographic Operation (AES Data Encryption/Decryption)
FCS_COP.1(e) Cryptographic Operation (Key Wrapping)
FCS_COP.1(f) Cryptographic operation (Key Encryption)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_COP.1(h) Cryptographic Operation (for keyed-hash message authentication)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction
FCS _RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)

FCS_CKM.1.1(b) Refinement: The TSF shall generate symmetric cryptographic keys using a Random
Bit Generator as specified in FCS_RBG_EXT.1 and specified cryptographic key
sizes [128bit, 256 bit] that meet the following: No Standard.
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FCS_CKM_EXT.4 Cryptographic Key Material Destruction (for O.COMMS PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE DATA)

Hierarchical to: No other components.

Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)],
FCS_CKM.4 Cryptographic key destruction

FCS_CKM_EXT.4.1 The TSF shall destroy all plaintext secret and private cryptographic keys and
cryptographic critical security parameters when no longer needed.

FCS_CKM.4 Cryptographic key destruction (for O.COMMS_ PROTECTION,
O.STORAGE_ENCRYPTION, O.PURGE DATA)

Hierarchical to: No other components.
Dependencies: [FCS CKM.1(a) Cryptographic Key Generation (for asymmetric keys), or
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM.4.1 Refinement: The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [
o For volatile memory, the destruction shall be executed by [ powering off a device,
[ single overwrite consisting of a pseudo-random pattern using the simple bit
operation | |.
o For nonvolatile storage, the destruction shall be executed by a [ single | overwrite of
key data storage location consisting of [ a pseudo random pattern using the TSF’s
RBG (as specified in FCS_RBG_EXT.1), a static pattern |, followed by a [ none |J. If
read-verification of the overwritten data fails, the process shall be repeated again;

] that meets the following: [ no standard |.

FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption) (for
O0.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies: [EPPIJFCHmportofuserdata-withoutseeurityattributes;-or
EDPIFC21 : ! » X , ’
FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(a) Refinement: The TSF shall perform encryption and decryption in accordance with a
specified cryptographic algorithm AES operating in [ CBC mode, GCM mode | and
cryptographic key sizes 128-bits and 256-bits that meets the following:

o FIPS PUB 197, “Advanced Encryption Standard (AES)”
o [ NIST SP 800-384, NIST SP 800-38D |

FCS_COP.1(b) Cryptographic Operation (for signature generation/verification) (for
O.UPDATE VERIFICATION, O.COMMS PROTECTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or
FCS:CKM. 1(a) Cryptographic Key Generation (for asymmetric keys)]
FCS_CKM_EXT.4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(b) Refinement: The TSF shall perform cryptographic signature services in accordance
with a [ RSA Digital Signature Algorithm (rDSA) with key sizes (modulus) of | 2048
bits | | that meets the following [ FIPS PUB 186-4, “Digital Signature Standard” |.

FCS_RBG_EXT.1 Cryptographic Operation (Random Bit Generation) (for
O.STORAGE_ENCRYPTION and O.COMMS PROTECTION)

Hierarchical to: No other components.
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Dependencies: No dependencies.
FCS_RBG_EXT.1.1 The TSF shall perform all deterministic random bit generation services in accordance
with [ NIST SP 800-90A ] vsing [ CTR_DRBG (AES) |].

FCS_RBG_EXT.1.2 The deterministic RBG shall be seeded by at least one entropy source that
accumulates entropy from [ | single | hardware-based noise source | with a minimum of
[ 256 bits | of entropy at least equal to the greatest security strength, according to
ISO/IEC 18031:2011 Table C.1 “Security Strength Table for Hash Functions”, of the
keys and hashes that it will generate.

6.2.3 WZH FDP %4

AHITIE, PP BEDDHMZEHERIZEIHS FDP (User Data Protection / K57 — 2 1%#) 7T ADK
BEE 2R R 15, Iz 6.2.9,6.2.10,6.2.11 BL16.2.12 DEHITH —E D FDP BN H5,

FDP_ACC.1 Subset access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.
Dependencies: FDP_ACEF.1 Security attribute based access control

FDP_ACC.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP on subjects,

objects, and operations among subjects and objects specified in Table 6.3 and Table
6.4.

FDP_ACF.1  Security attribute based access control (for O.ACCESS CONTROL and
O.USER_AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialization

FDP_ACF.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to objects based
on the following: subjects, objects, and attributes specified in Table 6.3 and Table
6.4.

FDP_ACF.1.2 Refinement: The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules governing access
among controlled subjects and controlled objects using controlled operations on
controlled objects specified in Table 6.3 and Table 6.4.

FDP _ACF.1.3 Refinement: The TSF shall explicitly authorise access of subjects to objects based on the
following additional rules: [ none |.

FDP_ACF.1.4 Refinement: The TSF shall explicitly deny access of subjects to objects based on the
following additional rules: [ none |.
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Table 6.3: D.USER.DOC Access Control SFP

“Create” “Read” “Modify” “Delete”
_ Operation: Submit a dqcument View image or Release| Modify stored| Delete stored
Print to be printed printed output document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
o Operation: Submit a docyment View scanned image Moa{isz stored Delgte stored
can for scanning image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) . \Submit a document| View scanned image Modify stored| Delete stored
)peration. . or Release printed . ;
Ty for copying copy output image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
%) tion: Submit a document Vi di Modify stored| Delete stored
Fax send peranon-1-, send as a fax tew scanned image image image
Job owner (note 2)
U.ADMIN denied denied
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Fax Operation: Receive a qu and Rl/elleev;ﬁl );;’Z;Ltleg;};};c Modﬁ inzlage Delele.im;ge
teceive store it output of received fax|of received fax|
Fax owner (note 3) denied
U.ADMIN, U.FAX (note 4) denied
UNORMAL (note 4) denied denied denied
Unauthenticated denied denied denied
Storage / %) tion:| s d Retrieve stored Modify stored| Delete stored
retrieval peration.| store document document document document
Job owner (note 1)
U.ADMIN
U.FAX, UNORMAL denied denied denied
Unauthenticated denied denied denied denied
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Table 6.4: D.USER.JOB Access Control SFP

“Create” “Read” “Modify” “Delete”
Print Operation: |Create print job View p rlzg(équeue / Modify print job|Cancel print job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Scan Operation: | Create scan job View sclcg };status / Modify scan job|Cancel scan job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Clapy Operation: |Create copy job View CO;; )jg status / Modify copy job|Cancel copy job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Operation-| €reate fax send |View fax job queue /| Modify fax send| Cancel fax send
Fax send peration. job log job job
Job owner (note 2) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied
Fax Operation-|  Create fax View fax receive Modify fax Cancel fax
receive perauon-| o eive job status / log receive job receive job
Fax owner (note 3) denied denied
U.ADMIN, U.FAX (note 4) denied denied
UNORMAL denied denied denied
Unauthenticated denied denied denied denied
Storage / Operation: Create storage /|  View storage/ |Modify storage /|\Cancel storage
retrieval | retrieval job retrieval log retrieval job retrieval job
Job owner (note 1) denied
U.ADMIN denied
U.FAX, UNORMAL denied denied
Unauthenticated denied denied denied denied

Note 1: Job Owner is identified by a credential or assigned to an authorized User as part of the process of
submitting a print or storage Job.

Note 2: Job Owner is assigned to an authorized User as part of the process of initiating a scan, copy, fax
send, or retrieval Job.

Note 3: Job Owner of received faxes is assigned by default or configuration. Minimally, ownership of
received faxes is assigned to a specific user or U ADMIN role.

Note 4: PSTN faxes are received from outside of the TOE, they are not initiated by Users of the TOE.

6.2.4 W ZH FIA 2

AHITIE, PP BEDHDHVMIEHEIZEII% FIA (Identification and Authentication /

HEBE A 20 35, il 6.2.14 Hiloth 0D FIA BEiERH A,

FIA_AFL.1

Hierarchical to: No other components.

Dependencies:
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FIA_AFL.1.1  The TSF shall detect when /[ 3 ] / unsuccessful authentication attempts occur related to
[ the unsuccessful user (including administrator) internal authentication attempts
following the last successful authentication ].

FIA AFL.1.2  When the defined number of unsuccessful authentication attempts has been / met ], the
TSF shall [

o Unsuccessful authentication reached three times: Reception of authentication trials
stops for five minutes

o Five minutes later after stopping: the number of times authentication was
unsuccessful is cleared, and the reception of authentication trials is recovered

1.

FIA_ATD.1  User attribute definition (for O.USER _AUTHORIZATION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA ATD.1.1 The TSF shall maintain the following list of security attributes belonging to individual
users: [ FYFHE R4, HERZIL—T].

FIA_ PMG_EXT.1 Password Management (for O.USER [1&A)
Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_ PMG_EXT.1.1 The TSF shall provide the following password management capabilities for User
passwords:

e Passwords shall be able to be composed of any combination of upper and lower case
letters, numbers, and the following special characters: [ “!'”, “@”, “#”, “§7, “%”, “*”,
“&”, “FV0 4%, 97 | no other characters | J;

e Minimum password length shall be settable by an Administrator, and have the
capability to require passwords of 15 characters or greater;

FIA UAU.1 Timing of authentication (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: FIA UID.1 Timing of identification

FIA UAU.1.1 Refinement: The TSF shall allow [

® Receive fax data from PSTN
] on behalf of the user to be performed before the user is authenticated.

FIA UAU.1.2 The TSF shall require each user to be successfully authenticated before allowing any
other TSF-mediated actions on behalf of that user.

FIA UAU.7 Protected authentication feedback (for O.USER_I&A)
Hierarchical to: No other components.
Dependencies: FIA UAU.1 Timing of authentication

FIA UAU.7.1 The TSF shall provide only [ substitute characters as many as ones that are provided |
to the user while the authentication is in progress.

FIA UID.1  Timing of identification (for O.USER I&A and O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: No dependencies.
FIA UID.1.1  Refinement: The TSF shall allow [
® Receive fax data from PSTN
] on behalf of the user to be performed before the user is identified.

FIA UID.1.2  The TSF shall require each user to be successfully identified before allowing any other
TSF-mediated actions on behalf of that user.
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FIA USB.1  User-subject binding (for O.USER 1&A)
Hierarchical to: No other components.
Dependencies: FIA ATD.1 User attribute definition
FIA USB.1.1  The TSF shall associate the following user security attributes with subjects acting on the
behalf of that user: [ FHE 14, IR IL—7].

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user security
attributes with subjects acting on the behalf of users: [ no rules .

FIA USB.1.3  The TSF shall enforce the following rules governing changes to the user security
attributes associated with subjects acting on the behalf of users: [ no rules ].

6.2.5 WVZH FMT 344

ARHITIE, PP BEDDHMEHRIZEI IS FMT (Security Management / &%= U7 & H) 77 ADFHE
P aseh 32,

FMT MOF.1 Management of security functions behavior (for O.ADMIN_ ROLES)
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT MOF.1.1 Refinement: The TSF shall restrict the ability to / enable ] the functions [
o Initialize Private Data / Data in Machine (TN &5 & ONEBEP > — 5 D ETHIHE)
] to U.ADMIN.

FMT MSA.1 Management of security attributes (for O.ACCESS_CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control;-er
EDPJEC - Subsctinformation-low-control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
FMT MSA.1.1 Refinement: The TSF shall enforce the User Data Access Control SFP to restrict the
ability to / query, modify, delete, | create | ] the security attributes [ Security attributes
specified in Table 6.5 | to [ Authorised roles specified in Table 6.5 ].

Table 6.5: List of Security attributes

Security attributes Operation Authorised roles
h .
P, Ef/ff;?f/ﬁ% 7 create, modify, delete U.ADMIN
P?—’%,,\;E/f/ﬁ%‘@if/ﬂi’/l/— create, modify, delete U.ADMIN
query U.ADMIN, the owning UNORMAL

FMT _MSA.3 Static attribute initialization (for O.ACCESS _CONTROL and
O.USER_AUTHORIZATION)

Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT MSA.3.1 Refinement: The TSF shall enforce the User Data Access Control SFP to provide
[ restrictive | default values for security attributes that are used to enforce the SFP.

FMT _MSA.3.2 Refinement: The TSF shall allow the [ no role ] to specify alternative initial values to
override the default values when an object or information is created.

FMT _MTD.1 Management of TSF data (for O.ACCESS_CONTROL)
Hierarchical to: No other components.
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Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT MTD.1.1 Refinement: The TSF shall restrict the ability to perform the specified operations on
the specified TSF Data to the roles specified in Table 6.6.

Table 6.6: Management of TSF Data

TSF Data Operation Authorised role(s)

= o . create, delete U.ADMIN
PIRBREAEFIE 27 —F modify U.ADMIN, the owning UNORMAL

BIPNAT—FE modify U.ADMIN

R A= modify U.ADMIN

A 11/FEZ) modify U.ADMIN

BB X EERE query, modify U.ADMIN

BB 7o MR query, modify U.ADMIN

TRV create, modify, delete U.ADMIN

FRAF Y — N —ZRIE create, modify, delete U.ADMIN

IPTRLZZE modify U.ADMIN

A=)V EIG—N—RIE query, modify U.ADMIN

¥+ —HE 77— AT T modify U.ADMIN

FY MBI 7 — A0 T modify U.ADMIN

Mgﬁ%gg’iﬁ@fgp modify U.ADMIN

TR 7 — L0 T modify U.ADMIN

Mig ggﬁg;;/:’ijff;” modify U.ADMIN

FMT _SMF.1 Specification of Management Functions (for O.USER _AUTHORIZATION,
O.ACCESS_CONTROL, and O.ADMIN ROLES)

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT SMF.1.1 Refinement: The TSF shall be capable of performing the following management
functions: [ management functions specified in Table 6.7, Table 6.8, Table 6.9, and
Table 6.10 ].
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Table 6.7: List of Management Functions Provided by the TSF (1)

HEREZL/F/SFR B PEHHE/management functions {5 /notes
FAU GEN.1 None
FAU GEN.2  |None —
FAU STG EXT.1 | 50/ (GO E s S AE I X TLSHE L [
FCS CKM.1(a) |None —
FCS CKM.1(b) [None —
FCS CKM EXT.4 |None —
FCS CKM 4 None —
FCS COP.1(a) [None —
FCS COP.1(b) |None —
FCS RBG EXT.1 |None —
FDP ACC.1 None —
FDP ACF.I  |None RN R AE S OHLAIZR L
FIA AFL.I  |None LT 7 a3 E
o PN ERGEFI I D% ik
FAATDL L pysamae bl # OIS L —7 0% —
FIA PMG EXT.1 | fix/VSAT—RFROZEH —
n%k)%"J FARIEST DT
FIA UAU.l |78 piE%~/\~®px;£ FRRERTT 7 a L E
e WiBFRGERHE AT —R DT
FIA UAU.7 None —
o A FRRIE T DA B
e S — N (DI
FIA UD.1 | 'I;:JEE:ZE%J ﬁﬁg’gi . IR 7S
° V‘Jnl-smunftﬂJﬂq%D& /])/gl Ojﬁﬁ
FIA USB.I None BTV NEMETEE
Table 6.8: List of Management Functions Provided by the TSF (2)
BERE Z{F/SFR & PIF&HE /management functions 17 /notes
FMT MOF.1  |None BENT V—F 1L EE
FMT MSA.1  |None BE T —7 SRR E E
BENT =T T T HIVIRE.
FMT MSA.3  |None BEO. SRl EE
FMT MTD.l  |None BEN N—F 1L EE
FMT SMF.1 None —
FMT SMR.1 | #ERZ L —7 D& HE —
FPT SKP EXT.1 |None —
FPT STM.1 | AfH/RZIDFRE —
FPT TST EXT.1 |None —

FPT TUD EXT.1

o 77— LU= T D E T

FTA SSL3 | H#Eins 7T N O E —
FTP ITC.1 None —
FTP TRP.l1(a) [None —
FTP TRP.1(b) |None —
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Table 6.9: List of Management Functions Provided by the TSF (3)

HEREZL/F/SFR & PEFHE/management functions {5 /notes
FPT KYP EXT.1 [None —

FCS KYC EXT.1 |None —

FDP DSK EXT.1 |None —

FDP_FXS EXT.1 [None

FDP RIP.1(a) |None AT D TS A7

V3, B TR I [ E
FDP RIP.1(b) | 8 A& QAN T — X O FI L D ) —

FCS COP.1(d) |None —

FCS COP.1(f) |None —

FCS TLS EXT.1 |[None —

FCS HTTPS EXT.1|None —

FCS COP.1(c) |None —

Table 6.10: List of Management Functions Provided by the TSF (4)

BERE Z{F/SFR ‘B PEFEHE/management functions 17 /notes

— e TRV AMRDE B —

— e IPT RLADHRE —

1
2

— A NVIEEY N DBGE —

I3

FMT SMR.1 Security roles (for O.ACCESS CONTROL. O.USER_AUTHORIZATION, and
O.ADMIN_ROLES)

Hierarchical to: No other components.

Dependencies: FIA UID.1 Timing of identification
FMT _SMR.1.1 Refinement: The TSF shall maintain the roles U ADMIN, UNORMAL.
FMT_SMR.1.2 The TSF shall be able to associate users with roles.

6.2.6 W-JH FPT

AKREITIL, PP WEDDMZEH EIZE% FPT (Protection of the TSF / TSF DR#) 77 ADKEREE
ZRiiR 3%, iz 6.2.9 HilZh—E8D FPT BHEAH D,

FPT SKP EXT.1 Protection of TSF Data (for O.COMMS PROTECTION)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT SKP EXT.1.1 The TSF shall prevent reading of all pre-shared keys, symmetric keys, and private
keys.

FPT STM.1 Reliable time stamps (for O.AUDIT)
Hierarchical to: No other components.
Dependencies: No dependencies.
FPT STM.1.1 The TSF shall be able to provide reliable time stamps.

FPT TST EXT.1 TSF testing (for O.TSF_SELF TEST)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT _TST EXT.1.1 The TSF shall run a suite of self-tests during initial start-up (and power on) to
demonstrate the correct operation of the TSF.

FPT TUD_EXT.I Trusted Update (for O.UPDATE VERIFICATION)
Hierarchical to: No other components.
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Dependencies: FCS_COP.1(b) Cryptographic Operation (for signature generation / verification)
FCS_COP.1(c) Cryptographic operation (Hash Algorithm)
FPT TUD_EXT.1.1 The TSF shall provide authorized administrators the ability to query the current
version of the TOE firmware/software.
FPT TUD_ EXT.1.2 The TSF shall provide authorized administrators the ability to initiate updates to TOE
firmware/software.

FPT TUD_ EXT.1.3 The TSF shall provide a means to verify firmware/software updates to the TOE using
a digital signature mechanism and [ no other functions | prior to installing those updates.

6.2.7 WZE FTA B4

AHITIX, PP 2NEDDMZEHRIZESHS FTA (TOE Access / TOE 727 %A) 75 ADKEREZ % 5ok
—é—éo

FTA SSL.3  TSF-initiated termination (for O.USER I&A)
Hierarchical to: No other components.
Dependencies: No dependencies.
FTA _SSL.3.1 The TSF shall terminate an interactive session after a [ user inactivity for:
® 240 seconds or shorter, specified by U.ADMIN, for sessions via the operation panel
© 300 seconds, for sessions via web interfaces

1.

6.2.8 W.JH FTP {4

AHITIL, PP 2NED D MZE HIZ B2 FTP (Trusted Paths/Channels / iE§E/ SA/F ¥ 1L) 7T A
DO REEA AR T 5,

FTP _ITC.1  Inter-TSF trusted channel (for O.COMMS PROTECTION, O.AUDIT)
Hierarchical to: No other components.

Dependencies: [FCS IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS _EXT.1 Extended: TLS selected, or
FCS_SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].
FTP_ITC.1.1  Refinement: The TSF shall use / TLS ] to provide a trusted communication channel
between itself and authorized IT entities supporting the following capabilities:
[ authentication server, | audit log server, fip server, mail server | | that is logically
distinct from other communication channels and provides assured identification of its end
points and protection of the channel data from disclosure and detection of modification
of the channel data.
FTP _ITC.1.2  Refinement: The TSF shall permit the TSF, or the authorized IT entities, to initiate
communication via the trusted channel.
FTP _ITC.1.3  Refinement: The TSF shall initiate communication via the trusted channel for
[ authentication service, audit log service, ftp service, mail service |.

FTP_TRP.1(a) Trusted path (for Administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS _SSH _EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(a) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote administrators that is logically distinct
from other communication paths and provides assured identification of its end points and
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protection of the communicated data from disclosure and detection of modification of
the communicated data.

FTP_TRP.1.2(a) Refinement: The TSF shall permit remote administrators to initiate communication via
the trusted path.

FTP_TRP.1.3(a) Refinement: The TSF shall require the use of the trusted path for initial administrator
authentication and all remote administration actions.

FTP_TRP.1(b) Trusted path (for Non-administrators) (for O.COMMS PROTECTION)
Hierarchical to: No other components.

Dependencies: [FCS _IPSEC EXT.1 Extended: IPSEC selected, or
FCS_TLS_EXT.1 Extended: TLS selected, or
FCS_SSH_EXT.1 Extended: SSH selected, or
FCS_HTTPS_EXT.1 Extended: HTTPS selected].

FTP_TRP.1.1(b) Refinement: The TSF shall use / TLS, TLS/HTTPS ] to provide a trusted
communication path between itself and remote users that is logically distinct from other
communication paths and provides assured identification of its end points and protection
of the communicated data from disclosure and detection of modification of the
communicated data.

FTP_TRP.1.2(b) Refinement: The TSF shall permit / remote users ] to initiate communication via the
trusted path.

FTP_TRP.1.3(b) Refinement: The TSF shall require the use of the trusted path for initial user
authentication and all remote user actions.

6.2.9 AT EVZEELE Bl
AHITIX, PP BEDDEMATEMEHBOIG | LA A RE/R AT RMEAR — T A2 EOFL
BOT —H b AMREE AR 95, iz 6.2.13 Hilch  ARENC BT AREBEE D — 013D,

FPT KYP EXT.1 Protection of Key and Key Material (for O.KEY MATERIAL)
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT KYP_EXT.1.1 Refinement: The TSF shall not store plaintext keys that are part of the keychain
specified by FCS_ KYC EXT.1 in any Field-Replaceable Nonvolatile Storage Device.

FCS_KYC_EXT.1 Key Chaining (for O.STORAGE _ENCRYPTION)

Hierarchical to: No other components.
Dependencies: [FCS_COP.1(e) Cryptographic operation (Key Wrapping),
FCS_SMC_EXT.1 Extended: Submask Combining,
FCS_COP.1(f) Cryptographic operation (Key Encryption),
FCS_KDF _EXT.1 Cryptographic Operation (Key Derivation),
and/or
FCS_COP.1(i) Cryptographic operation (Key Transport)]
FCS _KYC_EXT.1.1 The TSF shall maintain a key chain of: / intermediate keys originating from one or
more submask(s) to the BEV or DEK using the following method: [ key encryption as
specified in FCS_COP.1(f) | ] while maintaining an effective strength of / 256 bits |.

FDP_DSK EXT.1 Protection of Data on Disk (for O.STORAGE_ENCRYPTION)
Hierarchical to: No other components.
Dependencies: FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption).

FDP_DSK EXT.1.1 The TSF shall / perform encryption in accordance with FCS_COP.1(d) ] such that
any Field- Replaceable Nonvolatile Storage Device contains no plaintext User Document
Data and no plaintext Confidential TSF Data.

FDP_DSK EXT.1.2 The TSF shall encrypt all protected data without user intervention.
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6.2. 10 5 F &V ZE 5 B2
AEITIE. PP BNED DT XM REDH S PSTN 777 A~ NI —Z [ D45 BE I BRI AR RE
AR5,

FDP_FXS EXT.I Fax separation (for O.FAX NET SEPARATION)
Hierarchical to: No other components.
Dependencies: No dependencies

FDP_FXS EXT.1.1 The TSF shall prohibit communication via the fax interface, except transmitting or
receiving User Data using fax protocols.

621147 ar ik C2
AREITIE, PP NEDDHA T ar FAROYL | it FiEXC b oM Ak 5,

FDP_RIP.1(a) Subset residual information protection (for O.IMAGE_OVERWRITE)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(a) Refinement: The TSF shall ensure that any previous information content of a resource is
made unavailable by overwriting data upon the deallocation of the resource from the
following objects: D.USER.DOC.

6.2.124 7> a ik C3
KEITIE PP NEDDIA T ar HBDOIL | F— 2D 52N b A EERE B4 20k 5,

FDP_RIP.1(b) Subset residual information protection (for O.PURGE _DATA)
Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1(b) Refinement: The TSF shall ensure that any previous customer-supplied information
content of a resource is made unavailable upon the request of an Administrator to the
following objects: D.USER, D.TSF.

6.2.13 8RN~ — 2 D1
AKEITIE. PP NED DN AN — G DHH | B HIASHL AT RE/2 RIEIE AR — T XA A D FE
DOF —H b A RE B2 TR T 5, T 6.2.9 Hilch . AR T AMBEE O — 2355,

FCS_COP.1(d) Cryptographic operation (AES Data Encryption/Decryption) (for O.
STORAGE ENCRYPTION)

Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscrdata-withoutsceurity-attributes,-or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM _EXT .4 Extended: Cryptographic Key Material Destruction
FCS_COP.1.1(d) The TSF shall perform data encryption and decryption in accordance with a specified
cryptographic algorithm AES used in / CBC | mode and cryptographic key sizes / 256
bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC as specified
in ISO/IEC 10116 ).

FCS_COP.1(f) Cryptographic operation (Key Encryption) (selected from FCS KYC EXT.1.1)
Hierarchical to: No other components.

Dependencies:  [EDPATCHmpertofuscr-data-withoutsceurity-attributes,-or
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FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]
FCS_CKM_EXT .4 Extended: Cryptographic Key Material Destruction

FCS_COP.1.1(f) Refinement: The TSF shall perform key encryption and decryption in accordance with
a specified cryptographic algorithm AES used in / CBC | mode and cryptographic key
sizes [ 256 bits | that meet the following: AES as specified in ISO/IEC 18033-3, / CBC
as specified in ISO/IEC 10116 ].

6.2.14 38R~ — R HEA{: D2
REITIL, PP NEDDEIRAR—RFEEDH S | RSN EE T B AR REE R 2230k 5,

FCS_TLS EXT.1 TLS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)
Hierarchical to: No other components.
Dependencies: FCS_CKM.1(a) Cryptographic Key Generation (for asymmetric keys)
FCS_COP.1(a) Cryptographic Operation (Symmetric encryption/decryption)
FCS_COP.1(b) Cryptographic Operation (for signature generation/verification)
FCS_COP.1(c) Cryptographic Operation (Hash Algorithm)
FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication)
FCS_RBG_EXT.1 Extended: Cryptographic Operation (Random Bit Generation)
FCS_TLS_EXT.1.1 The TSF shall implement one or more of the following protocols / TLS 1.2 (RFC

5246) ] supporting the following ciphersuites:

Mandatory Ciphersuites:

e TLS RSA WITH AES 128 CBC _SHA

Optional Ciphersuites:

[

o TLS RSA WITH AES 256 CBC SHA

o TLS RSA WITH AES 128 CBC SHA256

o TLS RSA WITH AES 256 CBC SHA256

o 7TLS ECDHE RSA WITH AES 128 CBC SHA256

o TLS ECDHE RSA WITH AES 256 CBC SHA384

o 7TLS ECDHE RSA WITH AES 128 GCM_SHA256

o TLS ECDHE _RSA WITH AES 256 GCM_SHA384

]

FCS_HTTPS EXT.1 HTTPS selected (selected in FTP_ITC.1.1, FTP_TRP.1.1)

Hierarchical to: No other components.

Dependencies: FCS TLS EXT.1 Extended: TLS selected
FCS_HTTPS_EXT.1.1 The TSF shall implement the HTTPS protocol that complies with RFC 2818.
FCS _HTTPS_EXT.1.2 The TSF shall implement HTTPS using TLS as specified in FCS_TLS EXT.1.

FCS_COP.1(g) Cryptographic Operation (for keyed-hash message authentication) (selected with
FCS IPSEC EXT.1.4)

Hierarchical to: No other components.

Dependencies: [EPPIFCHmportofuserdata-withoutseeurityattributes;-or

EDPITC 2 Impertefuserdata-with-securityattributes;or

FCS_CKM.1(b) Cryptographic key generation (Symmetric Keys)]

FCS_CKM_EXT.4 Extended: Cryptographic Key Material

FCS_COP.1.1(g) Refinement: The TSF shall perform keyed-hash message authentication in accordance

with a specified cryptographic algorithm HMAC-/SHA-1, SHA-256, SHA-384], key size
[ 160, 256, 384 ], and message digest size [ 160, 256, 384 ] bit that meet the following:
FIPS PUB 198-1, "The Keyed-Hash Message Authentication Code, and FIPS PUB
180-3, “Secure Hash Standard.”
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6.2.15 R~ —RFE{f: D3
REITIL, PP MED DRI —RELEDI G | EEHT 7T — M Mb AR B L2303,

FCS_COP.1(c) Cryptographic operation (Hash Algorithm) (selected in FPT _TUD EXT.1.3)
Hierarchical to: No other components.

Dependencies:

No dependencies

FCS_COP.1.1(c) Refinement: The TSF shall perform cryptographic hashing services in accordance
with [ SHA-1, SHA-256, SHA-384 ] that meet the following: ISO/IEC 10118-3:2004.

6.2.16 2% =2V T B HE B AR L

E. AR ST 28 E4ET5 SFR 1. PP SHLE TS SFR OERSEES ThH, BT B I OMEIRIZT T

FETLTWD, Fo, LRSI~ 5L80 ARIFEIC OV TRIEIE RV,

6.2.16.1 ZX 2T HERE BAF DR IF AR L

Table 6.11, Table 6.12, 331U Table 6.13 (%, CC BLPP N ET 5 SFR M3l & 9 &K T L
A TOE 73 2 U CUONDARTEME L Tl L QR METENE . B L OMKIEMEAR T I D 1E Y A2~

Table 6.11: X =UT HEREEAFDIEAFIE (1)

P rst YR S HRLTS R |
FAU GEN.1 FPT STM.1 FPT STM.1 —
FAU GEN.2 FAU GEN.1, FIA UID.1 FAU GEN.1, FIA UID.1 — —

FAU STG EXT.1

FAU GEN.1, FTP ITC.1

FAU GEN.1, FTP ITC.1

[FCS_COP.1(b), or

FCS_COP.1(b),

FCS_COP.1(g), or
FCS_COP.1(h)],
FCS_CKM EXTA4,
FCS RBG EXT.1

FCS_COP.1(g),
FCS_CKM_EXT 4,
FCS_RBG_EXT.1

FCS_CKM.1(a) FCS_COP.1(i)], _ —
FCS CKM EXT.4 FCS_CKM_EXT.4
[FCS_COP.1(a), or
FCS COP.1(d), or FCS_COP.1(a),
FCS_COP.1(e), or FCS_COP.1(d),
RO O] FCS_COP.1(f), or FCS_COP.1(f), B B

FCS_COP.1(b)

FCS CKM EXTA4

FCS CKM EXT.4

FCS_CKM.1(a),
FCS_CKM.1(a) or -
FCS_CKM_EXT.4 [FCS_ FCS_CKM.1(b), _ _
FCS_CKM.1(b)], FCS_CKM.4 o RN
[FCS_CKM.1(a) or FCS_CKM.1(a), o o
HCSRCKELE FCS CKM.1(b)] FCS CKM.1(b)
[FCS_CKM.1(b)], FCS_CKM.1(b), — —
s (L0l FCS CKM EXT.4 FCS CKM EXT.4
[FCS_CKM.1(a)], FCS_CKM.1(a),

FCS RBG EXT.1

FDP ACC.1 FDP ACF.1 FDP ACF.1 — —
FDP ACF.1 FDP_ACC.1, FMT MSA.3 |FDP ACC.1, FMT MSA.3 — —
FIA AFL.1 FIA UAU.1 FIA UAU.1 — —
FIA ATD.1 — — — —
FIA PMG EXT.1 — — — —
FIA UAU.1 FIA UID.1 FIA UID.1 — —
FIA UAU.7 FIA UAU.1 FIA UAU.1 — —
FIA UID.1 — — — —
FIA USB.1 FIA ATD.1 FIA ATD.1 — —
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Table 6.12: EX U7 ABEREEAEOIKIFNE (2)

FCS_KDF EXT.1, and/or
FCS COP.1(i)]

Mt T Ikt i /& 9™ & L TD AN & fii 5
FMT MOF.I | FMT SMR.I, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
[FDP_ACC.1], EMT SMR.I, | FDP ACC.I, FMT SMR.I,| B
TN RS FMT SMF.I FMT SMF.I
FMT MSA3 | FMT MSA.1, FMT SMR.1 |FMT MSA.L FMT SMR.1|  — —
FMT MTD.l | FMT SMR.L, FMT SMF.I | FMT SMR.I, FMT SMF.1|  — —
FMT SMF.1 — — — —
FMT SMR.1 FIA UID.1 FIA UID.1 — —
FPT SKP EXT.1 — — — —
FPT STM.I — — — —
FPT TST EXT.I — — — —
FCS_COP.1(b),
FPT TUD EXT.1[FCS_COP.1(b), FCS_COP.1(c) ey o _ _
FTA SSL3 — — — —
[FCS_IPSEC EXT.1, or
FCS TLS EXT.1, or
FTP_ITC.1 FCS ST EXTL o FCS TLS EXT.1 _ _
FCS HTTPS EXT.1]
[FCS_IPSEC EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.I, B B
E IR L) FCS SSH EXT.1, or FCS HTTPS EXT.1
FCS HTTPS EXT.1]
[FCS_IPSEC EXT.1, or
FCS TLS EXT.1, or FCS TLS EXT.I,
FLE_TREo) FCS_SSH_EXT.1, or FCS_HTTPS EXT.I - -
FCS HTTPS EXT.1]
Table 6.13: EX 2T 4 HEREZHEDIKFNE (3)
lja . . . . .
s TR WRELTS AR | s
FPT KYP EXT.1 — — —
[FCS_COP.1(e),
FCS_SMC EXT.1,
FCS_KYC_EXT.1 FCS_COP.1(), FCS_COP.1(f) _ _

FDP DSK EXT.1

FCS COP.1(d)

FCS COP.1(d)

FDP FXS EXT.1

FDP RIP.1(a)

FDP RIP.1(b)

[FCS_CEM.I(b)],

FCS_CKM.1(b),

FCS_TLS_EXT.1

FCS_CKM.1(a), FCS_COP.1(a),
FCS_COP.1(b), FCS_COP.1(c),
FCS_COP.1(g),
FCS_RBG EXT.1

FCS_COP.1(a),
FCS_COP.1(b),
FCS_COP.1(c),
FCS_COP.1(g),
FCS RBG EXT.1

FCS_COP.1(d) FCS CKM EXT.4 FCS CKM EXT.4 — _
[FCS_CKM.1(b)], FCS_CKM.1(b), _ _
FCS_COP.1(f) FCS CKM EXT.4 FCS CKM EXT.4
FCS_CKM.1(a),

FCS HTTPS EXT.1

FCS TLS EXT.1

FCS TLS EXT.1

FCS_COP.1(g)

[FCS_CKM.1(b)],

FCS_CKM.1(b),

FCS COP.1(c)

FCS CKM EXT.4

FCS CKM EXT.4

©2019-2020, >+—7 #0241 (Sharp Corp.), all rights reserved. 45




6.3 BX 2T o LRGFEAS

PUF AR ST BRERETDHEX 2T ARFEE: (SAR) %, CC /3—h 3 ORFEZ T ABNI /R T, A ST
X, CC /R—h 3 ICEHESI., PP ISR EN =X 2 T (3 Ea L IR— R b, £ D FE SAR L THE
M35,

6.3.1 Class ASE: Security Target Evaluation

» Conformance claims: ASE CCL.1 — Conformance claims

» Extended components definition: ASE_ECD.1 — Extended components definition
+ ST introduction: ASE_INT.1 — ST introduction

* Security objectives: ASE OBJ.1 — Security objectives for the operational environment
* Security requirements: ASE REQ.1 — Stated security requirements

* Security problem definition ASE_ SPD.1 — Security problem definition
* TOE summary specification ASE_TSS.1 — TOE summary specification

6.3.2 Class ADV: Development
* Functional Specification: =~ ADV_FSP.1 — Basic functional specification

6.3.3 Class AGD: Guidance Documents

+ Operational user guidance: AGD_OPE.1 — Operational user guidance
* Preparative procedures: AGD_PRE.1 — Preparative procedures

6.3.4 Class ALC: Life-cycle Support
* CM capabilities: ALC _CMC.1 — Labelling of the TOE
* CM scope: ALC CMS.1 — TOE CM coverage

6.3.5 Class ATE: Tests
* Independent testing: ATE _IND.1 — Independent testing - conformance

6.3.6 Class AVA: Vulnerability Assessment
* Vulnerability analysis: AVA VAN.l — Vulnerability survey

6.3.7 X2V T A ARFEE AR L
EE0. AR ST 2315595 SAR 1%, PP 23 E T 5 SAR L5242l —H L T\,
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7 TOE ZERIHAE

AE(X, TOE BX 2 U7 488 (TSF) OERTARZ LR 35281280, BX 2V 7 HEREZEA4: (SFR)

7= SNHZEETRT,

7.1 BV (B

AHITIEEIZ, 6.2.1 HiD LA FAU BB 5 BRIAR A TR 32,

FAU GEN.1/FAU _GEN.2

TSF (%, EEOREN LK TITHNZ, Table 6.1 3L Table 6.2 [ZFCik L7-EE B A XU b/ 245

—ZELUTHERT D,

TSF 1, BEEOREN/E TE2E0REAASUIEEA LR B A A BB L OWEZ (K43 /80)% TOE
DY AT L7ayINORGL, BE T — 2 ICFLek T 5,
TSF X, FFEDOFIHBE DR ESEIARUNIX, ZORHEZEOars A 007 A 4 DRREITS
S0 BE A AU MBS oY T U VNI e L CEE A T — X IZReE T 5, 7272 L, TOE H
B INA RN RSB AT SYSTEM?, 37 2 =7 MR E CERWEA T N/A” L5tk 5,
TSF MR T — 2258k T D HUZ BT 2NFFIZ DUV T, Table 7.1 1237,

Table 7.1: &7 —ZIZFLEk T DIH

A M HIS | RIEVE Ny o, RR et

E’fﬁmﬁ@l (Audit N/A N/A O |NA

E‘Zdﬁ)mgT (Audit 15 Iyya N/A O |NA

;/j;f;fg Job 15 |0 CaT O |#rirvavs

kB FRRIED SRR a7 A4 ELTAS

(I&A Failure) © 10 ST TS N/A - |N/A

G o [o EMEFT IR (O Bl 1%
ISAT—RDIEH S g IRAY =R ESIVIHMIAE
(Change Password) © 10 EREATTAA | O Durs A4

chi u ﬁzjﬁm) o |o BELFTRRE |O | BEERORS (4
Z—HF— DIk N BIRLT=00 Ao 4 (o
(Delete user) oo HibREAT TR | O P——FEHIBROS & 13 Al
o o |0 EMEATIFIRE (O |SEmLHERs L — 74,
FIHZE OPTIE T 5k BT MRS N — T RIS
[R7n—7o%kmE O O EREATST-RAE | O BENIRHE DO T A4
(Change Role) B HEBOMRT V—T4
MERRT V—T DR TE I , L
D H (Change o |O BEE4AT-T-FIAE | O ;ﬁg*ﬁéw‘@w v
Auth Group Setting)

EERYISSAIY N

(Change Time o |O EREATSTRAE | O N/A

Setting)

R EEDZE B s _ CREALINTREEA
(Change Setting) © RILIHRE © B RO EN
(T(:Lfmffﬁi%& N/A SYSTEM NA |-k s
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ST

— N

TLS i#15 DI REBHEAE D IP TRLA

(Comm Failure) CHEFHFO IP TRLA

— =LA SeBR O
BINEE: BnsSiniz=r

. . DOWEVEFL ID BLO%E5E

TRUARDER 5 FEEToIRIAE O |4

(Modify Addr Book) R TR WIS T S
=T RO NEE T ID
T — T4

T =TT o o T T —RE{To o ;?y/?z;;l;qu@77*-b'7

7 —h (Firm Update) T TN DT e I
T N—gy

*1 A~UREAE H NSO 8601 DYEER A TR LS LD
*2 BEA BT = — AL T, Ope/Web/NetDW T N INRFLS LD, 72720, R T N/A LR > TNDH DI, "N/AERFLS D,
*3 AU RS EL T, Success/FailureD W UREFLEND, 72721, EH T'N/AE2>TODHDIE, "N/A”EETEEND,

AREHIZRI TS TSF AL ¥ 7 =— AL, Table 7.2 | R T LBV THSD,

Table 7.2: FAU_GEN.1/FAU_GEN.2 {ZB9°% TSF A ¥ 7= —A

AR ALGTx2—A
B DL E) * MFDDEJHON (15 EHDE I [F%)
EEOKT « MFDD & FHOFF
ST DT « FDP_ACC.1/FDP_ACF.1DTSFAL# 7 =—A|ZHEL , At —/F U NAF v /7
FURARF 2 AN T 7 AV T REREIND a7 B A
FRAGRIED L |« #E SRV Web X — D —H —FREE [ Ty A E
e o« BAE AR IV DR EET—R/Web—I T, [2—F—F | >[2—HF —HE]-[
Al e e
. . o« BAE SRV DR EE—R/Webt—I T, [2—F—FH ]| >[2—F —FHE]-[
2T DR . .
AT TROEE N D 2 S IE
s o« BAE SR IV DREE—R/Web—I T, [2—F—F | >[2—F —HE]-[
7R
RIARDER | gl nb o — BT
o | BB SRV OB EE—R/WebX—V T, [2— P —F ] >[2—F —FKE] [~

— Y AND = — A

MeRRZ NV —7"D
=Y

« BUE SRV OBREE—R/Web X —T T, [2— P —F B[ 7 7 B AHIH%
TE - [HERRY v — T 1O HMERR Y v — 7 2 ik

FHEOFBT |« BIE KL OB EE—R/Web— VT, [2—F —FH]|>[2—F — % E]—[=
LRI N —F | — P —UANDDLZ—F —ZEIE
DIEH
MR N —T' D | o BB SRV OB EE—R/Web_— T, [—H —&FH|—[7 7 & Al %
BEDEH T [MERR Y N — T VSR N — T A AEIE

e | @ TRVE SRV DR TET—R/Web—U T, [VAT AR E | [FHEE E] [T
e el e N e K e =
X EEDE B o BB R RV DR TEET—R/Web2— T, KR ENDREMELEH

TLS i#15 DI

* FTP_ITC.1OTSFA L 47 = —AIZHEL | RREY— N —/BE & — /X —/FTPH— 3
— /A=Y — R — L DIEEE FEAT

< BB ASRVT, [T RV AR DHTHUSR S/ MR A bR A 3247

TRVAIRDIH || et oG, [7 KL AME] [ R L A5 B S G e 24T
Tr—LUTT | RN A T T AT RA~BITL, I — AT Ty ST — e
v 7T —k 17

©2019-2020, >+—7 #0241 (Sharp Corp.), all rights reserved.

48




FAU STG EXT.1

RSN T — 21X, FTP_ITC.1 IZ%€\Wy, Syslog 7' 2h=/L 35O TLS1.2 & W TR — 3 —
IZHESND, DT —FIL, EEDBEINTHET, NEBAR —VIZHE(F STy 7 7 SEIBI TR AT E
MWD, ZORy 7 7HEIBICIE, 4 THEOBER T — 25 R 75T HZLNTED, BT — X2 DiEEIX, #Hilz
\ZF —ZINERRENT-Z A 7Tl T b,

AV — R —~DOEENRIM LI B E LB L Web X— TV O EIZ#E A —T% 5K
AL, ST E CEMMICER Y — N —~DOREEHRAITT 5, EEAyE—DI, B — 13—
IZHHES IV QRN Z L Z DR BN R FLII, FHE ~OEE L HEH T D,

P 7 PRI O D 80% LA HICZETDHE MLALEHE LAMNIRT A TERNWIIITHIRS LD,
ZDOHIFRIL, 737 7 REIBR O FH 2R DY T0%ATM 272 > T2 R CRERRS VD, 23y 7 7REIRNHAR, D ED
N7 FRERIC 4 TTFE OB T — X PRIFSNIZIRIE T, FiizlicAE RS BEaE T — X3y 7 758
BAZRAFENT, HIBRS LD,

N7 FHEICARFESN A T —#1%, FDP_DSK_EXT.1 [ZREW I 2L CTIRTES D, 7=, FIH
FRENC DL T T X TORMHBE ISy 7 7 IR F SN B T — X T 7 BEATHILNTE
AN

ARFEMIZR 45 TSF A2 27 =—Al%, FAU GEN.1/FAU GEN.2 ® TSF AL X7 = —A|ZHEL D,

7.2 BEEYAR—b
AREITIEEIT, 6.2.2 BiDMZH FCS B2 23Kk A 5Lk 35,

FCS CKM.1(a)

TSF 1%, K5 518015 O Z THWWAIE RS LT, A ESCE NIST SP 800-56B, Revision 1 @ 6.3.1.1

HilZFL#R O rsakpgl-basic 77T RSA #& AT 5, £ DB MEEL725HE T FCS_RBG_EXT.1 (2

1> THART %, TOE 13K TSF IZBIL, TOE 58 OILIRSCRIEHESL DI B U | & HWITFFA S

ToR L5 TR, ZOFET, AR — TR S L LT IRBE T AL — IR EES LD,

A2 BIF5 TSF Ao 27 =— A%, UL FITRTEBYTHA,

o TOE & ENFEZ DA EEH)

e Web X—UT | [VAT LARE][EFX2U T (3R E] > [REM EOE B — BRI E O BB 0
T, [(MER 23T

e Web X—U T [VAT ARE][EX 2T (X E] > [REI EOE B - [REEE 4 ZR(CSR)DE
BENZIWT, [MERK 25T

o BE RNV DFREE—RT, [VAT LR E=[EFX 2T E=[ENIEH L OAEN T —HZDF)
L1 BRI A 5174 . TOE % F it Eh

¥72. TSF I&. TOE O ON FFIZ, WEIAL —IRAFSIVZ T o (b Sz RSA $E4FE - HIL . A

Mo— VBT 5 L7 RSA 8% 51815 TEEH 9572, TOE OB £ TORM], f#FEMHEAET)—N

\ZIRIFET D0

ARFZBI TS TSF Ao ¥ 72— A, L FIORTEBYTHA,

® MFD D& ON (f#E 2L DE IHE [F5)

FCS CKM.1(b)

TSF (X, B 5 l{E ORI m—2a B0V lfEH O a $#a A pk 35, a3, TLS i
BEATHE Y — R — 7T 4T VN THE SNDEE DN OIS, T — 2R S b/iE 535
7o D DRRGEEL T —ZZMRRET DT D MAC ##4% Te, TSF 1%, FCS_RBG_EXT.1 IZX£% RBG T4
RS AT ELE A VT, AES-128 DI 5 A — i 35355613 128 B MR | AES-256 DI 54
A=A T 25613 256 B MEOSIFREEL A KL | FERMEATY —NIZRAFT 5, F2,

FCS RBG EXT.1(2X% RBG CTARKSIZELEZE VT, SHA-1 O 5 AA— A 35851
160 £ MR | SHA-256 D5 A — A 4555513 256 B Mz D SHA-384 D5 A —
FEH 325513 384 © Y MRED MAC A4 R L | HIEMEATY —NIZIRIET 5,
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AHEHIZBI$ % TSF A2 27 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%

T —A|IZHELD,

TSF (%, TOE % {&#% O Y)ElEERF I L O TOE #I#i{b#% O FE BRI, AR — V82t S{b 357

HORFELL T, FCS_RBG_EXT.1 {255 RBG TARSIIZELE A AT 256 £ MR O#ERE 54

ZAER L R AT —1 PICARTET 5,

ARFZEI 5 TSF A2 %7 = — AT, DL IS RT LBV THS,

o TOE K ENFZEZ ORI H)

o BE RNV DFEETE—RT, [VAT LR E~[EX 2T E = [ENIEH L OAEN T — 2 DF)
RS0 A FE4T1% . TOE % F L&)

TSF |%. TOE &% &% OFal B35 LU TOE #IHH L% O FEEIRIC, NEARN —IRAFT 2T

— R ST AT DR S #EE LT, FCS_ RBG _EXT.1 (255 RBG TARS - ELE A VT 256

v hMEDOARN —V#EE AR L, FCS_COP.1(ONIZ L8R B b W CTREERMEAEY — 1 IZRFSH

7o SRR SO B L L TR BB CARIERMEATEY —2 NITERAF T2,

ARELEIZE % TSF Ao 27 = — R, L FICRTEBYThHS,

o TOE X {EAF3E% DO PRI HE)

o BENRNL DR EET—RT, [VAT AR E=[EX 2T HE > [ENIEH L OAEN T —HZDF)
UL ORIHb A FE4T71% . TOE % F &)

F7=, TSF |, TOE OEJR ON B, RIHFEME AT —2 |TRIFSNTRE BAL S IZ AN — D 8 Hi A

L. FCS_COP.1(D)IZ L D8 s 5k A - CTREEIEME AT — 1 ITRFSIUT S S8 TR 5 L= Ak

L— % 557 /LAY X AES Rijndael T 95728 TOE OB £ TOH, #HIEMEAE) —

MNIZIRAET D,

AFLIEIZE T2 TSF A 27 2 — R, UL TIORTEBUTHS,

e MFD D& ON (1FEHLOE IR [F]5)

FCS CKM_EXT.4/FCS CKM.4

TSF 23O LL N O##T | REEEIR TR ITHEFES D,

o (15 HDIEXFREE:
TOE DFEJR ON R Z1E 5-&i7- RSA #81X TOE OEJFRET CARE 8t L CHlibi, #ERMEAT)—
FiZ®H572, TOE OEJFRW TR L | HEESiLD,
ARFTBITS TSF Ao # 72— A%, UL FIORTEBYTHA,
« MFD OEJi OFF

o H{E D a
TLS {5 UMM SRy, REREEE L CTHRDIL, D RFESI CODIEIR A 5 7 e ME I X
DEHLLELECC EEX T A LICIVIEESND, T, ERMEATY— EICH 5720, TOE OEJRKEC
HRL, D,
ARFZEI 5 TSF A2 %7 = — AT, DL IS RTEBYTHS,
« FTP_ITC.1 33X TN FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A2 ¥ 7 =—AIZHEC CBAAAR L 7= TLS i

(=2l

« MFD ®OEJR OFF

o G St
EHLE DME NG L OAENT —ZOHIHHE (Initialize Private Data / Data in Machine) #3171
TolRs B o b SN FIHE 7T — 2B LN TSF 7 — 4B X THESNDHZ LD, AR — VIR
TR L T, AN — OB S0/ B L QD8RS S8 [RIRR I AR B gt b LTl
L, FCS_ RBG EXT.1 (255 RBG TARMINZELET 1 [0 EEXTHZLICviEEEsND,
ARFEMTBITS TSF Ao Z 72— A%, UL FITRTEBYTHA,
o BEARNVDORREET—RT, VAT LR E] =[x 2T R E] = [EAE L AN T —2D

WU DRI LA AT
o ARl — g
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EHLE DME NG B OAENT —2DOHIHHE (Initialize Private Data / Data in Machine) 371

TR By SALSNT R AE T — 2B LN TSF 7 — BT R TEESNLIEND, RERHEEL TR

DI, REFEMEAE) =2 IR P SN S bS 7= AR — V8% FCS_RBG_EXT.1 1245 RBG

THARSNELICT 1 B EEXTHZLICIVEES D,

AREHIZEE S TSF A2 27 =— AL, L ISR T80 THH,

o BEASFVDOREET—RT, [VAT LR E][EF 2V T AR E] > [N FHR L VAN T —F D
WU DAI A AT

F7-, TOE O ON KFIZE 5 ST AR — 8 X TOE O WS CA Eegltl L CTubi, %

PEAEY— LIZ®H D72, TOE OEJFRET TR L., EEsh5,

KBTS TSE A2 47 = — A%, L FIORT LBV THS,

« MFD ®EJf OFF

FCS _COP.1(a)

TSF i%, FTP_ITC.1, FTP_TRP.1(a) 33X FTP_TRP.1(b) (ZEBIHiE(ET —Z K 5bD7=dIZ,
FCS_CKM.1(b)IIZEVAERLLTZ 128 By MR E7213 256 B MR O 5-#EL FIPS PUB 197 I[ZH#EL 5%
AES 557 /LA X L% NIST SP 800-38A (ZH#EHLY % CBC E—F, £72I1% NIST SP 800-38D [Z 7L
T5 GCM E— R CEIET2ZLICIVIEET — 2Dl S LB L OE S 21T,

ARFAEIZBI T2 TSF A2 ¥ 7 =—Al%, FTP_ITC.1 33X FTP_TRP.1(a)/FTP_TRP.1(b) ® TSF A%
7 —AIZHEL D,

FCS COP.1(b)
TSF I%. TOE OFaRaEl EERRIC L AREEAERIC BT B4 AR, FTP_ITC.1 (X5 % — /S —FiEH]
ERRFEFB LV FPT_TUD_EXT.1 IZ&57T 77 —MEREIZI VT, FIPS PUB 186-4 I[ZHLESAL-
Digital Signature Standard %-iii 7= 3 #E& 23 2048 £ D RSA 7 V4V EH T LAY X ATDSA) % H
95, £72. TOE O ZVERIC L AFEH EA I BT D B4 A RIC BV T, FCS_CKM.1(a)l2k
DA EIUTZ RSA 4 325,
ARFEMZEI 5 TSF AL 27 = — A%, DL I RTEBYTHS,
o TOE Dzt EAERL:
* TOE iR EAEFZ DO MIEH)
¢ Web X—U T\ [VAT LRE] [ EF 2V T A5 E ]~ [REHEOE B [BEERIEH HE O PRIk
W, (R E AT
o BERFILDOBRET—RT, [VATLEE > [EX 2V TR E]~[E NG HE OARENT —ZD
WU ORI b A FA T
o Pr— R —GEH ARG
« FTP_ITC.1 ® TSF A2 47 = —AZHEL D
o 7T — ML
« FPT _TUD EXT.1 ® TSF A2 47 =—A|ZHEL D

FCS RBG EXT.1

TSF (%, DRBG 35X ES OS2 RBG #7510, DRBG I, 384 £ hD T b’ —ZFFOfLAKL
2 —R (Entropy Input) Z %8 E3% NIST SP 800-90A #1ii/=9- CTR_DRBG (AES-256) Thb, Zil
I ZEHBS%L (derivation function) Zf# HL72\» CTR_DRBG THY, L —FE1E} (nonce %) 13
FL7Z20, ES 1, HEDAN—RT =7 =20 /A X% 5 L B AEBAFE DRIEE THY . DRBG IZA )T
384 B b b —E R ORI — R &2 E T 5,

TSF 1%, ES (2 U CHLEAE A B R B L ONELEGE A HH LA IRLATHZ & C 384 B Rl B haes
—HEZ, ENEIIT 384 By D e —EFR ORI — RE AR TS, ZivE DRBG ICH-252
& CHE S BRI 8L A AR T 5,

AREAEIZBI T2 TSF A2 #7 = —Al%, FCS_CKM.1(a) BXOFCS_CKM.1(b) ® TSF A2 ¥ 7 x—A
WZHEL D,
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7.3 FIRE T — 2R
AREITIEENT, 6.2.3 i 4 FDP BH BT 2 ARSIk T2,

FDP_ACC.1/FDP_ACF.1

TSF X, FIHE T =2 BLORHE T — 2 OBAE~OT 78 AHilil1 %17,

FIRET —2~D7 72 A% BHRRRES NI E B (UADMIN), BELOFIHE T — XA R T 50T
HEHEEMEL TSI LNIRI A 0T A4 — BT iR RES R DO AR RI T 528
T, FIAE T =2 ~OEAEIZ DN T, Table 6.3 L Table 6.4 (ZHSWFIHEBIOVa7 4 —
T EEALT 7R E BRI 2 I T 5,

D.USER.DOC 77 & 2ZH|#IZES9% TSF A %7 =—A[%, Table 7.3 IZ: T BV THD,

Table 7.3: D.USER.DOC 77 A2 BI9 25 TSF Ao X7 =—A

fhe BIE A FT7=—X
Print (Z'U/1) Create |* 27747 FPCODBHIRT 2L EZEIRL, 7V H—RTA /3 —Dk
E WO A EAT

Read |« #{E/ SRV T, [FXa A N7 7 AV 7D BCreatef /EIC LA — /LR
SNT=T7 7 AVEIRINL , HIRAZFE1T

« BE SRRV T, [RF 2 AV NI 7 AV 7 0B Create /EIZ LR — /LR
SNTZT 7 ANERIRL | (B A MR T D)2 FAT

« BE SRRV T, [RF 2 AV NI 7 AV 7 0B Create /EIC LR — /LR
ST 7 ANERIRL | [RREEZE LU CHIRT 52547

o OB ICHIR A EAT

Modify | « #{E/ SRV T, [RF2 A N7 7 AV 7B Create B/ EIZ LD AR — /LR
SNT=T 7 ANEEIRL | [REZZE R L THIR 210 bimtE 21T

Delete | #{E/ SRV T, [FXa2 A N7 7 AV 7D B Create i EIC LV AR — /LR
SNT=T7 7 ANVEIRINL ., [HIFR)ZEAT

« BE SRRV T, [RF2 AV NI 7 AV 7 0B Create /EIZ LR — /LR
SNT=T7 7 AVERIRL , HIRRIC T — 22 HIBR T D Ex A L
THIRIZ 31T

s Create R {EA F1T# , BIE SRV OBREET—R T, [VAT LR E]~
[EX VT AR E] [T — X HERE] P [RX 2 A NI 7 AV 7T —
I EDIHEEFEIT FLIADEHLE O /E R HE

Scan (A¥F2) Create |* MEDDAXY 7 —=y NIz ty NL T, #{E LT [T
NAF X NPT L E 2—2FT (LUT . A EZ Createt${FEScl &
PE5)

* MEDD AF ¥ —a=y MIJFfZz >y LT, [E-Mail], F£72i%
[FTP/Desktop]H7 L E 2—% 91T (LT, A#{E% CreatefESc2
LIRS

s MFDDAF Y —2=y M Jifaa LT, B/ ST [T
JVAX ], [E-Mail], £72IL[FTP/Desktop]>HAX v & EIT (LA
T AEEE Create B /ESc3 L IE.5)

Read |« Create##:{EScl. £7-IXCreatef2{ESc2% FE1T

Modify | « Createf{ESc22 ATk, 7L = — i) b2 FAT

Delete |* Createff2{EScl, F7-lXCreatef{ESc2% /T4 . [RtiAD A L7

ERREIE RSN == <)

* Createff2{EScl. F7zlXCreatef{ESc2% T4, [ —LH [ ]HZ
3

s Create?{EScl, F7-lXCreateff2{ESc2% I T4, E—RE RN HTE
—RZEY0Ex5

s Createf{ESc3%2 /T4 . #/E /L C, [V, ElH[FA A F
HE) &S T

» ARV AT BIE SFT, [PaT R AF S — [T
FATT DT a7 b AF v FAT TIER SN Va7 Z Ik /HIBR
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Copy (Zt"™—)

Create

s MEDDAF ¥ —a2 =y MR 22y LT, #1E S0V TC, [T
NAL =BT L a—%FET (LU, AER{EZ Create i/ EC1 LI
&)

s MFDDAF ¥ F—=y MR fE4a Yy LT, #fE/ 0L T [aE

=BTV a—2FLT (LT KA Createt R {EC2 LIRS

MFDDAF ¥+ —2=y NI FRZ 2y LT, #E )LV T, [V T

JLar’—], ¥ [Ee—nar—%%T (LU T, AEEZCreatef

YEC3EIES)

Read

Createf2{EC1., £7/21XCreatef{EC2%4 FEFT
RO EER I — 25T
Createf{EC3% 51T

Modify

* Createf{EC22 FA T4 . 7'V E 2 — Wi btk 2 FAT

Delete

* Createf2{EC1, F7-I13Create B /EC2E FEATIL . [FLIAD A LRI T,
[ EAXE BT HfRE T AAA LB T, FEV ey NEFAT
Createt{EC1, £7/olECreatef{EC2A4F1T14 . [A— LMW R Z %
i

Createt{EC1, F£7/-lECreatefEC2A2F1T1% . E—RF R /RN HE—
RZ2OI0 25

Create i /FC34 3T, BfF/ "L T VYR, Fld[=E—H
1R)& AT

I — ST B E LT [HIRIFRIE] iR a 7 R -
Vo N=[TFHRI/FEATH OV a7 bat — T CTERSN=va 7 %
S NIRVEETI] 55

Fax send (7 77 A%
(5D

Create

s MFDD A ¢ —2 =y MIFfaa Y LT, BfE LT [T
NI 7RI Ve 2—%FT (LLT ., AKEEZ Createt{EFs1 &I
&)

MFDD A% F—2=y M Ef% Y LT, [ 77 A0S 7 L E =
— & 1T (LT A EZ Createfi/FFs2 & FE.5)

MFDDAX ¢ —2 = MNZFREZ Y LT, SRV T, [T
NI 7 IR FIAE[T 77 AT 77 ARG & FAT (AT AREEE
Createff{EFs3LIF.5)

Read

Createt#{EFs1. £7-1XCreatef:{EFs2% 31T

Modify

* Create 2 {EFs2 2 321714, 7L o — M) OimE 2 FEIT

Delete

« Create?2/FFs1, 721X Createt/FFs2% 31714 | [HIAD A LR TS
ERREIE AN == <

Createt®{EFs1, F721XCreatef{EFs2% 321714 [ —AMH M ][R F
%

Createt®{EFs1, F721XCreatef{EFs2% 321714, E—FER/REBNHE
—RZEY0Ex5

Createf{FFs3% 17142, #FE/ LT, [VEy N, FIE[FAIA I
HE)A AT

T 77 ARG FATE . BE SRV T, [VaT R = [T 7/ A= [ TR
IFATH O a7 b7 77 ARG AT CHERRS =V a7 & 1k /HI
[

Fax receive (7 77 A

A7)

Create

o SNERT 7 7 AREDNST 77 ARG B FEAT

Read

 BE RV T, 777 ADSZAE T —H VAN H D, Createfi2{E Tz
BLIeT —Z%8IRL, (BB EHERT D)5 5T

s BE XV T, 77T ADAE T —HVANE R, Createtip{E T
BT — 2% 3R, [FIR3 555217

Modify

N/A

Delete

o BE SRV T, T 7V ADZAZE T — X UANEH ), Createf#{E T
LI T —2&ER L, [HIBRT 512517

Create

s MEDD AF ¥ —a2 =y MR Z 'y U T, S LT, [
JVAR R N[ ARARS T SARRAF], [AF Y A RATF] T [RFa A
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Storage/retrieval (&
DL R
YT AV

N7 7 AV 7= [AAHDDIZ AR ¥ ARAET DDA Y AR A 5
17

o T AV TR ELZONIZREL T, AX Yy, abt’—, Fld7 77 Ak
1% FEAT

o BE SRV T, T 7V ADZAGT — XV ANEHNGT — X %8R L,
(77 AV FEAT

Read

o BE SV T [RFa A b7 7 AUV 7D BCreate B/ E TR AFS I
Ty ANEFRL, [5THIR], E23 [ EZZ E L CHIRI 2]
1% 51T

o BE RV T, [RX2 A N7 7 AU T ] B Createf /E CIRAFS 4L
T ANVEFIRL, (EE T2 0EEEFT

Modify

o BE KV T, [RF2 AR T 7 AV 7 B Create i E CIRAZS I
TrANEERL, [RELZE L THIMT A0 OimiEE ST

« BERFVT, [RF2 AN 7 AV 7 D D Createfi /E CIRTFS LT
Ty ANVEERL, 15 T A1) DfmtEx EAT

Delete

o BE SOV T, [RX2 A N7 74U 7 ] B Createf E CIRAFS LT
T ANEIFRL, [HIBR)ZFAT

s Web<— T, [Z7ANVEME] 2 [RF 2 AT 7 AU 2717 B Create
VECERIFSINI= 7 7 A VAR L, [HIBR) 2 5217

o BE PV T, [RF2 A N7 7 AU 7 ) B Create i E CHRAT-S N
Ty ANEIRL, HIRRIZT — 22 IR D52 B4 A N L CHI
% FAT

« BAE SRV DORRETE—RT, [ AT LR E][EF 2T 158 E]—
[T — A ERE 2[R 2 A NI 7 AV 7 T — 2 B DI EESE
1T (RIARE B O BB ERTHE)

D.USER.JOB 772 A#ll#HINZ S35 TSF A2 47 =—A[X, Table 7.4 |Z/r T B0 THD,
Table 7.4: D.USER.JOB 77 AHEHINZ B35 TSF Ao ¥ 7 =— A

HE BE | FT72—2R
Print (Z'U/1) Create |* 27747 FPCOBHIRT X EHZEIRL, 7VF—RTA /3 —Dk
E B DHIZ FATE ST, [RRa A "7 7 AU 70
BITAT L RPCONSDHIR ST CR— A RENTZ 7 7 AV ZBRIR L,
Fll A 59T
Read |« #R{E/SFL T, [Pa7 K] —[7 VN[ TR/ESATHRO a7 %%
EiN
Modify | N/A
Delete |« #E/ LT, [HIRIHIE], F72E [ a7 K] =7V N[5/
FATH DY a7 |0 bCreate/ECIER S a7 2 IL/HIBR
Scan (A% ) Create |* MEDDAF v ) —a=yMIJFfaAa Yy LT, #1E LT [T
LAY ], [E-Mail], F72IZ[FTP/Desktop]HAN ¥l % 51T
Read |+ #AESRAVT, [Pa7 R -[AF v T —]2 [ PRI/FEITHOVaT]
BN
Modify | N/A
Delete |+ #AE LT [Pa7 R [AF v T —]2 [ TRY/FEITTOYa7]
O Create i/ ECIERR S IV T= a7 & W Ik /HIBR
Copy (ZE—) Create |* MFDDAF v —a=yMIJFfRZ Y LT, #E 3L T, T
JLat’—], FiE[aE =] bar —&2 5T
Read |« #R{E/SFLT, [Pa7 K] —[7 VN[ TR/SATHOY a7 %%
EiN
Modify | N/A
Delete |* 2t —F( T4, ARt AL FUITELE LT, [V, E2iF[=

B k)& EL T
o BB XL [HIRIF IR], E7203 a7 R = [V M= [T/
FATH DOV a7 ) BCreate B E TIER S VI=v a7 2 1k/HI B
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Fax send (7 77 A%
)

Create

s MFDD AX ¢ —2 =y MZFRZ Y LT, ISRV TC, [T
NI 7 IR, FIX[ T 77 AT 77 AEAEH FEAT

Read

BRE ROV T, [VaT R =7 77 A [ TRISFATHR O Y a T &k
EiN

Modify

N/A

Delete

o 77 ARG HEFATIR . JFRmpt A B HPIZERE SRV T, [V YR,
FoH i IA R IR AT T

« BB SRV, EEW L] F3 [P a7 R [T 772 A= [ TR
FATH DOV a7 ) BCreate i E TIER S VI= a7 2 1k/HI B

Fax receive (772 % |Create |* #1E/ KT T3V ADZAT T —Z VAN ST 77 Ak
=13) WOSATLTeT — %8R L, [HI3 5% 91T
Read |+ #AE LT [Pa7 R [7 VN[ TRI/FATH O a7 4%
EIN
Modify | N/A
Delete |N/A
Storage/retrieval ({4 |Create |(PRIFI727)
fFEOHL: REaz s MEDD A% ¥ —a =y MIFfEZ Yy LT, #1E 3L T, [
VRT AU ) /1/7\%%7‘/]7[2&%/?“’/\‘47\1%7(?]\ [AFXX ARTF], EIEL[RF A
N7 7 AV 7 1= [ ARHDDIZAF ¥ U ARATF T DN AT v AR T2 FE
17T (LAT ., AR#EZ Createt/ES1 L5
« T AV TRELONICREL T, AF v abt’™— o7 77 Ak
B2 94T (LUF . AigEZ Create R {ES2LIF5)
s BE SRV T, TV ADZAZTT —Z VAN DT — 2 2RI,
(77 AV 7% FRAT
(HHLYa7)
« BE SRV T, [RFR 2 AN 7 AU 7 D B Table 7.3 TRl L TD
Storage/retrieval D Create B E CIRAFINTZ 7 7 ANV ERIRL | [5F<
FIRIT, FE721E[fE A2 B L CHINT 21 BRI 2 3217
« BE SRV T, [RRa A N7 7 AU 7 D D Table 7.3 TRl L T D
Storage/retrieval D Create B E CLRIFSNTZ 7 7 A VAL | [255 T
DIPHIEEEFAT
Read |(PR1Fva7)
« CreateBR{ES2A4 AT | AE LT, [a7 RO, 2 — KX
[ZVR] A U RHE[AF v T —] 777 AKRE R [ T 77 A0 D
[FHIUFATHO Va7 %8R
(HHLYa7)
« BAE LT, [Pa RO, FHIRIRHE[Z VR, 77 7 AL D%
BRI ARy T —], 777 ARBRHI[T 77 A B[ TR FEATHO
Va7 | E iR
Modify | N/A
Delete |(fR1F¥a7)

* Createf{ES14 21T | [ fRRi A - T HE/ 1L T [V
ZFAT

* Createt{ES2% 34714 . A% ¥ IRfldScany’a~ | 2 —KEXCopy’
a”’ | 77 AEERFITFax send>’ a7 DDeleter 1T

EHL>aY)

o FURIFEAT#2 | BB 0L [RIRI AE] E72iX [P a7 RS — 7Y
YN [TRIFATH O a7 1B Createt /ECrERR SNz a 7 &2
1E/HIBR

« 777 RUSNDEE FATHE BB LT, [PaT KRB = [AF v
=2 [ PRYETH DOV a7 1 BCreateE TIERS V- a7 & H
1E/HIER

« 77V AEEE . BAE VT, (Va7 R [T 7 I Al [ TR E
ITH DY a7 bCreate B ECTIERR SN IZ Va7 & IL/HIFR
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7.4 G EFRRE
ARHEITITEID, 6.2.4 HiDMZE FIA BRI T2 EIEAERZ TR 5,

FIA AFL.1

BAE LB LT Web ~2—75 TOE ZHE, F721 (37747 F PC 7> BTV —RTA =54 L
prﬂE”%%’??—g—élz&T LE*éhé*” %/\XU }‘ AoN L jbl/ \T if}bbf 3 Euu M L%E&LTC%%
PR A EAE 1 TR BRI HE AT —Reny 7§45, D/%%O)ﬁ%ﬁﬁ#ﬁﬁ# 553 2ETIL, B
@jé/j \—B/7%ﬁ¢|3$ j—fibi—) iy DE%H&@;&%?J?LTWLD 1*%7’1”‘_[}:3%71% 7Z7 E@ Fﬁ"j—%) Z'K
BRI REREIZ O A FH &S5,

A2 TSF A 27 2—A %, UL FIORT LB THD,

o H{E/ R L/Web ~N—T D o —H—GRE I E TR A A

o MFD D7V A —RTA/N—=3A L A= ZFTWD PC DL HIRNE ST

FIA ATD.1

TSF iX, FIHE T A4 MR V—T DR B BIEE TR, HEFFT D08 TED,

FLIADKERRZ N—7"L LT, BHEFEMEIR (Admin) BION2—F—HER (User) L) —HDD7 —7F

ZFFH | 4% U ADMIN LT UNORMAL (ZHH Y 55, ALIADERRY N—T %A FTITHIBR T 52

LIXTELR,

ZHUTINZ  EEFILENNOMHERY N—T"Z B FTRE T D, MERRY LV — T %R T DI, fHIAD =

— P —HEREET NVEL T, EOLEEDOH GERIRCTX, Ee, 777 AZAGT —F~D T 72 A% B

T&D, LTem3> T UFAX (Y T DR )V — 7 ZAER T RE T D,

%\%IFH%%%\%BE%%—7 BYTHZE, BION MR NV —TZAERL, S, F3HIBRT 528

1%, BHEEITIZEECTH D,

ARFEHEL ;F‘aéa‘é TSF A2 47 =—A %, LTI R T LB THD,

o BE/NFILDFRIET—R/Web _X— T, [2—W—EFH]—[7 7 B RAHHR ] [HER T NV —"7"T)
OHERRY N — T ZAE1E., £33 NV —7 % T HAEIC =

o BENRIFNV DR EET—R/Web X—U T, [2—HF—FH]|>[2—HW —RE] [ — T —UAN»DZ
— WP —EBEMEIE

FIA PMG EXT.1

TSF I TR B BRI BT DR E SAT — RO %45k, B OSR]I H#E OF & AT —K

DEBEATEIRBELZFF D, ZDOEE | TV 77Xy hDKILF /INCF, 887 BIOWH LT (<17,

@, LS, W, &, (Y ) DI AT —ROBEZIT AN,

AREHIZEI TS TSF AL X7 =— AL LL IR TEBYTHS,

o BE RNV DR EE—R/Web X—T T, [2— P —FH]>[2—H —FE]>[2—F VAN DHL
— P —Z B ERMEIE

B/ WA —R R, HUA BB HRE 12X 15 SCFLL FIZER E AT RETH D,

ARBEZBIF 5 TSF AL X7 =— Ak UL FIRTEB0ThD,

o BERFNDOERET—R/Web _X—U T, [VAT LR E] [ EX 2V T 4R E] [/ SAT—RDEH]
NS/ N SAT — R B A28

FIA UAU.1/FIA UID.1

TSF 1%, #/E/ SRV B LY Web _X—U 5 TOE Z#E, F721377 A7 F PC InH TV A —RT AN
—Z N UT-FIR A ZA T3 5830, WA &5 ORI & OB FEGEE1T,
TSF 1. LA RO 2 O EREE T K&V R—hd 5,

® Wﬂguu uLT:jiJc TOE ZIK{$W \_Y—Qﬁéﬁ-’cb \5%%%%?&5’*”%’9‘“5% nJ—.EjiJ‘ I% ﬁ;jj
o Xy "N —JERGES e AMEROD LDAP FEGIE Y — /S — TR RSV CO ORI HE AR+ 508617
X BHFOREICLY, A2/ 022 ERlHE,
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BAE SRV B LD Web ~<X—75 TOE Z#/E9 54854 . TSF 1% TOE OEAEEZFF Al HRIICH] &
nr A4 FIRFE AT —RBLORGELE D AN ZE R T2, FRRETEIE, R N7 — 7 78GE 5 X3 4
DOEE1X TOE NN\W)J% F "N —IFREEH ADNE D DE A 1L TOE AMENIB L O TOE (28 §%S

FUTUND LDAP FRGE— = bR 5, A FIAE a7 A4 B L OFRIHAE SAT —R23,
BER SN FRRE IR GRSV CWVA R HF T R EE BT D L2 BINSNI-7E nﬁﬁ‘af MREET %, 7272
L, AISNIFIHZE 07 A 473 TOE OFLAZE L (admin) THAHGEIT, FBRELIZEDL T,
TOE AR EFRSI CTODFLIA A E BRE M EAET H 2% TOE AMEN THRGEET 5, MEEDRS
ey BERSIVCTODRIFHEE R EA BTG D A, TSF 113k 5I78 niEézm‘JFl F#E LHIlrL ., Z0F]H
%753‘%)@?‘6*@&7 J—TNZHADE TOE DEAEEFF 5, 72721, FRAESEH LDAP #BGE —/3—
T, R BIRRRES TR A (TR B R EIDED Y THORTCWORWE AL, —#%F]HZ%E (UNORMAL)
DOHiFH N T TOE OEAEATF AT 5,
ITAT R PC STV A —RTAN—%Ar LTZAIRE AT 32856, TSF X7V 2 —RTA4/3—n5
LET =TT A — F74/\~@E§ﬁ§ﬁﬁfﬂ7‘3émﬁl ﬂﬂ%rﬂﬁ AL BLOFIHE A
]7 ]*O)I‘ﬁi&%x'ﬁj—a‘éo X'Tl:l [/7‘:_41‘”%%]:’7 /])»/Zl ij:U*I ﬁﬂ%/\%? 1*75) Z\/]\U 7nh pEjiJc
DN DO ETX TOE AMENIZE GRS CODFIHEE REA BT HZ L% TOE RKENT, Fvhy—
&) nmvva NDOGGENLT 7 4 /L MERE TG E S TS LDAP FRGEY — /N — (2B RSN TS
FIRFEHREA BT H2E% LDAP 85— X —THGET D, 72720, ZE LRI HE 0 A4 03
TOE DFHIAAE HLF (admin) THDHLG AL, Ry T —Z38GE KOG 20/ BEH 59, TOE AR
MBSV TODHLA A BEE M E G52 8% TOE AN THRRAET 5, BEEDFER, kS
NTCODFIHBEIEREA B LI A DI, TSFITZE LT CET — 2 &S - & I kv
ASNTFIHE T —Z LWL, TOE AMENITKHN T 5, 2 LISNOEA | TSF I3 E LT CET —
%% TOE ARIEPIZEHIE T, EEXHEICIVEET S,
WPNORRBIFEIE S K EIA L H T 2 —AZBNThH, kB EES AR A SND T 7 a g
W, 72720, PSTN 6D 7 7 7 ZAZAZIZOW TR, ik BIREREE AT 912 TOE N7 7 IV AT — 2 %% 5T
HZEEFFAISILTVD,
AREEIZRTD TSF A 27 =— AT, L FISRTEBVTHS,
o HE/ N L/Web R—U D —H —FREEE [ TS A #E
e MFD D7V H—RTA/N—=PAL AN—/LEFL TS PC BHEIZ ST
® PSTN %A HL CHER T 7 7 AN T 7 7 AT — 2 % 15E

FIA UAU.7

BB SRV TORBRERITRE, ASJUTe/ SAT —ROLFERBOT ARV A (BBFLE) #E£7RT5
D ATUTE ST FRIR LR,

Web _X—TDFR nE‘it??HjﬂE . VAT MR SR =R IERD A TIZ4RET D, 2L 7947
R Web 7T 7% =1L, FIHHE DA LI F 2R LF O 8972 TR T 588K+,
REMIZB TS TSF A2 47 2— A%, ULTFITRTEBY THD,

o HE/ XL /Web 22— 0D —H —ZBEE | T A L E

FIA USB.1

TSF (3R A FRBIFRREIC LY SR HEZFREL, FIHE RS A4 MR V—T O HE @1z
7V MBS,
AREHIZEI TS TSF AL X7 =— AL LI RTEBYTHS,

o H{E/ RIL/Web ~— 0D o — P —FRFLEI E TR A A
7.5 BX2VT 4E B
ARETIEEID, 6.2.5 FiOMZE FMT EEC BT 2B ERZ LR 35,

FMT MOF.1
TSF (ZLL N O BBEREIZ DU T BBIRRRES U A B O AT 27T T 475,
o {EH NIHH K AN T —ZOHIHI{L (Initialize Private Data / Data in Machine)
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AREHIZEI TS TSF AL X7 =— AL LLFIRTEBYTHS
o HENRFNDREET—R T, VAT LR E]>[EX 2V T AR E=[E A TEH M OAEN T —H2 D)
Lo b A E)

FMT MSA.1

TSF i%, B & OHERY L— T %W AR AHRE% | i FRRES - & CONEERRER & (it

éo

AREHIZEI TS TSF AL X7 =— AL LI RT LBV THS,

o HENRFNVDOEEET—F/Web RX—U T, [2— VP —FH]>[2—W —FE]~[2—V—VAN»LH
HOa—Y—afnEihtd

TSF (%, WERFRGERIHE ORHAE T A 2 BLOMER T V—T 2VERR . S B I OHIBRTHHERES .

H & LIS O N R AR B OMER S L — T WA O DR RE A | kB RGF SN - B HE DI

B2, 728, VBT DHEEE XN REGER] E 2 F i 88k T D RFIZ O RS, BIBR T DHEREIX

B ERSINT-NEBERRER A A HIBR T DR IC D At g,

AREMNZRIF D TSF A7 =— AL, LL I RT LBV THS,

o BfE/ KL DR EET—R/Web X—V T, [2—P—FH |- [2—V —RE > [2— P —UAN»H=
— P — BB ME T RO E IR

FMT MSA.3
TSF 1. PEERGER 2B LB k920, FTRAEIRY L — 7 O A User 37005
UNORMAL &9°5,
AREFAEIZEI T2 TSF A2 72—, L FITRTEBVTHS,
o BE RV DFEE—R/Web X—T T, [2—HF—FH > [2— VP —RE]>[2—P —UANDHT
— PGk
TSF 13, FIHE T — 22 A /T 20, ZNaER LR HE ORI HE s A 4 %2R AE T —2DFT
AHEIFHROFGEEL THV Y TD,
ABAEIZ 45 TSF A2 %7 =—A%, FDP_ACC.1/FDP_ACF.1 ® TSF A2 47 =—A|ZHEL D,

FMT MTD.1

TSF 1%, B & ORI HE /AT — R 2 A T 558 BEEEL | ik BIERRES = 2 COWNTRRRRER & 2ig

92,

ARBEZBI TS TSF AL X7 =— AL UL FIORTEBYTHD,

o HENR RNV DR EET—R/Web _X—V T, [2—P—FH]>[2—F —R T [2——VANNSHH
HDa—H —ZEIE

TSF 1%, WERFERER| HEZE OF|HE SR — R BB L OHIBR T2 EEL . B & LIS O NG REREFR] H

FHORNRFE /SAT — R H 9 5B HEEREL & HE DA HRHET 5, 7ok, TERT DEERE XN EREER

R 2 H I B GT 2 R D AAR ARSI, HIBR T DHEBE I8 S S 7= IN R ERGER & 2 HIBR 3 5 B

\ZD It Ens,

AREMHIZEI TS TSF AL X7 =— AL LLFIRTEBYTHS,

o BAE R RNV DFRET—R/Web _X—V T, [2— VP —FH]|>[2—HP —RE]>[2—F —VANNH2
— BB G ME IR/ R

TSF 1Z. EFCITNZ. LR TSF 7 — 2 & E B4 A e 2 B B O i35,

o /IR —RE () XAHIAAE BRI D I HEE

o FRBIFERE T ()

o HIF/HFA (2

o E T/ G0 (MWEbE/WE)

o HEN/ 7O (RIWEbH /i)

o TRLAME (B Ek/LZ/HIBER)

o BFET— /R —FRIE BBk HIBR)
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o [P TRLARE (%)

o A= LIAEY — " —RIE (HWEDOE/UE)

o Ax ¥ —HlHl7 7 —2=T ()
o FULMEHT 7 — =T ()

® MED AfK® Boot filiHllZA THOARMKHIF T 77— L2027 (&XK)

o Iy AT 7 — LU =T (HE)

 MFD ARIKD AL AAHZATHOARKENE 7 77— 207 =27 (LK)
ARKEAEIZES 5 TSF A&7 =— A%, Table 7.5 |77 LBV THSD,

Table 7.5: FMT MTD.1 |ZB89% TSF /> ¥ 7 =—A

B RE

AHT e —A

B/ XA —REDZE T

s BB SRV DR TEE—R/WebX—T T, [VAT LRE]~[EF=VT
ARE] [ SAT —ROEE D/ VSR — N R A

eI FRRE T DA

« BE S FIL DR TE T —R/Web— T, [V AT LR E | [RIER E]
—[HHAR T O E A T

H AR O E

« BAE SRV O EE—R/Web X —U T, [V AT AR E ]~ [HEiBRR E]
[T A AARE] [ AAS/HFZIRRE DD A AR E

—

AT R ERDORE

e

s BAE SRV DR TEE—R/WebX—T T, [VAT LR E]~[EF =T
AR E[BEA S | [AR — VA ERE OB e E

H 77w MR ORR E

« FAE ARSIV DR EET—R/Web—I T, [V AT LR E|[RRAFR E]
—[HIHIRES BN TN EEE T

VAN Fkg:i

« BEANFILT, [T RL AR DHTHUS SR/ S I bR A SEAT
s WebX— T\ [T RLRIR]=[7 R L AR BHT AU G/ A /I b2
AT

== R EVTp
PRE — N — DR E

« BE SRRV DR ET—R/Web_—U T, [V AT LEE] [V hT—
7 &% E ]~ [LDAPEX E 1) DLDAPFRGIEY — N —Z B G345 1E/HI bR

IP 7R ADRE

« BE S KL DR TE T —R/WebX— T, [VAT LR E] [y T —
IRE A F—T = — AR E D DIPVAE R E

A= )VIKEY — R —DBE

« BAE SRV DRREE —R/Web_— T [V AT LR E] = [Ry bT —
IR E ][V —E AR E]|D[SMTPZ 7 bk iE

A — T 7 — LT =
7 D

TVMHET 7 — LT =T
D HHT

MED A{AD Boot il #1217
AREHNE T 7— 7 =7 D
BT

77 AHE T 7 — T =T
D HT

MED AKAED AL il A1 T
AREHNE T 7— L7 =T D
BT

cBAEASIADOAT T U AT BT, 77— L0 =T T 7T
—hEFAT

FMT SMF.1

TSF 1%, LA FOE B RE A et 375,

o NHRFRAER] F 38 DB &/HIBR

o WNITFEFERIHE ORI HE /AT — RO HE
o NERFRGERI A ORI HAE T A4 DEE
o WNITFERERIH# OMERR T NV —T DA H

o Bifin/ KBS DORE
o i/ VAR —RRODZEH
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[ GUEHIDIENO LY
MERRZ V—T D B

H AT /HEZ DR AE

H &7 7o MRFRE DR E

TR AMEOEF

o ALY — X — DR IE

o I[P 7TRL ADEHRE

o A )LiIHEH— N —DRE
o 7y — LT DB

TE NGRS AN T — 2 DU DR E)

AREARIZBIS 2 TSF A2 47 = — A%, Table 7.6 (T B0 THD,
Table 7.6: FMT _SMF.1 (ZE89°% TSF /> %7 =—A

EERbEAE

AHT =—A

PUERRERERI 2 0> R dak/HIl B

« BAE S INVOBREE—R/Web X —V T, [2— P —FH]->[2—
—RE] o[ VAN D — P — 2R BR

NSRRI ORI A
U—FOEH

« FAE R FL DR EE—R/WebX—I T, [2— P —F ] >[2—H
—RE~ [ = —UANPD—F—ZEIE

A AERI & OFIE R
A DT

s BE SRV OREE—R/WebX— VT, [2—H —FB]>[2—H
—RE] [ — P —UAN P — P — 2 EIE

PHBEBRIEA & OHERR Y /L —
T DR

« BUE SRV DR EE—R/WebX—V T, [2—H —FR > [2—H
—RE] [ Y AND— Y — A EIE

e/ NIAT—REOEH * FMT MTD.IOTSFA L 47 = —A|ZHELD
AR B RRGE T D2 T « FMT MTD.IDTSFA L7 = —A|ZHEL S

MERR T NV —T DR B

« BUERFILOREET—R/WebX—V T, [2—P—EFH]| [T/
AHIEFR B (MRS NV —TVNBHERY NV — 7 2GR MEIE , iz
137 N —7 % T A R

NG H I AN T —H D
FIH b L

H AR O E * FMT MTD.1DOTSFA X7 = —AZHELD

B n S EEDRE « FMT MTD.IDTSFAL 7 =—RIZHEL D

HEha 7 7 MR O E « FMT MTD.IDTSFAL 7 =—RIZHEL D
l

* FMT_MOF.IDOTSFA L Z7 = —A|ZHEL D

7RV ABRODE B

* FMT MTD.IOTSFAL Z 7 =— X THELD

FRRLE Y —/ S — DFE

* FMT MTD.IOTSFAL Z7 =—X|THELD

IP 7RL ZADRE

A= L IEEV— N—DRE

* FMT MTD.IOTSFALZ7 = —AIZHEL S

v
v
* FMT MTD.IDOTSFAL 27 = —AIZHEL S
¢
‘

* FMT MTD.IOTSFA L 77 =—Z|THELD

728, TSF [FAR — U AL BT 28 B RE A4 It L 72U, AR — U S LI E 1T T D05

T —AU T O
Thd,
FMT SMR.1

TSF 1%, %% (roles) (ZEAL ., #[E2 /L —7" (authority groups) DEREZFRFD, ZOMEREIZLY, LT D

CODOEEIEMERTT 5L TED,

e U.ADMIN role (& BE#&#%E] / administratrative role): & PR LT, K TOE D&X=U7T (5L E X
BT BEE A FE O E, HERRZ /L—7" U ADMIN |32 D& ENZBE A T DA,

e UNORMAL role (FE4& #L & 1%

#| / non-administratrative role): —f#xFIHEELL T, BHIZREHT 2%

FRSRED — I D B Z ST E), MEFR 71— 7 UNORMAL LN UFAX 132 O E| 2 B AT

oo,

FRNHAEZEAERT L —T1ZHI0 Y THZEIE, FMT MSA.1 LD, BEEEE T TIZARE Th D,
AR5 TSF A X7 =—A X, FMT MSA.1 D TSF A2 %7 =—A|ZHEL D,
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7.6 TSF Of4-#
AECIEEIC, 6.2.6 MOV FPT B 2 BRI Tk 5,

FPT SKP EXT.1

TSF 1%, XIHECHHHENT S84 SCCARERME AT — 1 ITIRAET 228, BHE & T2 TOR A
BN DR S A St A T 70 ORSFEATRAEL Qv 2, REEREMATY — 1R EICEm
s a7 BN LIZ AR RTRETH D,

TSF 1%, X ThHH AN — U HEA- SR 588 TR 5L U CR R AEY —2 IZER /7L, TOE O &R
ON B ZZ DR B S T- AR — Vg% Fi 2 U CHERE S48 T 5 L7 SO AR — U A S A
FEY—IRETHN, FHELZ S LA TORHBEICINOAN — A 35 5 T 720 O REAHRAEL
TR, Tz, ELDOAR — VST BRI CER L CTEESND,

TSF I%, ® IO MAC 8% 5 To e s a % WSU CHR AT —ITRF T 203, EHEEZE T
B TOMMZICZDO B ar dE w7 OREREZ SR HEL Ty, Fio, 2ot a g EIRW
THER L CHEES NS,

TSF (X, TLS #E~7 O 7' T A X — Mgz AN — Vg CThE 5L L TEIAN —IZRAEL . TOE DR
ON RFIZZ DI AL ST T T A X —NMiEE R A U CAN — VT 5 LT LD 7T A R — i s
FERNE AT —RAFT D0, BHEE G2 TOMAR NS T TAR—NtE Fi A T 72D Ok
REZPRHEL QR 2, SEXXD T T A — MR T CHER L CiEES D,

FPT STM.1

TSF I%, FAU_GEN.1/FAU_GEN.2 T/RLTZEEERRANU M A7 LU TRk 5F8. TOE DA
T DT AT INEEA DAR T H 54T D,

KRB S TSF A2 47 = —AX, FAU_GEN.1/FAU _GEN.2 ® TSF A 47 = —A|ZHEL D,

FPT TST EXT.1
TSF (%, TOE EBRFICLL T O H &7 AT,

o TR —JRD VAT A ES 23R L CUNVRWNWZ A RGET D720 BLEA 3R B L OVELE
A UA IR L SEIT T HZET 4096 B MO ELE AR A S BLEAE ST E D RFRNIZ5E T
T5ZE EHELCFE—E Yy MEDO RIS FTEDBIMELL T THHZe, BLOHBE Y MEDRY A PTiE
DFFRFIAZ B Z 72N L a2 BT D,

® DRBG DO~ /L AT Ah: NIST SP 800-90A (Z:-3% | Instantiate, Generate 331 T8 Reseed DFEREIZ D
W CBERIRET ARNELT,

e HBA B S [BIE DT AL B S [m AN fE L TNV RN Z e ARG T 5728, AES ABEEf
(http://csre.nist.gov/archive/aes/katmet/katmct.htm) D BEEENfET AR E1 T,

® TSF A A—UMRRE: TSF 2R 957 7— AU T IZBAR NN EERFET 5720, av b —F—7
7= LT =TI Ny 2 (SHA-256), T DD T 7— 207 =T 1% 16bit #2V IR HAF 5(F =y 7 L)L
H CAREEZAT),

L EDOH T ANOEEIT—HIC=T = S hiuE, TOE (&2 L, Bk E CEff

1k 5,

TSF i%, /»—Rv =7 TSF &V 7 =7 TSF oA SIL TS, /~»—R7 7 TSF (= hee—JE

L OVHBA B 5 EETHY . = bt =R~/ AT ZARB L O HBA B 5 EEOT AN LY #hbE

EERICENMESE T EOR HZIT > TV D, Y7727 TSF 137 7— 240 =7 FICEESNTRY,

TSF A A=V RRGEEIZEY, TSF AT —RDO 5222 MEEL CVD, F7-, TOE 2MENE#EDH T, NIST

SP 800-90A »H C.7 AMD FE iz B R L T D28, ZHUE DRBG D~LAT ANMIEDT-Sh 5, LI

DZEND, TSF BIELENEL CWAZEZFERET HT2DICT AN+ 570b D ThHEE 2D,

ARFMTBITS TSF Ao # 72— A%, LRI RTEBYTHA,

L.

e MFD D& ON (I#FE b IR A1)
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FPT TUD EXT.I

TSF I%. TOE O7 7— A0 =7 _—ar WS b 5RE /12 & #E 1C TOE D7 7— A = 7125t

T 5T v 7T — e BlthT DRE I A RLA LG B TR 95,

TSF %, ERe77— A0 =77 o7 7 — NeBGT2R0, 7y 7T — RO 77— AU =T OREIEME

FREET 5 T B LA B EHLE T35, 77~Ar71721§{$<‘: \ZT7 7= =T 77 AN D—HEEL

T bd T VXV EL DD FCS_COP.1(b)ZHED RSA BAMAEIZEVIE BE3 iz v afil, 7

TF bR BROT 7 — LT =T EETEEDTIREEN S FCS_COP.1(e)IZiED SHA-256 D5/

F—bRZIVEH S Y2l R R AL, ZOMEN— 8T HI a2 MR THIEICIY, 77 —LT =

T EIEMEREET D,

ARFNRTBITA TSF Ao # 7 2— A%, LRI RTEBYTHA,

o BERFNDREET—R/Web _X—U T, [AT—HR]|=[T7—LU=T N\—Va b7 7—LbT -
TNR—=TarEnEih e

o BENRNINDAL T T U AHE—R~BITL, 77— LU= T Ty 7 — e AT

7.7 TOE 7 7t&A
AEITILEIC, 6.2.7 DM FTA EAEICEET 288 A SRR 45,

FTA SSL.3

TSF I, B E v crs A (u&%'JmiE) ui%lﬁﬁ%‘ [ZHOWT, IEEEDOZICB B T N D5
eI T D, TOM PRFEIZEHEF TR EINRRTHY, /T 10 B, f KT 240 B4 43)

f HD,

TSF L. Web X—Crr A2 GRBIFERE) LI-FIHE I HOW T, I EORICH BIns 7o M58
REZ TR T2, ZORTHEFIE 300 B[ (5 20[) BEETHD,
ﬁ%ﬁﬁ ZEH9A TSF A2 27— A%, UL FITRTEBYTHA,

® ﬁ%{/ﬁ/\o;‘f\/b/Web /\O"—T‘/\\’C‘\\ :L‘—_“ﬁ: FIAh FL[EE‘@Z) EH7 /])/1/7]:_'5( "Cﬁﬁé,ﬂz

7.8 mfEEANA/TF v
ABTIEEIC, 6.2.8 HiD M FTP BRI 2 Btk Rl 55,

FTP ITC.1

TSF 1%, @EHE T 5 CTHAREY — N — | B —/3—  FTP — " —BLOA— L — R —LD
HEERET D0, ZNHEEEEITOBIC, FCS_TLS EXT.1 (ZHI-7- TLS1.2 2 L7 & 58T
YNV EN L CRIGEBMGT D, ZO8151E. TOE EEEHE 1T LD EHENLTHRMETHZENT
x5,
TSF (%, LA T OMREZFIH T DR, mEET v 12 L CRIEIE T R 0BE 2T 5,
[ ] *“/]*U““?%}‘L?\ﬁﬂi ;Jiéaﬁi%”ﬁmaﬂi
o T —HDiE(E
o 77 AN — N—[F
o E-mail 1%{5
AN ZBIFA TSF Ao 27 =— A%, LRI RTEBYTHA,
o R — " —LDiEfE:
o BE SV Web R—2 02— —FEEEE TR AR E
o A — R —LDIEE:
« FAU GEN.1/FAU GEN.2 ® TSF A2 47 = —A|ZHEL D
e FTP r—/"—LmiEfaE:
« MFD DAF ¥ —a=yMIFREA v Mg, BIE SRV T, [P T AF v ], 20T
[FTP/Desktop]/h>57 7 A /L —sN— 25 {F A v L & 52T
o BERFILT, [RF2 AT 7 AV T DEET DT 7 AN — "= (E 2 FAT
o A— L — R —LDiEE:
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* MFD DAX ¥ —a=yNIFfaz v Mg, BIE SRV T, [V T VAT Y], F20E[E-Mail )
5 E-mail 255 A% v & FEAT
o BESFILT, [RF2 AT 7 AV T\ DEET D)) E-mail 2415 % FEAT

FTP_TRP.1(a) / FTP_TRP.1(b)
TSF 1%, L FDEDIZ, TOE ED{E NEEH D& LD TITHON D ZEERFET A=, mEEHDE
15/ \A%HENLT D,

® /7 AT & TOE D Web ~X— O D@EIL, 85 7 — X2 EEENLIR#ET D E EfEmE X
A4 5 7= HTTPS 1@{EHEREAfE 45, HTTPS #1313, VE—MEHE | £/213VT—M)
FAE NI TAT b D Web 709 —7s5 HTTPS i#18 TR 528 T, TOE @ Web _X—2L 0D
WEEBAET D, 74T U IBOBIFRGERB LT R CTOYE—MAEIX, HTTPS i@{E 24 AL
TWHIADHRFEITEND,

0 UTAT U IDTF N H—RFA/3—L TOE LD DIBIE 1. 2515 SNDHIRT — 2% KBS )\ D
T 5 E B G S A2t 5729 | IPP over TLS W{EHREA 9%, VE—NMEFHRE | £/213Y
E—NMIHERIFGAT DT FVr—ar 7 a5 NG 2B HHIREEEZ N LT, 294 T hD
TV B —RTA/3=7)0 IPP over TLS 1#{E THfi 4524 T, TOE LDBEL AT D, 7747 b
DTN —=RTANR—=EDFBFRRERB L O TV —ME/EIX, IPP over TLS @52 HL T
WA DHRILTEIND,

A ZBIF A TSF Ao 27 =— A%, UL FITRTEB0THA,
o Web ~—/ 5 TOE %V —hMigfE
e MFD DTV H—RTA/N—=PAL AN—/LEFL TS PC I BHZ ST

7.9 BHATHA [ EE/ R RIEFMEA R — T AR F OO T —H |
AHICIIEIC, 6.2.9 MO G EUHEN: B1 ICBIT 2B A TR T 5.

FPT KYP EXT.1

A TOE T FCS_KYC_EXT.1 (28T 28T = AL ZAER 3 28k J8ERT 5 L AL — U Th D,

TSF 1%, S 582 Fof B BT SN AR ATY —1 WIS ESCTRAFT 208, WEBAR —
DNIERAF LR,

TSF 1%, AHEFEME AT —2 NIZHERG B8 ChE B{L L= AR — V#2171 . TOE OFE ON Rpl 28k
I B8 CIE B LI E LD AR — VA ERME AT — TR AF T D08, WERARL —ITIRIFELZR N,

FCS KYC EXT.1

A TOE THF = AZH1F5 BEV (FAN —VEETHDH, A —TFEE, FCS_RBG_EXT.1 1285

RBG THRSITZELEZ FIV T 256 By MR TARE L, FCS_COP.1(HIZ X5 8kH: B{ba VT,

FCS RBG_EXT.1125% RBG CTAMRSIIZ LA -V TAERS L 256 B MNE O #ERT 754 CE 51k

MBAFEND, LT, TSF X, #EF = A2 DK BRI T, 256 B hL EDEF U7 58 E 2 MR L

TWa,

ARFZEI 5 TSF AL 27 2 — A%, DL IS RT LBV THS,

o TOE % E1F % D ¥l alEdHE)

o BE RNV DFREET—RT, [VAT LR E]=[EF 2T AR E] = MENE B OARENT —Z D)
HUE12 B0 A 52174 . TOE % ki)

e MFD O ON (EHE1HOE IHS [F%5)

FDP _DSK_EXT.1

TSF X, CETF—%, a7 ERB IO TSF 7 — % % B A i fl GE /e R EA N — 2 THDHIN
AR —VITEEIAT R, 407 FCS_COP.1(d)IZHEW I 5L L ThBEZ AL WEIAR — bt
AT BRIE BT 5,

TAL L ANZHEN, FTED FNETA TOE LT HZ LI, B biX B BmICH kS,
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WIESARL =0T, BB LSRRI D 0 D BARIIZIL, X—T a7 —T NVEDT SARE
HEEIL, TOE 77— A0 =7 ZA8 LT 7 — MBI, L, ALYV AZAEMLTZFEI CTh D, I 5bS
AUDTEIBE S AV WEIBI S N —T > as BAL CTRBIE A, B AL SV WO IR IR B SCE T —4
BLOWED TSF 7 —X X & N2,

A 2B TSF A ¥ 7 =— A%, FDP_ACC.1/FDP_ACF.1 53X FMT SMF.1 ® TSF A 47
=—RIZHEL B,

710 PSTN 7 7 7 A-F o " — [ D 45 B
AT, 6.2.10 B LpEAT & HAETE B2 12 B4 ERHEEA 0T 5,

FDP_FXS EXT.1

TSF X, 777 A7 bz W CRIE T — 2255 232G T8 C, 77 VA UF 2l LTz

WEEEEIET 2, ZHUTEY, TOE D777 A F 73, TOE 23##i L T % PSTN &3 b —27 DD

F NI =TTV VRS BT DI S DD &<,

TOE D777 AVF 1%, 777 ADEEBLOZEOAHME S, o B A TIIE SR,

TOE DMEfT 5777 AET AOMREIL, 77 7 AR ERBL T 7V AZ(EOHTHY, Super G3 7'1h=a

NWEBXOYG3 FebazdR—rT2%,

TOE O7 77 A VF #&H CEZENTF TSN TWDDIET 77 AWIE T —ZDHTHY, FIHET —2D

VBT IALET —FDIHEZAET HIELINTED, Super G3 7'HELEBLOG3 'ahaLLsto~

1 h=/L(PPP %) &R —hLRWD T, ORI HE T — 2252 F T DO AT 52 L3 TERN,

TOE N7 727 A VF #&H CHlEZITROBE, 77 7 AEZRICHETAEORT v =— a5 503l

FATFNOREE SN TRARWIG A IZERRZ Y52 LT, FIHF T — 2 OEZFE UM SN0 %

Bi<,

ARFMTBITS TSF Ao Z 72— A%, L RIS RTEBYTHA,

® MFD D AX- ¥ —2=v MIFRZ By ME BIE SRV T, [ TN T 77 R X[ 7 77 A5
77 AL EFAT

o BE NIV T, [RXa AT 7 AV T \DEE T DD T 77 AkEEFAT

o N T 7 I ARG DIR(E ST T 7 VAT — 2% %5

7.11 mwjff FEX
AREITIEEIZ, 6.2.11 BioA T ar B C2 [R5 B LR 35,

FDP RIP.1(a)

TSF X, L FDERBY, A A—VF —F% EEXHETD,

o Va7 MED - DIZNIBARN — IR — MNRF SN A A= T — 2% Bi%ra7 58 T EI2I3H
IERFIC EEXEETD,

o NX 2 AT 7 AV THERBIC KON AN — AR AFSNT A A=V T — 5% FIHE OBEAEIZLY
HIRENARRIC PR ETS,

FEXIBWTESIAL T —FBLOESALRIEUL, SLEICES 1R EEERT 74V L TRES

TUTWD, LA BB BRE NMRAE SRV DR EET—R, £/213 Web _X—U T, [V AT AR E]~[EF

2T AR E| BB EIND[T —F ) T HEREPOR ELE BT HILNARETHDH, HXiAT

T —H%, ELED 0x00~0xFF DB 1 DOEA B THZ LN TED, o, BEEALBELIX, 1~10

[BIOF CRETDIENAIEE T, 1B EICEZIAL T — X &R ETHIEN TS,

TSF (X LR OB EERAFTE DX A7 TR REIL, FEIEMAL T2 FE AR L2V, 2o OiERE

IF, TAZ L AZBNWC[FVa7 58 THOBENEZE (Auto Clear at Job End)|EFEIT D,

ARFIRIZEI T2 TSF A 27 = — R, L FITRTEBYTHS,

e FDP_ACC.1/FDP_ACF.1 ® D.USER.JOB 77 A#lf#llZ 51} %, Create/Delete #/ED TSF A%~
T— R|ZHELD
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e FDP_ACC.1/FDP_ACF.1 ® D.USER.DOC 77 A HilfHIlZF51F %, Storage/retrieval ® Delete #/ED
TSF A Z 7 =— A ZHEL D

712 F—H DN
AREITIEEID, 6.2.12 BioA T ar B C3 BT 2B LRI 5,

FDP RIP.1(b)

TSF i&, #E SRV TEEE O ERITSET, NARN —Y EIZHLT X TOFHET —FBLO

TSF 7 —%% FEXEETSH, Z0&x, i TAN — 8B A8 B84 ARk L. DIRTo s

FHEATEFET D, AkgREIE. 12 TOE 2 F M BRI 45,

ARFNTBIT S TSF Ao # 72— A%, LRI RTEBYTHA,

o HE NI DR EE—RT, [ AT LR E] [ X2V T AR E] [ NG HR L AN T — 2 D]
L1 BRI A B

7.13 BLHAZ WA P REZR A HERVEA RN — DT AR L ORVEDT —4 2
AHICIEEIT, 6.2.13 FOBR-<— 2B DI B BB R ETE T 5,

FCS _COP.1(d)
TSF i, FDP_DSK_EXT.1 IZEWVFIHE 7 —ZBL W TSF 7 — 2 %05 S b B L OME 5328, RO X
AT,
o i
FCS CKM.1(b) CLERLESTZ 256 B MDA R EFF Ol 584 VA,
o IFE T /LAY A
ISO/IEC 18033-3 THIEZID AES 7/VFUA L FBLOY ISO/IEC 10116 THIESISH CBC E—F
WD,
A% TSF A2 27 =— A%, FDP_DSK_EXT.1 ® TSF A2 47 =—AZHEL D,

FCS_COP.1(f)

TSF {4, FCS_KYC_EXT.1 IZHED 8IS S LS LOME 5 DFR, 7t FCS_COP.1(d) LRIERICATY,

ARBHIZBT D TSF A2 47 =A%, LLFIORT LB THD,

e TOE & {312 D YN E)

o B SRV OBIET—RT, [VAT LR E]-[F 2T ABE] > [EAFH L AN T — 5 DF)
HULI O 2 AT | TOE Z M H)

L.

e MFD O ON (E&EHOE IHS [F4F)

714 RESNT-1EE
AFTIETEIT, 6.2.14 BiOBRAN—2F M D2 12T 2 ERHE A TR T 5,

FCS TLS EXT.1

TSF (%, TLS i#fF &L T TLS1.2(RFC 5246)% 7R —h 4%,

TSF 73 TLS #{E (2B W TR —h 515 A —kMX TLS RSA WITH _AES 128 CBC_SHA,

TLS RSA_WITH_AES 256 CBC_SHA, TLS RSA WITH_AES 128 CBC_SHA256,

TLS RSA WITH AES 256 CBC SHA256, TLS ECDHE RSA WITH AES 128 CBC SHA256,
TLS ECDHE RSA WITH AES 256 CBC_SHA384,

TLS_ECDHE RSA WITH_AES 128 GCM_SHA256 331}
TLS_ECDHE _RSA WITH_AES 256 GCM_SHA384 Tih%,

TSF (%, FCS_RBG_EXT.1 53X FCS_CKM.1(a)lZhf\V >, TLS i#(E THW D — R —fEit s L OV
g ARk,

TSF (X, FCS_COP.1()IZfE\ >, TLS iBE BT 218E 7 —Z D Skl LOME 4179,
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2k TV NERIZ A FTREZR AR AE AL O, AT va dna B m L, BhiE Rk REE L7z
BT, Fim . BEREEA 5 /0 CEERTRE IR BE L LT BT,
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[ T
AES Advanced Encryption Standard
BEV Border Encryption Value
CC Common Criteria
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[ TEF
CM Configuration Management
CPU Central Processing Unit
DRBG Deterministic Random Bit Generator
ES Entropy Source
FIPS PUB 197 Federal Information Processing Standards Publication 197
HBA Host Bus Adapter
HCD Hardcopy Device
HMAC Hash-based Message Authentication Code
HTTP Hypertext Transfer Protocol
HTTPS HTTP over SSL/TLS
I/F Interface
1P Internet Protocol
IPP Internet Printing Protocol
IPP-SSL IPP over SSL/TLS
IT Information Technology
LAN Local Area Network
LDAP Lightweight Directory Access Protocol
MAC Message Authentication Code
MFD Multifunction Device
MFP Multifunction Printer, Multifunction Peripheral
NIC Network Interface Card, Network Interface Controller
OS Operating System
PC Personal Computer
PP Protection Profile
PSTN Public Switched Telephone Network
RBG Random Bit Generator
ROM Read Only Memory
SAR Security Assurance Requirement
SFR Security Functional Requirement
SSL Secure Socket Layer
ST Security Target
TLS Transport Layer Security
TOE Target of Evaluation
TSF TOE Security Functionality
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