JISEC-CC-CRP-C0640-01-2019

~
JISEC

E'illl
-
o
i

IT# 5 (TOE)

HiE=ftH (ZAE5) SER30E2H 21 H (ITFRFES663)
REFR JISEC-C0640

ECOSYS M6635cidn, ECOSYS M6630cidn, ECOSYS
M6635cidnG, ECOSYS M6630cidnG, TASKalfa 351ci

A R (KYOCERA), P-C3566i MFP P-C3066i MFP, 356¢i(T
A Triumph-Adler/UTAX) 7 —# %= V7 1% v b, SS
Dft& 5

Ne=Pa v fORY ) —2FE | 27 A 2V1_S0IS.C01.010

g HET REa A MV a— g0 ABFAESH
FERE (M & WEMBEEX2 VT4 ¥—4F v b, CC{— L 2HA
PRFE N o — EALZ2

ITE %= U7 ¢ GBI D4 PR | —MtEEEAN ITEF =2 U 7 &2 — G

FFDOTOEIZ W TOFIE, UTFTOLEBY THDHZ EEZFBIELIZOTHREL ET,
SFICHE6H TH
X2 U T v F— X UT ¢ TR
HAEEE  RE

TmEREE : [[TeX=2) 7 FHEROCRBIEHEOERFRE] TED S TRROBKITEIH
TEHili S iz,

O w2V T 4 MO0 aET 7545V 7 RN—V 5231 VU —25

@ EHFe =2 VT MO oI E ik N—Y 9231 VU —2R5

RS R« B
[ ECOSYS M6635cidn, ECOSYS M6630cidn, ECOSYS M6635cidnG, ECOSYS

M6630cidnG, TASKalfa 351C1(KYOCERA) P-C35661 MFP, P-C3066i MFP, 356¢i(TA
Triumph-Adler/UTAX) 7 —# & X% = U7 1 % v b, SSDFEET /L) 1F, MMSATEREAN fﬁjﬂ%
MUBEHEERERE 3 E O 1T % = U 7 o GRAESFIC B 2 ZR S IHICHE VY, B BTk (2 A
FHM & 520 FTE ORGEEE 27 Lz,



JISEC-CC-CRP-C0640-01-2019

B R
T R ettt ettt ettt ettt et ettt et et ae et et aeeaeaes 1
L1 AR R E T oottt 1
111 a7 7 yar7uaTd y A VETIIREE S Y 7 =2 e 1
1.1.2  TOEE T X 2 U T A BEEEME oot 1
1121 B E TR 2 U T AR IRITEE oo 2
1.1.2.2 BB B e 2
11,3 BEETHIH oottt ettt ettt aae 2
1.2 BEAMODTZH coovieieeeeeeeeeeece ettt ettt 3
1.8 BHAI DD RERIE oottt ettt ettt ettt ettt ettt et et e ettt et te et e nreenee s 3
2 TOETEB vttt ettt 4
e SR R G 5 2 LSOO SRRSO 5
3.1 B U T A BEBE T BT oottt 5
311 B E B DU T ABERETT B 5
B L1l BT oottt ettt 5
3.1.1.2  BIBITHT 28X 2 U T A BEREST B oo, 6
3.1.2 OB X2UT 4 T EEXF 2 U T ABERETEE oo 7
3.1.2.1 RO B 2 U T £ TR e 7
3.1.2.2 MO EX2 VT 4 HEHCT 22X 2 U T A BERET S 7
4 RS & FTAMBEIH D BHFEAL coovoveeeeeeeeeeeeeeeeeeeee ettt 8
4.1 R OB BT D IR oo 8
4.2 TEFBRBE LA oottt ettt aeas 8
4.3  GEFABRBEICISIT DTOERIH ...ooeeeieeeeeeeeeeeeeeeee ettt 10
SR o A A N < Y I < OO 11
5.1 TOEBEFE T2 TR =2 B ot 11
5.2 ITERBE oottt ettt ettt ettt ettt ettt 13
6 BUETRIT B0 2 A L B ettt 14
FEATFERE I & 2 BT FEHE L OV T oottt 17
TL BB .ottt ettt nens 17
T.2 BT TTIE oottt bbbt r ettt bene et s e 17
7.8 R FEREMET «.ooooeeeeeeeeeeeee ettt aeas 17
7.4 S OO 18
TA L BAFEFET A D ettt 18
T.4.2 G TENTT A R ettt 22
T.4.3  FHEEIR AT A B ettt 24
7.5 BB IZ DU N T ottt ettt ettt eanas 27

T8 A IR e 28



JISEC-CC-CRP-C0640-01-2019

O L 2 B B A N - OO 28
8 FBRIETEME cvovovvevereeeeee ettt ettt ettt ettt ettt a et ettt 29
8.1 R RTEAE R ettt ettt ettt 29
8.2 T TH oottt ettt ettt ettt et ae st et et et e s et et ean st eaneneaas 29
D BB T ettt ettt se e 30
10 BFHd U T 4 Z 0 B oottt 30
IL B ettt ettt ettt nneee 31

12 B 32



11

111

1.1.2

JISEC-CC-CRP-C0640-01-2019

EREN

DFFEREZFIL, HET RF¥a A MYV a—v g o ARASHDBHFE L7z

ECOSYS M6635c1dn, ECOSYS M6630cidn, ECOSYS M6635cidnG, ECOSYS
M6630cidnG, TASKalfa 35lci(KYOCERA) P-C35661 MFP, P-C30661 MFP,
356¢i(TA Triumph-Adler/UTAX) 5 —XtX= U7 1% v b, SSD ft&E5/1,
N—=V g VAT A12V1_S0I8.C01.0101 (BLF TRTOE] £WH,) 22O\ T—
RAEENEN IT BX 2 U7 ¢ w2 — FHIE (LT [FHEREES) &vH.) a0
JCAEB H 21 RIZE T L IT X% 2 U 7 ¢ sHlilcx L, £ ONEOFRRER R 2 1 5E
FTHHIRET RF 2 A MY ) a—va V ARKSHIclE+s L & bic, K
TOE 2B LA FF O EECHEE I LEx 2 ) T4 #2120 Th 5,

KRR EEDFHEL T, 10 EOEX2 YT ¥ —4 v~ (LT IST) Lv9,)
PO SNz, FRIARK TOE Ot % = U 7 ¢ MEREEAM: . LRAFEM: K OF D431k
OB, STIZRBWTEHERIL TV,

RFFEREEIL, A TOE %Eﬁ)\ﬁ‘ég)ﬁéﬁ%u)h%k*aﬂi LTW5, ARFEEHRE
EHiX, AKTOE AT HRAEEMI DWW GERE R A2~ T 5O TH Y . fEED
ITREZOHEDERIET D LD TN LITHE I N,

Ff > R R E

AR TOE OFRE, EHASRMOMEZ LI TIORT, #Elit 2 mLUBEZSROZ L,
JRaTooarviadrANERRRIEN Yy r—2

A TOE OERGES > 7 —l%, EAL2 ThH D,
TOEE ) T 1 #EetE

AKTOE %, =& —HRE. A v o kfERRE. 7 U 7 —BkrE. FAX BEre. A v
J ARERE L W To EAE R BT 5T VX NMEEH (LT TMFP) &vWH,) Th
50

A TOE 13, Zh 50 MFP ORAKREICINZ T, KA T 5 CliF — 4 %
X2 )T BT ORET A EERAORUSADLREET o F Y
7 4 R A R 5,

INHOtEX =2 U T o BEREMEICOWT, ZOREH T O Y4 M L SO EMEMEIC
DWTHRFE N v 77—V OFH CRMii ATz, A TOE 2MEE T 5 & & ORIz
WZOWTIHRIEDO BV TH D,



1121

1.1.2.2

1.13

JISEC-CC-CRP-C0640-01-2019

BER LX) TR AH

ARTOE Z, LTOFEBAMELTHY ., TAUTHIT 58 F = 7 1 aEL 1R
g2,

TOE OF#EEETHAIFHED LET —Z ROVt X2 )T (IS HRE
T —41%, TOE OEEL, TOE NREINTWDL Ry NU—7 LOWEET — 4 ~
DT X AL >T, RIEICEBENTZVLSAINTZDTIHEENH D,

ZNODOEBICKITT 572912, TOE 1, #BIFERE. 7 7 & A, Weikie &
DEFx= VT (LT D,

BREGS RSN
PRI L, RO KD IRk K ONRIE CIEM T 5 Z L2 ET 5,

A TOE . MFP OXGfEIC, 77— %X 22U T %> PR SSD & #5# L
TR TH %,

A TOE I%, TOE OWERRGER3R0A  F T 2= ANRRIERT 7 8 AN BIRGE S
HEIDMBREICREINDGZEEZEEL WD, £72, TOE OEMIZHT- > T
TA Lo ALEAE > THEUNTRE L, MEREBL L 22T T b7uy,

REEIA
AKTOE X, UTFTOtx=U T 4 BEREZFRAE L Ty,

- B JHkRE
- HE7 A MERE

AFHEClE, LTOEAZIT 286, ENLIERITIARRHEIC L D ERFEDO X544 &
5,

7.5 FHIAERIZ DWW T ICFREER STV DR ERMFOLH
Y— B RN E ] OPRSFEERE DO H]



1.2

1.3

JISEC-CC-CRP-C0640-01-2019

Bk Sy

RAFREBANEE 5 IT % =2 U 7 ¢ 3#l - SEREHIEICES & /A?%I% 1T &
F 2 U T o G K& OFRRERIEE O AR [1], TIT ® % = U 7 1 FBGEHICBE4 5%
R (2], TIT v =2 U 7 o GPEEBIAGE S (T B 2 2Rk F ) [BlICHIE sz
WA IZHEV, FHEREREIC X > T TOE (B8 % BERe ZEAF M OPRGEEAFIZ IS\ T
IT &% =2 U7 ¢ Sl S S hv, HFooeE 5 HIZ5we T L,

B i [QF
AOREREREI, AP BE 23 ERK Lf:%qfﬁﬂi%&ii[l 31N OB d~ 2 FARIEALE o} 2 At
Ak L. A TOE OaFAfhiAs BT iE D Fi Ao TUTONTZ Z & ZMEE L7z, SREDi

Eu%“f%ﬁéﬂk%%uOWT@\M£Vt1*%¢ﬁbﬁ TORIEREEA 2 FE
L2 RBESIE, T TR &, 2>, TOE OREiiA CC ([4][5][6] % 7= 1x[7][8][9])
&medeMﬂ®wfhwo IS L CHEUNICEm SN TND Z &G LT,
TR BI LRI RS T D S ARFRIERE H L AER L, RAEEEAK T L,



2

JISEC-CC-CRP-C0640-01-2019

TOEZ A
ARTOE IZ. UTO LBV IS,

TOEA#F : ECOSYS M6635cidn, ECOSYS M6630cidn, ECOSYS
M6635cidnG, ECOSYS M6630cidnG, TASKalfa
351ci(KYOCERA), P-C35661 MFP, P-C3066i MFP,
356¢i(TA Triumph-Adler/UTAX) ¥ — % X% 2 U T ¢
*v k., SSDffEET L

N—Tg v AT A 2V1_S0IS.C01.010

BT - HET RXxa A vV Y a—va r AFKEtt

TOE £ #51%, MFP OFEA &L WA T 2 a v OB THR S LTV 5,

B3R - FRAE A Z T T2AR TOE Th 5 Z & &, FIFEIZUL FOFIEIC L - T
WTHZLEINTE D,

MFP O#FE4 13, MFP AEOFEHEICHITE STV AL 23, LLFOWT s
Thod I LEHRT D,

KYOCERA ECOSYS M6635cidn, KYOCERA ECOSYS M6630cidn,
KYOCERA ECOSYS M6635cidnG, KYOCERA ECOSYS M6630cidnG,

KYOCERA TASKalfa 351ci,
TA Triumph-Adler P-C35661 MFP, TA Triumph-Adler P-C30661 MFP,

TA Triumph-Adler 356ci,
UTAX P-C35661 MFP, UTAX P-C30661 MFP, UTAX 356ci

WEA T a v D4FRE TOE OA—2 g 0%, BEOH A X ADZEIHE-
T MFP Z#/EL . MFP O#AENRXIINVICERINTZLL T OER 2 MRS 5,

*7 v a 4 F : [Data Security Kit (E)] &Y [SSD 120GB|
VAT LDIN—T g



JISEC-CC-CRP-C0640-01-2019

3 txal) T4 A

ARETIE, AR TOE WEBUZKHTLT D7D Lt ¥ 2 U 7 ¢ BEREH #1508
WO F 2T 4 i ERAT 5,

TOE (3, =& —#AE. A v L kEHaE, 7 ) o7 —HaE, FAXHERE. &Ny 7
ARERE & W o 7o MFP OJEABREZ 2L L TR | FIREDOLE T —2% TOEWN
o SSDICHRLIZY . Ry bYU—27 24 L THIE Ol RS/ — LD
EV LIV DEREEZA LTV D,

TOE i, £ b OEREZ T D BRI, FIHE ORBIERE & 7 7 & A, SSD
WCERLIEXET = RORET —F Ot Bofbi@fE e nwo7ctx =27«
WREZ BT 5 2 & T, REEETHLFMEDOLET =2 h VX2 T 1I1T%
BYDORET —FDB, FECRBINZY LS ASINTZDTL5ZE201ET 5,

7238, TOE LU FORIAHE RS 2 E L TnD,

- A
TOE MM2fid 2% 2 & —BRE. A v v ikfEHlaE. 7' ) > 7 —HihE. FAX
FERE. > 7 AtEHE & Vo 72 MFP OSEABEREDFIHE TH 2,
- AR L

TOE Ot X = V7 1 BEEED
HETH S,

5

TEZAT O 12D DFeHIZRER 2 7> TOE DA

%72, TOE OR#EEEIILLTOLDOTH S,

C T

FIAZE D MFP DA AZM M+ 288, TOE 2k > FIHEZE DT — 4,
- TOE RET—#
X2V T A RETHER S ORET — 4,

3.1 txal) T RESE

TOE 1%, 3.1.1 1T BUCKFL L, 8.1.2 I RTHEkO X 2 U 7 ¢« il 20T
TEX= VT o HrEE BET 5,

3.1.1 ER LX) T HEERE
3.1.1.1 Zr

ATOE (%, £31IIRTEBEZBT L, ZUHPIT 2R Z D,



JISEC-CC-CRP-C0640-01-2019

#®3-1 BETIEBR

Gyl BB

T.IMAGE_DATA EEOOLDLED, BEXNVBLOYT 747 FPC 05
RNy 7 ARIFENTLET —F ~RIEIZT 7B A L,
Ry 7 ARGF SN XET =X 2RO, b LIF%S
AT D LiLZely,

T.SETTING_DATA EEOLDLEDN, BERXLVBLRT 747 FPC 105
TOERET —H# ~RIEIZT 78 AL, TOERET —H %
WAV, b LITHEAT D00 Lt
T.NETWORK EEOLDLIED, NExy U —7 EOLET =B LY
TOERKET —Z1Zxf LT, AIEICERE, & L<IX&kSAT
L03b LRV,

3.1.1.2 BRISHT 5% T« HAEHE

ARTOE X, # 3-1IRTHBEICK L, LLF Ot X =2 U7 o BeEH#CRiptd 5,
B, KXoV T A BEEOFEMIT, 5 FEITRT,

(1) B TTIMAGE_DATA] ~Dxt#i
TOE (%, [ ——FHRE | [T — X 7 7 & ZHIHEARE | TAZIB I T 5,

TOE » = —H—&Pee) 13, BAIRRRED ) L2FIHE 721012 TOE OF|H
ZRFAY D,
TOE » [F—27 7 & Zfil{iae) (3. FIMHE D MFP OFEABKETH v 7 21

RIF SN ET — 2 OBIEL T HEICT 7 v AHIH ATV, LE T —Z IR LT
TR AMERD B HFIHEIZTICT 7 A EFFAT 5,

LI EDOREREIZ L V. TOE 1X, TOE OEMRIMEMTIZ L - T, RiEFROR v 7 A
RF SN ET 2N AN LV WS A SNV 52 La2Bikd 5,

(2) ZEl TT.SETTING_DATA] ~Dxtin
TOE 1%, [—%—&ieE]. Tx= ) 7 0 BHEEE] CREEITHHT 5,

TOE @ [ —W—EHEE] & k= U T o BHME X, %2V 7 ¢ HaE
THHINDGT—Z OB ELT 2 WBBGEGE S NI a S LA 720233 5,
217U, —FIHEIL. AANOr A v a—F— AT — NEDEH|IFARETH 5,

L EOEREIC D . TOE I3, TOE OHERAMEIC & - T, [R3414 0 TOE %
EF— A PRA LIV RS ASHIEDT5 2 & 21T 5,



JISEC-CC-CRP-C0640-01-2019

(3) ZBL TTNETWORK] ~Dxt#n
TOE IZ, [y bU— 7 {5#EKEE] CTAEBICx T 2,

TOE @ %y bV — 7 {xi##RE] |, TOE &7 74 7k PCRAFEY— &
DIBERFIC, BrdE7e barz@Ef L, BE7T—2 25T 5,

U EOHEREIZ LY, TOE 1%, BET —Z ~DARIET 7 EAIZL - T, RGO
XET—FKRTOE FET = WWMANW LIV RIS A SN 52 L &FIET
50

3.1.2 HBOExX1 )T At X2 ) T #EERS
3.1.21 HEotxXa ) T4 H8t
K TOE OFHICY 72> TER SN DO F 2V T 1 & FE 3-2 1TRT,

=3-2 HBOtEXUT1HEH

FivlEa Mot x= VT 4 HEt
PFAX _CONTROL TOEIX, AREHENOZ(E L2 —# #TOE I
T-NERA y BT — 7 ~EEE L2V X 9 IZHIE LT g

2B,
P.SSD_ENCRYPTIO |TOE(Z. SSD RIZRIFEN B XET—Z B LI OTOEXRE
N T —H RS L LR TR B,

3.1.22 HEOEF1 )T ARICHIT 5 EF2 ) T« HEEHE

TOE I%, % 32 \TRTHMO X2V T 1 HEtamlzd LTotx=U 7 15
REx BT 5, b, HF=2 U T A EBEEOFEMIT. 5 EITRT,

(1) #EEDEF 1) T 158 TPFAX_CONTROL] ~D* i
TOE X, [FAX 7 —% 7 o —iiliitRE)] <. ARFetE2FEHT D,

TOE @ [FAX 7 —% 7 v —ilfHEERE] 1X. ARERRNOZE LT —% %, HI
RIS E 2 I32EM O E LR v 7 22K L. TOE O S -NER » b
T — 7 \ZHRE LR,

(2) #EBDOEF 1) T 1At TP.SSD_ENCRYPTION] ~Dxtis
TOE %, SSD W 5{ktne) TAF#A2EB T 5,

TOE @ TSSD k53 v#EEE) (X, SSD ICEXIALT — X Wb+ 5, BTV
=Y X A% 256bit D AES Th 5,



4.1

4.2

JISEC-CC-CRP-C0640-01-2019

AR &M & ST MR D AR

ARETIE, FBET 25E A TOE OF| oA M etFhs LT, ATOE %
T 5 728 ORIR S M OCEH BRI DWW TRER T 5,

FARVEREICET 5EHREH

A TOE Z##EMRTHBOFHESE 2R 4-1 17T, 26 ORIHESME. PP IR
WENTWALDOLFEILTHD, T DOFHESRENE SheWiEs . A TOE
DX o VT 4 ENEINZENMNET 5 Z LITRIES L0,

x4-1 EHREH

el [ilf =St

A.ACCESS TOE##ET 5 — Ry =7 BLONY 7 b= 7%, RiE
IR S A7 P DX 2 ) T 1 BENSRHE SN
BRICREIND,

ANNETWORK TOEIZANE A > U —7 ORIET 7B ANBRES LN
WAy P =il S THER S D,

A.USER_EDUCATI | TOEOHMZ 1, MOt F =V T 4 HEL DO FIEZFE
ON L. TOHERTFNIHE D &9 BEEZIT 5,

ADADMIN_TRUST | TOED MR FEA 13, Heaslr B & L C a4 i 0| 4
TOHRRNEZAL, BEDOHDHMOT-OIZ, HaE g &
L COMEMRZ B L2VWEEEN S 5,

ERIRE & B

AKTOE |, &7 4 ATRE ST, WKy MU —Z 18k L., [RERIZNER R v~
N — 2 ICHe ST A4 T F PCOBRIAENS, A TOE O—fxi725&E M
f;%j%% 4'1 GZ/_.T_\”@—‘O

B, M41IZFIRENTWRWRA, 7747 F PClE, USBA— MMEHT
TOE &8t L. TOE 7Y o ¥ —HREA T H L TX 5,



JISEC-CC-CRP-C0640-01-2019

) s A==
B / “FTPH — /3

[/
RERE v —% M
Wy —

742

AT 4= N
ARt
" N P
TOE = TWAINEZ -1 43
= = - Web7' 3717

D2AF PG

4-1 TOE MEMRIRE

TOE OEABREIZHB W T, TOE SO 2 UL 2R,
(1) 747>k PC

FIRE D NEx >y U —27 7213 USB R— MR T, TOE Ofefltd~ % #aE
ZRIRT D705, UTOY 7 b7 HRRBRETH D,

RA-2 9S5ATFURPCOY T+ 7T

el FpEnN—Ta v

Web~” 7 o + Microsoft Internet Explorer 11.0

TV A RTAN BT FFRaA MY Y a—va s Xt
KX RZ A /~—

TWAIN R 7 A /3 BT RXa A MY Y a—Ta s Xtk

(A ¥ v (G HEHE) Kyocera TWAIN K7 A /N\—

Q) =% (A =P —N)

TOE WD XET — & & A — ViR T DL 258 I8 ETH D5, L
TOYV—"DLETH D,

« A—)LH—,3: [PsecKEv1) EOSMTPY & h = /LiZx e Li- b D

(3) #—,3 (FTP #—3)

TOE NOIET — 4 % FTP X5 T oMEZ M+ 258 IC4ETH D, UT
DY —="PLETH D,



JISEC-CC-CRP-C0640-01-2019

- FTPY—3 : IPsec(IKEv1) EOFTP &2 h 2 /LIZHIG L2 D

B AERIRENTWS, TOE UANDON—F 7 =27 K ONE#ETH Y 7 h T«
7 OASFEME I IATl OFPH TlE 2wy (FCEETEL LD ET5),

BRIREICHITHTOEEH
ATOE OFi Szt = U T o #EEICIX., LLFORKSHEND 5,
(1) USB 2EV

TOE (X, TOE (2% L7z USB A VI L 7= CET — % OHIRIS, TOE
WOLET —# % USB AE VKM T HHEREA 12 L T\ 2, AFEMCix, USB
AEVIFHARE SN T A NVF LRICHRN B INTWD, DI, USB AE
VITHEM ST 30E T — 2123t LT BEASR VLIS DA 5 7 = —2ADFIHIC
Lo T MORAENT 7 8 ATE RN E W) FEFET AR, USB A€ U (24T
XRWIGET =X EEM L T DA, USB AE U O & EhoxtRix, FIH
FOEMLTH D,

(2) IPsec 71 =)L

ﬁgﬂzmﬁf@j\ IPsec 7’12 K =2 /L{ZDV\ T, IPv4 fiﬁﬁ’ﬂfﬂﬁéj@“(b\éo IPv6
D IPsec 1T5Hil S TR L TIRIEDHIRIATH 5,

(3) bE=IHEHRE

A TOE /L. SSD IZfRfF S /e7 — 2 & LEZHET SRR L TV 528,
Z OEREITRHE S TR LD TIRIED KRN TH %,

(4) SSD k&S D TOE RET — 4

TOE RET —% DH T, SSD IZHMINLT—HIL, Ry 7 AT LHRE
F—=H P TH D, o TOE FRET —H 1%, BIORERENE AT UM S,
R A=Y AR

(5) FAX =12

FAX BERE CAB L7o3CET — 23, AL BEIMICHIBIE A Snd GEE 5
B=ZM), WO SNTFIRICK T 2 RET 7 8 205 HIL, EHEOEMETH
50

10



JISEC-CC-CRP-C0640-01-2019

5 7—XTOF ¥ IZET 5EHR
KETIE, A TOE OFiPH & FE /R A 303 5,
5.1 TOEER L aviR—x MER

TOE Ok %X 5-1 (2R 7,

| FIFE | S TWAINFS4
*Web7 374"
TOE T ]
| ; AR y | PRy
== i Ep—
z 2F v e R - FTPH— /3
H EE T = — 57 A
2 B | N
®$ Tl e oo o ) A
g E TSRS
AT e «Web7 3t
=
USB PR
f f/ (USBIER)
B3{74HPC

[ EFaUiEe |
X 5-1 TOE DR

X 5-1 C. NI L7-UAOFOMEEIX. EX =2V T 4#fETH S, LLF. TOE
DEX= YT A HEEIZOWTHAT 5,

(1) =— ¥ —EERE

AHgtelE, TOE OffiE%, n /A va—F—g s/ g a—F—R27—
RCRBIERAET A EETH B, FRBIFRGEIL. LIS RIRFAEA v X T =2 —AD
TRTICHEP SN D,

- PR R RV
24T FPCWeb 75 0%, FULH KT A48 TWAIN K7 A )

Ak FRAEMERE & R T D 7ol AT OMREZ i 2 T\ 5,

NRAT— R 8 XL ENEREIND,

BLGE U 72 ARRIE R I S AR B O EEICE T D LR a5 1T D,
RRIERAERS . —EREER R WIGEITIE, By v a v EKT T 5,
WNAT— REHI—F (*OFR) TRET S,

11



JISEC-CC-CRP-C0640-01-2019

(2) 7—%7 7 & AR

AREEREIT. R v 7 ZRAF SN ET — 21Tk 2 MFP OHAREREIZ X D
TR A%, MERO D DFIHEOIIHIRT HEETH D,

T 7R AR, Ry 7 ARLF SN LET X OFTEETERE . XET—
EPRAFISNTNDR v 7 ZADIFRIERFRIZIEDS VT DI, FIHERANDFT
BETHLLET —H EHARESNTAR Y 7 ANDOLET —F~DT 7 A
R SN5, 727120, HMEREHE L, T X3TOXET X OHIRE, Ay

AN S T2 T R TOLET —Z OBIENRFRETH D,

(3) ¥ = U7 ¢ EEHRE

AL, BEX 2 VT A HRECHERA SN T — X ORE, S, Ao E, k5l
RRE S NI AR E BT 72T ISR T 2B Ch b, 7272 L, —BFIAFIL. RA
DrrAra—F—"2AT— ROEFEL KABRHTAETHLR Yy 7 ZADLARH
EDOLREEENARETH D,

(4) SSD W5 5{bakne

AHEHEIX, SSD IZERTFT D7 — X 25 5L T DEETH 5, BE BT /T Y X A
%, 256bit D AES Th 5, K E#EE. TOE O AR ICHIRE PLE 35 E#és
SCFOLFH &AM OFREE WA AL A DT SHA-256 & AW CTART 5,
Hix, EIL ON REIZ ][R CES AR S CTHER A U RIS S v, EIR OFF
W2 &Ko T 5,

(6) > bU— 7 {RiEHRE
AFEREIT, IT £&&s & DBEICH VT, LT O HElEZIT OMIETH D,

- 27747 K PC:TLSv1.2
A — )L —,3: [Psec (IKEv1)
« FTP #— 3 : IPsec (IKEv1)

(6) FAX 7 — % 7 1 —fil{HI B 5E

AHEREIZ, FAX Z(E L= — % % TOE O SNT-NER v B U — 7 (Zigik
L2V E S (2l 2 HEETH 5, TOE I, @%Eﬁﬁ%xmbtv X%, B
BICHIRI L35, 7272 L, REMREE LI-5BE12iE, 257 — 4 % FAX
ZEMOR Y 7 ZNR(FTH LR TE D,

12



JISEC-CC-CRP-C0640-01-2019

5.2 ITIRE

TOE (1, WEl% v k7 — 7 248 L CARI%— %2 T 1 7> } PC Lilfa %17 .
7. ARFER AN LT FAXGBEREZ1T 9,

13



JISEC-CC-CRP-C0640-01-2019

AT rFa AL

ARTOE IR &I D Rda A2 FO#B 2 L FIorRd, ATOE O K=o A b
I AR (B 6-1) LimshnT (% 6-2 £7213#% 6-3) "0, IRFeHkic L v

WD S D,
TOE OFIHF L BiteRE 279720 Fit R¥F o A 7 N O+ 7 Bfig b sy 3
RSN D,
#&6-1 BARMITHAAHE R

B2 N—=Ta v

ECOSYS M6635cidn 7 1 » 7 A K IR 2017.10
302V15603001

ECOSYS M6635cidn t—77 4 —HA K 2017.10

ECOSYS M6635cidn / ECOSYS M6630cidn Safety Guide | 302V15621001

ECOSYS M6635cidn f# fH#LH Rev.1 2017.12
2V1KDJA001

ECOSYS M6635cidn 7 7 7 Affi i & Rev.1 2017.12
2V1KDJA501

ECOSYS M6635cidn Data Security Kit (E) i /7007 & 2019.5
3MS2V1KDJA2

Command Center RX #:/FFIEE Rev.14 2017.10
CCRXKDJA14

ECOSYS M6635cidn 7'V v % — KT A N—HEfEFJIEE 2TXCLKTJA720.20
17.10

KYOCERA Net Direct Print #:{EF/EE DirectPrintKDJA1.
2016.02

%15+ / Notice 2019.3
303MS5640002

Data Security Kit (E) #% & F/EE / Installation Guide 2013.1

303MS56710-02

14



JISEC-CC-CRP-C0640-01-2019

#6-2 BHEITHA TR
(TASKalfa 351ci% 1*356¢i B <)

g2z N—=Ta v

ECOSYS M6630cidn / ECOSYS M6635cidn FIRST | 2017.10

STEPS QUICK GUIDE 302V15602001

ECOSYS M6635cidn —77 4 —J A 2017.10

ECOSYS M6635cidn / ECOSYS M6630cidn Safety Guide | 302V15621001

ECOSYS M6630cidn / ECOSYS M6635cidn OPERATION | Rev.1 2018.1

GUIDE 2V1KDENO001

ECOSYS M6630cidn / ECOSYS M6635cidn FAX | Rev.1 2017.12

OPERATION GUIDE 2V1KDEN501

ECOSYS M6630cidn / ECOSYS M6635cidn Data Security | 2019.5

Kit (E) OPERATION GUIDE 3MS2V1KDEN3

Command Center RX User Guide Rev.13 2017.10
CCRXKDEN13

ECOSYS M6630cidn / ECOSYS M6635cidn / TASKalfa | 2V1ICLKTEN720.2

351ci Printer Driver User Guide 017.10

KYOCERA Net Direct Print User Guide DirectPrintKDEN1
.2016.02

B 5 / Notice 2019.3
303MS5640002

Data Security Kit (E) #% & F/E®E / Installation Guide 2013.1

303MS56710-02

#®6-3 BHRITAAHT R
(TASKalfa 351ci% U'356¢if)
44 FR N—Tg v
ECOSYS M6630cidn / ECOSYS M6635cidn FIRST | 2017.10
STEPS QUICK GUIDE 302V15602001
ECOSYS M6635cidn t—77 4 — A F 2017.10
ECOSYS M6635cidn / ECOSYS M6630cidn Safety Guide | 302V15621001
TASKalfa 351ci OPERATION GUIDE First Edition 2018.1
2VWKDENO000
TASKalfa 351ci FAX OPERATION GUIDE First Edition 2017.12
2VWKDENS500

15




JISEC-CC-CRP-C0640-01-2019

ECOSYS M6630cidn / ECOSYS M6635cidn Data Security | 2019.5

Kit (E) OPERATION GUIDE 3MS2V1KDEN3

Command Center RX User Guide Rev.13 2017.10
CCRXKDEN13

ECOSYS M6630cidn / ECOSYS M6635cidn / TASKalfa | 2V1ICLKTEN720.2

351ci Printer Driver User Guide 017.10

KYOCERA Net Direct Print User Guide DirectPrintKDEN1
.2016.02

B 6 / Notice 2019.3
303MS5640002

Data Security Kit (E) 3% {&F/H&E / Installation Guide 2013.1

303MS56710-02

16




7.1

7.2

7.3

JISEC-CC-CRP-C0640-01-2019

IR IS & SRR E KR UHER
B il 4

RN 2 S hE U7 —RAEIEAN IT v =2 U 7 ¢ 2o & — FHliERiE, IT %=V
T A I L ORERERIEE I K 0 KGR E N D & & biT, TLAC ([EFEFBRTEE /18
1) OF EAGRITINE LT 258 EMEE (INZATBUE N RS SEAR A7 AR B RE
o H—) ICEVREEZZIT TR, fHlEERF OO DR A L N ROESR
HOMUIMEIZHOWTOERFHEAN - LTV D Z ENEYMICHER I TN D,

M\ A

X, CC 73—k 3 DIRFEE(FIZ OV T, CEM IZHUE S 7o i i 7 152 JHW T
oz, FHIEREOFEMIL, Al FH B W THE S, MRS & Tk,
AKTOE DME L . CEM DU —7 2=y | Z & OFHIliNE K OIS R &2 54 %,

MR R
LR, Al &2 & 2 Rl e O @ 2 73

FEAMI. PRk 30 4F 2 HIZARE V. AT 5 HRHliREZE DM A &> THE T
L7z, PHIEEEIE. BRFSHE 2> O A 3 2 FHl ARttt — Koot 2 =1 F, —
HOFHIIZ I T DAL AR L7z, £72, Fak 30 4F 7 A KUY 10 H % - fUES
B~ & SRR OAY v 7~ T VI BRER - BRSO T —7
=v MIBET 27 ot AOMITRIORE LT > 72, —HOBRF - 81 Mo
WL, B TOREITEM S, BEORIERIETOFHMENAEDO BRI M THET
HoH L. FHMEFEREIZ X > THrE T\, F72, FEk 30 4 10 A ROV 31 4
2 HIZBEEY A FTHRBEEOT A MREZEHN L, AEET A o 7Y 7
F = v 7 ROFHEE T A N &5 L7,

FRAEERE N o TR O RS L, FRREL B a— & L CRid ST, RIS
~NEIN, ZDOFERIT., FHOER R OBEE B BRE L0 b, FHMEHREEIC
S X7,

17



JISEC-CC-CRP-C0640-01-2019

7.4 MEATA

AT L, BAFEE OFEM L7727 A FOIESMEAHER L, Al O@EE TR S ALZEE
LLBARE DT A N EWEE LTSRN D BB LW S - BINT A R AT
MagatRP eI S IRAT A b FAT LI,

7.4.1 FR#EETX b

R 1L, BRRSE N FEME L - E T A Ot L EEOT A NMEROFELE
Bt Rl U7z, R 255 L7 E T 2 F OWNAZ LU FIZHHT 2,

(1) FARETX MR

BRRE N TN L= 7 A N OB A K 7-1 12737,

FAXGH (a4 Fn®
= * ﬂ"}bﬁ"f\“
TORE «FTPH+-n"
) N/WHy 7" Fry7t
TTUINTIA
— ]
5 B 7 i Pl PIER A& » BT — 2
. .Ss AN VAT
SSDT7H7% TTWAIN| 34"
|:| | | *Web7" 578"
|:| < WIIAT T
-l [ [ %%WM
5177 PC-A i N T
(PCES APED) Qﬁi%%@&é 7347/ PC-B 0
5347/ PC-C <EZRTE - Web 71l
« N/Wav 7" Fry7}
E7-1 BARETR FOEKEK
BASEE T A N ORERRER 2R T-1 1T,
=71 HARETALOEBRER
Z R B3
TOE KYOCERA ECOSYS M6635cidn, M6630cidn

- Data Security Kit (E), SSD4 7> g » (HD-7) & 33

18



JISEC-CC-CRP-C0640-01-2019

A=t — FTPH— 3 & LT

- Windows Server 2012 R2 Standard#£#PC

« A—)L#—,3: PMail Server 1.91

- FTP % — /3 : Microsoft Internet Information Services

8.5.9600.16384

¥ EFEROMICLL T OB T A Y — /L & #5#
Xy NT—Z X% FFx V7 : WireShark v1.12.2

77A4T b
PC-B

TOEXIMED 7 747 FPCE L THEH
- Windows 8.1 Enterprisef&#;PC
Y UERTAN KX KT A 3= v7.1.1117
- TWAIN R 7 1 3 : Kyocera TWAIN 7 A 73— v2.0.9402
+ Web~” < 7 : Internet Explorer 11.0
« A=)V T A7k : Mozilla Thunderbird 38.1.0
« AF% ¥y ¥ —/)b : IrfanView v3.91
(R —nid, TWAIN RZ A &2 LT, TOETA* ¥
Y ULTEEg A IR AT, KT D)

X EFLOMIZLL N DOBHFET A R — /L 2 #5
«E=%Y7 | : Tera Term Professional v4.78

- Webfi#tt> —/L : Fiddler v4.5.1.5

Xy NT—7 X 7FFx V7 WireShark v1.12.2

TOENHEOBREM A 5 7 = — X 2B 3 HEAk
“HET RFa AL hY Y a—v g XM B FAR

SSD7 74 H & L, TOENDOSSDO A 17— % DE
=2 IHEH

- Windows 7 Professional SP1#£#PC

«E=%Y7 | : Tera Term Professional v4.78

SSDT 7 A ¥

TOENDSSDD A )17 — & ZfifhT 3~ 2 4518
+ Teledyne LeCroy USB Protocol Suite

FAX eI

TOE & OFAXESZ(Z 12 4#
- FS-3640MFP
(EI R¥aA MY Y a— g XttOMFP)

Ty IVTA
i

ITU-TENE SRS LTz A—/3G387 7 7 & X U kf 1B
* A—=G37 77 I VT A4S AFT-336N

i 5 AR

INIR IR 2 SR L4 D ke
- X4008 Switch Simulator (AD SYSTEMS)

19



JISEC-CC-CRP-C0640-01-2019

74Tk INHRIAIRE 28 R L 7 AR IR 05 1R RE O FER A
PC-A « Windows 7 Professional SP1##PC

BAZ#E 237 A F L7z TOE (X, #4725 KYOCERA ECOSYS ThiE W KEMN
lcidn] ® MFP 2 ToH 0, 2 ED TOE il & [Fl— Dkl & #o,

#7-212, BEDT A L= MFP #fE & TOE OO BR 2 /~rd, £ 7-2
TRICHNCEEIREN TV AL, AN RRL7200 T, RURSTHD, BIEE
T A NOERIE, SN TOE 23 _XRTEATND ERRT I ENTE S,

%®7-2 TOED/N\)I— 3y

Ffda F&AED

7 % F i | KYOCERA ECOSYS M6635cidn | KYOCERA ECOSYS M6630cidn
MFP

2 J—XA | KYOCERA ECOSYS M6635cidnG | KYOCERA ECOSYS M6630cidnG

2 J—ZB | KYOCERA TASKalfa 351ci -

2 J —XC | TA Triumph-Adler P-C35661 MFP | TA Triumph-Adler P-C30661 MFP

v —XD | TA Triumph-Adler 356i —

' J—XE | UTAX P-C35661 MFP UTAX P-C30661 MFP

v J—XF | UTAX 3561 -

BAFEE T A MIA ST BN TR &N TV 5 TOE #5k & [i—@ TOE & % Mg
BECEmIN Wb,

(2) FAFEETX MR
FFET A FOMEUIL FDO LB Th D,

a) TAMIE
BET A FOEIX, LT LY TH D,

<PBHRET X FFIE>
TOE M L TWDINIBA & 7 = — A BIERATRE/R 5 D £V IT DN T
X, ERAEFIA LT, ANICHT 20, TOE OEfE, @E7 — & il
60

TOE N L CWAMRA & 7 = — A TR TX 2055 ENZHOW
T BARENA X 72— A SSD 7+ 74 & LT, TOE NEDE)
VxR T 5, £7-. T A MHIZTOE Nl e V2 BEd 5 L 9B E L

20



JISEC-CC-CRP-C0640-01-2019

Tr—huxT ML, TOr ZHERCAT I NEE, BEAEHA X
7 x— Az LT T D,

7L XLEZONT, FEROFETEE LT —2 280 ET
B UM S 5 2 L CAEEB YOS T LI RANFEESH
TWAZ L 2RI 5,

<PHHEET A FY—L >
BARET A N TR L2y — v &% 7-3 1R,

xR73 BHETRAEMY—I

Y — )L R

B - M ER

Xy FU—=7 %y
F¥ V7 b
(WireShark v1.12.2)

Wik hU—7 LOBET— 22y 7 F ¥+
%, @ETT b3 oRERICER

Webfi#hT > — /1
(Fiddler v4.5.1.5)

Web~” 7 o4 L TOEDM O@E 2/ L, & D
DBET —X DB EETE21TH

SSD7 F 54 %
+E=H2IVT7 NI T
47> FPC-C)

TOERNHEDOSSDDSATAA > Z 7 = — A& il b
TR EXx T F ¥ T35, SSDOK;ELDT —#
DOERITAHE A

o HRET 2 N

Ty —bLTxT

SSDI S AL RE DS St FE DO A v 7 I+
HIDNCEFE LI, TANH 7 7 —2 0 =7,
SRR ORE S T L T U R A O FEEE 3 IXTOE
LRI—ThHD

Ny Y agHEY — L
GNU coreutils v5.97

TOEIZ L AW 8RS RN IE LWV 2 & 2l
5= 9D w5 & LT

Bk — v
OpenSSL 1.0.1h

TOEIZ L2 S bAERNIE LW & BT 272
DD LERSR & L TEH]

WA LB T =S
Y7 M7 IA4T b
PC-B)

TOEDREHA v # 7= —2A%H LT, T2
MHZ7 77— 02707 OERC, A€V X
TEEELT D

IPsecT A K HH— N
(RT-1D TH—]
DR IER)

TOEDE THEH LI Z T 5 1IPsec (IKEv1
Daggressive®— N LIKEv2) 73, FEERICHH T
RN T & ORERBICRE A,

- Linux (Fedora Release 19)4#PC

+ IPsec: strongswan-5.1.3-1. fc19.1686

« A — L% —,3(SMTP) : postfix-2.10. 3-1.fc19.1686
« A—L#—3(POP) : dovecot-2.2. 15-1.fc19.1686
« FTPH—/3 : vsftpd-3.0.2-5.1c19.1686

21




JISEC-CC-CRP-C0640-01-2019

<PHFHET X FDOFERNE >
HHA 27 2—AL D MFP OEAKGEL = U T ¢ B HIGE 2 #
L ERA RATI N T AT LT S DX =2 U 7 A REDMIRR 86 0
WCEVMET S Z L AR LT,

NIRRT AEDRY 2= 2 21k, Web 77 74 & TOE O 07—
FOBESWAR Ny 77 A—R"Tu—RE LD & T HRERAIE | &
THREEODH DT 4 bEEN TS,

b) BAFET R FDEIEEH
FAFEE T A MIBAFEEIC L - CT6EBEE I, I AL —U i L - T,
etk iiR SNt X 2 U T A BBRE AN A v 4 T = — AT A M ST
ZEDRREES LT,

0 R
AL, BB T A h OB, EHIEA OE S E MR L, 7 A EhE
RS NI M & ERRO TR A BT 5 - & 2R L, i,
BT ASHIEE L7 7 2 M & BRI Lo THME S 7 2 MG —5 L
TWDHZ L EMR LI,

7.4.2 FEERII TR

AL, BARE T A o L7 A NEBZEH L TREDOEX 2V 7 4
BREENFETIND Z L2 B/MRT LV TNV T A M2 FEMT 5 L &b, o
BRCORENREN D, WO F 2 U 7 BEENHERICFFATSND Z L2 LV ik
B2 ME7T 2 b (BLF DRNET R ) EWD,) M Lic, Ml 5%
fili L72SET 2 b &2 LU FICERAT %,

(1) HITR FRE

A 23520 L 72N T A R OBRERIE. X T-1 1R LIZBAFEE 7 A b O & [F]
CThHD,

MNZT A ML, KSTIZEBW B E LTV 5 TOE OfE Ak & 7 UEREE T3 =
Nz,

B, M7 A FEREOHLLSCT A MY —UiE, BIRET A MWL
DEFAHALTED, BERENMBIZEHEELELOLEENTWDEN, TNHDRY
PR L OEMERBR T, FHMEE I L > CEBESINL TV S,

22



JISEC-CC-CRP-C0640-01-2019

2) WITTFR M
A DN LI A NI O LB Th B,
) WITR OB
A 28 BT 7 2 I R ORI S 7 AL 2 B B R LIS 7 2 b
DRLEZ L FICTT,

<JRSLT A N DOBLE >
O BREELITBRDZANT —ZBEOMAEDEDO N =— 3 > &R

T2,
@ BARENTAPRLTWARWSEDLFNWEHERT S,
@ VTV TTARNTIE, LFOBSETHEET A NOEE ZHMHT 5,

T RTCOEF 2V T 4 BEE R T 5,

GHEEBRT A N EEDLET, TRXTCOA V¥ 7 = — AFHR 2 BT D,
CFHIEBRT A b EEDE T, TRTOMMAEEE ZHEET 5,

T AN =N EDT A NFEORLRD L OEMERT D,

CEET X OEZWX I CMESIVERIRICHE ST 5 b O R R T D,

b) I TR MMEE
R N FEME L 72N T A N OBEBEIZLL T O LB Th D,

<MSZT R b FE>
MNZT X ME, BARET A FERLT R FFETERINT,

<IRSET A R —)L>
MSLT A MY — UL, BRETANERLTH D,

<HRSET A S DERHNE >
SEME 1L N T 2 FOBUEICEASW T I9HBOY Y LS TF AR L
7B OBIMOMSET A - & FEh L7,

WALF A N OB L TRICKIE LIz 7 2 FVEERT-ART,

K74 EELE-ELEMHMITR

Bl 7 A MEE

BLRO cNATU—=ROXLFH, T bay 7 ECOBREOER, F
M OMEIRET 72 & BAFEE L BRIRDNT A Z VT, AR E
BYICEMET S Z L 2T 5,

23



JISEC-CC-CRP-C0640-01-2019

TCEPNESNTZIRETOR Yy 7 AOFBEEEE LT 7 & AH|
ORI Y, BRENHERL TR WS DO OEIELTT
AEERERBVICENET D Z L 2R T D,

BRO T ha w7 FECTORGERMEIEN, DA 77 =2—
AR LI5E, BEIND Z LRI 5,
c) R

A 2N FE M L 72 R TOMNET 2 MIIELLS BT L, #HiiE 13 TOE 055 %
WERER LT, I 1L, 3N TOT R MEREHIFSND 5D EV A —E L TW

DT & aMERR LI,

7.4.3 FMmERATR b

AL, REGOEEL TR SHUZRELA S . AUE SN D BB & R L~
POWTRE SN DMEIINE L 22 D ATREMEDS B 5 b DIZOWT, LE L B 2 el

BATFA N (LT

MRAT A L] LWwd,) &BRLUFEM LIz, FHlHE 50 L7

RAT A M & LU I 5,

(1) BATR MR

P 23 T L 7R AT A N OMBUILL TO LB Th D,

a) BEIhdRBEH
FEAGE 1L, RUES N FELE BN OB R L D . BRI st A R L,
RAT A N ET 5 LT OMesstE 2w L7,

O KHEA ¥

@ FEIRIALERLC,

7 = — AT, NHOWEEENET DI EN H D,

NENDWEIIVEDPFAET DB D D,

@ TOE #i{EH DO OFF (2L > T, %= U7 ¢ BERE IER ICEIEL 220
BEndD 5,

@ BET—FE2EEZWZA T Web 77 VY TIIATTERNWILTH% TOE |2

ANNT5Z

SRV, BX2 VT A BN IERICEIELRWVBRERH D,

® SSL/TLS 7 v h 2 )V THWES RN EONLIEENH D,

® V—ERAYEHAS VX T 2 — ANEHSNDGEARD 5,

b) BATA FOEE
FHME L, IEER M EN B S b AREE A R T 5 7201, LT DR A
T A N EFE LT,

24




JISEC-CC-CRP-C0640-01-2019

<IRAT A B EREE >

RAT A ML

MNTT 2 NOBEIC, BAT A NHOPC ZEBML-BET

Ehg L7z, BATANCHEALETERY V2% 7T-5 1TR-7,

x®7-5 BATAEY—IL

Y — VA B - FIHER

Nmap v7.70 FIHAREZ2 Xy NU—J A R— Nttt 4 56y —v
netcat v1.12 Xy MU =7 R—= h~DT —ZREIE
Fiddler Web~ 7 o & Web—/NTOE) D [ D35 % i

v5.0.20173.50948,
v5.0.20181.14850

ZOMOBET —Z DB EELZ1T 9

Metasploit PDFOWEFEMEE AT 5 72D OBRAET — ¥ OIERIZE
v4.6.52 H
SSLScan SSL/ITLSDIE 5 A A —Y DY R — FHEEZHERT D

(kali-linux-2018
1.11.11-static)

v —/b, Kali Linuxft)g® ¢ O % {#F H

Nessus 7.0.3

X N —2 R R— NOXNHOMEFHEE BT 5 Y — L
(Meg5t4:7 — 2 1320184F10 H 1S H I S CTHEHFT D H D)

<ARAT A b OERHEA >
B SN DMEEIME LIS T DIRAT A PNAEEZ R T-6 1T T,

#&7-6 BATARMIE

fasa

T A MEE

JiEEELEEeY)

+ Nmap, NessusZTOEIZ3Efi L, 4 —7" R — K|
WEFIPER 720 & B RERR LT,
cBEARV TV RTAR Web7 T UG RIE
A7 )7 RRSQLa v RINFAT S D ATHEMED & 2 SLF
Fla AL TH, WHEPRETINRNT & 2R LT,
+ Web” 7 U OURLA EHEFRE L TH, BlFERERLT 7 &
A NA RA SN D & E R LTz,

AN D

gt

s RERLEZ SRy a 7 a~y RO 7 A V%
TOEIZAJILTH, RIERMBNFEITINRNT & 2R L
776

EBBLEEE)

- TOESB{EHICEIFOFF - ONLTH, LFDOEX =V T o
BERED 52 F VR IERIZENET 2 Z L & fesd L7z,
- THhHUr hay 7 E TORGERIEIEE DO RE
- THU Y ha T SPTIRREDMERF

25




JISEC-CC-CRP-C0640-01-2019

a5 1@ - Fiddler#{£H L T, Web” 7 U ¥ s 5TOE~DEET —
T EE X CTARIEZRALBRAFAT S D ATREME D & D SUFH %
ASTLTH, TOERSFHREME LW Z & ZEad L7z,

a5 PE® - SSLScanZ#TOEIZ M L, 59\ 57 A H57E L T b5k
TERWI L EMR L,

ffz55PE® =AY ERAA T 2= A H AT S 0iE,
EAMERICHET DA T — RBLETHY, —E A
Y ELSMIHE & A2 L AR LTz,

o R

A 23 320 L 7R AT A b TIEARE T 2 BB EES) & R o SR D A RE
IR fEsa i IR S e o 7z,

26




JISEC-CC-CRP-C0640-01-2019
7.5 SEEAERIZ DT

AFHHEORHE & 725 TOE ORERRSRMEIL. 6 BIORLTIEAA X AZFR &N T
Wb EBYTHDL, KRTOE Otx= T A EEEZANCL., ZRIHERTHZD
(2. TOE ORESREFRE 1L, UEIA X L A0TRD LBV I TOE% RE LRI

b7, THOOREWEE AKX AL B AEICEE L8510, AN
IZ K BARIEDF R TILAR0N,

TOE OHERLSIFIZIE, TOE O L T D RE 2 AL IZ 5

RENDH Y |
BIZIE, LTOX ) 2R EELEENTWVWD,

- IPPUAOEIRIZ 7 ks =2 L DS L
« SNMP D #5451t
s ANRERRZN LT Y B— 2o ER L

FEo X iz, HE@F&LTV%%*%@%%E*ﬁéﬂﬁ%ﬁ@f TOE
DERGM THDHIRTEME WA X v AL B DEICET L=HA12E. A

é@ﬁﬁﬁ%?iﬁ<ﬁéﬁfﬂﬂm@%%%@%iﬁgﬂﬁgfha

27



JISEC-CC-CRP-C0640-01-2019

7.6 FMMmEER

AL, AR FEAE > TARTOE 28 CEM OV — 27 2=y M _RT A1z
LTWo & L7,

S TIELL Rz oW TR S 7~

PP#EA : 2L
X UT MRS 2EL I IATIT O RX—F 2 WA
X2 VT AR ' T4 T YT RN— K3 HE

Ml OFE R L LT L FORGET ViR —R > MCOWT TR HIEN R ST,

cEAL2 Ny — VDT RTOLRFET AR —F 2 b

P ORE RIT, B 2 ISR &N AN —ET 5 TOE (2 L » T S = b
DO Z N5,

7.7 SR O A YV MENS
B2 L /2N v I SN i 2 ) K G L NP TR

28



JISEC-CC-CRP-C0640-01-2019

8 FREIEE

%@?ﬁ%%@i nq:'fﬂﬁa) *I/qu:'fﬂﬁ&%&ﬁi D TEH:'J éﬂé %\(é*’,'i—f%) k JQLT@HLD
Z e L7z,

O B SN2 7Y 7L, FONKEREL, T30 —7 o
= FPREHMlREE T RINZ L OICEHMi S TWnWA Z Ly

@ FHE RS IR S RS ORI ORI Z L TH D Z &,

@ PSS R S LRI O R 52 CEM IZHEA L TWD Z &,

;j/bro@wun b\f%ﬁéMf_Fqiﬁ%IE% ntuuf[:]/t :L“‘éf L’Cﬁzﬁkb nqzﬁﬁ
*%%E'?EJ — 3@{# L/ff_o [ uﬁ’%%gg i ZIK ST &U\H:ﬁﬁi& iol/\'( it nEl/ = :’-“—T*El
i SN REAP R SN TWD Z & AR L Zliuwﬁié& FEEHIT LT

8.1 RELFER

e H &S VT RIEAM R S 5 b VB3 2 R RE ML BE 2 BRGE L 72 G R SRRERERE I
A TOE 78 CC 73— bk 3 @ BEAL2 (T3 D IRaEEMF 27246 0 LHIWr§ %,

8.2 FEEIE

A TOE ([ZHIBRD & DR 1L, [1.1.3 S%EFH], [4.3 EARKIZHIT 5 TOE
i) KO 175 FHERERIZOWT) OFREMNEL SR L. A TOE OFFHfhx G4
PO EOBERFIHA, £ HOBET DEHARMEICEEL TWEE ) D EEN
VETH D,

FRZ, RSFIREERBEAH L7256, TNLIBEOEH CTOARTOE OtXx =V 7 ¢ #
%“®%@kowfiﬁﬁﬁ@%ﬂ@ul%&ﬁék@\%ﬂ®ifﬂﬂuowf
ITEHE OBLIZB W THIEr S vz,

29



10

JISEC-CC-CRP-C0640-01-2019

MRS

RrliZ7a L,

tXa)Ta42—45v bk

AKTOE DXV 7 4 #Z—4 v M12lid, AREZ L IIHICEEL LU TFD L
Btz s,

ECOSYS M6635cidn, ECOSYS M6630cidn, TASKalfa 351ci ¥—4% ¥ =1 7 ¢
v FSSDffEETN X2 UT 4 X —4 v b, HFB111L, 201945 H 17 H, 3K
I RXa2 A NV Y a—3 g AR

30



11 FA:E

JISEC-CC-CRP-C0640-01-2019

KEETHEN SN CCIZHET DIEFEZ LI FIRT,

CC

CEM

EAL
PP
ST
TOE
TSF

Common Criteria for Information Technology Security
Evaluation (&&= U 7 ¢ FEfHA%E)

Common Methodology for Information Technology Security
Evaluation (&% = U 7 ¢ §Hli 51k)

Evaluation Assurance Level (FEAM{RFEL /L)

Protection Profile (7m7 7> a 7w 7 7 A)L)

Security Target (E¥=V7 4% —%> v )

Target of Evaluation (FFffi%f52)

TOE Security Functionality (TOE&= = U 7 ¢ #§5E

AEETHEH I/ TOE 1T 218382 L NIRRT,

MFP

Multi-Function Printer (3 % L&)

AEETHEN SN HFEOERZ UL TR,

FAXFERE
= B —HERE

ATy kA

P
HE

7Y X —HERE

Ry 7 A

R 7 ARERE

AR B LT, FAXEZ(E 217 5 el
E/ RV OBIET, T HEH IR THTEIRIT % Heke

TOE THCE A FHAE - T, FTPH—, A—Y—R 754
7+ FPC(TWAIN K7 4 ), TOEIZH:p SN 7-USB A £V 121%
59 DHRE, FiAED OFERIZ, TWAIN K Z A NA~DEF DY
BIETWAIN R 7 A STV, ZOMOGETE, TOEDO#E/ N
FILINBATD

7747 FPCIrLNE AR Yy MU —27 721X USBAR — k= #%H
LC. TOENZAE LI=CET — X ZHT 548, TOEXZ{E L
T XET —H TV > 72 ATOEICEE S, B E R0 B DR
THHEND

TOEN T ET —Z A& 3 2k, BIEE LT, Ny 7 ADFT
A% LAREDHREFF

TOEWIZLET — % /- 4F L, TN & iidH L THIRSCEE 23
HI%EE, BEE FRE, FIPY— N X —H—n 75347 |
PC(TWAIN K7 1 /%), TOEIZEH SN 7=USBAE Y, KUFAX
FEDARETH D, K~y 7 AEEIX, TOEOE(E XV ET2ITY
747> FPCWeb7 7 )L EMERRETH D, 7272 L, LE
T =X OHIRL, BESRXALTETNRAETH D,

31



12

[1]

(2]

(3]

[4]

(5]

6]

[7]

(8]

(9l

[10]

[11]

[12]

[13]

W

JISEC-CC-CRP-C0640-01-2019

FAMAY

ITE % = U7 o 54l K& ORRER B O BABIRE, SERRB0ETH, MSZATBUE NEHRAL
e, CCS-01

ITEF = U7 ¢ RBAEFIZBT 2 ZREFIH, FAL3099H , MNAATBUE NG MALEEHE
HeRAE, CCM-02

ITE =2 U T ¢ FPAMEE RS ARE S I B9 2 TR HIH, SFRk304E9 A, MNTATBUA AT
AL HEERAS, CCM-03

Common Criteria for Information Technology Security Evaluation Part 1:
Introduction and general model, Version 3.1 Revision 5, April 2017,
CCMB-2017-04-001

Common Criteria for Information Technology Security Evaluation Part 2:
Security functional components, Version 3.1 Revision 5, April 2017,
CCMB-2017-04-002

Common Criteria for Information Technology Security Evaluation Part 3:
Security assurance components, Version 3.1 Revision 5, April 2017,
CCMB-2017-04-003

BREWEX 2 ) T A TAOT-DD T 7 TA4F YT 38— b1 3L —i%E
TIb, N— 3 3.1 KEIHS, 201744 H, CCMB-2017-04-001, (V2947 A,
FHEREE1.0/R)

BNt 2V 7 Ml 7-DDaET L 75457V T N—F2 EX2 T ¢
e v AN —x b, =3 8.1 HGETHSR, 20174F4 7, CCMB-2017-04-002,
CER294ETH, BIRREE 1.0/

RN X2V T A FMBDTDDaETL 754 F VT A= 13 £Fa T4
RAE= R = b, /=2 3 8.1 WETHBhR, 2017447, CCMB-2017-04-003,
CER29E7H , BIRRES1.010)

Common Methodology for Information Technology Security Evaluation :
Evaluation methodology, Version 3.1 Revision 5, April 2017,
CCMB-2017-04-004

eIt = U 7 4 sl o 7o 0@y fHiT ik, ~N—Y 3 3.1 WETHS
fi, 201744 7, CCMB-2017-04-004, CFR&2947 H, FHFRES1.06%)

ECOSYS M6635cidn, ECOSYS M6630cidn, TASKalfa 351ci 7 —# % =V
TA4Fy bSSDIFEET N X2 VT 4 X =7 v b, HLIR, 201955 17H,
WET7 FXxa A MY a— g 0 ARt

ECOSYS M6635cidn, ECOSYS M6630cidn, TASKalfa 351ci 7 — % t% =V
T4 %y b SSDfFEET IV RHEEHEE, 51130, 20194:5H 21 H, — ks
MNTEx=2U7 (& ¥ — FHlES

32



