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IEC International Electrotechnical Commission

SC Sub Committee

(1S0)

PKC 2007 The International Conference on Theory and Practice of Public-Key Cryptography

74




ECRYPT Workshop®® H19 5 24 25
SAC 2007% H19 8 16 17
CRYPTO 2007% H19 8 19 23
SHARCS 2007° H19 9 9 10
CHES 2007%" H19 9 10 13
TFC® H19 9 24 25
IEEE/FOCS 2007%° H19 10 20 23
ProvSec2007%° H19 11 1 2
ASIACRYPT 2007 H19 12 2 6
FSE 20082 H20 2 10 13
SASC0 H20 2 13 14
TCC 2008 H20 3 19 21
__________________ PKC H20 3 9 12
I-41%Tokyo Regional Meeting H19 5 23
AVAR?8 H19 11 29 30
CPO8 H19 4 18
J—— BSC® H19 7 2
BSC H19 7 11
H19 11 8 9
1 ESEMY H19 9 21
IT 1 PC236 H19 1029
11 2
ITPEC H19 6 28 29
CCRA cCcMB™ H19 4 23 27 )

% ECRYPT European Network of Excellence for Cryptology

% SAC2007 The 14th Annual Workshop on Selected Areas in Cryptography

% The 27th International Cryptology Conference

% SHARCS2007 Workshop on Special-purpose Hardware for Attacking Cryptographic Systems

7 CHES2007 Workshop on Cryptographic Hardware and Embedded Systems

% TFC Tools for Cryptanalysis

% Annual IEEE Symposium on Foundations of Computer Science

100 proySec2007 International Conference on Provable Security 2007

101 ASIACRYPT2007 The International Conference on Theory and Application of Cryptology and Information
Secrity

102 FSE2008 Fast Software Encryption workshop

103 SASC The State of the Art of Stream Ciphers

104 Fifth IACR Theory of Cryptography Conference

105 -4 International Information Integrity Institute

106 AVAR Association of anti Virus Asia Researchers

07 GBDe Global Business Dialogue on Electronic Commerce

18 CPO Chief Privacy Officer

109 BSC Business Steering Committee

110 ESEM Empirical Software Engineering and Measurement

111 CCMB Common Criteria Maintenance Board
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113

114

115

116

117

118

119

120

121

122

123

124
125

Fraunhofer
FOKUS!2 H19 6
H19 6 9
KIPA!3
SIPA™ H19 9 25
MCA!® H19 9 IPA 2007
The Linux Foundation 10
MCA
Software Freedom Law H19 12 GPLV3
Center
(NIST™9) NIST
Fraunhofer
SIT
H20
IT
H20 2
H19 6 11 2
KISAM®:
Fraunhofer QIP*#
[ESE® H20 2
CMU/SEI*® CMMI*221.2
H19 6
KIPA!Z
SIPA MCA H19 9
4
T H19 8 28 IT
NITP*2
FOKUS Fraunhofer-Institut fir Offene Kommunikationssysteme
KIPA Korea IT Industry Promotion Agency
SIPA Software Industry Promotion Agency
MCA Mutual Cooperation Agreement
NIST National Institute of Standards and Technology
SIT Secure Information Technology
KISA :Korea Information Security Agency
IESE Institute for Experimental Software Engineering
QIP Quality Improvement Paradigm
CMU/SEI Carnegie Mellon University, Software Engineering Institute
CMMI Capability Maturity Model® Integration
KIPA(Korea IT Industry Promotion Agency)
SIPA  Software Industry Promotion Agency
NITP National Information Technology Park IT ICTA:

Information and Communications Technology Authority

IT
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IT IT
18 ClOo IT
IT IT IT
IT IT
19 1,101,867 1 4,497
IT
16 10
18 19 20 3 42
1,028,979 4,200/ 1,101,867 4,497/ 2,926,539 3,431/
IT IT
IT
IT
19 IT
IT 71,031
IT 45,736
IT 71,053
8,000
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2007
19
19
IT
IT IT IT
FD IT
EU
0SS IT
IT
ITSS ETSS
IPA PM
IPA 126
IPA

126

PM
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19 14
IPA 2
10
2
19

1 4 25 1 10 10

2 5 15 2 14 15

3 6 27 3 15 15

4 7 10 1 12 12

5 8 27 2007 GPL 21 25

6 9 6 4 19 21

7 9 28 5 SEC 15 15

8 10 1 6 0sC 9 9

9 |10 26 7 0SS 9 9

10|11 20 8 SEC3 29 31
11 12 4 2 11 11
12 112 25 9 14 15

IT
13 1 29 2007 24 27
IT

14 3 31 14 16
216 231
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202

50
12

99

72
31

103

202

IT

JVN

19

20 4 1

80



18 19
101,518,613
97,785,808
103.8%
2007 2006
IPA
IT
IT
IT
()
IT
() 3

8,203 8,790 9,628 117.40%
8,377 9,699 10,977 131.00%
4,562 4,855 5,198 113.90%
9,918 11,833 13,230 133.40%
5,569 6,775 7,980 143.30%
330 364 334 101.20%

IT 1,077 1,364

SEC 1,712 6,848 16,624 971%
39,748 50,528 63,971 160.94%
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17
17 18 19
39 65 65 166.67%
44 27 66 150.00%
21 31 43 204.76%
29 21 22 75.86%
38 24 27 71.05%
145 200 202 139.31%
9 24 - -

SEC 5 5 12 240.00%
330 397 437 132.42%

27 18 12 19
27 2 19 1
19 3 27 2
19 4
18 5 10
19 2 15
19 5 15
2007 2006
IPA IPA
)

PR
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—IPA 3

IPA
IPAX 2007 2007 IPA
2007
IPA
IPAX 2007 9 6
IPA
19 IT
18 SEC
IT (IPCF*'%") IPAX
2007 ITPEC*!?8 ITPEC
IT
2007 9 10
0SS
IPA 2007 19 10
Bank of America
0SS SEC
0SS

127 |PCF IT Skill Standards Professionals Community Forum
128 ITPEC IT Professionals Examination Council
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1PA
6 28
29 4,315
10 1 1,427
0SS
The Linux Foundation 0SS
10 30 2,670
0SS
IPA
4 6 86
4 13 300
9 H20 3 3 374
22 11 9 H20
130 IPA
2 20
8 H20 2 29 8,020
T
2007 H1I9 6 28 304
10 1 3 80
11 28 827
IPA 12 12 80
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12 21

210

0SS

24 2

15

135

312

H20

28

4514

67

H20

27

5,560

42

SEC

H20

25

6581

66

H20

26

920

15

JASA

11 14

15

26,643
SEC
1,207
SEC
376

SODEC'®
ESEC™®

18

110,631
SEC
3,345
SEC
1,129

4,823
SEC
143

18

19

13

19

52

19

28

AWIN(F

Njooo
NN O

19

47

122 SODEC Software Development Expo & Conference
1% ESEC Embedded Systems Expo & Conference
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20
20 IT
10 IT
20 5
IT IPAX 2007 IPA 2007 IT
IPAX 2007 64
IPAX 2007 4,315 2007 1,427 IPA 2007 2,670
12
2,000
IPAX 2007
17
20 7
IT IT
IT 20
Walker
19 20 4 1
Pay-easy !

131
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124

1,160
TIPS
ZHA™? 20 3
134
3 91
16 7 7
19 2,000
4,745
"JVN iPedia*** 19
4 2,500
132 TIPS Trap-website Information Providing System
20 7
138 ZHA Zero Hour Analysis 19 5

13 Windows XP Vista
135 JVN iPedia:
”Pedia (Paideia)”

87

JVN: Japan Vulnerability Notes iPedia
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TCP/IP%®

ISO/IEC15408%

62

19

ISO/IEC19790"%®
Cryptographic Module Validation Program) 19

19 12

(JCMVP: Japan

19 17
(NIST®?)

1% TCP/IP: Transmission Control Protocol/Internet Protocol
137 |SO/IEC 15408

138 |SO/IEC 19790

1% NIST National Institute of Standards and Technology
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ISO/IEC JTC1 SC2740

uQC*2007 19 10 1
KISA2 SIT NIST
GBDe!*
19 7
145
20 5
10 1SO/IEC JTC1 SC27 ISO International Organization for Standardization
IEC International Electrotechnical Commission
WG1 WG5 5 IPA WG2
WG2 Secretariat
1

141 yQC Updating Quantum Cryptography

142 KISA: Korea Information Security Agency

143 SIT: Secure Information Technology

144 GBDe: Global Business Dialogue on e-commerce
145 20 4
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8,020 89%
67
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19 70
Web
19 30,341 1 124
19
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21,096 58,959 53,391 41,291 30,341

87 243 219 169 124

19

4,000
3500 (3199 3,069
3,000
2,500

2,806

2,426 2419 2351 2939

20048 1,854

2,000
1,500
1,000

500

19 9,498 1 39

20 3

FAX

7,832 10,501 9,498
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19

4 5 6 7 8 9
827 814 932 1,162| 1,013 910
486 484 537 694 593 544
279 254 339 402 374 310
58 69 53 65 43 55
4 7 3 1 3 1
10 11 12 1 2 3
1,128 911 389 408 350 654 9,498
669 520 222 219 192 373 5,633
397 337 109 151 110 214 3,276
57 52 56 38 47 66 659
5 2 2 0 1 1 30
4 5 6 7 8 9
205 185 285 316 330 270
10.3 8.8 13.6 15.0 14.3 15.0
10 11 12 1 2 3
369 264 43 28 25 157 2,477
16.8 12.6 2.3 15 1.3 7.9 10.1
20 3 283,531
1 1,157
TIPS® 20 7

Windows Vista

iPedia
400

ZHA Zero Hour Analysis

ZHA

20 3

18 TIPS Trap-website Information Providing System
20 7
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( ) 20
19
1 5 19 6 9,939
2 6 19 6 10,373
3 5 18 6 10,582
4 2 18 9 10,121
5 2 18 9 10,514
18 12
(CCC) 147
19 4 20 3 184,256
Cccc 18 12 20 3
20 3 6
148 99.5%
5 149 10
IPA
MUSTAN

18

147

) () () () () () 6

149 5
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20 3
20 1
P2P Winny
USB
Winny
1 19 7 12 2
4 15
19 3 ) 3.4 9.0
35.4% 66.2
32.5% 30.7
12.8% 19.0%
19 6
IPA MUSTAN
4 7

http://www.ipa.go.jp/security/fyl8/1ab/mustan_web.html

1% MUSTAN Multi Sensor Traffic Analysis TCP
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12 20

( 20 4 17

PC

20 1 20

MUSTAN
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19 214
522 736 3.0
91 272
16 7 20
2,046 1 2.2
16 17 18 19
46 132 287 214 679
17 50 103 91 261
211 296 338 522 1,367
110 213 220 272 815
257 428 625 736 2,046
127 263 323 363 1,076
14 1.8 2.6 3.0 2.2
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20
224

2007

20 3

JVN

JVN

20 3

19
4,993 1 24
20 3 4,936
20 2 20 3
70
20 3 32,621 1
(2 ( 18 10

800 )

JP Vendor Status Notes

(JVNRSS™

JVNRSS
19 2
CVSS

131 JVNRSS RSS Rich Site Summary ~ Web

97

1,473

8,000

JVN

3 )
1,919
)

Japan Vulnerability Notes

JVN

CVSSv2

20



JVN pocC™?

20 3 26 7000
19 2
cvssh® 8 CVSS v2
19 7 ( 20 3
1 882 )
JVN
Sl
JVN iPedia 5
20
CVSS
IPA
MyJVN
20 2
(MyJVN)
JVN iPedia 20

152 pOC:Paint Of Contact
188 CVSS Common Vulnerability Scoring System

154

98

19 7 27

19 8

156,042

154

20



JVN iPedia(
JVN iPedia

RSS

19

155

JVN iPedia(

11

240

TCP/IP'S® S|P
TCP/IP
20 3
TCP/IP
44

SIP
5,497

)
19
4,745
633,749 2,587
)
20 5 21
JVN iPedia

4,310 1

20 2

19 12

155

NIST(National Institute of Standards and Technology)

1% TCP/IP Transmission Control Protocol/Internet Protocol
157 S|P Session Initiation Protocol VolP Voice over IP

99

72

JVN

0S

4745 ~

4800

4 4700
4 4600
4 4500
4 4400
+ 4300
1 4200
4 4100
+ 4000
7 3900
7 3800
4 3700
7 3600

3500

20

20 3

NVD(National Vulnerability Database)
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NISC1®®

JPCERT
2008
( 20 2 20 312
IPA 19 4 6 86
19 5 20 3 30,940 1
139
20 1 20 3 2,916 1 68
KISA 19 6 26
JASA™® 19 7 10 11 5
GBDe* 19 7 11 11 8 9
IPA 2007 19 10 30
Embedded Technology 2007 19 11 14 16
59 GIS™ 19 12 6
19 7 5,206 1 30
20 7

158

159

160

161

NISC National Information Security Center

JASA Japan Embedded Systems Technology Association
GBDe Global Business Dialogue on Electronic Commerce
GIS Grobal Information Society
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19 12 20 3 31 19 52
3199 1 52
19 12
20 3 ET%22007 600
2008
IT
2008 IT
IT
20 5 23
101 123.2%
79 143.6%
18 19
69 79 114.5% 213
15 166.7% 37
ST 7 175.0% 38
82 101 123.2% 288

62 ET Embedded Technology
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18 19
43 62 144.2% 152
12 133.3% 34
ST 5 166.7% 35
55 79 143.6% 221
20 3 31
19 62 163
CCRA™
20 3 31
18 19
4 20 53
21 22 136
44 46 209
4 11 69
39 52 236
1 4 19
43 62 152
1 0 1
2 1 3
53 15 68
4 5 9
216 238 955
CCRA 10
14
CC Ver31l
19 4 CC Ver.3.1 20 3 31
18
CC Ver.3.1 Revision2 CCRA (CC Partl
Revision2 20 3
CcC CC Ver.3.1 9
374
163 ST

164 CCRA: Common Criteria Recognition Arrangement CC
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CC Ver3.1 EALL

cC V3
( 19 7 31
20 3 31 2
CC V3.1 EAL1
199,500
514,500
cc
cc
8 66 )
19 1
40
38
20 3 31 19
4 3
21
IT
IT
12
cc

165

166 IT

41

CCRA

165

V3.1 EALL

CcC

40

( 19 11

166 11

CCWG:Common Criteria Working Group

103

CcC

EAL1
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3 cc WG
WG
19 3
T
1 19 6 4 39
2 19 7 23 27
3 19 10 15 40
4 20 1 21 12
T 2 14 9
clo
(SRAS)
IPA
T
1.1SO/IEC15408 OS
2.ISO/IEC15408
3.ISO/IEC15408
16 20 3
0s 2 10
17 CCRA 0S72 35 108

104
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ISO/IEC15408

18
20 3 27 IPA
19 11 7 19 ( 2007) IPA
IT
CCRA ICCC
CCRA
CC Ver.3.1 Revision2
CCDB'®®/ES™® 4 17 19
CCMB'™® ¢ ) 4 23 27
< >
CCDB/ES/MC'™ ¢ ) 9 19 24
ICCC'"?2007 19 9 25 9 27
CCRA
168 cCDB Common Criteria Development Board CC CCRA CCRA

169

170

171

172

MC ES CCDB CCMB

ES Executive Subcommittee CCRA

CCMB: Common Criteria Maintenance Board CCDB
MC:Management Committee CCRA
ICCC:International Common Criteria Conference

105




(JCMVP)

S JCMVP
JCMVP
19 4 1 JCMVP 3
2 3
174
IPA
19 12 IPA 12
19 8 22 36
19 11 9 44
20 2 20 50
JCMVP
DSA175
CMAC!"™® CcCcMY”’
NIST!® SP800 179
SP800-90
CRYPTREC

178 JCMVP:Japan Cryptographic Module Validation Program

174

7% DSA Digital Signature Algorithm

176 CMAC Cipher-based Message Authentication Code

17 CCM Counter with CBC-MAC
CBC-MAC

National Security Agency)

CBC-MAC:Chipher Block Chaining Message Authentication Code CBC

17 NIST National Institute of Standards and Technology

7% SP800 Special Publications 800 Series
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ISO/IEC 24759 FDIS0

JIS FDIS JIS
ISO/IEC 19790
FIPS140-3 1st 53 NIST
NIST
AIST*
SASEBO'#
20 1 18 Cryptography Research
100
IC LSI LSI
—_ ISO/IEC
SC27
CRYPTREC™® 25
19
180 EDIS Final Draft International Standard
81 AIST Advanced Industrial Science and Technology
82 SASEBO Side-chanel Attack Standard Evaluation Board(FPGA
INSTAC-32 INSTAC-32
INSTAC-8/-32 ()
INSTAC) 8bitMPU
32bitMPU 2 INSTAC-32

18 CRYPTREC Cryptography Research and Evaluation Committees
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25

NIST
20
NIST SHA-3
NISC
NISC
NISC
NICT8 NISC
NIST (SP800)
NIST SP800
ISO/IEC SC27
ISO/IEC JTC1 SC27 WG2
( )
185 186
SC27/WG3 19 10 FCD 24759

18 NICT National Institute of Information and Communications Technology
185 Entity.

186
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NationalBody JISC
ISO/IEC 19790
5 Defect Report

INSTAC®") FIPS 140-3
NIST
NIST!®8
NIST
19 11
FIPS'®°140-3
FIPS140-3 DTR™
SHA-3)
FIPS140-3 DTR
CRYPTO EUROCRYPT  ASIACRYPT 17
19 12 12 IPA 80 12 13 IPA
IPA

IPA
11

UQC(Updating Quantum Cryptography)2007
AIST™  NICT 19 10 1 3 3

187

188

189

190

191

INSTAC Information Technology Research and Standardization Center ( )

NIST National Institute of Standards and Technology
FIPS: Federal Information Processing Standards. NIST

DTR Derived Test Requirements
AIST Advanced Industrial Science and Technology

109




uQC2007 80

NIST

I-4(International Information Integrity Institute) Tokyo Regional Meeting IPA
2007 10
AVAR Association of anti Virus Asia Researchers) "Zero-Hour-Analysis System"
IPA AVAR Directors' Meeting AVAR

KISA:Korea Information Security Agency

19 6 1 KISA:Korea Information Security Agency
19 6 19 2
IPA
19 2 19 6 10
KISA 6
KISA
19
2
19
6
3
19
10
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GBDe Global Business Dialogue on Electronic Commerce
GBDe
Cyber Security Issue Group

19

Fraunhofer SIT

IT
(NIST)
(NIST)
NIST
20 3
Asian IT Security Evaluation and Certification(AISEC) Forum
20
IT
SaaS
SaaS
SaaS SLA
20 1
IT
IPA 20
20 3 2,916
1 68 3
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20 7
19 4 APOP
IT
19 7
IT 20 4
IT
2008 IT
IT
20 5
2
RFID'* 19 11
Light-weight anonymus signature
Blind Signature
RFID authentication
SCI1S™2008(2008 20 1 )
194 "On the Definitions of Anonymity for Ring Signatures"
EA2008 1

%2 RFID Radio Frequency Identification
198 SCIS Symposium on Cryptography and Information Security
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(NTT)
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8,000
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19 5 90 IT
20
20
1 19 10 25
2 20 1 9
3 20 1 31
JASA®® JIPDEC!®® JABYY
19 12 19 7

17 8 13,144
20

1% JASA Japan Information Security Audit Association NPO
1% JIPDEC Japan Information Processing Development Corporation
197 JAB The Japan Accreditation Board for Conformity Assessment

115



19 4
16 76,902
5,000 20 3
KISA
Web
( 19 6 2
RSSlQS
20 7
5
70
NIST SP800
NRI
19 4 IPA Web
20 3 25

1% RSS Rich Site Summary
1% FIPS  Federal Information Processing Standards
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19

NIST

37

(

)



EPM 200

EPM
60 65
20 7
2 000
19 12 3 2,082
33
C/C++
C 18 5 IPA
4
19 10
C/C++
20 2
20
SEC JIS
C 20 JIS
JIS
JIS
200 EPM Emperical Project Monitoring Tool
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19 5

20 3
5,157 1 23
SEC
SLCp?®
ISO/IEC12207 JIS
2007
ISO/IEC
ISO/IEC12207
20

201

18 6
IPA

202

)
203 S| CP Software Life Cycle Process
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2007 CIO
CIO SEC
2007
ESxR?%*
C ESCR?*®
ESPR?%
ESMR?"’
ETSS2%®
ESQR209
SEC
JasPar?l®
ESMR ESPR
ESCR
EPM ETSS

204 ESxR Embedded System development eXemplar Reference ESCR ESPR ESMR

205

ESCR Embedded System development Coding Reference

26 ESPR Embedded System development Process Reference

27 ESMR Embedded System project Management Reference

208 ETSS Embedded Technology Skill Standards
29 ESQR Embedded System Quality assurance Reference

210 JasPar Japan Automotive Software Platform Architecture
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ETSS

JasPar
ETSS
ETSS
ETSS
IESE?!! QIP?2
CoBRA 2B IESE
Automotive SPICE?*
SPICE
CMU/SEI?®
CMMI?161.2
KIPA2Y! 19 6 26
SIpAZi8

211 |ESE Institute for Experimental Software Engineering

22 QIP Quality Improvement Paradigm
23 CoBRA  Cost Estimation, Benchmarking, and Risk Assessment

214 Automotive SPICE Automotive Software Process Improvement and Capability dEtermination
215 CMU/SEI Carnegie Mellon University, Software Engineering Institute

216 CMMI Capability Maturity Model® Integration

217 KIPA Korea IT Industry Promotion Agency
28 SIPA Software Industry Promotion Agency
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QUATIC2007%° ( 19 9 14 :
) ESEM2007%° (19 9 21 : ) Mensura2007%*
19 11 5 8

QUATIC2007

SEC Software Engineering Best Practice Day
SEC

827

(SEC)

19 4 1

SEC

SEC

219 QUATIC2007 6" International Conference on the Quality of Information and Communications Technology
220 ESEM2007:In Proceedings of the 15 International Symposium on Empirical Software Engineering and
Measurement

22 Mensura2007 International Conference on Software Process and Product Measurement
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ISO International Organization for Specification
FDIS Final Draft International Standard

EPM Empirical Project Monitor

JasPar Japan Automotive Software Platform Architecture
JISA Japan Information Technology Services Industry Association
ITA Information Technology Alliance
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224
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IPA 2007 SEC

SEC

19 10 30

SEC 277

SEC journal
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19 11 14 15
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SEC
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JASA IPA

19 6 6 7

4,823
SEC 143

SEC

SEC
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19 5 16 18
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SEC 3,345
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231 JASA Japan Embedded Systems Technology Association
232 SODEC Software Development Expo & Conference
233 ESEC Embedded Systems Expo & Conference
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1 | SEC 6 699
2 16 544
3 5 267
4 2 266
5 3 251
6 2007 1 199
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6 5 7 24 10 16 20 1 22 4
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2007 SEC
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QUATIC2007°% 19 SEC IESE
9 14 Lessons Learned and Results from
Applying Data-Driven Cost Estimation
to Industrial Data Sets
ESEM20077° 19 2
9 21
Mensura2007%° 19 1
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