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xinetd telnet  ftp
*
* xinetd
* xinetd
* telnet ftp

/
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1)

CPU

CPU

2) xinetd

inetd
xinetd
xinetd

syslog

3) xinetd

xinetd /etc/xinetd.confg /etc/xinetd.d/
/etc/xinetd.conf xinetd
/etc/xinetd.d/

inetd

service ( default )

{
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Linux Squid

* Squid
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2) Squid

Squid

Squid

* httpd
Squid

4) Squid
Squid

1 HTTP

Web
Web Squid

Web Squid Web

Web
Web

/etc/squid/squid.conf

Web
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NTP LDAP NIS Netatalk
NFS

* NTP
* NTP

* LDAP NIS Netatalk
* LDAP

* NIS hosts

*

Netatalk  Linux Macintosh
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=
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NTP
NTP Network

Time Protcol
NTP
NTP ntp ntpd
NNTP Network News Transfer Protocol
INN InterNetNews inn inews 2
innd
LDAP
LDAP Lightweight Directory Access Protocol ID
LDAP
LDAP OpenLDAP openldap-server openldap-clients
NIS
NIS Network Information Service
NIS
NIS ypserv yppasswdd ypxfrd
Netatalk
Netatalk  Linux  AppleTalk Network Netatalk
Linux  Mac OS

Mac OS Linux

Netatalk atak
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Netfilter  iptables
*
* (/etc/sysconfig/static-routes)
route
*
* Netfileter iptables iptables
/etc/sysconfig/iptables
192.168.0.10 PREROUTING
192.168.0.0

eth0: 192.168.0.1

A

192.168.0.0—192.168.0.1
192.168.0.10—192.168.0.1

add —net 192.168.1.0 255.255.255.0 ethl
add —host 192.168.1.10 ethl

¥t

eth1: 192.168.1.1

192.168.1.0

192.168.1.10

.

INPUT

R
J —

FORWARD

A 4 1 4

OUTPUT

- O

POSTROUTING

[1-9-4.




1)

2)
route
*
/ etc/sysconfig/static-routes
any net 192.168.0.0 netmask 255.255.255.0 gw 192.168.0.1
any host 192.168.0.10 gw 192.168.0.1
* route
# route add -net 192.168.1.0 255.255.255.0 ethl
# route add -host 192.168.1.10 ethl
3)
5)
Linux Netfilter iptables
Netfilter PREROUTING FORWARD INOUT OUTPUT POSTROUTING
Netfilter

iptables
/etc/sysconfig/iptables
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DNS
DNS

PPPOE

TCP Wrapper
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1)

ISP DNS
2)
*
IP
*
DeMilitarized Zone
PPPoE
1
3)
* DNS
DNS
DNS
*
*
SSL

PPPOE

DMZ

DMz IP

DNS DNS

TCP Wrapper

ISP

DMZ

SSH
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1)

3)

5)

6)

crontab
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syslog
logwatch logrotate swatch
*
syslog
* syslog syslogd syslog.conf
* yslog logwatch
* syslog cron logrotate

-
Ul
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syslog
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syslog
logwatch logrotate

2) syslog
syslog

syslog  Linux
/etc/syslog.conf

< > < > < >

*

syslog

auth cron daemonm user
*

emerg crit err warning
*

syslog  UDP
3) logwatch
logwatch
logwatch
cron

4) logrotate

cron

logrotate
logrotate
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Linux
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Linux

Linux

chkconfig

SNMP

/etc/login.defs

9- 17

MRTG

service
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11-9-9.
Linux
Linux tcp_wrappers xinetd

* Linux rc rc

*

* (xinetd)

* TCP Wrapper

TCP Wrapper

TCP Wrapper

-
L

Xl
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2)
Linux
*
*
3)
Linux
4)

(xinetd)

init
rc

service

5) TCP Wrapper

Wrapper

TCP Wrapper

FTP

chkconfig

WWW

TCP
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(O] (O] Trusted Solaris
SELinux LIDS
* 0OsS
0OsS
* 0os 0os
* (O] Trusted Solaris SELinux
* Trusted Solaris
Trusted OS (O]
* SELinux NSA Linux
Linux

Corwx | r-x | r—x | ]
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1) oS

Linux
oS oS
*
Linux
3
oS
*
Linux root
OS root

2) Trusted Solaris

Trusted Solaris
Trusted OS

* MLS Multi-Level Security

(O8]

* RBAC Role-Based Access Control

3) SELinux

SELinux NSA
Linux
oS

* Type Enforcement

(ON)

root

root

Linux

RBAC



