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Preface

Web Application Firewall (WAF) is one of the security measures to protect web applications
from the attacks that try to exploit the vulnerabilites in web applications.
Information -technology Promotion Agency (IPA) has prepared this guide to help website
operator s understand what the WAF is, what it can do and how to introduce it.

IPA hopes this guide will help website  operator s protect their web applications with a WAF.

Intended Readers

This guide is intended for the website operators who are considering the possibility of
introduc ing a WAF.

In this guide, a website operator means an entity or individual that  has and operates a
website. For example, the website operator of http://www.ipa.go.jp/ is IPA.

Organization of the Guide

This guide is composed of 5 chapters and 2 appendixes.

Chapter 1, "Web Application V ulnerability Countermeasures with WAF, " presents the
current situation of attacks against Web applications and vulnerability that IPA analyzed
from its activities and the approaches by some security organizations.

Chapter 2, "WAF Overview, " explains about WAF. T he purpose of this chapter is to help the
website operator s understand what the WAF is.

Chapter 3, "WAF Specifics, " gives the details on the WAF. The purpose of this chapter is to
help the website operators understand the features of the WAF and the points when using
those features.

Chapter 4, "WAF Introduction ," shows the points to be considered through each of three
phases of the WAF introduction: decision of i ntroduction , introduction and operation.

Chapter 5, OWAF Introduction Case Study at IPA 6presents a case study of introduc ing and
operati ng an open source WAF dModSecurity 6at IPA, and shows what IPA actually considered
and did through each phase of dadecision of introduction ¢ dintroduction 6 and doperation 6. By
reading Chapter 5 together with Chapter 4  OWAF Introduction ¢, IPA hopes that the readers
will understand the important points in introduc ing a WAF.

Appendix A, "Open Source Software WAF, " gives the introduction case study of ModSecurity
and WebKnight .

Appendix B, "Commercial WAF, " provide s the commercial WAF produc ts of the vendors that

contributed to this guide.


http://www.ipa.go.jp/

Caution on the Use of the Guide

This guide provides the information on the general features, behaviors and issues of the
WAF. Some WAF products may behave differently from what is shown in this guide.

What & New inthe 2 " Edition

In the 2 nd edition, Ch apter 4 AWAF Introduction 6 has been expanded, and a case study of
introduc ing an open source WAF dModSecurity 6 at IPA is added as Chapter 5, OWNAF
Introduction Case Study at IPA & Reading Chapter 4 and 5 together will help the readers
understand from introduction to operation of WAF in detail.

Other contents such as those in Section 2.4 dSituations Where WAF is Effective 6 and the
ModSecurity case study in Appendix A are also revised.



1. Web Application Vulnerability

Countermeasures with WAF

This chapter introduces the current situation of attacks against web applications and
vulnerability countermeasures that IPA analyzed from its activities and  the approaches by

some security organizations.

1.1. WAF: Mitigate the Impact of Attacks

WAF is one of the security measures to protect web applications from attacks that try to
exploit the vulnerabilities i web applications. WAF is an operational security measure that
mitigates the impact of attacks, not a fundamental solution that eliminates t he vulnerability
in web application implementation.

| PA offers the guidelines for the application developers to help  eliminat e the vulnerabilities
in web applications, such as "How to Secure Your Web Site "1, and "Secure Programming
Course"2. Still, the att acks that exploit the vulnerabilities in web applications show no sign of
end, and as seen through the Information Security Early Warning Partnership 3, it is not that
easy for the website operators to quickly fix the vulnerability in their website for vari ous
reasons. Under this circumstance , the WAF can be an effective security measure to protect

web applications.

1 http://lwww.ipa.go.jp/security/vuln/websecurity.html (Japanese)
2 http://lwww.ipa.go.jp/security/awareness/vendor/programmingv2/index.html (Japanese)
3 http://lwww.ipa.go.jp/security/ciadr/partnership_guide.html (Japanese)
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1.2. Current Situation of Attacks against Web Applications
and Vulnerability Countermeasures

This section introduces the current situation of attac ks against web applications and

vulnerability countermeasures for websites that IPA analyzed from its activities.

1.2.1. Attacks against JVN iPedia

IPA analyzed access log of JVN iPedia 4, a database of vulnerability countermeasure
information operated by IPA and JPCERT Coordination Center, with a website attack
detection tool iLogScanner 5. Between January 2009 and December 2010, 12,194 transaction s
that seemed to be an attack were detected ( Figure 1-1).

Number of Attacks That Seemed to Have Targeted JVN iPedia Website

Website Analyzed: JVN iPedia (Vulnerability Countermeasure Information Website)
Analyzed Access Log : From January 2009 to December 2010

Accesses That Seemed Attacks: 12,194 Attacks That Might Have Succeeded: 0
OOthers (attacks to bypass IDS)

Cases 1 @mOs Command Injection 2450
3500 - DCross—Slte Scripting ,
ODirectory Traversal
3,000 A BSQL Injection
2,500 -
1.805 1,985
2,000 - B L er
3,259 !

1,500 A

’ 1,063

974 622 o 865

1,000

500

2009 1Q 20092Q 20093Q 20094Q 20101Q 20102Q 20103Q 2010 4Q

Figurel-1 Number of Attacks against JVN iPedia between Ja20@®and December 2010

Because the websites operated by businesses and organiza tion are open to the public on the
Internet, the transactions from the Internet to their website cannot be blocked by firewall. In
recent years, information leak of personal information through the website of big companies
has been often covered in news me dia. The target of the attacks against websites, however, is
not limited to those of big companies. As shown in  Figure 1-1, any website on the Interne t can
be attacked anytime. Regardless of the size of the company, all websites are potentially
exposed to attacks.

4 A database of vulnerability counte rmeasure information collected on software products , such as operating
systems, applications, libraries and embedded systems, used in Japan.
http://jvndb.jvn.jp/ en/
5 http://lwww.ipa.go.jp/security/vuln/iLogScanner/index.html (Japanese)
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1.2.2. Vulnerability Countermeasure through Information Security
Early Warning Partnership

The total number of vulnerabilities reported through the Information Security Early
Warning Partnership, a vulnerability  -related information distribution ~ framework , is 5,338 as
of the 4t quarter of 2010 (October & December)é (Figure 1-2).

Quarterly —= Software Product —1Website
# of Cases «=@== Software Product (Total) Website (Total) 5,218 5,291 5,338 Toul
1,400 4,701.4,882-4959 5,098 { 5,000
1,200 4,315
1,000 3,514 { 4,000
800 { 3,000
600 2,084 10 [801
1,575 9 -4 2,000
400 -1('5327 7 801 ol1 | 954, 993 1,017 1,049 1,083 1,125 1,145
{ 1,000

10 2Q 3Q 4Q 1Q 2Q 3Q 4Q 1Q 2Q 3Q 4Q
2008 2009 2010

Figurel-2 Quarterly Shift of MinerabilityRelated Information Reported (as of 4Q of 2010)

Information Security Early Warning Partnership requests the website operators to
eliminate the vulnerability reported. H  owever, not all website operators can take actions
immediately. For about 53% of reported vulnerabilities, it took more than 31 days to fix the
vulnerability ( marked with red -box in Figure 1-3). Fact is that it takes a long time to fix

vulnerability even though it is a critical one like SQL injection vulnerability for various

reasons.
O Other (279)
500 11 O Directory Traversdb0)
B File Disclosurg89)
+ B HTTP Response Splitti(ay) E—
400 B DNS Configuratiorirror (517)
1] DO SQL Injectiof550) -
300 || @ cross Site Scripting (1753) i %
200 | _E [
100 T == 200w | || | B
Cases ' ' ' ' ' ' ' ! ' ' ' ' '
0 1 2 3 4 6 11 21 3191 51201 301
Days ~5 ~10 ~20 ~30 ~50 ~300 ~—300

Figurel-3 Number of Days It Tok to Fix Website (as of 4Q 2010

6 http://lwww.ipa.go. jp/security/vuln/report/vuln20 10g4.html (Japanese)
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1.3. Approach to the Use of WAF

This section introduces the approaches to the use of the WA F by some security

organizations.

1.3.1. KISA

KISA (Korea Internet & Security Agency )7 introduces open source software WAF on its

website. Currently, 2 WAF 8 are listed.
oModSecurity @ by Trustwave

. OWebKnight ¢°© by AQTRONIX

KISA promotes the use of the WAF by making the download of those WAF software
available on its website instead of just linking to the original provider & website. KISA also
offers the introduction guides, setup guides and Q&A, as well as the information on  seminars.

In addition to introducin g open source software WAF, KISA offers a web application
security enhance tool "CASTLE "1 and a WebShell12 detection tool ANVHISTL 62 as well 14,

1.3.2. OWASP

OWASP (Open Web Application Security Project )5 is working on "OWASP Best Practices:
Use of Web Application Fi rewalls "6 and JOWASP ModSecurity Core Rule Set Project @7 as its
projects.

The OWASP Best Practices: Use of Web Application Firewalls project documents and
publishes the information about the WAF, such as whether a WAF can prevent various
attacking techniqu es, the merit and demerit , and selection criteria when introducing a WAF.
The latest version as of the release of this guide (2 nd Edition) is the Version 1.0.5 published in
March 2008.

The OWASP ModSecurity Core Rule Set Project develops and releases the rules for anomaly
detection called dCore Rule Set6 used for the open source WAF dViodSecurity 6. The project
explains that the Core Rule Set is general -purpose and focuses on the strings included in
attacks. The latest version of the Co re Rule Set as of the release of this guide (2 nd Edition) is
the Version 2.1.2.

7 http://lwww.kisa.or.kr/  (Korean)

8 This guide also presents the installa tion casestudy of ModSecurity and WebKnightin" Appendix A. Open
Source Software WAF ."

9 http://www.modsecurity.org/

10 http://www.aqtronix.com/?PagelD=99

11 http://toolbox.krcert.or.k/MMVF/MMVFView_V.aspx?MENU_CODE=7&PAGE_NUMBER=16 (Korean)
12 WebShell is a backdoor program thati s maliciously uploaded to the Web server.
13 http://toolbox.krcert.or.ki/MMVF/MMVFView_V.aspx?MENU_CODE=6&PAGE_NUMBER=15 (Korean)

14 To use WHISTLE, it is required to apply to KISA.
15 http://www.owasp.org/
16 http://www.owasp.org/index.php/Category:OWASP_Best _Practices:_Use_of Web_Application_Firewalls
17 http://www.owasp.org/index.php/Category:OWASP_ModSecurity_Core_Rule_Set_Project
7



1.3.3. WASC

WASC (Web Application Security Consortium )18 is working on WAFEC (Web Application
Firewall Evaluation Criteria )19 as one of its projects. WASC develops the WAFEC aiming to
establish a versatile evaluation standard of the WAF. WASC explains the reason as to why
WASC has tasked itself with development the standard that it is difficult to develop an
evaluation standard of the WAF even for the experts, and therefore too much for an individual
WAF developer to compare various WAFs to develop a standard. The latest version of WAFEC
as of the release of this guide (2 nd Edition) is the Version 1.0 published in January 16, 200 6.

1.3.4. PCISSC

PCI SSC (Payment Card Industry Security Standards Council )20 has developed PCI-DSS
(Payment Card Industry Data Security Standard) 21, an international security standard for
the payment card industry required for the member stores and merchants who process the
payment card data.

PCI-DSS is a security standard that requires the implementation of concrete information
security measures. The requirement 6.6 in the PClI -DSS says "For public -facing web
applications, address new threats and vulnerabilities 0  n an ongoing basis and ensure these
applications are protected against known attacks by esther of the following methods. "

. Reviewing public -facing web applications via manual or automated application
vulnerability security assessment tools or methods, at le ast annually and after any
changes
. Installing a web -application firewall in front of public  -facing web applications

This requirement & compliance level was "recommended" in the Version 1.1 that was valid
until June 30, 2006. It became ‘"required" in the Ver sion 1.2 released in July 2008. PCI -DSS
has been updated several times since its initial release in December 2004. The latest version

as of the release of this guide (2 nd Edition) is the Version 2.0.

18 http://www.webappsec.org/

19 http://projects.webappsec.org/Web -Application -Firewall -Evaluation -Criteria
20 https://www.pcisecuritystandards.org/

21 https://www.pcisecuritystandards.org/security_standards/pci_dss.shtml
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2. WAF Overview

This chapter explains how the WAF works, the difference between the WAF and firewall

(FW) or Intrusion Prevention System (IPS), the types of  the WAF, and the situation s where
the WAF is effective.

2.1. What WAF Is

The WAF is hardware or software that protects web applications from atta cks that exploit
the vulnerabilities in web applications. The WAF is a security measure that mitigates the
impact of attacks, not a fundamental solution that eliminates the vulnerability in web
application implementation.

The WAF mechanically inspects the trans action s between a website and its users based on
the WAF rules created by the website operator (Figure 2-1). By using a WAF, the following
benefits are expected:

. Protect web applic ations from attacks that try to exploit vulnerabilities.

. Detect attacks that try to exploit vulnerabilities.

. Protect multiple web applications from attacks.
P

Viewing Website

v

Attack exploiting |:
the vulnerabilities

@ in Web applications
& CEEEER ™

Attacker

Web Applications
Website

Web Application Firewall
(WAF)

Figure2-1 WAF Behavior(Image)

In addition, by defining a rule that will detect distinctive personal information (such as a
credit card number) to the rules, the WAF can be used to prevent the personal information
from being transmitted to an attacker.



Becausethe WAF does thisfiltering mechanicallybased on the rulesometimes filtering errermay
occur where a resultingudgmentis different from the one a person may mdker. this, it is possible
that a malicious transaction , such as an attack that tries to exploit the vulnerability, could be
let through or a legitimate user® access to the website may be blocked (for details, see 3.3
Points to Remember with WAF Features §. When considering introduction the WAF, these

points must be paid attention to.

2.2. Difference between WAF and FW & WAF and IPS

Thi s section explains the dif ference between the WAF and FW, and the WAF and IPS.

2.2.1. WAF and FW

With a word direwall ¢in its name, the WAF may sound like a kind of a firewall, but the
WAF is different from firewall.

The FW is software or hardware that enforces access control based on the source and
destination information (such as IP address and ports) in packets. By using the FW, it is
possible to put restrictions on the transactions with the services running on the server. For
example, the website operator can limit the access to the organization & internal file sharing
service to from the one that is originated within the organization and prohibit the access over
the Internet. By limiting the access to the services unnecessary to be open to the public, it is
possible to prevent unauthorized access to those services.

The website of the businesses and organizations meant to be published on the Internet
cannot limit the access to the website over the Internet. Thus, the FW may not prevent an
attack that exploi ts the vulnerabilities in web applications ( Figure 2-2).

On the other hand, the WAF can inspect the content of the packet to the web applications
the FW cannot enforce the control. For example, by having a WAF rule that detects the
characteristics of the SQL injection attack which tries to remotely manipulate the database, it

is possible to block that offensive packet.

10



Viewing Website

Attack exploiting
the vulnerabilities
in Web applications
@ geeeee
& Attack targeting
other services

Attacker 22QQ2Q®

Web Applications

Web Application

Firewall (WAF) Other Services

Website

Firewall (FW)

Figure2-2 Difference betweeRW andWAF

2.2.2. WAF and IPS

The WAF and the IPS both inspect the content of the transaction s based on the rules.

The IPS is software or hardware that inspects the  transactions to the various devices based
on the rules that the operator has defined. In general, the IPS prevents various types of
attacks (such as the ones that exploit the vulnerabilities in the OS and attacks against file
sharing services)( Figure 2-3). The IPS blocks the attacks by inspecting the transactions using
a blacklist 22, which is a list of the rules that have defined the detail of attack patterns and
techniques.

On the other hand, the WAF is software or hardware that inspects the transactions to the
web applications based on the rules that the operator has defined. While the IPS can prevent
the attacks against various devices, the WAF can prevent only the attacks against web
applications ( Figure 2-4). The WAF is specialized to protect web applications and it can
inspect the transactions using not only a blacklist, but also a whitelist, which is a list of the

rules that has defined the characteristics of the legitimate transactions .

22 For more information on a blacklist and whitelist, see" 3.2 WAF Features."
11
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2.3. Types of WAF

This section explains the type of WAF from the aspect of licensing and the form of the

provision.

From the aspect of licensing, there are 2 types of the WAF: commercial WAF products and
open source WAF software. When using a WAF, the initial cost and opera tional cost are
required. Those costs are different for the commercial ones and open source software ones.

From the aspect of the form of the provision, there are 3 types of WAF: those that are

provided as a specialized equipment , as a software, and as a service.

It is important to understand the advantages and disadvantages of each type of WAF and
select an appropriate one.

13



2.3.1. Types of WAF from the aspect of Licensing

® Commercial WAF Products

A commercial WAF product (hereafter referred to as  ccommercial WAF Q) is a WAF product
the business vendors sell and provide . The commercial WAFs have the following
characteristics in common.

One can use it by paying for it to the seller or provider .

The website operator can use a support service available from the seller or provider for

the operation 23,

The manuals are well prepared , thus the operator can obtain the information about the
WAF when needed.

® Open Source WAF Software

An open source WAF software (hereafter referred to as  dopen source WAFQ) is a WAF that
can be used freely as long as following the open source license. The open source WAFs have

the following characteristics in common.

Anyone can use freely as long as following the open source license .

Since a support service may not be avail able from the provider , the website operator
needs to operate and maintain the WAF. If the  operator may not have a good knowledge

of the WAF, the operational cost may rise.

The manuals are often scarce, thus the operator is required to have a good knowledge
of the WAF.

2.3.2. Types of WAF from the Aspect of the Form of the Provision

The form of the provision is different for the commercial WAF and open source WAF ( Figure
2-5). The commercial WAF 24 is available not only as software but also as a specialized
equipment and a service. On the other hand, the open source WAF is offered as software on

the Internet 25,

Depending on the form of the provision, where to deploy a WAF changes. F or more

information, see 3.1 WAF Deployment ".

23 |t is possible to outsource the operation of the commercial WAF.

24 Some commercial WAFs are introduced in the " Appendix B. Commercial WAF o

25 Some open source WAFs are introduced in the " Appendix A. Open Source Software WAF ".
14
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Figure2-5 Form of the Provision for Commercial A% and Open 8Surce WAF

2.4. Situations Where WAF is Effective

This section explains in what situations the use of the WAF is effective to prevent the
damage induced by attacks that exploit vulnerability in web applications.

As a website operator, to prevent attacks that exploit vulnerability in web applications, it is
important to make sure that  all the necessary counter measures for the known vulnerabilities
are implemented in the first place  and to eliminate vulnerability promptly when a new one is
found. Howe ver, sometimes it may be difficult to take a fundamental countermeasure and
eliminate vulnerability for various r  easons. In another case, a website operator may want to
prevent attacks against web application s which he or she cannot manage directly . In these
cases,the WAF may be effective.

The Figure 2-6 shows the situations where introduc ing the WAF is effective from the
viewpoint of proactive measure and incident response measure. A proactive measure will
reduce the occurrence of a security incident that exploits vulnerability in web applications.

On the other hand, a n incident response measure will reduce the damage of a security
incident to the minimum, should it happen, and allow a faster recovery.

In what follows, each case of (a) (b) (c) in Figure 2-6 is explained.

Proactive Measures Incident Response
_ . Measures
(a: (b): (c):
Wants to Prevent Attacks Is difficult to fix the vulnerabilityy ~ ISNecessary tdreventthe
against Web Applications *(b)-1 or (b)2 Attacks against Web
Unable to Manage Directly Application Immediately

Figure2-6 Situations Wher&VAF is Effective
15



(@) When the Website Operator Wantsto Prevent Attacks against Web
Applications  Unableto Manage Directly

There is a case where a website operator wants to implement the same security measures
against attacks that exploit vulnerability in the web applications whose developer and
operator varies . It applies for a website operator who is in a position to use and manage
various web applications developed by different developers , for example, a website operator of
a major business that has a number of subsidiaries in different areas or a website operator of

a business that offers server hosting services .

(b) -1 When It Is Difficult to Have the Developer Fix Vulnerability in the
Web Application

When vulnerability is found ina  web application, sometimes it may be difficult to have the
applicat ion developer directly fix vulnerability in the web application.

When a business or organization decides to develop a web application, it may outsource the
application development to an outside company. When a vulnerability is found in the  web
application, there might be a case where having the company that developed the application
fix the vulnerability is difficult ( e.g. the company is no longer in the software development
business).

It is possible to have some other company fix the vulnerabil ity in the application, but the

cost could be much higher and over budget, making the modification infeasible.

(b)-2 When Vulnerability Is Found in the License -Protected Web
Application

When a website is created with a commercial product or open source software, it may be
difficult to be actively involved with and make sure of the modification of the product or
software .

In recent years, web applications, such as Wiki and Blog applications, are available both as
commercial and open source software, enabling anyone to use a web application without
developing it oneself.

When vulnerability is found in  the commercial products, itis up to the software developers
whether and when to fix them and provide a fixed version or security patch. If the support
period for a software product is already over, it could be possible that the vulnerability is left
asitis.

As for open source software, the user organization can confirm the vulnerability and modify
the software if the organization has the capability . If the organization does not have an

in-house capability, it may have no choice but leave the vulnerability unfixed.

16



(c) When It Is Necessary to Prevent the Attacks against Web
Application  Immediately

When a web application has vulnerability and is attacked by e  xploiting the vulnerability, it
could inflict the damage to the website.

When noticing the damage caused by attacks , it is critical to act immediately to stop the
damage from spreading. To do so, sometimes it is necessary to stop the web service to
investi gate the cause and damage or to fix the problem. For the companies that rely on the
Internet for their business, however, the longer the website is shut down, the bigger the loss of
business opportunity is and it may pose a big impact on their business con  tinuity. From the
aspect of business continuity, there is a case where taking time to fix vulnerability is
infeasible.

17



3. WAF Specifics

This chapter explains where to deploy a WAF, the WAF features and the points to
remember with those features.

3.1. WAF Deployment

When deploying a WAF, there are 2 possible locations: on the network and on the web server.
When considering where to deploy the WAF, it is important to take into account the
configuration and availability of the website, and the WAF characteri stics that differ
depending on the deployment location.

The detail ed deployment method is out of the scope of this guide since it differs depending
on each commercial and open source WAF . Contact the WAF vendor as needed.

3.1.1. Deployment Location: On Network

When deploying a WAF on the network ( hereinafter referred to as dnetwork -based WAF26¢),
it located on the path between the users and the website, and inspects the HTTP (as well as
HTTPS) transactions ( Figure 3-1). A network -based WAF can be a specialized hardware or a

server that is installed with WAF software.

s N

WAFDeployed ‘
on the Network
IN

et

Wen Application

Figure3-1 NetworkBased WAF (Image)

POINT
I%A network -based WAF can be deployed not only on the website but also outside the

website such as at another business site. The website operator can also use a

commercial WAF service provided by some businesses.

26 A0 n et wasekWAFdis a coined word used in this guide for convenience and not an established term.
18



A network -based WAF has the following chara cteristics.

Its operation does not depend on the operational environment of the web server.

Its operation does not depend on the number of the web servers that constitute the
website.

When deploying a WAF to the existing website, the reconfiguration of the network is
required.

If the WAF supports the HTTPS, iti s possible to inspect the HTTPS , too.

By using the WAF, it is possible that the  availability of the website may decrease.

In addition to the m, the commercial WAF service has the following characteri  stics.

The website operator does not have to deploy a WAF on its own network.

5

Compared to deploying a WAF on its own network, the impact to its web server or

5

network configuration is small.

3.1.2. Deployment Location On Web Server

When deploying WAF on the web server (hereinafter referred to as Cserver-based WAF27¢),
the WAF inspects the HTTP transactions between the users and the website when the web
server receives and sends the packets ( Figure 3-2). In general, a server -based WAF is often

provided as software and works part of the web server.

-

WAFInstalled on
the Web Server

et

Web Application

Figure3-2 ServeBased WAF (Image)

A server-based WAF has the following characteristic  s.

Its operation depends on the operation environment of the web server.

It needs to be deploy ed to all web servers that constitute the website.

There is no need to reconfigure the network when deploying a WAF to the existing
website.

Since the HTTPS packets are processed (encrypted and decrypted) on the web server,
the HTTPS transactions can be inspected even if the WAF does not support HTTPS.

By using the WAF, it is possible that the performance of the web server may decrease.

27 A oserver-based WAF6is a coined word used locally in this guide for convenience and n ot an established
term. It is also known as a ¢host-based WAF&
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3.2. WAF Features

The WAF protects the web applications from the attacks that try to exploit the
vulnerabilities in the web applications using the various features in combination ( Figure 3-3).
A WAF has 2 levels of features: the dbasic features"” that all WAFs have and the dadvanced
features " that are uniquel y implemented in each WAF to supplement the  dbasic features 284

In this section, many HTTP terms are presented in the course of explaining the WAF
features. Here, the HTTP terms defined in RFC 2616 2° are used.

HTTP
Connection Validity
Checking Function

Inspection d Processing
Function Function

HTTP
Connection Validity

Checking Function

Processing Inspection
Function Function

. Management
Log Function Function
Web Applications
\_----------------
User Website
Web Application Firewall
(WAF)
- J

Figure3-3 Overview oiNVAF Features

28 The terms, the "basic features " and the "advanced features, " are used locally in this guide for convenience
and not the established terms.
29 Hypertext Transfer Protocol -- HTTP/1.1

http://ww w.ietf.org/rfc/rfc2616.txt
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3.2.1. Basic Features

The WAF inspects the HTTP transactions between the users and the website mechanically.
When an HTTP transaction is deemed "malicious" , the WAF execute s a preset action. A
collection of these proceedings is the dasic features" of the WAF. The dasic features" include

the following:

The Inspection Function: inspect the HTTP  connections based on the WAF rules.
The Processing Function: execute the actions preset to process the HTTP  connections
detected in the inspection.

The Log Function: log the WAF behavior.

O Inspection Function

The dnspection function " is a function that inspects the HTTP request and HTTP response
30 based on the predefined rules. The inspection items for the HTTP request and HTTP

response include the following 31

E Inspection ltems for HTTP Request

The request line (method, URI, query string)
The header field (general -header field, request -header field, entity -header field)
The message body (POST data)

E Inspection Items for HTTP Response

The status line (status code)
The header field (response header filed)

The message body

There are 2 types of rules used by the dnspection feature " depending on the definition:

blacklist and whitelist.

30 The inspection of the HTTP response is performed to prevent the web server from responding to an
attacker with confidential or unnecessary information.
31 The inspection items differ depending on the WAF.
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E Blacklist

A blacklist is a list of the rules that defi  ne "unacceptable values and patterns " for the HTTP
transaction s. When the WAF inspects an HTTP transaction using the blacklist and if the
content of the transaction has a match with the values or patterns on the list, the WAF judges
and detects that the HTTP transaction is a malicious one 32.

In general, a blacklist def ines the characteristic values and patterns that are often used in
the attacks that try to exploit the vulnerabilities in web applications. By taking the blacklist
approach, the WAF can protect the web application from the known attacks. In other words,
th e blacklist -based inspection can detect only the attacks whose characteristics have already
known. To detect the latest attacks using the blacklist, the list needs to be kept updated as
soon as a hew attacking technique is reported.

E Whitelist

A whitelist i s a list of the rules that define "acceptable, permitted values and patterns " for
the HTTP transactions. When the WAF inspects an HTTP transaction using the whitelist and
if the content of the transaction does not match with the ® acceptable, permitted values or
patterns® on the list , the WAF judges and detects that the HTTP transaction is a malicious
oness,

In general, a whitelist defines the legitimate values and patterns for the parameters based
on the design of the web application. By taking the white list approach, the WAF can prevent
the web application from being fed with a value or the type of the value that the web
application developers do not anticipate. Since the whitelist -based inspection depends on the
design of the web application, a whitelis t needs to be created for each web application.

Since the WAF can limit its target of protection to the web application, it is possible to take

the whitelist approach.

Table 3-1 summarizes the advantages and disadvantages of the blacklist and whitelist. For

the points to remember with other WAF features, see @3.3 Points to Remember with WAF

Features @
Table 3-1 Advantages and Disadvantages of Blacklist and Whitelist
Blacklist Whitelist
Advantage The same blacklist can be used | Since it judges anything that does not
for all web applications. match with the legitimate values or

patterns as malicious, it can prevent
previously unknown attacks as well.

Disadvantage As soon as a new attacking | A whitelist needs to be created for each
technique is reported, the list web application.
needs to be updated.

32 1t may be also calle d "the negative security model " in some documents.
33 1t may be also called "the positive security model " in some documents.
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O Processing Function

The dprocessing function" is a function that executes the preset actions against the
malicious HTTP transactions detected by the dnspection function " or the HTTP connection
checking feature (as discussed hereinafter). There are 3 actions this function can take.

E Passing

Passing is an action where the WAF just lets through the HTTP transactions detected in
the inspection to the user or website. In general, this  action is set to assess the HTTP
transactions during the early stage of the WAF  introduction or to log the HTTP transactions
detected in the inspection.

E  Error Processing

Error processing is an action where the WAF generates and sends back an error response to
the user or website, on behalf of the original HTTP connection detected in the inspection
(Figure 3-4). In general, the WAF can create and send the error response with arbitrary
message.

4 )

Processing h
(Error Processing)

403 Forbidden

Access Denied
by WAF

Web Applications

Website

Web Application Firewall
(WAF)

Figure3-4 WAF Behavior (Error Processing)
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E Blocking

Blocking is an action where the WAF intentionally discards the malicious HTTP packets
detected in the inspection ( Figure 3-5). When the WAF breaks off a HTTP transaction, it may
return a HTTP response that tells the user or website that the connection has been lost or it

may not respond at all.

Ve

Processing
(Blocking)

Web Application Firewall
(WAF)

Figure3-5 WAF Behavior (Blocking)
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Some WAFs may have the following features as well.
E Rewr iting

Rewriting is an action where the WAF alters part of the content of the HTTP transaction
detected in the inspection and forward to the user or website ( Figure 3-6). This mode is used
to keep the HTTP connection open even if a suspicious character string is detected in the
HTTP transaction, for example, an offending HTTP request that contains a cross  -site

scripting (XSS) attack or SQL injection attac k, or an HTTP response that contains

confidential information or  unnecessary information.

4 N

Processing
(Rewriting)

® @ @ BHeader

o ©

Message
Bod

Header

Web Application Firewall
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Figure3-6 WAF Behavior (Rewriting)
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O Log Function

The log function is a function that records the malicious HTTP transactions detected by the
anspection function " and the behavior of the WAF (hereafter referred as  "log"). In general, the
WAF logs are stored as a file or in the database. There are 2 types  of logs depending on what
to log.

E Audit

The audit log records the malicious HTTP transactions detected by the  dnspection function "
and the actions taken against those HTTP transactions. The content of the audit log includes
the date and time of the detec tion, action taken, source IP address, destination URL, the field
of the packet that triggered the  detection (such as HTTP request header, HTTP messagebody)
and the WAF rule applied.

The audit log is used by the website operator to check up the malicious HTTP transactions
or to generate a WAF management report (as discussed hereinafter).

E Debug Log

The debug log records the behavior and error information of the WAF. The content of the
debug log includes the date and time of the occurrence, the behavioral information of the WAF
such as start up, stop/shutdown and change of the configuration settings and error
information.

The debug log is used by the website operator to check if everythin g is working okay with
the WAF.
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3.2.2. Advanced Features

In addition to the dbasic features, " there are the dadvanced features " uniquel y implemented
in each WAF 34, The advance features include the following.
The HTTP Connection Validity Checking F unction 35; check the validity of the HTTP
connection36,

The Management Function: improve the convenience to use the WAF.

® HTTP Connection Validity Checking Function

The HTTP connection validity checking function is a function that confirms the validity of
the HTTP session parameters and HTTP requests. Since the dnspection function " mainly
inspects the content of each HTTP transaction, it is difficult to prevent the attacks that
exploit the vulnerabilities in the session management. This feature prevents those attacks in

3 ways.

E Checking Parameters in Session 37

"Checking the parameters in sessions " means to see if the parameters used for the session
management are altered.

A HTTP request made from a browser to a website is something the user can freely create
and sends. In the case where a web application stores the session -specific information in the
particular parameters 38 and sends back and forth with the user, an attacker can change the
session information as he or she pleases by altering the value of the parameters.

With se ssion parameter checking, the WAF prevents the parameter modification by
temporarily storing the values of the particular parameters of the HTTP response and
checking if the parameter values in the following HTTP request match with the stored values.

The particular parameters include the cookie of the HTTP header and hidden parameter.

Some WAFs encrypt the parameter values before sending them to the user.

34 Not all WAFs have these features.
35 The term, the "HTTP connections validity checking feature " is used locally in this guide for convenience
and is not an established term.
36 A session is a series of interactions between the user and the website that occur during the span of an
HTTP connections.
37 The term, "checking the parameters in sessions " is used locally in this guide for convenience and is not an
established term.
38 Include the Cookie header and the POST data in the HTTP request.
27



E Checking Validity of HTTP Request *°

"Checking the validity of the HTTP requests" means to see if an HTTP request sent from
the user during the session is indeed a legitimate request intended by the user.

If the web application has a Cross-Site Request Forgeries (CSRF) vulnerability 40, an
attacker can trick the user and have the user ex ecute unintended actions.

With validity checking of the HTTP request, the WAF prevents CSRF attacks by adding
secret information that is unguessable to the third party to the HTTP response and checking
the existence of the secret in the following HTTP request.

E Checking Web Page Transition 4

"Checking the web page transition " means to see if a web page requested in the HTTP
request sent from the user during the session is a proper, expected one.

Among the attacks that try to exploit the vulnerabilities in web applications, a variation of
luring attacks tricks and lures the user to visit a malicious web page set up by an attacker 42,
In this case, the transition of web pages is different from the legitimate order and it w ill show
that the user moved from an unknown web page (a malicious web page set up by the attacker)
to a legitimate web page provided by the web application .

With web page transition checking, the WAF prevents the said luring attack by predefining
the expected order of web page transition and checking if the previous website recorded in the
Referer header of the HTTP request matches with the expected order. If not, the WAF judges
the HTTP transaction as malicious.

By implementing this technique, the  followi ng issues may arise.

The availability of the website may decrease.

B

It may have a negative effect on the rank in search engine results.

39 The term, the "checking the validity of HTTP request " is used locally in this guide for convenience and is
not an established term.
40 For more information about CSRF vulnerability, visit the following websites.

"How to Secure Your Web Site": http://www.ipa.go.jp/security/english/third.html#websecurity

"What is Vulnerability?": http://www.ipa.go.jp/security/vuln/vuln_contents/index.html (Japanese)
41 The term, the "checking web page transition " is used locally in this guide for convenience and is not an
established term.
42 The CSRF attack for one.
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O Management Function

The dmanagement function " is a function that gives and improves the convenience to use
the WAF. The feature allows the website operator to check up the number of malicious HTTP
transactions by analyzing the audit log entries obtained by the log feature, and be saved from
the burden of continually updating the WAF rules for the dnspection function ". The

management function includes the following.

E Generating Reports

Generating reports means that it outputs a statistics report analyzed from the audit log
entries recorded by the dog feature ". A report is typically generated periodically (for example,
weekly, monthly or yearly). The report summarizes the events, such as the number of the
HTTP transactions deemed malicious per source IP address and what rules they have
violated.

E Notifying Opera  tor

Notifying the website operator means that it sends a notification to a predefined operator or
operators when a malicious HTTP transaction is detected by the  dnspection function " and
"HTTP connection validity checking function. " Usually, the feature gi ves the operator a
heads-up when a malicious HTTP transaction is detected.

E Generating Whitelist Automatically

Generating the whitelist automatically means that it automatically creates a whitelist
based on the HTTP transactions that pass through the WAF. The whitelist approach has a
disadvantage that it requires the preparation of a whitelist for every single web application.

Automatic generation will help  solve the problem.

E Updating Blacklist Automatically

Updating the blacklist automatically means that it automatically updates the blacklist.
Since the blacklist approach depends on the premise that the attacking methods are known in
advance, it has a disad vantage that the list must be updated as soon as a new attacking

method is reported. Automatic update will help solve the problem
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3.3. Points to Remember with WAF Features

Remember that the use of the WAF cannot prevent all the attacks that exploit known and
unknown vulnerabilities of every single web application in sophisticated and creative ways. It
is also possible that the WAF may block the legitimate HTTP  transactions and decrease the
availability of the website. When considering the use of the WAF, it is important for the

website administrator to understand the following points and make an informed decision.

3.3.1. False Positive sandF alse Negative s in Inspection

Because the WAF performs the filtering mechanically based on the rules when inspecting
the HT TP transactions between the users and website, sometimes filtering errors , false
positive s and false negative s, may occur.

A false positive and false negative are an error a malicious HTTP transaction (positive) and
legitimate HTTP transaction (negative) e nd up in being filtered as the opposite.

A false positive is the case where a legitimate HTTP transaction is deemed malicious. If a
false positive occurs, a user & legitimate HTTP transaction may be blocked by the WAF.

A false negative is the case where a malicious HTTP transaction is deemed legitimate. If a
false negative occurs, an attack that tries to exploit the vulnerability in the web application
may pass through the WAF.

The cause that will lead to a false positive or false negative  depends on which approach,
blacklist or whitelist, is adopted by the  dnspection function ". When introduc ing a WAF, it is
important to use it with the understanding of the blacklist and whitelist, including their

impact.
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Figure3-7 False Positive and False Negative in Inspection
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O Points to Remember with Blacklist

A blacklist can be shared by any web applications. Usually , the WAF developer provides a
blacklist to prevent known attacks. If all rules on the blacklist are applied, h owever, false
positives may occur. If a legitimate HTTP  transaction is blocked, there is no choi ce but to
disable the rule that the blocked transaction is supposed to have violated.

O Points to Remember with Whitelist

If a web application provides an input f orm where a user can type in freely, it is difficult to
define what the legitimate input values are. In this case, the rules for the said input form
cannot be defined on the whitelist, and thus the attacks may not be detected.

In addition, if the web appli cation& specification is changed, the whitelist needs to be
updated as well. Unless there is some way to reflect the change in the web applicaton &

specification to the whitelist, false positives and false negatives may occur.

3.3.2. HTTP Transaction That WAF Cannot Prevent

Depending on the vulnerabilities in web applications, the WAF may not prevent the attacks
that exploit them.

For example, if a web application has an access control vulnerability which allows
unauthorized users to use the features that are su pposed to be restricted to the authorized
users, the HTTP transactions themselves will be regarded legitimate even if they have been

made by the unauthorized users.
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4. WAF Introduction

In this chapter, to help understand the key points at the introduction of WAF, thing to be

considered and noted thro ugh each of three phases of the WAF introduction , ddecision of
introduction ¢ dintroduction 6and doperation 6are explained.
When introduc ing a WAF, the first thing to do for the web site operator at the phase of
adecision of introduction 6is to see if a WAF will be implemented as an operational security
measure to mitigate the effect s of attacks. The key point at this phase is to evaluate the cost
effectiveness of WAF introduction for the website assuming that the website operator has also
considered taking fundamental actions like secure computing. For more information, see  &.1
Decision of Introduction &

After the website operator decides to introduce a WAF, at the phase of dntroduction 4 the
website operator should create a plan to introduce and operate the WAF from day to day and
implement it as planned. The key points at this phase is how well to coordinate works to be
done with the parties relevant to WAF introduction and operation and to plan v erification
testing . For more information, see 4.2 Introduction &

Completing introduc ing the WAF is not the end of WAF introduction but a start. At the

phase of doperation 6, use the WAF as planned by the operation plan. The key point at this
phase is to revise the operation procedures as needed. For more information, see 4.3

Operation ".
4 N
/ Introduction Operation
Consideration of Coordination with Normal Operation
Introduction Relevant Parties
Selecting WAF Introduction Incident
Planning Response
Decision of Operation Maintenance
Introduction Planning
Verification
& J

Figure4-1 Three Phases &WAF Introduction
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4.1. Decision of Introduction

At the phase of adecision of introduction ¢ the website operator should see if a WAF will be
implemented as an operational counter measure to mitigate the effects of attacks. This phase
is completed when the decision is made.

In this section, the key points at this phase are explained in 3 actions: cconsideration on
introduction § ¢selecting WAF 6 and ddecision of introduction & Here, it is supposed that the
website operator will take the actions in the order from  dconsideration of WAF introduction §,
oselecting WAF 6to adecision of introduction 6

4.1.1. Consideration of WAF Introduction

First, the website operator should evaluate whether or not introduc ing a WAF is effective as
a vulnerability countermeasure for the website  he or she operates.

If the web applications have vulnerabilities, they could be attacked and suffer damage
through those vulnerabilities.  To avoid that, it is most desirable to fix the vulnerabilities. As
explained in 2.4 Situations Where WAF is Effective & There are the cases where introduc ing a
WAF works well against attacks that exploit vulnerability.

In these cases, consider introduc ing a WAF based on the following points.

® Check If WAF Can Prevent Expected Attacks

Depending on the types of attacks that exploit vulnerabilitie s, there are possibilities that a
WAF cannot prevent the attacks (See @3.3 Points to Remember with WAF Features §. When
considering WAF introduction , check if the WAF can prevent the attacks the website operator
want s it to prevent.

If it is difficult to  judge whether the WAF can prevent the expected attacks, ask the WAF

vendors in advance.

POINT
[%Check if the WAF can prevent the attacks the website operator want s it to prevent in

advance by, for example, asking the WAF vendors in advance.

4.1.2. Selecting WAF

After the website operator has confirmed that the WAF can prevent the attacks that he or
she wants it to prevent, select a WAF suitable for the website  he or she operates from a
standpoint , such as the dmpact on the web site® system configuration ¢ the dmpact on the

website & performance 6 or the Geffect on the operation of the website .6
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O Impact on Website & System Configuration

For where to place the WAF, see3.1
By introduc ing a WAF, the configuration of the website system (such as the network
configuration and software configuration of the web server) will change. When selecting a
WAF, consider the impact on the website & system configuration.
For example, if the website& network configuration cannot be changed, the website
operator can use a server-based WAF to be installed into the server or a WAF service provided
by the businesses. On the other h and, if the web server & configuration cannot be changed, the

website operator can use s network -based WAF.

PQINT
I%When selecting a WAF, ¢ heck the website & system configuration .

O Impact on Website & Performance

For where to place the WAF, see 3.1
Any WAF will have an impact on the website & performance more or less. When selecting a
WAF, consider the impact the WAF will impose on the website & performance and select the
WAF that will satisfy the performance requirements after WAF introduction .
For example, if introduc ing a network -based WAF, it will impact the availability of the
website. On the other hand, if introduc ing a server -based WAF, it will impact the performance

of the website.

POINT
I%When selecting a WAF, consider the impact on the website performance.

O Impact on Website Operation

For the features of the WAF, see 3.2

To select a WAF suitable for the website & operational policy, compare the f eatures of the
WAFs. The main f eatures of the WAF to compare are listed below.

., Ease of introduction , configuration change and operation (log functions and

management function s including user interface)

Impact of the WAF & malfunction to the services ( tolerance for failure)

POINT
I%Select a WAF suitable for the operational policy of the website in consideration of

operation.
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4.1.3. Decision of Introduction

After the website operator have confirmed that the WAF can prevent the attacks that he or
she want s it to prevent and selected a WAF suitable for the operational policy of the website,
make a decision whether or not to introduc e the WAF.

Estimate Cost of WAF Introduction and Operation

Based on the selection, estimate the cost of introduc ing and operating the WAF.

The WAF introduction cost includes the price of the WAF product, the cost to install the
WAF (such as the labor cost to configur e and validate the WAF) . The WAF operational cost
includes the maintenance cost for the WAF products, the cost to operate the WAF (the labor
cost to check the logs, update the WAF and rules).

Introduc ing a WAF will cost not only the initial cost but also the operational cost. Esti mate
the operational cost in consideration of a long -time use of the WAF. The operational cost
differs depending on which WAF to use. When using a commercial WAF product or service,
ask the WAF vendor.

Decide Based on WAF & Cost Performance

In general, the website operator should compare the WAF introduction cost (the total sum
of the initial and operational cost) and the effectiveness of the WAF to the cost to take the
fundamental vulnerability countermeasures, and decide to  introduce the WAF when the cost
effectiveness of introduc ing the WAF is greater than taking the fundamental
countermeasures.

Let& look at the case in (b) -1 in 2.4 Situations Where WAF is Effective 4 If the same level of
effectiveness will be earned from the dFix Web Applications 6 and dntroduce WAF§ the
website operator should compare the cost to implement each measure ( Figure 4-2). If
dntroduce WAF Gis the most cost -effective as the result of comparison, dntroduce WAF Gis the
leading measure. After examining the shortcomings 43 of the measure to be implemented,
decide whether or not to introduce the WAF.

On the other hand, let & take a look at the case (c) in @2.4 Situations Where WAF is Effective .
In this case, the cost of introduc ing th e WAF may be higher than other measures. Under this
circumstance, however, what is most important is to prevent the attacks that exploit the
vulnerabilities in the web applications urgently. There is a case where the website operator
decides to introduc e a WAF considering the damage you are suffering from the attack s at that
point.

43 In this ex ample, even if the vulnerabilities exist, they will not be fixed.
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Get Budget

If WAF introduction is judged most desirable as the result of cost -effectiveness estimation,
get the budget to introduce the WAF. Make sure to get the budget not only for the initial cost

but for the operational cost.

POINT
l% Make sure to get the budget not only for the initial cos t but for the operational cost.
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4.2. Introduction

At the phase of dntroduction ¢ the website operator plans introduction and daily operation
of the WAF and implement it as planned. This phase is completed when completing the
introduction of the WAF and starting its operation.

In this section, the key points at this phase are explained in 4 actions: ¢coordination with
relevant parties ¢ dintroduction planning ¢ doperation planning éand overification G Here, it is
supposed that overificatio né is done at last and 0 c o or d i with trelegant parties ¢

antroduction planning éand doperation planning 6 may be done in parallel in some cases .

4.2.1. Coordination with Relevant Parties

When introduc ing a WAF, the website operator had better explain the peop le who are
affected by the introduction about what they will be expected to do. This section first explains
who will be affected using 2 case studies, and then lists the issues  the website operator should

work with them .

POINT
I%Properly explaining things to the relevant parties will help the website operator

closely cooperate with them to smoothly respond trouble s while introduc ing and
operati ng the WAF, should it is needed.

Case Where Website Operator Introduce  WAF
® Case Where Website Operator Sets Up Commercial WAF on
Network

In the case where the website operator sets up a commercial WAF on the network,
the dnetwork administrator ¢ the dweb application developer 446 and the OWAF vender 6 will be

those whom the website operator should work with in advance.

44 In this example, the web application developer develops and maintains a WAF, but in reality, development
and maintenance may be done by the different people/parties.
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Figure 4-3 Parties Relevant to Introduc ing Commercial WAF on Network

® Case Where Website Operator Set Up Open  Source WAF on Web
Server

In the case where the website operator sets up an open source WAF on the web server,
the dweb server administrator 6 and the oweb application develop er6 will be th ose whom the

website operator should work with in advance.
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Figure4-4 Parties Relevant totrodudng Open $urce WAF on Web Server
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Relevant Parties and Issues to Work with Them

O Network Administrator

Network \ The impact on the network configuration
Administrator | The impact on the network throughput

,;‘ (Number of packets processeer unittime)
The impact on the network when th&AFfails

More or less, any network -based WAF will have an impact on the network configuration.

For that, the website operator should better explain how the WAF introduction will affect the
network in advance.

In addition, regardless of whether it is network -based or server-based, the WAF will
communicate with the external servers depending on how it updates things such as itself and
blacklist. To enable them, depending on th e network configuration, the website operator
needs to ask the network administrator for some work like changing the firewall settings.

O Server Administrator

/" Server The impact on the server resources

| Administrator (e.g. CPU usage, memory usage, hard disk usage)
\ 5 The impact on the server behavior and operation
BT

The impact on the server when th¢AFfails

More or Less, any server -based WAF will have an impact on the resources of the web server
to be installed with the WAF. For that,  the website operator should better explain how the
WAF introduction will affect the network in advance.

In addition , there is a possibility that it will affect the web server  configuration and may be

necessary to install other software or change the settings  of the server software. It could
become a cause of web service failures. Itis recommended to work with them and establish a

framework for who will respond to the failure and what to do to what extent in advance.

O Web Application Developer

V\_/eb_\\.\_ The impact on the support contract for the web application
Application’ - collaboration to create and maintain the whitelist
3 De"e"’perj Collaboration to prepare for possible incidents
(e.g. the occurrence of false positives)

There is a possibility that introduc ing a WAF may affect the support contract for the web
applications and they may go out of the support by the developer. The website operator should
ask the WAF vendor about the impact of WAF introduction on the support contract and such
in advance.
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Since the whitelist used by the WAF is defined based on the design of the web applications,
it is important t o have help of the web application developer to create a whitelist. Also,
checking if there are the WAF rules that should not be on the blacklist to the developer may
help introduc ing the WAF smoothly.

In addition, when a problem regarding the website availability after WAF introduction
arises, an investigation of the cause, whether it is the WAF or web application, may be
required. In such a case, it is possible that help of the web application develope r will speed up

the investigation.

® WAF Vendor

__.-'/{ll\lAFVendc;r\ ) .
" The contact information for support

Scope of support and responsibility

To be able to ask the support desk early on in case of finding out a problem such as the WAF
failure , it is important to make sure to have the active contact information. Besides the
contact information, also make sure that to what extent the WAF vendor will provide support.

It may make it easier to respond to the problem.
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4.2.2. Introduction Plan ning

To introduce the WAF smoothly, the website operator should create an introduction plan
beforehand. Figure 4-5 shows the issues to be addressed in the introduction plan. By
discussing these issues and establish a plan, the website operator can introduce the WAF and

move to its operation smoothly.

PQINT
&To prepare for the WAF & configuration change or troubles after introduction , it is

recommended to document the things that have been discussed during the planning

as an introduction procedure.

md  Prior Checking of WARtroduction Environment

wCheck up on théntroduction environment and see if any change in network
configuration, software and such may be needed.

== |nitial Settings oWAF

wDecide the initial settings ofWVAF

= Verification of\WAF

wDecide the test items that should be performed and the verification period .

= Project Structure for WARtroduction

wEstablish a project structure for WARtroduction.

Figure4-5 Issuesd Be Addressed ilVAF IntroductionPlan
The key points of each issue listed in Figure 4-5is summarized below.

® Prior Che cking of WAF Introduction Environment

When creating a WAF introduction plan, first the website operator should check up on the
website and web server environment . For example, if setting up a network -based WAF, since
it will have an impact on the network configuration more or less, the website operator should
see like if any changes other than the settings to use the WAF may be needed. If setting up a
server-based WAF, see like if there is additional software that should be installed to use the
WAF.



O |Initial Settingso f WAF

The issues that should be discussed in advance regarding the settings of the WAF at the
time of introduction are addressed below.

E Scope of Inspection

Depending on the website & system configuration and where to deploy the WAF, the WAF
can protect multiple we b applications. Even so, in some cases, awebsite operator may want to
protect only particular web application.  In other cases, since the WAF may have a false
positive, a website operator may set up the WAF to prevent only the specific attacks and not
all attacks.

The website operator should list up the attacks to prevent and web applications to protect

and examine the settings of the inspe ction functions and advanced functions .

E Logs

As discussed in the section 3.2.2, the WAF outputs multiple logs. Since not all logs are
required for operation, it is recommended to decide which logs to get as well as where to
output the logs and how long to store them.

O \Verificationo f WAF

As explained in the section 3.3, introduc ing a WAF does not mean it can prevent the all
attacks that exploit vulnerabilities in all web applications. In addition, by introduc ing a WAF,
it is possible that the WAF may block the legitimate HTTP connections and decrease the
availability of the website. To prevent that, it is recommended not to put the WAF in
operation right after introduc ing it and to have a period for operation verification testing.

At this phase, it is desira ble to discuss things like what kin d of tests should be done, what
kind of results will be satisfactory and  until when the verification testing should be done. For

the details to be considered, see ®.2.4 Verification

O Project Structure fo r WAF Introduction

For WAF introduction , it is good to establish a collaborative project structure where the
WAF introduction staff can cooperate with the persons in the relevant departments and
organizations and obtain useful help and support. Also, it is desirable to clarify to whom to

report a trouble , should it arise.

4.2.3. Operation Plan  ning

Even if the WAF is effectively configured at the start of operation, it does not m ean the WAF
can keep preventing all attacks. To keep its effectiveness, it is necessary to periodically
update the rules or update the WAF in some cases. To ease the operation, it is desirable to

create an operation plan in advance.
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POINT
I%To avoid the troubles a fter it is put in operation, it is recommended to document the

things that have been discussed during the planning as an operating procedure.

O Operating Structure

For WAF operation, it is good to establish and clarify a collaborative operating structure
wit h which the WAF operation staff can cooperate with the persons in the relevant
departments and organizations and obtain useful help and support . For the update of the
rules that require the change of the WAF settings or the update of the WAF, establish a
change approval flow that enables the change management.

Also, it is desirable to clarify to whom to reporta  trouble , should it arise.

® Operatio nal Policy

The WAF operation calls for various tasks (Figure 4-6). Besides the main staff, introduc ing
and operating a WAF will require a lot of people & involvement WAF and it tends to make who
is responsible for each work and the scope of responsibility  blur. Thus, it is recommended to
list up the tasks to be done in the operation plan and establish an operational policy
discussing who is responsible for what and how to do it until when. In particular, make sure

to decide who is responsible for each task in the operational policy.

e L0g Operation

wCheck the audit log and operational log of tMIAF

e Update ofWAFRules (Blacklist/Whitelist)

wUpdate theWAFrules as needed.

= Update of theWAF

wWhen the update program is released, apply the update program.

== Incident ResponsaNAFFailure)

wif the WAFfails , investigate the incident and solve the problem.

md  INCident Response (False Positive)

wif the WAFblocks a legitimate user transaction, investigate the incident and solve the
problem.

Figure4-6 Tasks to Be Done for OperatigAF
The key points of the tasks for operating a WAF  are summarized below.

E Log Operation

It is desirable to consider how often and for what purpose to obtain the logs in advance. In
case of checking up on the occurrence of false positives or the tendency of the attacks, consider

to analyze the audit logs fre quently (for example, every several hours or, once a day). On the
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other hand, if wanting to make sure that the WAF is working correctly, check the operational

loga.

E Update of WAF Rules (Blacklist/Whitelist)

It is important to  consider how often and how to update the WAF rules and the possible
effect of the update on the website.

The frequency and method to update the WAF rules  differ depending on whether it employs
the blacklist or whitelist approach. In the case of the WAF that employs the blacklist
approach, update the rules as soon as the rule for the new attack becomes available. On the
other hand, in the case of the WAF that employs the whitelist approach, revise the rules when
changes are made to the web applications in use.

By updating the WAF rules, the usersBHTTP connection may be temporarily dropped. Also,

by applying the new rules, false positives may occur. For that, it is recommended to establish

the verification and update procedure for the new rules beforehand.

E Update of the WAF

It is also important to decide how often to check up on the availability of the update
program for the WAF, establish the procedure to apply the update program and analyze the
impact it may have on the website. By updating the WAF, there is a possibility that the use rs
cannot use the web services. For that, it is recommended to establish the update procedure

and the update approval flow to authorize the update beforehand.

E Incident Response ( WAF Failure )

The website operator should establish the incident response structure and procedure. In
case where the WAF fails and stops working, the users may become unable to use the web
services. Especially if it is a hardware WAF and  set up on the gateway of the web server and a
trouble such as a hardware failure occurs to the WA F device, there is fear that other web
services running on the same website will be also affected. The web site operator should
consider the extent of the impact of the WAF failure and under what incident response

structure to respond to a failure should it happen.

E Incident Response (False Positive)

The website operator should establish the workaround and incident response structure in
case of the occurrence of a false positive. When it occurs, the users may become unable to use
the web services. The website operator should consider under what incident response

structure to respond to a false positive should it happen.
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4.2.4. Verification

Before putting the WAF in operation, the website operator should set up a verification
period to test its behavior and features. By testing it sufficiently, the website  operator can
avoid the troubles after the start of operation. In this section, the verification process is

explained following the flow shown in  Figure 4-7.
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Figure4-7 Flow of Verification

When verifying a WAF, firstly a test environment is used to avoid  causing an impact on the
web services. Here, using the test environment that is identical to the service environment
will make the verification easier. If a test environment cannot be built by any possibility, start
with a3 Verification in Service Environment (Tr  ial Operation) & In that case, there are the
risks that the users may become unable to use the web services because of the unexpected
events uncovered by the introduction procedure or errors in the introduction procedure.

After the verification in the test  environment is completed, put the WAF in the service
environment and start the trial operation. The website operator employs the passing mode
(see 83.2.1 Basic Features ¢ not to affect the HTTP connections established by the users and
check the behaviors and logs.

If no problem is discovered after all verification tests, the WAF is put into operation.

The key points in the verification are summarized below.

Perform Verification Testing in the Test Environment

The verification tests to be performed in the test environment are addressed below.

E Verification of Introduction Procedure

By introduc ing the WAF into the test environment along the  introduction procedure, verify

the validity of the procedure. Regardless of where a WAF is deployed, the WAF stands
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between the users and the web server. Thus, if there are errors in the  introduct ion procedure,
the web services may be shutdown. It is critical to use a test environment and verify that the

introduction procedure does not have errors.

E Verification of False Positives

The website operator needs to check that the WAF rules do not cause f alse positives. To
prevent the website from becoming unable to provide the web services to its users as supposed
to, test as much as needed to verify that the false positives do not occur. One method of
verification is to manually access the website throug h a web browser and click all links to
confirm that the accesses are not blocked.

If the website operator introduce s the WAF, he or she needs to verify the false positives on
his or her own. On the other hand, if the website operator has the WAF vendor int roduce a

WAF, ask the WAF vendor for help about verification for the false positives.

E Verification of False Negatives

The website operator needs to check that the WAF rules do not cause false negatives due to
the errors in the WAF rules. For example, if th e rules are based on the blacklist approach,
send a typical attack pattern that should be detected by the WAF to the website for each type
of the attacks (such as SQL injection), and conform that the attacks that exploit the
vulnerabilities and should be p revented by the WAF are indeed detected by the WAF. On the
other hand, if the rules are based on the whitelist approach, input a specific pattern that is
unexpected by the web application to the web pages and the parameters that should be
protected, and confirm that the WAF indeed detects them as unpermitted transaction s.

If the website operator introduce s the WAF, he or she needs to verify the false negatives on
his or her own as well. On the other hand, if the website operator has the WAF vendor

introduce a WAF, ask the WAF vendor for help about verification for the false negatives.

E \Verification of Impact on Performance

As needed, the website operator should measure the impact of WAF introduction on the
website & performance from the following viewpoint.

. Response Time and Turnaround Time
Measure the response time and turnaround time from the viewpoint of the users and
confirm that WAF introduction is not affecting the use of the website.
Throughput
As for a network -based WAF, measure the number of HTTP requ ests that can be
processed per unit time and confirm that the availability requirement continue s to be
satisfied after WAF introduction .

Resource Consumption
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As for a server -based WAF, measure the CPU usage, memory usage and hard disk
usage of the web server installed with the WAF and confirm that the performance

requirement s continue to be satisfied after WAF introduction .

Modif vy Introduction Procedure

If the changes in the initial settings have been made orthe  errors have been found through
verification in the test environment, review the introduction procedure. If the verification
procedure has been changed through verification for the false positive or false negatives,

review the introduction procedure as well.

Perf orm Verification in the Service Environment (Trial

Operation)

The website operator introduce s the WAF in the service environment and starts the trial

operation. The tests in the test environment may not have covered all possible attempts the
users may make . Therefore, if the WAF is put into operation right away, the troubles that
affect the web services, such as a false positive blocking the user @ connection, may occur.
Unless the website is in urgent need of a counterattack like it is under the attacks an d
suffering damage, it is most recommended to have a trial operation period.

In the trial operation, the website operator can use the  passing mode and check up on the
availability of the website and the  occurrence of false positives and false negatives. If the
problems that could affect the operation of the website are found, solve them, get back to (07
Modif y Introduction Procedureéand proceed with the verification.

Other operations such as dog operation § cupdate WAF rules 6and dupdate the WAF 6should
be performed following the operation procedure and make sure that the procedure has no

errors.

Modif y Operation Procedure

During the verification in the service environment, if problems are found in the operation

process based on the operation proc edure, review the operation procedure.
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4.3. Operation

At the phase of doperation ¢, the website operator operates the WAF following the operation
procedure. It is important to reaffirm that this phase does not end until the WAF is removed
or the website is clo sed.

In this section, the key points at this phase are explained in 3 actions: tnormal operation ¢
ancident response 6and dmaintenance 6. Itis assumed that each action may be done in parallel

in some cases.

4.3.1. Normal Operation

To use the WAF effectively, it is important to perform the tasks addressed below.

® Update the WAF and Rules

Sometimes, the WAF vendors release the update programs for their WAF products. By
applying those update programs, the features are improved and added, and in some cases,
vulnerability in the WAF is fixed.

As for the WAF that employs the blacklist approach, the WAF vendor may also release an
update of the blacklist that supports the new attacks . On the other hand, as for the WAF that
employs the whitelist approach, i tis needed to revise the WAF rules when changes are made
to the web applications in use. By updating the WAF rules, the WAF can continue to protect
the web applications from the attacks that exploit the vulnerabilities in them.

The website operator follow s the operation procedure about whether or not to apply the
updates of the WAF and rules. When updating the WAF and rules, it is important to verify
them in the test environment first, as done in the introduction phase. If no problem is found
in the test e nvironment, apply the update in the service environment. If problems are found

in the verification in the test environment, consider revising the operation procedure as well.

POINT
[%Perform the verification for each update. It is important to revise the operation

procedure if the need arises (see Figure 4-8).
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Operation

Figure4-8 Update Operation Cycle

O Periodic Log Monitoring

Following the operation procedure, the website operator check up on the WAF logs
periodically.

By checking up on the audit logs, the occurrence of false positives and false negatives will
be discovered. If false the positives have been identified, perform 04.3.2 Incident Response.
Moreover, by analyzing the audit logs, it is pos sible to assess the current trend s in attack
techniques and use it as a guideline to improve the website security.

When analyzing the operation al logs, look for any predictor that may hint a possible WAF
failure. If the operation al logs suggest a possible failure , take possible preventive measures

(such as arranging the spare parts) .

4.3.2. Incident Response

Incident response may not occur frequently but once it is called for, it has a profound effect.

It is recommended to have a periodic exercise expecting the following events.

® WAF Failure

If the WAF suffers a failure, act as defined in the operation procedure promptly.

O False Positives

Since the false positives have a big impact on the web services, .it is necessary to solve

following the operation procedure as fast as possible.
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4.3.3. Maintenance

When using a commercial WAF, make sure to have a maintenance contract.

® Hardware Maint  enance

When using a commercial, hardware WAF, it is necessary to have a hardware maintenance
contract. When using a server -based WAF, make sure to have a maintenance contract for the
server hardware to which the software WAF is installed.

If the hardware in not supported by a maintenance contract, the WAF may not be able to
work due to the hardware failure, and as a result, the website may become vulnerable to the

attacks that exploit the vulnerabilities in the web applications.

® Software Maintenance

To be able to use the update for the WAF and blacklist , it is necessary to have a software
maintenance contract.

If the software is not supported by a maintenance contract, there is a possibility that the
WAF may not be able to prevent the latest attacks beca use it cannot update the blacklist or fix
the vulnerability in the WAF.
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5. WAF Introduction Case Study at  IPA

In Chapter 4, the key points for WAF introduction are explained. This chapter presents a
case study of introduc ing and operating an open source WAF, dModSecurity 6 at IPA. The

know -how IPA has learned from its experience is also shared.

5.1. Introduction

In 2010, IPA has host a security seminar for website op erators. At the seminar, IPA learned
that the website operators have been having a hard time in finding the WAF related
documents written in Japanese or they did not know what to do to introduce a WAF since
there were little case studies available.

To answer their need, IPA has introduc ed a WAF, accumulate d the knowledge about the

WAF, like what it can do and what it cannot do, and publishes what IPA has learned as a case

study.
e
Introduction Operation
2010
June July August September
Consideration of Cooperation with Normal
Introduction Relevant Parties Operation
Selecting WAF Introduction Incident
Planning Response
Decision of ) ]
Introduction Operation Maintenance
Planning
Verification
N J

Figure5-1 IPA WAF IntroductionScheduldPA

IPA has followed the @3 phases for introduc ing a WAF and putting it into operation 6
described in Chapter 4 (ddecision of introduction ¢ dntroductio n6 and doperation § by the
schedule shown in Figure 5-1. It took about 2 months. At the time of this writing, it has been
for about 4 months since the start of its ope ration.

In the following sections , the real things like dwhat IPA has discussed over6 and dwhat
exactly IPA did 6at each of 3 phases, are presented.
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This time, IPA has introduc ed a WAF in the AJVN iPedia &5, a vulnerability countermeasure

information

information about the software products

systems) widely used in Japan.

Note that this chapter is explained from the viewpoint of

(hereinafter referred

to as owed) shown in Figure 5-2.

(such as OS, applications, libraries,

database that collects and stores the vulnerability and countermeasure

embedded

the WAF Promotion Project staffs

Ve

~
® A A
I pA JVN iPedia
IPA Gateway
Web Application
Have authority
over WAF
introduction
Consider WAF -
introduction Website
WAF Promotion Project JVN iPedia
Manager and Staff Server Administrator
- J

Figure5-2 Parties Known to Be Relevant to Operation of JVN iPedia at the Time of Project Initiation

45 http://jvdb.jvn.jp/
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5.2. Decision of Introduction

In this section, the phase of 0 d e c io$ int@duction 6 - the first of 3 overall phases & is
presented. The key points at this phase are addressed in Chapter 4. Reading the previous

chapter together will help understand the contents better.

5.2.1. Consideration of WAF Introduction [Case Study ]

For the key points in dConsideration of WAF Introduction ", see 4.1.1
For the reason mentioned in 5.1, IPA has introduc ed a WAF as a test project. No
vulnerability was identified in JVN iPedia and there was no need to introduc e a WAF in JVN

iPedia.

In a normal situation, the website operator should consider whether or not to introduce a
WAF following 2.4 Situations Where WAF is Effective 6and 04.1.1 Consideration of WAF

5.2.2. Selecting WAF [ Case Study ]

For the key points in dSelecting WAF ", see4.1.2
To select a WAF, we discussed with the AWAF Promotion Project manager 466 who had

authority over whether or notto  introduce a WAF. We also consulted with the administrator of

the JVN iPedia server about its configuration.

O Discussion with WAF Promotion Project Manager

First, we discussed about WAF introduction with the WAF Promotion Project m anager
(hereinafter referred to as &he Manag erd). At this point, we explained the durpose of
introduc ing a WAF 6and the dmerits and demerits of introduc ing a WAF ¢ and the request to
introduce a WAF in JVN iPedia was approved.

Next, we talked with the Manager about what kind of WAF to introduce and concluded that

they should use an open source WAF instead of a commercial one.

The reason to employ an open source WAF was that since it was a test case, by using an

open source WAF instead of a commercial WAF that was feature -rich and came with a solid
support by the vendor , the project would face more challenges and could accumulate better

knowledge from hands -on experience as a result .

46 |t is most desirable that the person also has authority over the budget for the web server operation.
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O Consultation with the JVN iPedia Server Administrator

We consulted with the administrator of the JVN iPedia server (hereinafter referred to
as @he Server Administrator @ about its configuration. The configuration of the JVN iPedia

server learned from the Server Administrator was below.

The OS on JVN iPedia is Linux .
The web server software on JVN iPedia is Apache.

5

5

In addition, from the talk with the Server Administrator , we learned that the JVN iPedia
web server acted as a reverse proxy for MyJVN 47. MyJVN had a lot of dynamic contents, such
as APIs. If the WAF inspected the transactions sentto MyJVN , there was a high risk of false
positives and the MyJVN service could suffer negative effect.  For that, we learned that atwas
necessary to exempt the connections to MyJVN from the scope of the WAF inspection and
blocking 48 when introduc ing a WAF & (Figure 5-3).

( N
Web Server Web Server
JVN iPedia IIIJJIIII I
> =
—
Attacker
Transactions to MyJVN Web Application _Web Application
are out of scope of the Transactions to
WAF inspection MyJVN are '
— ‘ forwarded via
- > JvNiPedia
User
Website
N~ J

Figure5-3 Relation betweedVN iPedisandMyJVN

In addition , we asked the Server Administrator about who were involved with the operation
of JVN iPedia and the role of them. The newly identified parties are listed below. The

relationship among the relevant parties identified so faris presented in Figure 5-4.

IPA® network administrator (the network is managed by a different section ).
The vendor that developed JVN iPedia

47 http://jvndb.jvn.jp/apis/myjvn/
48 The settings including the exemptions are addressed in  ©.3.2 Introduction Planning [Case Study]a
54




-

Develop the
applications and
configure the
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—

——— ——
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IPA Network Administrator
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Manager and Staff
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|

Web Application

Database
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settings

JVN iPedia
Server Administrator

Figure54 Real Parties Relevant to Operation\ifl JPedia

POINT
I%With pre -consulting, we could obtain the information needed to select a WAF.

POINT
@With pre -consulting, we could obtain the information he should be careful  about,

such as MyJVN & involvement in the picture, when

introduc ing a WAF.

POINT
I%With pre -consulting, we could find out the additional persons he also needs to talk to

when introduc ing a WAF.

55




Based on the discussion with the Manager and consultation with the Server Administrator

we selected a WAF for this project.
The requirements for a WAF identified are below.

In anormal condition, itis ne eded to estimate the total cost and draw up a requirement
definition. However, itis atest caseand to face more challenges and accumulate better
knowledge from hands -on experience, using an open source WAF is desirable.

It is difficult to place a burden on other section, like imposing changes in the network
configura tion, for the test case. Avoid the configuration change as much as possible.
JVN iPedia is Linux -based and uses Apache as its web server software. Avoid making

changes to th e environment as much as possible .

. Open Source
< Commercial WAID @ Software WAID
< Network-Base(D @ Server-BasecD

Linux-Based Windows-Based

Apache IS

Figure 5-5 Requirements for IPA WAF

As the result of the consideration ( Figure 5-5), we decided to use the following W AF.
Result of Selection: Open Source Software WAF

ModSecurity-

5.2.3. Decision of Introduction [Case Study ]

Upon selection, we explained the process and result of the selection to the Manager. He also
presented the initial and operational estimate cost for the selected WAF.  After that, we

received the final approval to introduce a WAF.

49 |In this guide, the details on ModSecurity are spared. As for the installation procedure, see GAppendix A:

Open Source WAF &
56



5.3. Introduction

S —
In this section, the phase of dntroduction 6 - the second of 3 overall phases & is presented.
The key points at this phase are addressed in 4.2. Reading the previous chapter together will

help understand the contents better.

5.3.1. Coordination  with Relevant Parties [Case Study ]

For the key points for dCoordination with Relevant Parties § see4.2.1

We explained the plan to introduce a WAF to the persons identified in the consultation with
the Server Administrator. The parties involved in this project and those with whom we made

contact were shown in Figure 5-6.

4 N

JVN iPedia

©§ .

IPA Gateway

WAF
Vender

JVN iPedia JVN iPedia
Developer Server Administrator
- J

Figure 5-6 Relative Parties with Whom the Staff Made Contact Beforehand

In this section, the issues we had worked with them and the outcome of the talk in  detail .
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