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INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc 33.atlanta.com
;branch=z9hG4bK776asdhds

To: Bob <bob@biloxi.com>

From: Alice <alice@atlanta.com>;tag=1928301774

Call -1D: a84b4c76e66710@pc33.atlanta.com

CSeq: 314159 INVITE

Max- Forwards: 70

Date: Thu, 21 Feb 2002 13:02:03 GMT

Contact: <sip:alice@pc33.at lanta.com>

Content - Type: application/sdp

Content - Length: 147

v=0

0=UserA 2890844526 2890844526 IN IP4 here.com
s=Session SDP

c=INIP4 pc33.atlanta.com

t=00

m=audio 49172 RTP/AVP 0

a=rtpmap:0 PCMU/8000

I-1-5 SIP Ayt+—CD#E(M)HIRR)

SIP/2.0200 OK

Via: SIP/2.0/UDP server10.biloxi.com
;branch=z9hG4bKnashds8;received=192.0.2.3

Via: SIP/2.0/UDP bigbox3.site3.atlanta.com
;branch=z9hG4bK77ef4c2312983.1;received=192.0.2.2

Via: SIP/2.0/UDP pc33.atlanta.com
;branch=z9hG4bK776asdhds ;r eceived=192.0.2.1

To: Bob <sip:bob@biloxi.com>;tag=a6¢85cf

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call -1D:a84b4c76e66710@pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:bob@192.0.2.4>

Content - Type: application/sdp

Content - Length: 131

I-1-6 SIP Avyt—CDE(LRAKRIR)
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200 OK
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I-1-9 BYES—%5UXR

18




INVITE YO ZZ+D
58 RIEINEIZx

<487 Request Terminated g

ACK

200 OK CANCEL

SIP 3
2.4.4. [FEIEERE]
INVITE 3xx
INIVTE
ACK
SIPIH R JoxoHy—Nn SIPif R
FIE INVITE INVITE DXGE X ERE
100 Trying - (INVITEIZX 4 25
< 100 Trying BgRAHRTE
LY)
180 Rinci 180 Ringing
- 0 U EISE AN LIBE
. 603 Decline  IINVITEIZ# S 5
| 203 Decline — R GBES)
INVITE YO TAFD
54 . BEHEITH K >
LT.ACKZIR T
I-1-10 EEEE TR
2.4.5. [HEMYEL(CANCEL)]
CANCEL
CANCEL 200 OK CANCEL
INVITE 487
ACK
SIP R JaxiH—n SIPifHR
FIE INVITE INVITE DXGEXEERE
100 Trying (INVITEI:WT%%
100 Trying ﬁfﬁ];&"xﬁqﬁ%—C(i
=N
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2 hone S RELEANLBE
CANCEL
FIEDEYEL > CANCEL
200 OK CANCEL
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LT.ACKZIRY

I-1-11 CANCEL >—%2X
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2.5. SIPDEREE
SIP
HTTP
Basic
HTTP/1.1 RFC 2617
HTTP SIP
WWW-Authenticate
401 Unauthorized SIP
Authorization
SIPiE R ZE8RY—N
RELE®mAELT
REGISTER | — REGISTER > |A0UEETRIEN
RBETHDI_LET
401 Unauthorized L.[Frloa—
¢ F1zRd
RELFEMAETH
i 3 REGISTER
EREGISTERE 2% >/ a1—4H—ID&/RR
J—k&EFzvIL.
< 200 OK /200 0K
I-1-12 LIRNSEREE
401 Unauthorized HTTP
SIP/2.0 401 Unauthorized
Via: SIP/2.0/UDP pc33. example .co.jp:5060;branch=z9h G4bK7e010369
From: sip:alice@ example .co.jp;tag=1008141161
To: sip:alice@ example .co.jp;tag=1089012396910
Call -1D:2c8e0369 - 75671f481397401d8f6508d51ae9aldc@pc33. example .co.
ip
CSeq: 1REGISTER
WWAWAuthenticate: Digest realm="unknown", nonce="8a8aee697577¢e
338dae62dc442149b8d",
opaque="", gop="auth", stale=FALSE, algorithm=MD5
Content - Length: 0

I-1-13 REGISTER B DEFEEEER D HI
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SIP

REGISTER sip:172.17.0.20:5060 SIP/2.0

Via: SIP/2.0/UDP pc33.
Max- Forwards: 70
To: sip:

example .co.jp:5060;branch=z29hG4bK6ee70373

alice@ example .co.jp

From:s ip: alice@ example .co.jp;tag=1008141161

Call -1D:2c8e0369
ip
CSeq: 2 REGISTER

Contact: sip:alice@pc33.

Aut hori zati

nonce="8a8aee697577e338dae62dc44214
opaque="", algorithm=MD5, qop=auth, cnonce="1FBB0373",

on: Digest

- 75671f481397401d8f6508d51ae9aldc@pc33.

example .co.jp:5060;expires=3600
real m=
9b8d",

example .co.

unknowni,

nc=00000001, uri="sip:172.17.0.20:5060", username=" alice",
response="907228c79a27a566ca47b41c2abb72de"
Content - Length: 0
I-1-14 EREE1E#HITE REGISTER D4l
SIP SIP
INVITE
SIP 407 Proxy
Authentication Required
SIP
SIPEH JaxSH—n SIP#R=R
SREEEHLLT INVITE p |AOTSETRIANLETSH
INVITE [ o . 52¢%RL. [FrLrPa
407 Proxy Authentication Required 4 —R %R
ACK dA—H—IDE/SRT—R%E
> FrusL, INVITEETAT
—K
REEEHWAAET
BEINVITE = ViTE > INVITE
100 Trying . >
- 100 Trying
. 180 Ringing
180 R
» inging
I-1-15 A% 3%
SIP SIP

401 Unauthorized
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407 Proxy Authentication Required
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-

INVITE (Proxys2 &R+, UAEEEE‘%#&?“%

ToxsH—n

SIPf R

INVITE (UASREE1E#R7EL)
>

100 Trying

<
-

401 Unauthorized

401 Unauthorized

-
ACK (ProxysREFIE$R{TE, UAEEEH%iEt;L,L

A

ACK
-

INVITE (ProxysREE &R 1T, UAE..EM?#&H%;

INVITE (UASBEEIEER1TE) >

200 OK

<

¢

-

ACK (ProxyEREE S, UARRIEHTE

200 OK

ACK(UASZE R T E)

BYE (ProxyzRaE &R 1TE, UASREHE 7T LL

BYE(UAZREEEHRAL)
P

200 OK

200 OK

<
-

o-1-16
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3. SIPEELRTLOFIARE
SIP
3.1. IPEEE (VoIP) TOFIA
3.1.1. [ERNTOIP EiEFIA)
1P SIP
1P
PBX SIP 1P
1P
IP (PSTN:
)
IP PC 1IP
LAN SIP SIP
Azt
SIPH—/\
— (é?.%)ﬁ?btxrﬁfr‘/h
\ EIEGIIES
SIP*} G & i R é | | %Ee
|
VPNJL—% @ &??;;} \.@}
YITHY IPEEEH IPEEEH
VPN
X1t
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@ VPNJL—%
SIPx It i R
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J7I~77J-/ IPEEEH IPEE M
M-1-17 £FKNTO IP EBEFH
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3.1.2. [—fmAI+IP EEEHY—EX]

ISP IP
SIP ISP
VoIP IP SIP IP
(PSTN: )
IP

ADSLa—H

— BT V?lP
= THETE SIPH—/%

@@\ —bE—s

— B

) @

ISP/ BIEEEERYLNT—Y

M-1-18 —A&MAF IP BEY—ER

3.2. AVRRAUIIYE—DETLELRTOFA

Instant Message IM

IM SIP
SIMPLE SIP for Instant Messaging and Presence Leveraging
Extensions SIP
SIP
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— e J
AYFv
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m-1-19 FJLERXTOFHA

3.3. BEEXEDIRMHTSNGN TOFH

NGN Next Generation Network 1P
SIP NGN
3 3GPP IMS IP
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SIP NGN
SIP
e EERTP
&> RS -
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4. FREEBRBICHTIAREF

4.1. SIPTOXIH—/\DEB

SIP -1
4 SIP
SIP ( )
SIP (atlanta.com)
SIP (biloxi.com)
SIP ( SIP )
SIP
SIP SIP SIP /
SIP
atlanta.com® biloxi.com
SIiPFOoxs 4 —n SIiPFOxs 4 —n
)
tyia il
(SIP)
Ty ar i Tyl a il
(SIP) (SIP)

AT 47 (RTP)
R » K>
SIPIF R SIPiiH xR

(PYVRDYIITRTAY) FRITDYITRTH)

IV-1-23 SIP Oty avtyh7y 7l

4.2. BRERD IP RybD—01REE

IP SIP
1P
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1) VPN
2) i IP
3) IP
Ethernet Ethernet ( ) i
4) LAN ( LAN / 1 )
5) (i Ethernet / )
6) (SOHO) 1P
LAN
1P
LAN
IP
SIP
SIP SIP IMS NGN
IP
IP
IP-PBX SIP
SIP

4.3, WBFXRITHET DRIEMRICE T HECiR

IP
SIP
1) Ethernet
2) Ethernet
3)
Ethernet IP
ARP
IP Ethernet
ARP ARP
ARP ARP
IPA TCP/IP
®21. ARP o]

TCP/IP
http://www.ipa.go.jp/security/vuin/vuln_TCPIP.html

28
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SIP

LAN
LAN Ethernet WEP
WPA
LAN
IP
TCP/IP
IPA TCP/IP
4.4, KXHTEEIND SIPIRTPOFIAA X
SIP
(PSTN:
) IP IP-PBX PSTN
SIP/RTP
P
1) SIP/RTP UDP
2) UDP 1P O IPsec
3) SIP SIP SIP CANCEL SIP
SIP
4) SIP MD5
5) SIPS(SIP over TLS)
6) SRTP(Secure RTP)
7) SIP (1 ) SIP SIP
(REGISTER)
8) SIP SIP y
SIP/RTP 4.2 P

45. THEHLBMRLI-NEETHESEHE] ~ RERDEBRA
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ARP Ethernet

(HA)
(VRRP) ARP Ethernet
(Fail Over)
ARP  Ethernet
VRRP HA

SIP RTP
4.6. SIPEETOIILDIESEMHDIRIK
SIP SIP
SIP SIP
SIP SIP
RTP
SIP RTP
SIP TLS
SRTP
SIP SIP
47. BERLEDOXE
4.7.1. BACt=Rvr7—4DF A
SIP/RTP
SIP/RTP
SIP/RTP
IP
Ethernet VLAN 802.1X LAN
SSID

VPN
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SIP/RTP
Ethernet
SIP/RTP
SIP/RTP IP Ethernet
SIP/RTP SIP/RTP
SIP/RTP
Web
IP

4.72. TP 2bT—ODT I EARXBDRE

SIP/RTP
SIP SIP

LAN WPA(Wi-Fi Protected Access)
IPsec SSL-VPN
SIP/RTP

4.7.3. IP 2YbT—9DT IO ARXBDRE: IPsec

3GPP IMS(IP Multimedia Subsystem) 2007 9
IPsec
IPsec SIP/RTP 1P 1P
IMS SIP P-CSCF(Proxy-CSCF)
IPsec ESP ESP Encapsulating Security Payload
IP RTP
IMS IPsec IPsec
IMS  IPsec IPsec
SIPS
SRTP
IMS WPA LAN
IPsec 0S

4.7.4. T7ATIA—IL . BABML AT LDF|H

(IPS: Intrusion Prevention System )
SIP/RTP

SIP/RTP
IPS SIP/RTP
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4.75. wyiav-R—F—ark0—>0F B

SIP/RTP (SBC: Session
Border Controller) SBC SIP
SIP/RTP
SBC SIP
DoS
SBC RFC5853(*1)

4.8. ERTOXE | SIPEETOMIIILDEEXE

4.8.1. SIP T®M TLS FAIZDL\T
SIP 4.7.1
SIP
SIP SIP
SIP TLS(Transport Layer Security) RTP
SRTP(Secure RTP) TLS SRTP
SIP
TLS SRTP
SIP TLS
SRTP 8- RTP
1) SIP over TLS over TCP
SIP RFC3261(*2) SIP
TCP b TLS
2) DTLS-SRTP Framework
SIP RTP SRTP SRTP UDPO TLS
DTLS(RFC4347 Datagram TLS*3) RFC5763(*4)
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http://tools.ietf.org/html/rfc3261

2006 7 RFC4566 SDP: Session Description Protocol
http://tools.ietf.org/html/rfc4566
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0=000INIP410.10.1.1
s=Session SDP
c=INIP410.10.1.1

t=00

m=audio 9876 RTP/AVP

sip:there@10.10.10.10 SIP/2.0
=1

AINVITEGS

12-2. 1ZE(ZHELY, KUY SIP AYYRXFFIA DT Ayt—2 Dl

2007
[Hacktool.Sipbot]

)

Fuzzing

SIP/RTP

DoS

7 SIP/RTP

Fuzzingd
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12.

2) FREAKRIERLGV, FESEEILPT LTV

INVITE sip:sips  %3Aiser %40example.com@example.net SIP/2.0
To:sip:  %75%e %72@example.com

From:<sip:l  %2Chave %20p aces@example.net>;tag=938

Max- Forwards :87

i :esc01.239409asdfakjkn23onasd0 - 3234

CSeq: 234234 INVITE

Via : SIP/2.0/UDP host5.example.net;branch=z9hG4bKkdjuw

C: application/sdp

Contact :<sip:cal  %6@r@host5.example.net; %6C%7H %6Ime=v%6llue %25%34%31
>

Content - Length :150

v=0

o=mhandley 29739 7272939 IN IP4 192.0.2.1
s=-

c=INIP4192.0.2.1

t=00

m=audio 49217 RTP/AVP 0 12

m=video 3227 RTP/AVP 31
a=rtpmap:31LPC

12-3. %XX X T—BOXENTI Ry —TENF=-Avt—2DF (RFC4475)

12-3  RFC4475 SIP 6 SIP
% 2 16
SIP
1
2 b
( )
(66 a6 )
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SQL
SQL
SQL
Web
SIP/RTP
SIP/RTP SIP/RTP
HTTP SQL
SIP/RTP 18
[RREEER]
1) BEELARICERLE-TELGHERADAYE—D
1P
SIP/RTP
SIP
C strepy() gets()
C/C++
C C++
SIP/RTP C/C++
C/C++
SIP

SIP/RTP

HTTP SNMP TELNET
RLOGIN TFTP NTP DHCP DNS

2) FREAKRIEGTIN. FESGZEREILPT VA AvE—D
SIP

SIP
SIP
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12.
%
SIP
SIP/RTP RFC
SIP SIP
12.3
GERA /K]
1)
2)
3)
4) SIP/RTP  Fuzzing / IDS/
[EEHAF]
1)
2)
3)
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12.4

12.

SIP 3

1999

CVE 6 Common Vulnerabilities Exposures
http://www.mitre.org/

2003

JVN 08 Japan Vulnerability Notes: ( )
http://jvn.jp/

2003

Security testing of SIP implementations

Christian Wieser, Marko Laakso

Department of Electrical and Information Engineering University of
Oulu

http!//www.mediateam.oulu.fi/publications/pdf/462.pdf

PROTOS c07-SIP Oulu

2006

Sipera

Sipera - Comprehensive VoIP Security for the Enterprise: Not Just
Encryption and Authentication
http://www.sipera.com/assets/Documents/whitepapers/Sipera Enterprise
VoIP_Security WP.pdf

2006

RFC4475 - Session Initiation Protocol (SIP) Torture Test Messages
http://tools.ietf.org/html/rfc4475

2007

IPA

2007

http://www.ipa.go.jp/security/awareness/vendor/programmingv2/
IPA -

1.
http://www.ipa.go.jp/security/awareness/vendor/software.html#1

2005

Frank Swiderski Windows Snyder
BP 2005 6 ISBN:4891004576

2005

PROTOS Test-Suite (c07-sip) - Security Testing of Protocol
Implementations
http!//www.ee.oulu.fi/research/ouspg/protos/testing/c07/sip/

2006

11

C/C++ Robert C. Seacord
JPCERT

2007

Symantec Security Response - Hacktool.Sipbot
http!//www.symantec.com/security response/writeup.jsp?docid=2007-050
914-5546-99&tabid=2

SIP (Java)

2008

VoIP Security - Threats and Countermeasures
http://www.apan.net/meetings/mewzealand2008/presentations/sip/apan26

-eric.pdf
SIP 1P

2008

Exposing Vulnerabilities in Media Software
http!//www.blackhat.com/presentations/bh-europe-08/Thiel/Whitepaper/b
h-eu-08-thiel-WP.pdf

iISEC PARTNERS BlackHat 2008

Ogg Speex FLAC MPEG4 Fuzzing

2008

RFC5118 - Session Initiation Protocol (SIP) Torture Test Messages for
Internet Protocol Version 6 (IPv6)
http://tools.ietf.org/html/rfc5118
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http://tools.ietf.org/html/rfc4475
http://www.ipa.go.jp/security/awareness/vendor/programmingv2/
http://www.ipa.go.jp/security/awareness/vendor/software.html#1
http://www.ee.oulu.fi/research/ouspg/protos/testing/c07/sip/
http://www.symantec.com/security_response/writeup.jsp?docid=2007-050914-5546-99&tabid=2
http://www.symantec.com/security_response/writeup.jsp?docid=2007-050914-5546-99&tabid=2
http://www.apan.net/meetings/newzealand2008/presentations/sip/apan26-eric.pdf
http://www.apan.net/meetings/newzealand2008/presentations/sip/apan26-eric.pdf
http://www.blackhat.com/presentations/bh-europe-08/Thiel/Whitepaper/bh-eu-08-thiel-WP.pdf
http://www.blackhat.com/presentations/bh-europe-08/Thiel/Whitepaper/bh-eu-08-thiel-WP.pdf
http://tools.ietf.org/html/rfc5118

SIP

12.
2008 9 SIP
http://itpro.nikkeibp.co.jp/article/ COLUMN/20080926/315503/
SIP NextGen
12.5 CVSS ( )

[GEEEER )\ I7A—/\O0—DI5FE

O O ]
CVSS 7.5
[CVSS EXREDFHERNE]
| |
O O
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Od O n
O | | O
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SIP

13. Call-ID

IHE13. Call-ID #FRLAOTLEEDRE

13.1
MAC Call-ID
13.2
(REFELTOFE]
SIP REGISTER Call-ID REGISTER
SIP CSeq
[[RREEBER]
RFC3261 8.1.1.4 Call-ID
Call-ID
INVITE From To tag
REGISTER
REGISTER SIP
SIP Call-ID
Call-ID REGISTER REGISTER
Call-ID
CSeq CSeq
CSeq
Cseq
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13. Call-ID

Nj} N
b ‘ . HEED
= SIPY—
Ll SIP / “s X(i
SIP#H R H—/\ SIP#iiR
REGISTER >
Call- ID: 1234567 < REGISTER
CSeq: 1 Call- ID: 1234567
CSeq: 10
REGISTER >
Call- ID; 1234567
CSeq: 2 CSeght /NS <10)MDIES
500 Server Internal Error
<
13-1 Call-ID A ERLIIGED Cseq ~DEE
13.3
ERAAF]
1) IPsec SSL-VPN SIP
2) SIP/RTP
3)
[EEH 1K)
1) RFC
Call-ID
2) CSeq
CSeq i
13.4
2002 6 RFC3261 SIP: Session Initiation Protocol
8.1.1.4 Call-ID
http://tools.ietf.org/html/rfc3261#section-8.1.1.4
8.1.1.5 CSeq
http://tools.ietf.org/html/rfc3261#section-8.1.1.5
2006 7 SIP Stack Fingerprinting and Stack Difference Attacks
http!//www.blackhat.com/presentations/bh-usa-06/BH-US-06-Scholz.pdf
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http://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Scholz.pdf

SIP

13. Call-ID
13.5 CVSS ( )
[FHmfER]
O ] O
CVSS 4.0
[CVSS EXREDFHMARE]
| |
O O
[ ] ] O
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14.

HEA14. BRIHREDF T EREDREE

14.1
14.2
(MEBFEREZTDFE]

SIP

nonce, opaque

BEED

S SIPY—

7

T7

L SIP / §s Rli

SIP# R H—/\ SIP##H %R

REGISTER

-
< 407 Proxy Authentication Required
WWWE Authenticate: DlgeSt REGISTER
nonce="12345678",- - - Authorization: Digest
nonce="98765432" ,= - -

14-1 F#EY)7A: nonce FryoEBRALI-AE) VI XLDEE

(RREEEER]
SIP SIP SIP SIP (UAS) 407
401 SIP

nonce,opaque

WWWAuthenticate: Digest

realm="biloxi.com",

gop="auth,auth  -int",
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",
opaque="5ccc069c403ebafof0171e9517f40e41"
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14.

SIP 401/407 SIP (UAQ)
SIP

Authorization: Digest username="bob",
realm="biloxi.com",
nonce="dcd98b7102dd2f0e8b11d0f600bfb0c093",
uri="sip:bob@biloxi.com",

gop=auth,

nc=00000001,

cnonce="0a4f113b",
response="6629fae49393a05397450978507c4e fi",
opaque="5ccc069c403ebafof0171e9517f40e41"

cnonce  nc (response)
nonce,opaque UAS
cnonce UAC

cnonce cn cnonce
1

nonce

nc

14.3

GEARAAR]

1) IPsec SSL-VPN SIP
2) SIP/RTP
3)

[(REHAF]

1)

/UAS 0

Call-ID

From (Ip )
CSeq

SIP (SIP )

To
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SIP

14.
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username

uri

realm

nonce

opaque

nc (
cnonce ( ‘nc=1)
response

cnonce

4) Secure SIP (SIP over TLS)
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1999

RFC2617 HTTP Authentication: Basic and Digest Access Authentication
http://tools.ietf.org/html/rfc2617

2002

RFC3261 SIP: Session Initiation Protocol
22 Usage of HTTP Authentication
http://tools.ietf.org/html/rfc3261#section-22

2007

Sipera

Insufficient integrity checks on SIP digest authentication messages
http://www.sipera.com/index.php?action=resources,threat advisory&tid=
179&

2007

Sipera
Absence of server authentication during SIP digest authentication

http:!//www.sipera.com/index.php?action=resources.threat advisory&tid=
180&

2007

Sipera
Registrar honors replayed authentication parameters

http:!//www.sipera.com/index.php?action=resources.threat advisory&tid=
181&

2007

Sipera

No cross-check performed between username of user requesting
authentication and username used in credentials during SIP digest
authentication
http!//www.sipera.com/index.php?action=resources.threat advisory&tid=
182&

2007

Sipera

Some implementations of SIP Proxy may honor replayed authentication
credentials

http:!//www.sipera.com/index.php?action=resources.threat advisory&tid=
183&

2007

Sipera

Service provider call feature servers may be vulnerable to service theft
when sent a replayed and spoofed feature invocation message
http://www.sipera.com/index.php?action=resources,threat advisory&tid=
188&

2007

Sipera
Service provider call feature servers may be vulnerable to call hijacking

http://www.sipera.com/index.php?action=resources.threat advisory&tid=
189&

2008

10

Analysis of a VoIP Attack (Klaus Darilion, IPCom)
http://www.ipcom.at/fileadmin/public/2008-10-22 Analysis of a VoIP At

tack.pdf

2008 10 VoIP

1P i 8
SIP SIP proxy SIP

8
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http://www.sipera.com/index.php?action=resources,threat_advisory&tid=178&
http://www.sipera.com/index.php?action=resources,threat_advisory&tid=178&
http://www.sipera.com/index.php?action=resources,threat_advisory&tid=178&
http://www.sipera.com/index.php?action=resources,threat_advisory&tid=178&
http://www.sipera.com/index.php?action=resources,threat_advisory&tid=178&
http://www.sipera.com/index.php?action=resources,threat_advisory&tid=189&
http://www.sipera.com/index.php?action=resources,threat_advisory&tid=189&
http://www.ipcom.at/fileadmin/public/2008-10-22_Analysis_of_a_VoIP_Attack.pdf
http://www.ipcom.at/fileadmin/public/2008-10-22_Analysis_of_a_VoIP_Attack.pdf
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15. IP

IHE15. EET IP PFLRAZEELLZVEEDRIE

15.1
SIP P SIP
15.2
[WBFHEFDEE]
15-1 SIP SIP
SIP SIP
INVITE P SIP
SIP SIP
~ S
5 N
< '
SIP SIPi% R
. Uil
TN REGISTER
INVITE
— >
INVITE
< —
INVITE
151 ZEYHIIRRDY—R IP PRL RAEFEZR LR
[EREREEER]
SIP
REGISTER INVITE
SIP INVITE SIP SIP
SIP SIP
SIP SIP
SIP
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15. IP

SIP SIP SIP
SIP

SIP
SIP

15.3

GEAAAK]

1) IPsec SSL-VPN SIP
2) SIP/RTP

3)

[EEH (K]

1) Secure SIP (SIP over TLS)
2) IP

15.4

2002 6 RFC3261 SIP: Session Initiation Protocol
http://tools.ietf.org/html/rfc3261
2006 6 TTC JJ-90.24 SIP SIP

http://www.ttc.or.jp/j/document list/sum/sum JJ-90.24v2.pdf ( )
4.1.3.2 Contact

2007 3 Sipera

Endpoints vulnerable to accepting requests from source IP other than
the specified server

http://www.sipera.com/index.php?action=resources.threat advisory&ti
d=186&
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16. IP SIP

IHEH16. A#EYT IP PRLRZED SIP Aytv—U BT 4R

16.1
SIP IP SIP
IP (
)
16.2
[WEFREFDOEE]
INVITE SDP (127.0.0.1)
Via Contact IP
16-1 SIP SIP INVITE Via
SDP ¢ IP
Via SIP IP SIP
SIP SDP ¢
SIP
%
HeED S
SIPH—
I{, Rli au
SIPIE kR SIPERR

192.168.0.10

| INVITE
Via: SIP/2.0/UDP 192.168.0.10:5060:branch=z9hG4bK000033212

c=IN IP4 127.0.0.1

16-1 SIP LRRUVRPATATDHEHBI—TE5|EHEZT SIP YU IR+
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16.
[REEEER]
SIP
1) Request URI
2) Via
3) Contact
4) Route

5) Record-Route
6) SDP c

1), 3), 4)

2)

5)
Route

6) SIP

16.3

IP

SIP

SIP

SIP

IP

SIP

SIP

SIP

SIP

SIP

SIP

SIP

SIP

GERAAR]

1) IPsec SSL-VPN
2) SIP/RTP
3)

4) SIP
s SIP

(REH K]

1) Secure SIP (SIP over TLS)

2) IP

SIP

IP
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16. IP SIP

IP iIP
3) UDP/TCP

0 1023 well known
SDP m SIP i

16.4

2002 6 RFC3261 SIP: Session Initiation Protocol
http://tools.ietf.org/html/rfc3261
2007 3 Sipera

Implementation flaws may allow remote attacker to exploit improperly
handled error conditions
http:!//www.sipera.com/index.php?action=resources,threat advisory&tid=

185&

16.5 CVSS ( )
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17.1
SIP 1P
O] 0S 0S
0S
1) ITRON
2) VxWorks
3) Linux
4) WindowsCE(Windows Mobile)
OS SIP Windows  Linux
0S
( ) Windows  Linux
( ) IP
IhQ— " @ OP+4
17.2
(BB FEEZTDEE]

GDB(GNU Source-Level Debugger)
0S (VxWorks )

1) 0

2)
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17.

17.4

2006 9 Hacking VoIP Phones:802.11b/g Wireless & Wired
http://www.i0.com/~shawnmer/voipsecexp/noconname 2006 Merdinger.p
df

2006 7 Hacking VoIP Exposed
http://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Endler.pdf
2005 11 Cisco 7920 Wireless IP Phone VxWorks Remote Debugger Access
Vulnerability

http://www.securityfocus.com/bid/15456

2007 10 Debugging with GDB

18.2.1 Using GDB with VxWorks
http://sourceware.org/gdb/current/onlinedocs/gdb _19.htmI#SEC182
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SIP
Web (HTTP )
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IP SIP
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SIP
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I/F
SIP
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I/F
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Web
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18.
18.4

2005 5 Vulnerabilities in SOHO VoIP Gateways
Peter Thermos and Guy Hadsall, The VoPSecurity.org Forum
http://www.vopsecurity.org/papers/Security Issues with SOHO VoIP Gate
ways-052005.pdf

I/F

2005 10 VOIPSA - VoIP Security and Privacy Threat Taxonomy
http://www.voipsa.org/Activities/VOIPSA Threat Taxonomy 0.1.pdf
VoIP OS TCP/IP

2006 12 Hacking VoIP Exposed - David Endler and Mark Collier for BlackHat 2006
http://www.blackhat.com/presentations/bh-usa-06/BH-US-06-Endler.pdf
SNMP TFTP VoIP

1999 6 RFC2616 - Hypertext Transfer Protocol -- HTTP/1.1
http://tools.ietf.org/html/rfc2616
HTTP RFC

2000 5 RFC2818 - HTTP Over TLS
http://www.ipa.go.jp/security/rfc/RFC2818JA.html [ ]
TLS 6 HTTP RFC

1983 5 RFC854 - TELNET PROTOCOL SPECIFICATION
http://tools.ietf.org/html/rfc0854
TELNET RFC

2003 4 RFC3512 - Configuring Networks and Devices with Simple Network
Management Protocol (SNMP)
http://tools.ietf.org/html/rfc3512
SNMP RFC

2003 8 RFC3584 - Coexistence between Version 1, Version 2, and Version 3 of the
Internet-standard Network Management Framework
http://tools.ietf.org/html/rfc3584
SNMP

SNMP RFC

1991 12 RFC1282 6 BSD Rlogin
http://tools.ietf.org/html/rfc1282
RLOGIN RFC

2007 3 IPA 0 Secure Shell
http://www.ipa.go.jp/security/rfc/RFC.html#13
SSH RFCT
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1992

7

RFC1350 - THE TFTP PROTOCOL (REVISION 2)
http://tools.ietf.org/html/rfc1350

TFTP RFC

2007

12

Cisco Unified IP Phone Remote Eavesdropping
http://www.cisco.com/en/US/products/products security response09186a0
080903a6d.html

Ciscon P
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JPEG
JVN Japan Vulnerability Notes
MAC7RL X Media Access Control address Ethernet
MD5 Message Digest 5
@ )
MEGACO media gateway control 1P 0
i
MESSAGE SIP
MIB Management Information Base
MIKEY Multimedia Internet Keying SRTP
MITM Man in the Middle 0 8
MPEG Moving Picture Experts Group i
NGN Next Generation Network IP i}
NOTIFY SIP
NTP Network Time Protocol
OMA Open Mobile Alliance ©
PKI Public Key Infrastructure
PPPoA PPP over ATM PPP ATM 0
PPPoE PPP over Ethernet PPP Ethernet 0
PRACK SIP
PUBLISH SIP
QCELP Qualcomm's Code Excited Linear Prediction CDMA
CELP i
REFER SIP
REGISTER SIP contact
re- INVITE SIP
response
RFC Request For Comment IETF
RLOGIN UNIX
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ROHSHE® Restriction of the Use of Certain Hazardous Substances in
Electrical and Electronic Equipment EU
RST73% TCP
PSTN Public Switched Telephone Networks 7
1P
RTCP RTP Control Protocol RTP
RTP Real-time Transport Protocol
S/MIME Secure Multipurpose Internet Mail Extensions
SANS
SDP Session Description Protocol
SHA Secure Hash Algorithm 1 SHA1
i
SIMPLE SIP for Instant Messaging and Presence Leveraging Extensions
SIP Session Initiation Protocol
SIP UA SIP User Agent SIP

SIP URL SIP-URL

SIP Uniform Resource Identifier SIP

SIPH—/\ SIP
SIP AUk SIP
SNMP Simple Network Monitoring Protocol
SPAM
Speex ~ i
SPIT Spam for Internet Telephony IP
SRTP Secure Real-time Transport Protocol
RTP
SSL Secure Socket Layer TCP UDP &
(TLS )
SSL-VPN Secure Socket Layer Virtual Private Network SSL
VPN
SSRC Synchronization Source Identifier
SUBSCRIBE SIP
TCP Transmission Control Protocol
i TCP UDP
TCP/IP Transmission Control Protocol/Internet Protocol

TCP IP
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TELNET
TFTP Trivial File Transfer Protocol
TLS Transport Layer Security TCP UDP b
( SSL )
To~y4s
UA
UAC User Agent Client
UAS User Agent Server
UDP User Datagram Protocol
i UDP TCP
UOPF Ubiquitous Open Platform Forum
UPDATE SIP
URL Uniform Resource Locator )
VBR Variable Bit Rate:
Via SIP
VLAN Virtual LAN
VolP Voice over IP IP
VRRP Virtual Router Redundancy Protocol
Web World Wide Web
WEP Wired Equivalent Privacy i
WPA Wi-Fi Protected Access WEP
X.509 (CRL)
ZRTP PGP Phil Zimmerman(
) RTP
—lr R i
I
X470%5 ID To From Call-ID
H AT ARREE i
AV i
Jo—KEvRb7
FLX
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JaxoH—n

Ay SIP
RTa SDP Session Description Protocol

4R LAN LAN
ATAT
W—TFNRys7R P
LR
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