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SELECT * FROM user WHERE id = ótestó AND password = óôó ; 
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SELECT * FROM user WHERE id = '1' AND password = 'A' OR 'A'='A'; 

SELECT * FROM user WHERE id = 'yamada' --' AND password = 'a'; 
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 SELECT * FROM user WHERE id= ' $i '  AND pass=' $p' ;  
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SELECT * FROM user WHERE id=' yamada' AND o`rr<͆ ';  

¸$i =yamada $p=@& NQ ͆@&<͆@ ”  

SELECT * FROM user WHERE id='yamada' AND pass=͆        ' ;  

¸$i =yamada $p=P@ssword ”  
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SELECT * FROM account  WHERE id = óyamadaó AND account_id = test ; 
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 SELECT * FROM account WHERE id='$i ' AND account_id =$ai ;  

 OR SQL  
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SELECT * FROM account WHERE id='yamada' AND account_id =         ;  

¸$i =yamada $ai =1 OR 1=1 ”  

SELECT * FROM account WHERE id='yamada' AND account_id = ;  

¸$i =yamada $ai =1 ”  
1 

1 OR 1=1 



Copyright © 2011  AppGoat  

SQL ר▀ ᾍ 

39 

¸  SQL  

SQL  

SQL

API SQL  

SQL  

 
 

 

¸  ͨ 

 

 

ͨ  

SQL  

POINT 

SQL  

 

POINT 



Copyright © 2011  AppGoat  40 

¸

SQL  

 

 

 

 

 

 

SQL ( )

 

SQL

SQL  

 

 

 

SELECT  FROM employee WHRE id=óô AND password=óô;   

P@ssword 

SELECT  FROM employee WHRE id=óyamadaô AND password=óP@sswordô;   

 

SQL  

SQL  

 
 ѫ ᾍ ͈  

yamada 

 

 
 

 



Copyright © 2011  AppGoat  

̓ SQL ὕ  

41 

 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 

 
 
 
 
 
 
 
 
 
 

  

 
 
 
 

 
 
 
 
 
 
 
 
 
 

SELECT *FROM table WHERE 
ƛŘ Ґ ΨΩ ŀƴŘ passwd Ґ ΨΩ 

=satou, =a15T =satou, =a15T 

SELECT *FROM table WHERE 
ƛŘ Ґ ΨsatouΩ ŀƴŘ passwd Ґ Ψa15TΩ 
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SELECT *FROM table WHERE 
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  http://www.ipa.go.jp/security/vuln/websecurity.html 

 

Java + Oracle Java + MySQL 

ASP.NET + Microsoft SQL Server Perl + MySQL PHP + PostgreSQL 

 


