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$i =yamada $p=foo'  OR ' a' =' a ”  

SELECT * FROM user WHERE id=' yamada' AND pass='              ';  
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 SELECT * FROM user WHERE id= ' $i '  AND pass=' $p' ;  

$i =yamada $p=foo'  OR ' a' =' a ”  

SELECT * FROM user WHERE id='yamada' AND pass='foo '  OR ' a' =' a';  
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SELECT * FROM user WHERE id=' yamada' AND pass='foo';  



Copyright © 2011   

[ ]AppGoat ̧ ̱  
[ ]20 ѝ 

A̧ppGoat SQL

 

 
 

¸ Congratulations!! 

 

26 

 

 



Copyright © 2011   

[ ]  
ר▀ ὑ  

¸ ID yamada 1000001

 

¸ URL account_id  

a  

 

 

¸

 

27 

SQL  

їSQL  



Copyright © 2011   

http://localhost/Web/Scenario109/VulSoft/bank.php? 

page=3&account_id=99 OR 1=1 

[ ]  
ЊҘΙ SQL  ͜

U̧RL

SQL  

28 

99 OR 1=1 



Copyright © 2011   

[ ]  
 

29 

1. URL  

 

2.  

 

 

http://localhost/Web/Scenario109/VulSoft/bank.php?page=3&

account_id=99 OR 1=1 



Copyright © 2011   30 
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SELECT * FROM account WHERE id='yamada' AND account_id=         ;  

$i =yamada $ai =99 ”  

SELECT * FROM account WHERE id='yamada' AND account_id=  ;  
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    SELECT * FROM account WHERE id=' $i ' AND account_id=$ai ;  

$i =yamada $ai =99 OR 1=1 ”  

SELECT * FROM account WHERE id='yamada' AND account_id=99 OR 1=1; 
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PreparedStatement prep = conn.prepareStatement("SELECT * FROM 
employee WHERE name=?");  

prep.setString(1, " ");  
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SELECT *FROM table WHERE 
ƛŘ Ґ ΨΩ ŀƴŘ passwd Ґ ΨΩ 

=satou, =a15T =satou, =a15T 

SELECT *FROM table WHERE 
ƛŘ Ґ ΨsatouΩ ŀƴŘ passwd Ґ Ψa15TΩ 

 

  

 

SELECT *FROM table WHERE 
ƛŘ Ґ ΨΩ ŀƴŘ passwd Ґ ΨΩ 

 

=takana, =vRi5 =takana, =vRi5 

SELECT *FROM table WHERE 
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¸ PHP + PostgreSQL  
<?php 
require_once  'MDB2.php';// ≤ₐ↕≤≥”⌠╒ⅎ 

$db = MDB2::connect(' pgsql :// username:password@hostname/ dbname' .  

'?charset=utf8');  

if(PEAR:: isError ($db)) {  

   // ₔ≤╒  

}  

$stmt  = $db- >prepare('SELECT * FROM atable  WHERE name=? and num=?',  

            array('text', 'integer'), array('text', 'text', 'integer'));  

$rs  = $stmt - >execute(array($name, $ num)); // ‗ ”  

if(PEAR:: isError ($rs )) {  

    // ₔ≤╒  

}  

// „ ”  

while($row = $ rs - >fetchRow()) {  
    printf ("%s:%s:%s¥n", $row[0], $row[1], $row[2]);  

}  
SQL P.19 

          MDB2 SQL  
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<script>document.getElementById("account").innerHTML = '<font 

color="blue" size="3">

</font>';</script> 
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