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http://www.meti.go.jp/report/downloadfiles/g50331d06j.pdf 
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http://www.bousai.go.jp/MinkanToShijyou/guideline01.pdf 
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CERT CSIRT 

US-CERT 

United States Computer Emergency Readiness Team 
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Cyber Space Emergency Readiness Team 

 

 

   

 

CERT: Computer Emergency Response Team, CSIRT: Computer Security Incident Response Team 
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DHS Cyber Storm III 2010.9.28  

  FACT SHEET http://www.dhs.gov/xlibrary/assets/cyber-storm-3-media-fact-sheet.pdf 

  The Cyber Storm III exercise scenario reflects the increased sophistication of  

  our adversaries, who have moved beyond more familiar Web page  

  defacements and Denial of Service (DOS) attacks in favor of advanced,  

  targeted attacks that use the Internetôs fundamental elements against itselfð 

  with the goal of compromising trusted transactions and relationships. 
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APT: Advanced Persistent Threat 

DDoS: Distributed Denial of Service 

34 
Copyright ©  2010, IPA all right reserved. 

   



 

  

  

(  

IT  

 

35 
Copyright ©  2010, IPA all right reserved. 



 

 
  

 

    

 
( , , , , , 

 
 

 
  
    
    
 ( )  
 

36 
Copyright ©  2010, IPA all right reserved. 



 

( )  

 

 

 

 

 

 

 

37 
Copyright ©  2010, IPA all right reserved. 



 

 1. TCP  
 2. 80/TCP 443/TCP HTTP HTTPS  
 3. HTTP(80/TCP) HTTPS(443/TCP) Proxy  
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