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CERT CSIRT

CERT: Computer Emergency Response Team, CSIRT: Computer Security Incident Response Team

FIRST

Forum of Incident Response and Security Teams

US-CERT

United States Computer Emergency Readiness Team

CS-ERT

Cyber Space Emergency Readiness Team
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Cyber Force Center

WARP Warning, Advice and Reporting Point

8

C-SAW

C-SAW Community-oriented Security Advice and Warning
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http://www.ipa.go.jp/security/fy19/reports/vuln_Framework/vuln_Framework.pdf
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DHS Cyber Storm 11l 2010.9.28

FACT SHEET http://www.dhs.gov/xlibrary/assets/cyber-storm-3-media-fact-sheet.pdf
The Cyber Storm Il exercise scenario reflects the increased sophistication of

our adversaries, who have moved beyond more familiar Web page

defacements and Denial of Service (DOS) attacks in favor of advanced,
targeted attackst hat wuse the I nternetods fudndan
with the goal of compromising trusted transactions and relationships.
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APT DDoS

APT: Advanced Persistent Threat
DDoS: Distributed Denial of Service
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11 TCP
2. 80/TCP 443/TCP
3. HTTP(80/TCP)

HTTP HTTPS
HTTPS(443/TCP) Proxy
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80/TCP
443/TCP

API (Application Program Interface)

IDA i
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