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3.1 YROTHRAA D

YROTERAANTO®RAD 1 BEDATYTE. TERAAVCDEFETH D, CODRTYT
DBEMIE. VRITEAANDAVTIVANETEIL T HEITHDH, COAVTIAME URY
IRDAVNTACARADIRIDIL—LIE IRTYTDFHERELEICHEIL SN, [BHRAIRH
ENDBNRIDITL—LIEIE, 12ERIX VRITERAVRDERDR S —EEREIE, 3
AT REFEDTERAVNAER. BRI ARESVRIVEAFORRFIE. 7ERAVLDERA
., PTORES, EOBRER(ZIZH DD, LU SRICHh=52—EEAHYKZY R
LATEERUR Y DI ER BT 5= DERBIAICET HIFHREFET S, MRIE. URY
T EAA D EFIZDHELREREFFD-OIZ, VRIT R AU NS A ERNLEFENTE
B9 5, VRIT7ERAA MDA HFIX, UL TDIRIEEL:

o TEAAIDEWZERET D

o THAINDEREEEFHET S

o THEAAUNIHEEYIEELFIRERET S

o TEAAUVMDANTRELTHEATHERDERFEEHFES 5. BoUIC

o FHAAVIFIZERAIREVRIETIVESTIO—F (bbb, 7EAAUET7TO
—FERWMTIO—F)EHTET 5,

ATYT LYRGT R AV MDD

BHIERET D

BARY 1-1: TEAAVIRER T BIERE. TERAAVIM TIETZERREDEAND, YVRITERAAVIDOEK
EHET D,

BROFSZ: VRITERAVID ML, TERAVIEYGEREZEHRL. ERLTWAERREEXIET
BOEERICTB=0I12H. THHEMSEF>THEE SIS, L. e ERBNED =TI L—&ER
LT URITERAVMFICE SN EREE D LSITRATRBT SN DV TOFSIEERET HEMNTE
%, 118k KIZ URITERAUMRED TV TIL— DO, FIEHRINDYRIEEFEERLTLND, E3BIC
BNT YRITERAVNMEIUTEXIETS:() VAT LRESA I AL EKICh=-23 A ICEET 2ERR
5E; (i) BE. EYbIFTERAVMEROBEFA; (i) F2BIZBIFBURITRSAVNED; LU (iv) VAT L
RRESATH AL EEKITHEREELYRIT RS AVNER, E2BIZE T, YRITEAAV NI XL
TUTEREEIZT S (i) DIV 3y  EBTOLREXETIEHOBR AT LEAOKGFE KRS, VRIH
EDESICLTHR. BE. &8, Bin, TLEBEININIDONWTEET B; (i) ARBEOURIXE (H] tkEE
BoT . EHREHIET L. B2 T EBIET 5, F3EFSES, BLUVER VAT LOMES %S
B) DV TOEELLEREDERREEZXIET S, (i) Sviar  £% 70 EXDEMDOYR I3 GHES £
CITEIASHEREDHDENTES LS. BREERTET S, HOUIC (V) EEEXIET S (EYUbIHERO X HETHE
ST B7=0I2) o BLEIZBEWT VRITERAVME, () VRVZTEIT47 (Be) #XIET S, BT (i) YR
IR AVNEIRIZH T DEBERANT—2EHED, CoDEBOBEMICMZ T VRITEAAVMNE, BED
B (B FzICRREINT B (HEVDIEMEBEOES) [CRLT. FI-AERET 5. 5T DHEEE SR
RIS, TIEFLEEMERATAZELICE S TEDLSBIRINELEM ?) IZBEZDEVOT-, HBSH T
BEHMEETIBENHD. TRTOBEBICETIVRITERAAVCOHERE, FREF )T DEREIELH
FEIZTRT DICRALL., FETOERICIERFIRMETH-DICHEATES,

YROTRRAAVRDBEMIE. TERAAVENUTOWTNIZEZE T INNE>TEGSNS (i) NPT R AV H
BLME (i) VRIIR DAV TORRRDI) ZRIADR G IR TYTELIETVRIDE=R T IZTYTIZHEN
THBRINREOT ERAV L, T EAAUIDIGEE . TOBMIE. 2EAIEUTEED (i) UIRVDODERET
RAVNERELT ;05U (i) B ERLEE. BA. thOEH. SLUBERICXNTBHE. E5HEHE. HEL.
DRIDE=Z) T O—RELTRAICTHI->TEHTREZDMDIRIAFERET 5. [VRIADRIE IR
FUFIZEWTHIBEIN =T EAAVIDIEE. ZOBMIE, A E REZADUR IR IED LB TEIT., =
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IFHEDEMIZEZD (LBDTHERST-VRITERAVNIDHBAEZSER) LV 80, ChbEIERIIZ,
TRIDEZLBY T IRATYTIZEVWTHIBEISNE=B7 XAV DB A TOBEMIE. =X 1E LTIZHEDL
TYRITERAVLEEFHTHEEED () HBOBER AT LEFLGEARRICEAIA TV X2 T8
EED A EOHBGAIRIET, (i) B| AT LELIGERBEICHTEEE Bl N—FIzT7. I7—LII7,
YIRIITDER, SATLEHEOEEER. N ITUYFEEK., FEABEEBRICHTIER, ISvyla %
BIOER  EBIUIFELUXEY—ER, BE. 5. TILHERICHTIER),; LOUI(iii) a> T340
TUARIEEEDRR, B7 EXAVNME, BICHRELEAUVTUMIERLTRRESN DT EEH S (] #8i D
EREITFRRATLERET S/ —HE),

BREEERES S

BRY 1-2: BBOBERAERE. YR— S TOSRER. BEUEEL BT LOZEEEEOB RN L. VRIT
TRAVEDEREERERHET B

ABROFIIZ: )V RITEAAOBEAGEEIL, 7TERAAVMIBVTHANEBINDINERET S, URIT7ER
AURDBEREREIL, YRVICHEDCEERELZITOIEOICHATEEROEHICHZELRIFL. TERAAVRE
DRIIFR AN EHEEEZ T HHBOLUREBICL>TRESND VRYTEAAV DB RASHERE ST HIL
IF. BEALTERETIDEXIET S () TERAAVMIBVLTEDBARYRH B (i) B0 EDEE A,
EDESITTEARAAVNDEEEZ (DD, (i) TERAAVIDEENEDEISHERBREEZIIET SN, (iv) TEAA
VEDEHERPENS VD OEIRICHI>TEINTHED, BEUIZ (V) TERAV O EFOMLERICHEERIFT
LDFAN VRAITERAV D BEREEZEZRET D EE, YRITEAAVMREDHXENRICNZT. 7+
AAVPDEMEIERELTHATREBRERETI2DEXIET 5. FBIBICBWNT, YRITERAAV O EASEE
[F. BRI RTLOERBAIZ TTHEICIKEFET DIEENH D, (Hk KL URITEAAVMREICEENSH
HEEDHLEHRDF . FIFHRINDIRVIEEFRETEH LTS,

HaisoE R EE

O E RS, BEE I THEBDOEDBEN)RITEAAUR, BLUVTERAAVEEREZEDYRIIZE
EOKERRENHEE#ZTHMERT (BRRREICEET IEHEIRIERET HEICEREEEAS. lE:
[ETEEBDHBEESD) ., AR URITEAAVME, HBOBEDI VI Ay £ E-IE3viay
EHTOEREXIETHERVATLIZEATI2ERREICHERERMT S, ik BEDERVATLICEAYT
X T(EBROER. AR, FLEHRICEALT. bV EEETEROERICEALTOERREEZED,
YROTRAAVNE, o BEIIOMDDIviay  EHBHREEESv 3y /£BETOEROESICETS
BERREICEREZRMET S, VRIT AV IO BEREE . BN RERTERELTLAI Y 3y /K5 EE.
Sl gy  EETORR KBTS, FTEEAE Y —ERE T T BB EDERALZHEO T CHERAT S
AHEEDHZ. ChoDEDNEETHEENHS.

B DR

HEBIE. BEDURITERAVEDERMN, URVIZHLEICERREICHLT, ENBHVDEIREIZh -2 TEE
BICIEREIRBETHEEN TN TR T 5. CORRERE, BE. URITEAAVIDOBMICEET S, fzEX
£, 5 LBIZB 5 R —EEOERREICEREIRET HL-HDIRITERAVIE, REIREICh>TH
HTHEIDELHD BELELIE, ZLOBRBICEVT. R —DEEOHAFIEEZKEHMEETIHLT
H5, EBIBIZHITA. BFERVATLOFWEMN LX) T BEROFEAICETIERREICIEREZIRET 516
[CEMESNDVRITERAAVMNE BDELINDZ X1 TAHENERMBTS ITHINTYHSINSETOREET.
AMTHIEAS, L. YURITEAAVMERODERFG L. BITOT ERAVMERN A TS (Ffl&
TEYNEB) EHICDVWTRET S, VRIDEZLRI T I VRITERA DO BERBR OB S ZHHT 51
OITHERATES VAT ERAAVMERICMA T, L. URIDTERAVMFEREINIHLP D514 TDIER
S T—ADEEN. BRI (Thbhb ., BEH (latency)E-IFEDER) (COVWTEEET S, Thid, EHREZS
FAL. TERAAUMERDBENMEETME T IIRICIE. EYDITEETH S,

#EEL Rt LhEEBEE

AT, YRITER AV D BEREEZREICT -0 s BT EOEEZEEZANS =LA E3
BIZBWT URITERAAV O BEREHEE. ZOERREICET2HEBOER AT LTHIHEENHD. Ch
(&, BESN-EERICNETIRBENBRIND LS. BHRVATLEZOEE LDV TIRNMIEBLILE
#5, FO—AT,. TEAAVFOBERGEET, ARSI BEBEICOVTIEEELET I, BRI AT LEITFIZRE
ShBBELHB. F2BIZBVT VRITERAVCOBERERE, ISyl ay EHET AU LO#EE (B 45FE
DIvay MEEEXIETEITRTDVAT L. H—ER BLUIVITSZEL) DEEANSEEINDELH
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2. WIFNDDBICHE T DHER ST RITERAAVIDIGE | BEATH T AERHEDERMA ., FHEDEKMDHE
REFEEFRTHBELNHD.

HELHBEEETS
AR 1-3: YROTRRAAVEHAEARMIZED ISHBEEFIBDEETREININERETET S,

FHRDFES|Z: YRIIRSAVNTOCRADIYRIDIL—LILIRATYTDO—IRELT, gL, BN TER
SNTVWBERMGEE. FIB. URVSFBRESLVEBEIBRL FL—RA JZBARICLT. RESLUVERLOE
BREZETI. COERIE. HBOURIT7ERAAVMIERERHEL, TOLETERAVIEE B0V R R
CAVMEIEMNE RESNEWNMEE . BEEFIBIL. VRITERAAVMI&>THESh ., XE{LENS, TURIDT
L—Lb IATYTIZE D THEBIC K >THEHESH . B URII R AV NERBRO—EELTEEN S E EHIR
IFBRDYRITERAAVMNIENTRYIRTHEF AN, BELFIBREREICTIEIE>T URITERAY
FRISEIRESNEYRIETILALYBRBEIZRY, PERAAVMEROBRME /EYRLIEAE L., AEOESE
DHSHENT S, BT, =X EUTEED . YRITEAAVMNIBEET Z3EELSFIZHSITHEEIZDONT
BET () BEIR (i) BEER, (i) RBELEENEL, (iv) BENEE, (v) TERAVNTZ TO—FERHT
TO—F; GBI (vi) EDIviay  EHEHENTETHIM L. Tz, EZEUTEET. URITE
AAVMIBEESTHIERGRFICETAFIRICOVNTHET H: (i) 7TERAAVMIFIATELSEIR; (i) 7TEAAVE
[CHERRLILEEMME; TS5 (i) Sylay /(B EHEET EA LOBESFE, X X, fHigs.
BRLEEBELEDIIITTERAVNTREMIDLWTOHEBOEETIE. REDIGADFTAZERTIHN. &R
DIZEDOFREERTIM. HAWNE. TNEDHADEOWVWTUNEFERTHLIHD, REIC, B#IE. 4
BOREICRETEIFRERMN. FEVRITERAVMIEWTHERINIZOMDEREEET 5. BEEDTHE
R ABOVRVEBREICREERIFTAEENH D, 2R E. ERML. FIXEBETELHEHRALLK
RETOBEEF. F5LETHESENMEEICHEEREFET=H. BABOURIHFBREFETIESTHAS, UBED
BEIIIAVIENRITERAVDEE /HIRIEFESN S FORRAOEHZERRAEHZEVNDOHNTRT,

BRUR

I VRITERAVNFICEBEINIRNEBRURERET b, & BREHET 5-DICHERINLTO
TRE BROBEITOLRICEET 2HLDHEELHAMEICT 5, TILIEBRNIRIDTIL—LILIRTYT
[TEVWTHESN, BDIRIIROAVEBRO—EHELTEFNIEE ., TOBEBREBLDIRITER AV
[CEVWTRYBRTBEILGEN, YRITERAVMNE, B—OLEEHEICH =58 BIR (H: TR/A—FIZLD) P8
EDERIR (Bl EFESNTWIREDEITELD)HE . HOWDHIITDERBRERYIRICENTED, & D-2 (3,
DRITERAAV DB EERET IRICHBIC L TEESNS, BERO D EAROFIERLTNS,
ERER

I VRITERAVMFICEBINIREBRHERE. TI5LAEBRICOVTORBICHELFHML ANILER
T 5. BRBRICOVTOREIE. S<—MHGREE (Bl 749 U 3R HEBEY—EXHE) Z2ERALT.
FIIEA, Bk, FIEZAVV-KYVRBMGRAZEZERALT, HDHUE. HVEYEHEAE (Bl BHEDFERS R
T L, BT, 4B, BB FEXBFAOARD EEALTITISENTES, SoIC, MlIE. LTEEETS:() VR
JT7EAAVMIBVWTERME BB BREFET IROMBRELTHERATES  RENG—EDBRER, 45
I (i) BRERDNIRITLRAVFO BRICEET HEALEINDDICHEL, FERDLAIL, FE2 L, #i
1F. BEEABELIEET —bF—HBICE > O BRASN-BREROAETEETIEELHNIE., HEWD
BEREZREEEITIBELHD. RE2EREI L. PRN—HYIZLDBHEERE. TRA—HYIZEE1D L4
DEBBZROHARBNGHZEZ, TRTORIZEITDIRITRAAVMNMIERTESLZITOFHMLANILTRLTLS,
KYEMAAERIL. B2 DO EERIR (] : CAPEC(Common Attack Pattern Enumeration and Classification)) M §5h
5, EBTREBHEFRICEITIMBOBTEL., ML AILIX, ARY 2-2 ITIEHRERBT S,

st ERRISEH

AL, VRO T ERAVNEIZEBIN SR EMFEL, MEFBHEICOVTORRD ML NILERTET S, ML,
MEBMEEET2EOICFERSNGTOERE, BEBEORETOCRICEET 2HLD LB ELWHEICT S, 5
LIZERATURIDIL—LIE IRATYTIZEWNTHESN. SOV RITROAV SRR O —EHELTEFEN SIS
B. TOBREBERIDVRITEAAVMIENTRY BT BHETAEL, fEIEHEE. BEOFHR AT LB /N—F
DIF VIO T T7—Loz T RAEaUO—IL, BFLUEFUTFIE) ICEET S5 EEHNIE. Tho
DIRTLOREBTIERE B BBOH /TR NEBEDBER, IV ar  EBETOER TV42—TF54X7
—XTIOF v BREF LV TAT—FTIF) ICEETHI5E6LH D, ML, T, &2 K RRASD7—F
THOFvEET, BARE., BLUBEZEL. YRITERAAVMEZEBSNDIREEZRNEHEIZDOVTHRE
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T %0 K F-4E, EL-RENEHOHRBEMGHETRL TG, BRI NEMBULERMIFHICET HBHD
BEEFHHLALIE, 2R 2-3 I2IEHREREIT 5.

FE DR

L. REDTREMDBEETOIEOICERSNETOERE, FEDFREMHOHETOERIZEET 2H50
BEEEBRAEIZT D, Z5LEBEHRATIRIDIL—LIL IRTYTIZEWTHESN, SOV RIT RO AVE
BO—EELTEENDIEE . FOEHREBELRDIRITZEAAVMIEWNTRY R T BEF LG, BEDTREME
EDESITHEETINCEATIEBDEEIL, FRY 2-4 [L1EHREIRE TS,

Bz 488
2

MBIEABOER (ThHbhb, Suiay B, 1A= BEUEFEHD BB E. BA. oM. BLUER
[SHHSNBTEEEDHIBDNHELETT 5. L. FEOHTEETILHITERASNSGTOERE ZED
BEITOCRICEETIHLDLIEEEAREIZT 5, Z5LIERNTIRIDIL—LIEIZATYTIZELNTHEES
NHABDOURIIROAVNEBRO—EHELTEENDIEE. TOFERZEZBE R DIVRITERAVMIBNTERYR
TREIFLGL, L. ZEICOVT, EAEREDIVI Ay /E£HTO R T ILERER (B (5. BE.
HiE. B2 BLUBEREM Z2ETHMAL AL TRHLT B, IS URITERAVMMIIRETHHZEICETS
ERIC. ESRREENTICI - THBONIEREEDDIIENTES R H2 X HBICE > TEBSNIEE
(Thbhb, BHE) DHRBPLHIERLTNS, BZEEEDESIZ, T, FOREHMICET T 0BT DB H
DEEIL, ARY 2-5 [TEHREFRBET S,

YR BRELFEEN

I, FETEDIRIDLANIIERAATERET D, URVHBREL L RITh>T—EE BRSNS
KO HABDYRIIROAV BB O —IRELTHESIND, M. Tz URIRFHTERAVFESNDEDT
BEEICOVT. BHEZEDISICHETINCETEIFIIESERET S, GELHLITE—D. HIWIEHOER
FOREEMEE. VRILANILOFHEFERZT TH AL A2, FEBEICKREFETIFRZEEDLSIZL
THINZETERT DD THD, #iH APT(advanced persistent threat)|[Z DN TEE T BEIZIT,. BEHERD
HEABEEDOTERAVIDEDNEYDESDREREEFHESILEH D20 FEERICOVDTOEENEYDIT
BEICTHS, INEHI-OIC MABIET, RETGEMERETA-ODOIFEIEFLETIO—FEMBIENTES,
NoD7Fa—FIE, (PRITEDIFERNERICRETICELIEETHS) REDBEOREMEEEEET
BIEMBIRFEY . HEIBENHASNTOVEVDOLELRET A EEEFIBEVERET SETIZE S, M. Fi=.
EDQLRIILDYRY (BRETREMLEZE DA EHE) THNIK. VRIRAFD S50 HHHABETELDIZDL
TRET S,

NHFTIO—F

YRGTERAVME, TRRAVR T TO—F (FThbhb, EEM. EHEM. EEEM) L7 TO—F (Thhs,
BREERL-. EE/ZE4EHL-. BBUE2ERLL) OmAEEL . 7TERAAU N TO—F Lo H7TOo—
FORAEDEIX YRITERAAVED = D537 T O—F(analytic approach)EF LT %, M. BEA
EDEEHMIZ. HhD. EQLIBHATHMINEINERBRFEIEER TV T OV TORERO ML AN
WEED)ERET D, A 77O—FHRRGNIEL RETMREEZREIT IAEBTROEFHMEZDFMELALL
BiED, e E ADEEF. LTOULKODDAERERANSILIZE T, TOHBEERT HENTES (R
MDA, KYFHEHTHD) () (BEEERKRICRYANTRETEERZHEET D) ERARUL, (i) BEAN
VNNEBREBEEAESHE D, HDHNE (i) ERLBRL TV KEBOK, BF. L. BOTEELIVI S
VSRR BBV FRIFERDIVI Ay S EEBEEIMRTF T A RE Y ER (BE—EERLLTO).
BEUERELEBENSUIMER AT LIZDOWTIE., KYHMGERERDEITHAS, Iy ar  EHBEKTO
BEREEE. SV av A EBETAVMIBHFBIRIDIRYRRR Y FICBEEINIERVAT LA Y—ER &F
FIFEBAI7SDIAVR—RUR IR LT, KFSIEEHELTEELY,

BHRRERET S

BRY 1-4: YRAYTERAAVMIEVWTHEASN S EEREIER. BEEEFER. RBEREEER. SLUZEEE
BROIFHREERFET D

HRDOFE|ZF: RRMERIEL. BBICLS. BREEFERLMEBHHROEEEOHEEAREICT S, F1EIC
BT, BB RIL. 22K MABRNICERLTOBIRIIRCAVIE SER X TAHNF U R EE
DEATEAABDIBO CTEBELIVI I EBEEEEZEDISITHELEEIEBREFIT20EET, F2BICEN
T, BRAERIE, =& I1E, UTICETAEHREST () DIy ay /B0 X #MEEEETOER . &
FWERDFEN, (i) T A—TSAXT—FTIOF v, BREXFLITAT—FTIF ¥ VRIT R A DERE
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BERIZHEIVRAT L, £BAUT5, BLUEFF—ERDOEIM./ TOLRDFNDO#EE; 5 (i) BN E
BEITINSBRIE (AL A BOTONAF LOBEROKREFEEFRESD) T5LEERIE. B%. BEICETS
XE(EYDIT. ZEBICREALTEEENHRATINE) . BEBRGEHE. BLUPIRIT XAV MOBEREERNIC
HEMBOIERAT L, £BAUTS5, BEUEFEY—ERDYRITERAVMREIZEEH SN TS, EIBIC
BT, BRMFERIE. =LA X UTICETAEHRESD () HBORBHRVATLOT AL TNEDURT
LIZFERASNEEM, (i) TR 5D RAT LI BRE T HIRE, (i) thOFHRI AT LITH T BIEREKRE; H5UIC
(iv) EBAUI5FREEFY—ERITHT HEKE, T5LERIL. DRTLICETIXE. RABXGETE. 12
LU, DEBR AT L, AVT5. BEUVH—ERDYRITEAAVMREIZEHIN TS,

#®D-1, E-1, F-1, H1B KU FURBESNTLD LS, BHRREHEBICE>TRETH oY, M TH-o1-Y
T3, EFEMEBHEORAICKHT HRARERETINMOBERRIEL., XX URITERAVMRE . /22T
UMNRE . XA TAOT FSTUFIIRBLUEZ AV THRZED . NEMIICIE. HEBIZHITEHIRITE
RAAVMRENSDIFRIL. MDBIZEITDIRITERANNADANT—HRERBIIEEEZTHIS, Iviay
SEBRTOEREIL. HONMKFETIRBALIZTHELIV  FEXEY—ERDOHELT . HONHFEDE
RREBEICBEVWTHERISFREEDHAILDICDONTHRHET S ENEREIND, EREEFRO N BOERIR
&, 322 =T %544 (H]: US-CERT(US Computer Emergency Readiness Team). E8F5/\—k3— (4 : EIfA R
# M DCISE(Defense Industrial Base Collaborative Information Sharing Environment)Z{# Fi L f=DI1B(Defense
Industrial Base). EZE A > 75ERF [ [+ D ISACs(Information Sharing and Analysis Centers)) . A& 4R KU IERR
FF#E8 (451 : Carnegie Mellon University, Software Engineering Institute-CERT) . oW EF 1 F4H—ER T
N EED NEORBRHRREZERT 8. BREEFEROBERE. EAERSIUEEREZEET S, BB
FERIROEHRFE SRR, MEBHMEFROBEREL. BRI THETH =Y. N TH VT 5 (FRF-1%
SH), ASMOBERRIE. EAX BHEETERAAVMREEEE . BBEFERONTOFERRIL. ETHESN
EZBEERBROBERRICELT S, RF-UIBHINTWEKSIC. FEMEHICETHERIE. XX 1F
HRORTL EARE, £#HY—ERX HBAUTF, BLUVIVEI—TSAXT—FTIFYITDVTORBEED.
SEITFERERENSAFTES, RH-UIRHIN TV LSIZ, EEICEHTHEROBFRIEE. XX, v
AVANDEEIT /EDKRREEST. BRI RTLIAVKR—RUb—E, BLUEF1T(HEEST, £FaY
TAREE BBCEYETONSY avE&ITL. B0 EEZREL., BBOEMEEER-L. B
BROBBEZHEL. BEEZTA-OICHBINVRELT IERSIVBRRVATLICHLT,. FEERIFTEENHK
ELFGEITEI0ENEFEICDVWTRETHFELLD, EXa) TR I B OEHBLEEE. BA. tho
. PLUBERITHTHIRIETERAAVNT BRI, EHEERSLUVBRBEERRELICANGNS, 5
A)TAREE EFX )T BN THOIRE R, T2 MBS LURTARER-TIENTELWGEDEEDO MM
EERL. RH2ARHINATWBIHE 1021 TRIZEESIND,

YROETIVERHT TO—FEHEETS
BRY 1-5: YRGTRAAVMIEWTHERASNBVRIETILEMTHT TO—FEHEET 5.

BROFSIEF: ABIE. YURITERAVIORBICHERATEIE—D. HAIWNIEROIVRIETILEER (EV13
2231%2BB)L. EQVARIETIVEIRITEAAVNMIERTRENEZETET D, TERAAVMERDEEERS
(25012, BEEDVRIVETILIE. FHRIZERINTOBIRIAF (TibhsE. BE. . 28 &
AR BEURAMNER) SO0, HHVIE. TROHDURIRFIZEREIND, BREIE. T, TERAVE
77O0—F (bbb, EEMN. EEMN. EEEMN) . o7 I0—F (Tahb, BREERL-. BE #2428
HBLE BBEEEERLE)ZET . VRITEAAVMIBWTHEASN D EARMES N7 TO0—FEEET D,
TERAAVRAREZFNETNDIRIRAFIE, RENETNENICELESIDTERAVCR Y — L (EHMER T —IL
P12 FEEMBRT—ILH2D)EET, &, EE. YRITEAAVMIBWTHERAINES T ERAV MRS
—ILVEEHTH(HAHE, [F8ENSRIRL, AT E), COR. ERMAGEICELT, BfisLTHEELAIE IR
L. EEEMET7IO—FORBOIL—IRA UM EEERT S, £z, SV av /EBERTOEEEIE. Va3
SEBITHELHZE, SORSFREKICIRETIHEL1H S, BT, BEL2BBICAVLTHERINS, B4 5
FTHERAVRRT—VESTET DIEEANH D, eI, BUEZEDERATLTIX, EEMSEEZFERL., AL
BLUBHFEDIRTLTIE, REMELLFEEMZE (0-100) EFERAT SN EZ SN S, SPE00-39THHLS
NTWBKIIZ, ZARV1-1(URIDOEE) Tk VRAVAFITERASN S8 G EAT A, Ik ->TELRS,
LI=ho T AHARSAVIE, EEEBNREEZK ST 5=ODEFMNET LIV ALIFIEELLEWL, BEEFDY
AOETIVIE NRIRAFEHERTDEHOTILTII LB AR, R, L—IL)EZED, BREEOIVRIETIL
NN RIDIL—LAL IRTFYTD—BELTYRII AP AV MEBBIZEENTLVEWNMEEIZIE, A2 ID—1]
ELT EEREETR=HODTITIVRXLERET S, VAVRFEEESTHHODOTIILITVX AL, BEDOIRY
HBEERMTD(BIELT. FRI2-4DTHEDFEIEI1ESR)  BBEEDOVRIETIVLIE VRITERAVE
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DEFO—IRELTUTEERRET I LIZE>T. RBEINS () URIETLEREL. TDETIILEFERT IR
WzERd (HEBEEOERDIVRIVETIVERBTHIEE); (i) VAVAFOEDEBMDHEZERT; HHUIC (iii)
FERAVKIEFELzHo 27 ILTVXLEIEET S (Bl REIZH T 25 570 EfiEERALEZ7ILTUX
L), DV RIT A DAV NEREIZ, BN FEET HHBEEDIRIVETILVEIES N7 ITO—FAERS
NTWEWNEE X VRITERAVMIBWTHERASNDYRIVETILELUSTNT TO—FIL. KRIRXJIZHL
TEEIN. XELSND,

FELFBOEHN - VROTERAAU MO

o YRUTEAAVIDEMERTET S,

o YRUTHEAAVIDEREBEZIEET D,

o YRIUTEARAVIHREDESHBEELFIBDEETERSNEINEHET D,

o YRIFHEARAVMIBWTHAINIZHEERER. MHEMEER. SLULEICRHT A EROER
REEESTSH(ERD-1. E-1, F-1, H-1, BLOI-1 228 . 20D S ICiRES
n5s,

o YRIFTEAAVMIBWTHEATIIVRIETIVL. PERAAVNZTO—F ., ELUSHB7ZIO—F
EHETL. FFHBT S,
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32 YROTEAAVFDER

YROTERAANTOCRAD 2BBDATYTE. TEAAVCDERTH D, CDRTYT
DEMIEL VRAILRIZE>TEEIELF TSN, YURIRIGICET 2B BREICHEREFIR
W3 B, FREFLITAIVRI—EZERTEHEIZHB, COBNEZERT H=0HIZ, #A8
. BEHIVIEHEMN. BB LURETRENE. BOURITURITERAAVNTOERIZESF
HEMEIT D, RARATYTE, Tz, TNENDIRID—RELTOBO TEELIFR
DIREEZEH . JURITEAANTORRAADI 7 EAAV D EFIATYTIZENTHELS
N7 ERAAVRIAVTHORMIESTERSIND VRITERAAVMIEFINDDIE. [T&
AAVRDEFIRATYTICENWTHEIL SN ERMLEERE. F5 1. BLUARMEICRSTE
BAR—RAEAREBYIHRILTHETHS, LHALELL, BEEDECAH, FIHTTRELER
A THEYEIRIEETREIZT BICIE. BEIR. BRER. BLURBEHE—RIELTESE
WNRILZHERICTDHIEE VRITEAAVCDBMEER T 3E=OICBELEEITOEKRMHT
HMTERR. EBERPLURBUET ERAAUNTBIENRDOND, JRITEAAV L
DEREIL. U TOEKNGEIRIEED:

o HAMICEIEIIBEIRERTET D
o TNLDEBRICEI>TEMRSNIDBHERERET 5.

o HENBHERENLTERARICI>TAHASNIHBBADMEEMEEREL., oIS,
FRALNENTEINENEELT HIRRNETHRERET 5.

o RBESNBEENFEDEBHERERMIIBYS HAIREMREL. ENOoDBHERNNERT
SHAREMERTET Do

o (REDEBERENLORBUASBERICI -THASNIIGRICELoSND, Ml
DEFHLEE. BA OHBE. SLUERICHITLEDEEEZRTET D,

o MEBUMNBRERICEOTHASINDAREME, ZOLFANL LT HELDEAED
TTHD. FEREFLITAIRI (VRO DRI HoW LT ERMEESO)ERHET
éo

LFEROEGFMEARYIE, BAREICEDIEEFBEL T, BRMITRSATNS, LALEA
5. RBDEZAH ARIEDRENDLETHY ., hD. TSNS, P URITEAAVFDE
Ik T NN D IRV DIEBEZEADCENE R THAHIEHIMTEHIELH
%, T UTFICREHINTVSER VIR L THREN VLD LEIHEETo1=ELTH, URITE
AAVME FERAVNERIBT AL TESOHON-B/. BREE. BE. BXUH
REim=SE T NIERSEN, AXETE, BICKDIRITERAAVTOERNOE L D

Ol EBENRESNDICONT, FITHESNZTALDRBEAL DLSITFIATh5SM e o1
BRICEZASILICFOT BMDOBEERNMFESNSAIREMELH D, A, RITRBUEERHEL. TDE.
BEREREEETHEE. BBEICEIEHISFTEIENTES | RENMERITHBHFToNEEREHD
=55,

TR IE VRITERAVNE., Sy ar ~DEL 54 (Mission Impact Analyses), E ¥ X822 43 #T(Business
Impact Analyses). Swiay £#HED AL yE 54T (Mission/Business Thread Analyses). =1L E kG2
(Business Continuity Analyses)E DHBOBEEFERALI-. 8 LBLEFE 2BICHITHIviay EBOFED
BENDIRDIIENTES, TILESHOBRICKY  YRIT Y —I&. EREBICELIERIVATL. T
—HAR—R BEVVY. HEIWVEZDOMDEEIHTIEENERICERERY., LYHMLEITERET S
EMTETEEICE S,
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AR DEREZIET DO AR D DS I IIHFT—EDTUTL—bHRESh TS, &
N ERIE, VRIET EAAV NS MBI >THRAGEREZRML. BHOTEELGEHE
BrUOATICENWTERSNI=T ERAVMERERHFE T DDIHERT HENTED, Chi
DTUIL—hIFITHY ., BB OBKMGEIY 3y /EH LOERFIRICELCT, #lilck
STHESNDAEEELH L, CNSDTUTL—DERN YRITERAU DRI
FTLLBETHASDIT T,

ATYT 2YRGTRRAAVNDETE

BEIRERES S

BRY 2-1: BEREINBBER(TEN—HVIZELBEOGEIZIE. TRNA—HUDEA. BER. BLVENEEH.
TEN—HJIZEZLDUNDEBEDGEICIE. FEOHEREET) ZHEL. REEEERET 5.

FHROFEIE: B, BESNIBERBELHEL. TS0 EBROBEERET 5, TRNA—HVICLEER
BOBEEICIE. TOBRBRDEN. ER. BLUENZT ERAAUNT 5, TRNA—FJIZEEEDUNDEBIRED
BEIZIK. ENODBEBEN LT RENTEREET ERAAVNT 5, URIIR DAV MNERE L UVT 7 ER AV LD
EFEIRTYITORRIE. EAEUTEED . ERBEOBELHBEREERT 552 TORBOARMEEF 5]
EEAET S () ZREBEHRERS-OOFRIE; (i) BRI RESBEIR (24T /RH15); (i) EASNLSE
BOD AR, LOUIC (V) VRITERAVNMIEST, EQBRRNBZINENERET 50D TO+R, 4
AY 13 THESN=LIIC, ffE. EAMTEBE TS IEFBEEEFEREFONGWGEEICIE. BERROREIC
HI2ERREZEL. BRRICET2H50 R ELHREICT D, #BIE. Ff-. PEN—HVIZXLLERIRIZD
W, Z5LE-BRURAHE SN - B ORBEEF AT -OICE T LML, KEOBEK. LU EHOKE
RIMVOFERDO AR ZEZEEB LGNS IBEVERANDIRAHIENTES, APT(Advanced Persistent Threat)®
BELHEERIL. NMEYDTHEEEZHEIGENH D, ML, Z5LFBURICDOVT, BUIGRNLES R
EIZWLTHERRLTRY) ERITERT 5,

182 D 1. BRIRDEFEIZHERATESRDHIZRLTINS:

o RD-1IF.TEBBEDEFEIFRIIZHTEIANT—E2DHERLTLNS,

o RD2F.BEBEORELEEESICHERTES. D EAROHERLTLS,

e RD-3, D-ABLUV D5 IF, PRNA—HVIZEDBEEDIRIVEF (THHL., ) 26D, BER. BLUER
DEEMNDTEAAUNT BI=H0. TEAAVRT—ILOFIZRLTLNS,

o RD6 I, FTRNA—HJIZLBELEDLUNDBEEICE>THBEN-BEERNL-OTEENHEEL 7 A A
VT BEDHD. FTERAVRRT—ILDOFIETRLTINS,

o RD-7THLUDSIL. BHEDETELHHMERDHERFZENL. XELT2=ODTUTL—FERLTIVD,

BEDASTOEBRERMN. VUAITERAVOEREENTHRHE . HAWLIE., EHICEELZWMGEIZIE. &R

D-7 & D-8 MIFRIFIVIETT LY, BRY 2-1 IZEWTEFB SN I-IERIK., (8 | DURIRIZH LT, BERREA

BEDANT—E%EHT S,

FELFBOEH -2X92-1

. BREEEOANT—REHETS(RD-1ESR MBICL->THESND),

o BEREBTTSH(ED2ESRE MEICIoTHESND),

o BEEA. ZOMGICEEL EREENTHINENERET S (B D-1ES R A1
[CEoTHEEND).,

o BEEOTHRAMEREERT D, TEEHTE(FRA—FILZBEENSE
2143 D-7 £BHBL. 7RA—HUIZE RO LN O BEEDBE(C(1E D-8 518 48
G-k >THESND),

o HETE. FEA—HUICLZBEEDSS:
- FRA—HUYDEENET HRAVLT B (R D-3 £S5 B EBIZE-THBEND).
- FRA—HUOBRET HRAVNT B (R D4 ES B HBIZEoTHBENG).,
- TRA—GYDEMET HRAVNT B (R D5 ES B EBIZEoTHBSND).
o BETE. TRA—HJIZEEEDLUNDBEBENSE —

- BRREAL-LITHEDHBEET EAAUNT H (R D-6 SR MBICEoTH
BIhd),
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BREERERHETD

TASK 22: BCYUSDERER. TNONEZRREOBEEMR. BEUENLDEREFRRTIAEEOHLBHREE
BET D,

ARDF3NE: BHEREL. TNODEREFBT HTREMDHIEBRICELT, EHITFRN—H)IZLEE
BURDSEIZ(E, KEDOREIHERASNDEM ., Bk, FIRICE->TH, ZDHBAERSNDS, BT, VRIT
TRAVCDBEMERETOIZ, TRLEFHEBSEL > TCNODEBEREREEET D, £ 1EICELT, LA
WITHEERIEFTBHEERI. HITIBNDETHS. F2RICEV T FROATLDRREZEA S (F=13H
RICED)BHER. VAT LEOBEA TOKREFEREFEGEHEZFAIIBEEER. HHL\FIviar s
EBETOEREICEEEREIEHFRE. BISIEAVLETHD BIBITHEVT. HEDFRI AT L,
Bifi, FEERRBEOBERMNLRANLSIEATEDBHERT. FITIENDVETH L BRDOBEIEN. BE—
NDEBEREFRBTHEENDHDH. R BE—DBEEN. HEICL - TE ERDBHEREFIBT HFIEE
ENHD, LIzDo T BEREREBRERORICIE. EXRSERNEELID. COBE. JRITEAAVDEH
SWMMBERT B, YRV T ERAAVMER DR GFIREAREL RIS 5= MBBIT. RE2LE3DERE
ROMEBLREL. TNTNOBERNEBOER (Syiay B M A—D FEFHEED) EEE. BEA.
DR, FEERICEDLSICHEELZL 5T MDDV THET S, BESNT-ZTNTNOBEBRICOVT,
HigE, ENoDEREOEERERES H. RE4 L. BEEREOBEEISH T HEEMBEERL TS,
BICE o TEIRSNIER. BB DV RVHFREICHLTEENGDOENVEERT D, YRAVERSFE . EESND
EHEBEILREGD FYKRERVRIZHET DM, HAIVXVRVHFBRENFYRSVERTIE. BEERICD
WTERICRE T HRTIC. REMGIEHE RO LSTREEAB L. HEIBBERISMBE LSV EHETESN =15
BIZIF, SHLHREFFGSNGN, FEESNDIBEERICOVNT, MilflE. ENoDEREFIGT HAIREMEDH
BHOWIBERRERET Do FRY -4 TOFERADOE=HIC. BT, BRRLEBBROTNTLOMEASHE
ZEBIHELTIEN . GEALIE, BEARBEN. RMRICEHI AL A EhESEICELSHEE
HDRHEIMNOTHD, AIOBRBLELT, ML, HOIBBERERRT SRR DH L. HOoWHBEERN—H
ERELTHEL,

HEXEIL. BERBROBFEICHEATELIRDHFIZRLTNS:

o RELIZ TEFEROETEIFIRIADANT—EDOHERLTLNS,

o RE2IE FEN—YYIZEIBRABRORKRNLEHZ. BT, HiE. FIBOBA TRLTLS,
o RE3IE, PRNA—HVIZLBLDLUNDERERORKMGHIZRLTLND,

o REAIX MBI I IBHBEREOEEERICEY L TONSEDNHIEZRLTILS,

o RESF. BEEROBERREENL. XEILT 2HODTUITL—FERLTNS,

BRY 2-2 TEBSIN=ERIEL, R 1 DURI—EBICH LT, EBERBEEDA AT —2FRHET S,

FELFBOEH - 2R 22

o EHEBEZREBEODANTIZHEETH(RELEZSH ERICK - THAEINSD),

o EHEBEREETEITDH(TEN—YIZLIEBERDEHAICIEIRE2ESEBL, TR/\—
HJIZEBLDUNDBHBZRDIGEICIEIR E3 %S B ARICI>THAEIND) . &
ESZ#ERT 5. HAWIEH T D,

o EHEBEZRZHBTIFEMDHIBZHRLEIEETSH(RD-7E& D-8ESH MMk
THEINDS) . RESEE#HT S,

o HHBICHIIBHEZREOBEMET EAAUNT S (RE-4E2SR AL THERS
n3), RESZEHIT 5,

o TFRNA—HYIZLBIRIDIBE. RI5DM1-61DEZFEHITH(RESEKR D755
), PEN—H[ZEBEDLUNDURIDIGE . T 1-7 DM1-4 | DREEFHTS (R E-S
LR D8ESH),
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B ERRIFHERET D
BRY 2-3: BESNABHERNADTEZL oI ARMICHEERITHRBULARNEHERES 5.

FHROFES|Z: HHUETEAAMDETELBMIE, R 2-1 THESNEBBIRE. SR 2-2 THESh =%
NoDBERICE > THRIASNDAREDHIEBBRICHL T, il Sviar EHT0ERBLVERI R
TLNEDEKSIZ. M2, EDNRRENMBTHINEEMT HLITH5, 5 LBIZHITDIEHEE. A 2AKIZA
DEETEEEAHY . BEBRICE>THASINIIGE. LKERICHI- 280X EEXRIFTTAHEELAH D, LR 1E.
BN Y TSAF—VFEDNVTEELLGN =02, PRA—SUMNEB DIV 3y E5 e RS
5012, HAWN LB OB IFREFLS-OICHRATESIERLaVR— b AR TRGETIHER
[CHEBIENEZOND, E2BICEITHHEHEMEE. DIV 3y  E£HT0ER TVA—TS5AXT7—FTY
Fv  BHROBERVATLOFER. HOIWEIEBE L IZ/ EFH—ERODBEANSIRTED, F2EBIZHE VT,
MEssE L. BE. FBRORATLOEREBZ S (FLIIBERICES), £ 3BICHS ITHHEHEHEE. ABOER AT
LRTHERASNTVDIEREM . TNEDIRATLOBRETIRE. B&LU/ FELATLRED X1 T+
EERORMELEBAOHEAISERTES, BRBRLMB EOMICIE. EHLERNELELSD. EHD
EBREZNE—DORBHEEZFALEZY. RAC. ERORBENE—DBBERIZI>THHASNSAEEMEND
5, fiBEDEXRSE. ZOMBHEEZERTILOEMNEEZEEZT ERAAVMNIERTH D, DR TIL.
BEAEDREFEINTWNVELND, BEBEDERSORDLYELD EEDRBEIHESIRINTERAA L
ENFRE EESA TS X1 T+BERE, TOMOMREEEZEL-LTOEZEDERSLMHE~D
BEN. BBEODERIOTERAVMIBWTEEIND, BBEDERESOTEAAVME, VRO IEEZIE
T5, fEBMIE. SEEFHLARILOHENSEEARESEL>THETAENTES, HEDRBET ERAAV AR
BT BHMLARILIE, URITERAVEDEME, LIBEOTRAETREELEZEDEEI1ZRIETIDICHLELAS
FT—RDRATED—EHERD,

. Svar A EBTOER BIUEENLDOTOLREXIET HER AT LORELAEHESIIENO—&E
F2E2TVS=8, eBHEOHLEMNT HERICHY . MIZH T OLEMGEHSTIENT HEEZLONS, LI=A
2T, MR TERAVMIEET 5. HMEO—MRIEHE (HE. 8. BLUF(TEE0) BB T 51012,
MRBEDRHEIZRVEEAL(ERY 1323 1)  BEICHLTEKMGISEED BREERTHEEERT
E5, MBRE. TERAVMIREVRIDERENSKT B2, EQRBENEDEBERICEHES HHEH
ET 5, MEBHEDOREITMA THBIE. HEDHBEICTTIMBEIEEL T 5HoWLFEANEHERTET 5.
i (Ivarv 7 EBTDERX BRVRATL BLUERREZETC) NICHETHREMEL X, BEIRICES
THESN-E—0D. HHIVFEMDBBEZNEBOES. BBOEE. AA. L. F-FERIZED
HEEVEOTHREICHEERIET (TRhE, TOMRMEREMN BOSED)  BllE. TERAV NS REY
RAYDERMENST DI, EORRHUEUANEDBHBRICEET M ERET 5. BT EORIZHIT
BIYRIRIEN RO R THEIMIODVWTDREEIIET 5= RRAMEBDLENVET ERAAVNT 5,

T8 F &, M ERANMEHDOREITERATELRDOHIZRLTINS:

o RFLIX THEBMHERRANEEDHEIZRIADANT—E2OHIZERLTINS,

o RF2IL.BESNERBUEDERIETERAVNT BEHD . TEAAVIRT—ILOFIZETRLTIND,
KF3E. BBEHEOBERREENL. XEILTE-0DTUIL—FERLTWNS,

RF-41F. RANEHOEELEMERICERTESNERROFAIZERLTLND,

R F-5(E. RAMEFHDOENYETERAAVNT 21200, TERAAVRRT—)LOFHIERLTINS,
RF6E. ZEAMNFHOBEERREEZENL. XBLTELHDTUIL—FERLTINS,

BRY 2-3 TERSNIERIT, 8 1 DVRI—EITHL T, BB L VRERHIFHICEES DA DT 5%
RIS,

R—2 36

"
foi



Special Publication 800-30 VR TEAAY NOFEBOF5| &

FELFBOEH - 42X 23
o MBEMBLIVERERMEMHICEETEIANT—4EHETSH(RF-12SRB AL THRES

na.

o HFENEDTIFHIRZ MM LT, Mtz e+ 5, RF-3ZEMT D, HAHWVITE
;9.

o WMEINIMFHUEDEREEZTEAAL M5 (RF2EZSR BBICL>THRESN
2) . RF-3=EHT 5,

o FRWRMZHFET L (RFAZSR MBRICIOTRESND)  RF-6ZFHTD. &
BNIFEHzT S,

o FANHRMDILNV ZT AR M5 (RF5ZSR BRICI-THEIND) &R
F-6 ZE#HY 5,

o FRN—HYIZKBYRIDIEE. R 155 DISIDEEEHT D, PRNA—H1)[2LBEDLL
NDURIDIGZE. T 1-7T D6 IDWEEHT S (RF-3EEXF-6ESH),

o FRN—HY[ZLBYRIDIBE. R I1-5DIIDBERHFT D, FRNA—HYIZEBEDLL
NODURIDIGE . RI-TDTTIDOWREEHTS (RF-2ERF553M),

AIREMENRET S

BRY 2-4: BESNDBEEZNEDHZEZL 0T AR OVT, UTEEEBLEMALKET S: (i) Thod
EREFIAT DAL D HLHBRIRDRH; (i) HESNIMRBHE FREIEME,; GO (i) £5L-FRZM
LT B=BIZBANFESNTIND. HAIVTBASN TV SREFER HRKERRT S, EILEERITHT S
Hiomss,

BROFSIE: ABIE. BRERORENLEAREEEEET 5O 3BREOTOREERT 5. F LI 4
L. FEN—HVICEDBHBRDGEEIC. BEERNFBRINSAREMET XAV . PRA—H)(2&LEE
DUNDEBERDEHEEIZ. ERBERIKETHAREEET AAV N 5, 8 2 (2, #ifiIE. —ERBSINI=.
HEIWTRELTWIEBERNEBOERLEE. A 0. F-EERICADEEZL-LF AFEEE
THEAANT B, &IZ, MBI, Bt REDTEEMEE, BENOHELNLLINIAREE DA EHETHS.
HREMGRIEEMET ERAAV N S,

L. BEINIBEROEB(EH. ER. BLUEMESD) EERBICANGSS, BEEBERORBOTHE
HETERAAVRTH(ARY 2-1EFE DESR) . BRERNTRNA—HUNETIENIVEBVENEZETS
SET. MO TRNA—HUNZDBERERHLTVSEEICIE. FRA—H YN LZBREFBTHEIEB R,
ERERERTLCEERLEZBMNERT LN TELRVETREN—FUDRIBRLIZIGEIZIE, FR/A—HUMNY
RERERBTDEEEZAN, FLTRRIZ, PRNA—H AR EDMEBE - ITBBOIv 3y £5MeeETR
WBHIZHESTUWVEWLRY  PRA—H U LBZRERERIBTHEIEBRLL, L. R G2DTERAV MRy —
IWEERALT MEEERS T DWW T OBRBELEEEAEEICT D7 ERAAVRDRIE RS, TRA—H1JI2LD
LOLUNDEBEHEROBEICIE. RGIZHEALT. EHEROREDAREMEET ERAVIL. ZDTERAUE
DRPERI ZEMNTES,

MBI B ESN B EEERNEREZEICANT, BERERNEDOEEEL 0T A REMET ER AU
B (AR 2-3L(HF FESR), PRN—FVIZE>THRBIN-ERER OGS . ARIX. BETI2EBFEOEH
EEET D TEN—HVIZLDEDUNDEBRBERDZS. L. UZBROERSLBRGHROHEE (Ch
Sl BEZBRICOVTORRICEFEND) EEZRICAND, ML, T G4 DT ERAVMRT—)LEFERALT.
FROKSICHBELERETREICT D27 ERAVLDRIWE TR T, B FEERENEEIEESIENEERSE
L. BOEEFLELTAHREIBO TEND, F3LEBEERE. BREDOVRITERAVMIENTEEI
INBES BRRTEIN., ROKREZIZT(HDWIL. AIORID) ICBEBSNAAREELADH D, LHLEAS, BITOT
BTRAVMIBWTIE, SEHEIBZEIEBHETHL,
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EZREZROBREANEEEESE. UTOEEOHAEHETHS (i) UXBRENHKLET DAIEEME (Fl: ABISRE
FIFERKE) . HAIVETEN—H)ICE->THRIASN D AIEEN; LS U (i) Z DB RENBDOFEEL]
Y Al REM, M. RG2.G3BLU GADAANT—AEFERALT. BEHERORENEEEMET R AV
T5, RESNI-REMEMDELFEES T HODOEKRMLETILITVXLEIZIL—ILIE, LTIZIREFETS:(1)
A2t T B EBO S ARMLES (RENBIRVHREL. THEEHICHIT IHEREEZED); (i) BH5URIEA
FIZB T AFEEMICHNT 2 EARAHRE; H5UI (i) L5 URVAFDEHATT, &2 1E, #8E
IF. UTOIL—ILOWVWTNAINEFERATED (HEWIE BEIIL—IEEERTDHENTED) (i) ZDODATHEHED
ENRKEEFERTD; (i) Z DA EEEDEOR/IMEEZERT 5, (i) BRBRARBIN (FEFRELR)
BEIC.TOBEZRIPEDOHEFLOTEEELZLT. AR REDTEEDAEEET S, (v) BEEHEBEENE
DEEEL-LFT ENTREAELIE, FRNA—HUNZOEZREHIRT HEEEL LT HEORETREHEOH
EET D, HHNIE (v) ZODAREEDEDEA M TDOFEHZFERAT S, L. FRINSIL—ILERREICT
%,

18 G 1. BRBRORETMEEDEEICHERATEDLIROAERLTINS:

o RG-1IE.TREFMREMDEHEIZFRIADANT—EADFIZERLTINS,

o RG2IE,TRN—HYVIZLEEBERDRABDAHEMET ERAV T B2HD . TERAV LRy — L D%
RLTWLS,

o RGIIX.TRN—HNIZLBILDUNDERBROEEDARERET CRAA T B1=20D ., TRAAVRRT
—ILDFIERLTLNS,

o RGAIX. BHERMNBBEINIZ(TRN—HIIZLBIGEE) FRERELZ(FENA—H)IZLEED LS D5
B)GEIZ. TNONBERIAENDHEEZL LT ARERE T EAAURT 320D TEAAVRRT— L D%
RLTLS,

o RGS5IX. BHERDREMLTIEEMS (Thhb., s HREDMHRERE., LEN L3N DA EEEDO A
EDHE)VETERAAVLTBI=HD, TERAVRRT—ILDFIZRLTLNS,

BRY 2-4 TERENFIERIT TR I DVRI—EITHL T, BRERDOFEEAREEEEDANT—4ERMHT
%Jo

FTELFBOEH - 22X 24

o RATRMOEFEEENDANT—IZHTETSH(RG-1EZSHE MARBICI>THEIN
%),

o MHMAEH-IBHMEEZERALTREVMEMEDEFEICHAIDLIAFEZHET D B BB
RO, EEE. REMNEH)

o TFEN—HVIZLZERDBE. EBERDRIIBDOARESEZ T ERAAVNL, ZR/A—H1)
I2EBEDUNDEBHDIGE. EBERZDREDAREMET ERAAULTH(RG2E &
G-3%25lB I E->THEBIND),

o FBHAFELIIREDURMENHIGEIC. EBERINEDEELFI LT aHEMET AL
Vb B(RGAESHE MBIZK-THEINS),

o EREZROBAR FERAEDKRAWLEARENE, BBERNADZELZL-0T AfENEET
TRAAUNT B (R G5 ESHE MBI >TRESIND),

o TFRN—HYIZKBYRIDBEE. R I1-5DI71. 71101, BLUT1L 1 DOEZEH T 5 (XK G-
2. R G-4,. BLUR G5ESR), PRN—FIZLBEDLUNDIRIDIEE . TR I1-TD
[51.181. BLUT | DEEE#HT S (T G-2. K G-4. LUK GHESH),

FEERESD

BRY 25 BEENDBEERN 0T EDHEE. UTEERBLEALHET 5:() TNONEREHMIGT S
AR D H D BEIR D, (il) BESN B RESEH, LTI (i) EILEREMILETH-HICE
ADFEESNA TS, HAVFBASN TV SREFR AR ERKRT 5. T5LEERICHT HERDMEES,
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AROF5IE: BT BRORBLEE. BA. OB, FEERICHL TSN SARMEDHIEE
DAL BEOEEITDNTRBYT D, BRERNECTREL, TOEROEZEHNHLADLONLID ., HBHL
FENEME, EEDERSEELT D, ZEDTERAAUNI, BEEROEEEZZTHMHEEDHLIERER
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EEDOAEILNIST IZE>TRESINTZ FISMABEED X1 TA1ZES LUH

ARZAVTHEASNTWSAELED—BEMZROTULVD, FHITHAGEELALERY .. K
XETHERAINTNDTRTDMAEIL. CNSSI No. 4009 (BRLEREVATLEERDIE
7~ 4009) [National Information Assurance (1A) Glossary (B RIERFEICEAT S HESE) JIcE
FNOERLED—EMRERD,

BTG EF2Y T RMDAKR. RABR FRAOFET I ERABLL
(Adequate Security) (T, BEADELDTIYRIOEEDKESITLSHIT S
[OMB Circular A-130, Appendix 111] Xa)T4,

APT SECEMMBEABYDERERI ST N,
(Advanced Persistent Threat) APT (L. R DELGDIRENIMIL (Bl A1 — 9
[NIST SP 800-39] By, BLUHHEEALT. BHOBMEERT

=D DNRIEEZHAD. TOEMIE, &F. 4
BDITAVISNICBEDEEEHEIL-HLIEL., #ik
MICIEHRZSIEH T, BEV A F=E3Iviay, 5HE.
HBoBH TEZRATEZEEGHE D (FIEWHIF
%), HANEESLITAERRICHIZ>TITASIL
BIZBRFELCLETHD, SHIZAPT [, EBIRLELSE
THEEDOIMYMAICIEGL. BMZER-T DI
ERLRNILDEROOYEVEHIFTHIREEFE T,
REREICh > THRICHEMZERT S,

FRIN—41) BEREHEITS. FIETESELTVWSEA. JIL

(Adversary) — 7 AR T X BATHEEE,

[DHS Risk Lexicon]

B T R RS < $01THERS (Execution Agency) > %58,

(Agency)

SH7Io—F YROT2RAAVMDARMEE LRI R, 7EAAVE

(Analysis Approach) DFMELANIL, ZLTHELUDOBRES TUFISERT S
RIMEDLIITHYFLHONEMNIDVTEERT 5180
0)77DD_§0

TrAAVE <tFa)TsEEERT XAV (Security Control

(Assessment) Assessment) >, £z <) RIT7 R AUE (Risk

Assessment) > &S,
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TERAVNTTO—F
(Assessment Approach)

TEY—
(Assessor)

RE
(Attack)
[CNSSI No. 4009]

EH
(Authentication)
[FIPS 200]
EIFtE
(Authenticity)
[CNSSI No. 4009]

E R
(Authorization)

(to operate)
[CNSSI No. 4009]

FRRA % 9§66
(Authorization Boundary)

[CNSSI No. 4009]

BRI HERE

(Authorizing Official)

[CNSSI No. 4009]

Al A%
(Availability)

[44 U.S.C., Sec. 3542]
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DROE FD—RAERDIVAVRAFET ERAAVNT D
=HODT7IO—F, TOHEELTIE,. EEM, EE
H. FEENLGENHD,

<tFaT4BEHEEKT Y — (Security Control
Assessor) >, £zl <RI 7t — (Risk Assessor) >

Z hRo

'lﬁ#&/X%AﬁJﬁiT’(i’lﬁ#&Eﬁw)lll% EEL. A
20 HERIET . FEIBERERAD. %b@éﬁ*ﬁ@i
,E..J‘G)ﬁ)%nliiﬂo

ZLDGE . BHROATLERIZHT BT 7REFA
I RAODRMREHELT, 21—, TOER, Ff=(Z
TNAADETEHERT D&,

AN THAZLETTHETHY . Z5THDHIIENHE

RTEEETELILIROONDS, EEER. Avt

—D FRAVE—UREBFOELMEIIH T HERE.
< EREL (Authentication) > %S 88,

1R AT LODERZEA, BRI AT LDERERA]

BAEINfEF LT EEEROEAII DL THE
DEHE(Zviar HEe. 1A= FEFHZES
). MB0EE. BA. 0. SEUERICHT
BN RVERRMICHERT L. LWLV HBOEEICEK
HIERTERFIER,

RAMEREICK > TEDERAMNEAISNEREE
*&/XTAODs_d_’\'CO)ZIJTIT FUMERS AT L
NEHEINTOWEURTFLTH>TEH., BRIERER
=ZE=E0EEEEW),

B DXETE (Sviay ., BEe. 1A= FIXEEHZE
S0) B0 EE. BA. thoiE. BLUERICH
FTHRBLRNILD))RVZEHBRL, [FERVRATLDE
AIZERGEFZESBFHEDEE.
FEEADIAL)—TEEOS THT7 IR EFHDE
{%O
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meFREEE
(Chief Information Officer)
[PL 104-106, Sec. 5125(b)]

ReEHRtT1) T EEE
(Chief Information Security
Officer)

HBEEE

(Common Control)
[NIST SP 800-37]

(Common Control Provider)
[CNSSI No. 4009]

AT EFa) T4 EEE

(Compensating Security Control)
[CNSSI No. 4009]

HE

(Confidentiality)
[44 U.S.C., Sec. 3542]

TEI A&

(Course of Action)
[NIST SP 800-39]

EEAVTDF
(Critical Infrastructure)
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UTOEBICEEZRS. BAFHKEORE

(i) ZfE. KHES. B, RUS— HE BT
DERBLIZE>TEDHONTI-BEIBLLIZE DLV
FHETHERBEMAFZESN, BHRERNEEIN
TWBIEZHERICT H1=012, BAFHBE DT
HORECHFHEE OO EREERICRLT
MEOKRALZEZRBETIIL,

(i) BFFHBED-ODRE THRASIN-IFEREMT
—XTUFvDREFE. RT. BLUVEAEE,

(i) BN I R THOETEFREREETOLR
[CEALT. S RMAD DML B L ERE
RT3, COFFICIT. BFHADEETO+
ADALEELEEEND,

< BAFHERE D L #RIER ) T EEE (Senior
Agency Information Security Officer) > %58,

BEMFLIIEHOBR AT LICK>THERSIN S
FaUTAEEE, <X T+ EEEDMK
(Security Control Inheritance) > %S &,

HBEEXR(THEHE. EHDBER AT LIZK>THE
AINSEX1)T4EER) DK, BEA. 7TERAAY
b, BEUVEZRUVTICERZHEOHEBORE.,

BAL, PhL, FREBMDOAR—RSAIUADHRSIND
XAV TAEBRORDYICEERATES. EEm. &
Fﬁﬁ BLU/ F=EEMETOEER(FLhhs, &
EFEFIIXER) THY., FHROATLICHLTHE
"’*E%&ﬂ%@(itlilﬂmﬂ’é)ﬁ ExiR T 5,

BADTSAN—OHHERDREFREZET.E
BADT VX PEROERIZH T HHIR (ERIZFE
ESN2D)ZREFTHIE,
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(Critical Infrastructure Sectors)
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(Criticality)
[NIST SP 800-60]
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(Cyber Attack)
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(Cyberspace)
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(Enterprise)
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IVA—TSARXT—FTIF v
(Enterprise Architecture)
[CNSSI No. 4009]

ERIIRER
(Environment of Operation)

HMATHERS

(Executive Agency)
[41 U.S.C., Sec. 403]
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(Fault Tree Analysis)
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(Federal Agency)
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(Federal Information

System)
[40 U.S.C., Sec. 11331]
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(Hybrid Security Control)
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HELANL

(Impact Level)
[CNSSI No. 4009]

7 ]

(Impact Value)
[CNSSI No. 1253]

EXRRAHES X T LA
(Industrial Control System)
[NIST SP 800-39]
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(Information)
[CNSSI No. 4009]

[FIPS 199]
ERATEH

(Information Owner)
[CNSSI No. 4009]

TR E R

(Information Resources)
[44 U.S.C., Sec. 3502]
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(Information Security)
[44 U.S.C., Sec. 3542]
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(Information Security
Architecture)
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e F 2T BAHE

(Information Security Program

Plan)
[NIST SP 800-53]

4828

ERDERICESEVFRDEFR. EFRDERICES
BOVEHRDEE ., EFRDERICESEFERD IR,
HAINIEREILFEHR AT LOFTAMDOREKIZEK
DTHDINHENTFHISN S HEDKES,

HOFRIMTOREN. T2, FEARE~D
REICEOTH oSNNI BHEMNGEZEETMLER
THY. MERLL TR, FETEEIOVNT ML
2TRIND,

g WROMYKRW.EE. BIURFTLREDEET
AR ZEHIET 5O DE| AT L, EERFIES
AT L, HEBMICHEL TS EEFZEE I HDIC
FERASNDERFIEIFERINE D AT L SEGIEIS R
FL.BEUTOTSTIILABHHEBEZFEALTE
FHESn=T0ERZEET S5, KY/NRBELGHED X
TLEED,

BR. TR FEERGEDMBERIAKICELOT,
HAENITFRL HIE. K. HhE. WELREDRKT.
HLLFBFEENIIEET S, HOWIIRETHL,

FERAA T D— DD

FEDFERICH T DEMERFIEREREFS.
ZTOEHROER. 758 INE. VE, BEH. BEUVEE
[T OEBRDFEICEEEEIHE,
BFHRESVEEER(ANMER. Ris. BEE. [FHEX
MrE) .

R, T2t BLUTTRAMZRMT I S-0IC 1F
HEFBATLEZERDERICESBLNT VX, E
. B, By, BE, FEWIRMLERET DL,

IVA—TS5AXADEFXa)T470ER, IFHREF1)
TAVAT L BESLUHEBOY T 1=yt DiEEL
TAHIOVWTOERRTHY., TV F—TS54XADIvi 3
VB IUVEIRETEIZENL TSI EETRT=HDE
D,

HigERCH=2FEBREF 1T EAFEISERES
NEEX1LVTAERFEOPEZRML. ChoDE
REEZ I =OICBANGFEIN TS, HHW
FEASN TV EEER TOEERERELIVOLABE
BEREZLRIDERGTXE,

R—TB6



Special Publication 800-30

VR TRARAY NOFEEDOTF5| &
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(Information Security Risk)

FEHRAF1T—F
(Information Steward)

[CNSSI No. 4009]

B XT L

(Information System)

[44 U.S.C., Sec. 3502]
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(Information System Boundary)
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(Information System Owner

(or Program Manager))
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(Information System Resilience)
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(Information System
Security Officer)

TE|RATLEED X2 T
YRY

(Information System-Related
Security Risk)
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(Information Technology)
[40 U.S.C., Sec. 1401]
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(Information Type)
[FIPS 199]

ek

(Integrity)
[44 U.S.C., Sec. 3542]
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(Likelihood of Occurrence)
[CNSSI No. 4009, adapted]
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(Management Controls)
[FIPS 200]
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(Mission/Business Segment)
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ERRL2REICHIDEV AT

Ls

(National Security System)
[44 U.S.C., Sec. 3542]

EREICHITAEEE

(Operational Controls)
[FIPS 200]

R

(Organization)
[FIPS 200, Adapted]
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(Plan of Action and

Milestones)
[OMB Memorandum 02-01]

eSSBS
(Predisposing Condition)

TR T ERAA L

(Qualitative Assessment)
[DHS Risk Lexicon]
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(Quantitative Assessment)
[DHS Risk Lexicon]
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(Repeatability)

B4
(Reproducibility)
BREVARY

(Residual Risk)
[CNSSI No. 4009]

YRY

(Risk)
[CNSSI No. 4009]
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(Risk Assessment)
[NIST SP 800-39]
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(Risk Assessment Methodology)
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(Risk Assessment Report)
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(Risk Assessor)
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(Risk Executive (Function))

[CNSSI No. 4009]
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YRIRAF
(Risk Factor)

JROIRD AR

(Risk Management)
[NIST SP 800-39]
[CNSSI No. 4009, adapted]

YR DEER
(Risk Mitigation)
[CNSSI No. 4009]
JROETIL
(Risk Model)

YRODE=RYT
(Risk Monitoring)
[NIST SP 800-39]
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(Risk Response)
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(Risk Response Measure)

[NIST SP 800-39]
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(Root Cause Analysis)
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(Security Authorization
(to Operate))
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(Security Categorization)
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X)) TAEBERTEAAVL

(Security Control Assessment)
[NIST SP 800-39]
[CNSSI No. 4009, Adapted]

XL TAEBRRT Y —
(Security Control Assessor)

XL TAEERRA—RFMY

(Security Control Baseline)
[CNSSI No. 4009]

[CNSSI No. 1253]

XAV TAEERDREIL

(Security Control Enhancement)
[NIST SP 800-39, adapted]
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(Security Control Inheritance)
[CNSSI No. 4009]
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(Security Controls)
[FIPS 199, CNSSI No. 4009]
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(Security Impact Analysis)
[NIST SP 800-37]
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(Security Objective)
[FIPS 199]
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tXal)T45E

(Security Plan)
[NIST SP 800-18]
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(Security Policy)
[CNSSI No. 4009]
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(Security Posture)
[CNSSI No. 4009]

LX) T+ EREE

(Security Requirements)
[FIPS 200]
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(Semi-Quantitative Assessment)
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(Senior Agency
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Officer)
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ERIER LT EEE

(Senior Information Security
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