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KE E AR ZE R AT 3T T (National Institute of Standards and Technology., YA, NIST &F5397) [Tk
YIERENT=,

NIST (&, BUF DT R TOEBEEEICH A LEREF ) TAZ R T H-ODIEELH A
FAU (RIMBOEHEZED)EZERTHIEREZEIN, COLIGEESLUVAMFSIVIEER
TEREICEDLLIVATLIZITBEAING L, COAMRFAUIE ITREEFER (Office of
Management and Budget, LA OMB &#597) D38 3E (Circular) A-130 D5 8b (3) I BUATHERI D 1FE
L AT LD IREE (Securing Agency Information Systems) JOBREBIBE—HLTHY. ThiE
A-130 xDFEk IVI EEEFID 7347 (Analysis of Key Sections) | THHEIN TS ELYTH D,
HRERIT. A-130 DFFER LT ISEEHSN TS,

CDAARTAUIE ERBFAHEICKSERAZEMELTRESNED, ERFHEBIECER
[CEWTHERTHIEELTES, TOEAIIHEBEHLMNCTHIENZEELLA., EEEDHIK
(50N (BHERE T - ZEHEICET A2 M ERid (E. SP800-45 FE 2 FRDEEDREXNDZEEFE>THY.
BAREAFRLE-AEOZ/FHEIL. MILTBUEANBRUEHERES LU NRI X2 779/0
D—XBAEHITRET ).

COXEIZHITHN2ENE, BHREHEMIERICE DS ERBUTFHE ML THEBHT 1T, 1

RNEBTIRESLUVHARFAUEBTET HLDTIIAL, F=. ChoDHARSAU(F, BT
RE.THREEFERR. FLEENIDITRTOERBFLEBEDRFOERBEEELY., O
NB[CEoTRO2EYT HIDERRLTIELLEL,

1.2 BrLEH

[ EFA—INDEF2) 712 T B35 1F>7> (Guidelines on Electronic Mail Security o B #1.
NEABIVIEAEHDRYNT—IIZEITEIBEFA—I AT LOKR . RESIUERIZEALT.
X1 TA LOWERERBIEZHRATLHIETHDS, COXEIL. EFRBAFETH LU BATHRE
DE=HDHRBIEOHAF UV RELTHERSN-EDTHSH ., REEBHIAECEFEICHLTE
ALTHLLY,

A—H—NE LELEREDHRELG S, F-, SESFLBEDEFA—I/ILAVTUYE LY
A TFZANE A=W IFAT P ERNLTRINT—VIZO AL REDHDTIL I 7 ZRASE
PEALGFRICVEHCENHLNELGOTND,, A—F DT —YRT—avITHFET S MEE
FIALERBERYVACFRELT, HAWE, A—HELFTEEY—IvILIVSZTIVTD
FODBAKELT, BFA—IVIEFEICEBLIEONTIND, E5LEHEICSHSnDE BF A
—IWIFAT UM REIEESNTOTE, LELE2—F DIV —IRT—2avDtxa)T4H°
REINY, BBREARAVDLEYTAHERIZES, BEDA—ILOATLELESHREAT
A=W RT LD EF ) TARIEICEDERFDBRBICE ST, COXER, BEFA—ILEEDE
Fa)TAAVITUrOREBBESVHEEZERT A-OICERATHS, COXETHERLE
HIE. HoWDVATAIZEZET H5—RUGFEAITHD,

A=Y —IOEFX21)TAIZBEETHIRODFIEICDODVNTIE. SOHMF U ADTRELEL,
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B ZTOEIDEEORINT—OH—N\DEXa) T1HER

B A= LY —/N\DREICFERAINDGT7ATI+—ILELLIL—ZIZELT, 923> 621 DE
KGN BEBALSEHE

B REDFST4v0Z MBI HEBRAMER D A— LY —NIZEITHRHKREEREER

B syslog RRAM, T7AIH—/NGE A=Y —N\EXZ DN\ IIURF—NIIETEH5EFaY
TAHER

B X400 EEAyE— s TJOraNICET A X)) Ta
1.3 XRHFEELAIREH

COXEL, FETHEEREFDLOEA, ROIFEVIITONT, SEDEMFRETE-HDF
FRHLRMT D, COXERL. ROFIGHREEHRELTHEEL T D,

B A=A TURDERESLIUVEFA—IADTIERZETI51—Y
B A= LV RTLADRFBLIUVEREFTOIVATLIVOZ7E IV T7—F TR
B ALV RTLDEERIUT7Y T L—RETIVATLERSE

B VRATLDTATHAIILDTARTOEREIZDOWT., +0EtExFa) T4 ERmAEERIZEESN
B&3CTBHTATSLIR—v B IVIERBEMUT) X T4 EFEE

CHOXETHRETHIERZHEII. EFA IS IVZEDEIDEEMO X1 TARAEICHESIUR
JDIEBZERITAZEZBMELE-RIEBEORERTHY ., R E [STRI D NIST HARSAUITRSE
NTWAREBRFENERIN TSI EZRNRICERENh TS,

1.4 XEDERK
COXZEDHEYDEDE. XD 8 DDEXEERYL IV THREEIN TN,
B 92302 Tl EFA—IIICHERTHEZES IV FHMEBERET S,

B 92303 TR BEBLVESLIZESEF AL AVE—VDREICEHT HFERERMET
Do

B 5234 TlE A=Y —N\DHEETRDAVMIDNTHLE S,

B 723V TR A=Y —N\DBET AR —TAV T VAT LD EF ) TAHERDBRE
ETRY .

B 23V 6Tl A=Y —N\TT)r—a30o DX )T1HER. —/\ZBBT HAyt—
CORE. BEUA=IRYIRAANDTIAD X1 T4HERIZDOWNTHLES,

B 723y 7 T A=Y —NEXZDRVNT—OEBERRALI-A— LY —/ 1\ DRELH
50
B 9230 8 TE A—NIFAT7 DX 1) TA4IZET BIEHMEIRMT 5,

B 723 9T, X)) TAICBEELTA—IILY—N\ZALKEELTWEZDEKRIZDOINT
w5
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EXRICIELKOD DR ESEERTREL TS,

B A TE.COXETHERALTWSREEZEELTLS,

m {T8% B IZ1&. B%R 3B RFC (Request for Comments) XEN—E%RT,

B HRCICK. COXETHEALTNSSE XD —EE T,

m (T8 D TR EFA—LOEX 1) TABAEY—ILELUVT TV r—2a &8N T 5,

B [FEREICK AUFAIOTHRTESIEFA—IILEF2TAITHIDOLIERED—ELZRT,
B FERF S A=Y —N\BIUVIFAT7 DX ) TAFIVII)ANERT,

B FERGIZIK. COXETHEALTWSEFEN—EZTRY,

B fFEERHE. COXEDERIITHS,
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2. HRLE#E

2007 £ 1 ABAT, SHRDAUE—FvrbA—FAOX 10 BEBAEHEHIA TV Thib
A—HDREMN, 1 DBOLEBDA—I VAT LLEIZEFA—IL(E A—IL)THhOUERELT
L5, 1971 FITKERA#24E (DoD: Department of Defense) DL & Ray Tomlinson H3ExFI D
ARPANET BFA—I/LEZBE RS BESITEELTLER, EFA—IILEERFLWVEREXRIF-, 124
—YhDFTH THS ARPANET (&, B EOESFEITFLGMEIZHSHAVEL—T1VT)V—R%E
ERMICERTIEETOLILEOREXENET 5. KEEHRASEWERETER (ARPA:
Advanced Research Project Agency) D7AY UM TH DTz ARPANET AT L LIZIK, AytE—D
DITITVr—2ar N TITHEELTWEA ENEA—ALS AT LT AU RO —F(IxL
TOHAYE—VEFEIETED LD TH DTz, Tomlinson (FZNIZEFEEMZ ., D ARPANET #E#x
SINFURTLLEDA—HFITEAYE—VFEFEIETEDLIICLIZDOTH S, 2D Tomlinson [Z&D
RENEHOMEBESOMICIEEDE. EFA—ILIE. ARPANET IZEWTHRLILEASINDT
)= éliot=,

ARPANET AU B—RYMANEREBLTH,. EFA—IILIE. BALI—TFBLVEDRRA—HFIZHK
HLEFERESNBT7T)r—30D 1 DTHYSKETT-. ZFD ARPANET [XEFEDNH (51— Hh
LRANMNREDAZ A =TATHO-1=O . X1 )TADRBEENFZEAE TNz, 10 3—F Yk
FFEINDEMNMEZBICONT, X2 )T DBLERITKIBIZEE oA, #HAICHRIIL-1E%E
BEUZOEZEICBEVNWTEF T DAERSINGEII22ENKNL,. BFA I RATLIE, @b
Bt X ) T4EBA TGN ol ZOLIZELOEBRMERDOIEN. BE. EFA—ILDE
Fa)TAI2E-TRELEEIZLE-OTLNS,

21 B=

BFA—LDAYE—UHEDRIITER, BBIE. BRUBMSNINEER T HLF, EFA—
LWDEF1)TAZEFETH-OICFEERATHS. [FEAEDEFA—ILI—HIZELT, L\ozA
ERBLTEELIZAVE—DIE EERDIAVEL—FEHN T BADZERVIANEEETH
[CELDTHD. EFA—ILOHRWEREIF—REELILEDISITHSHN, RRFHELE
BIHIZEE S DETITLK DL O it M TR DA D T THN S8 . YIRRTEMED L4
HERBRDEHSEFIFRRENH D,

TOER(E, AvE—CDEBNSIRED REERWBA—ILISATUMNE—RRIZ, 2—HIZHL
THE, AvE—CRBE. BEUVREDANEZRD D, A—FNINSDT—ILRIZIEHREA AL,
Ayt—U%FRETDHE, TDAYtE—T 1L RFC(Request for Comments) 2822 Internet Message
Format (A > A— Yk AvtE—UBR) JICHESNA TOSHEDEER R ICEBRINS, REERK
HIELRIILTAYE—CF T 52 DD I3V IE AVEBEUARXTHD, AvT o3y
[ZIE. ERC B . EEE. e, BERK. 4. BXERLGE . AvE—VICETHERFERIS
FNd, AvtE—CAXICE, BZAVE—CDEBRORBASEND

Ayt—U (3 RFC 2822 RICEMEINDEEEFREE T D A —ILIFAT UM TROBA—IL
A—HIT—2 1k (MUA:Mail User Agent) [, AT D Ry T—I#GEERALT, A—)LY—

' World Internet Usage and Population Statistics (1# 54 22— M FI FRT - A O#Et.
http://www.internetworldstats.com/stats.htm) [Z &5,

P AyE—UAYE DFEMICDOLTIE RFC 2822 28BN L, 143 B (2. BFA—ILICERT S RFC ORI —
BERY, —BICIK, A VISR T DL D RFC DB URL LRY, Tz, BELALEIN TS RFC, %
EIREL THRAON TV RFC, RELDIBIRIZH S RFC, BELUVBRKIZEFHNRMTFT 1 X (BCP: Best Current
Practice) T#H 5 RFC #FNFNTRT,
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NETRETHA—ILERET— T2 b (MTA : Mail Transfer Agent) (23§95, BIEZBAALT-
HEA—WISAT NI EEEDHANBERES — /NIRRT %, RIC. VAT UMEIA—ILY
—/N\DIARUFEFERALT. BEDNETHINE Y —NIIRA D SBED—E[FAVE—VITELER
NTVNBN, A=Y —NTlE, AvtE—CADZDERITARLGN, V54T URE BED—E
SREY—NANEELEATIDO T, AvE—CRAREEET D, CORFRKLY ., AvtE—DDE(E
[FLEZA— LY —\DFIETICEI NS,

A=Y —n\HAvE—CDUNEBERIBLIzHE. FEE Y —/\DHEFTE. BHEDOHEIL. SLUAVE—
CDIEEENST=TENTOND FETDA—ILY—/INTlE AV R—LY AT L (DNS:
Domain Name System) H—E XRZFERALTIHREDA—ILH—/N\(EGEIZE>TIIER) FHEET S,
BWT, =N XFBEA—IN Y —INADEGERHE. RIETISAT U RO TOEREFH
LTAYE—CEEET D, COBET. KD 2 D2OVWIT AN IEES, EIEEEZEBDA—ILR
YOAMEICA=IL Y —INEIZHBIGEE. AvE—2FO—HILEEI—V M (LDA) IZ&->TES
BESNd, EEBLZEBDA—IIRYIRAMNELGDA— Y —NLEIZHIIEE . AvE—UHRIE
FBDA—ILIRYIRIZEET BHFET, MTA H'io MTA ANERXEEDTOERARYIREN S,

Ayt—U D LDA DFIEITIZHEEE, ZLDIEMNFREIY S5, FJFEICIHGL T, LDA [(FAYE—T%
BLELT=Y. HohLOERIN=AYE—UITIILRIZE DV TEIEDRIZ AV E—SFIBLFY
TERBANHZ(TAILANEL, EHDAvE—TONRTAIZEDWTIThN AN H S,
HMIZONWTIX 5221823 H)  BBESh=AvtE—DF ZIEEN MUA ZFERALTAYE—D%
HRIZEENDT I3y (HEARY. HIBRGE)EETTIHET, ZEFDA—IILKRYIRIZTEM
5. K212, CCETHRALIEA—IVICEDLSIFEIFHEREREZRERT AV E—2DHNE
T, 1 BOEFA—INEEINEZTOEADBEEIEZDLSIIZHE->TLNVS,

MTA
A=Y=t

MTA
LDA
MUA MTA A==t
A=IDFAT7 U+ LDA
A=b—Ix
MTA
A==t MUA

A=IDFAT7 U+

2.1: AytE—COFhOH
2.2 MIME(Multipurpose Internet Mail Extensions: % B B4 > 2—RykA—JLHLEE)

RFC 2822 &, THFAMEK DAY E—L DImEICE T HIEEEEDH TIELSA., Hft (7—FT0
Y XEDLEEBEBLZE)FEAEAYE—JIZDNTIFBRELTULVEL, FZTL RFC 2822 Ay
=L DAYR % ERT S MIME (Multipurpose Internet Mail Extensions) B9 5 & T, UvF
AytE—a T UVEBEDRRIZE T ARREE N FITERICIEMN DI EIZEHS, MIME [2HUVT
(X, BEEMTONT=T—E2DRATAITRBOI -T2V T HBET DRI, BRI, Ta>T
IBALT BT RATIRTHIMERSN TS, AV TUoVELTDBIERIZTT,

B Audio — A—TAFFLEEET —HDEER
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B Application — 7T 7r—arT—RF=IENAF)T—2DIEEH
B Image — FLERT—2DEER
B Message — BlDA—)LAVE—SDHTEILIEA

m Multipart — BED AV E—CAXN—FGEICLOTIIEGHBEDT -0 0105) &M
HEDOETE-AytE—CFBIRT HRRICER

B Text — THAMERORBA, FEILSN-BXT. 2ROXFEINSLIUVELFTERE
L S FEEE E I HE

B Video — ETA (BIER) T —2DEER, IVROYNETAT AR DBEEF. F—T«
TEECIELHD

17D MIME 22 (Z[L. RFC 2045, RFC 2046, RFC 2047, RFC 4289 (RFC 2048 Mo NEZHZ ) |
BEURFC 2049 D 5 /3—rbAEFEND ((FEE B ES ), Chod RFC KRS, AytE—2K XD
K. AT 47247, JE ASCII (non-American Standard Code for Information Interchange) vt —
OAYEHRER. BERFHRE. BLVCBESRECET LD THD, COMFMBREIZE ST, Avt—
OADITF7AILEHATOA12F5 4> HTML (HyperText Markup Language) 78 & D EF A— )L REAE
IWATREE7E DTz MIMEHRERIZ/NAF U AV E—DRABITHIELTOSA, EH5LIERARIE, /1T
F—EDTXF AR K TH S Base64 TaA—T 47 ZFEFALTRFC 2822 Ayt—U NIZHA
RAEND,

2.3 A—LDIEEICHETHIZHE

SESFELGA—NT IV —2a BOEEEEHEEERANEERT -HIC. A—ILzED R E
BENEIINT, RVEHMALFTUATIE, EF AL AVE—JEFO—H)La—FhSEI0R
—QILaA—HPALZEEEND, CDOBE . LDA AAvtE—CF B A— LRI R IZELEEE
L35, A—HILTRHWEEIZEEINDI AV E—DDIGEIX, O—HILA— )L —/\HBE—F
ALY —INAAytE—TFEETBEHIC. MTA ML EEL D GEICEAETAVRATLDIELE
[Z&koT. EFRINS MTA IFBLEZIGEEDLHD. TORER. TNTNNEED AV E—TERET O
FOILDELBREEZ Y R—ILTULVY, EWIELSE X TORILE Y R—FL TN YT S
ML H D,

&H—ARIIE MTA BRi¥ 7O ba)/Li&, SMTP (Simple Mail Transfer Protocol : B 5 A—JLER:E T Ak
L) THSBH, SMTP [F, A F—RYMIBITEBEFA— I AvE—IEEDEELDIEELLGST
BY. LD T EDIU A= A=V VT O RT L MDEF A=Ay E—D0 7T

=23 0 EBEFTIICIE SMTP ZH R— T 2 ELH D, YPI-FEEDOAVE—SU TV RT

LRTT, F=EIFRMEEN AV =D T VR T LD H T, BHS MTA Egx7Otall
EERTIAVE—C U VAT LAIEET S, (FEAEDBE. F5L1= MTA (LIEZE DI
£BLDTHY . BFEDVATLTLMEIMELLLY, 2.3.1 D 2.3.2 IBTIL SMTP KU SMTP #is

RICEAT2ERERICOVTERAR, 2.3.3 WTIXIEZZED MTA [2DNVTIHRR DB,

3 Base64 TOA—T 4 &, HHIE. Privacy Enhanced Mail (PEM: 754 733384k A—)L) IZB8 3 % RFC 1421 Mk
ELT:{JO)—E&)%)O
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2.3.1 SMTP(Simple Mail Transfer Protocol: {5 A— /Lg% FOra)L)

SMTP (&, A TAIL=F KZED Jon Postel [Z&k>T 1982 £ 8 AIZRAFE SN 1=, RFC 821[Simple
Mail Transfer ProtocolJIZ& (X, TSMTP (&, KUEEMEESEED BTN AVE—JEEDFEE
BRI DHICHAFESINIZIEDTHD, RLERMLELAILIZHELTIE, SMTP [(FEFA—ILAY
T—CREDEHDEETOMIINEEET IVER/NMNEDSETHSD, ® 2.2 12, RFC 2821
['Simple Mail Transfer Protocol] (f€3E M RFC821 MHDBEEHZ) ICEZRSINTLVD SMTP TR
BLUENLDEXETT,

HELO <R AAf 1> (Hello) <R AL >THREL-Y—/N\IZERT S

MAIL FROM:<3# Ig/ SR> EIEHBANEFRE<TIE/ SRA>THRELTH—/\ITEET S
[A—JLI85 A—4]

RCPT TO:<IEJE/ SR> (Recipient) EE9 52 {EE D HFEHE
[BFE/ N5 A—4] <IEJE/NR>TRELTH—/N\IZEET D

DATA Ay—TV RN EY—NIGET D

RSET (Reset) H—/\#EHREY VLT B

VRFY <3 F5I> (Verify) 1—HMNE B S =-CLDHEREZERIZRD S

EXPN <X 5I|> (Expand) A=) AMEA SN S EDREREZERITKRDH D

HELP [<XZF51>] NVTIERERBT D

NOOP [<XF5I|>] (No operation) fAIHIREZEITLENEVSEREN, ZEANELEHINT

WBIEETRT (DFEY. TEETNSIZEETRT)
QUIT H—N\EHEEFACS

2.2: SMTPavYK

A—HYREFA—IEZEIETEE ISATUMNSMTIPH—/NIZF 1AL, SMTP EEEIZ&L B %t
SEIZRIRT D, ZLDIHE . MUA (FA—ILOZA T 7T —3> (Outlook. Eudora &) M
—ETH B, FIATREL MUA NEWNGE X, SMTP Y —E RIZHE#H LT Telnet 7547 b {E
LTEFA—INWAYE—VEEETHIELTEETH S, B 2.3 (L. Telnet Z{FEALT= SMTP xF5ED
BITHB, KEEIMN. ZOtviavicEWLWTa—F D AALT= telnet XU SMTP AT UK TH
%, FENZLD SMTP Telnet yiar DRI HELP AT REFERALT, Y& Y —/I\ETED
SMTP v R EHIZHE>TWNAINEFIMBIEMNTED,

telnet mail.nowhere.com 25

Connected to mail.nowhere.com.

Escape character is ']'.

220 test.mail.com SMTP Service (Sample Mail Server String)
HELO

250 test.mail.com

MAIL FROM: jdoe@nowhere.com

250 Sender <jdoe@nowhere.com> Ok

RCPT TO: jsmith@somewhere.com

250 Recipient <jsmith@somwhere.com> Ok
DATA

354 Ok Send data ending with <CRLF>.<CRLF>
Hello World!

250 Message received: GM1BARO00.F4M

QUIT

221 mail.nowhere.com SMTP server closing connection.
Connection closed by foreign host.

2.3: SMTP 55D HI
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2.3.2 SMTP(Simple Mail Transfer Protocol: 85 *A—/LEEEFOrIIL) HE3R

BFA—ILI—FHDEMIEEN A—ILITFAT7URE LY SMTP H—/ 5T DHEREBINAR
FENnB LS oT=, SMTP Y —/ A TIDEBMEREE Y R—F DD 1=HIZ, SMTP [ZITHRIEA
S, SMTP H—E RILEDHEZ A, 1993 &, RFC 1425 K> TEA SN T, TDE. RFC 1425
(2K BEDELT 1994 FIZ[X RFC 1651, 1995 FIZ[E RFC 1869, &5, 2001 FIZ[X RFC 2821
MNEITEINT=, ZN5D RFC [, SMTP IL—LT—D(ZHD 3 DDERZMADEDTH S,

m HLL SMTP <K& (RFC 1425)
B SMTP Y—E R¥EERDF=H DL P XK (RFC 1651)
B SMTP MAIL FROM B & RCPT TO aA< KD IEM/ NS A—% (RFC 1869)

PEED SMTP H—/NEDEMEERDI=OIZ, U—/\DHLEEHR—LLTLEINESI M EA—)L
IDSAT T T)r—2a0 o ERT BAENBEELY, TNIXTHEIE Hello) (EHLO)aY R
(SO TERIBEINT=, A—ILITATUMME, H—/ T BEEIC. EHLO aX U RERITTHIE
MTED, U—/3D SMTP HiiEZ U R—rLTULWNIE, SHITHL T, RMIDBEES LUHR—FE
NBIED—EIREIND, H—/3H SMTP iR EHR—rLTLVRITAIE, TR KBRDIEE
HHREN MUA (EHERD HELO aAX VR DFERFRINDZEIT/ED, SMTP DYLiR. $7% 05k
5k SMTP (ESMTP: Extended SMTP) #HR—+ 9 54—/ \—Tld, ZLDHZE . BED/NF—AIC
ESMTP &ERREN 34, K 2.4 [£. ESMTP 4 —/\ZxfLT EHLO av > REFRALERSU Y93
UhbDIRHTHS,

telnet mail.nowhere.com 25

Connected to mail.nowhere.com.

Escape character is ']'.

220 test.mail.com ESMTP Service (Sample Mail Server String)
EHLO

250 test.mail.com says hello

250-HELP

250-EXPN

250 SIZE 20971520

2.4: ESMTP X}SEDHI

2A4ITRTHUTILY—\DIFE ., HR— L TWBHEE(X SIZE D 1 DFEFTHAM, SFSF
5 SMTP H—/N\TEHDO /RN Y R—FSh TS, R 2.1 (2, LOHD—HEEIE SMTP Hi3RE
KUBEET B RFC D—E%TRT, T RFC 2554 TlX, Aa—HY OEAI LRI BEHLLMVaTY
RHEIUTORILNERELTND, (FEAEDA—ILY—NIE, TIAHILLRE TIHEEAEIL—
MERZEL>TULNENZEN S,

Y = NETRETETIVS—av—E R (BFA—IL, Web, FTP &) D &L, 9547V DERIZHT S
BEELTRLA D F—ERTT B CO/NF—I&, H—/ BT HIER(FTU T —av BEUARL—T 1>
GJORTLDBEON—2av B E)EEAETX AR AYE—CTHS, CNIEHEBEICE>TEREERTH 1=
D BRTIEERBYERTEIRETH D, [FEAEDA—ILITATUMNE, TURFA—HFIZRLT/NF—FRRLE
LYo
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% 2.1: SMTP #i3R

SMTP Hi5R BH:& RFC

SMTP Service Extension for Authentication (F2EE) 2554
SMTP Service Extension for Command Pipelining (A< R/81 TS5 M08) 2920
SMTP Service Extension for Delivery Status Notifications (DSNs) (E2{E X T 3461
— A ZEH)

SMTP Service Extension for Message Size Declaration(Ayt—2H 4 XE 1870
)

SMTP Service Extension for Message Tracking (Av+— B H) 3885
SMTP Service Extension for Remote Message Queue Starting (') E—kAv+t 1985
—< X a—FtR)

SMTP Service Extension for Returning Enhanced Error Codes (#5538 T5—2 2034
—RR{E)

SMTP Service Extension for Secure SMTP over Transport Layer Security 3207
(TLS:Transport Layer Security (bS5 RR—FBHF 1T 7) [CLYGFESIT-

SMTP)

SMTP Service Extensions for Transmission of Large and Binary MIME 3030
Messages (B X%/ 31 F1) MIME AytE— DIRiE)

2.3.3 FEEDA—)LImE

AR D ESZ, —E8DAVE—SF X TF LTI, SMTP & ESMTP ®DUWLVvFhdHR—rLAEL
MTA ZFERAL TS, Z5L1=FE5ED MTA &, LAy t—C U T REBENTHET 5&5I125%E
SINTWND, KIREZBUATFHERE . AR, BLURRBMEBOZN. SO MTA ZFERALT
W5, LHL., ChoD#E#gE, AEBDAYE—D U T O RT LEDBIEIZIX, SMTP E1=IEL ESMTP
[ZREL-MTAZFIEALTWS, EEBETORILEFFERT AU AT LOHELTIE,
Lotus Notes & & U Microsoft Exchange 0 MTA % EMHE°, B DAy t—TErE TOba/L D&
YR—bT5MTAZFEHTHZEDA)YRET A)YMZIDNTIE, COXETIEFZEHALY,

2.4 DSATUNTORRICEAT 5B

Ayt—Uh LDA ICEoTEIESNI-HEE, T—F A=Y —NIZF VAL TAYVE—VFR
BIDRENH D ALY —NADTIVERABELVEF AL AVE—CDBBIZE, A—ILI5
A7 MUA) ZERT %, A—HFHABEDA—ILRYIRIZTIERT HHEEF, ROLEMTE
BT7OERZELOVONEET B,

A=V RAT LAELTRBEMESFTIAEEZONDZDIE, TRTODA—FHNEHDA—
IWRYORIZEETIERTERLFIVATHS (Unix ARL—T40 T VR T LTEMET HRARC
BVTIE—/E) . VAT LLEICEETEETHIVMIHIE T HA—ILIRY I AD, BEZI—HD
R—LTALIMIZHEET D, AvtE—U0E<E, —H (L mail £F=1E pine GEATURSAUE
DA—=NTATSLEFRALTA—IRYIRICEEZET IV EATED, COHEISEMBARTIEHS
A=Y —NIZT VAL TAYE—CFRETHIZE, TRTOA—FHBRRAMNARL—T 4
VOV RTLEICA—YTHIUNEES, AYURSAVAV BT I—REFERTIDENDH S,

S ZhSMOE S TFIYIZIEL. SMTP MTA EIEEHE MTA OB AL AZT I TS,
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A—HFEEFIHEOI—F) 2OV RSAVA BT —ADFEREZEH B L. X274 L
DIYRIMIEBIZKEN, COVRIEERBT B1=2012, A—ILRY I AT ABEO7ORaILHNE
EIht=, BULLYR—FEIN TR A—ILIRY IR T7 I RATORAJLIE, Post Office Protocol
(POP) $ & U Internet Message Access Protocol (IMAP) @ 2 D THB, CNBIZDWTIX,. TREh
241 BH IV 242 THAT D, ChHUMNZH, MTA IZEITEHAyE—SERE 7O DIGE
LRIk BRAYVIL DT A—HA—DERALTWSIEZEEA— IRV IRT IR TORILDEFEET
%, FEEDOTARIILIZDNTIE, 243 IBTERAT S, POP. IMAP, HLUIEEZETOMILD
FEAEIZTBWTEH, TIAIINEETIEEX DRI A/ SR T—FAMERSNLZEITEELEITN
(XEBEN, FXDNNRT—RIE, BLCRYET—I LIZH AR DRRADSEZEIN S AT REELH
5,244 ETIE, Web R—=ZADA— LTV ERIZFERAEINSTORIILOBEZ RS,

2.4.1 POP(Post Office Protocol: RRFAZ4RXFERAIL)

POP [&. 1984 FE(ZRAFE SN T=, EARBIIZIE., POP (FEIZA— LY —/SDA—)LIRYIAMBA—)L
DIATIANEAYE—DFAE—FT DU L DA TIIEL, XFEBYDEMBZITIZFHRLE

KEIBEDTH O =0 A —=IITATUME A=Y —/\D A= )LIRY I RIHEHEL. EFA—ILA

yt—TFAHUO—RLT, EHZHCS, RFC I8 [TERREN TS ERY ., 1D POP TFEH

TERaATURIEHT M 9FEEETH1= (K 2.5TRFC 918 ITEDIKEARITUR 1 FS M),

RFC 918 [CETJ<EAa7Y

USER <& H1> A—HRERETS

PASS </SRJ—K> /IRRT—KR%#%TETH

STAT A—ILIRYIADRAT—ERREFIVITS
GBEEAYE—CHOBBIZER)

LIST [Avyt—] A—ILIRYIRARD AV t—C D—EERTT D,

FEEMERADEI# [msg] TAYE—DFIBER
RETR <Ayt—2> Ayt—Y <msg> ZIHFT S
DELE <(yt—3>  Ayt—2 <msg> ZHIKRT 3

QUIT ®BT9%5
NOOP fAIHEITLALY
RSET Ytk

RFC 1939 [CESKEBFEHaTUFR

TOP <Aytz—> <n> Ayt—2 <msg> DEBEIS <n> THEWHT S
UIDL [Ayt—3] Ayt—T [msg] D—EH ID ZWETS

APOP <#& B> <4 41T X+>  USERPASS KYUELBRELBIAEITS

RFC 2449 [c&3<HEiEa<w R
CAPA L45% POP3 H—/\THR—,SNTLIHEED—EZWMEB TS

2.5: POP3aw R

1984 FEDFEIZLFE, POP [ZIXLOHMDRELMITHN., IRFEIE RFC 1939 TEERINDE 3 it
ROEHIZHELOTWS, ERMLZIATUREYMIFIZSTDOEZDORELEEDTINDH, POP /A—
2av3I2lE. B2 5ISRTUVOMDFH LA T3 av o RENEASHT-, X1 )T DA
M5 RBE, APOPOATURAH RSN, EXTHDA—H/INRT—FIEZERBETELLS(THo1=2
&'iigfﬁé APOP—CII:L 'H-ml..nrta)jilfkb—ca:‘\"b///l/x-l_\/X%**FﬁL—CJ’T)I’J 77’(
TUMME, U=\ EEINEF YL oOoFIA—FNRT—REHBEDLE BE/ V1T SR
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LTH—/\ITRT, POP A—)LH—/N\TIL, FEEREDI—FIZTDONWTRBEDIEEEETLT. %
DNV 1FREET S,

RFC 2449[POP3 Extension Mechanism (POP3 #i ik XA =X"4)JIZ1Z. POP3 H—/\IZBH3 51BN
1HER (HR—,ESNTOBILECERFRIATURGEE) 9547 UM O RETESLSIZT 51
HD POP3 YhiEMEZ SN TILVS, K 2.5 2. COYREET POP3 [ZEBMEN T URETRT,

POP 122K BA—ILIRYIRAD T IERIZIE, EXREHIFANLNONEET S, —fiIZ, 1—
YHRBEFA—IZRET HE F— /N EITERMASIN TS AVE—COaE—LEIBRESN S, DFEY.
AvE—CTF—hATDHF TR, A—FHABECDEEICEVWTITODENH D, BAFEDT
AR THNIE. CNEHFBTEDAREEIEH I, EMEGER TN RN L %M
BOBAEELZEIZEVNTIE—RIZZFANLONEBVDONIFZEAETH D, Tz, I—FHER
BDIV—IRT—aV TEFA—IDBRBEERTTHE AvE—DONEHRDORANINERT S
EITH B, =N EMSTDAYE—UFEIBRLAWNESIZ POP R E T A EIXAIRES A, 2 —H
MBI DRRASDDA—ILIRYIRIZTIERTEE HFiE rvt—CFR T THEEGE A E—D3 TR
THAOVA—RTHIENDEIZED, Tl REHARZEREL. Y—NELIZEMNFAVE—D
N—EHRORBRICEBHIBRINAILIIZTILENH D,

2.4.2  IMAP(Internet Message Access Protocol: 4> A—RykAyt—oF7HXFAMIIN)

LD ES5% POP DRAEERRRT H1=8. 1988 FI(Z IMAP A FFEINT-, IMAP ZOraJLIE,
POP /N\—23y 2 AL DRI R — /A —t b &S TNVD,, B ORELEKRMLL AL
BT IMAP TlE, A—FDA—IIHRYIRE—TEBTEDILE EHDA—ILIZAT RO
MUA WD TP EREZ(HFITHIENBREIN TS,

PEID IMAP KR L TUM=#EEEIX POP Z KRESEZ TULNVEM oT=HY, 1988 FEDFIFLIFEIZMNA
BNIHRRICKY . BETIEBELGA—IIRYIRT VA TALIVIZEKREL TS, BITD

IMAP #Z2#E(&, RFC 3501[Internet Message Access Protocol — Version 4, Revision 1] (4revl) TH B,
IMAP 4revl (X BT ZHEMEEEHR—FL TS, POP KYUELIXDMICEELZITUREVhE
BEA TS, & 2.6 IZ.IMAP 4revl DAY R—E%RT, £f-. CAPABILITY < RZERALT.
L5% IMAP H—/\THD IMAP i3k FHR—RL TWNBEMWESHEBET HENTED,
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NOOP fAIH3RTLARLY

STARTTLS LT DRELHENITS

AUTHENTICATE <A => REAARERIRTS

LOGIN <1—#> </SXJ—F> EELE1I—HYL/ENRT—RTRT1UT D

LOGOUT BEDI—YEOJ 7O 3

SELECT <A—JLiRyH Z> THOEARMBRET ZA— LRV I REREINT S

EXAMINE <A—JLRyH Z> SELECT LRI#k. =L ARMYBERTA—ILRYIR%E
514

CREATE <A— /LR x> BELEZARDA—ILRYIREERT S

DELETE <A—)LiRwH X> BARLF=A— IRV REHIBR T3

RENAME <A— LR Y R> <FFA— LRV I R> A= )LIRVIRDBRIEEET S

SUBSCRIBE <A—JLRwHX> BIRUA—VRYOREEHRT S

UNSUBSCRIBE <A—)LRw% x> BIRLF-A— LRI RDBEREHERTS

LIST <5 8B> [/332—2] (EFBHRED/N\F—VIZE SV BREDSBEOKE
D—EERTTD

LSUB <& 8> [/34—2] INB—UNZ—B T ARV I RBEND—EERTTD

STATUS <A—JLiRyHR> <IEH> BIRLEA—LRYIZAADEEEEDAT—ERER
~T D

APPEND <A— LRy O R> [755] <Avt—T>
BIRLEA— LRV RIZAYE—CFEBMT S

CHECK BEEIRPOA— IRV RITHLFIVIRSA U EE
795

CLOSE BERIRPDA—IILRYIRERALS

EXPUNGE A= LRI RN DHIBREH AvE—CFBETD

SEARCH <& 4> BELEEHIZE DV TA—ILRYIRNER

Y

FETCH <*vy+t—> <IEH> BRI AU OB EEBEZHETS

STORE <Ayt—> <Ig B> <#LLVE> AvtE—CHADOHEEEEEHTS

COPY <Aytz—U> <A—JLiRYHIR> BELFA—ILRYIRIZAYE—DFIE—T S

UID <av k> [51%K] Ayt—L UID ITE SN TAY VI T 152 E
)

CAPABILITY Y—\OHEEERETD

2.6: IMAP 4 Revision 1 3Rk

& 2212, BIED IMAP HiERICH G % RFC D—EZRY . IMAP IZ[&, CRAM
(Challenge-Response Authentication Mechanism: F¥L 2P /L AR RFBIEAN=X L) EFEEN
5. APOP [ F=F¥ LoD/ LARVAARD AN X LEZFALIERA SN TLVS, CRAM
T Y —N\DOEEINEF LT —2EERALTERBLEXFINEREELTRT ZEEY
FATUMIERLTWS, COXFINE, A—HFH . 1 XFOEB. BLU., FrLoilebliEk
BEINAA LRIV T IZREOMEERET IHGEN\Y 27TV XL EEBRALTROIS
AR T ALELHD,

% 2.2: IMAP #i3RICEE§ 5 RFC X =

IMAP #ik3& ’ BBE RFC
IMAP URL Scheme (URL RF¥—L) 2192
IMAP/POP AUTHorize Extension for Simple Challenge/Response (f& 2195
SFYLoT LARZFRICKBHEREL)
IMAP4 ID extension (ID #i5g) 2971

b FEAEDERETE., BKERLI MD5 EIEND— AR/ N\ 1% FERL TS, MD5 X, T4P2ILEZ R
DAvE—CHF AT AMERE B BEL T Ronald Rivest ABFEL-EA#THY .. SHA-1 KYLEERENEF ) To
BEIZBWTIEISEREEZONTINS, EIRBATHEEE ST HERFERRICBEILTIE. MD5 DFERIERRINT
WL, IOV TIE YL aY 3 &S8R,
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IMAP Hi5R | BEhE RFC

IMAP4 IDLE command (IDLE a<>K) 2177
IMAP4 Login Referrals (& H—/S~0 05 1 U El#) 2221
IMAP4 Mailbox Referrals (A— )Ly Z[E %) 2193
IMAP4 Multi-Accessed Mailbox Practice (A—JLIRYIRANDEET I+ 2180
AFEE)

IMAP4 Namespace (% B722f8) 2342
IMAP4 non-synchronizing literals (JE & £8:@ #5%15) 2088
IMAP4 QUOTA extension (QUOTA #5:3&) 2087
IMAP4 UIDPLUS extension (UIDPLUS #53E) 4315

243 FEBREDA—IWRYIRTIRXFAN=X L

FBEDA— LRI RTI2ATORIIE, LAY E—D U T IREBEATEIMET HLSIZEES
NTWS, FEBEDA—ILRYIRATIEATOCINEFRTHAVE—SU T VAT LOFIELT.
Microsoft Exchange %> Lotus Notes 585, Z3LI=MBOT AL TIX, ®IiGT 29547 rE
HABDOEAIETHMNAGHMEEEFERATHIIENTES, MBERMICKEZAYE—DU T VAT A
XIFEIZT AT, (EHDIEFED MTA LU MUA EDHEEEREREEIZT 51=8IZ, SMTP, POP,
IMAP ZEDIZETORIVICHRIGEL TS BB DA—ILISATUE LU —/NTIEZED
TAraLEYR—bFTHIENTUIMNESMIL, BEZABEBICEVTRELZITNAIEESAHL,
BLRL=KSIZ, FEAEDTHERTARNIZEWNTGEE, JEZE#ELE) ., TIHILLTIEEF
'J7_'4§§F_0315L (urunIElH#&% "=7_l1tL/7:J~L\) ot nlE)(jJ X-L\?b‘{ﬁméhé szli]")f ‘t’#'ZLUT
1BEOEWVWRIIAREFYR—rTBE3(C7UERTOMILERET EIDHELH D,

2.4.4 Web R—XDA—ILT7 IR

DSATRDTIERAFEE LTS Web TS50 H (X, [RIFTRTDA A= YIRIET /31 A TH|
ATESI LMD, EFA—IIY—ERDRBBAELL T, Web R—RDA—VT TV r—2320 . F
145 Web A— L7 TV r—2ar BMERSN AR N ZLE>T NS, 1—H L BITWeb TT
HEEEL. BHID Web R—RDA—)LT7 TV 7r—2av BBEIL TS Web A MR 57
[+ TKULY, (L. HTTP (Hypertext Transfer Protocol, /\A{/N\—TF ARERETOROIL) A,
HTTPS(HTTP over Transport Layer Security(TLS))&{#FAL CHEILEN D, HTTPS DHZEILEEH
EBIESNDI=0. BREIBEMEBEFA—INAVE—CRBOMANMRESNDS, HTTP (&, BT
(VS SUMREMBELIF LD, Web R—RDA— LT T)r— 3 BIEICIEHTTPS OfERA
TREITANETH S,

Web R—ZADA— LT T r—2aud EDA—ILISAT UM EH>TUVAA— )L AL IB ¥ EE
DREFRYAN., FHBRLIzBDERLEA—ILRYIRT IR FTARIIL (SMTP, POP, IMAP. 3E

EXTORIILGE) EFALTHEDA—IL Y —NEDBIEEZTI. COBE . A—ILRYIRTH
ERX70ORaILIE Web H—/ A= )LH—/\DRBI TOAEHRIN ., Web H—s3& Web T5OH D
R ATELLELY,
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(ER—DEERNICBHEDEELELT D)
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BF AL AYVE—VICH T HERELUVESIE

HBTHERASNI—MOEFA—IL A AVvE—DERRELT BERSLUTE MO RENSLILL
[(FTREEGD, EAE, BFA—ILISRMASN- BAZRETEDLOLEBRDTALALLTH
Bo BFA— N AVE—VDRER. BSEERATHEICEY ROKIITEESFLEAETITIC
ENTED,

B EFANAVE—JIZBETHILT, TOREHERIL. REEORARERRT S,
B EFANUAVE—SOARNEREILTHILET. TDOMEMERERT S,

B ALY —/N\HEDBEEZREEILTHLET, AvtE—CRNEAYE—DOAVT DI A DEENE
ZREI D,

BIBIVE2DHE. TEHEAVE—IUADERZ LAV E—DAXDESEE, LIELITHEAS
HETHERSND, LA BSEICEIEEEDRENDEG AV LD T4OFLELD
HETEAL, AV DEEREEREDAANEZRZEENERTELLITTIONERET
Hd. NEDHEMERET IVENLGNMGEE . TAOFILEBR LAV E—VEBESELGNE
AR

FREIDOHEEAR. THhEA—ILY—/\HDEEDESILIT—HR(Z. 2 DOMEHBE TELM
[CEZESNIEFA—INERETIESICOHMERAIND, 2EZ (X, HBERICRETSAR—
FRYRT—2 (VPN) ZFEIIL, BN EZ—FVNERBTHA—IIL Y —/\BDEEZESILT
BBERENINIZZYT S, AvE—CEAXDAHERBEILTEHEERELY, VPN TIH, EFA—
LAY IERR GEIEE . FEE. HBEE) EEOEAvtE—C 2 REREILT HIENTES, BAIC
FOTIE AVEERDRENDELRIENH S, LHAL VPN V21—V BHTIE, AvtE—DF
BANZXLIFREBESINT £ EEBIOREEBICELIREERITHIDTEFA—ILAVE
—CHFRETLHIEETELRLY,

FEAEDBEFA =N AVE—DICIE, TAVFLNEBLB LIV (WEICIGLT) BEEIZLSER D
RENBERINDG=H. ZDEVIVTIE. FELTINLDARDFERIZOVNTHERS, Ayt
—CELZB LUV Y-V AN DB FILITRBLERASN T SIEZ(E. OpenPGP (Open Pretty
Good Privacy) & & U S/MIME (Secure/Multipurpose Internet Mail Extensions: ¥ 2!) TR #E (=
MIME) T%H5%°. COWLWTht, THMICIELFBESOMICEIEDTHS, LAFHEESIC
BLTIL, BE&EfFont=2 D 1 HOBEEZI—FHIYEKS. CORRTIE. HoDH1—FHE
HTEHORBE. MBEELITNRETEIWERN L, AHBEBSIREDEFENEEL L
BL3H-0. BFA—ILDEX)TAIZETHFRAKRIEREEHTHY . SHEEICEBN DT
RBEESDIZSMNIEEMEZHINA TS,

HMBESICENTIE BEICEETIER. THEOLEFA—NAVE—CDEEELEREED
MT. A—ORNIFEFEINDIDELHD, TOTOLRELTIE, FTEEBENIUF LLGREELE
L. ZNZERALTHMBES 7ILTVXLICKYAVE—DFBEET 5, RICEEEIL. Z1E

7 VPN QF#IZDULNTIL. NIST SP 800-77[ /PSec VPN '~ (Guide to IPsec VPNs )
(http://csre.nist.gov/publications/nistpubs/) # S BN &,

O BFAASEBEINTLUE, ENHLELDREFENMRESN TEN, 1987 FIZFIFS NIz PEM (Privacy
Enhanced Mail) 4>, MOSS (MIME Object Security Services) &EMNZDH TH D, WTF MDA X EEFE R TIEELE
BIn T =86, ZOXETIEEHRBALELL,
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FEOLRBREFERAL. TN DAFBES7IILT)XLIZKYESREFES/ELT. BS
LUz Ay E—U BB b LRGSR OMAZREISEET S, COBEEMLETOERIZENT.
NHBES IEESROBSILICOAERAINDG BEROESICHELGHEZREZRIFT IO
BEDAvE—CZEEE T THAHO, EAAVE—SEEELTHRAMBIEFTELRN, T
ADRINBAEMIE BB\ AFFRALTER(TEHEEETIAVE—D)DF IO RLE
2IEM o4 H =TIV F R T DNEB(TIRIL TS BB/ \wi I T BER L, Avt—D
SRITHTIERLYLNEMICEITTEHIENTES,

EHBFEETE, ERBFORREZTEES7ILI)XLOFERANEHFTOATNSY,
EHRBFORBEZITEBSIEARZARZICTAREN, REELERIN TS0, thdf
BCHIREAZRILTELV . RIVIC. BF AN AvE—CDREZEMEL TSR M —FEE
R BIGEDO— ARG HREEIEEZRY,

#+3.1: HRIIBESRI—F

#ETIMAR | RS RA—h
REOEF1) T RE E21t: Advanced Encryption Standard (AES)!'' 128, 192, &7-1% 256 E v Sk

B ELVE AR 54X 2048 Ewk L E D DSS(Digital Signature
Standard) £7=I% RSA &, A4 2AM 4 X 256 Ewk® SHA(SHA-256) 12

X)) T4ELVINTH—T EE1k: AES 128 E S E L
~ R PEABLUF IS TRE: B (X 1024 EvhLl LD DSS F7-(% RSA &£, SHA-1

tHX1F4ELVEMRMN %51t : 3DES(Triple Data Encryption Standard)"® 1687112 EwkigES1k GE:
3DES MLE (. AES IZEERMEVIEETH D)
FERLVE AR Y (4K 1024 ERLLE®D DSS &, SHA-1

IR LUHEARE PHASIVFTAOT AL #BH 41X 1024 EVRLLE®D DSS &, SHA-1 F7=[% SHA-256

3.1 OpenPGP

OpenPGP &, Ay t—U DESILE FVER L. ARERBSEFEALERAEERDHOTAR
)L TH S, OpenPGP MDE (A >7f= PGP FARIJLIE, Phil Zimmerman [ZKYFKESH., 1991 £ 6
BIZV)—REN RO TERESN =, DD PGP FOrI/LIE, IEBEMIZKEZEDTHY.
MEIFTEEDFIHNEZ T B0 oM DEE 7L A LEFAL T =, 1996 FIZ, PGP /A—T3
> 5.x HYIETF RFC 1991[PGP Message Exchange FormatsJ][CE W THRESNT=, TDHE . 2D PGP

° NBIEEES MM DULNTIE, NIST SP 800-32[ Introduction to Public Key Technology and the Federal PKI
InfrastructureJ (http://csrc.nist.gov/publications/nistpubs/) #S B D Z &,

0 SR TIL, EERE RN IR (FIPS : Federal Information Processing Standards) [CEBWWTH SN ZRHLN
TWABEEDA—ILIZEEND. FIPS DRBEZ(TEETILITVALEFERTIENRHEM TEATINDS, BE
ELED2—IILEMMEHEZETO4 S L (CMVP: Cryptographic Module Validation Program) [&, NIST & U D T4 K
FFDEIER £ RFER (CSE: Communications Security Establishment, LA CSE &#597) WA R CERMEL TS EVHE
#HTHFED FIPS XEICBLLEBEEDA—ILOBFNMERERZTIEDTH S, CMVP O Web HA+
(http://csre.nist.gov/cryptval/) [Z(&, FIPS REBFA DT ILTYX LDBEENGZ—ENBHIN TS,

1 AES MEEHMIZDULNTIZ, http://csre.nist.gov/publications/fips/fips197/fips-197.pdf #HBBD &,

2 SHA H&UTHIIZBIET 5 SHS (Secure Hash Standard) D &##8IZDLVTI, FIPS PUB 180-2[Secure Hash Standard
(SHS)J (http://csre.nist.gov/publications/fips/fips180-2/fips 1 80-2withchangenotice.pdf) S M Z &, NIST Tl&.
SHA-1 OfEFRAZERFEMICHELL T 2010 FFTICHELL, K55 T, SHA-224 BXUVZ DM DY A XHAKER A
N ABEBEFERTALSHRELTIND, EEMIZDULVTIL, http://csre.nist.gov/hash_standards_comments.pdf %2 B8
nNié,

3 DES 8&U 3DES MEEHMIZDUNTIZ, hitp://csre.ncslnist.gov/cryptvall ZSBOIE,
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N—230 5x ERITUEFHLLMEETORLELTRFE SN =D A OpenPGP THY . RFC 2440
[OpenPGP Message Formatl# & U RFC 3156 MIME Security with OpenPGPJIZE &S TS,

RTETIL, OpenPGP 1ZEZ AL EHOA BB LUVERARENEHEFEL. SEIELE Web H
AMBESILEY IR I T DE IV A—RPEAMNTRETH S, OpenPGP XR—R D —ERE & (%,
NIST A% FIPS PUB 140-2 H XU Z DD FIITMICHE WD TEFBBAFICK L THERL TLSES 7L
O XL (T—A2ES{EAELT 3DES &KW AES, TP % ILES FHELT DSA(Digital Signature
Algorithm)' B & U RSA, 7\ afHELT SHA ) ZRLITHR—ILTUVD, ZTTEHRBALAZ LMD
DEESIEAKIZT DN TIE, —E#BD OpenPGP REMNHYR—ILTLVS,

OpenPGP TlE, Ay t—U A AV RAMDTADVRIERZLEE OO DEH I AFHRBESHARAS
NTLBREDD ., AvtE—CAXDEROREREIZE., ETnf-EBYRTRET LT X LA
B&h 3, OpenPGP AL TAYE—CDELBLUEESLEZTSFIEOBEIL. RDEBYT
H5(—EFIEDIEF IXFIERT HEELHD).

B EXAEMRSND, T EEFRREERET 570, LU, BESEGEIC—RNICTHH
BEXFDNI— HHEREICT HEITEY BB EX1)TA+ERIETH=-HTHD,

m ERICEY Y a v BAERENS (OpenPGP D—EDEETIL, ELBT —2EEKT 51=
DIZRIREI4VRIATERICEANT E31—HFITKRDSB) .

B AT ETAOSINERN, ZEEDERREZFERALTERSN, AyE—I12fF M
Shd,

B Ayt —ULEAN, Yl avBE XU 7ILTY XL (BDES. AES B E) #FRHALTES L
=B,

B YAV REFEOARBEERALTESESN.. BSEShiAYvE—COKEICH
Y (%

B EStShfAvt—UNREERICEESND,

REBFICOFEDFIEICE>T, Y avBDET., Avt—CDES. BLUVEBRDRIEEEIT
9 %, Mozilla Thunderbird., Apple Mail, Eudora, Microsoft Outlook 7 & — & [ZE R LTINS A—)L
JF4T7 U bDHE | OpenPGP THEEILLI=AVE—DFERIETHICFTTZTIVDIURN—)L

NHETHS, ZDEHar THIZRLTEz OpenPGP BBFAH A ML, KEIEA—ILIZAT LT TV
‘7—332 T OpenPGP AT A EMNERBASA TS,

FE71=. OpenPGP [ZKBDBEFA—ILAVE—UDIESIL, E5. B4 . ELEMIMRIIZA—YIZR
o TEITIT X )TA5— b IzAH—N\EFABTEIEET8ETHS, BfEDOHHFY)
FAT =k 9T A—N\EFEAL TN BRI T TEFA—IILEXBRTIEES. 2 —HFFEHBET

4" OpenPGP IZB89 % IETF E2£EF& M Web - ;I http://www.ietf.org/html.charters/openpgp-charter.html T#H 3,

Free Software Foundation (http://www.gnupg.org/) . Hushmail (http://www.hushmail.com/) . International PGP

(http://www.pgpi.org/) . OpenPGP (http://www.openpgp.org/) & & U PGP (B FKR) (http:/www.pgp.com/) % E D HA

%%,

' DSA BLUIhIZEEEF 3 DSS (Digital Signature Standard) D EEHHIZ DLV TIE. FIPS PUB 186-2[ Digital Signature
Standard (DSS)J (http://csrc.nist.gov/publications/fips/fips186-2/fips186-2-changel.pdf) S B D &,

17 FIPS PUB 140-2[Security Requirements for Cryptographic ModulesJ. FIPS PUB 180-2[Secure Hash Standard (SHS)J.
#&U FIPS PUB 186-2[Digital Signature Standard (DSS)J(&. http:/csrc.nist.gov/publications/fips/index.html TAF
FTEHIENTES,
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[Z OpenPGP #EHTHEMNTES, ZI5LI=S — O/ E2—F DB TOAERALTLSIEE
TH,. INEFEALTAYE—C 2R ET A LTRSS MFEFOMBBICET 51— (1L
OpenPGP 2B L THERITILELH D, ¥ —r Iz DI—F DB DEBANDIEEIZEFA—
WEREETDHE, ERICIEZEBITT— LI A DB A—ILHEL(SSL THEE{ESh =
HTTP £y a BT 5D —MRE) . COBIMA—ILIZIE, RESN-EFA—ILEZIETS
FEDHRBEINGEHINA TS, Ff=. — DY —r Iz TIE EHDOI—HHETIZEESNBE
FA=)UIZH L CEDEEERITTEDIGEENH D, LA R HHAAI—THEEILELUEARL
FBFA—INEA—Y) VT ) RNTRURBTIZEETDHE. T— Iz E. COBFA—ILEES
L. A=Y RMIBTRENDZEEBRITICEERSIET S, cNIZKY., FNEFNDZESE
NEFA—ILEEEL. TOESL ZFRIITHIENTES,

3.2 S/MIME

S/MIME [&. RSA Data Security, Inc.IZ&Y 1995 FITIRESN-RETHY . lBEHILAVE—S DT
—ARKICONTIEEHHE D (LA LIBIELZFFE1F TLV2) PKCS (Public Key Cryptography
Standard)#7 ZE&(ZL., Fl=. TAPFILEEBAZEIZ DT X509 /N—2a> 3 ZH#EEZE(CLE=ED
TH5"S, SMIME /A—232 2 [F, AU A—RYA— LERESEKIZRITANON, EERIRAEE
BT, IETF MIZZELIZRAEINTOAENA, COLFRIFSEER RFC 2311, 2312, 2313,
2314, 2315, KU 2268 TEHLN TS,

S/MIME /\—23> 3 [&, IETF @ S/MIME {EEFF(ZL>TERESN (BREXREEH S/MIME
BEDEEFETRTERYEEDHTING) Y, 1999 &£ 7 AIZIETFiE# L L TERIRENT=, S/MIME
N—230 3 DERRIZRIZRT REC [TEYESHLNTLNS,

B Cryptographic Message Syntax (B§& Avt—# ) (RFC 3852)

B S/MIME Version 3 Message Specification (Ayt—34E4k) (RFC 3851)

B S/MIME Version 3 Certificate Handling (FEBHZ D EYY L V) (RFC 3850)

m Diffie-Hellman Key Agreement Method (Diffie-Hellman $23#2753() (RFC 2631)
B Enhanced Security Services for S/MIME (3R ¥ 21) 7145 —E X) (RFC 2634)

SMIME DRI RELEHRIT. TOEEENT T r—a (A AENTEY., (RIXTEEMIIC
FRATELENSIRATHD, A —H—DZKEHAHIZKY . SSMIME D#EEE(X . Mozilla > Outlook
Express 75 & —fRBIIEA— LI SA T U MIT IHILLNTA U AR—ILENTIVS,

SMIME s A—ILITAT oAy E—CFFETHEBEOTAERIEL, OpenPGP DIHFEIZFE
LILTLVE?, S/MIME /3—3a> 3.1 Tld. FIPS PUB 140-2 A\#32 4 2 2 BEO RIS 7L
)X LEYHR—RL TV, D 1 DTHB AES [F, HEIShTWAABEEEZIZBIT59HR—k
FEETHD. £51 DD 3DES (&, BEICHTHHR— BB BELEINTINS, BFA—ILDIRE
[Z SIMIME %{E 3 2888 &. AES £1-IX 3DES # AT S5 XET#H S (AES [L 3DES &Yt A
BPZINTIVALTHDIEEZ NSz, AES NEFELLY),

18 RSA PKCS 12D EHMIZDULVTIL, PKCS h—LR— (http://www.rsasecurity.com/rsalabs/node.asp?id=2124) %5
BDIL,
¥ S/MIME £ & DHR—LR—(E, hitp://www.ietf.org/html.charters/smime-charter.html T#H 5.
2 R® IBM Redbook IZ[&, S/IMIME DA% R EMAGINA TSR TS,
http://www.redbooks.ibm.com/pubs/pdfs/redbooks/sg245341.pdf
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OpenPGP MIHE EREIZ, SMIME [CEBBEFA—ILAVvE—CDESIE. B5. B4. ELEAY
MR ZI—VITKRDYERTT DX 1) T4 — bz — /I OF AL EEETH D, T5L1=5
—b;O A DHREIL. 3.1 BTRARI=EHDEFBIZKLTEY . EEDEZA, OpenPGP & S/MIME
DEAEYR—T 25— AN EHFET D,

3.3 f@Em

OpenPGP & U SMIME TlE. WFNEBRDEEBICTAOAILGIREZFERT 5, T4V 2ILEEHA
EIZE-T. ZTOIHELXR TN ER (A —YHE) . ZOEEROLRBRT7T D550 AR,
BEU, EETELMOLNDHEBICKYEBLZSIN-ZDOMDER (AMHARLE) AEESNS, L
M. TAORIERELFERALTEREETHILT 5O DREEET )LICDLVTIEL. OpenPGP &
S/MIME C:EWA$H D,

OpenPGP MMEAT 5T 74 /L DGR EIEET LI, Tweb of trust (EFE D) 1L,
Bx— RIS RITLIZYURERRLIZY T H#BEMEL, Tweb of trust] Tl IR AV B KUHIEIA
A—HEADHERIZREROND, LA X TURDRTEEBLTEY ., FrOILNTIUREEE
LTWBIBE. FYAILBRTDEFA—ILERET S LG TNG, COKIBIVATLIE, {E
ARFEBIT/NSVEBICIFETHSD. [FEAE DI ~KBAEDBEETIEA—/INYRHKE
$ETCEAICMALGD, I TE, a— B DOREZEIELE-VBSDORERELYT
BEOHDBRRY—NEZEALTWS, CHIZKYRT—SEYFolE@ALET BN, TAOEREEELT
B2 DO1—YHFIHT SHIEITHEE6H. B —/\NA1—FDETITONTHRHERIIFIRET
HILEHABELTEEIT ADIXREHTIZEN S,

—7.S/MIME Tl&. f8fELTIEFET A LERNHI-ERE LVBBMNEEBE CTEET AR
DETIWEZERALTWS, —fEHICIE. BFRBLUVRBOTRAEE. T40H5 IL— 2R

(CA : Certificate Authority) % 1 DIEE T D, IL—F CA [X. BB BHLUVRIENREHIETOT
£ CA 12X B ABABEIAEZEE 17T 5, THL CA [TBE. 1—HIIx T REAEL. AEDES
[CTFELIZET S CA 1T T BFAEERTT 5. COBERICKYBBEENFREIND, Z5L1=
ARBEBPKNEFERATIIEIZLY ., ACLEBICEVNTRITIN-ADLIAHEFRIFTHE
ED22—YMHEIC, EFEDEHEEFHEIL T HENTED, SMIME FiSA—ILISAT UMK,
S/IMIME kS5 9Sa % IBY BE, TIAINTIREZISATUOCOEEDTRE CA IZEIT
BEMEIZIKILT B, 20 CA L. AISA DY —R/I\—F 4 CA» TH-oTH. STRREEHITT HHEHA
BT D CATHO>THLLY,

OpenPGP ZE1=I& SMIME TRESNF-BFA—IILE DB ETIRTELLSIZTEHILIE. EF
FIEBEICERTHY. I— R INETERBICEFA—IIWEFATELLSICLESET RIEEIC

(X $FICEHLTILDELS, RADEBL, AEHICEOTEDIIICEO RS IVEFERRZRD
BEILEITODNTHD, HHBA PKIZHEICHERKLEZY . mENMEBELTLS Y —F/\—FT4D PKI
FZHERALEYTHIENTESD. WThDIFED. BTG RECERGCETSMEICERT

BIENZLN, Ff=, OpenPGP H KU S/MIME (239 2 U R—MRRIK, FRTIA—ILISATY
ML TRECERL D,

[ERBRERTILIYA— LT T r—as ORI ELELYT 5T L4 S EL BT A
— VEBEMTRET Ao EE AT B Y —E RAF— R A~ T DD RBENTELNBA, 25
LI —E RERIAT BIZ(E. RO DI A —SEF—F/—T4 DY — LIBBEHRS

21 CA Ofl&£L T, Entrust (http:/www.entrust.com/) , Thawte (http:/www.thawte.com/) , & & Verisign
(http://www.verisign.com/) i E D EH B .

3-5

Copyright © 2010 JHSEATEEA EHLEAEEERE RO NRIEX 2777 /) v P—AKRAS1t



Y. ZOZEBRN X T DMEREELS, 2 DDOEBR TA—ILESIEy —rIz(ZERTS
ECEEFREEFOMENERIND, Chid. BT —rox( LTHESh, EBEGRLS
— ;TR THONLOEILISN TS NOTHD,

BFA—IDEBASSURBESLICETIRERE LOMEEZERERLES | DOFEIZONT, R/E.
EENEDLN TS, ID R—REFS 1L (IBE: Identity-Based Encryption) [F—FE D A FAEE S 1k
ART. EEOXFINZEZLRABELTERTHIENTEDLIITLED, BFA—ILTRFLREAHH
BELTHEAINIE, IBE [CL>TREELNEZIEIN, EEFIL EETIEFA—ILEIETLH
[CAEBICRETEDLSICHLAREENH S, =120, IBE [ZBAL TIT A FIZEHN L FIPS DEKER
Z3I111- IBE 8 EAFELGWGE TORAZBETRLUGHRELH D, BEIL. SMIME (XKD
IBE DETHEICOVWTIRET 55E1FHEL TD Internet Draft XEDBENIBOHONT-EET
Hb,

34 BFA-IIOESEIETIHRE

BFA—IZEESIETHEICEYEFa)TAIERALET D, ENICFHIEDIRMBETHSD
O BEFA—ILDESEICEET IRDISILREDEEZEEZIFRRFAITANETHD,

B BEtETo-EE. VMIILRAZDMDIILIITDRAFT U NBHOEFA—)LATIYD
TANB) G ETTAT IA—IE LV A=Y —NIZEWNTETTE2ONERICEHICLS,
T7ATIA—INEEA =Y — I \NEFA—IILEEETA-ODFREHA TGS, O
UTOVERBSBRY ., FNITRHLTT I avEFEREIETELGN, EFA—ILDIRENEHED
TILIITRENYFTTHAEEL EEEIMFEDRF YT RIFICEFA—ILERBSIELTL
BEBEIE. AX VYT HAEFA—IIEFEBETHIIENTESLN, F5LEV ) a—av (EHEiMIC
BHTHY., FAZERHTIDIIRHETHEZENS W, T, 2T (F—EHOEFA—IL
FEETAMEEETIL VI T AXYFIZHL-E55E8 . AXVYTORACNEELTILI TR
ZLEYRISHADEF AN TABEEZZITYLESEISRRINGHERENECEHAREENH S, 7
WOTTREYFIZEDEFA—IDEENREMNTLHEWNGE (X, EEEITIA—NLIZATY
FDORRAS ETREFVPNBEZETTOILENELLHAIEEELH D,

B BSEEIVESORER, S<{NUEBEREEEYT S LEN>T.BSELELVESOETR
[CHASNEWNEROT YT L—RELFEEETRANVELLDGEELNH D,

n HREATESEEERT 2T, BEERICEZRGA —/ Iy BRRICRE T DATHE
MhH5H, A BOERM, BOEE. BSLRBOXDVEBLGENNIZEFND,

B BFALERBT L ERTHECEOROATRELIBFA— LAV E—S DM
BB BTN B S

B BE{ELEEFA—IIEERETAIHRFLLAABICHVTRALGESIETILI) X LA
A XN R—FENTOEFNIE, EFA—IDA T+ IBRESNGOTTREMED$H D, HBEEA
DI1—YHEBEEREDENAYE—CFZELIZEE L. REQEBVRBESEARXLAYR
—rLTWVEWEEICHESIEIN=AVE—CF R ELESELIGA . A—LT7 T Ir—2ay
No1—HIZEFDENERISEMNINEEIICTEIRETHD, BHEZIT-21—H (%, BF
TEHERICRIBEEZREL., LYBALBESETIILTIXLDERZERELEY, REEZETS
IEHMDELEICEFA—IUND AN X LEFERALI=YT BIENTES,
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B ALY — /D EETRI A

X1 TADERINEA—LS—NDBEAIZEVWTRIEZELGDIE, A1V A—IL BEH IV
BADHINZAZHHBEEZILTAHIETH D, BEICHE TN, A=Y — DX T4%H]
BEGRUERL . B0 TR TOBER)S—ICHEEIEAHIENTES, A—ILT—/\DtFal)
TABRUVNTH—T U RIEHTHREED ZLIF, S EEEERONHICEDRERERDHEN
TE5. EEEDEEME., ENFEITEALTHLBED LTG0, Z<LOHBETIE. IT DHHR—
MAKIAEREICHESNA TS, —BEMERCILEIZGY, X 1) T4 LDRBIENELD
FEREGYED,

35 AVAF—=ILBLIUEADFE

TF 1) TAERRRITERS  ARNER/DRIZHZA DI, YATLRARSATH AL DD
STERENOA =L —N\DEF1TAZERT NETHD, A — LT —/\ORE- ARt
Fa)TARHERERMET DDA RESIVEAMTONRICEX 1) TARAERKERERT S
AH [EHNCRHENDOEIARNMIELDITE D SBO MMM DB IR E SN =B A EZER
EL. BRALEGEDESH. BRI RAFDREICDONT, KYBEYINDO—ELI-HIEZET A
BEMABL, EDIIGEHEZRET S &IRY, BlE, FIFEE. \T+—< X VRID 3 E
REDI—FATIZONT, +HARBICE DS -HIE T I EMN A REITAE D, BAGTEICK
ST, M. RELGRELHIFTHIENTREICAEY, =, LIELIEEEA D& EVNSFET
BhdtF1)T, LOMSEMEERES DRICHERILD,

A= B —N\DOFEBEREICENTIE, ROFEERFT XETHD, [Alle00]

B A=Y=/ \DRARTREY B,
— ALY —NEFELTEDIIBREDIFREEM. LB ELMEET DD
- AEFEBOEF )T EREEH

— A=Y —NAMICE D KIG Y —ERZRBT HM (— I ALY —N\ERADKRZR
ETBDNEF2)T1E RILRETHSD)

— BMMICR#EINE Y —ERDEFa )T EH @A,

— ALY —E RO DO E G I EIA CGERRETECKEERIBTEISRESATNS
BHGRED)

— RYRT—ODETITA— LG —NZERETHH (6.1 IBEZSHR)

B ALY — NIRRT ERINT I —ERZBHLNZT S FEBADIEES—ERELTT
RTOY—N\DRET B\ T7vTOYE—FEBLEITMZT), F=EZ L ZEDEF A
—JLZ7BR3JL (SMTP, POP, IMAP 2 &) B LUV IFIBENDEFA—/ILTARIILIC K-> TRHS
n34—ER%IE,

B ALY —N\BELUMDITARTOYR—FrH—NIZTAV A= ILT BT RTORYNT—H
—ERYIEIT (OZAT b, U—/\OEA) EBHLMNZT B,

B A= LY —N\EEVITRTOYR—FRAF(Web A—ZADA— LTI RERITHH—/1\%
E)EFERAT I IA—YELIZA—YOATIUEBHELMNZT S,

B ALY —NERVYR—FRRAMIDWT, FHATIVDI—FNREFT HHEZRET B,
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B A=Y= /\DEEBAEERETSH(O—HILEE, AFRYEIT =000 E—FEHE, 4}
BRI —OhLD)E—FEELE),

B A—HERETHINEIN, AV DRBEEFE., BT —IDREHEZERET b,

B FRLAEERERICOVT, ETOEX 2 TA BB FRETIANCEH(OQ—HY &, 21—
D, MEDRER) EALMZT S,

B EDXILT, BRIV —RIZHT HBEYLT VAT HONSRIIZT D ERET %o

n BBOBEHER/I-T AN —N\TIT)r—2avEBET D, TR, =X —EOHEEA
o TS ELTE, KYBNGEF LN TAERRTED T —/\ORAZRFAT D BRI RE
LOADREZRITTRY

- 3Rk
- BHEERLOE#M
- BIFBAOM®E
— A—H—LOMICChETIZEL AR
- NhFETOMRBHEDERE
- tEEet
B FHEREDRECETEA—N—EDERERIZT D,

ARU—TAV T VAT LIE BIRT A=Y —N\TT)r—aVICk>TRESN DG ELH
B A=Y —NEBE(E, RELGRYRDBEHEB-TARL—TAU TV RTLEEETA
ETHD, [Alle00]

m ESEENFETHAREEIARINETHAIZE (T RTOARL—TAV T VAT LIZDNTH
LT HIENTED)

B BEEEBELANILEEE oot LNIVDEEZEREE T H51—TOHIRETESTL
B FAZERLEBERUNDT— N\ EDBERANDT IV EREERTESLIL

B ARL—TAVT SV RTLERF =Y IE I TIZHARAFNTWDAEEEED H DRV
— Y —ERXDIBRBLHEDEEMTEEILE

B BABIUVZTORALTRET H-OICEB U LY —N\BIEOOJ 2R TELIL

CNIZIA ., —NERUOY—NBREEET 5102, REEERRER A2V T DHRER
HIRETHD, Z<OMMIE. BRLOBRZBEL T HEDERREICOVTODREN LIEREH
DEEEN, JMDRRETLRBEICERAZEET DEERSBNIEEZFATE,

A=Y —NE EEENSOVEEDLDTH S0 MEMNICKREEDEVEFIZREY S
ENEBRTHS, A=Y —/ I \OREBHZHE T HRICIE. ROFEEZEET NETHD,

B FEULYMEBEREX )T REANZXLLEHEM, -EAE. BE. h—K)—45 70X &
FaT1ZE. MIBRLREARBRIMO AT L(E—avtwoY  AA5)HE,

B EEVCEECOVWTREGRAEMETY 02, BYIRRERERENH DI,
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B FlRERNHLN

n BHNOBAKEOZEERTHRARMEAHLIIMDIGEE . EILEKEITHI HRILIEEN
EEESN TS, F-. WELELHAREMN H LB DRI IS ARSI
TLVBhY,

3.6 EXAUTAIRIAVRREYT

A=Y —IOEF2) T B OERMERBRO AT LX) T KREFZICERT D
=8 A= LY —/\DEE., R, BECOVWTIK IT BLUVRTLEF L) TAIZEHDELD
ARDEDEEDEEZOND, CDIETIE. F5LIARDBHEILIZ, A—ILY—/\DtEFal)
TA4IZETARENDEETRT, =1L, BEBIC LTI BREGENRLBIZ AP, CCTOERBAIZEK
L ORENFELENMEENH D,

36.1 ERITZRIAVM/"EEIEREETE(CIO)

ERITTRIOAVR/CIO &, BZBABOELX 1) T4ABEY LR RELEE LTS, BESHED
IEEH AT LIREICDONT, R IT TR TAVMNEI A ZERL.BIERZ 525, A— /LY —/\IZE
EIBERDEFENZDWLTIE, EFRIT IR AR /CIO BNEEEZES,

m HBBAOEBREX L) TR — RE. FREORESIVMFERZRETD
B HEBROEEEELSIUIRVAVNFEREDRERSIVOCHMIFERZRETD

m AT ELT, FEMIIHTEH —BLEITEFa)T4R) O —DHEELB IV ZDESFE
BEIT S

m BEFA-LUFAHARSA0 EAER, BB BSEEE BT 2RI —BLUT0+E
ADREIZDONT, ERRARTAUN LR TDOMEETDIANELHAET S

3.6.2 HHIATLEXILTATOTSLIR—D

B AT LtFa)T4705 5 LTHR—2 v (ISSPM: Information Systems Security Program
Manager) (&, SO LX) T4 RIS —ITHBESNTVSEE, LI READEEE LUV ZTH
BDBFEEET Do ALY —NICEET HRDEBICDOLTIE, ISSPM AEEZ RS,

B X TAFREEERICRERIVEET D
B EXaUTADRIO— FE BEHOETERET S

B IRTOEREVATLEREL. ENoDEEV AT AICOVWTRARXIGETE., KEEIR
FHE. ERMBRETEZERICERTS

B FEEVRTLEREL. FVATLAICHIET X1 T4R) O —EHITR>TEHRN LG+
AVTATANDR D1 —VEHERIZKET S

3.6.3 BEHCATLEX2LT1EESE

1HER AT LX) T4EEHE (ISSO: Information Systems Security Officer) (X, $5 7€ D #B#EE E &
2B T5E/REFLI) T OHORIAEEZEETIETZEL. HBOBEREX)TTS0T
A R%& BB E IUVEHMADR) S —, 1B, FHEZICHEEISEEIE S, A—ILY—/N\IZBEET IR
DEENZDULVTIL, ISSO KW EFEFES,
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B ALY —NEBIVEDBEEHZEX DIV T —IVEBRERRELE-ABEF L) TAREL X
UFHESERET S

B BALT, EF)TA4V—I AN L BEVEEBRBDTIZVIERE - RET S

B YEEABOEETIZHS, A—IILF—NELUVZOBRBEIZZ DRV T—IER (FRL—T
AT ORTIN, T7ATIA—IL, L= A= )L —N\T T ) r—230FDthEET) 2D
T EEMEERTETOI7AILEHETS

B X)) TATANDERBIZEKYI R T LERDSEE M ZH#HEFT S, £f-. EEVATLITHL.,
AT Ta—)LEN=TALEEYD IT EFRICERIZERSED

3.6.4 A—IH—NEIURYNTI—HEEE

A=Y —NEBEFE A=Y —N\DEARNGET. EE. RTFICHEEEHE OVATLT7T—F
TIONTHD, FTYNT—YUEBE(X, RN T—IDEHRIRET, RE ., RFICEEEE D, A—
WH—NEFURIET—OBBEL HYTEVATLADEX ) TABEHIZHIET 5= DA
BHREHETI. EX 1) T4 LOBMBE LV ZTOFEREL. AL LEI=0INDIGE (A—h
—F = FaAVEa—FtEX ) TAA U T UG F— LD BIREEIN DS X 1) T4/ FHEIE
BEBHNIE, HERA (X1 )T(IEYHELE) TEFNDBELH D, A — LY —/\IZEHET
BROEFEBCDNTIE, A=Y —NELUVRVET—VEBENTEEZES,

B ABOEXI)TAR) O —EBEDURT L RN T—IERITEE T BESIIHRADAY
AP—=ILBELVEREEITS

B RRNERZICRDOEEBEELRN\VITYT  BUBEIA(IUT TONYFERLEE) E1T5
B JRTLDEEME. REDLAL LU X2 TAICEETIIAUNEERTS

m HEROBERCATLYY—RICEALT, BEL-EF1) T LOEEICHLT S

B ZEHITELTEXA)TATRANEEET D

37 IRDAUMDTSZUT1R

X ) TADERSNA— WY —N\DERBIVRFIZENTIE, BEYGEIRDAVNERH
FRAIRTHS. X1 T4FEIIE MBS OERATLEEZHALONCTEIEE KUV, 1F
BOATL)Y—ADHEN., TEtE. TRMEERTH=-ODOR)L— BE, FRE M5
IVDERE, XEL. RENEENSD

A= NH—NELVEDRYRT—OEBIIDONTEF ) TAZFHERT H-OI1Z, BEBIERDE
BERBRIANETHS.

n HBOBRATLEXI)TARID— — EFX2UTARYD—(F BRGIERS AT L
XL TADRBHEIVIL—IL TURICERTSRABHEEHIEEDLDTHS, T K
o —IF BREF 2T DELDOREE (RE. ER. BEE. LE2A—RE)ITONT, BHlR
[CEFTEEREDAEDBREED S, CORI—DNEHMEZEFOOICIE, RIS —H, 4
BEEIch-Y-—BLTERSNGTAIEGSG0, — I, HBotX1) T4 RO —DIR
EDERIZIF, CIO BLVLHBRIRO AN TEEEHD,

m B ZTEINO—ILBLUEE — JRTFLDES. /N—KHT7 ., J7—LHTT YT+
HITICMAONAEFEFIMO—/ILTET7O0CRIL. VRATFLEEDFEZRBLUSTEIZHLY
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T AEYLGEENEASINSGENO VAT LNRESNSZEICDONT, + 0 REIZRE
T %, BRAVFO—LIZES T, MBDEHI AT LX) TR —LDBEHDHEF
ARESND, [EELY. BRAVIA—ILIE FHRUVATAICHLTIRESNDGTATOERE
[CDONWTREMAREEZF OBV MO—ILRERICE - TEBEIND,

B JRITERAAVEBEUIROAVE — YRITRRAVME YR IED B LVERT 5T
AEXTHD TNITIFE TEAAVIORMREFAETERDRE. JRAVEET —2DIREKL
D BEUPYRIDITHEROBIREVSIERENEEND VRITHENEB LUV ITT
B2, BE. BB RBME. K. 8. BRUKREBELNRUNT SHEERZHAEILTILEN
BB NARIIRTAUME, HEICEDTRBAIRRGLANILETIRIVZEBET DO DEEEK
ERE-EHEITEITOERTHD,

B EBEMLRE — LUERAShTWSRARL—FAV TV RATFLEEVT TV r— 3201220
T NEELGBRENBREERETRETH D, NI A=Y —NBLURYNT—EE
FHIZESDT VAT LEZEREIZHRTEL BB OEX 1) T4 R —(CHTHBRAMLESHESE
HRTBE=ODHAETRELED, REGBRENSINTUORLVERR 1 ETEHNIE, RybD
—IANDBRBADTEELEST=6 . ZHORRNEERTHMBICHE OV TITFIC, COH#HREEIE
EEBITHIENERESND, I3V 512 BEMNLRTEICET M EIERERT .

B X TAOBHEALELIVIN—=20T — XU TAN—Z05T0T 5L, e
EDEX 1) TAERHEWRET B1=OITTARTHD, I—FELVEERE (X1 T1I2HE
$THERDEREEHIE. ELWITFVTAREHETHILET, X TARRANT 9T+
RISEELATBZESIOIEILER I ENTED, - BHRVATLEX 1 T1ZRES
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2 BHBIZOULNTIE, NIST SP 800-34[1T S X FAIH 178 B 541 151181771 F (Contingency Planning Guide for
Information Technology Systems )]l (http://csrc.nist.gov/publications/nistpubs/) # B D &,

B RRBLERRTOFMICDULNTIL, NIST SP 800-37T EHHAFIEH X TLDEF2! 71T BRELL
UEHEE A/~ (Federal Guidelines for the Security Certification and Accreditation of Information Technology
Systems )] (http://csre.nist.gov/publications/nistpubs/) Z S B D &,
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ETfEREA 1~ (Guide for Developing Security Plans for Federal Information Systems )
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DRAT LG, B FAEE T AEROMEE . BRI RATLOMBELRALTH IGELHNIETESTY
WMEELHD, T BADVRT LTEYRDOEBRAEEDBEREEALTDLLLY,

6 IRTAVRE ERAL. BIUBRHTHGEEEDFMIZ DL TIL, NIST SP 800-53[ ZHHATIEH X TLIZHIF
BILE -+ 27 EFEF (Recommended Security Controls for Federal Information Systems )Jl, & & U8 NIST SP
800-100[ Information Security Handbook: A Guide for Managers] (http://csrc.nist.gov/publications/nistpubs/) %2 BB D
&,
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http://checklists.nist.gov/ MSHAFFTBIENTES,NIST DF VIR TATSLIZDWNTIL, B Web S A MZdH
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B JE—MMIEEECJE—r7I/ERTOTSL, BIZ, BEICSRAGESEEFERLEVED
(Telnet &) 3!

B T+LYK)H—E X (Lightweight Directory Access Protocol [LDAP]. Kerberos, Network
Information System [NIS]%2 &)
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BREEZERTHILITEY . BTG O TVWS Y —EREZAMILLSEHADIHE(L. 3ZHTHH
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4-3

Copyright © 2010 ATEGEAN ERLEHEERE RO NRI X277 7 ) v P—AfAat



KBEOT7 VERICERASNSATREMEDH LRI | DIEZ D LIZHDT=H RAMMEES
NBIVRINELGD, CDHEE . —EXDENDLENADL, REENELY,

B RELGY—ERITRMAEENTVSEEEMRD®, A=l —/NBREOEREICHELHD
AIREMEA BT FTELGY —ERZENLE-IFHEIBRTHIEICKY. TNoNA—ILY—
NOZDORRAEICHEEESZASIENH LSS,

B KRR FEDH—ERDEHICKYBEE T DHELIITRESNDAREENAH D, Y—ERIZK
STIX BRENDN—FVITELVVILIITDREVELGHGEELHY . ThH FER
MESEMEIZDIEM oY NIF—T U RICEEELTRIFLIZY T HAIREENH D,

B H—ERZERLTET,. AT ELVOJTEBEOHAREY . FPHLGVWBEEZRRELOI LGS
(22232 9),

A= LY —NTNT O —ERZERZTEINIDNTIE HBELTRELTELRETH S,
A=Y —NHY—ER[CMATA VA= T A EEEDOHDHH—ERELTIE, D1 —F T
ALIRIZTHRRT BEHDT«LIR)TFORaLS, YE—FMEBY—ERLENH D, Z5LT=
Y—EXRX BEICKOTIIDETHIMN., Y—/\DYRINELLS A ML H D, URIDKE
SHAYYRE EESZMNESIHIE., M EICHIBRT 2RELHD,

Web A—RDA—ILT7 VERERET HIHEE . A—IILT TV r—2aVvEETT S Web H—/ 0L A
— LY —NEFBIDHRAMIBRE T RETH D, Web Y—/\EA— LY —/\DHRAMERIZIZLT
BLEZEY, Y —N\DR—HRA ETHETHIEEICHES WThHANRESNGEEDF
BZERETHEMNTED, Web —/N\EA— LY —NER—RA L THESEI5E. Y —
NARYET—0ZRBEY . A—RAMNATERRET S ENTES O BIEDHRERED
RTAH)IH D,

413 ARL—TFTAVTVRATLODAL—FRBIEICET2HRTE

A= WH—NDGEE AR —TAV T VAT LDERELITICENTESL—H(E, HERSh D
DAY —NEBEICRONS, —H. A— LY —NITT7 VLR TELI—F ORI, EFIR
DEELHNIE, HEBOBED—ATHAHEELHDH. R —ICLSFIREBRT H1=0HIZ, A
— LY —NEEEL BREL’HNIE, T/ EREHASN TSI EDFINE L —H(TERT SH
LICKY, A RHAEITOIRIINARL—TAV TV RTLERET DUENH D,

RARAVE =3 TORIAEEIICTBICIE. AR —TAV T VRT L, T7—LIzT7 . BELV
FIVr—2ay (b D —OH—ERERETHIVINIITHE) DREEZHRHIMIZEEFTS. 5
ME BRI HALDEEHFLETr—RIZENWTIE, b= 003 LINAT—REBLHEDEE
FH/\— DITEFERTEHIELEALOND, REREHR (NNRT—FGE) MBI ATEETH-1=Y.
AR REFEXTHRYNT—VICEETALSIBRIAN—ALDOFERITEITHEERHET S,
L, WEENFIIEREEZL, FASN -2 —FIZHRYITEIT ARSI HE-HTHS.

WYL —H R EHEREICHEESEAZIE. RO FIEEZEITT S, [Alle00]

B RELETIANNCDT7HIVRE IV IV—TZHIBRFE-TEDIET D, ARL—TAV T VR
FLIZIE, TIAHIST FRNTHIURURRAT—KHY /L) EEEET-(E root LRILD
THOUR LU, O—HILY—E R PRV I =Y —E R ([CEEM ITONF=-THIOUIRE
FENTWNDIEN B, ZTOLI=THAIURDARE/NRT—RIELLHBN TS, EEDS
WERAEISN TSIV E 12— 3DT ARNTHIUNGE . FELT A UMNE, WBE(I(F
RAEN2DEH=OBIBRE:ITENIETE, YRANDTHIULEEF T IL—TEELTHL

4-4

Copyright © 2010 JHSEATEEA EHLEAEEERE RO NRIEX 2777 /) v P—AKRAS1t



32

WELRHDIGEIL. BETHIVLDOTIRAEELLFIRL., =, B0/ SAXT—KRKRYS—
(S TT IAHIWEDISRIT—FREERBTEHL, TIAWNThOUNEZTENHDIHEIL.
ThOoUMEEEBL (AJREGIGE . 2. EBEFE (L root LNILDTHIVNEISHTER
FTRE), NRAT—FEHEABD/NNRT—FR)— (2R -TEET D, TIAHILTHhOU DA
ATENRD—RIE. WEEIQZI2 =T TlEELENBNTLNVS,

AVBS9TATTIEWTHIUNEENZT S FENBETHOTHIU2T50 74712054
VERBMENEWTHAIUMBELUVRIET SH/ART—R) IFEMIET S, Unix YATLDIHZE.
ATA T )VEEMIET B0 JILBEBED DT A2 o )LEIRET 5 (/bin/false 75 E) o

A—HBITN—TEERT S, 1 —FEBEULETIN—TIZEYH TS, TOH, BEAGTEICEEH
LTHAHEBYIZTIIL—TDEREEIYHTH, BRI DL—FITHERERNYHTEA XL, 12—
AL MG CIFBAENTEN O, TIL—TITHEREZEIVUTEHEDANEELLY,

A—YTFPHIUMEERT . BEAFEICE. WThO1—F IRl TWWThDIAvEL—4E
FUY—ERDERZHATTENDNAREIN TS KT ET7HVUMNIBELGLDFITIC
FBHETHIVEDERAR, ENMEBEHGREFENGWGESICR-oTEDLHIE,

HBD/IIRT—FR—EHRT B, THIUIDIRRT—RE RY D —ITRHTRET %,
ZORYY—(F, ROFEICDVTERLELDTHEIRETH D,

- RE — RNRAT—FOHERDES, D75<Et 8 XFEEKRT DL,

— S — FRIINFEOEH, TILIZFRINDARNE/INCFEHFRATEHEE. D
HEE 1 DIXEMFLUNDOXFEFATHIEERABEL. [—BHG 1 BB OFE AL E
k352,

- APHE — 1 DONRRTV—FEZEFETFERALGITTEWLEARM, 2—HIZF/SRT—F
FEHNICERTAHEOIERTHE, EEEE (I root LNJLD/SRT—RIE, 30~120
ACEIZEREITRETHD, A—HFLRILD/NNRT—RFLEHMICEERETRELH, 0
FFE. RETDHEROBFHEICIECTERINDG/IRT—RORIBELVEHSIZE
TRET S, BULENHBERET BEICE. —HF/IRRT—KFNEDRBREZHT 5
[ZDNWTHEET S,

- BAAM — "\RT—FEBEFERALTELANESH, A—HF(Z&oTIL, LAENFERLD
ERICNARRT—REIRET AL THEMPMERELLSERAADIENH D, AIRETHNIE.
TTDNRAD—RDEEFIEREICXFEEMUIZEZTDNRT—REERATEGLKS
(2T BZE(F=EA K, TTD/IRRT—FR ¥ mysecret | THIIGE . EEED/NRT—F%
['Imysecret]%°mysecret] |IZF S EIXEFRILALY)

— EHEEE — 1YW IRV —FDEEFERVEVIERTTELDD, T, EEIF
EZFIET HIEEICEDKILIIAZERT HH,

— NRT=FDtEFa)T14 — NRAT—FEEDEILGHETRET DD F-EXIE /IRT
—REA— LY —NLEIZBESEETRMTEIEDEILED, EEENA—ILEERTHY
VhEEDMDEERTAIUMIBC/NART—FZERAT AL EZTRIET D,

NRRAT—REBASNGENESIZAVEL—5ZRTET S ROV I—HFAa E21—4IC
TORALESIETBIE. BRMELI=V IRz 7Y—IILEERLTHLR B/ NRAT—REEHT D

HELEERICEBRSNTOBTRMEAHITRTOASL. e, SPIREE, BEEET.
4-5

Copyright © 2010 FSATBUEAN BHAEREERE RO NRI X 2T 77 ) v P— XAt



FLEEMBR S THD. ATV DB EICBRTEZH I ETOBRORIEARL—T125
DRATLDBREICKYVERTELGEIE. CNEERTEHILE, TOIILGEENTELNGE
F.RERELT. BTV DR —ERE (FzEAE 3 ED IHELILATAUEESRTHK
SIZRET . BE.EAEORKLFOATAVIZKBLEThY UM, —ERRE (&2 (F 30
M IhHl=>T, FIEBEUGHEREZFOEN. THVVMNEHERAMELTHETIHOHIN
Bl

AT AVEIEETHELINTTEMNEINE, ALY —NEEEN X)) T LFIEED /NS
VREEBLTREZTIVENHIRREDAIND—HITHS. COERFEEZERET H_LI
&Y. HEOEDHEZHCCENHAFTES—A. AT VBRITORMERY RS LTa—H
DTV ERZEYIT BRI —EXERYE (DoS) ERBRDIKREMFEYH T CEEHEE(C
Y aIREELH S,

FYRD—oOT AV DERBIZES>T ERZFETHI1I—FPEEENOVY—ILHLAT MY
FTHRERWHITFONDERETIERL, 2L, RybT—08@EHMaV Y=L HLT . O
TAVRITORRKIITRTOYIZERHEINEZIRETHS, VE—IEEEFRELLNGAEXBS
IBESR), BEEFE (L root LRILTHIUNMILB R YNNI —OBBAOAT AU EEYHIZLT
HBLTE,

B ZOHDEXI)TAAD=Z X LEAV AL BETDHEICKYRBIEERIET S, A—ILY
—NLEICENNBBEHRORNBICIGLT. RETHNIX. ZOMDFZBIIAD=ZX L (N(F AR
DR AR—bHI—KR 94T/ H—\GEHE . D3 LINRT—RO AT LIEE) DfEA
FRETHIE, CNICIFZLDERLMMY ., BEICHLREBZESH, KRICK>TIEZEAS
EHIEEINBETELHD, TOEIGRMANXLOEEZFATIERX. FNIZEDHLET
HBOR)O—FEFTITRETHD,

FTICHARF=EI, RYMT—VEEXTRESNSG/NNRT—RF HBEARYNT—HRZT7
FHEALTRBICERTIIENTED, LIEV A EEFORENBEUITHNIE. /NRT—FIE
BEUNOENEAN—XLTHD EEFD/INRT—RERETH-HICIE. RIS LUVESE
T4/83—&L T, SSL(Secure Sockets Layer)” TLS(Transport Layer Security)., SSH(Secure Shell).
F1=E VPNURE T A R—b Ry b T =) (JE—bI—FR)REETRET D, — /AR
LS TI/ OO —ZHAEHLETHERATHLEREAEITTNIE, PEEBREDOKINT 6
MERETIEAHIENTES,

4.1.4 )Y—RFHOBELLERE

—RICERLTWARIEDY—N\ARL—TFTAV T VAT ALFTRT BLDIFAIL, T4LIE
J.EE. ZOMDIVE1—42Y—RIZHLTHEAMNICT IV EREREFIEE T SHEEEHZ TLVS,
TOeRAGEHEFERGREL, TV ERERDGEWNEEZ(HF FHRNESICTEHIEICKY., 252
TAREEZREST ENTED, 2EZIE. T7ANB LUV TALINIIIZHT BHRAMYT I ERE
EEITNIXEROEEEDOREICRIULE. FELGEZTAA(ER) 7IERAEZESTITNITERD
SEEMOHIFICRID, VATLABEEY—ILDIFEAEIZDWT, #EREETHVATLEESE
[COHETHERESEZDHECEST,. A—FM, EX 1) T(ZE TS LA REMEOHIBELEE
HITS5ZEERIETBIENTES, =, TNOHDY—ILEREELFIAL THZL AT LORYE
D= LICHAIMDU AT LEHET DRENEHIRTHIENTES,

4-6

Copyright © 2010 FSATBUEAN BHAEREERE RO NRI X 2T 77 ) v P— XAt



415 ENMMNEEXFLITIEBEREDA VA ILBLUERTE

ARV—TAV T RT L H—ER . BIUVT TV r—av DX a) T4+ 57 I1THERT 518
[CREGETOEFAITAEEBRE . ANL—TAVI VAT LRBATOVEWNMEELA S, T E
LTWAHEERRZMOICET, EEENEMYINIITEEE. (VAL BLUVRET ILE
AHd, —MRMISENADEELLGDIEERDHFIZRIZRT,

B JIILOITREIINIIT IAIAREI T ILIT RINAL I TR EY T 7. IL—hF
MRV IR THE, O—HIARL—FTAV TV RTLERILIIT MDY, ILHOIT
[CRSELI-EEIZIE, FORM-BREEZITIOIERTR®, 2L 97 EY IR THIE
MADKRDBIELTIE, BREELI-ATATRA—IEEBE (K> TA—ILY—NIZHBAENT-
BEV. RV I =0 —ERDT— LN —NIZT7OEAL . BELLSELI-EEHENEZD
Nd. ZDVILIITIE A=Y —NZBBTIEFA—INERXYUTH=HDTILIT
EVINITTEITEBZRTH D, ELDA—ILV AT LIZESTIE, OS #RET D=
BRI IDITRERIITNIITIEDAILARE I IR IDT T DHTH5,

B RANM—IADBEABRMBLVEBABLEYIIIT  A— LY —NIR L TETINIHEE
BRETE-OIZFERT S, 722 BIZ, RAM—ZADEABRMBIUVEABLEY I+ TIZ
B9 R IEHRETT

B RAMM—ZDIFATI94—IL: FETIELRANSY—N\ERET B=-DIZFHEHTEH,

B N\YFEBYINIZT HHEEICRRISHLT E=HIZFERAT D, N FEBYILND T EE
ALTRYFOBEREFTEIIBAE A=Y —I\DARL—FTAV T VRT L Y—ER .7
TVr—avIZEVWTHIKERSNABHERETIEMICLERTIIEENH S,

—DFFIEFNLUEDRANM—IADBABRINY I Iz T7E Y —/NIZTAVAM—ILLTWVSA—)L
H—NEEELWD, AR T7MILDREEFVIRY Iz T7EFERTHE. EELHIR
TLIZAINCIMAGN-EEEFTET HENTES,

EH AT EREOHEEETT DM AL —N\EEE ., tF 1T EREOETIZY
BLHB)Y—RITDVTHEETRETHD, EEEERITT OO+ HEAT) ERNBRENE
B—N\DEZTOETRIE — DR TF— U RPMET T AN B S,

4.2 ARL—F4VTORTFLDEXL)T4T AR

AR —TAV TV RATLDEFX ) TATANETIC LR, eBHERRE S50, &
Y BAFAHDEX 1) TRV ENHEEL TSI LEHR T DDA RGEAHEDND—D
THBDARNL—TAVTVRTLDTANEEELT EBEER X v ELURRI—230 TR
Hd, BHEAFTYUTIE BE. BRESN-RBERAF Y FZFEALT 1 BORIMEER
YT =D EDRANT V=T ERX YL 7TV r—2ay 2V T—0  ARL—TAV TV RT
LIZHFETDRBUEZRET 5. RR—2aV TAME REBEBDY—ILESUVFEEZFEALT
FYNT—OERETHLIFRASNI-TANTOCRTHS, AV T—IDRILB VBN ZEREM
[CHELTERL. RYET—IDRYDEDI~DT I RZEEL. ZREMICIEX, RYET—ID

B TRHEYINITT DEMIZDLTIL, NIST SP 800-83[ ZEDHE VIR I FIZkB1> T FDRELLE
FD /=80 DA (Guide to Malware Incident Prevention and Handling)J
(http://csrc.nist.gov/publications/nistpubs/) Z S B D &,

M DFATIA—ILDEMIZDULNTIL. NIST SP 800-41FGuidelines on Firewalls and Firewall PolicyJ
(http://csre.nist.gov/publications/nistpubs/) # S BN Z &,

4-7

Copyright © 2010 JHSEATEEA EHLEAEEERE RO NRIEX 2777 /) v P—AKRAS1t



ETODEXFL)TAZRBETH B ERFTro L. EHMIC(ER,. BRAGE)EHBIRNETHY.
RARL—23VTFAMEIDHELEDEIZ | BEBTRETHD, CNHDTAMTIZ VI, A—IL
Y—N\T T r—2a30 DT AMILBERATESEH .. CNIZDNTIE 8.4 IBTHEMIZIRARBY,

4.3 A=Y —IROARL—TFAVGTRATFLDEX L) TAHERFVIURL

5T ‘ Foiay
FRU—FAV T RTFLADIRYFDOERAEEN
INyFERTOERDEE-BA

FARU—TFTAVT VAT LICBHERETDN\YTFELIVEH IO SLOHE - TR
kA2 X —)L

RERGY—ERBLUVT7 IV r—2 3> OBIREIT L
TELGY—ERBLUT IV r—av OBIBRETEME

Web H—/\, TALIM)H—/\ ZDELDY—NIZH 2 DRANEFERTS
FRV—FAVT VAT LOI—FBIEDHRTE
RELGTIHNNDTHIVRE LIV IL—T DHIBRE-ITESE

AR5 T4TTRLWT H IV DO EMIE
HEAVE1—FBENTI—Y T IL—TE#E/HTS
HEAVEL—LRITEVNTA—YT7HIVrEERKT S

HBDNRT—RRYS—FHEZEL ., BEUE (RS, EHILGE)THIURNRT—F
ERETD

INRAT—FREHBRSNGENKSITOVE1—2%EH/ET D
ZOMDEF1)TAAN=ZXLDAVR—)L-FEFEIZKY . REEERIET S

)Y —RHIE OB N5 E

T7AI . TALOR) BB, ZDIEHLD)Y—RDT7 I ERHEEZRET S
FEAEDVRT LEEY—IILORAERETIEREE T 5 ATLEBREICOAR
)

BMEEF1) T EBROIVAM—ILELUVERE

FARV—TFAV TV RTLRMEA TWEWRELEBEFRMETE-012, BNVD
rIZTZDRE-AVA—IL-BEEITD

FARU—FAVTORT LERMRELEEF ) T4 TAMDER

VEAA VR P—ILEBEDARL—T AT VR T LEXNRICT AT, BB HER
[ H¥3

] FARU—TAVT O RT LERRICERBIICT ANETL, - LB EEEET S

[l

]

O (g O \gdiodiop (o

]

B IhE, BIUZOMDTRANTFI=y I DFEMIZDUNTIE, NIST SP 800-42[ # A T—2otF2 Y717 IMZHI7E
H41RZ1> (Guideline on Network Security Testing )]l (http:/csrc.nist.gov/publications/nistpubs/) # S B D &,
4-8

Copyright © 2010 ATEGEAN ERLEHEERE RO NRI X277 7 ) v P—AfAat



A=Y —NEBXVATIYDEXIT1RE

A=Y —N\TITVr—30 DX T14%8BILT B EE A— L —NEERENDTFDH=OH
DEELFIED | DTHD, cDEILIVTIEH, X a)TAIZBRELIZA—ILY—/\DAV A —
LBEU ARL—TAVT O RT LEA— LY —N\DT I RGN HDERED-HDHEEEEL =
T, F = U= NZE O THEESNBIEFA—IINAVTUYDREQTUYDIAINE) T T
ILYI9ITDRFvY  RINLRAELE) A= I X1 TADEELERZTHD, BIEDESIL
(Web A—ZADA— LT IEREZEL) IZEBA—IRYIAADTIEAD X)) TREIZDL
TH,. DI AV ThRD, EFA—ILAVTOYDEF 1) T2, EEEZHIFT =00
BEFA—IEEtE, R2ERIVBRHIEEZYR—TE5E=0DTAO2IILEBRELERIND,
NnolZoWTlEdtoi 3> 3 TERBALT=,

51 *A—=)HY—n\T7FI)r—>a3vntFa) 711t

A=Y —INDFARL—TF AT VAT LD X 1) T4 EEEERICERLIZRIZ, A—ILH—\
TI)r—avE A AM—I)LL, REDAREENBENWEBRIZH T2 EX 1) T REEHRT 5,
B2 DDFTIAVIZDONT, LBOKIETHELZSBET 