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LANguard File Integrity Checker

LANguard

configuration] D.8

r_

LAMguard File Integrity Checker

GUI

[LANguard File Integrity Checker

§|_§ Check now
§|_§ Larguard File Inkegrity Checker configuration
@ LAMguard File Integrity Checker Help

7@ Urinstall

D.8: LANGuard File Integrity Checker Configuration

LANguard

winnt
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Mz LaNguard File Integriry Checker - ¥ersion 1.0

Fattr  E\netpubhswsaoot
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=0 Iretoub D% isstan.asp
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- imeges waming g
SO0 _prvate wih.gF
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-EE _vh_kg B _wtLint himl
L _wb_p
e[ _whi_seiipe
[ LR =
Rl Semver E-mal addresses
Ta: |a|:i'n'ri$lrato|@rnaihw.gli.com
no.0.40 .1

Fram: |LﬁNgJardFiaInhegnt5-Chad<ﬂrE‘~atetbﬂ1.gh.mm

Subjzct |LpiNguen:I Fie Iriegiy Checker Alet

D.9: LANGuard File Integrity Checker Configuration

D.10 LANGuard

Copyright © 2005

82

NRI

D.9



d File Integrity Alert - Metecape Message -8 x|
Al Edt Wew Go Message Communicator Help

BN WL @ T ow T o3 ow @
Get Mg MNewbsg Fepy  Repb 2l Fameerd Fi Hewt PFrini Delele Slop
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-

Sulject: LA guard File Integrity Checker Alert
Dhate: Ifon, 24 Sep 2001 140257 0400

From: LANmuardFileTnte ity Checleen@mte-mackmation melean-mail usae bah com>

Thia is an autcmatcic wesasage. Do not reply !
Pepart gewnsrated by LANguard File Integrity Checker own 24 Septewher 2001 141

D:YNET DocsyU30E Onaxy Tom'=s Stuff could not be cead from database |

LV HET Dops\HIST Security CuideyPent test) lapnfil=intl.gif waz addsd to the =%
File n=mw= ; D:WVHIT Doca'MIST Jecurity Guids='Fent testylanfileainti. gif
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Creation date : 24 Jeptember 2001 13:27:34

Hodificetion dste : 24 Zeptember 2001 13:27:40
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File nmme ¢ D:\NIT Docs NWIST Security Guide)\Penc cesth@ecurity Testlng Networ
Jlge helfore change @ I8092E Dynes

Size afcer change : 1001354 hyces -
Size difference : Z0992 hytea

T HET DooshMIST Securicy Gulde) Pent Teath~WRLOST4,cwp ez added to che avate
File nsme ! DEVNIT DocaiNIST Security Guide\Penc ceat\~WRLOD74.CHp

File alze : SB0992 hyrtes

Creation date : 24 Septemoer 2001 12:39:34

Modificetion date @ 24 Septemboer 2001 12:53:54

1 T e
& =] Dooument: Dane

D.10: LANGuard File Integrity Checker
D.4 Tripwire
Tripwire UNIX  Windows

Tripwire

Tripwire

Tripwire
CD-ROM

Tripwire
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Inode

Tripwire

Tripwire

Unix

Windows

Tripwire

MD5

GZIP
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ID
inode
Linux Tripwire
Tripwire
Windows
Tripwire
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PGP

AC

Tripwire
Tripwire MD5

D.4.1 UNIX Tripwire

Tripwire

Tripwire

Tripwire

$ gunzip Tripwire-1_3 1-1_tar.gz

Tripwire tar
$ tar xvf Tripwire-1.3.1-1_tar
tw_ASR_1.3.1 src
Ported Tripwire
Tripwire
README Ported
Ported
Jinclude/config.h
85
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Makefile
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http://www.tripwiresecurity.com/

1 Tripwire README

Tripwire

Tripwire
Jinclude/config.h
Tripwire

Tripwire



Tripwire

Tripwire

# cp config/<appropriate OS config>/etc/tw.config

[etc/tw.config

make Tripwire

$ make

make install Tripwire

# cp man/siggen.8 /usr/local/man/man8/
# cp man/tripwire.8 /usr/local/man/man8/
# cp man/siggen.8 /usr/local/man/man8/
# cp src/tripwire /usr/local/bin/

# cp src/siggen /usr/local/bin/

Tripwire
$ make test
Jtest Tripwire
Tripwire
Tripwire
man
86
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D.4.2 Tripwire

Tripwire
Tripwire
Tripwire
Tripwire MD5  Snefru 2
MD5

Tripwire
1.
2.
3.
4.
(1) Tripwire

tw.config tw.config
# mount -n /dev/disk /floppy
# tripwire -initialize

2 tw.db_<

> [floppy/databases/
Tripwire
87
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Tripwire

Tripwire

Tripwire

# cp /etc/tw.config /floppy
# cp /usr/local/bin/tripwire /floppy
# umount /floppy

(2)

# mount -n /dev/disk /floppy
# echo 'test' > /floppy/test

[floppy/test: cannot create

Tripwire
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# cd /floppy

# Jtripwire -c ./tw.config -d ./databases/tw.db_<the local system's host name>

Tripwire

Tripwire

Tripwire

Tripwire

Tripwire

# umount /floppy
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D.5 Snort

Snort Martin Roesch
TCP/IP Snort
Snort GNU General Public
License
D.5.1 Snort
Snort Snort
ACID Analysis Console for Intrusion Databases PHP Snort
ACID
3 4
ARIS Extractor  Snort SecurityFocus  ARIS
ARIS
Snort Report  Snort PHP MySQL POSTGRESQL
SnortSnarf  Perl Snort HTML
HTML
D.5.2 Snort
Snort
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Linux

OpenBSD

FreeBSD

NetBSD

Solaris

SunOS 4.1.X

HP-UX

AIX

IRIX

True4

MacOS X Server

Win9x/NT/2000

Snort

1. Snort

2. Snort

3. WinPcap Windows

Copyright © 2005
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Snort  Snort Snort web http://www.snort.org
WinPcap Windows

http://netgroup-serv.polito.it/winpcap/install/default.htm

WinPcap
WinPcap  Windows
Snort NIDS

D.5.3 Snort

Snort snort.conf

Snort D.1
Snort
TCP UDP ICMP IP  Snort
IP IP IP
D.1: Snort
Snort
AND
Snort D.2
TCP
ttl IP TTL
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itype

ICMP

icode

ICMP

minfrag

id

ack

TCP

seq

TCP

logto

dsize

offset

offset

depth

msg

D.3

D.2: Snort

Snort

Pass

Log

Alert

Activate

Dynamic

Activate

D.3: Snort

http://www.snort.org/docs/lisapaper.txt Snort

log tcp any any ->10.1.1.0/24 79

10.1.1 c

93
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alert tcp any any -> 10.1.1.0/24 80 (content: **/cgi-bin/phf'*; msg: ""PHF probe!"";)

Web PHF
Snort Snhort
.conf
D.5.4 Snort
Snort 3
1.
2.
3.
Snort TCP/UDP/ICMP/IP
tcpdump
D.4
-V IP TCP UDP ICMP
-d IP TCP UDP ICMP
-e IP TCP UDP ICMP
D.4: Snort
94
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D-5

-1 <log dir>

<log dir>

-h <home network>

-b

tcpdump

-r <log file>

D.6

D.5: Snort

ASCII

Alert

-A fast

-Afull

-A unsock UNIX

-A none

Copyright © 2005
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ASCII
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Snort documentation

D.7 Snort
/ / Web
ACID http://www.cert.org/kb/acid/
ARIS http://aris.securityfocus.com
Incident.org Plugin | http://www.incident.org/snortdb/
Snort http://www.snort.org
Snort http://www.snort.org/documentation.html

Documentation

Snort User Manual http://www.snort.org/docs/writing_rules

Snort Downloads http://www.snort.org/downloads.html

Snort Report http://www.circuitsmaximus.com

Snorticus Shell | http://snorticus.baysoft.net/

Scripts

SnortSnarf http://www.silicondefense.com/software/snortsnarf/
Whitehats.com http://www.whitehats.com

WinPcap http://netgroup-serv.polito.it/winpcap

D.7: Snort Web

D.6 Nessus

Nessus Renaud Deraison

Windows NASL Nessus Attack Scripting

Language

Nessus
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D.6.1 Nessus

Nessus

CaGl

CISCO

Unix

FTP

RPC
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SMTP

SNMP

Windows

Windows:

http://cgi.nessus.org/plugins/dump.php3
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D.6.2 Nessus

Nessus Solaris FreeBSD GNU/Linux POSIX
Nessus
Widgets GTK Windows
Nessus \Web
http://www.nessus.org/download.html
1. nessus-installer.sh sh nessus-installer.sh
@ root®batman:—/nessus - Shell - Konsale =101 =]
Session Edit View Eookmarks Settings Halp
&)
________________________________________________________________________________ |

Welcome to the Nessus Installation Script !
[This script will install Nessus 2.0.5 (STABLE) on vour system.

Please note that wou will need root privilepes at some point so that
the installation can complete.

|Messus is released under the version 2 of the GHNU General Public License
(see http:/ www.gnu.org/licences, /gpl. hitml for details).

[To get the latest version of Messus, visit http:/Swew.nessus.org

Press ENTER to cuutinuﬂu

2. Nessus

Nessus
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[J rootd@ batman—/nessus - Shell - Konsale H =10:=l
Session Edit Wiew Eookmarks Settings Help

(] L] |

Hessus installatlon : Finished

Congratulations ! Wessus 1s now installed on this host

. Create a nessusd certificate using fusr/local/sbin/nessus-pkcert
. #d4 & nessuzd user use Jusr/local/shing/messus-adduzer

. Start the Nessus daemon (nessusd) use fusr/local/sbin/nessusd -D
. Grart the Hessus client (nessus) use /usr,/local/bin/nessus

. To uninstall Messus, use fusr/local/sbin/uninstall-nessus

. A step by step demo of Nessus is available at :
http://www.nessus.org, dems

Fress ENIER to gquit

3. /usr/local/sbin/nessus-mkcert nessusd

# root® batman:-/nessus - Shell - Konsole =100 =]
Session Edit View Bookmarks Settings Help

IE3)]

Creation of the Nessus 551 Certificate

Congratulations, Your server certificate was properly created,
Jusr/lacal/ete /nessue /messusd. conf vpdated
[The following files were created :
. Certification authority :
Certificate = fusr/local/com/nessus/CA/cacert.pem
Frivate key = Jfusr/local/var/messus/CA/cakey._pemn
. Nessus Server :
certificate Jusr/lacalfcon/nessns,/CA/servercert (pem

Frivate key = Susr/local/var/nessus/CA/serverkey . pem

Fress [ENTER] to exit

4

4. lusr/local/sbin/nessus-adduser Nessus
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5. Jusr/local/sbin/nessus-update-plugins
Nessus

6. /usr/local/sbin/nessusd .D Nessus

7. lusr/local/bin/nessus Nessus
nessus

lncahost
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Nessus

oNessusSetwp e I .

Plugin selection

=65l ahuses [«
Danizl ot Serice ¥
General [
CISCO II
Windows [«
Backdoors ¥
Windows - User managemerd [+
Gadn oot remotely 2
FTF [
Uzeless sEMICES ¥
hdisc. [+

|Enab|e aJI||EnabIe all but dangerus pIuginsHDisahIe aII| | Uplaad plugin...|

[ "] Enable dependencies 2t nuntime | Filler... |

Start the =can | | Load report | | Gt
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10.
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HTML, XML

X Messus “NG" Report =0l x|

sSubnet ‘*| | Por - | | EE‘!‘EI““?I ‘l*|

E unkn oo (32 BRRACE)

& unknowm (32 FEQUdp)
¥ unknown (I2FEGCR)
e surrpe (111 Audp)
¥ osunme (1114

B3 h [22ACp)

m=g (1247 )

¥ peneralicp

This = sarver does "not” allows any cliant o connect b i
nowEVER IE 13 recatme need that you filer Imeaming connections
o thie port as attac ker may send garbage data and slow down
wour ¥ seseion araven kil the server.

Here |5 the server warsion : 11.0
i Here is the meszage we received : Mo prolocol specifisd

Solution - filker Incoring connectons @ pors G5000-6009
Risk faclor : Low
CWE : CYE-1999-0528

Sawe report | | Claze windoL

104
Copyright © 2005 NRI



