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FAQs — Submission Guidelines Bvr —
News & Events £1 Definition Id: oval-org:mitre.oval-def.2919 ] Date: 2007-02-13 OVAL Definition Lifecycle 0) I HB (_ & %) [ %Ve
o= Title: Adobe Acrobat Reader ETD Document Code Execution Vulnerability Statement of CVE
Saenar Description: Format string vulnerability in Adobe Acrobat Reader 6.0.0 through 6.0.2 Compatibility X % 7 I) “ 7 -g— %)
Newsistters allows remote aftackers to cause a denial of service (application crash) and Top Contributor Awards ] V)
Community Participation possibly execute arbitrary code via an ETD document containing format Other Repositories
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s Boad string specifiers in (1) tille or (2) baseur fields. S T T = t 1z J: LJ . Eﬁ é @
Forum Sign-U 2 Class: vulnerability =
an-Up . = Forum Archives
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Family: windows on 0) B E?b\ % + —C
OVAL Language Platform(s): Microsoft Windows 98 Product(s): Adobe Acrobat Reader
About Microsoft Windows ME — %)
Use Cases Microsoft Windows NT \_/_, o
Definition Tuterial Microsoft Windows 2000 43 .
Releases Microsoft Windows XP COMPATIBLE
OVAL Interpreter Definition Synopsis:
OVAL Repository + the software Adobe Acrobat Reader major version 6, minor version less than 3 is installed
Aot o the software Adobe Acrobat Reader 6. major version 6 is installed
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<?xml version="1.0" encoding="UTF-8" 2> i
- <oval_definitions xsi:schemalocation="http:/ /oval.mitre.org/XMLSchema/oval-d S#windows wind definitions-

schema.xsd http:/foval.mitre.org/XMLSchema/oval-definitions-5 oval-definitions-schema.xsd
http:/ foval.mitre.org/XMLSchema/oval-common-5 oval-common-schema.xsd"
xmins="http:/ foval.mitre.org/XMLSchema/oval-definitions-5" xmins:xsi="http:/ /www.w3.0rg/ 2001/ XMLSchema-
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<oval:product_name:>The OVAL Repository</oval:product_name:
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</generator>
- «definitions=
- zdefinition id="oval:org.mitre.oval:def:2919" version= <—
- «<metadatas OVAL ID
<title=Adobe Acrobat Reader .ETD Document Code Execution Vulnerability </title>
- =zaffected family="windows"=>
<platform=Microsoft Windows 98</platform:=
<platform=>Microsoft Windows ME </platform:
<platform>Microsoft Windows NT</platform =
<platform:>Microsoft Windows 2000 </platform:
<platform=>Microsoft Windows XP</platform:
<product-Adobe Acrobat Reader</product>
</affected>
<reference source="CVE" ref_id="CVE-2004-1153" ref_url="htip:/ /cve.mitre.org/cgi-bin/cvename.cgi?
name=CVE-2004-1153" />
<description=Format string vulnerability in Adobe Acrobat Reader 6.0.0 through 6.0.2 allows remote
attackers to cause a denial of service (application crash) and possibly execute arbitrary code via an .ETD
document containing format string specifiers in (1) title or (2) baseurl fields.</description>
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NEWS — OCTOBER 1, 2008

Common Configuration Enumeration
wmon System Configuration Issues

Unique Identifiers far Comman Sy

CCE List
ist Current Version | Previous Version | Key
Join the CCE Effort The current version of the Common Configuration Enumeration (CCE™) List is
dopti posted below. In Version 5 CCE-IDs are assigned according to "platform groups.”
Adoption Many issues with a single CCE-ID in Version 4.2 are assigned multiple CCE-IDs in

V5, one for each applicable platform group. View the V4.2 to V5 mapping.
Downloads are available in 3 single combined file and by individual platform
group.
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The "Users Prompted to
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