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1 ST introduction

1.1 ST reference

AHi Tl Security Target (LA T, ST EBET) Ok #z 7tk 92,

ST 4 Canon imageRUNNER ADVANCE C355/C255 Series 2600 model Security Target
IN—Tgl 1.09

FATH Fv /oAt

AT H: 2017/03/21

1.2 TOE reference

A CIE TOE ORI & itk 32,

TOE 44 Fi: Canon imageRUNNER ADVANCE C355/C255 Series 2600 model
IN—Tgl 1.0

. A TOE 1 ZLA TSR TV Ty =7 N—R =7 DS ID,
iR-ADV tF=2VU7 ¢—3vk-R1 for [EEE 2600 Ver 1.00
A—/8—=G3FAXAR—F AT (F &7 /VITAAE #E)
Canon imageRUNNER ADVANCE C355/C255 Series
Canon Security Chip V2.10

LA TR

iR-ADV Security Kit-R1 for IEEE 2600 Common Criteria Certification Ver 1.00
Super G3 FAX Board-AT (F &7 /U AR %E)

Canon imageRUNNER ADVANCE C355/C255 Series

Canon Security Chip V2.10

1.3 TOE overview

TOE (%, < Canon imageRUNNER ADVANCE C355/C255 Series 2600 model >&\\ )7 U4 VE AT TH
%, W ET /L D< Canon imageRUNNER ADVANCE C355/C255 Series >ZLL F D 2 OB %A A
h—/L BB L., &R E&1T5ZE T TOE ThH< Canon imageRUNNER ADVANCE C355/C255 Series
2600 model >35ER% 95,

- iR-ADV tF=2U7 ¢ —=F>k-RI for IEEE 2600

- TP AR—R (F BF U IARKESE)

iR-ADV ¥ =U7 r—=F kRl for IEEE 2600 (Z/%, < Canon imageRUNNER ADVANCE C355/C255
Series >OIHY 7 "M =7 M E FALD,

7233, Canon Security Chip V2.10 /%< Canon imageRUNNER ADVANCE C355/C255 Series >IZNJE S 41
TWo,

T 7Y AR—RIIT 7 7 AR EAE T 2720 DN—R T =7 ThD,

< Canon imageRUNNER ADVANCE C355/C255 Series 2600 model >%, LA F O A% H O Protection
Profile (LA . PP &l597) . BELOZD PP TEFRSN TS 7D SFR Packages ® 9 5, 2600.2-NVS,
SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational Environment B

Copyright CANON INC. 2016



Canon

FEITH: 2017/03/21

Z < 6 SFR Packages TERIINL CWAH X2V T 4HERER . S8 BT HZEMN T, Mz T
HDD |ZEHENDHT X TOT — 2% 51k 3% HDD B 5{bi§Re A fifi 2 T\ D,
Protection Profile

- U.S. Government Approved Protection Profile - U.S. Government Protection Profile for Hardcopy
Devices Version 1.0 (IEEE Std 2600.2™-2009)

SFR Packages

- 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B

- 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
- 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
- 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B

- 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment B

- 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment B

1.4 B&EE - HFE
A ST TIXLL FOMSEE - HFEZEH 35,
Table 1 —H&FE « FFE
W55 - R B
TUHNEERE o —HERE, 7 7 ARERE. 7V MERE, 2515 (Universal Send) B§REZ2 & A (f 1

RO AHWOZE, ZNOOMEREZMET 572 KA RO HDD Z£F,

W 7o =7 AR AN=FU=7 EBIEL LX) T (BEEDOHIEE F5Y 7 by =7 Thb,

BE L FIOANAEEEEER T HN— R =7 DUOEDTHY | B — 2y F 3L
MO S, T VAN EEAMET DL HENDA X —T =2—ATH
éo

JE—h Ul Web 7707 H 7035 LAN 2R H L CF P2V EAHEICT 7B AL, T2 VE AR

DEERDLDOFEREL a7 OFIE, IRy 7 A TH T D8ME, SR ERENTE
HAVE—T 2 —AThD,

HDD T UL B ENDN—R T4 A7 DL, HIEHY 77 =T B LN, R
GRENRAFSND,

17774 Ty IALEDEZIZEATID DAL T7ZEL T, BRI Tl /¥ —3F
VT oA = T 7 I ADTL,

ARA—=TT 7 AL BRI TV ZAFREIT LS TT VHNVE GRS Bi% T —
&O

TURTVA A= T | at?— TV MNEOY a7 ORPIERSI, Pad N5 T T HERBET/DHA A
7 AV — 77 A,
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NRE— L TRO DN T 7 Al R AEZ 2 B LT O — V23528
NFTRECh D, T 74N ha— IE L FOr—L 2365
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EwA
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LR BEIRDLEDT =5 (B LE) LA DETZb O,

CEOERIEICIL, 5i7iA T, TV b, b —, 777 A%E AR HIRRHY .,
S P DIRIEIC LY Va7 DA, FAT, 52 T £ TO BB ThhS,
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VIR ENOIELS LD,

AEY—52 15
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FUIN GO CHRPAN BT B | 77/ ARG B A A— IR T 5
BB — 3 —,

2= F—RAET

—

A=Y —ID AT —REQL—F—{FRERFFL, Xy =T L Ta—
PRI TH Y — 3,

Firewall Internet 2>5NES LAN ~DOBEEZBH 726 DIEE R0 2T L,

ZA LY —/3— R4 2 IEMEIZ A CHY, Internet 241 L C,, Network Time Protocol Zffi>7-
REZ DRINEDORIZEZDZENTELY— 3 —,

NN OB TV B E T oM R B T D8~ L LRz,

fae—| bt —RE A E O E L EOR S,

(7772 777 AMERE A BN T OB E AL EORS
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&5 3G Gk
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[ZERLA] [ZERA L EITZAE A ~DEE SV EDRZ L,
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1.5 TOE description

TOE (., 2" —H%HE « 7'V MERE - 5{5 (Universal Send) #§RE 7 77 AMERE 1 7 7 7 AZ(SHERE - = — W
— Ry I ARERE ., 72 E B RO A TH D, TOE NiE& 925 U.S. Government Approved
Protection Profile - U.S. Government Protection Profile for Hardcopy Devices Version 1.0
(IEEE Std 2600.2™-2009) TI3 2 F OISR HER A EL T 5, (“IEEE Standard Protection
Profile for Hardcopy Devices in IEEE Std 2600™-2008 Operational Environment B” “1.1
Scope”/HD 5| )

This standard is for a Protection Profile for Hardcopy Devices in a commercial information processing
environment in which a moderate level of document security, network security, and security assurance are
required. Typically, the day-to-day proprietary and nonproprietary information needed to operate an
enterprise will be handled by this environment. This environment will be known as “Operational
Environment B.”

Figure 1 (%, TOE THHT VAN EHE< Canon imageRUNNER ADVANCE C355/C255 Series 2600
model >DA T al i G eBREA T 555 OBERE R THY, HEHLARVEEEDNH DA
. RERIZERDGE1HD,

Figure 1 TR )LE A #< Canon imageRUNNER ADVANCE C355/C255 Series >0 38 E & & (1 IR

N
% \USB}‘
E3
pc g
TORIEEH
=
.-ﬁ
Nk & A —/N—
RO e — L —
# .9 _ﬁ/ < LSRR
2 S
79 RRE
—I7F7OREE R EEF AL
- B _ <« DTURBIE
BEAREH \
DI P m— o "L\ ;_1,,#_ S—
HDD —
( £ %% WELAN )
| T |
XY

\,
/(o ‘3.1; @\

DPC

WebT5oH

Figurel {Z/R 3 X7 A0 E R B R BE Tl 7 UV SHEIINER LAN (k> TA— = — =
— W —ZFEY—/3—_ PC, Firewall |25 321 CEY ., Firewall (22> T Internet 2>5NES LAN ~DIL
BEFHNTWD, TUXNVEEIEIT, B TtAAATR B+ XEE 1 77/ ALERE ALV EREL
720 1 777 A% G LTZ0 T BT DI A— VY — R — e D, F72. PC W TE T LEEZT VN,
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RAE L7 77 AR T HZERTE, Web 77 W % PC LICA L AN—/LT 528 TF VXNV LAY
E—MRETDHZELATRETH D, 72721, PC BT VN EATHOH AL, WY/ Z—RTA/3—% PC
WA A=V L TE T 5081355, USB 77— 7 /L C PC ZE S T52LT PC b EF LEL
TV RFTHZEL RIRETH D, 72721, USB #f5i CF VXV GG PC R° USB 7 /A RIZT —
AR T DL TERNWIDICRERHIRET 5,

B2, TOE (34 A LW — =D IEMEZR B B2 B L CREZI R 21T 720, AN D o — Y — 8RR —
N L HEGA7 L ORI B OB GRS RE AR I L7=0 T 22 LA A REE L CUWVD, 7283, TOE 13X
HDD (2SS T X COT — &k 5135, HDD B 5L REZ i 2 T\ D,

ZOXHVBEFREMEHREICBW T, T UOXNVEEITLL T OMEEFIH 22808 TE5,
- A —ikAE
HLEE AR T THAPIAS, TV THIEIEY MOCEEZE T T 2HETHD,
- UM
TIUINEEENOE L LER PCILIRESNLEF LELMLEICTV T 2 THD,
- 177 AAEHRE

4’/57 IV LT I 777 AL L CE T LEEZIETHHIETHD, | 77V AZESNIZ T 74V
ZEFICTVAENTICV AT AR v 7 ARG EIND, RESINTZT 7 A4 01E, BER
k%mfuyb\%%\m%ﬂ?%éo

- Ty ARk

7 7 7 Al E I B UELZIETAHEETHD, 777 AZIEENTZT7 714 VX
ZAFHRRIC J/%éﬂ# VAT ARy T ARIGFEEND, RIFSINTZT 7 A VI, z%&
LEIZTV b, BE, HIBRRTE S,

- Ty Rk{EHERE

ML ELAF v LTERESNTCE T LERVAT LR I A RFASNTOWDLE T LELT 77 A
EETOHEETHD,

- %18 (Universal Send) #&5E

MCEE AT L TAERSNTZE A LERCV AT LRI ARTFEIN TCWAE S CES TIFF %D
PDF 77 ANJER TEFA—/ILTRL AL PC DIF T3V — 1 777 AR EITEE T HHRE
%o

- PRy AHERE

ZOMEEIL, 2 — P — R I ANARA—T T 7 ANV ARTE T AR L — — R T ADARAEAR v 7 A
ZRI 4 DREREIC R BIITED,

- LY IRY T ANA R DT 7 AN RAT DI RE

AX ¥ T NDFIRIANTT BT ESR, PCIC TR AR FE AR EL- B U E s — —
Ry 7 AT T DHEE TH D,

- 2Ry 7 ADRATR Y 7 2% RIF TR
SRy S ARSI T T A LT FOMRMEN TE 5,
- BAETVUNRE) OfRE

1 CC fHMfiIZ R BT ARERERE Cld, Web 771X Microsoft Internet Explorer 11 Z %I L 7=,
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1.6 TOE DO&iH

TOE 2595 U.S. Government Approved Protection Profile - U.S. Government Protection
Profile for Hardcopy Devices Version 1.0 IEEE Std 2600.2™-2009) D %R A% 32 H 457201
LLF D X572 TOE #4ERET 5,

TOE ORI FH L BRI &I UL FO@h Th 5,
1.6.1 TOE DO¥aY%iH

TOE [3IN—KRU =7 LV TRy =T OIS T T VX NVE G TH D, WERROFIFHIXLL T O Figure 2
(RTHET T,

Figure 2 TOE D/N\—F™9x 7Y+ 9x7

FlEY IO T
(TOE:Y Ik x7)
T7HYRR—F Canon imageRUNNER ADVANCE C355/C255 Series
(F ET VKA N—R D7 IR ELER) KEN—FILT
(TOE:/N\—Fz7) (TOE:/N\—F™9z7)

Wi 7 9 = 7 1L iR-ADV £ ¥ 2 U 7 £ —F » b + R for [EEE 2600 & LTINS,

Kk N— KB =7 & iR-ADV £¥ 2T 1 —Fk-R1 for [EEE 2600 % & bt CF U & LA KA
ET%,

TOE T %< Canon imageRUNNER ADVANCE C355/C255 Series 2600 model > |37 2% LA 4 1
KIKIZT 77 AR — FEMABEDELZLDTH D,

TOE %414 DA N—R7 =7 TdH5H< Canon imageRUNNER ADVANCE C355/C255 Series >{Z1%LA
TOTALT T NGD,

Table2 -S4 T v 7/—&

HASATYT

iR-ADV C355/C355i/C355F/C355iF/C355iFC
iR-ADV C255/C255i/C255iF

X AARLEIFIE C355F DH

TOE ZHERKT 5777 AR —Ri%, A—/R—G3FAXR—F-ATl ZHELT VBRI S
Y52 T, 777 AR —RE#BIE L, TOE 2% 3%,

TOE IZEENLH AL L AITLL F D@D T D,

(Fnsc4 1)

e iR-ADV EF=2UF¢—Fvh-R1 for [EEE 2600 7RI=AR-—&—H AR [FT6-1855 (000)]

e iR-ADV &&F=U7 r—F bRl for [EEE 2600 %I 5RNIZHHEALTZEN
[FT6-1856 (000)]

e imageRUNNER ADVANCE C355 Series 2600 model —=—%"— X% 4K CD [FT6-1857 (000)]

(FELAFR)
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* iR-ADV Security Kit-R1 for IEEE 2600 Common Criteria Certification Administrator Guide
[FT6-1858 (000)]

*  Before Using the iR-ADV Security Kit-R1 for IEEE 2600 Common Criteria Certification
[FT6-1859 (000)]

*  imageRUNNER ADVANCE C355/C255 Series 2600 model User’s Guide CD (USE Version)
[FT6-1860 (000)]

e imageRUNNER ADVANCE C355/C255 Series 2600 model User’s Guide CD (APE Version)
[FT6-1861 (000)]

1.6.2 TOE DinHAYEEH

TOE OimBERYHEFHA LL T @ Figure 3 TR T 5 (2—H— | 22— —3BiE—/N— A=/ — 3 —
PC., ZA LY ——%L), TOE DXV T 4RI LB >EX TRTEH D ThoH,

Figure 3 TOE DH#$HEHER

A—HF—FBEEY—/— A=Y —R— PC BA LY ——
| a—v—mmmee ||| ®roonmee ||| weorsvy |
| Lans—smmimte | | || anr—smmmee | ||| Lane—smmmee || || Lane—smmme |
maE | wTxE| wrxE| B
TOE f
| LANT — SR |
wrxE [
| vavmmA7 e mimmE a—v—@imie || HDDF—smemzme |
USB#i
[(BAvaT7oeammmee | sezxmmme || Emosms |
BFXE
| i || mEsaomzme | FAX
7y I EEEEIR
[ uormee || oe—mee || Roozimee v
| HDDES S L4 AR |
[ revomme || sEme || sEme | I
i i S——
Urihe sanawe || wome |
— F—50Hh
LR HxE | mxe
| - |

TOE 1% 1.5 = Cat B L7-B BRI Z L T O—fRkSRER A T 5,
- Ul Bse
A=W =PEE V2 FIW T TOE ZR{EL 72D, TOE M3 E S WIZFIRLTIZD $75,
S PALi
TOE MHCCEA 142,
FEAIA I RE
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TOE D& CEA A T35,

TOE 1%, L F DX 2T te s A9 5,

:L““‘H-P‘wunﬂz*&
BES D NIZE S THFIZ TOE BRI HS VRN IDIC, IEY o — W —%305E 35,

2 FREIL, TOE quuuﬁﬁﬂémnﬁnunftky\{‘J‘B@:L‘—“H‘“—ﬁ}gu PN —Z W CERRET 54
AR AR — 5, SMIEREEIC 81T HERFE /7 2 Kerberos #83E"H L< 1 LDAP 8FE % HV 5,

Va7 FATT 7B AT HEE

ARSIz 2 — =R DT VA NAF GO RER FAT TSNS, 2= —Dr—/1iZ
JEUTHTRBERED AT 27 7] 972,

BT a7 T 7 A EE

BALEY a7 Izt LT ARV ar v BV EOBEE a7 A LT —F — I ZHIFR T
éo

AR Va7 EikikaE
15 LT22a”7 O LAN ~DERZ T 5, 777 AT 2 B LB T LT 272012, 777
AZAEV a7 DEEEAIIRY B,

HDD 7 — 452 eiH iR

Tar FATRHNERSNIA A=V T = F B SN D2 &% B<T29DI2, HDD OEAFAA—T T
—AiEE EEELTREENETD

HDD 5 75{EHHE

HDD %£§5 50 HDD 7 —X~D7 7 AT LB UKL T D721, T DX NVAE R FEARIRIZ N
SN LT v 72X HDD (TSNS T X TCOT —# &2 5L 75

LAN 7 —Z {3 HRE
LAN 7 —#®D IP /N7y h~DA= 77U 7R EL T, IP 73y M IPSec (2 TH k7%
B &7 AMESE
FEOEX 2T AN IER THLI LR | AX— N7y T IRRIRRGET 5
B A 1 TR RE

=P —DEELE A TELIOICnT 2L L, HDD WIZORAFTDHMAETHY, BIZlhfFShiz
B ARl R, T TE2I0129D

07\ ZREERSD H REE X, TOE /o ftEiLd, TOE @ HFEFE#IT. BEIEREORI ., H LT
HA DA — =B IE M7 H R BUS U CREZIRIE 22 L TR ESILD,

E’?Eﬂ%{% He

=P —Rm— LAk BRI 572D Do — P — B RE L A AT 2 U T B RE A I B A
FTHIODT ARG THY , LHITEBE O ITHERIRESNTVD

2 CC FHiZ 331 57 AMBREE Tl. Kerberos 787EEL T Active Directory Domain Services | L 7=,
3 CC #HMiiiz k613 %57 AMB 45 Tl LDAP #87iE& L T eDirectory 8.8 SP8 Z#I L 7z,
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1.7 TOE ®=—#—

TOE ®=—#%— (U.USER) %, A FDO2fIEDO 22—V —|ZHFETX 5,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
UNORMAL A User who is authorized to perform User Document Data processing
functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or all of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets
&PEIY. User Data, TSF Data, Functions @ 3 fi¥ECdh 5,
1.8.1 User Data

User Data |, =—H =L > TER SN D TOE OtEx = VT HEREICITEEL 5 X T —4
THY, UTO2FBICHETE D,

Table 4 — User Data

Designation Definition

D.DOC User Document Data consists of the information contained in a user’s document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Data [X. TOE Ot ¥ = U T A HEEICHE L 5257 —XTHY LITO2FIEICHETE 5,

Table 5 —TSF Data

Designation Definition

D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of
the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational
security of the TOE.
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A TOE T#5 TSF Data ZLL T Table 6 (27577,
Table 6 — TSF Data @ E.{&1k
Z A7 | TSF Data NE BRIFx
D.PROT | = —#—%, 2— Y — RN FRRERE E TRIH T 5 = — — @i | HDD
R
07—/ 772 AR EESRE TR 52—V — OHE[R 1 HDD
By 77KV | vyl T U MEBEOREE®RTHY, vy 7 | HDD
—RXE DOHREFE v v 77 7 MR O E T H
NRAT—=RRY v— | 2 — P —FBiHERE TRIA T 232U — Fo& e | HDD
XTE HTHY, /AT —RE, EHARESCT, A
A IZBT B HIH O ETEH
F— bt 7 TERE BERRZ VDY v g H A LT 7 bOREERE | HDD
15
H /R % HAF & B O 3% E 1 RTC
HDD E&{HERE | HDD 7 — ¥ el EHEER EfF® TH v  EED A | HDD
N/IZHAT BE T 2 5% E 1
IPSec #& & LAN 7 — Z {RERREIC BT 2R EHF M TH Y | #iE | HDD
DA NI 2 5% T IE H
D.CONF | /RS2 D — R o — W — BRI RE TR 9 5 = — % —»FREE | HDD
R
= B JHSRE TR S NS F HDD
Ry 7 ARGRER 5 BANTa7 T 72 AREHERE CRH TS, =—%—7K | HDD

T A VAT AR YT ASNDT 7 AHETH A
O v 7 AGEORREE =

1.8.3 Functions

Table 7 |2/~ THERE T H D,
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2 Conformance claims

21 CC Conformance claim

Z®D ST 1. LA F® Common Criteria (LA F. CC W) 1259 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL2 augmented by ALC FLR.2

2.2 PP claim, Package claim

ZOSTIZ LLFD PP ICHEA T 5,

- Title: U.S. Government Approved Protection Profile - U.S. Government Protection Profile for
Hardcopy Devices Version 1.0 (IEEE Std 2600.2™-2009)

- Version:1.0

Z® ST iZ. LL F® SFR Packages 4. BINTHS,
- 2600.2-PRT @4
- 2600.2-SCN 34

U>

- 2600.2-CPY @4

D>

- 2600.2-FAX

IJ>

ik
- 2600.2-DSR # 4
- 2600.2-SMI B0

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.2-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical
document output.

Title: 2600.2-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products (such as scanners, paper-based fax machines,
and MFPs) that perform a scanning function in which physical document input is converted to electronic
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document output.

Title: 2600.2-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a
copy function in which physical document input is duplicated to physical document output.

Title: 2600.2-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment B
Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile
(fax) transmission, and a printing function in which a telephone-based document facsimile (fax) reception
is converted to physical document output.

Title: 2600.2-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR)

Functions, Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL2 augmented by ALC FLR.2

Usage: This SFR Package shall be used for HCD products (such as MFPs) that perform a document storage
and retrieval feature in which a document is stored during one job and retrieved during one or more
subsequent jobs.

Title: 2600.2-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions,

Operational Environment B

Package version: 1.0, dated March 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL2 augmented by ALC_FLR.2

Usage: This SFR Package shall be used for HCD products that transmit or receive User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide a trusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied only by the TOE environment, then this package cannot be claimed.

2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products. The
functions that are allowed, but not required in any particular conforming Security Target or Protection Profile,
are listed in Table 7.

Table 7 — SFR Package functions

Designation Definition

F.PRT Printing: a function in which electronic document input is converted to physical document output

F.SCN Scanning: a function in which physical document input is converted to electronic document
output

F.CPY Copying: a function in which physical document input is duplicated to physical document output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based document
facsimile (fax) transmission, and a function in which a telephone-based document facsimile (fax)
reception is converted to physical document output
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Designation Definition

F.DSR Document storage and retrieval: a function in which a document is stored during one job and
retrieved during one or more subsequent jobs

F.SMI Shared-medium interface: a function that transmits or receives User Data or TSF Data over a
communications medium which, in conventional practice, is or can be simultaneously accessed
by multiple users, such as wired network media and most radio-frequency wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being
performed. The attributes that are allowed, but not required in any particular conforming Security Target or
Protection Profile, are listed in Table 8.

Table 8 —SFR Package attributes

Designation Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.
+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.
+SMI Indicates data that are transmitted or received over a Shared-medium interface.

2.4 PP Conformance rationale

TOE X, FUR VB LMD FE R e ThHat — PR, AFx v ), 777 ADMEEITHNZ . SCER
fFH&RE. HDD Wi 5{bA%RE . LAN 7 — & Ol 5L REZ 20l 95287075, 2.2 # D PP claim, Package
claim (235175 PP IZEF S LTV 53T SFR Package |21 &7 A2 LT Y Th D,

7035, A ST A& F9E 9% PP X, IEEE Standard Protection Profile for Hardcopy Devices in IEEE Std
2600™-2008, Operational Environment B (Zji# 5L, 2>> CCEVS Policy Letter #20 |ZEFRSIDONEL G
ANTEHDTHS,

LU, 6 @ SFR Packages 7 L7- PP & Z @ ST & bhfg L T <,

F 9", Security Problem Definition {ZE§ L T, PP & ST % [k#d 5L, LA FD OSP 20O & 2BMLT
WALIAMIFEIL TH D,

P.STORAGE.CRYPT
ZAUE, ERBREA L CWDOTIHRL, TOE ZHIL 5 OSP Thod,
PE-T LA R D RN 5,

- STOEX 2T (R EER AT T X TOTOEIX, PPOEF 2T (iR ETERL LTS
- PPOEF 2T (HE R AT T R COEMAREEEIL, STOEF 2T FREERLH-L WD

W

g%\

RIZ., Objective ICBAL T, PP & ST % bl 35L&, LR D Objective & U & -DiBIIL TWAIEN XA
CThD,

0.STORAGE.CRYPTED
K Objective Z#FHL 7572, FCS_COP.1(h) & OF FCS_CKM.1(h)ABIIEFTV5, ZibiL, PP L%
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TOE D55 FWZEHHIRT 56D THSH, Lo TA Objective Id, TOE ZHill#IJL TV % Objective TdhD,
WE~T, L ARRNLT 5,

- STOTOED T 2 VT 155 S #1773 X COHTOEIL, PPOTOED ¥ 2V T 1565 &b ii7-L
QA

- PPOIEABRREO X 2T 45K G2 7-9 T X COEHARKIL. STOEHREDO X 2T ¢ %f
RGEBI-L 0D

S 5T, BEREELMEICEAL T, PP & ST % tbikd 5L, Table 9 DEHIZ 6 D SFR Packages 7879
NTOBREEMHTH IR LT, &5IC ST TIHEREE B IIS TV D,

7233, PP Package il PP OREREZAFAIIC - 2N FLHS L CODEFTIE, #8700 DR RN EE R T,
Table 9 —PP, ST TOMEEEMXIIEER

PP_Package PP OHEEE (4 ST DEREE {4
Common FAU GEN.1 FAU GEN.1

Common FAU GEN.2 FAU GEN.2

Common FAU SAR.1 FAU SAR.1

Common FAU SAR.2 FAU SAR.2

Common FAU STG.1 FAU STG.1

Common FAU STG.4 FAU STGA4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACEF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP RIP.1 FDP RIP.1

Common FIA ATD.1 FIA ATD.1

Common FIA UAU.1 FIA UAU.1

Common FIA UID.1 FIA UID.1

Common FIA USB.1 FIA USB.1

Common FMT MSA.1(a) FMT MSA.1(delete-job)
Common FMT _MSA.3(a) FMT_MSA.3(delete-job)
Common FMT MSA.1(b) FMT MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT MTD.1(FMT MTD.1.1(a)) | FMT MTD.I(device-mgt)
Common FMT MTD.1(FMT MTD.1.1(b)) | FMT MTD.]I(user-mgt)
Common FMT SMF.1 FMT SMF.1

Common FMT _SMR.1 FMT SMR.1

Common FPT STM.1 FPT STM.1

Common FPT TST.1 FPT TST.1

Common FTA SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)

SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)

CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)
SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI_EXP.1 FPT_FDI_EXP.1

SMI FTP ITC.1 FTP ITC.1

Common - FIA AFL.1
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PP_Package PP DHBREE {4 ST DHREE
Common - FIA_SOS.1
Common - FIA UAU.7

- - FCS_COP.1(h)
- - FCS_CKM.1(h)

SMI - FCS_CKM.1(n)
SMI - FCS_COP.1(n)
SMI - FCS_CKM.2

PP TiX. FDP_ACF.1(@)IZ8B T, +FAXIN @ D.DOC @ Delete, +FAXIN @ D.FUNC @ Delete (Z
X9 % Subject # UNORMAL & LTV 5725, ST Tl FDP_ACF.1(delete-job)IZF5V T, Subject %
U.ADMINISTRATOR & L, UNORMAL ® Access Control rule %z [Denied] & L Tu\%, F7-. PP
T, FDP_ACC.1 {28 T, +FAXIN ® D.DOC @ Read (Zxf7" % Subject # UNORMAL & LT\
M, ST Tix FDP_ACC.1(in-job)iZF\ T, Read IZ%x}9" % Subject 2 U.ADMINISTRATOR & L.
U.NORMAL @ Access Control rule 2 [Denied] & L Tu\%,

R U7z ST OMEEEEAEDFI D 4171 Delete <> Read FIBE7R Subject D& 2 f &, UNORMAL D
7 7 & A A[EETR Object 272 < THI D 17 TH Y . PP OFEREEA: L 0 IRAYZR T 7 & Al 217
) Tb A é & % 2. é o

PP TiE. FDP_ACFE.1(a)l23 T, +FAXIN ® D.FUNC ® Modify |=%/9" % Subject 2 UNORMAL
L LTWH A, ST Tl FDP_ACF.1(delete-job)IZ ¥\ T, Subject Z U.User & L. Access Control rule
% [Denied] & LTW5,

ST OHEFE A OE Y 1T 1T HEREDOFIH %2 £ D Subject IZHFFSRNWK HIZTHEIO T THD
PP OREREELN: L 0 L HIRBA 2T 7 B AHEEZI T TWAH E S 2 5,

PLEOFHH LY, ST TSN TW5 SFRIZ, PP Titah SN TW5 SFR LV A& E7/-13 kv
HIRA ] THDH E R D,

WE-T, LR RRNET 5,
- STOSFRZM 7249 X TCHOTOEIL, PPOSFRG i 7-L T\V5

F7-. ST OEZFERIT PP OIRAFE L EIL TH D,

PLEIZED, 2 ST 1X PP (Zkb#k LT, TOE (Z[AI% L. EOHIBRAZFRL . TOE O EREEIZFEZELL D
il BRZFRL T D,

fE~>T, ZD ST IX PP Zimika L T 5,
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3 Security Problem Definition

31 Notational conventions

a)
b)

c)

d)

2

Defined terms in full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v") place at the intersection of
a row and column indicates that the threat identified in that row is wholly or partially mitigated by
the objective in that column.

In tables that describe completeness of security requirements, a bold typeface letter “P” placed at
the intersection of a row and column indicates that the requirement identified in that row performs
a principal fulfillment of the objective indicated in that column. A letter “S” in such an intersection
indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement name
and purpose indicates that the requirement performs a principal fulfillment of the objective in the
same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.

In specifications of Security Functional Requirements (SFRs):

1) Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the original SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

2)  Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

3) Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria
Part 2 or an Extended Component Definition, but which also must be completed by the ST
Author in a conforming Security Target.

The following prefixes in Table 10 are used to indicate different entity types:

Table 10— Notational prefix conventions

Prefix Type of entity
U. User
D. Data
F. Function
T. Threat
P. Policy
A. Assumption
0. Objective
OE. Environmental objective
+ Security attribute

3.2 Threats agents

This security problem definition addresses threats posed by four categories of threat agents:

a)
b)

c)

Persons who are not permitted to use the TOE who may attempt to use the TOE.

Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.

Copyright CANON INC. 2016
21



Canon

FEITH: 2017/03/21

d) Persons who unintentionally cause a software malfunction that may expose the TOE to
unanticipated threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.

3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.

Table 11— Threats to User Data for the TOE

Threat Affected asset Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOC.ALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNC.ALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12— Threats to TSF Data for the TOE

Threat Affected asset Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies for the TOE

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used to
provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13— Organizational Security Policies for the TOE

Name Definition
P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner.
P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF.
P.AUDIT.LOGGING To preserve operational accountability and security, records that

provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or alteration, and will be reviewed by authorized
personnel.

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment.

P.STORAGE.CRYPT*) TOEDOHDDIZFEkT 27 — ¥ 1%, BF L STV ATt 7
57800,

*) MFP |2 HDD 5 SAUBERE A FF > Z L 2R ) o —IZF oKk 2 18E Lo

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14— Assumptions

| Assumption | Definition |
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Assumption Definition

A.ACCESS.MANAGED | The TOE is located in a restricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’s
guidance and documentation, and correctly configure and operate the TOE
in accordance with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.

Copyright CANON INC. 2016
23



Canon

FEITH: 2017/03/21

4 Security Objectives

4.1 Security Objectives for the TOE

AEITIE, TOE E LT bk d 2 ) 7 o kgt 2itd 15,

Table 15— Security Objectives for the TOE

Objective

Definition

0.DOC.NO _DIS

The TOE shall protect User Document Data from unauthorized
disclosure.

0.DOCNO_ALT

The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT

The TOE shall protect User Function Data from unauthorized
alteration.

O.PROT.NO_ALT

The TOE shall protect TSF Protected Data from unauthorized
alteration.

0.CONF.NO_DIS

The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

0.CONF.NO_ALT

The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED

The TOE shall require identification and authentication of Users,
and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE

O.INTERFACE.MANAGED

The TOE shall manage the operation of external interfaces in
accordance with security policies.

O.SOFTWARE.VERIFIED

The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED

The TOE shall create and maintain a log of TOE use and
security-relevant events and prevent its unauthorized disclosure
or alteration.

O.STORAGE.CRYPTED

TOE(L, HDDIZT — ¥ & E X IATBRIZKRE B b L 72 i uid 7
570N,

4.2

Security Objectives for the IT environment

ZOETIE, ITREOYX 2V 7 4 R FHICBE L ek 5,

Table 16— Security Objectives for the IT environment

Objective

Definition

OE.AUDIT STORAGE.PROTECTED

If audit records are exported from the TOE to another trusted IT
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.

OE.AUDIT ACCESS.AUTHORIZED

If audit records generated by the TOE are exported
from the TOE to another trusted IT product, the TOE Owner
shall ensure that those records can be accessed in order to detect
potential security violations, and only by authorized persons.

4.3

OE.INTERFACE.MANAGED The IT environment shall provide protection from unmanaged
access to TOE external interfaces.
Security Objectives for the non-IT environment

ZOETIE, FITEREOEX 2 U T xR FHICBE L itk 5,
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Table 17— Security Objectives for the non-IT environment

Objective Definition

OE.PHYSICAL.MANAGED The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER.AUTHORIZED The TOE Owner shall grant permission to Users to be authorized

to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization and have the
training and competence to follow those policies and procedures.
OE.ADMIN.TRAINED The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization; have
the training, competence, and time to follow the manufacturer’s
guidance and documentation; and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of
activity.

4.4 Security Objectives rationale

KEITHE, Hx OF. Mot U7 ¢ H#t, BRSNS, TOE o2l Lttt 1 2OEF2 U T
A X FE TSNS &, FRFNLDEX2 U T 4 PR TEIDVE RIS L, EX=2UT 4K
$a i L, Bitedtt e X5 2 L2 HEET D,

Table 18— Completeness of Security Objectives

Objectives

OE.AUDIT ACCESS.AUTHORIZED

OE.AUDIT STORAGE.PROTECTED
OE.AUDIT.REVIEWED

O.DOC.NO ALT
O.FUNC.NO ALT
O.PROT.NO ALT
0O.CONF.NO DIS
O.CONF.NO ALT
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.INTERFACE.MANAGED
O.STORAGE.CRYPTED
OE.PHYISCAL.MANAGED
OE.INTERFACE.MANAGED
OE.ADMIN.TRAINED

Threats. Policies, and Assumptions

| 0.DOC.NO DIS

T.DOC.DIS

\

T.DOC.ALT

\

T.FUNC.ALT

T.PROT.ALT v

T.CONF.DIS v

T.CONF.ALT v

SIS NN| O.USER.AUTHORIZED
SISISISN N[N X] OE.USER.AUTHORIZED

P.USER.AUTHORIZATION

P.SOFTWARE.VERIFICATION v

P.AUDIT.LOGGING 4AR2R2AR4

PINTERFACE.MANAGEMENT v v

P.STORAGE.CRYPT v
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A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING

Table 19— Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectives and rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons.

0.DOC.NO_DIS protects D.DOC from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.DOC.ALT

User Document Data may be

altered by unauthorized persons.

0.DOC.NO_ALT protects D.DOC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.FUNC.ALT

User Function Data may be

altered by unauthorized persons.

O.FUNC_NO_ALT protects D.FUNC from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.PROT.ALT

TSF Protected Data may
be altered by
unauthorized persons.

O.PROT.NO_ALT protects D.PROT from
unauthorized alteration.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONEF.DIS

TSF Confidential Data
may be disclosed to
unauthorized persons.

0O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

T.CONF.ALT

TSF Confidential Data
may be altered by
unauthorized persons.

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration.

O.USER. AUTHORIZED establishes user
identification and authentication as the basis for
authorization.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.
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P.USER.AUTHORIZ
ATION

Users will be authorized to use
the TOE.

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE.

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization.

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF.

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable code in the TSF.

P.AUDIT.LOGGING | An audit trail of TOE use O.AUDIT.LOGGED creates and maintains a log
and security-relevant of TOE use and security-relevant events, and
events will be created, prevents unauthorized disclosure or alteration.
maintained, protected, OE.AUDIT _STORAGE.PROTECTED protects
and reviewed. exported audit records from unauthorized access,

deletion and modifications.

OE.AUDIT ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records.

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed.

PINTERFACE.MAN | Operation of external O.INTERFACE.MANAGED manages the

AGEMENT interfaces will be operation of external interfaces in accordance
controlled by the TOE with security policies.
and its IT environment. OE.INTERFACE.MANAGED establishes a

protected environment for TOE external
interfaces.

P.STORAGE.CRYPT | HDDIZjtékd %7 —% %5 | O.STORAGE.CRYPTED (¥, HDDIZT — 4 %
3%, HXIATEICRE 56T 5,

A.ACCESS.MANAG | The TOE environment OE.PHYSICAL.MANAGED establishes a

ED provides protection from protected physical environment for the TOE.

unmanaged access to the
physical components and
data interfaces of the
TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of
and trained to follow
security policies and
procedures.

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.

A.ADMIN.TRUST Administrators do not OE.ADMIN.TRUSTED establishes
use their privileged responsibility of the TOE Owner to have a
access rights for trusted relationship with Administrators.
malicious purposes.

A.USER.TRAINING Administrators are aware OE.USER.TRAINED establishes responsibility

of and trained to follow
security policies and
procedures.

of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

Protection Profile defines components that are extensions to Common Criteria 3.1 Revision 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_FDI_EXP Restricted forwarding of data to external interfaces

Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and
process this information before it is transmitted on another external interface. However, some products may
provide the capability for attackers to misuse external interfaces to violate the security of the TOE or
devices that are connected to the TOE’s external interfaces. Therefore, direct forwarding of unprocessed
data between different external interfaces is forbidden unless explicitly allowed by an authorized
administrative role. The family FPT FDI EXP has been defined to specify this kind of functionality.

Component leveling:

FPT FDI EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces provides for the functionality to
require TSF controlled processing of data received over defined external interfaces before these data are
sent out on another external interface. Direct forwarding of data from one external interface to another one
requires explicit allowance by an authorized administrative role.

Management: FPT _FDI_EXP.1
The following actions could be considered for the management functions in FMT:

a) Definition of the role(s) that are allowed to perform the management activities

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role

¢) Revocation of such an allowance
Audit: FPT_FDI_EXP.1

The following actions should be auditable if FAU GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often, a TOE is supposed to perform specific checks and process data received on one external interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i.e., without processing the data first) between different external
interfaces is therefore a function that—if allowed at all—can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since this is a function that
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is quite common for a number of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of User Data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both User Data and TSF Data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both User Data and TSF Data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
lead the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on [assignment: /ist of.
external interfaces] from being forwarded without further processing by the TSF to
[assignment: [ist of external interfaces].
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6 Security requirements

6.1  Security functional requirements

ZDOFETIL, TOE DEFx = VT HAEZ/E (Security functional requirements) (2B L TRtk 3 %,
W, 2 R—F 2 NBRBIERCHET L AV OB AD () EET, 0 IELOBRELZRTH# T
ZRLTWD,

0
2
[l

(S
1

6.1.1 =—H%— HRE

FIA_AFL.1 Authentication failure handling

E={

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number/, an
administrator configurable positive integer withinlassignment: range of acceptable
values/l unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events].

[selection: [assignment: positive integer number], an administrator configurable

positive integer within/assignment: range of acceptable values/|
* an administrator configurable positive integer within 1 to 10

[assignment: list of authentication events

o HERIAL LTV E— UL ZoTom 7o L leT

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
e met

[assignment: list of actions]
s vuvJTUL
FIA_ATD.1 User attribute definition
Hierarchical to: No other components
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: Iist of security attributes].
s a—¥—4, m—

FIA_UAU.1 Timing of authentication

Hierarchical to: No other components
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Dependencies: FIA_UID.1 Timing of identification

FIA_UAU.1.1 The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

FIA_UAU.1.2

FIA_UAU.7

FIA_UAU .7.1

FIA_UID.1

FIA _UID.1.1

FIA_UID.1.2

FIA_USB.1

FIA_USB.1.1

with access-controlled Functions of the TOE] on behalf of the user to be
performed before the user is authenticated.

[assignment: Iist of 7TSF-mediated actions that do not -conflict with
access-controlled Functions of the TOE]
o TN T Ty IRYaT 1 T IAYa T O

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: list of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedbackl

. *

Timing of identification
Hierarchical to: No other components
Dependencies: No dependencies
The TSF shall allow [assignment: list of TSF-mediated actions that do not conflict
with access-controlled Functions of the TOE] on behalf of the user to be performed
before the user is identified.

lassignment: list of TSF-mediated actions that do not conflict with

access-controlled Functions of the TOE]

o INhTaT Ty IARYaT | T AYaT DN

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.

User-subject binding
Hierarchical to: No other components
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
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on the behalf of that user: [assignment: /ist of user security attributes).

[assignment: list of user security attributes].
e a—W—% wm—

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes).

lassignment: rules for the initial association of attributes).
s 2L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes).

[assignment: rules for the changing of attributes]
e 2L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.

o BMEANFOVAEE L ZRVIRTBA BRE IR

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components

Dependencies: No dependencies

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: time

Interval of userinactivityl.

[assignment: time interval of userinactivityl.
o UE— b ULl Z#AELARVIREEA, 15 Syt

6.1.2 a7 ETT 7 eRHIHEEE

FMT_MSA.1(exec-job) Management of security attributes

Hierarchical to: No other components

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions
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FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]
s 2L

[selection: change_default, query, modify, delete, [assignment: other operations/)
* query, modify, delete, create

[assignment: list of security attributes|
e T—)L

[assignment: the authorised identified roles].
¢ U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(execjob) The TSF shall enforce the TOE Function Access Control Policy,
lassignment: access control SFP, information flow control SFP to provide
[selection, choose one of:  restrictive, permissive, lassignment: other property]l
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
s 2L

[selection, choose one of: restrictive, permissive, [assignment: other property/)
* Restrictive

[refinement]
*  TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(execjob) The TSF shall allow the [assignment: the authorized identified roles|
to specify alternative initial values to override the default values when an object
or information is created.

[assignment: the authorized identified roles]

e Nobody

FDP_ACC.1(exec-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(execjob)  The TSF shall enforce the TOE Function Access Control SFP on users

as subjects, TOE functions as objects, and the right to use the functions as
operations.
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FDP_ACF.1(exec-job) Security attribute based access control
Hierarchical to: No other components

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: list of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFA.

[assignment: list of TOE functions and the security attribute(s) used to determine
the TOFE Function Access Control SFP
* objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U ADMINISTATOR to use a function, a user that is
authorized to use the TOFE is automatically authorized to use the functions
[assignment: list of functionsl, [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR to use a
function, a user that is authorized to use the TOF is automatically authorized to
use the functions [assignment: list of functions), [assignment: other conditionsl]

* [assignment: other conditions]

[assignment: other conditions]
* rules specified in the TOE Function Access Control SFP in Table 20 governing access
among controlled users as subjects and controlled objects using controlled operations
on controlled objects.

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U.ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects|
e 2L

FDP_ACF.1.4(exec-job)  The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]
° fcil_/

Table 20— TOE Function Access Control SFP

Ohject Attribute Operation(s) | Subject | Attribute | Access control rule
j (D)
I?(E,ijrfgr 2 Object @ J&MIZ%F LT Subject
AN +PRT Ui a7 8 U.USER | B—/L Dr—/L7% Operation Z#F A S4U
1T N 7-o—/LThb,

Copyright CANON INC. 2016
34




Canon

FEITH: 2017/03/21

Object Attribute Operation(s) | Subject | Attribute | Access control rule
Object ()] . - .
D JETEITE
0 LCPY Pointer %I Object E PEL ﬁb“(é Subject
[ae’— | DSR L g> g | UUSER | B Dr—/LA% Operation % #F A[ S 4L
i -a— /L Thb,
17,
. o B '
LSCN I?(E)ijlfgr A Object D JEMEIZXF LT Subject
[A%xr ) +DSR L oaT % U.USER | m—/L Dr—/L73 Operation % 7F A S 4L
i fer— )L Thd,
17,
- D i .
l?(i)ijrf::r S Object @ JEMIZ%F LT Subject
(7702 +FAXOUT Ui a7 % U.USER | B—/L Dr—/L73 Operation &7 A S4L
b 7-a— L ThBD,
1T,
- D B '
I?(E)ijlfgr A Object @ JEMEIZXFL T Subject
[Z 5 A +FAXIN Ui ogo e | DUSER | = Dr—/L7)3 Operation % §F A] S 4L
i fer— )L Thd,
17,
Object D . .
: Object @ J&MIZ%F LT Subject
I 7 LOF l . .
ﬁﬁﬁ 7AVOR | per i";?tf/f j‘iji U.USER | m—/L Drr— /L 7% Operation % ATSH
P fer— )L Thd,
1T,
- Object D
UE— DIz X
1)2 e %[;I;; /I/; +DSR Pointer % ¥/ UUSER | m—1 Subject MHE—/ L% Administrator
{l}fﬁj +FAXIN Lizvard| T Operation 73 AIHE,
17,

6.1.3 BATaT T exEIHEERE

6.1.3.1 = THIkEERE

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,

[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
operations/] the security attributes [assignment: Iist of security attributes] to
[assignment: the authorised identified roles).

[assignment: access control SFP(s), information flow control SFP(s)]
¢ In The JOB Access Control SFP in Table 23

[selection: change_default, query, modify, delete, [assignment: other operations)|
e Table21 ® [#fE] DI

[assignment: list of security attributes]
e Table21 @ [security attributes| DIH
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[assignment: the authorised identified rolesl
e Table21 ® Tm—)] DIA

Table 21— Management of security attributes

security attributes e "—/,v
a2 —Y—4 delete, create, query U.ADMINISTRATOR
R 7 AR B modify, create U.ADMINISTRATOR
HE DRy 7 ARFEEE modify UNORMAL
FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
lassignment: access control SFE information flow control SFP to provide
[selection, choose one of: restrictive, permissive, [assignment: other propertyll
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFP, information flow control SFP
e Common Access Control SFP in Table 22
e In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other propertyl/l
*  restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles|

to specify alternative initial values to override the default values when an object or information is
created.

[assignment: the authorized identified roles]

*  Nobody
FDP_ACC.1(delete-job) Subset access control
Hierarchical to: No other components
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on
the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT _MSA.3 Static attribute initialisation
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FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects).

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
*  U.ADMINISTRATOR (%, 9<T» D.DOC - D.FUNC DHl|Fx)3 7] 5E
e  U.ADMINISTRATOR %, +CPY, +SCN, +DSR, +FAXOUT ® D.FUNC ®
Modify 23 A HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects).

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objectsl
o 2L

Table 22—Common Access Control SFP

Object Attribute Operation(s) Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete UNORMAL | Denied, except for his/her own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete UNORMAL | Denied

D.FUNC | +PRT,+SCN,+CPY, Modify; UNORMAL | Denied, except for his/her own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete UNORMAL | Denied

6.1.3.2 ¥z 77 el

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components

Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23

on the list of subjects, objects, and operations among subjects and objects covered
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by the In The JOB Access Control SFP in Table 23..

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23
to objects based on the following: the list of subjects and objects controlled under
the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
In The JOB Access Control SFP in Table 23 governing access among Users and
controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]
e U.ADMINISTRATOR %, +FAXIN/+DSR @ D.DOC ® read 73 ] RE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the
lassignment: rules, based on security attributes, that explicitly deny access of
subjects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objectsl
o 2L

Table 23— In The JOB Access Control SFP

Object Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his/her own documents
D.DOC | +SCN Read U.USER Denied, except for his/her own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read UNORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for his/her own documents
D.DOC | +DSR Read UNORMAL | Denied, except for his’her own documents

6.1.4 ZEVaTirbRE

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components
Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles
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FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on any
external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

6.1.5 HDD 7 —XEeiHEmHaE

FDP_RIP.1 Subset residual information protection
Hierarchical to: No other components
Dependencies:: No dependencies

FDP_RIP.1.1 The TSF shall ensure that any previous information content of a resource is made unavailable
upon the [selection: allocation of the resource to, deallocation of the resource from] the
following objects: D.DOC, [assignment: [ist of objects].

[selection: allocation of the resource to, deallocation of the resource from]
* deallocation of the resource from

[assignment: /ist of objects].
s 2L

6.1.6 HDD K B51{kifhe
6.1.6.1 Wb/ 5 HERE
FCS_COP.1(h) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: list of cryptographic operationsl in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standardsl.

[assignment: list of cryptographic operations)
* HDD ~EHEXIAENDT —F OB b#AE
* HDD bttt S5 T — & OESHAE

lassignment: cryptographic algorithml
* AES

[assignment: cryptographic key sizes)
e 256Dit

[assignment: /ist of standardsl
e FIPS PUB 197
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6.1.7 LAN 5 —X{5-EHE

6.1.7.1 1P X/ v MG BALHRE

FCS_COP.1(n) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: list of cryptographic operations] in

accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes| that
meet the following: [assignment: /ist of standards].

lassignment: /ist of cryptographic operations|
o LAN ~E(ET 2 IP /37 v b OB S{b#E
* LANDOXET 2 IP T v b OE SH(E

lassignment: cryptographic algorithm)
* Table24 @ [cryptographic algorithm| DIR

[assignment: cryptographic key sizes]
o Table 24 @ [lcryptographic key sizes| DIH

[assignment: /ist of standardsl
* Table24 @ [list of standards| IR

Table 24 — IPSec cryptographic algorithm,key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards

3DES-CBC 168 bit FIPS PUB 46-3

AES-CBC 128 bit, 192bit, 256 bit FIPS PUB 197

AES-GCM 128 bit, 192bit, 256 bit SP800-38D
FTP_ITC.1 Inter-TSF trusted channel

FTP_ITC.1.1

FTP_ITC.1.2

FTP_ITC.1.3

Hierarchical to: No other components

Dependencies: No dependencies

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
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of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 HCOTAMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components
Dependencies: No dependencies

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions lassignment: conditions under which self test should occurll to
demonstrate the correct operation of [selection: [assignment: parts of TSF, the
TSH.

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occurl]

*  during initial start-up

[selection: [assignment: parts of TSH, the TSF]
*  LAN 7 —Z{R#ERE CRIH T 21557 L =) X L(AES. 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSH, TSF Datal.

[selection: [assignment: parts of TSH, T'SF Datal
* [assignment: parts of TSF]

[assignment: parts of TSF]
s HEAhns

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.

6.1.9 BEEHOHERE

FAU_GEN.1

FAU_GEN.1.1

Audit data generation

Hierarchical to: No other components

Dependencies: FPT_STM.1 Reliable time stamps

The TSF shall be able to generate an audit record of the following auditable events:

a) Start-up and shutdown of the audit functions;

b) All auditable events for the [selection, choose one of: minimum, basic, detailed, not
specified] level of audit; and

c) All Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25 ; [assignment: other specifically defined auditable events].

[selection, choose one of: minimum, basic, detailed, not specified)
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* not specified
[assignment: other specifically defined auditable events]
s 2L
FAU_GEN.1.2 The TSF shall record within each audit record at least the following information:
a) Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

b) For each audit event type, based on the auditable event definitions of the functional
components included in the PP/ST, for each Relevant SFR listed in Table 25: (1)
information as defined by its Audit Level (if one is specified), and (2) all Additional
Information (if any is required); [assignment: other audit relevant information].

[assignment: other audit relevant information|
. 77; L

Table 25— Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Type of job
Both successful and unsuccessful use of the FIA UAU.1 Basic None required
authentication mechanism
Both successful and unsuccessful use of the FIA UID.1 Basic Attempted user
identification mechanism identity, if available
Use of the management functions FMT SMF.1 Minimum None required
Modifications to the group of users that are FMT_SMR.1 Minimum None required
part of a role
Changes to the time FPT STM.1 Minimum None required
Termination of an interactive session by the FTA SSL.3 Minimum None required
session locking mechanism*
Failure of the trusted channel functions FTP ITC.1 Minimum None required

FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components
Dependencies: No dependencies

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

4 PP Guide @ [14.1 IEEE Std 2600.1 Errata] % £
IEEE Std 2600.1(Z1%“Locking of an interactive session by the session locking mechanism” & & % 73, #55t &
T 2D E DSl
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FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
lassignment: /ist of audit information] from the audit records.

[assignment: authorised users]
¢ U.ADMINISTRATOR

[assignment: list of audit information]
* Table25 | IR 7 DU A b

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU_SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.

FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of- prevent, detect]
e prevent

FAU_STG.4 Prevention of audit data loss
Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of “ignore audited events”, ‘prevent

2

audited events, except those taken by the authorised user with special rights”,

Copyright CANON INC. 2016
43



Canon

FEITH: 2017/03/21

‘overwrite the oldest stored audit records’l and [assignment: other actions to
be taken in case of audit storage failurel if the audit trail is full.

» [

[selection, choose one of: “Ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

e “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
s 2L

6.1.10 FFREERE

6.1.10.1 == —¥—EF ke

FIA_SOS.1

FIA_SOS.1.1

Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
o A4NFLERUFLUTFTONRRAT—RE
o 3 XFLL T DTN EE DR
o WRXF(A~DE 1 XFLUULEEDD
o HNLF(a~z)% 1 LFLEEDD
o HTF(O0~9N% 1 XFTLULEEDD
o TAT 7Ny RSO LFEC-@[] A HS%& = { ) ><)E 1 LT EE
O 5
o fEMWHRESCT
o HIHSTTLIAN DA TOIT

FMT_MTD.1(user-mgt) Management of TSF Data

Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,

modify, delete, clear, [assignment: other operations/] the [assignment: list of TSF
Data associated with a U NORMAL or TSF Data associated with documents or
jobs owned by a U NORMAIL) to [selection, choose one of: Nobody, [selection:
U.ADMINISTRATOR, the U NORMAL to whom such TSF Data are associatedl].

[selection: change default, query, modify, delete, clear, [assignment: other
operations/)
e Table26 ® [ffF] DI

lassignment: list of TSF Data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U NORMAL)
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e Table26 @ [TSF data] DA

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, the
U.NORMAL to whom such TSF Data are associated]]
e Table26® Tm—/L ] DOIH

Table 26— — ¥ —{EHEH

TSF data o —/ BiE

Z—H—4 U.ADMINISTRATOR | delete, create, query

0—/) U.ADMINISTRATOR | modify, delete, create, query
IRAT — R U.ADMINISTRATOR | modify, delete, create
HED/NRAT— R UNORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U ADMINISTRATOR, U.NORMAL, [selection:
Nobody, lassignment: the authorised identified rolesl].

[selection: Nobody, [assignment: the authorised identified rolesl]
*  Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to which
no user shall be associated.

6.1.10.2 IS8 BLEERE
FCS_CKM.1(h) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(h) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes) that meet the following: [assignment: ist of standards].

[assignment: cryptographic key generation algorithml
e Hash DRBG % Fl|f L 7= SP800-90A (233 < FLEAERKR T 2 X A

[assignment: cryptographic key sizes]
e 256w b

[assignment: /ist of standardsl
« IREZRL
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FCS_CKM.1(n) Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1(n) The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes) that meet the following: [assignment: ist of standards].

[assignment: cryptographic key generation algorithml
e  FIPSPUB 186-2 (223 < WS84 KT LT Y X A

lassignment: cryptographic key sizes]
i 128bit, 168bit, 192bit, 256 bit

[assignment: /ist of standards)
* FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standardsl.

lassignment: cryptographic key distribution method|
e DH (Diffie Hellman) 33X OYECDH (Elliptic Curve Diffie Hellman)

[assignment: list of standards)
e  SP800-56A

6.1.10.3 7/ A R EHHKRE

FMT_MTD.1(device-mgt) Management of TSF Data
Hierarchical to: No other components
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations/| the [assignment: list of TSF
datal to [selection, choose one of: Nobody, [selection: UADMINISTRATOR,
[assignment: the authorized identified roles except U.NORMAL]]]

[selection: change default, query, modify, delete, clear, [assignment. other
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operations/)
e Table27 ® [#:4E] OHE

[assignment: Iist of TSF datal
s Table27 @ [TSF Data] (DA

[selection, choose one of: Nobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U . NORMALII]
e Table27 ® [m—/L] DIA

Table 27— /3 A A& HEHERE

TSF Data o —)L BB

A /2R E U.ADMINISTRATOR | modify
HDDEREERE U.ADMINISTRATOR | query, modify
[PSec % & U.ADMINISTRATOR | query, modify
A —rIVTRE U.ADMINISTRATOR | query, modify
2y 7 NRY L — 3 TE U.ADMINISTRATOR | query, modify
INAT —RRY—i&E U.ADMINISTRATOR | query, modify
o= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components
Dependencies: No dependencies

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions: [assignment: Jist
of management functions to be provided by the TSF).

[assignment: [ist of management functions to be provided by the TSF]
*  LLFO Table 28 (2”3 & BFEAE

Table 28— The management of security requirements

BERE Bk

A A/ RFZ R E modify
HDDSERTHERE query,modify
IPSec 7% & query,modify
A —h VT EE query,modify
2y T NRUY — 3 E query,modify
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IRAT —RRY L —3RIE query,modify

=4 query, delete

a—H—4 delete, create,query
u—/ modify,delete, create,query
INAT— R modify,delete, create

Ry 7 ARGRER 7

modify, create

HED/NRAT— R

modify

H & DR ARG REE &

modify

6.2 Security Assurance Requirements

FEITH: 2017/03/21

Table 29 lists the Security Assurance Requirements for 2600.2-PP, Protection Profile for Hardcopy
Devices, Operational Environment B, and related SFR Packages, EAL 2 augmented by ALC_FLR.2.

Table 29— IEEE 2600.2 Security Assurance Requirements

Assurance class

Assurance components

ADV: Development

ADV_ ARC.1 Security architecture description

ADV_FSP.2 Security-enforcing functional specification

ADV_TDS.1 Basic design

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD PRE.I Preparative procedures

ALC: Life-cycle support

ALC CMC.2 Use of a CM system

ALC_CMS.2 Parts of the TOE CM coverage

ALC DEL.1 Delivery procedures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL2)

ASE: Security Target evaluation

ASE CCL.1 Conformance claims

ASE ECD.1 Extended components definition

ASE INT.1 ST introduction

ASE OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests

ATE COV.1 Evidence of coverage

ATE FUN.1 Functional testing

ATE IND.2 Independent testing—sample

AVA: Vulnerability assessment

AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale

6.3.1 The completeness of security requirements
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Table 30 X TOE EFX a7 kIR G X 2V T AR EN L~ 7 LIZb DO ThDH, ZIUKD, FEF
2T AREREEE N D72l 1 DD TOE X 2T A% R T EHIRIGL TOABZEERL TN,
FEE3IGERE Bold KD (P) THRL, ViR —RL TWBRHGERE (S) T/RLTZ,

Table 30— The completeness of security requirements

Objectives

0.DOC.NO _DIS
0.DOC.NO_ALT
0.FUNC.NO_ALT
0.PROT.NO_ALT
0.CONF.NO DIS
0.CONF.NO ALT
O.INTERFACE.MANAGED
0.SOFTWARE.VERIFIED
0.AUDIT.LOGGED
0.STORAGE.CRYPTED

SFRs
FIA_AFL.1
FIA_ATD.1
FIA_UAU.1
FIA_UAU.7
FIA _UID.1 S S S S S S
FIA_USB.1
FTA_SSL.3(lui)
FTA_SSL.3(rui)
FMT_MSA.1(exec-job)
FMT_MSA.3(exec-job)
FDP_ACC.1(exec-job)
FDP_ACEF.1(exec-job)
FMT_MSA.1(delete-job)
FMT_MSA.3(delete-job)
FDP_ACC.1(delete-job)
FDP_ACEF.1(delete-job)
FDP_ACC.1(in-job)
FDP_ACF.1(in-job)
FPT_FDI_EXP.1 P
FDP_RIP.1
FCS_COP.1(h)
FCS_COP.1(n)
FTP_ITC.1
FCS_CKM.1(h)
FCS_CKM.1(n)
FCS_CKM.2
FPT TST.1 P
FAU_GEN.1
FAU GEN.2
FAU_SAR.1
FAU_SAR.2
FAU STG.1
FAU STG.4
FPT STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt) P P P

-]

wn|w wn|lnl =~ =" »n " x| n0.UERAUTHORIZED

niNlwn n
NNl nln

720 Ra- R RN Ra - A RVR RV

nwnnNin nl~
~
-]
o]

|l nleln|ln
~
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Objectives
2 | a
a |2 |E a
m < = 2
- |2 |28 |5 |&
s l= 15152 |53 |2 |5 |8 |%
= = < < A < o S 25 ) @)
=) < [ I I I = ) ~ @) m
[ N Ne) o o ©} = < < _ )
SIS 12 |Z |2 |2 |S |5 |5 |E
Z 12 |0 |2 |2 | | & Z e |3
S8 135|288 |8 |c|s|2]¢
2 la |z [E|S|S |8 |2 |3 |= |5
SFRs @) @) @) o o @) @) o @) o o
FMT_SMR.1 S S S S S S S
FMT_MTD.1(device-mgt) P P P
FMT _SMF.1 S S S S S S

6.3.2 The sufficiency of security requirements

AT, X2 VT AHEREE D TOE X =7 o5 M $ta =3 DIc+4r ChOMIA TR+
éo

0.DOC.NO_DIS /%, user document data DAFEFESN2NEDIZ

FIA UID.l1 TOZ—H—fAlEFHRIZISC T, FMT SMR.1 TEEISN-a—A3E Y THhn, £on
—WZEEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
Va7 d v ENBEEARNDINIT 7B AHIRT 59 242

FDP_ACC.1(in-job)/FDP_ACEF.1(in-job),

WZEDEIIY a7 D ——F —H DT 7 ERERNDIHIHIRLIZY, SO a7 oo —
P—=T =L ~DOT 7B RLGHEL TERLIEN T DIV ERI NS,

Fio, Va7 BRIZ ARSIV user document data DFRAFEHIL, FDP_RIP.1 ICXV5E R ESND,
SHlZ, HDD N —H—F —X - TSF 7*~5~\0> IR IIRLT

FCS_COP.1(h), FCS_CKM.1(h)IZ XD {RiES

LAN Z 525452 —% —7 —X - TSF ?‘~5~@ﬂﬁzé“/u BT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |ZXhfri#ESILD,
INHIZEE T A B REIX FMT_SMF.1 (&> TRt Tnd,

0.DOC.NO_ALT IZ, user document data 7324 ASH2NEHIZ,

FIA UID.l CTOZ—H—i@#BlEHRIZIGC T, FMT SMR.1 CTEHESN/-o— A R3ED Y THiv, Zon
—NZHTE,

FMT_ MSA.1(delete-job)/FMT_MSA.3(delete-job) , FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) {Z &
VEAEEZARNDIIT 7B ARIRT 52KV EBE D,

IHIZ, LAN 2% 5 51— % —F —% - TSF 7 —F~DBE A ZEE T LT

FCS _COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS CKM.2 {2V S D,

OIS BT 5 F BRI FMT_SMF.1 (&> CHREESN TS,

O.FUNC.NO_ALT /%, user function data 73S A SH7R2NEHIC

FIA UID.1 TO=—H¥—#BIEHRIZIGC T, FMT _SMR.1 CTEHESNIZo—/L3EID Y THh, Zonr
—IUZHADE,

FMT MSA.1(delete-job)/FMT MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (T &
DENEZ RN DT 7B ARIIR T HZ LI IV EBEIND,

BT,

LAN 2525 T 52— —F —X TSF 7 —H~DUE A - ZLFEITX LT
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FCS _COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS CKM.2 {2V S D,
ZNBICBE T D HEEAEIX FMT _SMF.1 ([ZX-> T fkEn T,

O.PROT.NO_ALT /&, TSF protected data 234X A SH72NEHIT,

FMT MTD.1(user-mgt) CEHL 7= FIA UID.1 TO2—H —iBIEHRIZEC T, FMT _SMR.1 CTEH!
SNTza— LR ED Y ThHiL, ZOr— L IEEDX,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 {CL5 T /A A& HEREIC L EHEN 5,
BT,

LAN Z5%(5 5 52— —F —H% TSF T —H~DUE A Z=FEITX LT

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 [ZXW{f#EZ5,

O.CONF.NO _DIS (%, TSF confidential data /3% SA172\  E91Z,

FMT_MTD.1(user-mgt) CFH X172 FIA_UID.1 TO2—H —iBIIEHR IS T, FMT_SMR.1 CEH
Eiza— A nEIN S THIL, TOR—/UIESE,

FMT SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 (ZL5 T A A HEREIC LD EHEND,
E5IZ, HDD WD 2—H'—F —HTSF 7 — X ~DEFZ KL T

FCS_COP.1(h), FCS_CKM.1(h)IZ LS,

LAN #6525 T 52— —F —H-TSF 7T — X ~DE X A - ZRFITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 [Z XV {#EZID,

O.CONF.NO_ALT /L, TSF confidential data 23X A SI72 DT,

FMT MTD.I(user-mgt) C/& H 4172 FIA_UID.1 TO2—H —i#BIIIEHIZJET T, FMT _SMR.1 CEH
SNTza— A ED Y THIL, ZOr— L IEEDE,

FMT _SMR.1, FMT MTD.I(device-mgt) , FMT SMF.1 {ZL5 T A A EHEREIC L EHEN D,
BT,

LAN #6325 3 52— —F —HTSF T —H ~DEX A - ZFITHL T

FCS_COP.1(n), FTP_ITC.1, FCS_CKM.1(n), FCS_CKM.2 |[ZXW iS5,

O.USER.AUTHORIZED %, FIA UAU.1, FIA UID.1, FIA UAU.7, FIA AFL.1 TO#BIFRFEAN =
A LZIDBEES Lo —F — 73,

FIA_ATD.1, FIA USB.1, FTA SSL.3(lui)/FTA_SSL3(rui)iZ&V 2 —HF —D -ty arBNEEIN,
FDP_ACC.1(exec-job)/FDP_ACF.l(exec-job) (Z&L2DT 7 EAHIMEHNZLY | ¥EFRZ {5 S 7-BrE 2 F) H
TELHZEIZEVFEBIIND,

S51Z, FIA_SOS.1, FMT _MSA.1(exec-job), FMT MSA.3(exec-job), FMT SMR.1 (ZJVIE Y7 p2—4
—ZEHET 5,

O.INTERFACE.MANAGED %, AM A ¥ —7 = — 2% &I 55 5 #THY ., FIA UAU.1,
FIA UID.1, FTA SSL.3(lui)/FTA_SSL.3(rui)lZLpr—H — A ¥ —7 = —ADE L FPT FDI_EXP.1
(2% LAN ~O#REZ R DAE I L > TIE S D,

O.SOFTWARE.VERIFIED (%, FPT TST.1 ® H &7 AMEREIZL > TEHIND,

O.AUDIT.LOGGED %, FAU GEN.1 , FAU GEN.2 ., FAU SAR.l ., FAU SAR.2 ., FAU STG.I .
FAU STG.4 IZXDEEER T HERBIC L > TERIIND, SHIZ, BEE 7+ — vy NIMb B o —F —{Fif s
R ZIfE A2 3572012 FIA_UID.1 & FPT_STM.1 IZL-> THR—FEND,

O.STORAGE.CRYPTED (%, FCS_COP.1(h)D W S{b/{Z 5 HEEE, FCS_CKM.1(h) DK 5§48 BFERE Z X
S>TEIHIND,
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6.3.3 The dependencies of security requirements

AREETIL, ST THERE B DARAFME AR 72 L TR EB R D W B 2 5R 1 975,

Table 31— The dependencies of security requirements

FEITH: 2017/03/21

CC TERLTWS | ST TiHZLTH
BT CEATENS | B TEe PP LT\ R VR
KT %
FIA_AFL.1 FIA UAU.1 FIA UAU.1 N/A (ERAFMEE 2L T D)
FIA_ATD.1 No dependencies No dependencies N/A (RAFEDOE R )
FIA UAU.1 FIA_UID.1 FIA_UID.1 N/A (EAFHEA TR L T0D)
FIA_UAU.7 FIA UAU.1 FIA UAU.1 N/A (ERAFEZ T2 L T D)
FIA_UID.1 No dependencies No dependencies N/A URAEEDERRL)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A (KA AL T B)
FTA_SSL.3(lui) No dependencies No dependencies N/A RO EER L)
FTA_SSL.3(rui) No dependencies No dependencies N/A UERAFEDOERRL)
%%)})Pi?g?jl or FDP_ACC.1(exec-job)
FMT_MSA.1(exec-job) || pre ony FMT_SMR.1 N/A URAFHEZEH =L C1D)
SMR.I FMT_SMF.1
FMT SMF.1 -
. FMT MSA.1 FMT_MSA.1(exec-job) o 2
FMT_MSA .3(exec-job) FMT SMR.1 FMT SMR_1 N/A (KA E 2L T D)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A (KFFMEE =L TD)
4 FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA.3 FMT MSA.3(exec-job) N/A WRIF AR T-L CTD)
[FDP_ACC.1 or FDP_ACC.1(delete-job
FMT_MSA.1(delete-job) FDP_IFC.1] ) N/A BRTFHEEGT-L T D)
= FMT_SMR.1 FMT_SMR.1 -
FMT SMF.1 FMT SMF.1
FMT_MSA.1(delete-jo
FMT_MSA .3(delete-job) Eﬁ?gﬁﬁ ; b) N/A BRTFHEEGT-L T D)
- FMT SMR.1
FDP_ACC.I(delete-job) || FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (&fF P& 7-L T\ 5)
FDP_ACC.1(delete-job
. FDP_ACC.1 ) S
FDP_ACF.1(delete-job) FMT MSA.3 FMT MSA 3(delete-jo N/A (RTEMEE 2L TN D)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A (A7 A T2 T D)
FDP ACC.1 FDP_ACC.1(in-job)
FDP_ACF.1(in-job) T FMT_MSA 3(delete-jo | N/A (RAFPEE 7L CT5)
FMT MSA.3 b)
FMT_SMF.1 FMT_SMF.1 .
FPT FDI _EXP.1 FMT SMR.1 FMT SMR.1 N/A RIFHEZTT-L QD)
FDP_RIP.1 No dependencies No dependencies N/A URAEEDERRL)

FCS_COP.1(h)

[FDP_ITC.1 or
FDP_ITC.2 or
FCS_CKM.1(h)]
FCS_CKM.4

FCS_CKM.1(h)

FCS_CKM.4 % EIEL TU R HLH :

B 5 8E1L RAM _EICAERSVEREZLEH 25, F
7o 58 B 9 2 LR AT REZe i &2 o T
%o e THERBIVITIE SRR ZE A L 7o < & I 5

T ERIEHINTND,

FTP_ITC.1

No dependencies

No dependencies

N/A URFFPED TR 72L)

[FDP_ITC.1 or

FCS_CKM.4 & EHEL TUVRU OB :
58T RAM IS EREZTHEHZ D, &

FCS_COP.1(n) Egg—gcmf 10(rn)] FCS_CKM.1(n) T I % B0 3 = LR ATRE AR M L 72 > T
FOS CxM.1 B B CHEEAIICHE R SE R L7 L bl 5 6
- TR AITERS TS,
FCS_CKM.1(h) FCS_COP.1 FCS_COP.1(h) FCS_CKM.4 & E#EL T\ RV B
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HeeEp O P | STOmEL AR LT VR R
FCS_CKM.4 55883 RAM _RIZARSHEREZTILLER 5, F

f:ﬁ%%ﬁ%%‘fﬁi@Hﬂ':&cixﬁfﬁéf@%L&QOTb\
Do JE- THEREADIC I 75 SR R 2 L 722K LB I 5
FRZECEEINTVD,

FCS_CKM.1(n)

[FCS_CKM.2 or
FCS_COP.1]
FCS_CKM.4

FCS_COP.1(n)

FCS CKM.4 % FiEL T WL
58T RAM EIZAERSIERETHEHZ D, F
el %%%Hﬂ)ﬁjﬁ‘ LI RAMfEe i &G L7 > T
%o e THERBRVITIE B ZE A L 7o < &b I 5
13RI TE I TN,

[FDP_ITC.1 or

FCS CKM.4 % FiEL TV W B
K588 RAM RIZARSHEREZ 82 5, F

FCS_CKM.2 Egg—gcmf 10(rn)] FCS_CKM.1(n) T G B Y m ff:k IR TR HE R L2 > T
li;t}_ ”f“’x@éﬂ@z \E)
FPT TST.1 No dependencies No dependencies N/A EAFEDERARL)
FAU_GEN.I FPT STM.1 FPT STM.1 N/A (KA T2 LTV 5)
FAU _GEN.1 FAU GEN.1 .
FAU GEN.2 FIA UID.1 FIA UID.1 N/A (KA E T2 L T B)
FPT_STM.1 No dependencies No dependencies N/A (RO R L)
FAU SAR.1 FAU GEN.1 FAU GEN.1 N/A (RAFEZ 2L QD)
FAU SAR.2 FAU SAR.1 FAU SAR.1 N/A (ERAFEZT-L T D)
FAU STG.1 FAU GEN.1 FAU GEN.1 N/A (RAFEZ 2L T D)
FAU STG.4 FAU STG.1 FAU STG.1 N/A (ERAFEZE T T D)
FIA_SOS.1 No dependencies No dependencies N/A (ERAFEDOERRL)
FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.](user-mgt) FMT SME.| FMT SMF.1 N/A WA AL TD)
FMT_SMR.1 FIA_UID.1 FIA_UID.1 N/A (KT A 2L TN D)
FMT_MTD.I(device-mgt || FMT_SMR.1 FMT_SMR.1 P
) FMT_SME. FMT_SME.I N/A (AP ERHT=L T D)
FMT_SMF.1 No dependencies No dependencies N/A URAFPEOEER L)

6.4 Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices to be used in commercial information
processing environments that require a moderate level of document security, network security, and security
assurance. The TOE will be exposed to only a low level of risk because it is assumed that the TOE will be
located in a restricted or monitored environment that provides almost constant protection from unauthorized and
unmanaged access to the TOE and its data interfaces. Agents cannot physically access any nonvolatile storage
without disassembling the TOE except for removable nonvolatile storage devices, where protection of User and
TSF Data are provided when such devices are removed from the TOE environment. Agents have limited or no
means of infiltrating the TOE with code to effect a change, and the TOE self-verifies its executable code to
detect unintentional malfunctions. As such, the Evaluation Assurance Level 2 is appropriate.

EAL 2 is augmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions and
procedures for the reporting and remediation of identified security flaws are in place, and their inclusion is
expected by the consumers of this TOE.
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7 TOE Summary specification
COFETIE, TOE ERIHARA LR T 5,

71 — AR
- X T A RE E £ : FIA UAU.1, FIA UID.1, FIA UAU.7, FIA ATD.1, FIA USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1%, EHO2— —ZiRBERFET 572010, 22—V — N E/E x5 —h Ul IZBWTT V¥
NAE B E BET DRI L:L%%%OD%J@%IJMHEE%EZKT’F%) BL., SV ras Tr oA a7 1777 A
Vaz O AITFF AL TS, [FIA_UAU.1, FIA_UID.1]

a— Y — I, LT O2REO R R AR — T 5,
- AMEREETT A

:L““']j- FRRE— N — 2B RSN TN D — P —FREFIH T 2585 5, 21, = —%—
FRREH—/3—(Z1. Kerberos 734l 52D Active Directory —/3—=<°> LDAP 38 5> LDAP
==L T D,

- Ijﬂ nu pl—‘tjit
T INA A GES I TND L —H — rﬁﬁ&%ﬂ:‘”ﬂqﬁ‘éwu AEH

TOE [T —W =3 LT, 22—V —4 < SAU—R I THAHI /A D A1 ER LT IR/ E
T AR T — =4« RRAT =R REE LA DI — Y — 2 EREE T 5, 72/ AT — b
ATDEED/RAT —RTHF AR T 1%, * THERT 5, [FIA_UAU.7]

TOE 1%, = —W — ik BIFEREI B T 5 &, 22— —T 412 Access Control Token(LAt%: ACT)Z %179
%6

ACT LiE, 22— P —4AXr—LIINA T, a—F—Dr— LT LIZRESNTET T r—va v
BEE~DOT 7 ¥ AN G ENT-AT V=27 FTH D, [FIA_ATD.1, FIA_USB.1]

TOE &, RIERn 7 AL 3AT 2O 72D LA T oy 770 MEREZ 1R 35, [FIA_AFL.1]

- RELIEeYITUNOBFREBIGEL G AT Y 2 — Y —IZ L Ty T REE S, By
ITIROFFREILIL, 1~10 [FIBIRINTE5, (FIHEIT 3 [7])

BRELT-ay 7 7 MERPIE, Y 2 — T — Dl AU 28720, vy 7 7 RMER L 1-60
IINHIRIRTED, (%ﬂﬂ;ﬁfﬁis 7)

TOE (., #{E XX LU —b Ul &2 — ERFMBELLWIRENRBT L0 TV RSH S,
[FTA_SSL.3(lui), FTA_SSL.3(rui)]

- BEME SRRV EEELZRUVREEN A — MU T HEBEIC CRRE SN2 H A LT T R D%,
10 -9 73/ DR &5, (FIHIEIE 2 57)
- UB—h UL Z#A/EL 72 REEAS . 15 4y ERGE,

Copyright CANON INC. 2016
54



Canon

FEITH: 2017/03/21

7.2 Va TEFTT 7 & XFIHEEEE

- X3 BHREE A FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_ MSA.1(exec-job),
FMT_MSA.3(exec-job), FMT_SMF.1

TOE I, #kBERAES Nz — P —ITRITENTZ ACT ONFIISELU T, UL ficya” EI77 7 A Hl#
MEREZ Rt T2, 22— —12RITEND ACT Or— LOBWAbHE, 2, Ik, B
U.ADMINISTRATOR DA IZMREEND, 2DV a7 FET7 7w AHIENI k5, HlE xS0 @ x 4
KEREZ DL OTHY, FIZEE THD,
BE RNV DG DTV aT7 ZITT 7 AH#IL. ACT Ou— k3T 77— a AR o @tk
IR TYa7 FATEFFAIL T, ZNINET 7B R E AR T 5,

VE—NUIDOBEDYa7 ELTT7 7 EREIEIT. ACTDE— LD BEMHAEIZIGE TYa 7 OETEIESLT,
FNLSNIT 7B AE AT 5,

%72, UADMINISTRATOR (%, X TOVa7 FEITHHETH D,

Table 32— 3 TETOT 7 RAEIHRY o —

UI 751 i ot B &t BiE
YA V% [’V k@ Pointer U.USER Ou— VBRI 7V &7 al & | 8 x5 % 36 b
17— )L Thb, THZETEITH
=8
[ — | @ Pointer U.USER Oa— L3 [a®— | ZFF RIS | il 4 k22 2 15 AL
o—/ L ThA, TAHZETHETA
=8
(2% % LTEE O | UUSER Ou— L3 2% UTEE 1% | #1385 75 1L
Pointer R[S r— /L ThA, THZETHATA
HE.
[ 27 Z|® Pointer U.USER O— LR [ 2F v LT % | I 6 S 275 Ak
RSN — L ThD, TAHZETEITH
o
[Z21ZRLA 1D Pointer | U.USER Or—/ LIS MEIET 7 AL ORI | | 480 % 5 % 1% Ak
IR ENT-r— /L THD, THIETHEITA
fiEo
MRAET7 7 A OF|H | | UUSER Oua— LinRAET 7A/LOFI | | HI 48 5t £ % 75 ML
@ Pointer PEHFREN T — L THD, T AHZETHELTA
HE.
(2% UCTHRTEI D | UUSER Ou— L3245 UCRIE % | 4 5t 5 215 P 1b
Pointer Al SN o —/LTho, THZETETH
=8
PESSN )| [ ENRAE T 7 A/ D | UUSER ®Oa— /L)% Administrator 2—/L 2L | 24T,
FIH 1@ Pointer VA
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7.3 BAYa 777 REIEEEE

TOE 1%, 22— =N A LTV Nat —/AFx v /FAX DA a7 12k TUL RO 7 7% A4
DX 2T A HREZ TR 5,

7.31 Ta Tl Dxx e ERE
- XS BHEEEE A FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_MSA.1(delete-job) ,
FMT_MSA.3(delete-job), FMT SMF.1

TOE %, at™—/F VU NAX Y /T 7 I ARIED a7 L FOFTETEY B TES, ZhHDyar
Da—PF —Z I AT a7 EREICFDO a7 B ER LU — — & THIH bS5,

- UNORMAL IZ. B4y ®va7 OHIBED A HE
- U.ADMINISTRATOR %, T _XTOVa7 DYANNMFZ R L AEEDOY a7 OHIR) AT RE
Tad DX BN, a7 MR T A REMEEDHIBRS D,

7.3.2 Va THOBEFXE~DOT 7 & A ik
- Xt RS9 5 B BB E {4 :FDP_ACC.1(in-job), FDP_ACC.1(delete-job), FDP_ACF.1(in-job),
FDP_ACF.1(delete-job), FMT_MSA.1(delete-job), FMT_MSA.3(delete-job), FMT_SMF.1
TOE 1%, ZNZENDOY a7 HOE A IGEITH L TUL FO7 722 filillzfe it 42, 2hbnya” oa—
P —ZNITA T a7 AR E DOV a T B AR LT — — 4 T LI TV D,

[ —/xaw/myyxjgg@/w FODE T SLEADT I AH| HRE |
TOE L, 28— Va7 HOE A LEIZH L CGEL R THIEN TR,
7277, Fr A& BL O U ADMINISTRATOR 1%, ELAMESE TV N E{THIZENTED,

- TOE li zﬂw/Wﬁx@{D@/w TOEF LEITHL T, 7.331%EY g 7 — R R AEH%
EERERE LRI HILENTER,

[V a7 HOEA LE~DOT 7 A HEHEEE |

TOE 1%, Vo hoard ngAIndeE, TOFEETV U MEFIC—RHRIFET 5, Bio, TV a7 ot 5
INFa—P—L TEOTY N a7 OFTAEZHMI L. LLFOT 7 2iEAERL D,

U.USER (%, *Hﬂ%fbﬁ7)/}\/a7@ EFCEICHLT. BYO2—F —Z LT NWaT Da—
P—Z NI HEIT, LT OBRIEN AT HE

- UL TS,
- TUNOESEEE TS,
- HIBRT 5,

U.ADMINISTRATOR [, T X COTVUMERTO TV a7 DEA LEOVANERL, T
LT, LA FOEREN ATRE

- VavwEHIBRT A,
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[T 7 I AZAEaT DBEFLEADT 7 AHITHIEEE )

TOE 1%, %G L2777 A 1 77V AZAGT a7 DBE A LELZOEET VT, —H 77 A URTGFT
DIEREEH T 5, ZNODE T LENMRG IO, BT VAT LR ARFINDTZD VAT
LIRS I ANDT 72 ARE N D EEEAF LEOT 7B AKIENCHE A ESND, AT LRI ADEF L
FAANTHEESNRNEDIT, VAT ARy 7 AR U CTHRNS THT O REE 52 E T HIENTED,
yx?An‘i‘yﬁz@ﬁ%éﬂé%mﬂ%ﬁm gk, ZEH L U.ADMINISTRATOR Z[RESNAIZ6 ., BT-3C

EICT7 /v RARER 2 — ¥ — X UADMINISTRATOR O ToH 5, L2 - T, TOE 1%
UADMH\HSTRATOR%T%Z%%W_ B SCEOFTAE SHIEL . UNORMAL BNE T LEDO TV 0%k
17, HIBRZ TEW T 7B A2 EBLL T5,

U.ADMINISTRATOR (%, B{E/SRAMNET 7B AT D56 | BREE 5a2 AL, B 3CEICx
L CUL T O#EE A fE

- TURT B,

- EETD.

- HIBRT 2,
U.ADMINISTRATOR &, UE—hR UL BT 7B AT DA AT LRy 7 A5 U CHERNCR ESHE
WAL 5L, VAT LR w7 A ERHC A SRR 50— B LT A O Fx, LU R OEAEN Al HE

- TUURNT B,

- HETD,

- HIBRT 2,

[t =RV ADE T LE~OT 7 AR EE )

TOE %, ot —/AFX ¥ Va/ DEF LEL, 22— — RV AURET DM REZIREET 5, ZNHDE
FCEAEETABCIL, 2 — =Ry 7 2A~OT 72 AHIE D S5,

INEND2—H =Ry 7 AZK L CTHERNZ T HTOREEE 5 &R ETHIENTED,

R RE A LELRFETAERIIREE 5D AJNIARETHY, TOE IZIELWEREE 2 AL
U.USER ZRfFENT-E - SCEOFTAE AWML, 77 A6 EZH L T\d,

UNORMAL (3, 22—V —R oV R CHFNIR E SN REE &, 22—V — Ry 7 AEERFZ A IS
ToRFEER DN — LA DI, 2—H =Ry 7 ANOE A LEIZHT L TUL T OERVEN A HE

NG N N

- Tl a—75,

- TVCNREEEES D,

- HIBRT 2,
U.ADMINISTRATOR i, #{E S NVpBT 70 AT D856 | Wial#E 52 AN L7ad e, f1 3CEITR
LU CEU R ORAEAS T HE,

NG N R

- TlbEa—45%,

- TUMREEEET D,
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- HIBRT %,

U.ADMINISTRATOR (%, VE—h Ul 257 7B AT D56, B LEICKL T, IR ESI-HFEE
Feigl, Ry ABERHZ A TSN RER B — B L1256 O A, LU OEAEN ATEE,

- TV D,

- JlEa—75,

- TUURREREET D,
- HIBRT S,

[ 7 AHFFEE 5]

NI RZT 7 RAT DO DRGRER 5 DGk, RN CTEHME[R% Administrator 2—/L23E0 Y THi
72 U.ADMINISTRATOR (2D A 525, 1272 L, BE PR HT DRy 7 ZAOREFEE 5 IZBAL T,
UNORMAL CHEH TX5,

7.3.3 EEY g 7R HEE
- ¥R T HHEBEE - FDP_ACC.1(in-job), FDP_ACF.1(in-job), FDP_ACC.1(delete-job),
FDP_ACF.1(delete-job)

FEEVa7IE, FAX B EAFY D 2 DY ENENDOEE a7 1T — R RAFT D720 D%k
(B a 7 —RHEERAEL LT, [H A~ —{Z LT L a— |35,

(2 A~—3k15 ]

TOE (%, #A~ =X EORENSNCEE Va7 BRASND L, ZOEFRETTITRESNIRFZ E
TS D,

UNORMAL [, —BHRIFLIZEET a7 IR LT, BHO2—Y —Z LB EVaT Da—F—4 03—
EL7GAT, LN OBRED AT RE,

- BEEEETD

U.ADMINISTRATOR (%, X TO—FRRAFLIZIEE Va7 1T LT, LN OBAEA AT HE,
- BEEEETD

[T LE 2—]

TOE 11, 7L 2= DRENSNIERE Va7 BRASNSE, TIREETICVaT WFET L E =
— L CHRBLI I (E TS,

U.USER L, —HHRIFLIZEEVa7 I LT BH D2~ =L LR EVa7 D —F -4 B3 —FL
7235 A0, LA T O#AED FIHE,

- B XENBROTLE 2—
- B LEANRDOAR—VHIBR
- Yarvod ik

74  ZETY a THRIEHERE
- X9 OBEEEE#: FPT_FDI_EXP.1
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TOE 1 IR ZAE LT T —ZZ E D PC P — =T TE DG L > TRLT ., L=V
37 D LAN ~DEEN TERWIDNTHIE STV A,

7.5 HDD 5 — ¥ 5224 EHEE

- X9 BH$EEE 4 FDP_RIP.1

TOE NEFLERLTURIVAA—TT 7 A0 % HDD BT AL, 0 HDD fEkZ HEZ /7
— X T EEXTAHILICINE A LERT VRIVA AT 7 A VO FRIFTE RO EE EfT 5,

FERTHEITLL FOIFEND ITHHIBIR TE D,
- DoD ST LEX
- 3EITUH LT —HTLEE
- 1 [EFVF LT —HT EEX
- 1[EINULL 7 —#T L¥Ex
FI-ZOREREIL, DL FOXAIL T IZEMET 5,

- Va7 PRI HDD NIZ— BRI RIEESND T VR IVA A= T 7 A )V a7 JB L
IFPa7 A% HDD bl 95,

- R IR RAFSINTE A L EOHIFREIC HDD 22522 HET 5,

- ZEROEIFEWIZ LV 2R E TERD TG %A . TOE OFEEIEZ HDD 22558474
ET5,

7.6 HDD FEE{visaE

TOE = ba—FR—K EiZ323EE5 HDD 7 —# 5 5L T > 71280, L FO'x 27 1R fit
#43,

iF 5L/ S AEREIC & > TUHDD SIS N o2 — 1 — 7 — X B LU TSF 7 — X DI E R 2.

7.6.1 K5I8 S RE

- X 5BEREE 4 FCS_COP.1(h)

TOE |Z. HDD IZk S D — P —F —Z B LN TSF 7 — X OB VEA TR T 57212, RO 54
V%47V HDD IS D T — 2 2K % 515,

- HDD ~EXAFNLT —# &K BT 5,
- HDD 2o HENLT — X %1535,
B S EAEIZ VDR ST VTV L B SHIILL T DLBY THD,
- FIPSPUB 197 (Z{E~72TAES 7 /LAUR L]
- HERN256 B DR
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7.6.2 5o R

- X 5BERBE 4 FCS_CKM.1(h)
TOE %, WRDHARIZHE-S%, HDD 7 —Z W5 S5LHSEE Cff -2 B8t A Ak 75,

- B EEEA AR AT LAY X AL, TNIST SP800-90A Hash DRBG(SHA-256)12 - 3< L4k A=
7T R

- RSN O SR OERIL 256 Bk

RS HEOFEIILL F D XIIZIT),
- EEHFEIZ, TOE 14 FlashROM (ZASAAS VT Seed 1A Fi HIL CHE B84 ARk %
- TOE I3 58t& Ak L7 . RAM _EICHd 5

728, Seed ZHESALT v T IOEAGT B FEUIFELR, £, B 58I TEHBMEAT) —THSH RAM
FIZERFFS DT BIR OFF (ZXiE T 5,

7.7 LAN 5 — Z {5 hE

LAN 7 — X% REIL D52 B0 D IT #gs L OWEIZFIH T 53T XTO IP Xy hahi /8 53
60

7.71 IP "> NS E{bAkRE

- A AEEREE M FCS_COP.1(n), FTP_ITC.1

TOE I, EZA 5D IT gL DIETH2—V —F —XBIOTSF 7 — X DI EM: | 52 2 VEOHERD
72912, T _TO IP 2347w b [PSec 12T SA/AE 545,

- LAN ~#57% IP 27y hORE 5 LA
- LAN 2531572 IP X7y Mo B4 E

SR EI WD S 7 LAY XL S HI L T DL THD,
- Table24 |[Z[AIC

7.7.2 R S HAk R

- X AREREE M FCS_CKM.1(n), FCS_CKM.2

TOE I, IROAARIZHSE | P 7y M S L BE CHEH 320 584 A i35,
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