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1 ST introduction

1.1 ST reference

ATl Security Target (BL T, ST L) ORI 4 Tk 2.

ST 44 Canon imageRUNNER ADVANCE 4200 Series 2600.1 model Security Target
IN—Tg 1.08

FATH Fv okt

AT H: 2015/05/15

F—TU—Rk: IEEE 2600, Canon, ¥ />, imageRUNNER, iR, Advance, 7 V¥V G, 5

% o’ — TV, TrIA KRG, T iR, RRE, T/ ARIE, v, B
b, B 2T VR, Ry Z A BX )T b, X2 T —F b

1.2 TOE reference

AHiTIX TOE ORhIE A selR 2,
TOE £ ¥ Canon imageRUNNER ADVANCE 4200 Series 2600.1 model
N—Tg 1.2

#, AR TOE XL FIZRT VIR =T  N—RoU =T ROTA B ADDERIND,
iR-ADV ¥ =U7 1—%vhr-K1for IEEE 2600.1 Ver 1.02
HDD 7 — 45/ 27—V 7% v | C
(Canon MFP Security Chip 2.01)
F¥ /v A—/3—G3FAX R—K+APL(F &7 /IR KL HE)
Canon imageRUNNER ADVANCE 4200 Series
Access Management System (Tt A4 7 v al  ARREEUETRAT)

KT LA TR
iR-ADV Security Kit-K1 for IEEE 2600.1 Common Criteria Ver 1.02
HDD Data Encryption & MirroringKit-C

(Canon MFP Security Chip 2.01)

Canon Super G3 FAX Board-AP1
Canon imageRUNNER ADVANCE 4200 Series
Access Management System (T2 247 L ay b K X Tl HE i)

1.3 TOE overview

TOE %, < Canon imageRUNNER ADVANCE 4200 Series 2600.1 model >\ )5 DX VIEAETH D,
1% £ /L < Canon imageRUNNER ADVANCE 4200 Series >(ZLL T3 32 (4 -2) OB L&A AR
—)L R E L, FFEREAETTHIZET TOE ThdH< Canon imageRUNNER ADVANCE 4200 Series

2600.1 model >N 5Ef% T 5,
- iR-ADV t*=U7—Fv kK1 for IEEE 2600.1

- HDD 74 5{t/R7—Vr 7% b
- Ty IAR—R (F &7 MEIAMREEAE)
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1

AARTIE, BXaUT 047 var®oh-Al ELTT PHVESBEA AR A E R FA,
JERHIX TlX, T VX VA AR YL
TIOT AT =T X Clt., ACCESSMANAGEMENT SYSTEM KIT-B1 23 %48,

iR-ADV ¥ =U7 r—3vh-K1 for IEEE 2600.1 (Z(%. < Canon imageRUNNER ADVANCE 4200
Series >OHEY 7 b7 =7 f X 2T 4 —F v b7 U ARG END,

HDD 7 —#i5 5{t/R 77—V 7 R =R, HDD (ZKMISNDT —Z 2k (V7 =T %8 ) s 5
6T 272D/ N~ 2T T, K TOE D HDD |ZVL— T NNT 4 Z7 LU TR EN AT RETH D,
T 7V AR—RII T 77 AR A T 2720 DN—R =7 Th D,

< Canon imageRUNNER ADVANCE 4200 Series 2600.1 model >, LL FO#E A H O Protection
Profile(LL T, PP EHET7) . BLOED PP TEHRIIN TS 7 D SFR Packages CTERIAL TS
X2 UT o BRER | SE BRI T AN TED,

Protection Profile

- 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A

SFR Packages

- 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A

- 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A

- 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A

- 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

- 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operationa Environment A

- 2600.1-NVS, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operational

Environment A

- 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational

Environment A

1.4  BEEE -
K ST TIXLL FOMEGE - HFE A T2,
Table 1 —W&EE - FIGE
W&FE - HEE it B
T UHNAEERE o —HERE. 777 ARERE. 7V MERE. 2415 (Universal Send) F§REZ & & O

OB EHOZL, ZNOOERERZ M 35720, KEED HDD ZFFo,

g 7~ =7

KEN=FU =T EEMEL X2V T ABREDO Rl 2 75 7 by =7 T D,

YT

T UANAEEREERERL T DN R 2T DUOEDTHY | FfEF—LHyTF L
IS, T VINEEREBET DL SN =T == A TH
60

1 Access Management System |37 A ¥ A4 7 a o TH Y . EREOREKEHEITL, iIR-ADV X 2UT 1—F b
K1lfor IEEE2600.1 & L CHEESNOHIE Y 7 b =T IZEEN D,
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%35 - FHRE B!

JE—hk Ul Web 7 Z 757035 LAN 28 L CT DA NVEERICT 7B AL, T V2 VE AR
OENMER I DOFETRCV a7 DEME, Ry 7 ATk D8 B, SR TR ENTE
HAER—T 2 — A THD,

HDD TV END N R T4 ZT DL, Y 7D =T B KON ik
BPEDMRATS D,

| 77 A T I AN EDEZEERITIODAL 77 LT, BRI TR X —F%
T A H—F I T 7 I ADI L,

AA=VT 74V FBAI, TV, ZIEREIC LS TTF VAN E KNI STl 7 —

570

TURTVARA—TT
7A I

Ot — TV NEOTa T ORPIERSI, Vad NE T THEREIT/2DA A
— 77 A,

v—/

T 7R ARIEBSRE TR T 22— —DHERTHY , 2 —F =T VEHD
H—/LISEREM T B,

HOMUD ERINTWDET 73/ ha— LIz BAZLa—)LELTT 74
ha— L CIRD LN T 7B AR BREZ A B L= oe— L alElk T 52k
MATRETH D, T 7 H/Vha— UL T o — L35

Administrator/Power User/General User/Limited User/Guest User
Administrator =— /L & (38 B HE 2 FI 9 D HERR (& BRAERR) 27~ 3~

EEH

Administrator =—/ /L3I0 Y TONEHMERA A 30— —,
PP CEFKIN TS U.ADMINISTRATOR,

vas

a—H—7\ TOE OREREZFIHL T ELEBIET IO 22— —DIEEFER
EXREIRDLEDT —H (B LE) 2MAEDET-LO,

SCEOBEICIE, iR T, SR, at— T 7 AEE R BIBENHD .

22— P —DEEICID a7 DAL, FEAT. 58 T ETO—EOLE I TN,

TUANAEEENTHEVR DN DL —F —FT —ZThH), A A =TT 7 AN Etk
TEWOOIEREND,

AE—Z

AELT-T 7 AN T A% TV RURWTY AT ARy 7 AAREL TR
BEDZ &,

AN/

T UANEERICB O THBARSL TV, 77 I AZAG LT B SCEE AT
O, 2——RIR T7IARY T A VAT LRI AD 3FEIAIELE
35,

XA TOE Tl 777 ARy 7 2ZF L2V,

2= =Ry IR

TN ERE TR — T —RNHAIAATEEF LES, PC L7V MER
LB A LE R ENMREESNARIATHY B LEDOT VU MOEEREN
ARETH D,

VAT LRI A

7777\;1%)~/1§/| T 7 I AFZE)—Z G LT E A LCEDMRFESNDRY AT
B, BT LEOTVIREERENARETH D,

A— L —/N—

7*/5’/1/@/\1%%“@%7%3&%1/71 B EL | T/ ARERETA—NVEETD
\—Z‘giﬁ'ﬁ-“‘/\“‘o
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W& RE - FAE

At

=P — RS —

—

2= F—ID R/ SAT—FBD2—F— [T lERFFL, b2 LT
P RAETIY— 5,

Firewall Internet 7>5HNHEE LAN ~D IR EBEA [T DIEE LV AT A,

A A IH— R — REZ 2 IEfEIZ A TEY, Internet 241 C, Network Time Protocol % fifi~7=
LI DORINE DRI Z DT LN TED P — N —,

R av )N N TR T VN BFREE S S SN2V R) BB E T AR RE A L B 9 A
VE IV FDRZ L,

[ — | g — KRR LB T A E SRV DR Z L,

(777 T 7 ARBEA LB A E NV E DR L,

[ A | AR SCEATEARIAA TR YT ANMRAFT DHERERCTHEARIAATE B LEEE 1 A—
T RUVAR PC OIH T4V H —E~EE T o EE o8/ s xv E
DRZ L THHI A L CEE [ ARy U TRIFIR X,

(e A ] AR A | BTG A ~DEE SRV EDRZ
ZAEN AL, T7 IR T I AZAGENT=T 7 A N e — BRI ARTE T DL A
THY, VAT LRI ARET 7 AR 7 AD 2 FEEANHVET,

MR 7 7 AN DR | IRy ANMRGFENT-E A L EEBET A GEZ EE 28 E SV DR K

)EHJ :/O

UE—hUI EDOTZAE | Ry AMRGEESNIZE - CEERIET LB T —h Ul EOR%

IRTE 7 7 AV DR |y

A
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1.5 TOE description

TOE I, it —F&RE - 7'V MEHE - 2415 (Universal Send) BhE 7 77 AHBHE | 7 77 A2 (5 HkfE - = —
— Ry I A RE . SR E RO A TH S, TOE 23455 2600.1, Protection Profile for
Hardcopy Devices, Operational Environment A TiZLL FOIH R HBREAEEL T\ D, (7
2600.1, Protection Profile for Hardcopy Devices, Operational Environment A” clause “1.1
Scope’ 75D 5| )

This standard is for a Protection Profile for Hardcopy Devices in a restrictive commercial information
processing environment in which a relatively high level of document security, operational accountability,
and information assurance are required. The typical information processed in this environment is trade
secret, mission critical, or subject to legal and regulatory considerations, such as for privacy or governance.
This environment is not intended to support life-critical or national security applications. This environment
will be known as “Operational Environment A.”

Figure 1 (X, TOE Th27 V2L #{HE< Canon imageRUNNER ADVANCE 4200 Series 2600.1
model  >DA TV araE@THERER T 556 OBERERE THY, A LRVEEEN DY &
(i, RERSIIR LG A 08D,

Figure 1 < Canon imageRUNNER ADVANCE 4200 Series >

PC
CHAINEE
wxE s
o/\%’g‘ d— Q_EIG\EE-H-_/{_
S YT S
“‘ e “ites
L aEE N X
—ID7OREE S EIE(BFA—IL)—>
— I . DEEE— P11
TEARDS \
«— TrHREE ‘L\ }_11,-;j-_ —
( . %Y, WEBLAN 0
A,
oo
., D Xy

15 N\

A LY — Firewall PC
‘ ' WebD' S04

Figurel |2~ SO MR ERR & FHERBE Tl 7 U VEA BRI LAN (28> TA— L —3—
— Y —FHFEY —/3— PC, Firewall (i3t CHsY, Firewall (2X5T Internet 225 LAN ~D XL
BELHNTND, T UXVEAHKIT. B TRAAATEE T LEE | 777 AR FEEFA—LVEREL
720 777 A% AR LT20 T D7D A— N — S —CHEe T 5, £z, PCEZHWTE 7 LEEZ VN,
(RAF N 77V AL T HZENTE, Web 7 7 #2% PC_ LA AM—§ B2 TF VA NAE LAY
T—MRETHIEL AIRETH D, 72721, PC LT VNI TOSAIL, WY 2 —R7A4/3—% PC

2 CC Mz T DT ARNREE TlL, Web 777 %1% Microsoft Internet Explorer 8 ZFH L 7,
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WAV A=V L E T 5080385, USB 77— 7 /L PC ZE#HH 528 T PC O E T CEL
TV ARG THIELARETH D, 72721, USB 8 C7T VXV E G D PC X USB 7 /N A AT —
BEARAFTHZ LT TERNWIIICHRBERICR ET D,

BT, TOE 13574 LY — 3= b IEfE7R A R BUAG L CREZ R 21T 720, 57*450)1“*"%“*nm£4f*
/\—&ﬁﬁ**ﬁ‘é ETHRIHE OBAIFEREERE AR L 72022 La T REL L TD, ZO XD E R
EHBRBEICI N T, 7 VOV AHITLL T OMREZ R 352 L3 T& 5,

- A —HRE

MLCELAX v T CTHRIAI, TV HZEICEY | BCGEEE T T DHEETH D,
- TV MERE

TULANEERNOE A CES PCOLIRESNLE - CELHOCEICT VN 2B Th D,
LS AE 12

AH—=F N LT 777 AL TE S LEEZETDIRETHD, | 77V AZESNT=T7 7V
W, ZERCT VRSN TV AT ARy 7 RATBRFEEND, BRIESNT=ZT7 74 VT, SBR
XY b, HE, HIBRBTE D,

- Ty A G HERE

77 7 AR EN LT, BFLEGZETIHETHD, 777 AZEINTEZ7 74 0%
ZEFFIZTY P ENTICV AT ARy 7 AR TFEESND, BRIESNTZT7 74 V1F, HER
XY b, EED HIERNTE D,

- T REEREEE

ML FELEAT Y L TERSHIZE T LERLL— =Ry VA AT LR Z AR AFSNTODE
FXEELT 77 RAEKETHHRAETHD,

- %12 (Universal Send) #fE

ML ELEAX Y L TERSINTZE A LESCL—Y =R TR AT LRI A RAESIVTCNDTE
+EE TIFF X° PDF 77 ANV TEAA— LT RL AR PC ODIF T4V HE— | 77T AL
EIETHHEETHD,

T

ZDK&RE j:a%% R I ANA A= T 7 A NVEARAT T DREREE 22— — Ry IV ADIRF R v 7 A
R T DREREIC KRB TE D,

- AP TR I ANA A= T A IV TARTE T DRERE

AX X T DPOHRANTEE A LER, PCIC TRy VAR E R E LB CEE 2 — 1 —
Ry 7 RRAF S DIERE T D,

- =Ry T ADPRAFR Y 7 A% R 3 D e
P —TRy J A R AF ST B 1 SCECH U CTLL FOBENRTED,
- BT ICEOMRE
- BIEOTV
- EFIEDEE
- ETICEOHIBR

Copyright Canonlnc. 2015



Canon

FE7T H: 2015/05/15

1.6 TOE D&

TOE 2% 795 2600.1, Protection Profile for Hardcopy Devices, Operational Environment A @
BURAMRZ FZE S D720 F D X572 TOE 2442,

TOE OWy PR FaIH L3R B AR HIL A FO@BY CTHh 5,
1.6.1 TOE O¥)3aY&iEE

TOE 13— RU =7 LT =T MO ESNT-T V2NV A ThH5, MERIFEHIZLL O Figure 2
(RIS T D,

Figure2 TOE /
TOE:
Canon imageRUNNER ADVANCE 4200
Series HDD /
F
TOE

TOE TOE

filg Y 7 b7 = 7IXIR-ADV X% 2 U7 ¢+ —F v | - K1for IEEE 2600.1 & L Ciflt i1 5,
A= R =7 L iR-ADV ¥ 2U7 ¢—F kK1 for IEEE 2600.1 % &t CTTF ¥ ¥ VAR
e 2,

TOE ¢ %< Canon imageRUNNER ADVANCE 4200 Series 2600.1 model > (X7 ¥ % /L AE S HEA AR
IZHDD 7 — 25 k/IR 77—V V7 AR—FRBLD, 777 AR— REHAEDETZLDTH D,

TOE #4342 A MK N—F7 =7 TéhbH< Canon imageRUNNER ADVANCE 4200 Series >(Z (XL FDF
AT T WD,

Table2 —8L T A VT v 7—&

iR-ADV 4251 iR-ADV 4245/4245F iR-ADV 4235/4235F iR-ADV 4225 [4225F

% IR-ADV 4251 (%, HAREWTIEIFES 20,
¥ iR-ADV 4245F/4235F/4225F 1%, A ARENTORRTEIND,

TOE ICEENDHA XL AFLLTDOEY TH 5,

(Fn3c4 )
imageRUNNER ADVANCE 4200 Series 2600.1 model e~==7"/L CD
imageRUNNER ADVANCE 4245/4245F/4235/4235F/4225/4225F e~ = =7 )L
ACCESS MANAGEMENT SYSTEM {E B BAERL 7RI = AR —Z — AR
iR-ADV &&=V r—Fvh-K1for IEEE 2600.1 7 RI=Ar —Z—H AR
iR-ADV & =2U7 ¢—F kK1 for IEEE 2600.1 Z 3\ MR BRI BHALTZEW
HDD 7 —#i5{b¥ vk 22— —XH AR

Copyright Canonlnc. 2015
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(FE3CA )
imageRUNNER ADVANCE 4200 Series 2600.1 model e-Manual CD (USE Version)
imageRUNNER ADVANCE 4251/4245/4235/4225 e-Manual

ACCESS MANAGEMENT SY STEM Individua Management Configuration Administrator
Guide

imageRUNNER ADVANCE 4200 Series 2600.1 model e-Manual CD (APE Version)
imageRUNNER ADVANCE 4251/4245/4235/4225 e-Manual
ACCESS MANAGEMENT SYSTEM Individua Management Configuration Administrator
Guide
iR-ADV Security Kit-K1 for IEEE 2600.1 Common Criteria Certification Administrator Guide
Before Using theiR-ADV Security Kit-K1 for IEEE 2600.1 Common Criteria Certification
HDD Data Encryption Kit Reference Guide

1.6.2 TOE DOEAHH

TOE Oim B HEIHA 2L T o Figure 3 TR ¥ % (2 —H — 2 — ¥ —38FE Y — /3 — A=/ H—3—,
PC, ZA LW —/R—%[R<) , TOE DX a7 MBI A& TRTHN ThHD,

Figure 3 TOE

PC

| LAN | | LAN | | LAN | | LAN |

TOE

| LAN |

| | | [0

usB

| | | ) FAX

HDD

|T|I|

«--1-
<
<
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TOE 1% 1.5 #= Cit AL/ BERE I N2 LL T O — RIS REA A5,

Ul BRE

A= B SRV E 0T TOE A{ELTZY, TOE 2N SR SRR LI T 5,
ke

TOE M #CHFAH 7175,

FeArIA T HE

TOE 25 CEHEAZ AT 5,

TOE IZ. L T EXxaUT dtexr H 55,

3-“—“&‘_\&‘ HE*)%%
BERSN D NIZL S THFIZ TOE BRI HSVRNIDIT, IEY 7 —F —Z23R5ET 2,

—H—RE . TOE NTC#R uiEﬁ‘élj\?meu REEANA D 2 — W —FBRE Y — X — & HWCRERET 54+
Bnunm%ﬂ_‘j— ]\'a—%) ﬂ‘mlgnun j‘%)nunﬁjiﬁiKefbefOSnu an:%L/< iLDAPnunE“%FHl/\%)

a7 FETT 7 AR IR

RESNTe 2 —H —DHERRIN DT DX NAE A OMERE R EIT TERWIDIIL, 22— —Dur—1|Z
U TR TR BE D FEATE T AT 5,

AT a7 T 7w Al EE

BALEYa7 izt AV eV al v BV EOBEE a7 A LT — Y — CHIFR T
60

A CEVA
ZAELT=Va7 D LAN ~OEE ki35, 777 ATA v A LTI 57012, 777
A NGV a7 OEREE IR 5,

HDD 7 — ¥ 52 214 i RE

Va7 FATRHNERRSNIA A=V T = Z B SN D ZEABI<T20I2, HDD ORAFAA—T T
ZiEE FEELTEREETD

HDD s = biknE

HDD H{KRDOFFH ED, HLLIE, HDD & HDD 7 —# I 5{bRT7—V 7R —R &2 CRib 5D
HDD 5 —Z~D7 7% AT LB HT 572012, HDD 7 —Z I 5{b3T7—V 7 R —Rix. ff
B EN G O DA NVAE BEARRZ R, ELWT PHNVE AR >T2858 D74 HDD 77%
AEFFAIT 5, IHIZ, HDD 7 — X DB ZRF#E T 572912, HDD I[ZHMISID T R TOT —X
il S | A )

LAN 7 —Z LR RE
LAN 7 —ZD IP /Ny h~DA=y 7 7V T RREL T, IP 3y N IPSec (2T 514635
H .7 AMERE
FHEOEX 2T AHERENIER THHZLE | AX—KT v T RFITHREET 5
B o 7 EE

3 CCiHilc BT 5T ARBREE T, Kerberos 583EE L T Active Directory Domain Services %z L 7=,
4 CCFHMIZRIFT AT AMRE Tl LDAP§8AFEEL T eDirectory 8.8 SP7 A FI|HL 7z,
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=P —OHMFEHEE TXLI0ITn7 24/ L, HDD PIZRAFT DHERETHY , HITIRIFS NI
EiAridk e frig, R T&Hd01CTD

a7\ ZFRERS D H IR IX, TOE 2 oitfitsivs, TOE @ H IR iIL, EEREEDFI A, H LU
S A DY — =D IERER H R UG L CREZI R T2 Z L CRES LD,

- EHERE
TP — LB B BT BT D — P — A PR RE L AR L 2 ) T R RE AN U B 1

THDODT INAREHRERETHY , EHIZEHLE O RITHRIEDRESILTND

1.7 TOE ®=—¥#—

TOE ®=—#— (U.USER) (%, UL FD 2O —Y — I TE 5,

Table 3 —Users

Designation Definition
U.USER Any authorized User.
U.NORMAL A User who is authorized to perform User Document Data processing

functions of the TOE.

U.ADMINISTRATOR | A User who has been specifically granted the authority to manage some
portion or al of the TOE and whose actions may affect the TOE security
policy (TSP). Administrators may possess special privileges that provide
capabilities to override portions of the TSP.

1.8 Assets

pEIL. User Data, TSF Data, Functions ® 3fEE T 5.,

1.8.1 User Data

User Datald, =2 — ¥ —I2 Lo TEREN D TOE Dt ¥ 2 U 7  EEICIT B L2 5 2 72T
—ZTh, LLTO2FFAICHIATE 5,

Table 4 — User Data

Designation | Definition

D.DOC User Document Data consist of the information contained in a user's document. This
includes the original document itself in either hardcopy or electronic form, image data, or
residually-stored data created by the hardcopy device while processing an original
document and printed hardcopy output.

D.FUNC User Function Data are the information about a user’s document or job to be processed by
the TOE.

1.8.2 TSF Data

TSF Datalx, TOEDEFx = U T 4 RBICHEL 5 X 5T —XTHY ., LTO 2FHHIZHHE
TX 5,

Table 5 — TSF Data

| Designation | Definition |

Copyright Canonlnc. 2015
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Designation | Definition
D.PROT TSF Protected Data are assets for which alteration by a User who is neither an
Administrator nor the owner of the data would have an effect on the operational security of

the TOE, but for which disclosure is acceptable.

D.CONF TSF Confidential Data are assets for which either disclosure or alteration by a User who is
neither an Administrator nor the owner of the data would have an effect on the operational

security of the TOE.

Copyright Canonlnc. 2015
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A TOE T#¢H TSF DataZz LA Fd Table 6 127”777,
Table 6 — TSF Data @ E{&1t.
AT | TSFTF—# AR BRIFS
D.PROT | =—¥%—%, . — W —i PR RE TR T 5 = — ¥ — k%] | HDD
5
7—/L 772 A HEEERE TR 35— — DO HERRIE ) HDD
ny 77U NR)Y | vy Ty MERBOREEFERTHY, vy T v | HDD
— X E OEFREEE a7 77 SEEE O E R H
INAT— KRR v— | 2—H —FBFRE CRIH T2 32U — RO EN | HDD
X IE HTHY, /N ATU— RE, HEHARESCT, A
B HORITET 5 H O EE )
F—hr 7 ) TERE BIERXLDOE Yy a v ZA LT T NORERERTE | A #H 3
15 AEY
H LR & H £} & ReZl o E 1 RTC
HDD 2 &M £ E | HDD 7 — ¥ e M EERER EEHR TH Y MEDAH | K 3
HENALIZ B3 D 3% Ef AEY
IPSec i & LAN 7 — Z (REKEEICBE T X ETHR TH 0 | HEE | R %
DA NN B3 5 3% EE AEY
D.CONF | Sz T — | a2 — Y BRI EE TR 9 5 = — Y — D FREE | HDD
15
o s Efo JHECTAkEns e/ HDD
Ry 7 ARGRES & BeANv a7 772 ARIEBERE CRIH TS, =2—%—7&K | HDD
AR VAT AR YT ANDT 7 AR
T DR v 7 AgEORREE 5
1.8.3 Functions
Table 7 12 =31 BE
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2 Conformance claims

2.1 CC Conformance claim

Z® ST 1%, LL F® Common Criteria (LL T, CC &M&3) IS T 5,

- Common Criteria version: Version 3.1 Release 4
- Common Criteria conformance: Part 2 extended and Part 3 conformant
- Assurance level: EAL3 augmented by ALC_FLR.2

2.2 PP claim, Package claim

ZO ST L, BLF O PPIZiE AT 5,
- Title :2600.1, Protection Profile for Hardcopy Devices, Operational Environment A
- Version : 1.0, dated June 2009

ZD ST X, LLFd SFR Packages # 4. 1BI1TH5,
- 2600.1-PRT i &
- 2600.1-SCN i A
- 2600.1-CPY i A

oy

oy

- 2600.1-FAX jii

- 2600.1-DSR i
B

- 2600.1-SMI B0

op

op

- 2600.1-NVS

2.3 SFR Packages
2.3.1 SFR Packages reference

Title: 2600.1-PRT, SFR Package for Hardcopy Device Print Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL 3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as printers, paper-based fax machines, and
MFPs) that perform a printing function in which electronic document input is converted to physical document
output.

Title: 2600.1-SCN, SFR Package for Hardcopy Device Scan Functions, Operational Environment A
Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as scanners, paper-based fax machines, and
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MFPs) that perform a scanning function in which physical document input is converted to electronic document
output.

Title: 2600.1-CPY, SFR Package for Hardcopy Device Copy Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC_FLR.2

Usage: This Protection Profile shall be used for HCD products (such as copiers and MFPs) that perform a copy
function in which physical document input is duplicated to physical document output.

Title: 2600.1-FAX, SFR Package for Hardcopy Device Fax Functions, Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as fax machines and MFPs) that perform a
scanning function in which physical document input is converted to a telephone-based document facsimile (fax)
transmission, and a printing function in which a telephone-based document facsimile (fax) reception is converted
to physical document output.

Title: 2600.1-DSR, SFR Package for Hardcopy Device Document Storage and Retrieval (DSR) Functions,
Operational Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products (such as MFPs) that perform a document storage and
retrieval feature in which a document is stored during one job and retrieved during one or more subsequent jobs.

Title: 2600.1-NV'S, SFR Package for Hardcopy Device Nonvolatile Storage Functions, Operationa Environment
A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for products that provide storage of User Dataor TSF Datain a
nonvolatile storage device (NV'S) that is part of the evaluated TOE but is designed to be removed from the TOE
by authorized personnel. This package applies for TOEs that provide the ability to protect data stored on
Removable Nonvolatile Storage devices from unauthorized disclosure and modification. If such protection is
supplied only by the TOE environment, then this package cannot be claimed.

Title: 2600.1-SMI, SFR Package for Hardcopy Device Shared-medium Interface Functions, Operational
Environment A

Package version: 1.0, dated June 2009

Common Criteria version: Version 3.1 Revision 2

Common Criteria conformance: Part 2 extended and Part 3 conformant

Package conformance: EAL3 augmented by ALC FLR.2

Usage: This SFR package shall be used for HCD products that transmit or receive User Data or TSF Dataover a
communications medium which, in conventional practice, is or can be simultaneously accessed by multiple users,
such as wired network media and most radio frequency wireless media. This package applies for TOEs that
provide atrusted channel function allowing for secure and authenticated communication with other IT systems.
If such protection is supplied by only the TOE environment, then this package cannot be claimed.
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2.3.2 SFR Package functions

Functions perform processing, storage, and transmission of data that may be present in HCD products.
The functions that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 7:

Table 7 —SFR Package functions

Designation | Definition

F.PRT Printing: a function in which electronic document input is converted to physical document
output

F.SCN Scanning: a function in which physical document input is converted to electronic
document output

F.CPY Copying: afunction in which physical document input is duplicated to physical document
output

F.FAX Faxing: a function in which physical document input is converted to a telephone-based

document facsimile (fax) transmission, and a function in which a telephone-based
document facsimile (fax) reception is converted to physical document output

F.DSR Document storage and retrieval: a function in which a document is stored during one job
and retrieved during one or more subsequent jobs
F.NVS Nonvolatile storage: afunction that stores User Data or TSF Data on a nonvolatile storage

device that is part of the evaluated TOE but is designed to be removed from the TOE by
authorized personnel

F.SMI Shared-medium interface: afunction that transmits or receives User Data or TSF Data over
a communications medium which, in conventional practice, is or can be simultaneously
accessed by multiple users, such as wired network media and most radio-frequency
wireless media

2.3.3 SFR Package attributes

When a function is performing processing, storage, or transmission of data, the identity of the function is
associated with that particular data as a security attribute. This attribute in the TOE model makes it possible
to distinguish differences in Security Functional Requirements that depend on the function being performed.
The attributes that are allowed, but not required in any particular conforming Security Target or Protection
Profile, arelisted in Table 8:

Table 8 —SFR Package attributes

Designation | Definition

+PRT Indicates data that are associated with a print job.

+SCN Indicates data that are associated with a scan job.

+CPY Indicates data that are associated with a copy job.

+FAXIN Indicates data that are associated with an inbound (received) fax job.

+FAXOUT | Indicates data that are associated with an outbound (sent) fax job.

+DSR Indicates data that are associated with a document storage and retrieval job.

+NVS Indicates data that are stored on a nonvolatile storage device.

+SMI Indicates data that are transmitted or received over a shared-medium
interface.

2.4 PP Conformance rationale

TOE X, FOXNE LMD FE e ThHat —  FUR, Ax v ), 777 ADOMERITINZ . SCEMR
FFH%HE . HDD W 7{bHERE, LAN 7 —Z DI 5L REZ 240+ 22 L, 2.2 D PP claim, Package
claim (25135 PP 2% STV 59T 0 SFR Packages |2l &9 5 Z &30 8 Th 5,

PLFIZ, 783 _T?D SFR Packages )i L7- PP & Z ™ ST Z bl L Tu <,
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%9, Security Problem Definition [ZBJ L C, PP & ST % [z 5L, LLFD OSP 21V & DiBIL T

WHLSMIFRIC TS5,

P.HDD.ACCESS.AUTHORIZATION
ZhUE EABREAHL WO TIEARL, TOE Z#iIL Tu% OSP Tih D,

BT, LA RSN 5,
- STO®F 2T AREEREW -7 T X CTOTOEL, PPOEX 27 48 E
- PPOBX 2T AR EE R A -9 X COEMAREIL, STOYX U7 (iR EE

EHIHZL TS
EFHIH-L QD

WIZ, Objective (ZBI LT, PP & ST % ki3 5L, LU T Objective & O & DiBINL TWOBIEMLIA]
CThHoD,

O.HDD.ACCESS AUTHORISED
Z U, TOE ZHil#IL T\ 5% Objective THhd,
o> T, LR DIRALT D,

- STOTOED X 2T (65 F#12i7=9 T X CHOTOEIL, PPOTOED X 2V T (x5 T #Ib - L
TW5

- PPOIERBRBEO X 27 3R #2723 X CoEHERBE X, STOEHER
R EOMZL TS

BEDO¥X 2T 1%f

(2. BEREZEMRICEA L C, PP & ST % Lth#sd 5L, Table 9 D)
N TOMEREEMIZKIEL T, 612 ST TIEREE N BINESH TW5,

Table 9 —PP. ST TOMSREE kIR

\Z 78 SFR Packages & 69

PP_Package PP ST
Common FAU_GEN.1 FAU_GEN.1

Common FAU_GEN.2 FAU_GEN.2

Common FAU_SAR.1 FAU_SAR.1

Common FAU_SAR.2 FAU_SAR.2

Common FAU_STG1 FAU_STG1

Common FAU_STG4 FAU_STG4

Common FDP_ACC.1(a) FDP_ACC.1(delete-job)
Common FDP_ACC.1(b) FDP_ACC.1(exec-job)
Common FDP_ACF.1(a) FDP_ACF.1(delete-job)
Common FDP_ACF.1(b) FDP_ACF.1(exec-job)
Common FDP_RIP1 FDP_RIP1

Common FIA_ATD.1 FIA_ATD.1

Common FIA_UAU.1 FIA_UAU.1

Common FIA_UID.1 FIA_UID.1

Common FIA_USB.1 FIA_USB.1

Common FMT_MSA.1(a) FMT_MSA.1(delete-job)
Common FMT_MSA.3(a) FMT_MSA.3(del ete-job)
Common FMT_MSA.1(b) FMT_MSA.1(exec-job)
Common FMT_MSA.3(b) FMT_MSA.3(exec-job)
Common FMT_MTD.1(FMT_MTD.1.1(8)) | FMT_MTD.1(device-mgt)
Common FMT_MTD.1(FMT_MTD.1.1(b)) | FMT_MTD.1(user-mgt)
Common FMT_SMFE.1 FMT_SMF.1

Common FMT_SMR.1 FMT_SMR.1

Common FPT_STM.1 FPT_STM.1

Common FPT_TST.1 FPT_TST.1
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PP_Package PP ST
Common FTA_SSL.3 FTA_SSL.3(lui), FTA_SSL.3(rui)
PRT FDP_ACC.1 FDP_ACC.1(in-job)
PRT FDP_ACF.1 FDP_ACF.1(in-job)
SCN FDP_ACC.1 FDP_ACC.1(in-job)
SCN FDP_ACF.1 FDP_ACF.1(in-job)
CPY FDP_ACC.1 FDP_ACC.1(in-job)
CPY FDP_ACF.1 FDP_ACF.1(in-job)
FAX FDP_ACC.1 FDP_ACC.1(in-job)
FAX FDP_ACF.1 FDP_ACF.1(in-job)
DSR FDP_ACC.1 FDP_ACC.1(in-job)
DSR FDP_ACF.1 FDP_ACF.1(in-job)
NVS FPT_CIP_EXP1 FPT_CIP_EXP1
SMI FAU_GEN.1 FAU_GEN.1

SMI FPT_FDI_EXP1 FPT_FDI_EXP1
SMI FTP_ITC.1 FTP_ITC.1
Common - FIA_AFL.1
Common FIA_SOS.1
Common FIA_UAU.7

NVS FCS_COPR1(h)

NVS SMI FCS CKM.1

SMI FCS_COP1(n)

SMI FCS CKM.2

NVS FPT_PHP1

PP TiX., FDP_ACF1@iZH\\ T, +FAXIN @ D.DOC @ Deete, +FAXIN @ D.FUNC @ Delete (Z
%F9" % Subject # UNORMAL & LT\ %78, ST CiE FDP_ACF.1(delete-job)iZ 35U C. Subject %
U.ADMINISTRATOR & L. U.NORMAL @ Access Control rule % Denied] & L TW5, 7=, PP
T, FDP_ACC.1 {2\ T, +FAXIN ® D.DOC @ Read |Z%t3 % Subject % UINORMAL & LT\
%M. ST Tl FDP_ACC.1(in-job)lZ 3\ C., Read [ %9 % Subject # U.ADMINISTRATOR & L.
U.NORMAL @ Access Control rule Z Denied] & LT\ 5,

B3R U7 ST OREREZEEDEI Y 417 1% Delete X° Read #JHE7: Subject D &A% 52, U.NORMAL D
7 7 & AR[HETR Object 272 < TEID 17 TH Y . PP OMSEEEM: X v LHIIRAYZR T 7 & Al 247

STWHEF R D,

PP Ti%. FDP_ACF1(@iZ3 T, +FAXIN ® D.FUNC @ Modify (Zx9 % Subject 2 U.NORMAL
L LTWAHH, ST Tlid FDP_ACF.1(delete-job)iZ 35T, Subject 2 U.User & L, Access Control rule
% [Denied] £ LTW5,

ST DFEREZTDEN D AT IL AKREDOFIH &2 £ D Subject (2 %

PP OREREZELIE L 0 HHIRANZR T 7 £ 2l 24T > TS & F R D,

VI EDOFBH XY, ST T

TR THDHEWVWZ D,

T, AR ARRNET 5,
- STOSFRZ7-9 4 X COHOTOEIL, PPOSFRL 7L TV 5

F7z. ST DIRFEEIT PP OIRGEES ;LA C THD,
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PLEZEY, 20 ST 1% PP IZHHEL T, TOE (2[RI L EOHIRAZFRL . TOE OEHERERIZFRZELL T O
HIFRZFRL T,

ST, 2D STIX PPEZEFE S L TW5,
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3 Security Problem Definition

3.1

3.2

Notational conventions

Defined termsin full form are set in title case (for example, “Document Storage and Retrieval”).
Defined terms in abbreviated form are set in all caps (for example, “DSR”).

In tables that describe Security Objectives rationale, a checkmark (“v™) place at the intersection
of a row and column indicates that the threat identified in that row is wholly or partialy
mitigated by the objective in that column.

In tables that describe completeness of security requirements, abold typeface letter “P’ placed at
the intersection of a row and column indicates that the requirement identified in that row
performs a principal fulfillment of the objective indicated in that column. A letter “S” in such an
intersection indicates that it performs a supporting fulfillment.

In tables that describe the sufficiency of security requirements, a bold typeface requirement
name and purpose indicates that the requirement performs a principal fulfillment of the objective
in the same row. Requirement names and purposes set in normal typeface indicate that those
requirements perform supporting fulfillments.In specifications of Security Functiona
Requirements (SFRs):

Bold typeface indicates the portion of an SFR that has been completed or refined in this
Protection Profile, relative to the origind SFR definition in Common Criteria Part 2 or an
Extended Component Definition.

Italic typeface indicates the portion of an SFR that must be completed by the ST Author in a
conforming Security Target.

Bold italic typeface indicates the portion of an SFR that has been partially completed or
refined in this Protection Profile, relative to the original SFR definition in Common Criteria Part
2 or an Extended Component Definition, but which also must be completed by the ST Author in
aconforming Security Target.

The following prefixes are used to indicate different entity types:

Table 10— Notational prefix conventions

Pr efix Type of entity

u. User

D. Data
F. Function

T. Threat
P. Policy

A. | Assumption

0. | Objective

OE. | Environmental objective
+ Security attribute

Threats agents
This security problem definition addresses threats posed by four categories of threat agents:

a) Persons who are not permitted to use the TOE who may attempt to use the TOE

b) Persons who are authorized to use the TOE who may attempt to use TOE functions for which they
are not authorized.

¢) Persons who are authorized to use the TOE who may attempt to access data in ways for which they
not authorized.
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d) Persons who unintentionally cause a software malfunction that may expose the TOE to unanticipated
threats.

The threats and policies defined in this Protection Profile address the threats posed by these threat agents.
3.3 Threats to TOE Assets

This section describes threats to assets described in clause 1.8.
Table 11—Threats to User Data for the TOE

Threat Affected asset | Description

T.DOC.DIS D.DOC User Document Data may be disclosed to unauthorized persons
T.DOCALT D.DOC User Document Data may be altered by unauthorized persons
T.FUNCALT | D.FUNC User Function Data may be altered by unauthorized persons

Table 12—Threats to TSF Data for the TOE

Threat Affected asset | Description

T.PROT.ALT D.PROT TSF Protected Data may be altered by unauthorized persons
T.CONF.DIS D.CONF TSF Confidential Data may be disclosed to unauthorized persons
T.CONF.ALT D.CONF TSF Confidential Data may be altered by unauthorized persons

3.4 Organizational Security Policies

This section describes the Organizational Security Policies (OSPs) that apply to the TOE. OSPs are used
to provide a basis for Security Objectives that are commonly desired by TOE Owners in this operational
environment but for which it is not practical to universally define the assets being protected or the threats to
those assets.

Table 13—Organizational Security Policies

Name Definition

P.USER.AUTHORIZATION To preserve operational accountability and security, Users will be
authorized to use the TOE only as permitted by the TOE Owner

P.SOFTWARE.VERIFICATION To detect corruption of the executable code in the TSF, procedures
will exist to self-verify executable code in the TSF

P.AUDIT.LOGGING To preserve operational accountability and security, records that
provide an audit trail of TOE use and security-relevant events will
be created, maintained, and protected from unauthorized
disclosure or ateration, and will be reviewed by authorized
personnel

P.INTERFACE.MANAGEMENT To prevent unauthorized use of the external interfaces of the TOE,
operation of those interfaces will be controlled by the TOE and its
IT environment

P.HDD.ACCESS. AUTHORIZATION To prevent access TOE assets in the HDD with connecting the
other HCDs, TOE will have authorized access the HDD data.

3.5 Assumptions

The Security Objectives and Security Functional Requirements defined in subsequent sections of this Protection
Profile are based on the condition that all of the assumptions described in this section are satisfied.

Table 14—Assumptions

Assumption Definition

A.ACCESSMANAGED | The TOE islocated in arestricted or monitored environment that provides
protection from unmanaged access to the physical components and data
interfaces of the TOE.
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Assumption Definition

A.USER.TRAINING TOE Users are aware of the security policies and procedures of their
organization, and are trained and competent to follow those policies and
procedures.

A.ADMIN.TRAINING | Administrators are aware of the security policies and procedures of their
organization, are trained and competent to follow the manufacturer’ s guidance
and documentation, and correctly configure and operate the TOE in accordance
with those policies and procedures.

A.ADMIN.TRUST Administrators do not use their privileged access rights for malicious purposes.
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4  Security Objectives

4.1  Security Objectives for the TOE

ZDETIL, TOED-+_R&tvXx 2T ¢ kEHFEHIE L TEoR T %,
Table 15— Security Objectives for the TOE

Objective Definition

O.DOC.NO_DIS The TOE shall protect User Document Data from unauthorized
disclosure.

O.DOC.NO_ALT The TOE shall protect User Document Data from unauthorized
alteration.

O.FUNC.NO_ALT The TOE shall protect User Function Data from unauthorized
ateration.

O.PROT.NO_ALT The TOE shall protect TSF Protected Data from unauthorized
ateration.

O.CONF.NO_DIS The TOE shall protect TSF Confidential Data from unauthorized
disclosure.

O.CONF.NO_ALT The TOE shall protect TSF Confidential Data from unauthorized
alteration.

O.USER.AUTHORIZED The TOE shall require identification and authentication of Users,

and shall ensure that Users are authorized in accordance with
security policies before allowing them to use the TOE.
O.INTERFACE.MANAGED The TOE shall manage the operation of external interfacesin
accordance with security policies.

O.SOFTWARE.VERIFIED The TOE shall provide procedures to self-verify executable code
in the TSF.

O.AUDIT.LOGGED The TOE shall create and maintain alog of TOE use and
security-relevant events, and prevent its unauthorized disclosure
or dteration.

O.HDD.ACCESS. AUTHORISED The TOE shall protect TOE assets in the HDD from accessing
without the TOE authorization.

4.2  Security Objectives for the IT environment

ZOETIE, ITREOEX 2 U 7 4 xR FFHIBE L itk 4 5,

Table 16— Security Objectives for the IT environment

Objective Definition

OE.AUDIT_STORAGE.PROTECTED | If audit records are exported from the TOE to another trusted I T
product, the TOE Owner shall ensure that those records are
protected from unauthorized access, deletion and modifications.
OE.AUDIT_ACCESS.AUTHORIZED | If audit records generated by the TOE are exported from the
TOE to another trusted IT product, the TOE Owner shall ensure
that those records can be accessed in order to detect potential
security violations, and only by authorized persons
OE.INTERFACE.MANAGED The T environment shall provide protection from unmanaged
access to TOE external interfaces.

4.3  Security Objectives for the non-IT environment

ZOFETE, FITEEOEX 22U 7 4 X RGEHIE L TRiik T 5,
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Table 17— Security Objectives for the non-IT environment

Objective

Definition

OE.PHYSICAL.MANAGED

The TOE shall be placed in a secure or monitored area that
provides protection from unmanaged physical access to the TOE.

OE.USER. AUTHORIZED

The TOE Owner shall grant permission to Users to be authorized
to use the TOE according to the security policies and procedures
of their organization.

OE.USER.TRAINED

The TOE Owner shall ensure that Users are aware of the security
policies and procedures of their organization, and have the
training and competence to follow those policies and procedures.

OE.ADMIN.TRAINED

The TOE Owner shall ensure that TOE Administrators are aware
of the security policies and procedures of their organization, have
the training, competence, and time to follow the manufacturer’s
guidance and documentation, and correctly configure and operate
the TOE in accordance with those policies and procedures.

OE.ADMIN.TRUSTED

The TOE Owner shall establish trust that TOE Administrators
will not use their privileged access rights for malicious purposes.

OE.AUDIT.REVIEWED

The TOE Owner shall ensure that audit logs are reviewed at
appropriate intervals for security violations or unusual patterns of

activity.

4.4

Security Objectives rationale

ZOFETIE, BX a2 VT &K ITEE (Security Objectives) DOARHLIZE L Citik 45,

Table 18—Completeness of Security Objectives
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Threats. Policies, and Assumptions |0 |o|o|olololololololololo|lololololololo
T.DOC.DIS v v v
T.DOC.ALT v v |V
T.FUNC.ALT v v |V
T.PROT.ALT v v |V
T.CONF.DIS v v |V
T.CONFALT vIiv|v
P.USER.AUTHORIZATION vV
P.SOFTWARE.VERIFICATION v
P.AUDIT.LOGGING v viIvi|vY
P.INTERFACE.MANAGEMENT v v
P.HDD.ACCESS.AUTHORIZATION v
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. . QoL /OO 2|W|2 <L |w|w|w|/=|w|u|wwuw
Threats. Policies, and Assumptions |0 |o| o |o|lololololololololo|lololololololo
A.ACCESS.MANAGED v
A.ADMIN.TRAINING v
A.ADMIN.TRUST v
A.USER.TRAINING 4

Table 19—Sufficiency of Security Objectives

Threats. Policies, and
Assumptions

Summary

Objectivesand rationale

T.DOC.DIS

User Document Data may be
disclosed to unauthorized
persons

0O.DOC.NO_DIS protects D.DOC from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.DOCALT

User Document Data may be
atered by unauthorized persons

O.DOC.NO_ALT protects D.DOC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.FUNCALT

User Function Data may be
altered by unauthorized persons

O.FUNC.NO_ALT protects D.FUNC from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

T.PROT.ALT

TSF Protected Data may be
atered by unauthorized persons

O.PROT.NO_ALT protects D.PROT from
unauthorized ateration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization
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T.CONF.DIS

TSF Confidential Data may be
disclosed to unauthorized
persons

O.CONF.NO_DIS protects D.CONF from
unauthorized disclosure

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER.AUTHORIZED establishes
responsibility of the TOE Owner to appropriately
grant authorization

T.CONF.ALT

TSF Confidential Data may be
atered by unauthorized persons

O.CONF.NO_ALT protects D.CONF from
unauthorized alteration

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization

OE.USER. AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.USER.AUTHORIZ
ATION

Userswill be authorized to use
the TOE

O.USER.AUTHORIZED establishes user
identification and authentication as the basis for
authorization to use the TOE

OE.USER.AUTHORIZED establishes
responsihility of the TOE Owner to appropriately
grant authorization

P.SOFTWARE.VERIF
ICATION

Procedures will exist to
self-verify executable code in
the TSF

O.SOFTWARE.VERIFIED provides procedures
to self-verify executable codein the TSF

P.AUDIT.LOGGING

An audit trail of TOE use and
security-relevant events will be
created, maintained, protected,
and reviewed.

O.AUDIT.LOGGED creates and maintains alog
of TOE use and security-relevant events, and
prevents unauthorized disclosure or alteration

OE.AUDIT_STORAGE.PROTECTED protects
exported audit records from unauthorized access,
deletion and modifications

OE.AUDIT_ACCESS.AUTHORIZED
establishes responsibility of, the TOE Owner to
provide appropriate access to exported audit
records

OE.AUDIT.REVIEWED establishes
responsibility of the TOE Owner to ensure that
audit logs are appropriately reviewed

P.HDD.ACCESS AUT
HORIZATION

To prevent access TOE assetsin
the HDD with connecting the
other HCDs, TOE will have
authorized access the HDD data.

O.HDD.ACCESS.AUTHORISED protects TOE
assets in the HDD from accessing without the
TOE authorization.

P.INTERFACE.MAN

Operation of external interfaces

O.INTERFACE.MANAGED manages the

AGEMENT will be controlled by the TOE operation of external interfacesin accordance
and itsIT environment . with security policies
OE.INTERFACE.MANAGED establishes a
protected environment for TOE external
interfaces
A.ACCESSMANAG | The TOE environment provides | OE.PHYSICAL.MANAGED establishesa
ED protection from unmanaged protected physical environment for the TOE

access to the physical
components and data interfaces
of the TOE.

A.ADMIN.TRAININ
G

TOE Users are aware of and
trained to follow security
policies and procedures

OE.ADMIN.TRAINED establishes
responsibility of the TOE Owner to provide
appropriate Administrator training.
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A.ADMIN.TRUST

Administrators do not use their
privileged access rights for
malicious purposes.

OE.ADMIN.TRUST establishes responsibility of
the TOE Owner to have atrusted relationship
with Administrators.

A.USER.TRAINING

Administrators are aware of and
trained to follow security
policies and procedures

OE.USER.TRAINED establishes responsibility
of the TOE Owner to provide appropriate User
training.
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5 Extended components definition (APE_ECD)

This Protection Profile defines components that are extensions to Common Criteria 3.1 Release 2, Part 2. These
extended components are defined in the Protection Profile but are used in SFR Packages, and therefore, are
employed only in TOEs whose STs conform to those SFR Packages.

5.1 FPT_CIP_EXP Confidentiality and integrity of stored data
Family behaviour:

This family defines requirements for the TSF to protect the confidentiality and integrity of both TSF and user
data.

Confidentiality and integrity of stored data is important security functionality in the case where the storage
container is not, or not always, in a protected environment. Confidentiality and integrity of stored data is often
provided by functionality that the TSF uses for both TSF and user data in the same way. Examples are full disk
encryption functions, where the TSF stores its own data as well as user data on the same disk. Especialy when a
disk is intended to be removable and therefore may be transported into an unprotected environment, this
becomes a very important functionality to achieve the Security Objectives of protection against unauthorized
access to information.

Component leveling:

FPT_CIP_EXP.1 Confidentiality and integrity of stored data 1

FPT_CIP_EXP.1 Confidentiality and integrity of stored data, provides for the protection of user and TSF data
stored on a storage container that cannot be assumed to be protected by the TOE environment.

Management: FPT_CIP_EXP.1

The following actions could be considered for the management functionsin FMT:
a) Management of the conditions under which the protection function is activated or used;
b) Management of potential restrictions on the allowance to use this function.

Audit: FPT_CIP_EXP.1

The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

a) Basic: failure condition that prohibits the function to work properly, detected attempts to bypass this
functionality (e. g. detected modifications).

FPT_CIP_EXP.1 Confidentiality and integrity of stored data

Hierarchical to: No other components.
Dependencies: No dependencies
FPT CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: media used
to store the datal.

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
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[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: media used to store the datal.

Rationale:

The Common Criteria defines the protection of user datain its FDP class and the protection of TSF data in its
FPT class. Although both classes contain components that define confidentiality protection and integrity
protection, those components are defined differently for user data and TSF data and therefore are difficult to use
in cases where a TOE provides functionality for the confidentiality and integrity for both types of data in an
identical way.

This Protection Profile defines an extended component that combines the confidentiality and integrity protection
for both types of data in a single component. The authors of this Protection Profile view this as an approach that
simplifies the statement of security functional requirements significantly and therefore enhances the readability
and applicability of this Protection Profile. Therefore, the authors decided to define an extended component to
address this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since it is intended to protect data that are exported to storage media, and in particular,
storage media that might be removable from the TOE, the authors believed that it was most appropriate to place
it in the FPT class. It did not fit well in any of the existing families in either class, and this led the authors to
define anew family with just one member.

5.2 FPT_FDI_EXP Restricted forwarding of data to external interfaces
Family behaviour:

This family defines requirements for the TSF to restrict direct forwarding of information from one external
interface to another external interface.

Many products receive information on specific external interfaces and are intended to transform and process this
information before it is transmitted on another external interface. However, some products may provide the
capability for attackers to misuse externa interfaces to violate the security of the TOE or devices that are
connected to the TOE's external interfaces. Therefore, direct forwarding of unprocessed data between different
external interfaces is forbidden unless explicitly allowed by an authorized administrative role. The family
FPT_FDI_EXP has been defined to specify this kind of functionality.

Component leveling:

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces 1

FPT_FDI_EXP.1 Redtricted forwarding of data to external interfaces, provides for the functionality to require
TSF controlled processing of data received over defined external interfaces before these data are sent out on
another external interface. Direct forwarding of data from one external interface to another one requires explicit
allowance by an authorized administrative role.

Management: FPT_FDI_EXP.1
The following actions could be considered for the management functionsin FMT:

a) Definition of therole(s) that are allowed to perform the management activities;

b) Management of the conditions under which direct forwarding can be allowed by an administrative
role;

¢) Revocation of such an allowance.
Audit: FPT_FDI_EXP.1
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The following actions should be auditable if FAU_GEN Security Audit Data Generation is included in the
PP/ST:

There are no auditable events foreseen.
Rationale:

Quite often a TOE is supposed to perform specific checks and process data received on one externa interface
before such (processed) data are allowed to be transferred to another external interface. Examples are firewall
systems but also other systems that require a specific work flow for the incoming data before it can be
transferred. Direct forwarding of such data (i. e. without processing the data first) between different external
interfaces is therefore afunction that —if allowed at al — can only be allowed by an authorized role.

It has been viewed as useful to have this functionality as a single component that allows specifying the property
to disallow direct forwarding and require that only an authorized role can allow this. Since thisis a function that
is quite common for anumber of products, it has been viewed as useful to define an extended component.

The Common Criteria defines attribute-based control of user data flow in its FDP class. However, in this
Protection Profile, the authors needed to express the control of both user data and TSF data flow using
administrative control instead of attribute-based control. It was found that using FDP_IFF and FDP_IFC for this
purpose resulted in SFRs that were either too implementation-specific for a Protection Profile or too unwieldy
for refinement in a Security Target. Therefore, the authors decided to define an extended component to address
this functionality.

This extended component protects both user data and TSF data, and it could therefore be placed in either the
FDP or FPT class. Since its purpose is to protect the TOE from misuse, the authors believed that it was most
appropriate to place it in the FPT class. It did not fit well in any of the existing families in either class, and this
led the authors to define a new family with just one member.

FPT_FDI_EXP.1 Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions
FMT_SMR.1 Security roles.

FPT_FDI_EXP.1.1 The TSF shall provide the capability to restrict data received on
[assignment: /ist of external interfaces] from being forwarded without further
processing by the TSF to [assignment: /ist of external interfaces.
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6 Security requirements

ZDETIE, TOEDOEXx = U7 ¢ F{f (security requirements) (2B L Criilk 95,

6.1  Security functional requirements

ZOETIE, TOEDO X = U7 1 FEREZ{F: (security functional requirements) (2B L TRtk 3%,
W, IR —F FERBIEROBEETD L A NADOBAD () EEIT, BV IELOBRIEEZRTIERB T
ZRLTWD,

6.1.1 =—¥—RiEinE

FIA_AFL.1 Authentication failure handling
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [selection: [assignment: positive integer number], an
administrator configurable positive integer withinfassignment: range of acceptable
valuesj] unsuccessful authentication attempts occur related to [assignment: /ist of
authentication events).
[selection: [fassignment: positive integer number], an administrator configurable

positive integer withinfassignment. range of acceptable values]
L] an administrator configurable positive integer within 1 to 10

[assignment: /ist of authentication events]
. BE 2L LRV E— N Ul Zffislzn /A 31T

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall [assignment: /ist of actions].

[selection: met, surpassed]
. met

[assignment: /ist of actions]
. 2y 77Uk
FIA_ATD.1 User attribute definition
Hierarchical to: No other components.
Dependencies: No dependencies

FIA_ATD.1.1 The TSF shall maintain the following list of security attributes belonging to
individual users: [assignment: /ist of security attributes].

[assignment: /ist of security attributes]
. P-4, m—
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FIA_UAU.1.2

FIA_UAU.7

FIA_UAU.7.1

FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2
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Timing of authentication

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is authenticated.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

. IV Cad T IR aT 1 TR a7 DN

The TSF shall require each user to be successfully authenticated before allowing
any other TSF-mediated actions on behalf of that user.

Protected authentication feedback
Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

The TSF shall provide only [assignment: /ist of feedback] to the user while the
authentication is in progress.

[assignment: /ist of feedback]
*

Timing of identification

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall allow [assignment: /ist of TSF-mediated actions that do not conflict

with access-controlled Functions of the TOE] on behalf of the user to be performed

before the user is identified.

[assignment: /ist of TSF-mediated actions that do not conflict with
access-controlled Functions of the TOE]

] TVNoad Ty IARaT 1 T IR a7 DA

The TSF shall require each user to be successfully identified before allowing any
other TSF-mediated actions on behalf of that user.
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User-subject binding
Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

The TSF shall associate the following user security attributes with subjects acting
on the behalf of that user: [assignment: /ist of user security attributes].

[assignment: /ist of user security attributes]
. =4, m—L

The TSF shall enforce the following rules on the initial association of user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
initial association of attributes].

[assignment: rules for the initial association of attributes]
= L

The TSF shall enforce the following rules governing changes to the user security
attributes with the subjects acting on behalf of users: [assignment: rules for the
changing of attributes].

[assignment: rules for the changing of attributes]
. L

FTA_SSL.3(lui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(lui) The TSF shall terminate an interactive session after a [assignment: time

interval of user inactivity].

[assignment: time interval of user inactivity]
. BB SRV B R L 22V REEDS | BOE e[t

FTA_SSL.3(rui) TSF-initiated termination

Hierarchical to: No other components.

Dependencies: No dependencies.

FTA_SSL.3.1(rui) The TSF shall terminate an interactive session after a [assignment: #/ime

interval of user inactivity].

[assignment: time interval of user inactivity]
. UE— b Ul ZHAE L7V RAEAS, 15 4y [l
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6.1.2 Tay ETT AR
FMT_MSA.1(exec-job) Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment: other
ogperations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles].

[assignment: access control SFP(s), information flow control SFP(s)]
. 7L

[selection: change default, query, modify, delete, [assignment: other operations]]
] query, modify, delete, create

[assignment: /ist of security attributes]
. o —/)

[assignment: the authorised identified roles]
. U.ADMINISTRATOR

FMT_MSA.3(exec-job) Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1(exec-job) The TSF shall enforce the TOE Function Access Control Policy,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
. L

[selection, choose one of: restrictive, permissive, [assignment: other property]]
= Restrictive

[refinement]
L] TOE Function Access Control Policy — TOE Function Access Control SFP

FMT_MSA.3.2(exec-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
L] Nobody
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FDP_ACC.1(exec-job) Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1(exec-job)  The TSF shall enforce the TOE Function Access Control SFP on users
as subjects, TOE functions as objects, and the right to use the functions as
operations.

FDP_ACEF.1(exec-job) Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(exec-job) The TSF shall enforce the TOE Function Access Control SFP to objects
based on the following: users and [assignment: /ist of TOE functions and the
security attribute(s) used to determine the TOE Function Access Control SFA,.

[assignment: /ist of TOE functions and the security attribute(s) used to determine
the TOE Function Access Control SFF]
= objects controlled under the TOE Function Access Control SFP in Table 20,
and for each, the indicated security attributes in Table 20.

FDP_ACF.1.2(exec-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: [selection: the user is
explicitly authorized by U.ADMINISTATOR to use a function, a user that is
authorized to use the TOE is automatically authorized to use the functions
[assignment: /ist of functions], [assignment: other conditions]].

[selection: the user is explicitly authorized by U.ADMINISTATOR fo use a
function, a user that is authorized to use the TOE is automatically authorized to
use the functions [assignment: /ist of functions], [assignment: other conditions]]

. [assignment: other conditions]

[assignment: other conditions]
. rules specified in the TOE Function Access Control SFP in Table 20
governing access among controlled users as subjects and controlled objects using
controlled operations on controlled objects

FDP_ACF.1.3(exec-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: the user acts in the role U. ADMINISTRATOR,
[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects].

[assignment: other rules, based on security attributes, that explicitly authorise
access of subjects to objects]
= L

FDP_ACF.1.4(exec-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].
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[assignment: rules, based on security attributes, that explicitly deny access of

subjects to objects]

L

Table 20—TOE Function Access Control SFP

Object Attribute Operation(s) | Subject | Attribute | Accesscontrol rule
i D . L .
Sg’;"; o Object o J& {12 %L C Subject
X277V h) | +PRT U oar e | JUSER | B— PDr—/L 73 Operation Z #F Al 4L
P 7-a—/LThb
17T
i D . " .
+CPY (F?gjr?tcetr A Object @ B IEIZ%L T Subject
Fap e e U ono g UUSER | m—/L Dr—/L7)% Operation % #F A S4
P 7-a—/LThbH
17
sson Sg’r?tc; z»:»%u;? Object ™ J& 1= %F LT Subject
[ 2%y +DSR Ui a7 % U.USER | =—/L Dr—/LH% Operation Z# A S 41
i 7=a— L Thb
17T
Sg‘ric; %ug Object ™ J&MEiz%FLC Subject
(777 A) +FAXOUT Ui ogo g | VUSER | B Dr—/L7H% Operation A& Al &L
i 7-a— L ThHbH
17
Sg’r?tc; ﬁug Object o J& {12 %L C Subject
(2R A +EAXIN Ui a7 UUSER | —/L Dr—/LH Operation Z 7 RIS 4L
i 7-o— /L ThHBH
17
Object D . N .
. Object @ B IEIZ%L T Subject
r LOF | .
Hﬁﬁﬁw’ P ipsr EO;L[“i ;@J;@ UUSER | m—1 DE— /L7 Operation %7 ATS AL
P 7-a—/LThbH
17T
- Object D
J— [~ . .
{Jé [ ;_L; L/],OZ/; +DSR Pointer ZFIM |\ ieer | e Subject ®=—/L7% Administrator
%TJHEJJ T +FAXIN Lievarz g | Thiuix Operation 73 A HE
17

6.1.3 HA T T EREEHkEE

6.1.3.1

U2 7 KRR

FMT_MSA.1(delete-job) Management of security attributes

Hierarchical to:

Dependencies:

No other components.

[FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFP(s), information flow control SFP(s)] to restrict the
ability to [selection: change default, query, modify, delete, [assignment. other
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operations]] the security attributes [assignment: /ist of security attributes] to
[assignment: the authorised identified roles.

[assignment: access control SFP(s), information flow control SFP(s)]
. In The JOB Access Control SFP in Table 23

[selection: change default, query, modify, delete, [assignment: other operations]|
. Table21 » [#fE] DIA

[assignment: /ist of security attributes]
. Table21 @ Tsecurity attributes] DIH

[assignment: the authorised identified roles]
. Table21 ®» Ta—] DIE

Table 21—Management of security attributes

security attributes BE "—/,v
a—H—4 delete, create, query U.ADMINISTRATOR
Ry 7 ARGAEE 5 modify, create U.ADMINISTRATOR
HE DRy 7 AWREE S | modify U.NORMAL
APPLICATION NOTE 1. This Protection Profile does not define any mandatory security attributes, but some may be

defined by SFR packages or by the ST Author. The ST Author should define how security attributes are managed. Note
that this Protection Profile allows the ST Author to instantiate “Nobody” as an authorized identified role, which makes it
possible for the ST Author to state that some management actions (e.g., deleting a security attribute) may not be
performed by any User.

FMT_MSA.3(delete-job) Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22,
[assignment: access control SFF, information flow control SFP| to provide
[selection, choose one of: restrictive, permissive, [assignment: other property]]
default values for security attributes that are used to enforce the SFP.

[assignment: access control SFF, information flow control SFP)
L] Common Access Control SFP in Table 22
L] In The JOB Access Control SFP in Table 23

[selection, choose one of: restrictive, permissive, [assignment: other property])
L] restrictive

FMT_MSA.3.2(delete-job) The TSF shall allow the [assignment: the authorized identified roles]
to specify alternative initial values to override the default values when an object or
information is created.

[assignment: the authorized identified roles]
Ll Nobody
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FDP_ACC.1(delete-job)Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 on

the list of users as subjects, objects, and operations among subjects and objects
covered by the Common Access Control SFP in Table 22.

FDP_ACF.1(delete-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(delete-job) The TSF shall enforce the Common Access Control SFP in Table 22 to
objects based on the following: the list of users as subjects and objects controlled
under the Common Access Control SFP in Table 22, and for each, the indicated
security attributes in Table 22.

FDP_ACF.1.2(delete-job) The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed: rules specified in the
Common Access Control SFP in Table 22 governing access among controlled users
as subjects and controlled objects using controlled operations on controlled objects.

FDP_ACF.1.3(delete-job) The TSF shall explicitly authorise access of subjects to objects based on
the following additional rules: [assignment: rules, based on security attributes,
that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjfects to objects]

. U.ADMINISTRATOR i%, 9XT® D.DOC « D.FUNC D #3725 AT BE
. U.ADMINISTRATOR (%, +CPY, +SCN, +DSR, +FAXOUT ® D.FUNC ®
Modify 73 A] HE

FDP_ACF.1.4(delete-job) The TSF shall explicitly deny access of subjects to objects based on the
[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of

subjfects to objects]
. L

Table 22—Common Access Control SFP

Object Attribute Operation(s) | Subject Access control rule

D.DOC +PRT,+SCN,+CPY, Delete U.NORMAL | Denied, except for hisher own
+FAXOUT, documents
+DSR

D.DOC +FAXIN Delete U.NORMAL | Denied
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Object Attribute Operation(s) | Subject Access control rule

D.FUNC | +PRT,+SCN,+CPY, Modify; U.NORMAL | Denied, except for hissher own
+FAXOUT, Delete function data
+DSR

D.FUNC | +FAXIN Modify U.USER Denied

D.FUNC | +FAXIN Delete U.NORMAL | Denied

6.1.3.2 ¥ a 7HRT7 I EARIEERE

FDP_ACC.1(in-job) Subset access control

Hierarchical to: No other components.

Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in Table 23

on the list of subjects, objects, and operations among subjects and objects covered
by the In The JOB Access Control SFP in Table 23.

FDP_ACF.1(in-job) Security attribute based access control
Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control

FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1(in-job) The TSF shall enforce the In The JOB Access Control SFP in
Table 23 to objects based on the following: the list of subjects and objects controlled
under the In The JOB Access Control SFP in Table 23, and for each, the indicated
security attributes in Table 23.

FDP_ACF.1.2(in-job) The TSF shall enforce the following rules to determine if an
operation among controlled subjects and controlled objects is allowed: rules
specified in the In The JOB Access Control SFP in Table 23 governing access
among Users and controlled objects using controlled operations on controlled
objects.

FDP_ACF.1.3(in-job) The TSF shall explicitly authorise access of subjects to objects
based on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

[assignment: rules, based on security attributes, that explicitly authorise access of
subjects to objects]

. U.ADMINISTRATOR /%, +FAXIN/+DSR @ D.DOC @ read 7> F[HE

FDP_ACF.1.4(in-job) The TSF shall explicitly deny access of subjects to objects based on the

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objects].

[assignment: rules, based on security attributes, that explicitly deny access of
subjfects to objfects]

] L
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Table 23—In The JOB Access Control SFP

Object | Attribute(s) Operation | Subject Access control rule

D.DOC | +PRT Read U.USER Denied, except for his’her own documents
D.DOC | +SCN Read U.USER Denied, except for hissher own documents
D.DOC | +CPY Read U.USER Denied

D.DOC | +FAXIN Read U.NORMAL | Denied

D.DOC | +FAXOUT Read U.USER Denied, except for hissher own documents
D.DOC | +DSR Read U.NORMAL | Denied, except for hissher own documents

6.1.4 BIFVaT iRk

FPT_FDI_EXP.1

FPT_FDI_EXP.1.1

6.1.5 HDD

FDP_RIP.1

FDP_RIP.1.1

6.1.6 HDD

6.1.6.1

i

Restricted forwarding of data to external interfaces
Hierarchical to: No other components.

Dependencies: FMT_SMF.1 Specification of Management Functions

FMT_SMR.1 Security roles.
The TSF shall provide the capability to restrict data received on any

external Interface from being forwarded without further processing by the TSF to
any Shared-medium Interface.

T —HSERIH AR
Subset residual information protection
Hierarchical to: No other components.
Dependencies: No dependencies
The TSF shall ensure that any previous information content of a resource is made
unavailable upon the [selection: allocation of the resource to, deallocation of the
resource from) the following objects: D.DOC, [assignment: /ist of objects].

[selection: allocation of the resource to, deallocation of the resource from|

L] deallocation of the resource from
[assignment: /ist of objects]
. 7L
i 5L RE
{LIE 51 RE

FCS_COP.1(h) Cryptographic operation

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1

attributes, or

Import of user data without security
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FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(h) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm)] and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: list of cryptographic operations]

. HDD ~#FHZIAEN DT —F OB 5L i#E
. HDD 76t tH &5 7 — & O 5#4F
[assignment: cryptographic algorithm]
. AES
[assignment: cryptographic key sizes)
. 256 bit
[assignment: list of standards]
] FIPSPUB 197
FPT_CIP_EXP.1 Confidentiality and integrity of stored data
Hierarchical to: No other components.
Dependencies: No dependencies
FPT_CIP_EXP.1.1 The TSF shall provide a function that ensures the confidentiality and

integrity of user and TSF data when either is written to [assignment: & Removable
Nonvolatile Storage device).

[assignment: a Removable Nonvolatile Storage device]
. HDD

FPT_CIP_EXP.1.2 The TSF shall provide a function that detects and performs
[assignment: /ist of actions] when it detects alteration of user and TSF data when
either is written to [assignment: a Removable Nonvolatile Storage device.

[assignment: /ist of actions]

L] no action
[assignment: a Removable Nonvolatile Storage device)
- HDD
APPLICATION NOTE 2. Today many manufacturers are looking at hardware solutions such as fully encrypting

disks to meet disk encryption requirements. Some of these driveswill not allow data to be written to the drive unless the
correct credentials (either the key itself or credentials required to unlock the key stored in a secure area of the drive) are
presented. Assuming that this functionality cannot be bypassed, detection of modificationsis not a useful function
within the TOE and therefore it should be possible to instantiate "no action" in the assignment for the "list of actions” in
FPT_CIP_EXP.1.2, arguing that unauthorized modification is prevented by the design of the system.

Quote from [PP Guide]

6.1.6.2 AL BIFRREAHE
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FPT_PHP.1 Passive detection of physical attack
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_PHP.1.1 The TSF shall provide unambiguous detection of physical tampering that might
compromise the TSF.

[refinement] physical tampering — HDD X O*HDD 57— #5{b/2 77—V > 7R
—ROT VX

FPT_PHP.1.2 The TSF shall provide the capability to determine whether physical tampering
with the TSF's devices or TSF's elements has occurred.

[refinement] physical tampering — HDD &K O'HDD 7 — %54/ 77—V v 7R
—FOTVEZ

6.1.7 LAN 7 —X{RE#HER
6.1.7.1 IP/37 v MG SALEERE
FCS_COP.1(n) Cryptographic operation
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1(n) The TSF shall perform [assignment: /ist of cryptographic operations] in
accordance with a specified cryptographic algorithm [assignment: cryptographic
algorithm) and cryptographic key sizes [assignment: cryptographic key sizes] that
meet the following: [assignment: /ist of standards].

[assignment: /ist of cryptographic operations]

. LAN ~ET 5 P37 » b Ol 5L#ERE

. LAN B35 T 5 IP /37 v b O SHE
[assignment: cryptographic algorithm)]

. Table24 @ Tcryptographic agorithm| DIH

[assignment: cryptographic key sizes]
. Table24 @ Tcryptographic key sizes| DIH

[assignment: /ist of standards]
. Table24 o> Tlist of standards| DIH

Table 24— IPSec cryptographic algorithm, key sizes and standards

cryptographic algorithm cryptographic key sizes list of standards
3DES-CBC 168 hit FIPS PUB 46-3
AES-CBC 128 bit, 192hit, 256 hit FIPS PUB 197
AES-GCM 128 bit, 192hit, 256 hit SP800-38D
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Inter-TSF trusted channel

Hierarchical to: No other components.

Dependencies: No dependencies.

The TSF shall provide a communication channel between itself and another
trusted IT product that is logically distinct from other communication channels
and provides assured identification of its end points and protection of the

communicated data from modification or disclosure.

The TSF shall permit the TSF, another trusted IT product to initiate
communication via the trusted channel.

The TSF shall initiate communication via the trusted channel for communication
of D.DOC, D.FUNC, D.PROT, and D.CONF over any Shared-medium Interface.

6.1.8 BT AMERE

FPT_TST.1

FPT_TST.1.1

FPT_TST.1.2

FPT_TST.1.3

TSF testing
Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall run a suite of self tests [selection: during initial start-up,
periodically during normal operation, at the request of the authorised user, at the
conditions [assignment: conditions under which self test should occur]] to
demonstrate the correct operation of [selection: [assignment: parts of TSF], the
TSA).

[selection: during initial start-up, periodically during normal operation, at the
request of the authorised user, at the conditions [assignment: conditions under
which self test should occur]]

Ll during initia start-up

[selection: [assignment: parts of TSF], the TSF]
. LAN 7 — Z (REERERE TR 25 =5 7 /v = ) X L (AES. 3DES)

The TSF shall provide authorised users with the capability to verify the integrity
of [selection: [assignment: parts of TSF|, TSF data).

[selection: [assignment: parts of TSF], TSF data]
. i

The TSF shall provide authorised users with the capability to verify the integrity
of stored TSF executable code.
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6.1.9 BEEDIHERE
FAU_GEN.1 Audit data generation

Hierarchical to: No other components.

Dependencies: FPT_STM.1 Reliable time stamps

FAU _GEN.1.1 The TSF shall be able to generate an audit record of the following auditable events:

- Start-up and shutdown of the audit functions;

- All auditable events for the [selection, choose one of: minimum, basic, detailed, not specified)]
level of audit; and

- all Auditable Events as each is defined for its Audit Level (if one is specified) for the
Relevant SFR in Table 25; [assignment: other specifically defined auditable events|.

[selection, choose one of: minimum, basic, detailed, not specified)]
= not specified

[assignment: other specifically defined auditable events]
. L
FAU _GEN.1.2 The TSF shall record within each audit record at least the following information:

- Date and time of the event, type of event, subject identity (if applicable), and the outcome
(success or failure) of the event; and

- For each audit event type, based on the auditable event definitions of the functional components
included in the PP/ST, for each Relevant SFR listed in Table 25: (1) information as defined
by its Audit Level (if one is specified), and (2) all Additional Information (if any is
required); [assignment: other audit relevant information)].

[assignment: other audit relevant information)
. L

Table 25—Audit data requirements

Auditable event Relevant SFR Audit level Additional
information

Job completion FDP ACF.1 Not specified Typeof job

Both successful and unsuccessful use of the FIA_UAU.1 Basic None required

authentication mechanism

Both successful and unsuccessful use of the FIA_UID.1 Basic Attempted user

identification mechanism identity, if available

Use of the management functions FMT_SMF.1 Minimum None required

Modifications to the group of usersthat are FMT_SMR.1 Minimum None required

part of arole

Changesto thetime FPT_STM.1 Minimum None required

Termination of an interactive session by the FTA_SSL.3 Minimum None required

session locking mechanism®

Failure of the trusted channel functions FTP ITC.1 Minimum None required

5 PP Guide @ [14.1 IEEE Std 2600.1 Errata] %% #
IEEE Std 2600.1(Z%“Locking of an interactive session by the session locking mechanism” & & % 73, #5503 &

T B EA R
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FAU_GEN.2 User identity association
Hierarchical to: No other components.

Dependencies: FAU_GEN.1 Audit data generation
FIA_UID.1 Timing of identification

FAU_GEN.2.1 For audit events resulting from actions of identified users, the TSF shall be able to
associate each auditable event with the identity of the user that caused the event.

FPT_STM.1 Reliable time stamps
Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps.

FAU_SAR.1 Audit review
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU _SAR.1.1 The TSF shall provide [assignment: authorised users] with the capability to read
[assignment: /ist of audit informatiori] from the audit records.

[assignment: authorised users]
. U.ADMINISTRATOR

[assignment: list of audit information]
. Table25 (TR 7D U X |k

FAU_SAR.1.2 The TSF shall provide the audit records in a manner suitable for the user to
interpret the information.

FAU_SAR.2 Restricted audit review
Hierarchical to: No other components.
Dependencies: FAU_SAR.1 Audit review

FAU SAR.2.1 The TSF shall prohibit all users read access to the audit records, except those
users that have been granted explicit read-access.
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FAU_STG.1 Protected audit trail storage
Hierarchical to: No other components.
Dependencies: FAU_GEN.1 Audit data generation

FAU_STG.1.1 The TSF shall protect the stored audit records in the audit trail from unauthorised
deletion.

FAU_STG.1.2 The TSF shall be able to [selection, choose one of: prevent, detect] unauthorised
modifications to the stored audit records in the audit trail.

[selection, choose one of: prevent, detect
. prevent

FAU_STG.4 Prevention of audit data loss

Hierarchical to: FAU_STG.3 Action in case of possible audit data loss
Dependencies: FAU_STG.1 Protected audit trail storage

FAU_STG.4.1 The TSF shall [selection, choose one of: “lgnore audited events”, ‘prevent
audited events, except those taken by the authorised user with special rights’,
“overwrite the oldest stored audit records” and [assignment. other actions to

be taken in case of audit storage failure] if the audit trail is full.

[selection, choose one of: “ignore audited events”, “prevent audited events,
except those taken by the authorised user with special rights”, “overwrite the
oldest stored audit records’]

= “overwrite the oldest stored audit records”

[assignment: other actions to be taken in case of audit storage failure]
. L
6.1.10 FHEE
6.1.10.1 = —¥ —E HEkkRE
FIA_SOS.1 Verification of secrets
Hierarchical to: No other components.
Dependencies: No dependencies

FIA SOS.1.1 The TSF shall provide a mechanism to verify that secrets meet [assignment: a
defined quality metric].

[assignment: a defined quality metric]
» AT ERILFLUTONRRAT — R
3 TR BT D SUTAI A E D IR
. BERUFA~D)E L LT EEDD
» BNFH(a~2)E L LTLLEED D
= HF0~9% 1 XFTLUEEDD
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s TAT 7Ry RSO LFO-@[):, AT #%& ()=~ +)_><)& 1 CTFLLE
HHD
= fERRRESCT
o HHSIFLA DL TOILTF

FMT_MTD.1(user-mgt) Management of TSF data
Hierarchical to: No other components.

Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1 (user-mgt) The TSF shall restrict the ability to [selection: change default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
data associated with a U.NORMAL or TSF Data associated with documents or jobs
owned by a U.NORMAL] to [selection, choose one of: ANobody, [selection:
U.ADMINISTRATOR, the U.NORMAL to whom such TSF data are associated]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations])

. Table26 ®» T#:{E] DA

[assignment: Jist of TSF data associated with a U.NORMAL or TSF Data
associated with documents or jobs owned by a U.NORMAL)
. Table26 ® [TSF data)] DIH

[selection, choose one of: Aobody, [selection: U.ADMINISTRATOR, the
U.NORMAL to whom such TSF data are associated]]

. Table26 ® T —/1 ] DIA
Table 26— —J—{EHEHL
TSF data o —/L #BiE
a—H—4 U.ADMINISTRATOR | delete, create, query
7 —)L U.ADMINISTRATOR | modify, delete, create, query
INAT— R U.ADMINISTRATOR | modify, delete, create
BEDORZAT— R U.NORMAL modify

FMT_SMR.1 Security roles
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles U. ADMINISTRATOR, U.NORMAL, [selection:
Nobody, [assignment: the authorised identified roles]].

[selection: NMobodly, [assignment: the authorised identified roles]]
Ll Nobody

FMT_SMR.1.2 The TSF shall be able to associate users with roles, except for the role “Nobody” to
which no user shall be associated.
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6.1.10.2 M5 #EE HFLRE
FCS_CKM.1 Cryptographic key generation
Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm [assignment: cryptographic key
generation algorithm] and specified cryptographic key sizes [assignment:
cryptographic key sizes] that meet the following: [assignment: /ist of standards].

[assignment: cryptographic key generation algorithmi)
. FIPSPUB 186-2 {235 D < Wi Bk 7 v =Y X A

[assignment: cryptographic key sizes]
. 128hit, 168hit, 192hit, 256 bit

[assignment: /ist of standards]
. FIPS PUB 186-2

FCS_CKM.2 Cryptographic key distribution
Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or
FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.2.1 The TSF shall distribute cryptographic keys in accordance with a specified
cryptographic key distribution method [assignment: cryptographic key distribution
method] that meets the following: [assignment: /ist of standards].

[assignment: cryptographic key distribution method)]
. DH (DiffieHellman) 35 JTNECDH (Elliptic Curve Diffie Hellman)

[assignment: /ist of standards]
. SP800-56A

6.1.10.3 T /31 AEHKRE

FMT_MTD.1(device-mgt) Management of TSF data
Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles

FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1(device-mgt) The TSF shall restrict the ability to [selection: change _default, query,
modify, delete, clear, [assignment: other operations]] the [assignment: /ist of TSF
data] to [selection, choose one of: Aobody, [selection: U.ADMINISTRATOR,
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[assignment: the authorized identified roles except U.NORMAL]]].

[selection: change default, query, modify, delete, clear, [assignment. other
operations])
. Table27 » [H#fE] DA

[assignment: /ist of TSF datal]
L] Table27 @ [TSFData] DA

[selection, choose one of: AMobody, [selection: U.ADMINISTRATOR, [assignment:
the authorized identified roles except U.NORMAL]]]

. Table27 ®» T —/1 ] DIA
Table 27—7 /3 A R EPEHERE

TSF Data 7—/ e
F /520 3% U.ADMINISTRATOR | modify
HDDZERHERE U.ADMINISTRATOR | query, modify
IPSec 72 7E U.ADMINISTRATOR | query, modify
F—r VT ERE U.ADMINISTRATOR | query, modify
a7 T NRY Y — R TE U.ADMINISTRATOR | query, modify
INAT—RRY Y —E&TE U.ADMINISTRATOR | query, modify
o= U.ADMINISTRATOR | query, delete

FMT_SMF.1 Specification of Management Functions
Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:
[assignment: /ist of management functions to be provided by the TSF].

[assignment: /ist of management functions to be provided by the TSF]
. LI R Table 28 127~ ERAAE

Table 286—The management of security requirements

EERE #IE

A /R R E modify
HDDZE2{H K% E query, modify
IPSec % & query, modify
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TR BE

A —hIUTEE query, modify

2y 77 NRY L — R TE query, modify
PRAY—RRY L — R TE query, modify
=4 query, delete
a—HP—4 delete, create, query
77—/ modify, delete, create, query
INAT— K modify, delete, create
RNy 7 AREGEEE & modify, create
HED/NRAT— R modify

H & DR 7 ARGREER = modify

6.2  Security assurance requirements
This section defines the security assurance requirements for the TOE.

Table 29 lists the security assurance requirements for 2600.1-PP, Protection Profile for Hardcopy Devices,
Operational Environment A, and related SFR packages, EAL 3 augmented by ALC FLR.2.

Table 29— 2600.1 Security Assurance Requirements

Assurance Class Assurance components

ADV: Development ADV_ARC.1 Security architecture description

ADV_FSP.3 Functional specification with complete summary
ADV_TDS.2 Architectural design

AGD: Guidance documents AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures
ALC: Life-cycle support ALC _CMC.3 Authorisation controls

ALC_CMS.3 Implementation representation CM coverage
ALC DEL.1 Ddlivery procedures

ALC DVS.1 Identification of security measures

ALC FLR.2 Flaw reporting procedures (augmentation of EAL3)
ALC LCD.1 Developer defined life-cycle model

ASE: Security Target evaluation | ASE_CCL.1 Conformance claims

ASE _ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE REQ.2 Derived security requirements

ASE SPD.1 Security problem definition

ASE TSS.1 TOE summary specification

ATE: Tests ATE COV.2 Analysis of coverage

ATE DPT.1 Testing: basic design

ATE FUN.1 Functional testing
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Assurance Class Assurance components
ATE _IND.2 Independent testing - sample
AVA: Vulnerability assessment | AVA VAN.2 Vulnerability analysis

6.3  Security functional requirements rationale
6.3.1 The completeness of security requirements

Table 30 1% TOE tX=UT %K LX) T B2~ 7 LT-bOTHD, ZHITED,
B X2 UTAREREBEN D72l 1 DD TOE X 2T A% K T EHIIE L TNAZEEZRLTND,
F 7% BER % Bold {Ad (P) THEL., iR —hL TWOA%NEIRRE (S) TRLTZ,

Table 30—The completeness of security requirements

Objectives
a)
o |28 2
— A - 5
o K|S 525 /YN IS |z B
5|3 |59 |< |58 |2 | 3 E
olod|2|o|Q|Q|E|=|22|0 <
Z|z|Z2 (2|2 |2 |E |uW|# |2 5
gl |S|E|S|L|2]C E | &
o8|zl ||z |<|g S| |uW
a Sle|Q9 ol |E | 2|5 |89
sl |2 |Q|o|d|H|E|z|2
O o] @] @) O ) = @) <
d = 8 @)
o L
o
SFRs
FIA_AFL.1 S
FIA_ATD.1 S
FIA_UAU.1 P P
FIA_UAU.7 S
FIA_UID.1 S|S|S|S|S|S|P|P S
FIA_USB.1 P
FTA_SSL.3(lui) P| P
FTA_SSL.3(rui) Pl P
FMT_MSA.1(exec-job) S
FMT_MSA.3(exec-job) S
FDP_ACC.1(exec-job) P
FDP_ACF.1(exec-job) S
FMT_MSA 1(delete-job) s|s|s
FMT_MSA.3(del ete-job) S| S| S
FDP_ACC.1(delete-job) P|P|P
FDP_ACF.1(delete-job) S|s|s
FDP_ACC.1(in-job) P
FDP_ACF.1(in-job) S
FPT_FDI_EXP1 P
FDP_RIP1
FPT_CIP_EXP1 P|P|P|P|P|P
FCS_COP1(h) s|s|[s|[s]|]s]s

Copyright Canonlnc. 2015
53



Canon

FE7T H: 2015/05/15

Objectives

O.DOC.NO_DIS
O.DOC.NO_ALT
O.FUNC.NO_ALT
O.PROT.NO_ALT
O.CONF.NO_DIS
O.CONF.NO_ALT
O.USER.AUTHORIZED
O.INTERFACE.MANAGED
O.SOFTWARE.VERIFIED
O.AUDIT.LOGGED
O.HDD.ACCESS.AUTHORISED

SFRs
FPT_PHP1 P
FCS_COP1(n)
FTP_ITC.1
FCS CKM.1
FCS_CKM.2
FPT_TST.1 P
FAU_GEN.1
FAU_GEN.2
FAU_SAR.1
FAU_SAR.2
FAU_STG1
FAU_STG4
FPT_STM.1
FIA_SOS.1 S
FMT_MTD.1(user-mgt)
FMT_SMR.1 S| S| S
FMT_MTD.1(device-mgt)
FMT_SMF.1 S| S| S

nunowm
nwnowm
nunowm
nunowm
0nunowm
nwnowm

n|TW|TV|T|TO| Tl

W o wn o

WO wn o

o wnw o
(0]

6.3.2 The sufficiency of security requirements

KRBT, BT ABEREEAED TOE tF U7 A& 5K 7 #H &2 DI+ ThOHMRMAFLIE T
60

O.DOC.NO_DIS i, user document data 73 Z 5% L7200 K91,

FIA_UID.1 TO2—HW—i5fFHMITIET T, FMT_SMR.1 TEEINZr—/L 3 DY ThHil, £0u
—IUZHADE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) i
Va7 %y B AARMEE R NDOIIT 72 AHIRT 59212,

FDP_ACC.1(in-job)/FDP_ACF.1(in-job).

WZEDEIRIY a7 D a——F —H DT 7 ERERNDIHITHIBLIZY, Z LSO a7 hDa—
P =T —H DT 7 RALHEL TERLLIENTHZ LTIV FEBEND,

F7o. Va7 EI A RS U7 user document data DFETEE HIZ. FDP_RIP.1 Ik seeilEEn5,
EHIZ, HDD WD —H—F —HTSF 7 — X ~DUI A« ZRFE KL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 [z LufiEsn .,
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LAN Z 6525 T 52— —F —Z - TSF 7 —Z~DLE A+ BT T
FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I kWS 5,
TNBICBET AEHFEREIX FMT_SMF.1 ICk»> Tk T2,

O.DOC.NO_ALT iZ. user document data 23t X A S0 91T,

FIA_UID.1 TOZ—H—iBfFHMIZIET T, FMT_SMR.1 CTEEINZr—/LR3ED Y THil, Z£Du
—/UZHEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (Z &
VEEE AR NDINZT 78 AHIR T HZEIC LD EBIND,

E512, HDD WD 2—H—F —H - TSF 5 —Z ~DWE A« ZFE KL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 |[ZLV{f#SHh,

LAN 2525452 —W—F —% - TSF T —H~DES A RFRIHL T

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I kWS 5,

TNBICBET DB FERE X FMT_SMF.1 ICk»> T fikE T,

O.FUNC.NO_ALT I, user function data 23t X A SH720 0 K91,

FIA_UID.1 COZ—H—iBfFHMIZIEC T, FMT_SMR.1 CEEINZr—/L3E0 Y THil, £Du
—IVZHEEDE,

FMT_MSA.1(delete-job)/FMT_MSA.3(delete-job) . FDP_ACC.1(delete-job)/FDP_ACF.1(delete-job) (2 &
VEEE AR NDIINZT 78 AHIR T HZEICLDEBIND,

E512, HDD WD —H—F —H - TSF 5 —Z ~DUE A« T ITKI LT

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 [ZLV{f#SH,

LAN 252 5452 —W —F —% - TSF T —H~DES A RFZITHL T

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 I kiS5,

TNBICBET A EFERE X FMT_SMF.1 ICk»> Tk T2,

O.PROT.NO_ALT %, TSF protected data 73t X A SN,

FMT_MTD.1(user-mgt) C& FE 72 FIA_UID.1 CTO2—W—#BIEFHRITIGC T, FMT_SMR.1 TEH
SNTom— LN EI Y THIL, ZOR—/LITHDE,

FMT_SMR.1, FMT_MTD.1(device-mgt) , FMT_SMF.1 (2L T /A A& B REIC L0 EHLEND,
E5IZ, HDD WD 2—H—F —H TSF 7 — X ~DUI A« ZRFE KL T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 [ZXkviEi#sh,

LAN #5525 352 =W —F —H - TSF T — X ~DES A - ZFTITxL T

FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 IZ kv {fi#EEND,

O.CONF.NO_DIS %, TSF confidential data 73 % A7 K912,

FMT_MTD.1(user-mgt) C& FEEM 72 FIA_UID.1 CTO2—W —iBIIEHRITIG T T, FMT_SMR.1 TEH
SNTom— LB Y THIL, DR — LT HDE,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1 (2857 /A R & RS RE IC LW EHLEND,
E5IZ, HDD WD 2—H—F —H TSF 7 —Z ~Dh X A - BFR IR T

FPT_CIP_EXP.1, FCS COP.1(h), FCS CKM.1 |[ZXhiEi#sh,

LAN 235525452 —W—F —H - TSF T —H ~DES A BB LT

FCS_COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM .2 [Zkv{fi#ES 5,

O.CONF.NO_ALT (%, TSF confidentia data 23 & ASH7Zpn LIz,
FMT_MTD.1(user-mgt) i FEE 72 FIA_UID.1 TO2—H —ikBIEHRIZIGC T, FMT_SMR.1 TEH
Sz — A nED G THi, ZTOr—LIHSE,

FMT_SMR.1, FMT_MTD.1(devicemgt) , FMT_SMF.1|ZX5 T /A A BEREIC LV SN D,
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EHIZ, HDD N —H—F —H - TSF T — X ~DUE A+ BFRITHRIL T
FPT_CIP_EXP.1(h), FCS COP.1, FCS CKM.1 [ZLV{f#ES .,

LAN 2525+ H— —F —H - TSF 7 —H~DE A BT
FCS COP.1(n), FTP_ITC.1, FCS CKM.1, FCS CKM.2 (kv {fi#ES N5,

OUSERAUTHORIZED I%. FIA_UAU.1, FIA_UID.1, FIA_UAU.7, FIA_AFL.1 CTORBIFRIFAL =
N J:Dmuuftéﬂf\_n‘—“& 7§)

FIA_ATD.l\ FIA_USB.1. FTA_SSL.3(Iui)/FTA_SSL.3(rui) iIC k2 —H —D v arFHEI N,

FDP_ACC.1(exec-job)/FDP_ACF.1(exec-job) (Z&D7 7 EAHIFNZ LY | #ERRZ {5 - 7- 4% E 4 FI|

TEHZLITEDEBIND,

&5(Z, FIA_S0S.1, FMT_MSA.1(exec-job), FMT_MSA 3(exec-job), FMT_SMR.1 (LD IE Y7o —

—ZEET D,

O.INTERFACEMANAGED (X, A A H—T7 2 — A& EH T 5% 5K 5 #THY . FIA_UAU.1,
FIA_UID.1, FTA_SSL.3(Iui)/FTA_SSL.3(ru)lic Lp—H — (o Z—T7 = —ZADE L FPT_FDI_EXP.1
(28D LAN ~DRRik 2 i3 DRI > THESND,

O.SOFTWARE.VERIFIED /%, FPT_TST.1 ® H &7 AMEREIZ L > CTEHEEIND,

O.AUDIT.LOGGED % . FAU GEN.1, FAU GEN.2. FAU SAR.1. FAU SAR2. FAU_STG.1,

FAU_STG.4 (2L u 7 BEREIC L > THEBISND, EDI2, BEE T +— vy NI oo — W —{FH &
WG AR 572012 FIA_UID.1 & FPT_STM.1 IZE> THR—rEN5,
O.HDD.ACCESS AUTHORISED (%, HDD 727 ARiC FPT_PHP.1 (2L AR GIERAFERE I L > T

EHIND,

6.3.3 The dependencies of security requirements

AREETIL, ST THERE B DARAFME AR 72 L TV Ve &b RTBE DWW B 2 7Rk 972,

Table 31—The dependencies of security requirements

SEERL TV ST
e O | ST ML ok AR LT\ VR

FIA_AFL.1 FIA_UAU.1 FIA_UAU.1 N/A URAFEZ 2L TD)
FIA_ATD.1 No dependencies. No dependencies. N/A (fRAFE 2 T-L T D)
FIA_UAU.1 FIA_UID.1 FIA_UID.1 N/A (A7 272 L TN D)
FIA_UAU.7 FIA_UAU.1 FIA_UAU.1 N/A (URAFEZ 2L TUD)
FIA_UID.1 No dependencies. No dependencies. N/A URAEEDBR7RL)
FIA_USB.1 FIA_ATD.1 FIA_ATD.1 N/A URAFEZ 2L TD)
FTA_SSL.3(lui) No dependencies. No dependencies. N/A (A D ER L)
FTA_SSL.3(rui) No dependencies. No dependencies. N/A (IRAFEDEER72L)

L':DDPPTégcl:jl o | FDP_ACC.1(exec-job)
FMT_MSA.1(execiob) | crT avima FMT_SMR.1 N/A (AR 2 72 L CUnD)

FMT SMFA FMT_SMF.1
FMT_MSA .3(exec-job) Em Lgmséfi Em $_g/I'vS|/F-{\..i.(exec-J D) | NIA (7L T B)
FDP_ACC.1(exec-job) FDP_ACF.1 FDP_ACF.1(exec-job) | N/A ({17 A7z T\ 5)

_. FDP_ACC.1 FDP_ACC.1(exec-job) .
FDP_ACF.1(exec-job) FMT MSA.3 FMT M3A.3(exec-job) | VA (RAFVEZ 2L CUD)
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) D % S e Y
HeReE SETRBILTANGS | ST L a1 AR T L O\ VR
R 3
[FDP_ACC.1or FDP_ACC.1(delete-job
. FDP_IFC.1] ) s
FMT_MSA.1(deletejob) | =o'y EMT SMR.1 N/A UERFMEZ R T2 L TUD)
FMT SMF.1 FMT SMF.1
FMT_MSA . 1(deletejo
FMT_MSA 3(deleteob) | i b) NIA (T2 72 LTV %)
> FMT_SMR.1
FDP_ACC.1(deletesjob) | FDP_ACF.1 FDP_ACF.1(delete-job) | N/A (f&{FIE 272 L T 5)
FDP_ACC.1(deletesjob
. FDP_ACC.1 ) U
FDP_ACF.1(delete-job) FMT MSA.3 FMT_MSA 3(deletejo N/A RIF 2T 2L T D)
b)
FDP_ACC.1(in-job) FDP_ACF.1 FDP_ACF.1(in-job) N/A (fEAE P2 72 LT
FDP ACCAL FDP_ACC.1(in-job)
FDP_ACF.1(in-job) FMT MSA 3 FMT_MSA.3(delete-jo | N/A ({ /A= LT D)
_ . b)
FMT_SMF1 FMT_SMF.1 P
FPT_FDI_EXP1 FMT SMR1 FMT SMR1 N/A RIF 2T 7L T D)
FDP RIP1 No dependencies. | No dependencies. N/A (EAFPED BRI L)
FPT_CIP_EXP1 No dependencies. | No dependencies. N/A (EAFPEDEHR 72 L)

FCS CKM.4 % =48 L CU VRl :

[FTDDPPT'TTCC-;O? I B4IE RAM _EICAE RS NBIRETI5E A5, £
FCS COP1(h) FCS_CKM.l] FCS CKM.1 7ol 542 BY Hﬂ“: IERFTRE 7oA & L 7R - T
FCS CKM 4 %o PEo THERBIIIC IS B 8RAE HE 2 L7 < LB By B4t
- sty ’ﬁ‘:fiéhfb\é
FPT_PHP1 No dependencies. No dependencies. N/A URAEEDBLR 2L )
FTPITC.1 No dependencies. No dependencies. N/A (A D ER L)
FCS_CKM.4 % E5RL TR Wl
[FTDDPPT'TTCC-;O? I B4 RAM _EICAE RS NBIRETIH A5, &
FCS COP1(n) FCS_CKM.l] FCS CKM.1 7o 542 BD Hﬂ“: IEARFTRE 7o & L 70> T
FCS CKM 4 %o PEo THERBIIC IS B8Rk HE 2 L 7o < B By Bt
- sty ’ﬁ‘:fiéhfb\é
FCS CKM.4 %=L TR BEH
[FCS CKM.2 or FCS COP1(n) FHET RAM _RIZAMRSHEREZTILEER 5, F
FCS CKM.1 FCS COP1] FCS_COP:1(h) T 58 HY Hﬂh LI BB & & 72> T
FCS_CKM 4 - Do TE- THERERICIE S8R HE A L < b I 758
IELEITEFII TS,
FCS CKM.4 % EJEL CTUWVRNBEE
{:FDDPPTITTcC'zlo?r L RAM B RSN BIRA AL M, £
FCS CKM.2 FCS_CKM.l] FCS CKM.1 T 542 1D ijr:kr;crﬁﬁétc%Lg@om\
- lizit}_ ’Nﬁfj@énﬂ\é
FPT_TST.1 No dependencies. | No dependencies. N/A (IRAFIED BER7RL)
FAU_GEN.1 FPT_STM.1 FPT_STM.1 N/A (fRAFIE 272 LT D)
FAU_GEN.2 Ef\fﬁfﬁl Eﬁf—jg’f‘ﬁ N/A (AT 2T TN D)
FPT_STM.1 No dependencies. | No dependencies. N/A URTFHED ER 72 L)
FAU_SAR.1 FAU_GEN.1 FAU_GEN.1 N/A (AT 272 L T D)
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MRt SETRBILTANGS | ST L a1 L AR
K %
FAU SAR.2 FAU SAR.1 FAU SAR.1 N/A (KA AR 72 L T D)
FAU_STG1 FAU_GEN.1 FAU_GEN.1 N/A (RAFEZ T2 L QD)
FAU STG4 FAU STG1 FAU STG1 N/A (IRAF AR 72 L T D)
FIA_SOS.1 No dependencies. No dependencies. N/A (IRAFMEZ 72 L T D)
FMT_SMR.1 FMT_SMR.1 .
FMT_MTD.1(user-mgt) FMT SMFL FMT SMF.1 N/A URAF AR T2 TD)
FMT_SMR.1 FIA UID.1 FIA_UID.1 N/A (RAFEZT- LT D)
FMT_MTD.1(devicemgt | FMT_SMR.1 FMT_SMR.1 P
) FMT SMF1 FMT SMF1 N/A (KA T2 LT B)
FMT_SMF.1 No dependencies. No dependencies. N/A URAEEDBR 2L )
6.4  Security assurance requirements rationale

This Protection Profile has been developed for Hardcopy Devices used in restrictive commercial
information processing environments that require a relatively high level of document security, operational
accountability and information assurance. The TOE environment will be exposed to only alow level of risk
because it is assumed that the TOE will be located in a restricted or monitored environment that provides
almost constant protection from unauthorized and unmanaged access to the TOE and its data interfaces.
Agents cannot physically access any nonvolatile storage without disassembling the TOE except for
removable nonvolatile storage devices, where protection of User and TSF Data are provided when such
devices are removed from the TOE environment. Agents have limited or no means of infiltrating the TOE
with code to effect a change and the TOE self-verifies its executable code to detect unintentional
malfunctions. As such, the Evaluation Assurance Level 3 is appropriate.

EAL 3 isaugmented with ALC_FLR.2, Flaw reporting procedures. ALC_FLR.2 ensures that instructions
and procedures for the reporting and remediation of identified security flaws are in place, and their
inclusion is expected by the consumers of this TOE.
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7 TOE Summary specification

ZOFE T, TOE Bt ETLIR T2,

71 =o—Y—GREEEERE
- XIS TAEAEE {4 . FIA_UAU.1, FIA_UID.1, FIA UAU.7, FIA_ATD.1, FIA_USB.1,
FIA_AFL.1, FTA_SSL.3(lui), FTA SSL.3(rui)

TOE 1%, IEHO =2 — =% BIFRAET 572010, 22— =0 /E R —h Ul ITBWTT VX
IWAE ST EBET DR ;:L—%—mﬂia%umﬁ%gjw‘é B, TV oad TrrAR a7 | Ty A
a7 O NITFFA LTS, [FIA_UAU.1, FIA_UID.1]

:‘L‘_"H‘_‘nuu i J//L—F@2$§%E®nu uIEjiJ‘;g_’"j-j— ]\j—é
FR R EERIE ST 2

:L‘_']j_“—nu FE— N 2GRSV A — P —F AR H 328G A, Fl2 X, = —F—
FRREY—/3 =123, Kerberos Bk 7 .o Active Directory —/3—=<° LDAP F2iE 5 LDAP
P =Y T D,

- PEBERAETT A
T ASARTBFRS I TN D — W —{F a9 5585 2

TOE [T —HW —F8REEL T, 22— —£ - RRU—RFRFEL TH IR A D N1 ERL T, F5EL
g A o= =4 RAT =R RE B LI G DB —F — 2 BGRRET D, 7235/ AT —R
ASDBED/SAT —RFFANZY T (X, * THRT 5, [FIA_UAU.7]

TOE I%, =— W —OfBIFEREIC KB 35 &, = —H —T &2 Access Control Token(LL#: ACT)Z%8173
50

ACT &iF, 2= =40 — LA T, 2= —Dr— LT LICREINTZT ) r—ar
HRE~DT 7 ¥ AN G ENT-A TV =27 b THSD, [FIA_ATD.1, FIA_USB.1]

TOE I%. RIEZRuZ AR ITEOTI2OIZLL Fory s 7 MEREZ -T2, [FIA_AFL.1]

- RELTEey I TUROTFREBIGEL G AT Y 2 — —IZ L eyl T U RS 5, vy
7 NOFFRBEIEIL, 1~10 [RI)HEIR T 5, (FIHHMEIL 3 [F])

- RELTERyZ T URMEM AL, Y —Y —0ns AU 2RO, v T U MERIT 1-60
IINHIRIRTED, (FIHMERL 3 5)

TOE 1, #ENZ ARV E—F Ul Z— ERFMEBIELZWVIRERRB T a0 TURsH 5,
[FTA_SSL.3(lui), FTA_SSL .3(rui)]

- MR SRVEEELZRUNREEDS A — U THEBE I TR ES A A LT T MR D58,
10 70-9 3B IR Tx 5, (WIHMEIE 2 43)
- UE—h Ul ZHEELZRV VIREES, 15 45 TR

Copyright Canonlnc. 2015
59



Canon

FE7T H: 2015/05/15

7.2  TaTEFTT 7 & RIS

- X+ HIEEE 4 FDP_ACC.1(exec-job), FDP_ACF.1(exec-job), FMT_M SA.1(exec-job),
FMT_M SA .3(exec-job), FMT_SMF.1
TOE 1%, RGeS N -2 — P —{ZRITSN 7= ACT ONEITLU T, Ul o ya” E477 7 v A H4H
BEEARMI T 5, 2 =P —ICHITEND ACT Ou— L ORWADLE, &2, I, BN
U.ADMINISTRATOR D AIZIRESIND, 2DV ar FAT7 7 v ARENIKT 35, HlEcT RO BT %
BEREZ DL OTHY ., HIZEETHD,

BAE RSNV DA DY a7 FZTT 7 AL, ACT Or—LZEES3 7 F ) r—a iR o gt
EIZISC T a7 EITEFFAIL T, ENLIMNET 7B AR T 5,

UE—RUI DA DY a7 FA4TT 722 T, ACT ODa— LD JBHEITS L TPa 7 OFEITEES LT,

FNLIANTT 7 2Z 15,
F7-. UADMINISTRATOR L, T XTHOVa” EITNAIHETH D,

Table 32— a3 7EITOT 7 AHIFAR Y 2 —

Ul f&E5 THIAE R 5 it BIE
BaE L X277V D | UUSER Ou— LR [wx a7 U b &3 | il % 52 15 AL
Pointer &N a—LThD T HZETIITATRE
[="— | @ Pointer U.USER Du—/L3la— | ZFFal &z | il 4 sk 22 2 1% P4k
o— /L ThbH THIETIATAMRE
(2% % LTEE D | UUSER Ou— Lin[ 2%y U CEE & | #I %F % 2 15 ML
Pointer FAENTZT—/LTHD THIETIATAMRE
[ 7727 2] ® Pointer U.USER O — LRI AX ¥ L CEE 12 | il xF 22 1E Mk
R EN-a—/LThb TAZLTCEITARE
(2R A 1D Pointer | UUSER Oa— LR {EAET 7 ALV OFI | | #1148 % 2 2 1& PEAL
ERFAISNZa— L ThS THIETHEITAHE
MRIEZ 7ANVOFIH ] | UUSER Ou— /L3 EIE7 7 AL ORI | | 486 % 52 2 15 Ak
@ Pointer RSN — L ThHD THIETILITAHE
(2% v L THRIE] D | UUSER Du— L[ 23 UTIRAE) & | I8 % 5 2 15 PR AL
Pointer FFASnTer— L ThD THZETIEITATHE
YE—h Ul [SZEMRAFET 7A/LD | UUSER D uE—/L7 Administrator =— V2L | 247 A]
FI A 1D Pointer b4

7.3 BAYa 7T 7 AR

TOE 1%, 22— =R ALI= TV Nat —[ A% v U IFAX DA a7 L TUL FO 7 7 A4
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DEFaV T 1HEREZ TR BT D,

7.3.1 Va7 Dxy KRR
- XM AEEREEE: : FDP_ACC.1(delete-job), FDP_ACF.1(delete-job), FMT_M SA.1(delete-job) ,
FMT_MSA.3(deletesjob), FMT_SMF.1

TOE 1%, ot =7V NMAX Y T 7V AEEDY a7 Z L FTOFHETER Y BLTES, ZRHDY a7
Da—P =TI AN a7 AR F DY a7 B AR LT — Y — 4 T bEn T D,

- U.NORMAL . B4y a7 Ol AT RE
- UADMINISTRATOR (%, T _XTHOYa7 DYANMFRRL,ALE DY a7 OHIERDY A iE
Va7 OF v, Va7 It BT REEDHIFRE D,

7.3.2 Va THOBEFILE~DT 7 & AHIHBRE
- %4 B BE =+ : FDP_ACC.1(in-job), FDP_ACF.1(in-job), FMT_MSA.1(delete-job),
FMT_MSA.3(deletejob), FMT_SMF.1
TOE |&, TN ENDOV a7 HOBEFLEITH LT FOT 7B Az 5, Znboya”7 Da—
P =BT T a7 A RIFICE DY a7 B AR LT 22— —& THIH LS T 5,

(At —[AF v )T 77 ARG DY a7 HOE A LE~DT 7 AH| HIFEEE
- TOE ., at—o a7 HOE T LEICH L THELBMITHIENTER,
72770, TAE BLO U.ADMINISTRATOR X, ERAMESE TV RATHOZ LN TES,

- TOE 1%, AX X777 AEEDOT a7 HOEA LEIIKHLT, 73315 a 7 — W E1F%
el DG A EERE . LB THIENTE,

[TV TaT POEFLE~DOT 7B AFIEHEAE]

TOE 1. Kbk 5l 537V hoard nWEASNDE, ZOFEF VMR R F 5, B
W2, TV aT it BEEN T — =4 TEOT Vb a T DT E WL, LLF 07 7 A4
FRELTCQNS,

U.USER (T, —HRfFLIZZ Va7 OB FLHFEICKHL T BFOA2—F =2 LTV a7 Oa—
PN —BL 251, LA OBRIEAFTRE,

- TUhTB,

- TV OBREAER T D,

- HIBRT 2,

BL, 7V 25E1%, 7V a7 OFETFLFEI G SNIRGREER 5L #E 2 icTAEh
TSRS 5 3 — B DB D,

U.ADMINISTRATOR . T X TCO—WHHRERELIZT VM a7 DOE A LEDY AN FRL, FIUTKL
T, UL FOERED ATHE,

- :\}ajo)ﬁljlgl%—a—éo
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