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MIBOMNEMRERETSEER. LESHEOEKE1EEL, tF1)THREZBETIHAE. LEE
HEDOEHZ 3EETS, 3EOLEEEEERKE. 1EICHEATUEREJETISH, LNEEL L
ETHERB (HERE) ThH3,

(1) FDP_RIP.1 H#Juyh&FIRIRRE
TOEBF VTR THROLEZTHEMAEDHIEEL T, EEZEE 1 B ("0(EO)"ICLP LEE)E. 3
[E] (EL%- &% -"0(¥0) "[CLB LEE) MFERNHES,
FEREN-FTAAVEE LIC, LEEHEFENFRZFHXET - ID—E&HS. TOE EENFFIC
—EBETFIVILT HERTORAFHXET ANERETSE SR}, LESHRNEERITTS.

1.1.2. N=FT4ADERT—FES{b#eE (TSF_CIPHER)
N=FTAADERET IR SLEED. AT LEBE(CINYATLEEEE- FORESNLIN- KT
ADEIRT AR SEMAEERE ICHEL, JE—1EEE. TUVA—HEEE. AT v —H#EE. Ry bD—DAF v
e, TPDAMEE. 1 V=R N IPD ARRES SUSA LD M 7D AR RE BN B & AL REER TE IR ICARER )\ —
RFFIADRECEBINSGNET - IPeF1UT(BEENTT -0 SLEITI,

- 65 - Copyright® 2014 by Fuji Xerox Co., Ltd.



Fuji Xerox C7755/C6655/C5575/C4475/C3375/C3373/C2275 >/—X" tz¥1l/714—Tvf

(1) FCS_CKM.1 RES AR
TOE RV ATLEBECLINFZEENLIN-RFTAAVERT - IBSLF—12FEAL, EFFICELY
Oy ARBEED FXOSENC AR PILTUZLICEST 256 Ey FORS B4 B E1TS ([)\— RTAADEHET
—AESEF— 1R UTHNE. RUEBRIERIND)  ad FXOSENC AX7ILTVZLIE. +5
BEHAEEF-LELX17EZITIVALTHD,

(2) FCS_COP.1 BE2i21F
TOE (FREN—FTAAVEB(CXET-ABLVEFIV T/ EEAT T2 EET3IRIC. EEREICHE
S84 (FCS_CKM.1)ICEN&ER LK 256 Py MROFES#2E FIPS PUB 197 (CEJC AES 7)LT
DALEICENXET ALV EFIVT(EENT T AN EILEITI. FLERUVEXET-IHLVTE
Fi)TEEOI T A5 HTHEEOREKIC. BEIFFICERKLE 256 EvMROBE B 8L AES 7T
DALICENEBILZIT,

1.1.3. 1—Y—F25EHAE (TSF_USER_AUTH)

J1—H—SREEHEREIT . SF AT SN E DRI AB LI MFD O s R AT 2HEREIF-E210(C, 121F
NRIWVERRFAEDIIATY MDIPIARTAN, 2YI=D2AFvF—1—T4YUT1. CWIS HLU
ApeosWare Device Setup hpo1—4—ID &1—H—/\AD— & A HESETH AR T2HEETHD,
MFD FzE S &Y —N—(CEFIN TN 1-F—1FREFALT, BAEITI,
1—-H—IERDEER G EKICLOT, kD 2 EEFEHHD,

a) A IEEE
AR . TOE PICE U1~ — R E L TR EEET.
b)sHinERE

SERDEREE T — N—(CLDEREEZ1TY, TOE RICI—F—1FREFZFHINTULELY,
SVMEREREEE . SMERDEEEEY — )\ —(LDAP #—)\—&zld Kerberos 4 —/)\—) TEEINT\S1-Y
—EmEFERALT, BT 5.

AN R LERIAEDOH N T L OBEEEE AT 8EEE D,

a) KRR SRV THIEI SN B4 BE
JE—H#8E. TP AREEE GEIE) . 13— b IPDABEEE GE1E) . AFvUEE. RV MT—DA% vy
Bae. R RYDABREREE. TUV—#EE (TUVA— RIA N TORILEEDHRENFH THIENRI
B (CIR2VE S RIVTEREET D)

b)YRIAEDIFM7V DRI M) =D AFXvF—1—T1) T4 THIEI SN D4 EE
HERYDANLDLET—AHH UHEEE

) CWIS THI#EN 3 1aE
BHAKEORTR, VaTIKE-BREOK R, BRRNYIANODOXET 2 H UEE. 771 ILIERE(C
L3771 MRE

d)ApeosWare Device Setup THIEISN BHEAE (BB IBE D [ AT RE
HERYDADER. Bk, [HELEE

FABERIRERNBLUVIATLEBEIFMPY Mo TOE EX1UTAHEED SRR TELEE
ITIERERFZEILHICOATLEEE ID £AAT— FZA NS THBIRIETIEDTEHD.
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(1) FIA_AFL.1(1) SB3E%kBREEDEDIEL
TOE (ZYATLEBEE— RTPHLATRHIC, VATLEBEDRIIZTON . SR RFDFRAE & BUxt
ISHEREZIREE LTS,
MMEERE ID AR ERE L. PV AMESEHTERESN TS 5 BID:ERTKEKITETHE. 1RE
NRIVTIEERIER/ A LIS DR VBT Z2(H1 (F13<8D. Web 7594 ApeosWare Device Setup
TH MFD KEDERD U/ AF CERRAHREF Z (1 (313<15 5,

(2) FIA_AFL.1(2) SBEF%EREEOERDIRL
TOE (atyZTL\‘*’*EE%"E RAPDEATBHIIC. VAT LEBEDRIEITIN ., DR OS5k Bkt
K REZIRHE LTS,
ARIKFRELRFIC SA @ ID FREAERBMZRHE L7 AEB R TEHRESNTS 5 BIDELTRKISET D
ECEBEENRIVTRERTIE/ R A LS OREFZ(FT1<ED. Web T30 T MFD RIADEIRD
1B/ AF CERAHEE R Z (FT T H<{B 3,

(3) FIA_AFL.1(3) R:EkEREEDEDHKL
TOE 3 MFD O#Re=E AT 2RIIC. FIAZO1I—Y—RBEEETON . EHLE—RFABNZELLENA
D— FR—BH LB MBS, B SRV TR BN T RN E DAVE— IERRLTI—H—1EROE
ANEERT D, £z Web 505y )—D2F v —1—T4UT1 T 1Y —1EHROB A NEEXR
ECE

(4) FIA_AFL.1(4) FREERMEFOERDIEL
TOE (& MFD O aEEE AT HRI1C. FIAFEDI—Y—Z5LZ1TO0, SMEREREERFIC SA D' ERE L2/ AR
D—FR—HULEBMEE R, BERITR"EBENF YN EDAvE— IR RLTI-Y—1EHROE
ANEEKRT D, Tz Web I5VHTELBEANZERT S,

(5) FIA_ATD.1 FAERHES
TOE M EESE . SA LU —MRFAENRIENEEE LRI S,

(6) FIA_SOS.1 MEOBREL
TOE (X SA. —fBFIAEFEDNAT— FRERICR/NMNXFHICELLBIMGERIRTEEIEE TS,

(7) FIA_UAU.1 BEOA43IVY
FIA_UID.1 BERIDOR4ZVY

TOE (J&VE/SRIV. RIREDIA TV MDIFIARTAN, RYI=D2AFvF—21—T4YUT 1.
ApeosWare Device Setup LU Web 75045 %:@&UT MFD BREDREZEFRI TS HIIC, ID £/TA
D—REAASET. AASNEID &)SAT— FH, TOE SRET—RCBHFIN TS/ IAD— FEHRE—EK
FHEERRAL T D, FREE(FIA_UAU.1)EEHRI(FIA_UID. 1), BIRFICETEINER - FREEOm A H
B Uz DA RN EF AT SNB,
FABDIFA7V DO TYY FI3T(ONTIE, TOE (FERIRIE T, YaT2ETET .
NREEEN LD FAX DZEICOLTIE, TOE (I, BAFRIETI(C. FAX T—3%2{ET 3,
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(8) FIA_UAU.7 {REINET(—RIYY
TOE (1 —Y—EB5ERF(C. /SATD—RERTEDHIC, SAT—RELTAASNEXFEHERTKD  * ' XFE.
124 3% )L Web 7594 ApeosWare Device Setup [CR RT3 H4EeRIRILT S,

(9) FIA_USB.1 FAEZE-H4IIIHMES
TOE [FEREESNT ID ot E18E . SA BLU—RFIAZBFORENZHTITHMIBINK TS,

(10) FMT_MSA.1 t¥1UT(BHOEE
TOE 3% 27 O@NMERHRERVDA, BTV MG T IEAEHRODIEIEEI—H —B5EHEREICL
DEREESNFIRAEICHIFRT B,

x 27 tFIVT1A REOEE

t¥1VT1EHE BR1E =&

P E I A 1R R HE HREEE

SA BRI EH (RIREEELF D) FOEHE. RE. Hl HmEES.
BR. 1ERK SA

— AR F A BB E R (AR EREL R O FLELE. RE. Hl HHEES.

) BR. 1ERK SA

BERBRBRYDACKHISTIFAAEHAN | BOEDE, HIBR. fERL | —M&FIAHE. SA
GE
FRTOERBRBRYDAICHISTSFHE | MOEHE. BIBR. fERL | HEEESE
EESIEE
H£ABBRNVDACHISTSFAER#R | HOESHE. HIER. /EL | REESE
GE:

ERTIVMNCHISTSRTAE#AIER | FVAEDLE. IR HHEESE.

SA. —f&FIA#E
FRTOBRTVVMCHISTSEEH | MOAEDHE. HIFR HWWMEEE. SA
A 15

(11) FMT_MTD.1 TSF F—40&E
FMT_SMF.1 ZEBEEDIEE
TOE FEREISNEIEEHBRIRABEDHC. NAT—RERETI1I-H 13— J1— A= E TS,
HEHEBEEDNAD- FREIHMEIEE(C, SA DNNAD— FRE (RAZIFHOH) SHHEIEEE
SA [C. —fiEFIRBBDNAD)— FETE (RMARIIBHOH) E. VATLEBEE—RAABARAANCHRES
hd.

(12) FMT_SMR.1 tF17(1&E]
TOE BYATLEBERLIUV—BFAEORINEZHIFL. TORINEEZLF AZICEEMTTVS,

(13) FDP_ACC.1 #7tyrPht sl
FDP_ACF.1 £ T4 B HIC LB 7O A fH
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TOE 35K 28 [CRTEBN. I-Y—EBFEHREICIVHRRYIAR, BTV M (TFAR- TV B) Di1E
ERALSNIFIREICHIRT S,

& 28 POL A

BRI FRERYDA HAHERYIA ERET)Ub
YD ADVERL —REFIFE . SA W | EmEEEN TR | -

EEENATRE
D 2D A B ZERUE—RFIAE. SA | W EEENATRE | -

R S TR HYET A
NXEMBRNHU, | ZE8HUE—MRFRAE. SA | —&FIFE. SALH | —iFIFE. SA i
HIlBR CREME R E N AT BE WEBEENTEE WEBEENTEE
TATOXZENE | W EEEH T HE HHEEENTTEE | SA LW ERENT
N L. Bl #E

BRRYIAREET Y MPOLAT BRI, 1 - Rl eEET 5,

a) BRIV MEae

MFD Tl 754 RX— )Y MCRTFIDREZITOE. FIREBEDNRAZEDSIMT7V DTV E—RIANT
L EEERE VKBTIV MERETRIHE . HIRIT -2y by T T —RIC K (TIViIR—
ALTTFAR= TV beLTA—H—ID CEICHELTREN- FTA AR EIC—REET 5,

F CWIS o1 —Y—ID &SAT—-FeA AL, FBEERICRIAEDSM17Y FRADTFAIVEEICENTY
YMETETIHELEKRICI-Y—ID CEQTIAR—- )Y FeLTREIN- FTAADREIC—KE
B’ind,

FAZBR—RBEINCTVY T —SZHERTS12HIC. MFD OERERIVDHI—H—ID &£/NAD—
FEABL, FBEESNZEI—Y—ID [CHISLETUY MEBSDUAMMIIINRRENS, FIAEIZDUR
MOGENRIFE T FIEHIBRDIE RO RIREE T3S,

b) BENYDAIRIEHAE

BICRBRSNTIVEWIITETPI AR — R BRI AICAF v T—RETFUARIET —AEIE IR
FTHENATEETHD,

AFvUTAEBRBRYDAICEMT B, FIAEN MFD 0 IRV D1—F—ID £1—H—)1
AD—FEANSBT, RBEESNDEAF v U BBEDFI AN AT BECZD . IRIENRIVD O AF Y UIERET D
CEICED IIT WRFEZEERAH BN, AERN— RTAAVEEICETET D,
TPDAZETAEBBRYDAICHEIMNT Z5S(CE1—F—RBIEEThT . AREZERBEMEENLT
B F I E LN TRIEIFIARET D5, EEBICRRRYIAZIEE LEREI7IAZ
ET-3. BEHEFOEFEESCEDIPIARET A RERTEDIFPIAZET - INENENIE
ESNEHEBRYDAICEERICARINEN D ETHREE D,

BfRShz1—7—1ID CEEFBERRYDAL. FIRAFENEE) IRV CWIS FzBRYMI-DAF
YF—1—T4)T4hn1—H—ID &/SAT— R A 1T 5E MFD [FREFICEFSNL1I—H—ID &)1A
D— =8I INEFIVIL, —HUIBZBEDH FREENB I URYD AN DT — &R T HEN AT BE
Ein, B URENRI, HIBROIREN AT REE D,

— R FIAE. SA (CLRBEERYIADEE
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BRI BRI AN MK

—RFAE . SA B, ERIBRBRYIADEBIREEITOC. BRIBRBRYIADFE EHAIFHRIC, E
BIBBRNYD AR L — MR R E B AIEHR . SA HAI BRI E SNLERIHEBE RV ANMER SN
%

-{E R B R YD ZADHIBR

BRI HRENYDADF A& #AEERE . —MRFIREHAFER. SA FAFERN—BULIBHE . Z0OEH
HRAVDAICET 3. BRRERNYIADHIBROIEENFTSNS,
ERHERNVIADXET-SIDENEH L. XET—-IDHIRR

BERBRRRYDAOF B EHHAERE . —MRFI AEHRIFR. SA FAFRN—BULHES. T0EH
BRAVIAICEHTIXET HOIMOE L. XET-HDOHIBRDIREENF TSNS,
HARRRNYIADXET-HOENE L, XET-HDHIBR

HRRDAN, £RBRRVIADGE . EDLAFRBRIDACETINET - IOENH L. XET—
SOHIBRDIZENEF TSNS,

o —MEFIAE.SAICLZBRTIY L DIRE
‘XET-HDHIBR. XET-ADENHL
EETVMOMBEHAERE. — R AEHANER. SABAFERNA—BLEGE. —RIAET
OtA.SATOLAICK LT, ZOERE TV MIETE. XET-FOENH L. XET-IDHIBROEMEN
HFralehd. XET-HDHIBRORENTHNDE. ZDBRE TV M EIBRIND,

o HMEBEECLIRBRYIADIEE
BHEREDSES . HARBRYIADIEREZRE. LHARERYIAOBIBRIEENFF TSNS,
M EIEEDISS . ApeosWare Device Setup h'oDH TATOEERI—H -t T3 EBIBEERY
DADIERK . ERIEBRYD ADHIBRNEF TSNS
BHEBREDGE. INTOHRBRYIACK VREBRYIADHEIER. XET-A0HIBR. XET—3N0E
NEULDEEZFAT S,

o WMEEA. SAICLSEBRTIV M DIRE
-HMEEEBLU SADHE . IRTOEETVY MIHUXET-S0HIRR. XET—I0RDE LEFHF
A3,

1.1.4. YATLEEECLF1UT1EEMEEE (TSF_FMT)

YATLEBECFIUTIEEKEER. HIBFEDFAENGRIGHEREFEILHIC. VATLEESE
E-FADPOEAEVATLEBEDHICHIRLT, RSNV ATLEBEDOH (CBRENRIVEIV VAT
LEEZEDIATV S TOE CFX1) T RENDS RERE LR EITOEREFAIT S,

(1) FMT_MOF.1 t#1UT #AD53E\DEHE
FMT_MTD.1 TSF F—430%&E
FMT_SMF.1 &EHELDHEE
TOE REBEIANE VAT LEEEDH(C. TR0 TOE tF1UT#Ae(CEFE T2 TOERET—2DS R
CREER., BLUBKEEDARN/ BHEREIT LY —1V3—J1—A%iRH TS,
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FEINODOMEECED, ERSNZEX1UT1EEMREZIRIET D,
BAENKIVDDIZTEED TOE tF1)THEREDREES R L. RELEZITIENAIRETHS,

* N—RTAADERT I LETHERBRORTEESRL. AN/EY. LEEZRROREEITI

- N=RFAADERT-IESLHEDRTEESR L. AU/ BEVOREET

- N—RTAADEET - IESLF—DREETO

© RENSRIDHOBEER D) AT - FERADRE TSR, B3/ ENOREEITO

© VATLEEERERRICLZPIVLAEERTEES R, B/ EY. EERROKREEITI

- WHEEE ID &)SAD-RFOREET HEEEEEDH AR

- SA. —#&FIMAE ID OFREESEU ID &AAT—-FOERTEEITY  RARIFHDOH

© 1-Y-)1AT-F(—RFIAEE SA) DR/NMNXFHRHERESRUREETY  ARZEROH

- RERRYRD—-DT—S{REMAED SSL/TLS BIEDREES R L. AR/ EMHLUHMIFTROKE
11

© RERRYRD-DT—SREMEED IPSec BIEDREES L. A/ EDNHLUFHMITHROREELT
5

© RERYRID-DT-SREHEED S/MIME BIEDKEESRL. AN/ EIHSLUHMIFBROKTEE
15

- 1Y AEDREES R U AKEREL/ M AREREE/ BB LU B ROREEITD

- BRIV MO EES R, BHE/MRIOREETD

- Bt FRIESRUREETD

- HETAMEROREESRL. B/ ENOREEIT

FEYATLEBEEDIAT Mo Web T30 EE LT CWIS #EEICED, TEED TOE 417148
NREESRU. REEFETOENATRETHD
- EHEEE ID &)SAD-RFOREET HEEEEEDH AR
- SA. —RFAEOD ID HEESHL. ID ENAT—FOREEITY  ARRABHOH
© VATLEEEZDERRICLZVVLAEERTEESRL. A/ EY. EERROREEITI
- 1-Y-1AV-R(—RFAEFE SA) ORI FRFIRESRUREEITY  AKEERDH
- ERAUTAEENTHEEDRTEESR LA/ BEIDREET
(BRI, EFaUTABEEOT T -REATRYINDTF AN IPAINT, YVATLEEREDS(PVFPC £
(CHDYA—FFHehimTaE,
© RERYRD-DT-SREHEED SSL/TLS BIEDKEESRL. AN/ EMHSLUHMIFROKTE
17
© RERY RD=DT—H{REMEED IPSec BIEDREES L. B/ EHBLUFHMIFHRORXEETT
P

© REBRYRD—DT—AREMAED SNMPV3 BIEDREES L. BN/ EDNBLUVHMBEROREE
13

- SNMPv3 2B\ AD— FOFREZTH
* RERYRD-DT-S{REMEED S/MIME BIEDHRTEESRL. FY/ EDHSUHMIBROKTEE

17
+ X.500 SEBEEMER/TYSO- /89 Y0- K3
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- 1Y AR EES R U AIKEREL/ M AREEEE/ BB LU B ROREEIT

FEARTOE FVYATLEEEDSA7Y b ApeosWare Device Setup @ U TR SN MM E
EEODH (SA FHR— MV IC, TREOTFIUT(HEEENS REREEITOEREZIFAIT S,

- EWEEE ID ENAD-ROREEITD

- SA. —#&FIAE ID [REESHEL. ID E/SATV—ROREETTD  AFZEIIHOH

- KIANRIDHOEREERD)SA)— FME A EEDS BERTE

- 1Y -RAKEEDR EES U, NMRFRRL/ /M SR EREL/ B S LUHHIF RO EZ1T)

- Bt BRIESRBUREZIT

(2) FMT_MSA.1 t¥a)T1BHEDERE
TOE @YATLEEEDHIC— MR AEHAIEHROBREERET S,

(3) FMT_MSA.3 StBH4I81E

TOE [FFBAYIAEZERT )Y MELEF 1T BEDT 74V MEEL T, FREEBAEERICIERL LI
FIAEHANEREF ARG AAEHRFRERET D,

(4) FMT_SMR.1 tFa)741#% %
TOE [$ Y27 LEEEDEEEHEL . ZOREEY AT LEEE CEEMITLS,

1.1.5. AAMN—IVIZ7iR{EHIERERE (TSF_CE_LIMIT)
DANR—IVIZTPIREHIRMEREIL. DA —IVIZ PRV ATLEEE X1 )T B E#EE
(TSF_FMT)ICRETR R ENSBHLIUVEENEEEBVIIICHAN-IVIZFOIATLEEEE— A
DIZEEFIPR T DHEEETHD,

COMEBEICED, DAMY—IVIZTFOENTFUICIR B ELEENEELBLLD,

(1) FMT_MOF.1 EHa1UT/t8eD52FV\DEE
FMT_MTD.1 TSF F—5NEE
FMT_SMF.1 EHEHEEDHTE
TOE [FFRRESNEVATLEBEENDH (. BENRILE CWIS hoNA M-IV I Z PR /EHIFRHERE(CEE
9% TOE BRET NS MR TE LT HEEDAR/ ) DIehD1—H -1 V3-J1- &R M T3,
FECOMEBECINE RSN CF 1) T EEEEEZIRMT S,

(2) FMT_SMR.1 £F1UF(1&ZEl

TOE 3YATLEBEMVREEMEFL. TORENEIATLEEEICEEMTTIS,

1.1.6. t¥1T1EEOTHEE (TSF_FAU)

EFI)TAEEOTHEER. YVATLEBE LN VAT LEBEE-FTRESNLIEEOTRE ICHEL,
FRTHOTOEFIAECK LT, L\2, D, EDLIBIERETNELVVIBERPEELBAAY MBIZEES
PREEE. I-Y-BELE) &, BRERETIHOLF1IT(EENTHEEERET S,
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(1) FAU_GEN.1 BE&ET—H4%RK
BET 0L, ERSNEEERRIAY M, BEEOVICEEHRINSEZRILT S,
& 29 [CEEENTDFHMERT

& 29 BEENJOFH

EEOTHFIAVME, U TOBRERT—AEHICERERIND,
e Log ID: EEEOYHAIFELTOELE S (1~60000)
e Date: Hf+7—48(yyyy/mm/dd, mm/dd/yyyy, dd/mm/yyyy OL\FnH)
e Time:BFZl7—4%(hh:mm:ss)
» Logged Events: /XY PR (TRK 32 HIDEEXFSI)
e User Name: #If&E & (&KX 32 fIOEEXF5I)
o Description: /XY MBI 2AB DA (RXK 32 HIOEEXFINTHMIITRRSROIL)
o Status: ARV FOMEHERE LPIKEE (TR K 32 HIDEEXFIITHMITEESEOIY)
 Optionally Logged Items: #i@ & 718 B LSHCEEOINREFSNSEMIER

Logged Events Description Status

TI\AADKRREE L

Started normally(cold boot)
Started normally(warm boot) | -
Shutdown requested

System Status

User operation(Local) Start/End

Self Test Successful/Failed
1—Y—-32:t

Login Successful, Failed(Invalid

UserID), Failed(Invalid

Logout
g Password), Failed

Login/Logout .
Locked System Administrator

Authentication -
Detected continuous (LB EIEERTE)
Authentication Fail

EER)Y—ZF

Audit Policy Audit Log | Enable/Disable
J3TAT—HA
Print C leted, C leted
Copy c_>mp ete ! omplete
with Warnings, Canceled
Scan
Job Status = by User, Canceled by
ax
- Shutdown, Aborted,
Mailbox
Unknown
Print Reports
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Logged Events Description Status

Job Flow Service
TIMARTEER

Adjust Time

Create Mailbox Successful/Failed
Device Settings Delete Mailbox

Switch Authentication Mode | Successful
Change Security Setting (GREEHBHRF)

T 2T —INDTHEA

Import Certificate
Delete Certificate

. Add Address Entry .
Device Data Successful/Failed
Delete Address Entry
Edit Address Entry

Export Audit Log

Communication Trusted Communication

Failed
(FORLEEELELRE)

(2) FAU_SAR.1 B&ELE1—
XA TAEBENT TR BN ETRATOERE., H HEBREERET 3,
FE"TEALTFANELTRFET B "ELOB ORI VNHD., COBBEICEINtF1)T(EEOTT—4%,
STRYIDDTFARTZAIELT, AoVvO—RFTHENH KD, EX1)T(EENT TSI 0-FT
B, Web 750U &R AT 3RI(C. SSL/TLS BIEEFEMICHRESNTULEFNERELELY,

(3) FAU_SAR.2 [REEZLL1—
XA TAEEOT T -ADZRHAHE UE., RSN E VAT LEBEDHRET S,
X IFAEBEOTT—AADTHEAZ., VAT LEBEEN Web T30 DA ERTIEET. B4/ \RILDD
THEATHEFHELRN, YATFLEEEH Web 7599 %EELT TOE ADFAYLTWEFNE. YA
TLEBEORIL(OJM1Y) ®ICERTTEECES,

(4) FAU_STG.1 RESNTZE BRI
XAV TAEEOTT-ADHIBREEERFE LG FEGHSAPRENSRESNTID,

(5) FAU_STG.4 BE&ET—HEXODIALE
XIVTAEEOT T AN R REE VM LRV T TRBESNEERT-HICEEELT,
FLLEET-INMBRTICREEHEIND,

BEEOTRZRDARY M, 34 LARYTEHIC NVRAM [CRFSN 50 #(SELUEIZE . NVRAM £oO
5% 50 B T—20771)V (T, TEEOTIPMILIEFES) LT, REIN—-RFTAAVEENREE

LT, &KX 15,000 DA XV MERFTHENHES, 15,000 H2HEAH5EE, —FBLVAIM1LA
BT TRBINEEEAT TPV IRRIEE LT, IR LTI AY MEEERSN S,
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(6) FPT_STM.1 S8R LARVT

ERNZEERRIAY MEEEOT 771 AR T S, TOE BT\ IOYIHEEIC LS54 s

ARV TERITTIHMAEERILT S,

FrEtDERE L E(L TSF_FMT (CINVATLEEEDH N AIRETHS,

1.1.7. HNEBRYII—DT—H{RFEMEBE(TSF_NET_PROT)

RERYRI—DT7—SRFERKEER ., VAT LEBEICLNVATLEEEET-FTRESNL T 42070
VVEREDFEEICELD, RERRY F)—DT7 - REMBEN RSN D,

(1) FTP_TRP.1 B{E48/52

TOE&YE—ME (Web [ZLBBIEY—E R, TUVA—RSANABEEY—ER. J7DARSINNHEEY-E
A, xRy MI)=H1—-F1)T1RBIEY—E A, ApeosWare Device Setup RBEY -t ABLUEIEE
HNANERESNZMOY—ER) T2 7B TR ENMRIESNIBELREIOIN LS. XET
=3, EXIVTHAEBEOIT-ABLU TOE RETHERETIHREZIRM TS, COSEE/IAG. it
DBENAEHEBHICKBISN ., ZOii mORASNEHBRN B LUREDPREN L. BIET—IERET

BRENEFOTVDS,

a) SSL/TLS Z7Okail

VATLEBECLNVATLEEEE- FTHRESNEISSL/TLS BIEIICHEL. AERYEI-D L%
ANBIXET A, EF1UTAEEQTT-AP TOE RET—H&REITH—2EL T, EFa17BT—4
BIENMRIESNS. SSL/TLS 7O ISHELTINS,
TOE H¥>t i3 B REEICELD . SSL/TLS H—N—F(3 SSL/TLS D347V beLTEIMET B TEN H K
%o F SSL/TLS FALIVICHIETBCEICED., A TOE EUE- MEIDT @B, BEEDPHS A
DEANLRETIEN KD, EBENODREL, TELOMAEICLNBIET —HERSIET LI
SO TEHT S, BHESREITIAVDORBEFICERIN. MFD KADERZVIMNTHH. FzEt

VAVDIRT EREBFTHIBT B,

SSLv3/TLSv1.0/TLSv1.2 FOMLELTE RSN T E OS5
BHFRMICE, FTROBSIEAM— RN IDRIRENS.

SSL/TLS D=L 2M— b HERESARX/BY(X NyYa1AR
SSL_RSA_WITH_RC4_128_SHA RC4/128 Evt SHA1
SSL_RSA_WITH_3DES_EDE_CBC_SHA 3Key Triple-DES/168 Evbk | SHA1
TLS_RSA_WITH_AES_128_CBC_SHA AES/128 Evhk SHA1
TLS_RSA_WITH_AES_256_CBC_SHA AES/256 Ev i SHA1
TLS_RSA_WITH_AES_128_CBC_SHA256 | AES/128 Ev SHA256
TLS_RSA_WITH_AES_256_CBC_SHA256 | AES/256 Evhk SHA256

FHSWNMLDIREENX. SSL/TLS BEFEETORIILO HMAC(Hashed Message
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Authentication Code - IETF RFC2104) #a5 AT 3EICLH>TEIETS,

Web D347V b LT SSL/TLS @IEEEMICTEIE. D47V M oDEKIE HTTPS &L T, 21
LEHFNIE okl SSL/TLS #&EiElL. IPSec, SNMPv3 | S/MIME &ty b7y 3Hi. F=E Y
ATLEBEN X 1) T EENT T &S0 FTBRIICEDICERESN TOEITNEZLE,

b) IPSec 7O+
VATLEBEICINVATLEBEET - FTHRESNLIIPSec BIE L. REBRY I I—D LEER
NBIXET—H, tF1)T(EEONTT-AP TOE RET—HERETD—2eLT, X1 7BT—2&
{ENMREEESN S, IPSec 7ARIVICH LTS,
IPSec 7O MIJLIE. TOE EVE—MEITED LS IPSec EIEEITINEL VL, EHE LIS 7ILTY
ALBEDINGA—REERTIEHD, TX1)TATPVII—VaVDMHELET D, 7Y II—VavDfEL
ZIEESNZHED IP 7FLABOLTORIET—FE. TOE DEIR OFF £LE)EYIENEET
IPSec O oV AR— ME—RIZENIEELEND, LHEESHRIITIIVORBEFCERSEN. MFD &
KOEREYIMT N, FhE VDR TERFISERT .
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BRI, TROLERESAXE \vVa1AKOBHEHEORAINHIREIREND,

HERES AR/ BY(X ACPE; -
AES/128 Evh SHA1

3Key Triple-DES/168 £t SHA1

c) SNMPv3 FOkdil
VATLEBEICINVATLEEEE- FTHRESNEZISNMPY3 #1E J(CHEL. Ry FI—DEETO
FIJLD SNMP #F| T 38D, £F1UT4YYa—Y3avD—2&LT, SNMPv3 70O USRS LT
%. SNMPv3 7O0MLIE IETF RFC3414 THRESNTWR LI, T—HDEEBILDHBHT . &
SNMP }yt—I%EBEETEHICEREIND,
COMBEEE AT 385, FBEL) AT — RETFM NV — (BEB1E) NAD— FOE A%, TOE EUYE— M
—N=0OmAICEYPYILEBIFNERLEN, F2SAD—REHIC 8 XFLULTERLEINELS
A (AN
SNMPv3 OFREEd SHA-1 N\ 1B EER L., £S5 1Ed CBC -DES I3 AES #E AT 5.
BHIESRE LYV ORMBFICERSIN. MFD K ADEREVIE TN, FLEtavnik TER
FFCHRT %,

SNMPv3 FOPILELTE SN R B OIS 5

HERES AR/ BY(X NyYaAR
DES/56 Evyh&zld AES128 Evh SHA1

d) S/MIME FOkalb
VATLEBEICIN VAT LEEBEE— FTHREINLIS/MIME BELCHL. ARy I—D6E &
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UM R R —D LERNEXET—HERETH— DL T, tXa7BA-ILBENMREESNS.
S/MIME 70 FJUCHIEL TV,

S/MIME B S A—)L DX ZAEMAE(CID, SNMEBEBFA-ITRIETBHE DA -V ERE 2R ETH
XET-INEREE ., Tz S/MIME Z2&A-)ILOEREHEEICLD, XET - ANEHE PR EERLL
EE-D

BHESREA-IIOESEFRBRICAERSIN, MFD KADEREZVIN TS, FLEA-IOES
ESET ERBFHIRT %,

S/MIME 70O VELTERSNSA—ILEE S LDz D L@ REE S A X

HEBERES AR/ BT
RC2/128 Evh

3Key Triple-DES/168 Ev b
AES/128 Evwhk

AES/192 Evwhk

AES/256 Evhk

S/MIME 7O PVELTERENSA-IERBDTZHDNY V1A

Nyoa AR
SHA1
SHA256

1.1.8. 77H2A70-tF1)71HL8E (TSF_FAX_FLOW)

TrDAT0—tF1)T4HEE. LWDERIBEICHEVTE USB A UA—J1— ATV bO—Jik— REfE#EN T
W3 I7DAR—FEBELUT TOE [CRIEICPHEATRILRITEY | ARBEERENOANERY FI—DICR
REFERRT —HEXTESTIVMERETHS,

(1) FDP_IFC.1 #Jty MEHRIO— %1

FDP_IFF.1 Bffit¥iUTEH

REZEBRWEHIoNERY M) —DICARBERR T —IERTESBLOT, AREFERZEN
ELEAREBRT—INEBRY FI—DEEITELLLY,

N
=

1.1.9. BETAMERE(TSF_S_TEST)

TOE(F, TSFRATI-FBLUTSFT—ANTEMEREL T HHDBE T TAMEREERITT HENATRET
Hdo

(1) FPT_TST.1 TSFFAhr
TOE (3#2E)F%(C NVRAM & SEEPROM 0) TSF F—4% S GAEEERA L. REEIIBE SRILICTIS
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—EXRTT D,

ERELEFIVTAEEDT T4, B0 BT —INoICEEFNLBLVEHEEDREE UL,
F=TOE (FEEIFFICE 2 TA MEREN R ESNTLVSE., Controller ROM OF 104 LEFTE LA ED
EE—HT2h R LEERSIRENRIUIIS-E2RTTS,
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A ST [CHITBHEEELLTICEREAT 3,

iE EEABE

ADF HEREFEEDEE (Auto Document Feeder)

CC JEVD347)7 (Common Criteria)

CE NARY—IVYZ7(Customer Engineer)

CWIS tUR—174 03—y —EA(Centre Ware Internet Service)

DRAM H4F39D5 05 L7t AAEY(Dynamic Randam Access Memory)

EAL SEMREELAJL (Evaluation Assurance Level)
KED:EFHIFERNIBIZZEDH IR (Federal Information Processing

FIPS PUB L
Standard publication)

IIT E& A H3—3F)L (Image Input Terminal)

10T EfgH H58—3+)L(Image Output Terminal)

IT fE#R i fif (Information Technology)

IP 13 —2%yr7A RV (Internet Protocol)

MFD FIRIEE#E(Multi Function Device)

NVRAM TERMESVH LTHEAXEY (Non Volatile Random Access Memory)

PDL R—JERik & (Page Description Language)

PP J079Y3a»70774 b (Protection Profile)

SAR tF1UT1REEEH(Security Assurance Requirement)
TN ACEFESNZESRMICEEFHZ ATRER ROM

SEEPROM (Serial Electronically Erasable and Programmable Read Only
Memory)

SFP t¥a1YUTs# 858t (Security Function Policy)

SFR X1 T H#BEZE 4 (Security Functional Requirement)

SMTP BFA—)LEETFOMIIL(Simple Mail Transfer Protocol)

SOF HEBESRE (Strength of Function)

ST tF1Y713—5y b (Security Target)

TOE ST xf & (Target of Evaluation)

TSF TOE t¥%a1UT1##E (TOE Security Function)
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SA(System BHEEENDL MFD O EEY TOE tXi T(#EEDREEHFAIEINE
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%0

VATLEEE

MFD O#EE® TOE tF1UT DR E2ITOEESA,
WWMEEEE SA OB

DAMR-IVIZ7

MFD QOR<F/MEBEITIIVIZT,

WEH EREH-TTOEZRIATEE,
BRI MFD OBEICHERIREY, SVT  89FRIVTAAT VA EBRE SN IRV,

—RMAEDIMTY
S

—RFABNFRTEIVIMTUL,

VATLEBENFATEIIMT U, YATLEEERX Web T30,

Sy CIR=E:
J_XTL\ SRS ApeosWare Device Setup &f#l\ MFD [CxtL T, TOE RET—SDHEE®
D247k =
EFRZET,
tIA—017 TOE A® Web H—N—T®HN. FIAE D17V +D) Web 7595 %&MH LT, TOE
EEEST [CxtdBIRAERESRE. SR ELEF. XEDINH L/ERIERNTEEIY—EATHD,
T—EA(CWIS) Windows D1Z# Web J5OYTHERTRENTES,
BREEENVATLEERBEDSAT7Y M OERD MFD (L LTERE-EETD
ApeosWare =DV T 17, ApeosWare Device Setup (3. I—H—1FHRP7HAH|

Device Setup

R, BENYDA, 5Bk K. YaTIA-BEDBFER. SLUHBOEKIFERE
— R CHERR - IREN'TED,

YATLEBEEE-F

—RFAEN MFD OEeEFI AT SBEE— REIFAIC, VAT LEEEN
TOE OFERIREICENDE T, TOE HRNENMERE® TOE X171 EERTE
DNER/EHEVL, REMBOEREITIEMIEE—F,

TPDARIAN

—MRFIREIIMT7V b LOT-HEMRIERE UEE T, MFD AT—A%%{EL. B
BOPDOREIET S (A LD N I7DAKEE) Teth DY T b7 THO— MR FAE DS
PULTHERT S

FYRI=D2%rF—1
—T1)741

MFD ROFHEBNVIAICRFSNTVBXET - IEe—RFIREIF17Y MoER
DHEIZHDOYTIIT,

TIVR=FFAN

—RFIABEDISI17V b EDOT—5%, MFD W' IR AT eEGR— Uik EZE(PDL)
THREASNIEHRT—2CERTEYIIITT, MREIVIATPV N THERAT S,

MFD DMEIRATREBAR— YL 55 (PDL) TRERSNZT—45, EIRIT—4(3,

ENRT—% TOE O7IVIR—AMAETEY bRvTT—8ICEHINS,

17— MFD ’Hﬁ!:d‘w“é/\— FOI71ZY MR TITONSBIEDSS. IVY FEEDLARY
ALLTEIESNST -4,

EvbyTT-5 JE—BECSIFESRENLT 8. BLUTUVI—HREICINFIAE STV b
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(FHRBEAXTEBGEMRL RN FTIADEECIERINS,

TAVR—XHERE
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JHHEE,
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TP AMEREEFIRT HIRIC, LIT M oFtdr A FNIRMAE FHRICEIETIEY YT
T8 BLU. EREFHNOREL IOT THIRISNIEY YT T—4,

FRBFEHXET R

MFD ORIES/\— k71 ADEBICERENE % . FIANE T LI71LIHIR LE
1, REN— RFAADEBAICE., -8B BEFLTLZREOXET -4,

X1V TAEEDTT

BEEPERERE. I-YI#ELBE. TIMARNTREVCEEGERE. 1V
Mar (3 ) D, TESLTE ). TEDHER 1IELI K TR RINCEEERLIZE D,

—ROIMTUIB LY —N-FB—RFAEISM17V FRAICEESN TS,
TOE O#RECERDZ U DT,

RER Ry FI—D%i7RN 25 TOE DREECHRNDILSNDT—A,

TOE ®EF—4

TOE[CL>THERENTZN TOE ICEALTHER SN=T—ATHN. TOEDEF1UT4
BEEICHEZE5ADREMDHIRTET o

NIE TSF 7—30—ETHN ., EARMICII TEDT—ITH3:
N—RTAADER-T I LEEFER. \—RFT1AVBERT-IBSLER. VAT
LEBERFR. DA IV IZ7REFIRER . AR IRV ODOFEFEROD/
AD—RMMEAER. - )1IA0—-FOR/NXFHIER. FIAE D £)IAD—F
B, YVATLEBEERIAXRRICLZTIEAESRER. REBRYII—DT—4R
EIFW. tra)T(EBOTRERFR. ERT)VMER. 1—-F-FiER. B
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— BTV BLU
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TOE OEMEICEES LIBLVIFA 7Y MY - —&TRT,

RERN—RT1 D%
BN H0HIRR

REN—FTAADEENLOHIFREEE LIZIE S . EEFEROBIBROEETT.
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