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Copyright (c) 2014 RICOH COMPANY, LTD. All rights reserved.



Page 27 of 83

FIA_UAU.1(b). FIA_UID.1(a). FIA_UID.1(b). FIA_SOS.1 OFEMMLIL. N5 DRI AR T 57
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R

LT, A ST ® FDP_ACF.1(a)l% PP ® FDP_ACF.1(a) &7~ L T\ %,
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DIZHL T, AR ST Tl TOE MEEED — i THL T 77 AZAGHERET T &3 /] DL 72> T D,
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PP Tit. BERIE Ed D.DOC BLTU D.FUNC 125 L TRA WS X A DB F 2 E L TUORW DTN
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L. BT PHEREZL 2 WEICE > TRIRHDWDT SR E SN WIITE B T&
FIUEZRB720, SHITHERRZFFSLON, Toul & CEA LT iEes
fé?b \O
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TSF REFROBERE
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MFP EELEALE 1L, HAF AN CEDOR R T LW F L B (L
TWDZEERFET D,

OE.AUDIT.REVIEWED =ML
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Copyright (c) 2014 RICOH COMPANY, LTD. All rights reserved.




Page 36 of 83

432 tFaY T4 ¥ERARRER

DL, & X207 45K F BB Bifedctl. L OO 27 0 F# &3 Oz b
FRALE 7R,

T.DOC.DIS

T.DOC.DIS %, 0O.DOC.NO_DIS, O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJL>TxIHi T
%o

OE.USER.AUTHORIZED |21V, MFP & BREEF 1T DB 2V T 4R —LFIEIHEO R A E (2%
L. TOE ZF i+ 24R%Z 5 -2 . O.USER.AUTHORIZED (ZXV TOE (3F & Ok BIFREE 2 ERk L, &
F =27 4RV —ZhE> T TOE FIFHFF A7z - TR B 3 FRAES 115, 0.DOC.NO_DIS (240 TOE I
WEE v A a—P—ZELTINE | BHDONIE, vl A= — £ TS T DN ZE B D LA
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OE.USER.AUTHORIZED (259, MFP EH S EF 1T O BX 2V 7 4 R) o —CFNEICHEFI FHEZ 1 2%F
L. TOE ZF| i+ 54EfR%Z 5% . O.USER.AUTHORIZED (2 XV TOE I3F A& Ok BFRiE 2 ER L, &
X2 VT 4RI —IZHE-> T TOE FIHFF A2 » TR #E S RRFES D, O.FUNC.INO_ALT (2589 TOE
FRIHEY a7 B, v/ a—PF—Z 20T nE HDONIE, n/ A a—F =4 TR TWDLRZED
FIHE a7 ~DT 78 2R ab 12 WE I L > THESNHZ LT,

ZNHORE ST EHTIY, T.FUNC.ALT (ZH L TED,

T.PROT.ALT
T.PROT.ALT /%, O.PROT.NO_ALT. O.USER.AUTHORIZED, OE.USER.AUTHORIZED (2~ TxiHi
TED,
OE.USER.AUTHORIZED {250, MFP & H BT 1T/ O£ 2T 4 RY > — o FNEICHEDFI I # (2xt
L. TOE ZF| 9 5 [R% 5 % . 0.USER.AUTHORIZED (ZJY TOE |34 & Ok BIFFEAZ EsR L, &
F 2T AR —IZHE->C TOE FIHFF AN e > TR E SFRGES 115, O.PROT.NO_ALT (250 TOE
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1L TSF REETE A, nr A a—P—L &bl HDNOE, e/ A2 —V —Z 13> TODENRFD
TSF (R ERA~D T 7w AMERZ L T2 N E I L > TR AESNAZ LT,

ZNHDOREFEHILY, TPROT.ALT I TX B,

T.CONF.DIS

T.CONF.DIS %, O.CONF.NO_DIS. O.USER.AUTHORIZED, OE.USER.AUTHORIZED |ZJ > Tx$H1 T
x5,

OE.USER.AUTHORIZED (259, MFP E B E(EE 1T DO X207 4 R) o —FNEIHEO R # 1 26
LT, TOE #F| 3+ %He[R% 5% . O.USER.AUTHORIZED (29 TOE |3F & Ok IFRGFZ ERk L, &
X2 VT ARY T —IZHE->T TOE FIHFF AN IZHe72 - TR E 23FERES 115, 0.CONF.NO_DIS (2kb TOE
I TSF BB TE A, n /Ay a—P =4 &b 7700, HDHWIE, v/ A a—HF =L 13> TODRZED
TSF BB SA~DT 72 AMERE L 12720V E 12> THIRESNAZ 1T,
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TED,

OE.USER.AUTHORIZED (259, MFP & B S 1T/ DO B X 2 U7 4R o —FNEIHED FI FH# 12xt
LC., TOE Z#F| -4 24ER% 5 % . O.USER.AUTHORIZED (ZXV TOE |3 f & DRk BRI 2R L, &
2T ARY T —IZiE> T TOE R FF I Se 72 > TR E 3FRFES LD, O.CONF.NO_ALT 12kV TOE
1L TSF RMETE N, n/ A 2—F =4 5L E HDOOE, al A 2—HF =L TFF> TODRZED
TSF RV TEHA~DT 7B AMERZ S T2/ EIC L TRESNDZ EIT 72,

ZNHOXEFEHZLY . T.CONF.ALT IZXHITE S,

P.USER.AUTHORIZATION

P.USER.AUTHORIZATION %, O.USER.AUTHORIZED, OE.USER.AUTHORIZED (ZJ-> TxIHiCT&
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OE.USER.AUTHORIZED |Z&Y ., MFP B HL B FE TR OB 2V T 4R o — L FNEIZEF 1ot
L. TOE #f A3 5#ER% 5 % . O.USER.AUTHORIZED {21V TOE IZF| A& OB Z Bk L . &
%‘1)74/(21:) v \—TIE’)T TOE *l a?j 5‘67’;’)(*”%%73)“4 nﬁéﬂé

B0 LY, P.USER.AUTHORIZATION ZJESFCTX 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATION /%, O.SOFTWARE.VERIFIED (2L T T&5,
O.SOFTWARE.VERIFIED (Z£V TOE I TSF ® 3 72 —R%& B CRGECE D FRA T2,
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P.AUDIT.LOGGING
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OE.AUDIT_STORAGE.PROTECTED, OE.AUDIT_ACCESS.AUTHORIZED |Zd&-> THHLTED,
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P.INTERFACE.MANAGEMENT
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T2 1T REAHET 5,
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P.RCGATE.COMM.PROTECT %, O.RCGATE.COMM.PROTECT (2L TEH T,
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— A TR SN B DY X 2 VT AR ET D720, SN A v 27 = — A% B+ B R F 12t 57
HLNR, DT80 BIpDINTA L 527 2 — A O BRI TNRWNT — X O E RS, §FF Sz
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FPT_FDI_EXP.1 #MNHA L 7 = —A~DHI RS- iR E L, ERSNIAMNBA L Z 72— A TEZAFL
7T —2% 69— FHOIBALHT = —ANHIEESNDRINC, TSF CHIEISV AR A1 TH T & A 2R
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LIXUIE TOE 1%, DI A L 27 2 —ATZAGELTeT — X MDA BT 2— AN EET DO EFF a3
DRI, FFE DA LW EITOZEDESND, BlET 7 AT U — IV AT LEN, AT —2%15E
THANAFEDT —7 70 —%HRTHMO VAT AL R TH D, €D IH72(ILESN TRV T —H
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CC X FDP /ZAIZBWCRBMICE AR HE T —4 7 n—%2EHE L CD, —FHTZO ST Tk, fIHET
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TR 7L
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FMT_SMR.1 &¥=U7 D% %
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6 EXaT1sEH

AREL, VT ARREEN, B 2T AREEENE, KO 2T BRI R ~D,
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F72, [CCITERSNTEIT LRI EEAT T80 1K, [RICFEFEI] Tkl 35,

SRR ZAT o7 0, RER R TRk 55,

6.1.1 #HYS5RFAU: X2 )T EE

FAU GEN.1 BEEET —FARR
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1R A
FAU_GEN.1.1

FAU_GEN.1.2

PR AEZL A

3L
FPT_STM.1 G HES A LAZ T
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Q) EARREDRBEILIL T,

b) EEADRIN: H/ERLIL L OTRTOEE R ES KO

o) [Blft: R 7R T TOE DEERS IS,

TSF 13, FEAFLERICB N TOREL LT DI WA TR L 72T UL 72 b7

Q) FHO ALK FROMR], V7 V= NRBIEHRGE S T 5A). FROME (D)
FIIXR); LY

b) KEEAFRFERNKL T, PPIST OBERETL R — R MO AR EROERITEE SN
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eTonsfra—F—4 WIM [ZX5EFEOBEFH, WIM [ZX5BEE7+1F—%
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iﬁj’%@*” BUDTSCOR N | yawtiesn 0757 23508 DBIIH T
° oy S — L

O B T rEAF ey SR (chEr 90 D LRI A— LIS DB G
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o
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MFP BHE 1285, :L—ﬁ“‘—a}a FAEFIEORIWE R

MFP & #1215 . @Remote 3 ETHFHRO WS DE

12k
iz
MFP EBEFE (2% IPsec s ETFHROMINE LA
iz
iz

MFP EHEZE 215, Hasa il E DO E

FMT_SMR.1 &¥=2YF D% E

A =R 7L

Ak FIA_UID.1 #RlD& A7

FMT_SMR.1.1  TSF (&, &[N —BFIRE, 2—3—/3F— MFP EH#HE, RC Gate] &R L7221
A ECANCVA AN

FMT_SMR.1.2  TSF i, FIHZE Z&ENBEEM T 22T LR 67220,
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6.1.6 45X FPT: TSF DR

FPT_STM.1 ®EEFALRE T

TR E: 7L

A 2L

FPT_STM.1.1  TSF I3, SfEIHA A LAK L T aAR M TERIT T ARBA,

FPT TST.1 TSF TRk
T L
TR A L

FPT_TST.1.1  TSF i, [ER: [FfT: MFP Il 7o =7, FCU HI#Y 7 Ny = 7O B EEEFFET 5
7217, B MIESE BT A O T AMD AL — M T LT IUZ 2B,

FPT_TST.1.2  TSF L. #FFrlfIHFIC, [BIR: [Fif): BE0S T —FT77ANV] DM RGET DR 1%
AL TR 670,

FPT TST.1.3  TSFiX. #FalFIHE T, (BN [BIfF: BMHSH TV TSFEITa—R]|0eet2miEds
e 2R HE L2 TR 5700,

FPT_FDI_EXP.1 SERA 2 BT 2= A~D RS T sk

TR E: L

IRAEME: FMT_SMF.1 & FRISRE DR E
FMT_SMR.1 &¥=U7 D&%

FPT_FDI_EXP.1.1 TSF %, [Fift: BAIE SRV, LAN, BFEERR] =T o7 E W%, TSFICLHEM
DAL [BIFF: LAN LEFERIMR]ICHERE T D24 MR T 288 A4 L7221 L 72 s
AN

6.1.7 YV 3RXAFTA:TOEF7Y+X

FTA SSL.3 TSFEENZIAZKT
TR E: 2L
R AE: L

FTA SSL.3.1  TSF L. [BiIft: 8B k4 —buZ 7o rREERRE, WIM F—haZ 7o RS, 7V
VE—RIANR—PODXEFTROZETET . 777 ARTAN—0bDLEFBROZEET .
RC Gate EDBER TR I GE T a2 T LARITHIZARBR W,

6.1.8 HYS5SXFTP: BiEHHN\R/F¥ 2RI

FTP_ITC.1 TSF BI&EETF vV
TR 2L
HAFEIE: 7oL
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FTP_ITC.1.1 TSFIZ, ENH & Lo @G58 1T BRI, tho@E T v RV EimBRRIC KBS, £ D
SSORFESNTZ3R . T QR R B HDTF ¥ RAE RO HEL BT B WIET v 2L
st BN AN A YA AN

FTP_ITC.1.2  TSF (L. [BR: TSF, ho®mEE IT 8RS, SEET v 22N L CREZRBT20%
PR LT huidze ey,

FTP_ITC.1.3  TSFIZL. [BlIff: XEIEM. FREEEH. REBHE B, ROWEFBRO LANZRRERE . RC Gate

LD LAN BREBEE]O-DIC, mEHET v 120 LU GRIEZ MG L2T T b7,

6.2 t¥XxalTqRIEH

A TOE OFFlifRFEL /L% EAL2+ALC_FLR.2 Th 5, TOE OfRFEI R — R e F 26 1TRT, 2
IR AR FEL UL D EAL2 ([Zh» TEHZSNIZa R — R bty MZ ALC_FLR.2 ZBINL7-HDTH
éo

£ 26: TOEEXx =V 7 1 RIEEM(EAL2+ALC_FLR.2)

PRAES 7 A {RAE R — R b
ADV: ADV_ARC.1 X 2T T —FT 7 F vtk
Bk ADV_FSP.2 LT E R
ADV_TDS.1 L YN
AGD: AGD_OPE.1 FIREBAET A A
AL L ALE AGD_PRE.1 el i
ALC: ALC_CMC.2 CM A7 LD
FATYAT YR = ALC_CMS.2 TOE o —#50> CM il
ALC DEL.1 BT Fhoe &
ALC FLR.2 R Bt FheE
ASE: ASE_CCL.1 A R
Ex2DTA2—=7 YRl | AsE ECDA R R — b
ASE_INT.1 ST HEa
ASE_OBJ.2 TX 2T kR I E
ASE_REQ.2 IRELT- X2 T o2
ASE_SPD.1 X2 VT AR E SR
ASE_TSS.1 TOE T4k
ATE: ATE_COV.1 H A — D DFFHL
7AR ATE_FUN.1 HERET AL
ATE_IND.2 U RVAZZS NN
AVA: AVA _VAN.2 JEB5 53 B
WeEssPERTE &
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6.3 tT¥xalUTsEHEN

ARFETIL, X2V T4 BHORIE IR RS,
PLFIORTINC, TR TCOEX 2T AEEBEM N 2SN T2 5 A, T4 BX2UT7 xR FE ) TERL
7= TOE O&X 27 xR G HHTERSND,

6.3.1 BiME

TOE OEF 2T 4R IT IR DX 2 T AR BEE MO XN BIfRE TRLDE 27TITRT, £ 2715
ORI, B2V T AR REE N D70 1 DU ED X 2T 4565 T #HI IR L TnA,

K 27: BFa T 4 xR E & HREE O BE

|_
a 0
o | o =
o | Q| W =8
i I T o @
- -z | S| 5|25 |2
wl -l oOl5l2e |2 ]|cl=2|>l6]2|=2
= - < < @) < T LLi L O w (@)
@) < [ [ [ I E Q o o wi O
I I @] @) (@) ©) o) < < | 0} L
e e Z z Z Z < L = = I =
P Z O = w w o i e = o <
8| 8|3|2|/8|8|8|5|515/2|8
alal2|&g|c|o|S|2|8|x|h|c&
() ©) ©) () (©) ) ) (©) (©) @) @) (©)
FAU_GEN.1 X
FAU_GEN.2 X
FAU_STG.1 X
FAU_STG.4 X
FAU_SAR.1 X
FAU_SAR.2 X
FCS_CKM.1 X
FCS_COP.1 X
FDP_ACC.1(a) X X X
FDP_ACC.1(b) X
FDP_ACF.1(a) X X X
FDP_ACF.1(b) X
FDP_RIP.1 X X
FIA_AFL.1 X
FIA_ATD.1 X
FIA_SOS.1 X
FIA_UAU.1(a) X X
FIA_UAU.1(b) X | x
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|_
o D
o | o o | E
o | Q| W =l Q
i P4 i o x
— -lz | 2@ B8]z
wl -l ol5l2e |2 ]|c|l=2|>l6]2|=2
= = < < a) < I i L G) L (@)
@) < [ [ [ I E Q o o wi O
OI OI @) o O ®) D < < | ) Ll
pd Z pz4 pd < L - =
zZ |z - : : : > e | 2| E | Z
. = | 0 | E | LY | e | & | & |RB x | <
c|lc|35|2|8|&8|8|c|6&6|2]82|8
alal2|&g|c|o|3|2|8|x|h |
©) ) ©) ©) ©) ) ) ©) ©) ) ) (©)
FIA_UAU.2 X X
FIA_UAU.7 X
FIA_UID.1(a) X X
FIA_UID.1(b) X X
FIA_UID.2 X X
FIA_USB.1 X
FPT_FDI_EXP.1 X
FMT_MSA.1(a) X X X
FMT_MSA.1(b) X
FMT_MSA.3(a) X X X
FMT_MSA.3(b) X
FMT_MTD.1 X X X X
FMT_SMF.1 X X X X
FMT_SMR.1 X X X X
FPT_STM.1 X
FPT_TST.1 X
FTA_SSL.3 X X
FTP_ITC.1 X X X X X X X

6.3.2 BIMEDIELE

LUFIZ, TOE Bx 2T A %RI7E03 XIS T bz TOE £F 2 U7 AHEREEAFIC L > TR TEHIL
Z D,

0.DOC.NO_DIS CEDRREE
0.DOC.NO_DIS &, 3CEN, u/ A a—HF =4 %&b 720E | HHWIE, A2 —F —4 13>
DWFEDLESDT 7B AEREL TR NWE LS CRRRENAZEE X 2T 4% R F#Ch D, =
DX 2T 4 RR T EHEFZB T D121, FreOxREE T 20 NHD,
(1) XEFERA~OT 7 EAHEHEREL CEBET5
FDP_ACC.1(a)& FDP_ACF.1(a)lz&» T, CEFMOFEH UL, SCEHHBMEICLD CEEREA
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)

3)

(4)

B U7z — %R 3 F 703 SCE T o SCER BV AMIOR GRS QDD —RFI & 72 g A L
ZIFA4 5, MFP EHLE A—/R— (¥ — KT RC Gate [ZkL CIECERBMOFTH L AT L
AN

HIBRESIIZCE, — B2 CEHDOITFOW o HLERES

FDP_RIP.1 (2L~ T, HIBRSINIZCE, —FERSCESHDVNIEOW H OFt HLERL<,
LEEROEZEIZHEHT Y NV ER AT

FTP_ITC.1 {Z&-> T, TOE %% LAN & H TiEZ[E T2 CEH I R#EIND,
X2V T BIEOE R

07 Ay a—W =t U CRIBEZBRIECIT B, IV V&, B, HIBR). STERIHBEVANMC
KU CTHREZRBRE( WA b, )L, FMT_MSA.1(Q) 2L~ T, TNZ D EafE %5 & D F| H
FIZFITHIFRL T D,

LEEFWA TV =N OEF 2T BMEICIE, FMT_MSA3@)IZE- T, SCEF WA E RS-
(2, T IR By hEnD,

INHDOR RN X 2V T A HEREEA L L CTi% 495 FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)% /% % Z&C 0.DOC.NO_DIS #FHLT&5,

0.DOC.NO_ALT XEDHRLEF#E
O.DOC.NO_ALT %, CEN, ur/fra—F =4 &bllenE, HDHWE, rr A 2 —HF =41 3FF->T
WAINZED LEADT 7B AR EZL T2 WL THESND 2B X 2 T 456 K i #Th 5,
ZOBF 2T AR ST HEEH T DL, TR L2 EfiT 505 ENH 5,

(1)

)

©)

(4)

CENEHRA~OT 72 AR AR EL THEMT 5

FDP_ACC.1(a)& FDP_ACF.1(a)IZ&~> T, CEF ROBIFRCCEIF M OMmAE BAEI T O) 1T, SCEF
WIBMEICIY, SCEHRE R L BRI A E I CEE RO CERAF Y AMNIOBRESN TN
— R HECFF 35, SHIZ, MFP EBFICHFF Al 975, A—/ 33—/ —& RC Gate (23 L Tl
CEFEROHIRETFRIL2,

HIBRS - 3CE, —R72 SIEH DX O OB E %L

FDP_RIP.1 IZXo T, HIBRSIIZSCE, — KRR SCEHDWNIZE DM A 2RI H TE RN IIcT 5,
LEEFROEZEIEHEET v V2R AT

FTP_ITC.1{Z&~> T, TOE #° LAN & TR T2 3CEHF MIThi#EIND,
X2V T o BIEDE B

B AP =T U TR REZR B E G RERL ., RIS, | HIER). SCERIHE VAN
KU TR BEZRFRE(RIW &b, )%, FMT_MSA.L()I2k-> T, ZNE N DO #EAEZR K E O F|
FIFITHIFRL T D,

LEERA TV 27N DOEF 2V T @M, FMT_MSA.3() 12k~ T, SCEFRNE RS-
(2 IR 2B By RS LD,

INHDORRITV B2 X 2V T A HEREEA L L Ti% 9% FDP_ACC.1(a). FDP_ACF.1(a). FDP_RIP.1,
FTP_ITC.1, FMT_MSA.1(a). FMT_MSA.3(a)Z #3452 LT O.DOC.NO_ALT ZEHL T 5,
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O.FUNC.NO_ALT FIf#E Va7 nhER#E
O.FUNC.NO_ALT X, fE Va7 R, nrAra—H =4 &b HHNE, oA a2—HF—4
RS TV ZEDORIHE a7 ~DT 7B AMERE S T2 NEIZ Lo TREINLZ &2 <X 2V T o
KR ITEETHD, ZOEBF 2V T xR EHEFZB T DI, FREOXIREFE T 20 B D5,

(1) FIHEZEY 2T ~OT 7B AH#%HE L TET5
FDP_ACC.1(a)L FDP_ACF.1(a)lc&» T, FIHHE Va7 OFIBRIZ, MFP EHLE 4 EAHE Va7 O
HIBRMERR 2> — R B TR L CRF R 975, A—/X— 31 —L RC Gate (ZxL CIIFIHE Y=
T OHIBREFF L2, M, A TOE OFAHE Va7 O Z1x, FIRAEY a7 ORI T Tho,
(2) FHEFVa7OERZEICHEHEBRT YRV EFHTS
FTP_ITC.1 2k~ T, TOE /% LAN fH CTEZE TR HE Va7 I k#Esns,
() X2V BHOEH
0y A a2 — P —Z XU TR REZR B ECIT B R, MW &b, S, HIBR)IZ, FMT_MSA.1(a)lZ
FoT, ENENOEREERFFEDOFIRAE T2 HITHIRL Ta,
FIREYa7 (7 V=707 1 BIEIZIE, FMT_MSA3@)ICE-> T, FIHAEY a7 24Kk L
7o, HIBRAZAE A RS LD,
ZNHDOXRIZHE X 2T ABERE L L Ci% 4 3% FDP_ACC.1(a). FDP_ACF.1(a), FTP_ITC.1,
FMT_MSA.1(a). FMT_MSA.3(a)Z K $ 52 LT O.FUNC.NO_ALT ZFEH TX 5,

O.PROT.NO_ALT TSF fR#EEROKER#
O.PROT.NO_ALT i, TSFERETFEROUEE | X2V T 4D HERF CEDRIHE TS 3582207
AR ITETHD, ZOX2VT xR T #H 2RI T DI, FreOR R EEi T 20 ENHD,
(1) TSF fRiEFHROE B
FMT_MTD.1 (2L T, RIRFRRAED /S AT — R i/ IMTEL, ARIRFERED 7S AT — REMERE | RIRGRFED
Oy AL INAT — ]\7\7‘3;#4%@%( K{Knun @D/77l7}‘ﬁ4=|§%&4}7*‘; E zlz{inun @D/?T?]\
W[, AE A B, B4 SIMIME FJHEE S, 1255 7 4 v — FBRESAG SCE o —W — | IPsec % /&
{54, @Remote 7% ETH ., FEARAEAE, BE x4 — n s 7O, WIM A —ha 2 77
M, RO 2—Y —FRAEHFEOE A MFP & HLE 2S5,
(2) EEFEREDFFE
FMT_SMF.1 I2L- T, B2 U7 8RB 120 U O B B B R I L i S LD,
(3) HmEIDRE
FMT_SMR.1 IZXo T, FrtEA R ORI HE AR T2,
(4) TSFEREBEROEZEICHEET v V2R AT
FTP_ITC.1 12X~ 7, TOE %% LAN f&H TE%15 3% TSF & IE MITtES LD,
INHOXRICLE X2V T AR E LU 44 3% FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #4524 T O.PROT.NO_ALT ZEHL TE5,

O.CONF.NO_DIS TSF f &8 DB~ %
O.CONF.NO_DIS 1%, TSF B E RO RE, £ 2V T4 DHERF CE ORI HE S35 X2 T
ARIRITE T D, ZOEX 2T 43RG #2FB T DI, Freox A £+ 20 E13 55,
(1) TSF R EHMOE B
FMT_MTD.1 2k T, —FIHEDar AL AT — Rkt DE% MFP & BRE & 24 5% — % Fl
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AE AT D, A== AP =D s L SR — RIS DB A A — /= S — R AT
5, MFP EHE Ol A2 _RAT —RIZH T B8 EE A— /S — AP — L Y3 MFP B BRE [ ZFF A9
%, a7t 58EE MFP & BLE 72125 rl 975, HDD s S8 2k 2 HefEx MFP & B
ol iy = O s S
(2) EHREREORFE
FMT_SMF.1 (21~ T, BX a7 (HERBICRT L CHERE BRI I E SN T D,
(3) HEIDFE
FMT_SMR.1 (28~ C, fptEE R ORI ZE /R 95,
(4) TSFWEEROEZGIZEHBET ¥y VERAT5
FTP_ITC.1 (2L~ T, TOE 7’ LAN #2H Tik5215 9% TSF B E I R#ESND,
INHOXRICHE X2V T AR L L TR Y §°5 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,
FTP_ITC.1 #3#/k 7§52 & T O.CONF.NO_DIS #EH T&D,

O.CONF.NO_ALT TSF ﬁz\mﬁi&m&@zﬁ%

O.CONF.NO_ALT (%, TSF BEFEMOLLE S, X2V T 4 MR CEXARIHAE 1T ICHF A5 % 2

TAXRITE#THD, _@Jzﬂmﬁﬁj“%ﬁfir@éfﬁﬁ“é X, FREOXREEM T HLERHD,

(1) TSFRMENHROEH
FMT_MTD.1 ([2ko T, —FIHE O AL /AT —R |2k T 28E4 MFP 45812 & 24 5% — ]
MBI AT 5, A== AP —Du A AT — R T D8 A — S — AP — | ZFF AT
%o MFP BHFEORT A XAV — RT3 28 EEA—/S— 3 — L3 MFP & BRF |25 Al
%o AR ZIZXI T 28 EE MFP B 720 IZEF vl 9%, HDD 5 58D FiLERk e EA . MFP &
B TZTISEF A5,

(2) EEHEREDOREE
FMT_SMF.1 I2Xo T, B2V 7 4#RE IR L T B0 B BRI L FEiE S L T,

(3) HmEIDRE
FMT_SMR.1 (2o T, FrtEA R ORI HE LRI 2,

(4) TSFREEROEZ G ICEEBET vV ERHT5
FTP_ITC.1 |Z&-> T, TOE %% LAN % H TiE%Z 1535 TSF R G HILIRES LD,

DD RICHLIEREX 2V T EREEMREL TS 45 FMT_MTD.1, FMT_SMF.1, FMT_SMR.1,

FTP_ITC.1 %39 5Z&T 0.CONF.NO_ALT #FEHL TS,

O.USER.AUTHORIZED FI|F3& D5 5RGE

O.USER.AUTHORIZED 1%, 1E472F & 721) 78 TOE OREE R 35720 08X 20T 4R o —I2iE
STHIHFEORIRE T 28X 2V T ARG #Th D, BIE RNV E TR T —2 EDITAT L FPC
O TOE ZFIH T2 —MFIHZE . MFP FHLE | K OA—/R— AP — |2 DWW T, fRGERBREO T
ERLEE DRRGEDEX 2V T ARV — DB INBALETHD, _0>Jzﬂe;ﬁ4ﬂ%jif+%a@ﬁﬁé %, TR
DOxE R A EN$ DB DD,
(1) TOE F|HGIZFI & 27 5FREET 2D

FIA_UID.1(a)& FIA_UAU.1(a)c L~ T, BfE RV E TRk NI —2 ED7F A7~ PC 75 TOE

ZRIALEDETDHEICH LT, AMRFEFED 7 RUC LD BIFRFEDM T D,

FIA_UID.1(b)& FIA_UAU.1(b)IZR> T, BE RNV ET T F Y NI —2 ED 2T AT~ PC 726 TOE
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ZFRIFALLS LT 27 MEP S LE 7 |3 A — S S P — DA AR ZE Tk BIZREE M T oA,
— R A E O AT INRERRE Y — N — L AFRBIRRREM T D,
FIA_UID.2 |ZL~TC, RC Gate aa{aﬁw/éwl—m £V TOE ZFIHL LD ET2F ORI T2
H. FIA_UAU.2 12X~ T RC Gate DFBIENR T2 D,

(2) FRAIFRREA LA TOE OFIHEFFAT 75
FIA_LATD.1 L FIA_USB.1 IZL> T, TOERINIFIHE OREEE~DT 7 A FEEZEHI,
FRBIFRREIZ AR LT R A 1ot U C B A 7‘%%6
FDP_ACC.1(b)& FDP_ACF.1(b)IZ &> T, #kAIRRGEIZ A LT — A F 12 B2 Hivie MFP 77
r—ar OFRAMERIZHES T, Y% —BFIHFIZ MFP 77U —a ORI Z7F Rl 975,

() T AL /AT —ROfiEHT & N H#HIZT 5
FIA_UAU.7 IZEo T A I—FEBIET A — RN\ ELTERRTHIE T, T AL 73AT —R DB
RERIET 3,
FIA_SOS.1 IZ2L~-> T, MFP EELE DR E T AARMRGERFED /SAT — RO fig /ML, RIRGRRED /S 2T
—ROFFEME LMW T AT =R OREA T A58 Try A /R2AT —ROHEH % H
2T 5, SMBREREY— S —FBFE T, ANTRRRE Y — N — DR E KT T D,
FIA_AFL.1Z&> T, AMRFRREDRBAE R Z — E IR0 K U= FHF 1 TR LT, —EREE TOE ~
DT I AEFF A LI, SMERERAEY — /N —F83E Tk, AMEBRRAE Y — N — D% E IR AF 9D,

4) vlALERETKRTTS
FTA SSL.3 I2&koT, aZ (L REEDERIE SV HDHVNIITAT b PC bA— sl T o5,
TVB—=RIAN—FTNLT 7 VAR TA N =D LEHFROZAE 58 TR CEE #ZEon s 1
WeeZn /7R 5, TOE 11, RC Gate tDiE{5 #& T FEIZ RC Gate LDty araHEi4 5,

(6) EX2UTsREEOE B
FMT_MSA.1(b)IZL~ T, —fiFIHFEOu s A o2— —4 LR SRRV ANE MFP EHLE 2L ->T
FEREA, BEREFERIIE, B IS CHAEZFF AT L2 0,
FMT_MSA.3(b)I2&> T, BEREFERIZ il R 72T 7 4+ /V MEIZER E T 5,
L7z3o T ZNGDO M RIZHE 2t F 2 T B Re EF &L Ti% 2 9% FDP_ACC.1(b). FDP_ACF.1(b).
FIA_UID.1(a). FIA_UID.1(b). FIA_UID.2. FIA_UAU.1(a). FIA_UAU.1(b). FIA_UAU.2. FIA ATD.1,
FIA_USB.1, FIA_UAU.7, FIA_AFL.1, FIA_SOS.1, FTA_SSL.3, FMT_MSA.1(b), FMT_MSA.3(b) % i
%452 LT O.USER.AUTHORIZED %# 3£ T&5,

72%5, PP DR SFR Package Téh 5 2600.2-SMI OFERE(F.SMI) L, FDP_ACC.1(b): FDP_ACF.1(b)
[Z&o T, T B AR ZATI2 > TODHERED 1 TSNV OIERE T D, LT2A > T, F.SMI 7 72 A
1% FDP_ACC.1(b)& FDP_ACF.1(b)IZL5 7T 7B AHIfHNZ & & TEILL T D,

O.INTERFACE.MANAGED TOE (ZX2/MB A ¥ 7 = — A EH

O.INTERFACE.MANAGED %, TOE 23 tFx=2U7 4RV —IHo THMBA L 47 = — ADTERHZ B HJ
HZLERFET DX ) T AR T #CTH D, 2O T ARIE T #H 2 EH T DI, Tt KiaE
M 2B DD,
(1) BfE <R, LAN A2 27 = — A 3A AR & 275 RRRE T 5
FIA_UID.1(a). FIA_UID.1(b)IZ&> T, #fE VKT iT Ry NI —2 DI TA4T L FPC G TOE &
FIRALISETDH OB 7oA, FIA_UAU.1(@). FIA_UAU.1(b)IZE->C. @kBlSn=FlHE D
RTINS,
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FIA_UID.2 1Z£~C, RC Gate #15 A2 ¥ 7 = — A2V TOE ZFIHLEHET2F ORI 170
AU, FIA_UAU.2 128> CREREDM Teb i,
(2) BESFAHDNNE LAN A2 F T 2 —A~DOHif5i HEI TR T35
FTA_SSL.3 IZ&o T, —ERFHEE S F N BHDHNE LAN A2 27 2 —ZADEAENR W& ' 2
CERET T D,
(3) AL HT = ADHI RS NI E AR
FPT_FDI_EXP.1}{ otoﬂ@éﬁi/vr\/v LAN A2 ¥ 7 = —A EFHEE# CRAE LT — 4% TSFIZX
DIBINOMPEEELIZ LAN, BEERIFRHEE THILEBh 135,
ZNHDOR I E xR 2V T AHEREEA L L Ti% 2 975 FIA_UID.1(a). FIA_UID.1(b). FIA_UAU.1(a).
FIA_UAU.1(b) . FIA_UID.2 . FIA UAU.2 , FTA SSL.3, FPT_FDI.EXP.1 #%# ik + 5 Z & T
O.INTERFACE.MANAGED %38l CT&5,

O.SOFTWARE.VERIFIED YZ7KU =T HRFE
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