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P.INTERFACE.MANAGEMENT

P.STORAGE.ENCRYPTION

P.RCGATE.COMM.PROTECT

A.ACCESS.MANAGED

A.ADMIN.TRAINING

A.ADMIN.TRUST

A.USER.TRAINING
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LI, & EF a7 o WG #VE R ARG, R OO EF =) 7 ez g OIT#EL T D
RLATRT,

T.DOC.DIS

T.DOC.DIS |%, O.DOC.NO_DIS O.USER.AUTHORIZEDQ OE.USER.AUTHORIZEDIZ JX»> Txifr T
2o

OE.USER.AUTHORIZEDZ LY, MFPE B E(EE 1T O X 2 )T 4RV —LFNEICHEFIHE 1T3F
LT, TOEZF| I 5ERA 5 2 . O.USER.AUTHORIZEDIZ XY TOE 13| A& DO RBIZREE 2 ER L, &
F 27 4RV —IZHE> T TOEFRI A FF AN e - TR A FE D3FRAES 115, O.DOC.NO_DISZXY TOEIX
WEE A ==L Eb 720 BDHNIE, n A ==L (T TV ANRZNHD STE A~
DT 78 ZMERE S T2 WE Lo TEIRESNAZENDIR#E T,

INHOX R ITEITEY, T.DOC.DISIZHHTLTED,

T.DOCALT

T.DOC.ALT /%, O.DOC.NO_ALT. O.USER.AUTHORIZEDQ OE.USER.AUTHORIZEDIZ X > Tx#HL T
EYAN

OE.USER.AUTHORIZEDZ XY, MFPE B E(EE 1T O X 2 )7 4RV —LFNEICHEIFIHE 1T3F
L. TOEZF|H T 54ER%A 5% . O.USER.AUTHORIZED.Z XV TOE I3F| i & Ok RFREEA R L . &
F 2T 4RI —IZHE- T TOE FIRFFRNZSETE > CRIAE D FEFES 115, O.DOC.NO_ALT 128V TOE
I, XESOT A a—F =L EHTR0E ., DO, nl A2 —F =L 3> TWARZDLE~D
T IR AMERE L T2 WL THESNDZENBIR#E TS,

ZNHOXRITEHNTIY, T.DOC.ALT IZHHTTED,

T.FUNC.ALT

T.FUNC.ALT (%, O.FUNC.NO_ALT. O.USER.AUTHORIZEDQ OE.USER.AUTHORIZEDIZ L~ Txf#t
v(“%éo

OE.USER.AUTHORIZEDZ XY, MFPE B E(EE 1T O X 2 )7 4RV —LFNRICHEFIHE 1T3F
L. TOEZF|H T 5+ER%A 5% . O.USER.AUTHORIZED.C XV TOE I3F| i & Ok RFREE A R L . &
F a2 U7 4RV —IZfE->C TOE R HFF AT > TR E BRFES 5, O.FUNC.NO_ALTIZXY TOE
EFIRABE a7 B, al A a—F—Lab720WE HDHINE, /A 2—F —Z 1 FFF> TODERZED
FIRE a7 ~DT 7 AMERE L I2R2WEIZ L THESNHZ LT,

ZNHOREFTENTLY, TFUNCALT IS T 5,

T.PROTALT
T.PROT.ALT /&, O.PROT.NO_ALT, O.USER.AUTHORIZEDQ OE.USER.AUTHORIZED |Z &> Txi#t
TED,
OE.USER.AUTHORIZEDZ XY, MFPE B ELFH IO EX 207 4R —LFNRITHED FI HF 15
LT, TOEZF| I 5ERA 5 2 . O.USER.AUTHORIZEDIZ XV TOE 3| & DO BIZREZ R, &
F 2T ARV — 2T TOE FIAFF AN Se 72 > TR E S RFES 115, O.PROT.NO_ALTIZXY TOE
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1T TSFIREERN, v/ A a—VP—L 5L 0E . HENL, v/ (v a—F—Z 13> TODIRED
TSFREFRA~DT 7B AMERREZ L T2 72N E > T EINAZ &0,

INHOREFEHCLY. T PROT.ALTICKHILTE D,

T.CONF.DIS

T.CONF.DISIZ, O.CONF.NO_DIS O.USER.AUTHORIZEDQ OE.USER.AUTHORIZED/.Z L TxH1 T
&2,

OE.USER.AUTHORIZEDOZ XY, MFPE B ELH 1T DO X 207 4R > —CFMBITHEO T A E 12kt
LC. TOEZFI 3 5HER%A 5% . O.USER.AUTHORIZEDIZ XY TOE 13RI & Ok BIFRGEZ ERL ., &
X2 VTR —fE->C TOE M AFF RN 72> CHIAE 2558FES D, O.CONF.NO_DIS|ZEY TOE
X TSFRABITEEA, v/ A a—PF—ZEHT0E | DN, rT A 2—F—Z > TODRZED
TSFRABEIESRA~DT 72 AR Z S T2 W EIZ L > TRRENDZ &I,

ZHHONRE T #HZEY . T.CONF.DISIZHHT T& D,

T.CONF.ALT

T.CONF.ALT (%, O.CONF.NO_ALT, O.USER.AUTHORIZEDQ OE.USER.AUTHORIZEDIZ X> Txf#L
TED,

OE.USER.AUTHORIZEDZ XY, MFPE B ELH IO X 2V 7 4 RY > —CFIMBITHEO T A E 1Tkt
LC. TOEZFI 3 5HER%E 5%, O.USER.AUTHORIZEDIZ XY TOE 13RI & O BIFRGEAZ ERL ., &
X2V T 4RV —THE> T TOE R HFF AT HETE > TR #F DSERFES 115, O.CONF.NO_ALTIZXY TOE
X TSFRABITEEA, v/ A a— P =L &b nE | DN, rr A 2—F—Z > TODRZED
TSFREBERA~DT 72 AMEREL 1272 0E 12 &> TRESNAZEITR,

NEOXEFEHCLY. T.CONF.ALTIZHHL TX5,

P.USER. AUTHORIZATION

P.USER.AUTHORIZATION /%, O.USER.AUTHORIZEDQ OE.USER.AUTHORIZED(Z L - TxtHiT&
60

OE.USER.AUTHORIZEDQZ XY, MFPEHEBEEF I THBO X 2V 7 4R — SO RIRIHEHF FHE 1Tkt
LT, TOEZFIH T 24ERE 5%, O.USER.AUTHORIZED.C LY TOEI TR HHZ O RIZLEEZE R L, &
X2 VT AR —IZfE> T TOE R EF I Se72 > TR DFRRES LD,

ZNHOXR ALY P.USER.AUTHORIZATIONZJIESF CE 5,

P.SOFTWARE.VERIFICATION
P.SOFTWARE.VERIFICATIONZ, O.SOFTWARE.VERIFIEDIZ X > TH#HL TE D,
O.SOFTWARE.VERIFIED.ZLY TOE X TSFOET2—RN% B CRAE CTXH FE AL T 5,
ZOXRFTEIZLY, P.SOFTWARE.VERIFICATIONZJIESF TE 5,

P.AUDIT.LOGGING

P.AUDIT.LOGGING s N O.AUDIT.LOGGED . OE.AUDIT.REVIEWED
OE.AUDIT_STORAGE.PROTECTEDOE.AUDIT_ACCESS.AUTHORIZEDZ &> THHLTES,
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O.AUDIT.LOGGED (2, TOE I% TOE OfE R X a7 ICBET 2 HEG0on s 2R/ LT
AARICFEFHMERF L, BB 0 PR AL T2 WEIC L TR O AWIT A SN Hﬁf_ﬂifﬁé
OE.AUDIT.REVIEWEDIZLY, MFPEEEEE 1L, Z2 LOREBESCEERRELRE 357012, A
HUADFIRIIHES T, BEE 0 OB w872 Mg CEiti T2,

—75. OE.AUDIT_STORAGE.PROTECTEIr XV, MFPEHRELE 1L, &E#E IT I oF AR —F&
NIZBEE a7 OWERINDOFE D> %@7%22 HiIBR, ek %51, OE.AUDIT_ACCESS.AUTHORIZED
WZED, MFP BB EEE L, BEHE IT &G ICor AR — NN EE e DHEREZL OFIZORT 71 A
YN bré@&aéﬁ#;)74@iﬁ%%ﬁﬂjf%éo

OO F#HZEY . P.AUDIT.LOGGING ZJESF TX %,

PINTERFACE.MANAGEMENT

P.INTERFACE.MANAGEMENT {3, O.INTERFACE.MANAGED, OE.INTERFACE.MANAGED (ZJ.»
THPLTED,

O.INTERFACE.MANAGEDIZLY, TOEIZEF 2T ARV —IZh> THMEA 47 = —ADE A2 & #
3%, OE.INTERFACE.MANAGEDIZ LY, TOE DAMERA L 57 == A~DEHSN TN RN T 7 e 2% P
12 1T BREAMET D,

INHOR R FEHZLY, PAINTERFACE.MANAGEMENTZJIESF CX5,

P.STORAGE.ENCRYPTION
P.STORAGE.ENCRYPTIONZ, O.STORAGE.ENCRYPTEDZL» THIHi TE%,

O.STORAGE.ENCRYPTEDZ XY, TOE % HDD (c&XiATrT — 4% 5{k L. HDD EiCiZiEES{kEn
TR LRSI NDZ LB REET D,

ZOXKRFTEIZLY, P.STORAGE.ENCRYPTIONCIESF CT& 2,

P.RCGATE.COMM.PROTECT

P.RCGATE.COMM.PROTECTZ. O.RCGATE.COMM.PROTECTZ Lk » TEH TX%,
O.RCGATE.COMM.PROTECTZ XY, TOE % RC Gate*Di&(EI23\ T, TOE & RC GateDid{E &%
Rl oBET —FEMWEL, WS AEBRMT HZEERIET 5,

ZOXREF#HICEY, P.RCGATE.COMM.PROTECEJE-F T& 5,

A.ACCESSMANAGED
A.ACCESS.MANAGEDI(Z, OE.PHYSICAL.MANAGED |2 &> TiEMH T2,

OE.PHYSICAL.MANAGED (ZXY, HAZ v A>T TOE LA TEMR TICKBITASATICREL .
FRAR -2 WE TR T VB ASNAE S A 8RR 15,

ZOXKITEIZLY, A ACCESS.MANAGED% 8L T& 5,

A.ADMIN.TRAINING
A.ADMIN.TRAINING /%, OE.ADMIN.TRAINED (ZJL~> CGEH T2,
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OE.ADMIN.TRAINED (ZXY MFP EHELE L, EEENEBO EX 2V TR —0F D FIEE 7K
FILTWDENTT D, TDTDI, BEEIIHAZ VA TENLDRY S —RFNBITR TR ER
RN TEDLIDHEBE SN, TORENEL L, T2 ORMZRF IO MFP BB EEE N ELEZD O,
ZOREFT#HTIY, A ADMIN.TRAINING ZFEH T3,

A.ADMIN.TRUST
A.ADMIN.TRUST (%, OE.ADMIN.TRUSTEDI(Z &> TiEH T %,

OE.ADMIN.TRUSTED i2XV, MFP B EEH 1L, TAX L A TEDREZEA LW EH
FERITT 5,
ZOMEFHFEIZED, AADMIN.TRUST ZFEH Tx5,

A.USER.TRAINING
A.USER.TRAINING /%, OE.USER.TRAINEDIZ L > CEH T %,

OE.USER.TRAINEDIZLY, MFP EHEFEH L, FIAFIHEBEO X 27 4R — L RIEE R T
YOTAZ L RS THB L, FIAEIZZNSORI S —LFNEIZIH - TV,
ZOXFEFHF#IZEY, OE.USER.TRAINEDZ EH Tx5,

Copyright (c) 2013 RICOH COMPANY, LTD. All rights reserved.



Page 43 of 86

5 A VR—R FER

RETIE LRI 2T AR 2 ERT D,

51 5MBA 2% 7 2 —ZAADHIR S hi-tRBEEFPT_FDI_EXP)

77D SBEN
ZOT7 7L, —FHDONEA L H T 2 —AINEH ) — FONERA L H T = — A~DIEHRO E x5 % TSFHN
HIMR4 D720 DEMZ EFRT 5,

L OBELIE R O AL H 7 2 — A TIEREZEL, ZOFEREMONEA L Z T 2 —ADDHEETD
ANCA L, W3 5202 BHRIEL TS, —FH T, HHRMNIZEE (2, TOE X°, TOE OAMNTA 47 =
— AR SN DO EX 2V T4 2R ET DO, A 57 = — A BT AN 2350
HLLNR, EDT=sD | BIpDINEA L 2T = — AR O MBS TN RNT — X DO EHERET, s
EHEENC LS T RIS SN B A 2RO TEE LS LD, FPT_FDI_EXPZ 73V Z O fEDHERE
AR ETAI-OICERBIN,

IV R—R DOV RUAFF

FPT_FDLEXP: #} B4 2 DT —RAADHI R & - 1HERER 1% 1

FPT_FDI_EXP.IAERA L H T = —A~DHI RSN REZE L, EBSNTAEA L H T 2 —ATZIEL
12T — %% HHI—FOINEA L H T 2 —ANLIEFINHENT, TSF THIBEIS NI ALBE AT Z LA BR T
DFSREME AR T D, — HFOINEA L X T = —ANBM G ~D T — X DEHERE T, 7SS HE &
ENC L DRI I A R T 5,

B FPT_FDI_EXP.1

UTOT7 7 av it FMT IZRITAEEKIEE S 2 bb:

a) EETITACT AR FETTHIEETF R SNAEEIDER
b) EEEZRENCL > CEBEEEDFFASIDOREOER

c) FFAIOHEEL

B FPT_FDI_EXP.1
FRENDEEMNZERII2,

R
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LIXUIX TOE 1%, HDIERA L H 7 2 — A TZAELIeT — X MDA BT 2 —ANLEE T HOEFFA 3
DRI, FFEDRELLBZAITIZENBESND, FlET7 7 AT IA— IV AT LEN, AT — 25
TORNAFEDT —/ 70 —%BERTHMO T AT AL R THD, TDOIIRILES N TRV T —H
D, BIDINERA L BT = — A TOEBEEEIL, bLIFFSNDRD, RSN EENC IS TOHFFAIE
D,

EEERR AR | FF A SR BT 35 Al CEDZEA TR T DR AR E T DB MD A R—x b
LT, ZOMRMHEZRF O ZLITFEAER RS D, ZOMERIEZ <O/ EICIE T 5720 | JRika R —=x
VIEERTLHDITAMER RSN,

CCIX FDPZZRIZBWCBMHICIAFAE T —47n—%E&RL D, —HTZO ST Tix, FIHET
—x& TSF 7 —#4L2, BHEICEIDHIEOROIER B BRICLAHIEZ R R T 54N 65, FDP_IFF
& FDP_IFC Z3E/ L L CZo BMITEI LI RNEY) ThHEE 2 Hivd, 16> T, ZOMREMEHRI -9
(YRR R — R N EFRT DL,

ZOWERA AR — R NIFNAE T — 2L TSFT — 4l a2 {Ri# L., T D7, FDPHAHMT FPTZZAD
WP E END, 2O B TOEZEHNOIRET DL THLH72D, FPTIZRIZE HHD 3 i T
HHEEZEZLND, WTNDOITATH, BEFEO7 7IVNTIIEHE A LR 2D | A NPR—2DHDHii-
727 7V EERL,

FPT_FDI_EXP.1 NEBA L 57 = — A~DHIRS N FREEE

ERDAGIER 7oL

RAFHE: FMT_SMF.1 & FREERE D RF E
FMT_SMR.1 &3% =205 1 DA E|

FPT_FDI_EXP.1.1 TSR, [Bift: AEALFT72—RADYRNTZITER 72 1EHEZ, TSF IZL5BMO
LI IZ[ BN AMBAL BT 2 — RDYARN ST 52 LA HIIR T2 2Rt L2 h
AV
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6.1

REL, BT RN, X2 )T AREEE M, R U2 T Z ORI R ~D,

X2 )T BEEL

ZOTETI, AIETHRESNIEF 2D T ARG $Ha KB T 52O, TOEDEF 27 A HREEEFEFT

WD, ek, BX VT ABEREEERIL, CC Part2ZBIE D¥ 2 )7 4 BREZ) 6, BT 5, CC Part2
ICHESN QO ) 7 (H#EREE 413, PP(EEE Standard for a Protection Profile in Operational

Environment A (IEEE Sid 2600.1-2009))|ZHiE DILER £ 2V 7 BEREZE 00, 51T 5,

F72. [CCITCE RS EIT LBIURIEAAT ST B0 313, [RICFLIHI] THGIT D,

HMLEAT T8 1%, GRMl ) TR 2,

6.1.1 #HYSRFAU: XaYTF1EE

FAU_GEN.1 BE#&HF—F4RR

LRS! 7L

IRAFE: FPT_STM.IE{EHEL A LAK T

FAU_GEN.1.1 TSR, U FOEEMNGEROEEFGE LR CERTNIT LR
a) EAREREDREN LT,
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o) [Blft: # 111T7$ TOE DEENSHES],

FAU_GEN.1.2 TSR, FEELEICEBW TR EL UL T OBHMATEHL 2T T b0
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FIIT R
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eTouy/fra—F—4 WIM ZXBEEOBEBH M, WIM IZX3EBELET7ANVT—%
BIZBITZEFBED IP TRVA, XEBERMAA—NVEBIZBITZHEEA—NVTRFVA RC
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#lo

BERE B EICEI M T DN ER R RET REERL NNV LLTOT 7 a2 (CC IZRBITAHAE)E, il

KIGT 5 TOENEER G LT 5FERER 11T,
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b) BA: ml AU BED R & B,
ZHUZiE, PP IZBWWTRD 5B
FHCHLIFAF#INELE T,
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