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BOOL VirtualLock (
LPVOID IpAddress,
SIZE_T dwsSize

);

IpAddress:
dwsSize:

IpAddress
2

IpAddress + dwsSize

TrueCrypt

VirtualLock & VolumePassword, sizeof VolumePassword ;
VirtualLock & CmdVolumePassword, sizeof CmdVolumePassword ;
VirtualLock & MountOptions, sizeof MountOptions ;

VirtualLock & defaultMountOptions, sizeof defaultMountOptions ;

3.2. TRUECRYPT.FORMAT.EXE
3.2.1.

TrueCrypt Format.exe
TrueCrypt.exe

TrueCrypt Format.exe

TrueCrypt.exe

HMI
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Randinit

Int Randinit ()

{
if (bRandDidInt) return O;

#ifdef_WIN32

InitializeCriticalSection (&critRandProt);
#endif

bRandDidInt = TRUE;

pRandPool = (unsigned char *) TCalloc (RANDOMPOOL_ALLOCSIZE);
if (pRandPool == NULL)

goto error;
else

memset (pRandPool, 0, RANDOMPOOL_ALLOCSIZE);

#ifdef WIN32
VirtualLock (pRandPool, RANDOMPOOL_ALLOCSIZE);

hKeyboard = SetWindowsHookEx (WH_KEYBOARD, (HOOKPROC)&KeyboardProc,
NULL, GetCurrentThreadld ());
if (hKeyboard == 0) handle Win32Error (0);

hMouse = SetWindowsHookEx (WH_MOUSE, (HOOKPROC)&MouseProc, NULL,
GetCurrentThreadld ());
if (hMouse == 0)
{
handle Win32Error (0);
goto error;
}
if (\CryptAcquireContext (&hCryptProv, NULL, NULL, PROV_RSA FULL, 0)
&& ICryptAcquireContext (&hCryptProv, NULL, NULL, PROV_RSA FULL,
CRYPT_NEWKEYSET))

{
hCryptProv = O;

}
if (_ beginthread (ThreadSafeThreadFunction, 8192, NULL) == -1)
goto error
#endif
return O

error:
Randfree ();
Return 1;

}
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AES TrueCrypt

/* AES*/

for (i=0; i < AES_TEST_COUNT,; i++)

{
init cipher = AES;
memcpy (key,aes_ecb_vectors][i].key, 32);
memcpy (temp, aes_ecb_vectors]i].plaintext, 16);

Cipherlnit(cipher, key, ks_tmp);

EncipherBlock(cipher, tmp, ks_tmp);
if (memcmp(aes_ecb_vectorsJi].ciphertext, tmp, 16)!= 0)
break;

DecipherBlock(cipher, tmp, ks_tmp);

if (memcmp(aes_ecb_vectorsJi].plaintext, tmp, 16)! = 0)
break;

}

if (i '= AES_TEST_COUNT)
bFailed = TRUE;

3.3. TRUECRYPT.SYS
3.3.1.

TrueCrypt
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TrueCrypt
USB CD-ROM
[CRYPTO_SPEC] 34
3.2.1.3

5.3. PKCS#5 V2.0

PKCS#5 RSA

PKCS#5 [CRYPTO_SPEC] 36 3.2.1.3

PKCS#5v2 Derivation according to PKCS#5v2

5.4.

TrueCrypt 6
AES 128 256 LRW, CBC
Blowfish 64 448 LRW, CBC
CASTS 64 128 LRW, CBC
Serpent 128 256 LRW, CBC
3DES 64 56*3 LRW, CBC
Twofish 128 256 LRW, CBC

AES Rijndael : 2000 NIST

National Institute of Standards and Technology

Blowfish 16

150

http://www.schneier.com/blowfish-products.html

CAST5 CSE Communication
Security Establishment of Canada

Serpent: AES Rijndael
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AES
Twofish

Blowfish
1
2

LRW

SYSWG

TrueCrypt 128 64
LRW
CBC CBC
TrueCrypt CBC CcBC
[CRYPTO_SPEC] 39 3.3.1 44
4.1.1. 48 4.1.3 LRW
5.5.
TrueCrypt 3 2
RIPEMD-160 128 MD4 MD5
RIPEMD 160

SHA-1 NSA: National Security Agency

FIPS Federal Information Processing Standard

160
263 SHA-1

1 AES Twofish

2 RIPEMD-160 SHA-1
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Common Criteria for Information Technology Security Evaluation, Part 1:
Introduction and general model. Version 3.1, Revision 1, September
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Common Criteria for Information Technology Security Evaluation, Part
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2006. CCIMB-2006-09-002.

Common Criteria for Information Technology Security Evaluation, Part
3: Security assurance requirements. Version 3.1, Revision 1,
September 2006. CCIMB-2006-09-003.

Common Methodology for Information Technology Security Evaluation,
Evaluation Methodology. Version 3.1, Revision 1, September 2006.
CCIMB-2006-09-004.

Cryptography mechanisms: rules and recommendations concerning the
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standard level robustness. Version 1.02, November 2004. DCSSI.
TrueCrypt Security Target, Version 1.07. May 2007, SPM030-ST-1.07.
TOE functional specifications, Version 2.00 October 2007,
SPMO030-SP-2.00.
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SPMO030_SPEC.
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