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1 (FLHIC

AKX VT4 AKY — (LT, SP LRT) 1E, v/ Tl L7z C-SELECT & FEIZH
HIT7 NI TITAT 7V DEX2V T 4R —Th-> T, C-SELECT 7% JCMVP 55
EVa— XU T Bk [MSR] OL~L 1 OBEREW-T 2 25R”T. A SP I3,
Nonproprietary 72 K¥ =2 A > R TH 5H.

11 X312 T4RYO—DSRBIER

AR, A SP OBIBEHA T

SP %A k)L C-SELECT Ver.1.1 Ex=UT 4R 2 —
SPX—T 3 14

SP ¥#1T# ¥ B PF Bfipise o & —
SP %17 H 2007 4 12 H 25 H

12 BEEEL 1—)LOSRIER

AEiL, B3EY 22—/ Tdhb C-SELECT O REHR A 7~

WEEYa—LOX A ML C-SELECT
BEEla— DN — g 1.1
ety 2 —/LORIE XY (KR

1.3 BEE 1 —IILOBE

C-SELECT %, W5 5{b/i+, EFEBELEMIBARGE, A v -V ATV = X b, #BEEE
Ak, BEABLIOCROEFDO X2 T L2 RET Y 7 h T 9477 U ThH
%. C-SELECT 1%, E¥ =2V 7 47 v halEo S EIERFHEZHME L —HEMT
DT v T 7477V THY, RFC 2628 [RFC2628] (Z % 5\ 7= Simple
Cryptographic Program Interface (Crypto API) % 4i3k L 7-4L5E Crypto API Z##2fk45.
EHIL, SEIERT Ty N 74— L ~DREMEESIZTH-0IC C FiEET TEINT
Wb, A C-SELECT %, v~V F ALy R/ 7 ATOFMZ-EEL], ALy Ne—7
WITZNIETITATTYThD.
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14 EFa)T14LRIL

C-SELECT i%, JCMVP ;5 E Y 2 — /L% = U7 ¢ Zf [MSR] ® L ~UL 1 OER A2
TR O ITERGE, FE S, Table 1-1 12, C-SELECT 23723k F¥ 2 U 7 4 L%, X

2 VT 4558 T LR

Table 1-1 C-SELECT security levels

X U7 4 08 L~UL
B 5T Y 2 — /L DOfFE 1
ey 22— VDOR—NROA F T2 —2A 1
reEl, —e X, ROGRE 1
ARRKEEET L 1
M X =Y T 4 N/A
FEERER 1
I - g P 1
R E AR N (EMI/EMC) N/A
HOT7 A b 1
A RRIE 1
Z DD BLEEA~ DL N/A
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2 FXa A2 MDER

A SP %, JCMVP I 5EY 2 — /b X2 U7 ¢ ZE [MSR] IR L 72l 5E Y 2 —L D
Rl L OWEREMEZ R T, 1 BEIIFILE LT, SP O RIEH, KTV 2 — L ORMRIEHR,
e a2a—VOMELLNEX2 VT RV ERL, 2 BITAR SP OfRLAEZT~T. 3
BED 10 BIIA X2 U7 4 8IS LT, C-SELECT 3t ¥ = U 7 ¢ ER & 4i72 L C
W5 Z & ZHAT 5. 11 3L C-SELECT Ot 3% = 7 28 /EICB L TR L, 12 II0s:E
RL, 13 EIIBE L Z =T
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3 BEEDA—IILOLHK
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C-SELECT % =1L FF v F2L v R7u MigEseya—L) ICHESH, Lo

DaALa—X27TF7y h7+—5 HWPBELOO0S) ETEETA.

@ I VE2—HTTyNTF—L ZFD1
H/W : PC/AT H#% (x86)
OS : Microsoft Windows 2000 SP4

@ I Pa—HFTToNTFH—Lh FD2
H/W : PC/AT H.##% (x86)
OS : Microsoft Windows XP SP2

@ I VE2—HFTTyRNTF—L ZD3
H/W : PC/AT H#u% (x86)
OS : Microsoft Windows Vista

@ I VE2—HTTyRNTF—L ZFDA4
H/W : PC/AT H#u% (x86)
0S : Linux (Fedora Core 6)

@ I Va2—XFTTyRTH—Ah FD5
H/W : PC/AT H.#i% (x64)
OS : Microsoft Windows XP SP2 x64 Edition

@ I VE2—HTTYyRNTF—L ZD6
H/W : PC/AT H#u% (x64)
OS : Microsoft Windows Vista

@ I VE2—HTTYyRNTFE—L ZTDT
H/W : PC/AT H#u% (x64)
0S : Linux (Fedora Core 6)

@ I Pa—HFTFTy b TF—H FDS
H/W : Mac OS X 23 #h{E$ 5 Macintosh ~ 1 — X
0S : Mac OS X v10.2 LL&
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723, C-SELECT O#EA 7 A N Lizar Ea—X 75w N7 +—2L% Table 3-1 12777

Table 3-1 T A F LIV Ea—FTFy h T4 —bD—E

H/W 0S

T A B HP Compaq Business Desktop dc7100US Microsoft Windows 2000
AN ® Intel Celeron D330 2.66GHz 7= > | Professional
I N | ® 768MB AE 5.00.2195 SP4

® 40GB n—RT 1A

® NIC,USBA»H#T7x—2A
s [F] k= Microsoft Windows XP
AN Professional
Tx—5b2 Version 2002 SP2
T Ak IBM xSeries 100 Microsoft Windows Vista
77 v bk ® Intel Celeron D326 2.563GHz 7'= & »+# | Ultimate
74 —2A5 3 ® 512MB AEY

® 745GB N— KT 1R

® NIC,USBA ¥ 7 x—2R
v HP Compaq Business Desktop de7100US Fedora Core 6 (Linux)
77 v bk ® Intel Celeron D330 2.66GHz 7' =& v
T4 —2h4 ® 768MB A€V

® 40GB N— KT 1 A7

® NIC,USBA ¥ 7 x=—2R
7 A b HP Workstation xw6200 Microsoft Windows XP
AN ® Intel Xeon 3.40GHz 'mt& v Professional
A —5h5 ® 512MB #%EV x64 Edition

® 36.7GB N—FT 1 A7 Version 2002 SP2

® NIC,USBA &7 x—2RA
7 A b HP Workstation xw6200 Microsoft Windows Vista
AN ® Intel Xeon 3.40GHz 'mt& v Ultimate
Z ¢ 2048MB #%£

[ J
® 80GB "—FF 127
® NIC,USBA v H#7x—2RA
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H/W 0S

T AR il Fedora Core 6 (Linux)
77 v b
T A —ILT
F Ak Apple Mac mini (MAG08J/A ~— &) Mac OS X v10.4.10
AN ® Intel Core Duo 1.83GHz 7' rt v
T4 —258 ® 2GB A€V

® B80GB N— K7 1R

® NIC,USBA#7T7x—XA
v Apple Power Mac G3 Mac OS X v10.4.10
AN ® PowerPC 750 350MHz 7' =t >+
I N 320MB A€V

°
® 28GB N— KT 1A
® NIC,USBA ¥4 7 =x—A

C-SELECT O i B8 fIE, BT a—AnNETT 5, FloRLEEEDa
2—X77 v N7+ —ALTHY, C-SELECT Ol 5 ix, ¥4 F+Iv 7747
FVEHKTHY 7 VI 2TEY 22—V THD.

At a—F77y b7 4—Ah, OSEBLWC-SELECT #/rL7c7 v v 7 X% Figure 3-1

IZRT.
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MERER
, C-SELECT
oS
| MEMORY \j 7O Port
IRZERSAT
ERTARY

Power

Monitor Port
Keyboard Port

Figure 3-1 C-SELECT ®7 v v 7
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4 BEED212—ILDR—FRUAUEZTT—R

C-SELECT i =1V FF v FAZ > FT7T R U HEEEEY 2 —/V ] 125835, C-SELECT
DYFHIAR— M, a3 Ba—F 7Ty b7+ —bDA L FT7=2—ATHD, F—HR—F,
~UA, E=4, CDIDVD K747, 7my = RIFA47, Y UTIR—=hK /NTLILR—
;, USB AR— |k, IEEE1394, LAN % bk sihvd. LarL, C-SELECT XY 7 ho =7
T4 77V ThbHIz®H, C-SELECT ~DO7 —% OEZE XM, 4 72— A Th D
API i@ L CiThi 5. C-SELECT @ API i%, RFC 2628 [RFC2628] (2535 7= Simple
Cryptographic Program Interface (Crypto API) % ik L 7= JL3E Crypto API TH 5.

[F—H ANTJA % 7 =—A] I, CryptoFIPSControl () Bk < JLik Crypto API ~A7)
INDHT—XTEIIN, [F—4HIA %7 x—RA] X, CryptoFIPSControl () k&
<HEHE Crypto AP B H 1S H 7 —# TEBLIND.

[HIBIATIA > 2 7 = — A I, CryptoFIPSControl () ~ANEN DT — &L OYLIE
CryptoAPI THILI, [NREEHTIA % 7 =— A 1%, §E5E Crypto API DRV ik L
CryptoFIPSControl () MBI NDT —ZIZEL D EBRINS.

7238, C-SELECT IIffED L B a—4 7Ty 74 —L ETEET H728, [ERA—

M FZarvta—477y h 74— ~D&EFRTHD.

A U H T == ADFER], WEIAR — b L ORRELRYA > # 7 = — A D%} % Table 4-1 (2%
LB,

Table 4-1 4 V¥ 7 = — A DXfhis

UF OFfER| | MERYR— b REEAYA o H T = — A

T—H AT | F—AHR— NED J3E CryptoAPI (7272 L, CryptoFIPSContorl ()
I/F FEHEANTIAR— | ZER) WA ENDHT—H

T | E=XED J3E CryptoAPI (7272 L, CryptoFIPSContorl ()
U/F FRYEH AN — b ZER<) Mo ENL T =4

A ) F—R— FZED CryptoFIPSContorl () IZAJENDHT —4,

I/F FEHEANT) R — B B X UYEEE CryptoAPI

WHEEH E=HEFED CryptoFIPSContorl () 2Ll s b7 — 4,
I/F FEHEH AR — K B L UYL CryptoAPI O & Y &

WwRA— & | PC~O&ERA— N/A
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5 %%, y—EX, RUGREE

51 &2l

C-SELECT (%, [=—+#7%%] (LLF, USER L479)) & (27U 7 v 47 ¢ $4# (LLF, CO
ERT)) OEEIEY AR — I 5. 723, C-SELECT 1%, JCMVP i 5E V2 — Lt U7
4 2 [MSR] OL~L 1 OvFx = VT ¢ FRIZT 2720, 2—F Ok LU
AEFEREZ H AR — b L72W). Table 5-1 (2% &l & ¥ — EADXE27~7. 703, C-SELECT I3,
AT F AP —ERERME LN 2D, AT AKEI YR — kLR,

Table 5-1 &%& & P —E X D%t

E P—E R

USER USER 1%, C-SELECT W #2fft3 22 ToHOHY—E R, API 2N L TCT7 7tk
ATED.

CO CO 1%, USER [Fl#kiZ, C-SELECT M #gft3 252 ToH—Ev X2, API /7

LTT 7 BARATELE0, e —t 2R HEEZHBWT USER & #72
4. COIEEBHIZ, C-SELECT4#a v B a—2 7 Iy h 7+ —5 RITA A
F—LT&%. 728, CO X, C-SELECT D#%: D CSP ~DFpI 2R &
BHE70.

52 H—EX

C-SELECT O#fit4 215 5% — v 2 Z27"9. C-SELECT 1%, B2 55— 2 2 #ft4
AREREY 2 — LOBEEE— R LT, Y a—0OF— REFT) 28HHAET %, Table
5212 C-SELECT NETAEY 2 — /L DE— RE7R7T.

Table 5-2 [EV=2—NDE—F] —&

E— N4 F R

JCMVP E&— R JCMVP CTHRBENT=EX =) T A EOARZEALIZE—F

NonCMVP €— K | JCMVP CTIHARBOEX =2V 7 gz Gt — K

EBT, P—ERDFEME LT, EY2—L0OF— R LI C-SELECT 72323 2 1 54
—E A%z 7. JCMVP £ — R #5055 — 2 % Table 5-31Z, NonCMVP £ — 73
et 9 2 W5 59— A % Table 5-4 [ZF N E IR

Copyright © 2007, Canon Inc. All rights reserved. 9
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Table 5-3 JCMVP £ — ROt 25— 2D —&

=t 2D | TAIY XL Ak fii %
2 A7
gk | TDES (3 keys) [SP800-67] HiEgErs 5 oEEE— R (CLF,
BC £— F&7"7) 1 ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
TDES O#EI{EE— F : 3 keys
EDE
AES [FIPS197] BC £— F : ECB, CBC, CTR
HEE 1128, 192, 256 bits
Camellia [Camellial BC +&— F :ECB, CBC
HEE @128, 192, 256 bits
T UL DSA [ANSI X9.30]
B4 RSASSA-PKCS1-vl_5 | [PKCS#1]
RSASSA-PSS [PKCS#1]
Ny Yo SHA [FIPS180-2] #AR—hkLTW5 Hash 712
E3f Y X . i SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
Avt—y | HMAC [FIPS198] PAR—hkLTW5 Hash 712
E U X 4 : SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
CMAC [SP800-38B] | AR — KL TWAEEE T /LAY
X2 TDES, AES
ELEAE AR PRNG based on SHA-1 | [FIPS186-2]
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
AL DH [ANSI X9.42]
P dE RSA-OAEP [PKCS#1]
RSAES-PKCS1-vl_5 [PKCS#1]
EREAZPZN
NSRS

Copyright © 2007, Canon Inc. All rights reserved.
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728, BC £— RiL, [SP800-38A] Ic#:4 5. £7-, #df DH (ZBL Cix, SSL Ver.3.1,
TLS X% O EAP-TLS, IPSEC, SSH Ver.2 2 D@ xr 7 v b2 L THHATAEAIZRY,
BIEDORIG L T2 5.

Table 5-4 NonCMVP & — KOS ZEE — L 2D—&

=t 2D | TAIY XL Ak =
2 A7
g5 | TDES [SP800-67] BC € — K ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
TDES O#EI{EE— F : 2 keys
EDE, 3 keys EDE
DES [FIPS46-3] BC & — F ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
RC2 [RFC2268] BC £ — K ECB, CBC,
CFB(1), CFB(8), CFB(64),
OFB
AES [FIPS197] BC £=—F : ECB, CBC, CTR,
CCM
HEF : 128, 192, 256 bits
Camellia [Camellial BC £— K : ECB, CBC
PR 1128, 192, 256 bits
APHEERS 5 | RSA-OAEP [PKCS#1]
RSAES-PKCS1-v1_5 [PKCS#1]
Elgamal [Elgamall]
T UL DSA [FIPS186-2]
E4 RSASSA-PKCS1-vl_5 | [PKCS#1]
RSASSA-PSS [PKCS#1]
Ny Yo SHA [FIPS180-2] PAR—hKLTW2 Hash 712
BA%L Y X 2 SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512
MD2 [RFC1319]
MD4 [RFC1320]
MD5 [RFC1321]

Copyright © 2007, Canon Inc. All rights reserved.
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P—E 2D | TAIY XL Ak (RS
ZAT
A vE—y | HMAC [FIPS198] YPAR—FLTW%S Hash 712
FNALE U X At SHA-1, SHA-224,
SHA-256, SHA-384, SHA-512,
MD5
CMAC [SP800-38B] | #rA— k LTV 2 LB #ERT 57
)Y XL TDES, AES
DESMAC [FIPS113]
AL A K PRNG based on SHA-1 | [FIPS186-2]
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
PRNG based on DES | [FIPS186-2]
for general purpose in
FIPS 186-2 (+ change
notice 1) Appendix 3.1
JEALA DH [ANSI X9.42]
Pt RSA-OAEP [PKCS#1]
RSAES-PKCS1-v1_5 [PKCS#1]
TDES Key wrap [RFC3217]
AES Key wrap [AESKW]

723, BC £— KiZ, [SP800-38A] ¥ L1 [SP800-38C] (Z#E9" 5.

5.3

ESEDA—ILOEEE—F

C-SELECT D% ¥ 2 —/LDE— R, CryptoFIPSControl () ZMHWTHIET 5. £
22—V DF— FEfEARR S A I 7%, C-SELECT OEERLIVGY 7 hvx=7 Ut
v Mg GEEIRE & FIEEOIREE) 720 CThHhDH. —HEV2—LOT— RERTE LTKIT, £
HEV2—NDE=RF~ERETLHILETERN. RRLDEV2—LOFT— F~EET D
72D, LTOFIEZ S 5.
1) C-SELECT #7 > mr— KL, 3% C-SELECT 22— K7 %

2) C-SELECT ®»x— Z —IKEEN S CryptoFIPSControl () ZHWTY 7 ho=7 Uk

AR

Copyright © 2007, Canon Inc. All rights reserved.
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6 MEMEFX1I) T4

C-SELECT I%, Y7 b T 734 T 7V THDHID, WRINDIMBEBHILRIEEL B 72720,
Lo T, WMt T7 ) BT X2V 7 ¢ BERFEEITEH I 720,

Copyright © 2007, Canon Inc. All rights reserved. 13
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7 BMEIRIR

C-SELECT 13X A X7 73477V ThHhHID, 7al I3 577 ANPMEfBT RLR%E
fl~o—RENBZA I 7T, BT FLRZEM~n— &, 32 T 7 ZBEEN
FITsns.

OS IF, 7uZ o4 (FutR) ZEICRRLIHET RLUAZERZHEL, 70/ 75877
ANERBT RLAZf~a— R L, 715, A, 4739275477 Y Tho
C-SELECT & AHT R L AZEM~ur— K345, L5, C-SELECT 1%, OS IC k> CTHES
AT L7oARAR T R L RAZEM THEITT 5.

C-SELECT O#ifEE— FiZ, JCMVP 5 EY 2 —Lt¥ 2 U T ¢ B [MSR] THES
iz, B4 XL —XEEE— RIZBEINDG D ETH. Fiz, HIET R L AZEf~a—
R &i7z C-SELECT %, et AMBFEICL-T, tho7 X LfERELZHE LN ED
ET5%.

Copyright © 2007, Canon Inc. All rights reserved. 14
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8 HBSREHE

Table 8-1 {Z C-SELECT @ JCMVP &— R THY # 9 5 54822 > CSP, 3 X O CSP 2%
HEMERER A2, BB T3 XL T LR

Table 8-1 JCMVP £— NiZHiF % CSP OfEh] & #afEfER

P—ERADEAT | TAIY XA CSP k] FRAERE]
TR SRS 5 TDES (3 keys) FiA: it R, W
AES b R, W
Camellia T g R, W
TUHINES DSA T A N— [k R, W
RSASSA-PKCS1-v1_5 7T A N— Mt R, W
RSASSA-PSS 7T A N— Mt R, W
Ny o B SHA
A wt— U HMAC i R, W
CMAC i g R, W
SLEA R PRNG based on SHA-1 for | v — N## R, W
general purpose in FIPS 186-2 (+
change notice 1) Appendix 3.1
BEILA DH 7T A _N— Mt R, W
ok RSA-OAEP 7T A _— Lt R, W
RSAES-PKCS1-v1_5 7T A _— Lt R, W
Ho7 A b
RREHUS
8.1 BOEM
C-SELECT (%, Table 8-1 ® CSP sl 2 A3 2M5 757 /L3 U XAICx LT, BUTICHE-> THE
AT S.
o Lj@#kn; 5 (TDES, AES, Camellia) 3 X U4 v & —URGEIE, C-SELECT 2343

DAL ERIC L > THEERT A LD LT 5.
® DSA X, C-SELECT TR L 7-#U B AR ZFIH L <, [ANSI X9.30] {12 L7zh3>
THEERTD LD LT 5.
® RSASSA-PKCS1-vl_5, RSASSA-PSS, RSAES-PKCS1-v1_5 3 L ' RSA-OAEP /3,

Copyright © 2007, Canon Inc. All rights reserved.
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C-SELECT THRk L7 ElELEAE R &2 FIH L C, [PKCS#1] 12 L7272y o THEA AERL
THHLDETD.

® DH /¥, C-SELECT Tpk L7z B EELE AR A FIH LT, [ANSI X9.42] (L7223 >
THREERT LD ETD.

723, C-SELECT (%, PRNG & > — Rt 2 N TARL L 72\,

8.2 BOANBLUHAN

C-SELECT O x4 5 CSP D A I, F—AR— REDOEREAN SR — FF 721
o EOBEER )R- 2B LT, BEFRIITbs b0 35, £7-, C-SELECT DO
FREYEE RIS 5 CSP O A I, API ## L C, BTN b D LT 5.

8.3 BOmMEZE

C-SELECT %, imBRAIEE RN TARZEIZ /e o 72 CSP ¥ vk L THESET 5. C-SELECT 7255
HEEER N T CSP 23T 5 4 A X 7 % FRtlmnd.

1. CryptoClose() %4 L, CSP Z I /RIIZHEZE LT-55.
2. C-SELECT #F|JH L CWb 7 a2/ 7 L) C-SELECT #7 > u— K L7=HA.
3. C-SELECT 7?9 TR HOT A MK LZSE.

B, MEHNERNCTAREIZR>7- CSPIX, HDD S0 a V' a—H2 7T v N7 +— L1
MEINTWARFERMEA ML —V% 74—~ hTHIETHEINDILDETS.

8.4 B
C-SELECT I, R AT Y 2F7-7, 2R LV,

Copyright © 2007, Canon Inc. All rights reserved. 16
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9 HEBTA b

C-SELECT I%, NU—T7 v 7HUET A FBLOFHBECT A FOMEELZ AT 5. 9.1 Hilc X
U—7 v 7HCT A MIBELTRL, 9.2 8IICKEEC T A MBI L TR

9.1 ND—7yFHBTAXk

C-SELECT X4 A4 FI v 77477V LTRIIND. LEER-T, 7B 7T LN
C-SELECT Zu—RL7-& X2, BB =7 v 7HOT XA P RETENS. T —
Ty 7HOT A NORERIE, TREM A X7 2—RA ] ThD CryptoFIPSControl ()
WL TEY2a—AnbHATES. NU—T vy 7HLT A b DKM, C-SELECT 1%
CryptoFIPSControl () # 4 L7ZREEH N2 L CTE 72\ Loading Error IREE~ER
9°%. Loading Error IKEEN & D [alfE 1L, C-SELECT 27 > 2— KL, #E C-SELECT % 2
— RTLHERTTHD.

%72, C-SELECT /%, USER (2 LY, CryptoFIPSControl () #J/rLTCTA VT~ KT
V=7 v 7HOETAMFTTLHILHTED. ATV FTONRY =T v 7HET A
NOFEFR Y, NREEH 1A ¥ 7 =—RX] ThH D CryptoFIPSControl () L - TEV =
—NABMNTED. RBA VT~ RTONT—=T v 7ACT A b DK, C-SELECT
I¥ CryptoFIPSControl(), CryptoClose(), CryptoPluginFini(), ¥ L O
CryptoFree () ZJ L7zHiliHI AT E 72 12RAEH J) L A>T X 721 Operational Error fRAE~
#EH T %. Operational Error fRAEN> 5 [E11E 32 FHikiE, (1) C-SELECT #7 > r— KL, &
J£ C-SELECT Zzn— R34 5514, Y7 bvxT Uty hadHTd 551k, O28Y 0J
ETHEIET 22 R TE 5.

C-SELECT I, "U—7 v 7HCLT AL LT, BigT VAV XLT ALY T by
FTRMET AP EFEELTEY, UTICRTRETORST VY ZLT A MBITY 7 by
T FERMET A MIRALEGEIZ, NU—T vy 7HOT A MIARA L LT 2. 72
3, C-SELECT IFHEZEHERET 2 h 232 L T,

911 BEFZILITVALTARE

C-SELECT %, W57/ 2 XLF A & LT, BEEfiET 2+ (LT, KAT L5-9) £721%
FERTEELPET A~ (LT, PWCT &779) #9245 L Cuv%. Table 9-1 12, C-SELECT 7233
L TWBHEST AT XLT A NOFERZRE ST /LY X5 T LR,
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Table 9-1 JCMVP E€— FIZBIFHEHETNVITY XA LT A FO—&

Y—E2D | TAIY XA 7 NVaY XLT A RO
ZAT Tyt
SRS 5 | TDES (3 keys) KAT
AES KAT
Camellia KAT
TUHI DSA KAT
B4 RSASSA-PKCS1-v1_5 PWCT
RSASSA-PSS PWCT
Ny VA SHA KAT
ESpd
A vE—Y | HMAC N/A
R CMAC KAT
LI R PRNG based on SHA-1 for general | KAT
purpose in FIPS 186-2 (+ change notice 1)
Appendix 3.1
S el DH KAT
RS RSA-OAEP PWCT
RSAES-PKCS1-v1_5 PWCT

AREY 2= WINTU—T v 7HCLTANE L TY 7 N THEENT A NEFEHBLTED,
V7 N T 5EEET A M HMAC-SHAL TEBELLTW5. L7ea-> T, SHA RK BT L
Y X LT A ML, SHA-256 L SHA-512 (2% L CTHEIFE L Tk Y, SHA-1 -
SHA-224 + SHA-384 (Zxf L CILFEN L7220,

912 YIJOrIIT7EEHETRA

C-SELECT !%, HMAC-SHA1l I2 k> T, TV a2a—LVOREMT A M EFEH L TW5B.
HMAC-SHA1 O fE#E Y C-SELECT NHBIZfRFE L, HMAC fEIZINL U727 7 A WATERFF
LTCW5.C-SELECT /X, B THDHIXATIv I T4 77V %5512 HMAC-SHAL % &t
BL, M7 7 A MTHRFEL TV D HMAC & BB L, — 8T 20BNk » Tt s
WEET 5.

9.2 FHHEHETA

C-SELECT [F@&EEEFI, FIIEE T A M E LT, LUFOESTEGHT R b &l
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BERIRT A P& FEITT D, ZNHDOT A MRFTIND XA I 70, ZhZh 9.2.1 Hi
7L 9.22 IR T. RMFEACT A FORERIL, V=T v THLT A hORERFE, DK
A 27 x2—R] THDH CryptoFIPSControl () IZL>TEY 2—/NHHIIT
5. &£ AT A MO KMBE, CSELECT X CryptoFIPSControl (),
CryptoClose (), CryptoPluginFini (), BXI O CryptoFree() &I L7zHlEIAT £
T IXRBEH ) Ly T & 720> Operational Error IKEE~EF T 5. Operational Error REEN
HEET 5 H1EF, (1) C-SELECT 27 > v — R L, 3 C-SELECT %# v — K95 5%, (2)
V7R T VY NEFETTDHHE O2BYOFETHETL ENTED.
C-SELECT %, &£FACT A b & LT, $ERTHEESMT X b L LEBERS T A M2
EEELTND.

9.21 BR7ESHTAH

C-SELECT %, Table 9-2 1277 HF 57 /LT X AIZEBWTHEARTHEAMT A M2 FEL T
W5, BT ECAMET 2 M, 81 BT TR LA T LIS ET L, AR LT RREET S,

Table 9-2 &EEH 27 2 MZBIFT 5 PWCT 52 hD—&

P—E 2D | TAITY XA

2A7

T UK DSA

Eh RSASSA-PKCS1-v1_5
RSASSA-PSS

eIk RSA-OAEP
RSAES-PKCS1-vl_5

9.2.2 EfFELMERMET R

C-SELECT I, fLEERY — BRI\ CEfiiLE A mlias 7 A b 2RI LT 5. H L
BT A Mt [FIPS186-2] ([ZEESWTAR LAZELEICKH LTT A &2 Ei+ 5729,
ALBVERY — B2 DIATO T LIZFETT 5.
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10 T DD HEEA D *F AL

C-SELECT 1%, £ DO OBE~GHAL L7220,
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11 Secure operation

1114 X F—ILFIR
A ¥ A D=V FIEOBE & 7.

C-SELECT »#hfE+ % OS 1%, /SR U — R CTRIHFZ 2@ - 58T 28ExH95. CO %
L OV USER OFBFEICIE, HiZiikh] - e 2 FHT 5. 2072, CO1E, 0812 CO B &
O USER #EREFT LT WU a2 EnERT 5. HRIE, 70 FZEICREL
THLEWL, THU Y IBRET D7 —7Z L5 LTH XV, 2B, 0S 0EFHE & CO
Z A CIZ T 2 B 7.

C-SELECT 1314 v A F—F % F &R\, 2T, COIE, £ VA =1 HFEDEY 2 — /LN
TENDHZ L ZBIETAEDICRA SN T 7 AV EBIR T NV F~a—L, at—
L7277 7 A MIxE LTt 7 7 & AR (e.g. CO IZxfLTU— K+ 74 MEIR, USER
WXL T — FHERR) Z3RET 5.

TAD Y NMERGIERB X OT 7 v AMREITIEL, TAENOBREIZS CT-FIEIZHES.

11.1.1 Windows 1215

Microsoft Windows 2000 SP4, Microsoft Windows XP SP2 1 . O Windows Vista O ERE
2B\, BI¥EE L, CO ~ crypto.dll, crypto.lib, crypto.dll.shal, api_defh, api_prt.h,
crypt_comh ® 6 2D7 7 A NVEEATH. COIL, ZTNHDT7 7 A NVELEDT 4V
aB—95Z LA TE%. Table 11-1 |2 crypto.dll.shal OfE A <.

Table 11-1 Windows ki C-SELECT ®» HMAC f&

RIRE T 2—)b HMAC f&

Windows i)t EA 80 BO F7 46 FB 05 OD 8B 05 B8 5D E7 05 81 6E 69 A4 F3 64

11.1.2 Linux IR1%E

Linux OEEEZEBWT, BIFEE L, CO ~ liberypto.so.1.1, liberypto.so.1.1.shal, api_def.h,
api_prt.h, crypt_com.h ® 55D 7 7 A VL&A 5. CO IX, —XAIIZIE, liberypto.so.1.1
B L O liberypto.so.1.1.shal % /usr/local/lib ~, ~v % —7 7 A L% [usr/local/include
~2 E—1%. Table 11-2 (Z libcrypto.so.1.1.shal DfE % 7~ 7.
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Table 11-2 Linux ik C-SELECT ® HMAC f&

RIRE T 2—)b HMAC &

Linux hfi2 BE D3 A9 43 8D D1 3F C4 53 CD B1 7B 92 5B 79 85 F1 41 OE OE

11.1.3 Macintosh IRi%

Macintosh ®EREEIZFVNT, BAF#E 1L, CO ~~ liberypto.1.1.dylib, liberypto.1.1.dylib.shal,
api_def.h, api_prt.h, crypt_com.h @ 5 2D 7 7 A N EEATSH. CO IX, —#KIIZIZ,
liberypto.1.1.dylib 5 X O liberypto.1.1.dylib.shal % /usr/local/lib ~, ~v % —7 7 A L
% [lusr/local/include ~= £°—79"%. Table 11-3 (T libcrypto.1.1.dylib.shal OfE % 7~

Table 11-3 Macintosh X C-SELECT ®» HMAC f&

BT 2 — )L HMAC fii

Macintosh hit DB F2 6B 29 77 48 7C 4E 3D 1F D4 19 21 48 42 AE AD 35 18 2C

1125 AFIR

C-SELECT #HIM+ 2 7' v 77 LOB%#EIL, C-SELECT 24 A4 v 77477V &L
THIH L, 7», C-SELECT ® v — K{%|Z CryptoFIPSControl () % =2—/L L JCMVP
E—RNIIRETHZLICLY, AR N-EEFE— FT C-SELECT ZHH+ 5 Z LA T&
L. BV a2a—NVDOE—REZREEAMRERZ A I 7%, C-SELECT 0@k, 2% b
C-SELECT ®wu— KR7ZIFTH 5. —H C-SELECT ZREDEY 2 —/LDOFE— FIIHRE
L7e#iE, BRRDEFEV2—NVDE—F~EETLHZLIITERN. BRRDZEV 2 —/1LDE
— FR~EET 57-D121%, C-SELECT #7 > uv— KL, C-SELECT #r— R LT,
CryptoFIPSControl () ZHWTEY 2 —/LOEF— REHRE LTI 50, 708,
C-SELECT ®u— K%, CryptoFIPSControl () Za—/L3 52 Licky, £V a—1
DE— REMERTHILENTES.
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12 IR &8

Acronyms Definitions

SP Security Policy

API Application Programming Interface

RFC Request for Comments

EMI Electromagnetic interference

EMC Electromagnetic compatibility

JCMVP Japan Cryptographic Module Validation Program
CMVP Cryptographic Module Validation Program

IPA Information-technology Promotion Agency

CO Crypto Officer

0S Operating System

FIPS Federal Information Processing Standards Publication
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13 % 3CEk

[MSR] OB 15 AL PR HEE B A, "JCMVP B 5 E Y 2 — X o U7 ¢ E{f
MSR-01", A 1945 A 9 H

[MTR] Oh) EHALBEHEERERE, "JCMVP K5 5-E ¥ = — LB EfE MTR-01", %
i 18 4510 H 16 H

[ATR] i) 15 HALPEHEERERE, "JCMVP 57 /L= U X A BRE: ATR-01",

[ANSI X9.30]

[ANSI X9.42]

[FIPS46-3]

[FIPS113]

[FIPS186-2]

[FIPS180-2]

[FIPS197]

[SP800-38A]

[SP800-38B]

[SP800-38C]

[SP800-67]

[AESKW]
[RFC1319]

TR 1945 H 9 H

ANSI X9.30-1997, "Public Key Cryptography for the Financial Services
Industry: Part 1: The Digital Signature Algorithm (DSA)", January 30,
1997

ANSI X9.42-2001, "Public Key Cryptography for the Financial Services
Industry: Agreement of Symmetric Keys Using Discrete Logarithm
Cryptography", March 9, 2001

FIPS Publication 46-3, "DATA ENCRYPTION STANDARD (DES)",
October 25, 1999

FIPS Publication 113, "COMPUTER DATA AUTHENTICATION", May
30, 1985

FIPS Publication 186-2 (+Change Notice 1), "DIGITAL SIGNATURE
STANDARD (DSS)", October 5, 2001

FIPS Publication 180-2 (+Change Notice to include SHA-224),
"SECURE HASH STANDARD", August 1, 2002

FIPS Publication 197, "ADVANCED ENCRYPTION STANDARD
(AES)", November 26, 2001

NIST Special Publication 800-38A, "Recommendation for Block Cipher
Modes of Operation Methods and Techniques", December 2001

NIST Special Publication 800-38B, "Recommendation for Block Cipher
Modes of Operation: The CMAC Mode for Authentication", May 2005
NIST Special Publication 800-38C, "Recommendation for Block Cipher
Modes of Operation: The CCM Mode for Authentication and
Confidentiality", May 2004

NIST Special Publication 800-67, "Recommendation for the Triple Data
Encryption Algorithm (TDEA) Block Cipher", May 2004

"AES Key Wrap Specification", November 16, 2001

B. Kaliski, "The MD2 Message-Digest Algorithm", RFC 1319, April
1992
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[RFC1320]
[RFC1321]
[RFC2268]
[RFC2628]
[RFC3217]
[PKCS#1]

[Camellial

[Elgamall

R. Rivest, "The MD4 Message-Digest Algorithm", RFC 1320, April 1992
R. Rivest, "The MD5 Message-Digest Algorithm", RFC 1321, April 1992
R. Rivest, "A Description of the RC2(r) Encryption Algorithm", RFC
2268, March 1998

V. Smyslov, "Simple Cryptographic Program Interface (Crypto API)",
RFC 2628, June 1999

R. Housley, "Triple-DES and RC2 Key Wrapping", RFC 3217, December
2001

RSA Laboratories PKCS #1 v2.1, "RSA Cryptography Standard", June
14, 2002

"128 By 7 m oy ZHFS Camellia 7L 3 U X AEEEE" 2 K,
September 26, 2001

Daniel Bleichenbacher, “Generating ElGamal Signatures Without
Knowing the Secret Key”, Advances in Cryptology - EUROCRYPT '96,
Lecture Notes in Computer Science, Springer-Verlag, vol. 1070, pp.
10-18, May 1996
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